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1. AR BT AutoSupport « N3&E:d A B AutoSupport B E 21 BrhelIiE RG]

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JHE 22 1E B oh 6 Z 2= 5%/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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Step 2: Replace the boot media
TR AE R LA RS RA% D B E MR B BT
E-BHREET TR

1. MIEH B ER P B H BRI B 7T

EHTHTEE BN RVEET, EFEEFER 1 SHM1+F1827], Due to the space
constraints within the controller module, you should also have a magnet to transfer the
screw on to so that you do not lose it.
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IEHRISRRN TN, HSHAELST .

3. EIEEITHISIRIRIIOB L,
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MEEN T REBEITHRIRE - AFF A250
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HFrRmERE, EMELRETR, RAFANENERSERR, HAHEEEERNEZAME
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° IREZIAEERR (OKM): FEEESCEMNZIERIEN S0 HE
° SMNERERSAEIERE (EKM): FERB MM RRILUT X!
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem
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boot recovery -partner

BFEEETRUTHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BEBHNRRERS IR,

325 F B “Installation complete JH B
3. ARG BMEBR, HERUTHEREZ—!:

MREEILES... 12E

key manager is not RSB RLLENMEINEE,
configured. Exiting.

a. FRERRTLI.
b. BRI RHIIEEFHE=IE:

storage failover giveback -ofnode
impaired node name

C. B EMEAEIRIAINEE MRERAER T

key manager is BLEMETNEE, FIEMEEAEESS,
configured.

C) MRAGTFRFNEZREEREKE, WSETHRER, HRTEHANEEERERRERE
BUNECERE (REEIMNR) o BEZEFRRIAYLE,

S

4. FEREAGERENERIEEREAERS:
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WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREBAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127l

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&

13



BRIGES MR BT )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELGTHETREIRZEMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

T—5175
TR EONTAPRME B 55 S IE BB THIR MRS, @ L FHIEHREI4ANetApp"s
BE =57 Bk [E] NetApp - AFF A250

QD% AFF A250 REHRRIRENMAMLERIE, BREFEEHRE NetApp, BEXEZER
, 1BEIL "EHIREIF] B T E,
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BRohiRIR - FopihE
B BRFohiE T1E7 - AFF A250

1.1.5%@@%2‘? WEMBRS. XEEHE. BER5ISNTKR. 5I1RMERK. WEM
ZMIERSINEE, FFIaEHR AFF A250 FERSAPHISI ST,

NREHNEFERITITHIZ ONTAP 9.18.1 NEBHRZA, BFER"BEHEHNERER" MRENRGETTTE
HAhR 4By ONTAP, MTifERFoIRIMETIR.

o "BERNTREKX"

BEEEMBMNTRNER,

e "I BN E A SHFIRES"

MERKRBAT X2 BAEERERWHEHTT 7 INE,

e S

FEFMEIN R, 1EXAITHIZS.

o "EiRE TR

MAZEERRPIESEERN TR RRERBHNER. ARERUSBATFREIZE T RONTAPIR G,

o "B E R

MUSBIRTH2E S EIONTAPHUE., IERX G RFAHIIIIFIET =,

e "REnnE

MONATPEEhR B M E R Z A E IR R B INIRAEIER,

o "R E SR IR 0] NetApp”
REREMREME RMA X BB 83 4HIR [E] NetApp o

FrIBENTBRIRERZEX - AFF A250

TEEM AFF A250 ZRERRIBEINT B2 A, IBHERAERINERNINEER, XEIEHR
BE—EBEHEMAERN USB AFIRENEE, HINIEEHNEIREZE S ER.

IIRENEFERGISITHIRE ONTAP 9.18.1 EBMRA, BHER"BMENNERERF" IRENARERETE
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HAhRR4sBY ONTAP, MTifERFoIRIMETIR.

USB A7F#
s BRIEE—MEN LA FAT32 B9 USB [N7ZIREHER.

* USB A A BBHNEFHEREREM image_xxx.tgz X,

X ES
4 "image_xxx.tgz X HEHIE] USB INFIREHER. A USB NFIREh28(EHONTAPBRR B A b X4,

AP B
fEFNetAppR RV R LA {4 SR B IR R PR 1

EHIRIRA
BMZIRNEEIN A, Fa<N AR ERNEHSREXER!

© _ZHRITHIEE BRI IEERITHIPAYITE 28,
© _RERIEHIE B RIITHIZRAT HA (K.

TS RHA?
BEEMRSISNANERE, CRENERBDNFALOMBZHAZ RS
WENMNZZHAZFIIRTS- AFF A250

AT R AFF A250 FER SR HIER 2, FEIIEB N B ERINEERASFFHIRE.
@& ONTAP IRZASEE 2 HF NetApp BINE (NVE), HIEXEITHISEZ R0 EZAEIES
EELTENIRS.

IIRENEFERGISITHIRE ONTAP 9.18.1 NEBMRA, BER"BMEHNERERF" IRENRARERETRE
HAhRZ<EY ONTAP, MAIBERFIRENME T,

FE 1. 19E NVE ZHEH THIEMHIIONTAPERER
HBEEHIONTAPIRZAS B B 215 NetAppBINEE (NVE), LUBER LU T H IEFAIONTAPBRESEE R BN H.

p
1. B ERIONTAPRR A B S ST INE

version -v
MRFMHEIE 10n0-DARE, MIEHIEEIRARZIHFNVE,

2. FHFE NVE ZHEHIONTAPE&:
° INRZFF NVE: TEHHENetAppEINZEHIONTAPHI G
° NRAZHE NVE: TEHATNetAppEINZEHIONTAPS:

@ MNetApp3z MG T EHONTAPBRIR R ISR HTTP 3¢ FTP ARSSssai At 32, 1E5Eik
Boh RS, ERFEUIREGSI .
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TR 2: BIERAEERRSHENRRRE
EXAMEEH R ZA, BRI AEERLEHEOCERS.

p
1. BEECHNARS LEA T W ZREIES:

ONTAP hizx BTl
ONTAP 9. 14. 15{EShRE security key-manager keystore show

* NIRBATEKM. "EKM &R <HiE 5 H,
* MRBATOKM. "OKM NIEFEsr LRI,

* MRKREATAEES.
N =R <Ry .

"No key manager keystores configured’

ONTAP 9.13.1 Sk EERha security key-manager show-key-store

* MNBRBATEKM. external MISEH<SHEHFIH,
* MNERBHETOKM. ‘onboard M&TEer< I H,
* NRKRBHEZHEESE. No key managers configured M S 1ED

LT H.

2. IRIERGHESEE T RAEESE, ITUTREZ—!
NRAKECERAEIER:
EA U e et AREEH 2, HASRITRIIER.
NRECE T HAEES (EKM 5 OKM) :
a. WAUTEASS, EREREERFSHEIERRRE:

security key-manager key query

b. EFERBLERHIOETHPHIE, Restored HF, WIIETEIAEERE (EKM 5 OKM) MSHIIEER

HESEMINIME.,
3. BIREENEAEER LA STHENARESE.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R XA EEGIEE, HASHITIIIER,
NREFARETHERRE true’ E“BIRE"FIH:
a. BN EIRAERIAME D ERHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
i, 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:
security key-manager onboard sync

HIGRREY, BN 32 PN FEHNFERFASHNHZRAEERN.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

*onboards
c. &% OKM 55
L PR EI S RAPRIER :
set -priv advanced
BNy HIRRAREEET,
. ETREREESEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MREERIREPZEEFHME OKM, EREBLENHEE.
iil. JREEIEGIET
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

T—HRH4?
RN EHNERELIREE, ERE XS
KA G SELLHITF RN RIRE - AFF A250

KA AFF A250 fFiER AR ZHAVIEHIZE, UBLEEIEERKR, HAEEIRHINRMRELTE
PRFARFRIRE,

NREHNEFERSEZITHIZ ONTAP 9.18.1 NEBHRA, BER"BERENERERF" MRENRSGERETTE
HAhRZSEY ONTAP, MMIBUERFIRNME I,
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TN 1 . KZSHERS
5Eh% NVE 3 NSE 55, BEEXAZHRITHIZR.

S
1. B2 HI28 2~ LOADER 12777 :

MRZHRIEHIEET ... BA ...
LOADER 12T 3£ Z "Remove controller module" o
[EEEHRFRE . & Ctr-C , AREHMERREE v,

AFRIAATREBRTT WAR MNETERNEHSERENHEZHREHIZS: storage failover
S AE)) takeover -ofnode impaired node name

L 2IRITHI2E £ 7R Waiting for giveback... BY, % Ctr-C , ABEIE v

o

2. £ LOADER ¥4, HAN printenv LUBRFIBERINIFELEE, BRLFREFEDHSEXEH,

() REHRERTRIAESET, WikhSTaREEm.

I 2 © ARG TF MetroCluster H
()  REHRARANS S MetroCluster B, B/IEMILLIBIES .

BRAZHIEHR, CUIMEREFISRIRES, HAELZEEIREEE, WESTESNEH SIS MR IRITH
MBI (AR,

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HRH T TR REF
RIS E ARG TR A EE T alse. MBMEXRAZHITH R ZAIE ERFHER ; BN "HTR5
EBRED",

* NREERBZE MetroCluster BEE, MAFAIAEEE MetroCluster IR ERES, #AETRATEBHAILE
EHIRES (MetroCluster node show) o
TIE
1. MNERBAT AutoSupport , M@ E A AutoSupport JHEZ1IEBTNEIEZES]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZ IE BB ERGIF /Y. clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NIBTTIEERITHIZSMIEHI B2 BEM3SE: storage failover modify - node local -auto
-giveback false

3. BRIITHIZE B R/ LOADER $&7R%F:
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NRZHEHIBETR ... BA ...

LOADER 1&RfT BET—%,
EEEFE & Ctrl-C , ABREEMBETHREE v,

AR EERRTT AR METEBNEHSRRENEERRAITEEE. storage failover

FHEET) takeover -ofnode impaired node name

L2IRITHI2E £ Waiting for giveback... Y, &% Ctr-C , ABEIE v

o

TR A?
XAEHIRE, CREEREDHNR

BB B ESFRERE - AFF A250

AFF A250 R RBEHINT e FEERZNEANEERE. FRIEaFNTRARERE
RIR, HFRBETR. REBRENTE, ARER USB NEFRENEEFohE
ONTAP BREE(L 5 E B RS TN T B H.

NRIEHNEFERSITITRIZ ONTAP 9.18.1 NEBHRZA, BER"BHENERER" MRENRFERETTE
HAhlk4sBY ONTAP, MTifERFoIRMETIR.

BEMBNE, EOTE TR[NEHISER, REBABN LG BHREERE] USB NFIREER.

$£1%: HTEHEEER

BihaEH S RRPRAN, SIEMRGRE MEGEER, ARBEH MRS ER ERER.

p

- SIREEAREM, IFIEREM,

2. NIRRT 23 18R B R,

3. BEBIRAEERR, ARMBIRPIRTLL.

4. MIZHISZHEIRIL T I/OFB L,

O KRIERMAIZRIZERHNNBERET, MIBREETEGN, AEKEHBREEANEILET,

—_

()  nRENTEHSEREEIER, FHSEANBETER (BIBEE) .
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° BT

9 BUEANH!

6. AXNFHUEITHIZR BRI, FHERHME, FHSEREFRNRE L.
7. PR EIT R SRIRIE MR EFRET, ARG SRR SR,
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0 EIRET

9 RIS R IRE R

Step 2: Replace the boot media
R LU EN T THI s RIR ERENE, AEBERBNNR, MMEEHIZSIRRPHRE 2 EREN BT R

B THTEERNERVIZES], BFEEFH 1 S+ F18227], Due to the space constraints within the
controller module, you should also have a magnet to transfer the screw on to so that you do not lose it.

TR LUER NIRRT BB B RN
HE-EREENT T
1. 1R EH B HRIEHI R RIR P IR B 7T B

24


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d

o ENT R BT BE E EIHEHI 2R ARIR EARAVIRET

9 RRohT BMIE RIS RIR R o

2. £ 1 SHMBLT), NZIRBEINTRLEETEST, HRERSMIE#K L.
3. RRMBINMREEMEEPRRIEEH BT,

4. MpERRBCRIRPEHERBING, FREEEH SRR E37F 2L,

o fEf 1 SHWIEBRLIENFITER N B LAY,

() #RESNELOBITEEMAN, TNTESEREERA,
%35 BEDRKERIEDNR

BRENERBHNEULERHMRE, FILEFEERER USB NEFRhEERBRIRE,

s BAEB—1 USB INTFIRENZS, ZIRahes E&=Nt 8 MBR/FAT32 , HEBR=ZE/V/ 4GB

* S5SZIEHIZRIEITH ONTAP BEhRASHEFRVEIZS, ERILAM NetApp 2454~ ERY "Downloads” &85 &

FERZ BYBR 1S
° JIRBAT NVE , BRI THIRAFRIET, £ NetApp HMNE THRE,
° IRKEA NVE , BRI THIRATRIET, EAMER NetApp SMERIER T THIRE.
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* IRENRLRZ HA X, MBTEBMLEEE,
* MRENRRRIRILARS, WAFEMLKERE, BERR var XHERGE, BATRITHIMNIERBR.
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a. EHEMNBIARSZ G M NetApp ZHFihm FEHEHIZ] USB NTFIREHES.
b. FARSSIMEG FEEE IR A B LM T (E= 8.
C. FRIEZEIRSS MR,

@ MR E[EA Windows IREXAZR, E70EH WinZip 1IZENNE B ahigR, EAEMIZENT
B, 530 7-Zip 8§ WinRAR o

FREZERIARS BRES R AR K

= /boot
= EFI

d. ¥ EFI )Xk E 4% USB N7ZIRTHEE FRYTRERE o

@ NRRSMGIEBEFINXMHR, 155" TFFASTIAFFE SHEohE&EME MRS IRE T
SR DEFIX BN,

USB INfFIKzhas B A EFI Xk, HESZHIEHREITIRSMRE (BIOS) hRAHERE,

e. MEICABPENL USB (KEFIRE)28.
L INRERREIERNE, BRELBXE,
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g B LERISSRREHTEEMEL],

(1
P2} BFAEST

I BRIRER

- RHERBERAI R IR SRR OXNTT, AR EREREANRFN—F
- ¥ USB INFIRzhasHENIEHIZERIR _ERY USB HE1E.

FtRRE USB INTFIEEDER L R1EM7A USB IgEMIEIER, MAZE USB f=HaisOH,

- RIS RIRTT 2 HENNAE:

R eEMBEEREAMBYEFLRE,
BiHER THREFBRENSBNERFE, ARRKEHSRREREEFILEUE LS,
MEIENHITRERRERIBE, ARMEIR), BRIBENSFIRAEML

EHRISRRN TN, HSHAELSTT.
BRI HIZRRIRI/ OB 4,

h BERSEAER. ERRERRLHIF. AREREEER,

BRMES. EH8SEIREIENE50, Be prepared to interrupt the boot process.
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L #% Ctrl-C RUTEENIIE, FENMRFRTALEL, MRENEERHEHREE, B Cil-C ik .
MRKBRUCHS, W Cri-C, BEETUARHILER, REBERIBURHINLIZT,
| HFARERE—MEHIBINRS, EREERRHITT R,
RYSFHAR TSR LOADER RRFAL.
T R4
BREDNRE, CRE RHTERE
M USB Bz FrEm T Rk E - AFF A250

£ AFF A250 2GR EMBIBNTRiIgERE, ErRILUM USB IREiREoiREmE, H
MECX T R EECE,

MBI RERGISITHE ONTAP 9.18.1 RERMRA, BEA EHEHINERE NEENRAEESTR
HRRRZSH ONTAP, MMABAT R IIE.

FIaZ Al
* BRREIENA B E R B ST 28,
* BRIASHEE S MERGHUE,
* MECHNRARDERME. PR 3, EFEREZSEAINERERENIED,

p
1. 7EHPEIE 2809 LOADER 2R T, M USB INTFIERNZR B an iR S iR .

boot recovery
MEFREFRMUR THB.

2. HIRTEY, WABRZINEIZ Enter SIERIES H ERHEIAE R,
3. BEAIEATIEAIONTAPRRAMI S BIRE var X RS
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ONTAP 9.16.0 S{E R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* RRSAERNE, BMEEIFREREE E 1 EFBE

" IRRSERAME, BREREME"

ONTAP 9.16.1 S{E = kR4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctrl-C 8B R BB,

f ITUTRIEZ—:

* IRREAERNE, BMNEEIFREFERE X 1 EFBE
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

" IRRSERAME, B REME"

4. izl a4 AiE R B EC TR,
O W RIEFEEEHSRME EEET:

storage failover giveback -fromnode local
6. NREERATBNREIRE, BEMBRAE:
storage failover modify -node local -auto-giveback true
7. AR FA T AutoSupport. NEEREBEheIFEZRE]:
system node autosupport invoke -node * -type all -message MAINT=END
TRt
BohmEREGE, BRB " MERN TR ENIE"
S 1% - AFF A250

£ AFF A250 Z24iFRRVE S|SB EMENE, UBRRISSLAHRERP. BdEaE
WIFZTART A, BN AMERE RN ERIESEN R 21518,

NREHNEFERLIEZITHIZ ONTAP 9.18.1 NEBHRZA, BER"BERENERERF" MRENRSGERETTE
HAhRZSEY ONTAP, MBERFIRNME I,

RIBEHNERAERSEEE, TAENNTRUMERENE, NRETHECHRAEAM N EAEERS, 1BH1E
BEERN RERI R BRI E,
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IREZAEIEEE (OKM )
MONTAP S Eh3R BE R AR 32 sAE 1288 (OKM) R &L

FaZ Al

BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMENAYEDT:

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR IR -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfEMR CFO BERMfE, AP EAEESSE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

AR 2R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&

37



38

KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. TER B &helEZ5:

system node autosupport invoke -node * -type all -message MAINT=END

T EHA4?
ERMN B LEMENRE, ERERHEEHEELNetApp”s

BEHEREN7 T iR [E] NetApp - AFF A250

R AFF A250 IR AR RAHHIEEE, B HIMBFEEHR[E] NetApp, BXE
915&:\) \ﬁ%[ﬁl "T:ILBTq:J\E‘SIE*DE*ﬁ"ﬁEO

HAa
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MFAEE T ERIE - AFF A250

BIEEEMER, KAEH2E. EMVFBMIIERSETER, FIaER AFF A250 77
B R GTRINAE.

o "HEREERER"

HENEERER, SERARAE. FREIAR. ONTAPEIEMAMHINEERIE,

e "R ERRE"

HEEERANER, BHRIRR. WERIENTAR, IEERIEHIRICES,

e " KA aR"

KT R AR 2 HITH AR,

e "B RAAE"

Rt FEA AP BV A S EBIAAE T,

e "SERALFE E R
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4. EFRERFKIEERIER,

B2 FEHEEMHREIZNetApp

REREMREME RMA RIS FEER RO NetApp o "EHREFIEREXIFAER. BEINTHE.

hllEs

IEHISSER T IERIZ - AFF A250

BT XA RIER. BRI EIRITRIZE. RE RS E U EFER R EHIAREIE

LHEIRITHIZRE R AFF A250 FE R A RVITHIES.

o "EE BT RIS ER"
HEITHIRERER, SERFHRAME. FIEILAE. ONTAPEIEMAHIHEEIIE,

e "Shut down the impaired controller"
KASEEZHIEHIZE. UEIEITIE R I HIZS M MR HI 28 7 iR (50

"B AR
IFTEFEIEHIZE, K FRU AHBEEHITHIZREIR, AR ITH SRR LB F.

"ERH IR RRE"
PIFEAIERISRRARREE. AREFEENLERTKE.

"EHTIRE H AT H "
BT hIEETERE. HIEFERRIFIEIAES A IEHI2S,

e "SRl 8 E
JIENetApp. HEEEHEITIRL. AERKHESMFRELLUN,

FRITH|ZZHVEK - AFF A250
£ AFF A250 IFE R HBEHIZS 281, BRI AEMIIERINNEEXK,

X ELEL
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IERRPHMEEMAHESTEETF, RWIHEHBIRITHIZBREEIER, HRIEHI2EaE
il &t R TF 2 A B SRR,

T NEEBIIREL BIAHRRM, HAER ONTAP BRIERGIRAER EFRRTRTIR R 4o

* FRERENERZRERNIE S T 1Fo

* NREBRSRA MetroCluster BLE, NAMEF—T "EEERNMERESIR" UHE ST N ERLE
EP R

* BRIURHRIRA G B MR EE R UREIBYE FRU At
* BT RI SRR EROVARE S EKERERISRIR, BRI EIEH SRR AR RS,
* BB UIRED BB UEMIX T3 s IR EhAR 5,

s FHHRIEL B b, Bon&ERBMNZHITHIZEZE replacement 12528, LUE replacement =28 7E 5|R1E
H SRR R ZA<BY ONTAP HE 5],

* BEUEERNRE LA U TS RPRGS:
° R SR R IE R EIRAYITHIEE.
° replacement TSR — iz HlER, AT ERZHAVEHIER,
° health =28 21517 IE & BIEH2%,

* BTHRLR KR 2R B0 B4 HBIR B XA A Ho

IR VEIS IR ERES BOIE R, LUEEH LI B A2 o o] 4518 B M A A S TR HERS
T—$2H4?
EEEFRSRTHIRNERE, BB XHZ RSS2,
K AZ T HIZSIRIR - AFF A250

é%AWA%O@%%%¢%Eﬂ$,u%mﬁﬁﬁi,#ﬁﬁﬁﬁﬁﬂﬁwﬁﬁﬁﬁi

BRAZFITH R, BOTHEERISRANS, AECERERRE R, UESTESEHIZRSRSMZIRES
EafF g HE (IR,
KFUIES

* NREFEANESANRS, MM MENEZTITHIZESCSITIFHNEMER cluster kernel-service
show, cluster kernel-service show fp < (fEpriviaRiZD ) Al B2 T R T R @M RS ZT s
BBl B RES UA R T RV TR,

1 SCSI TR RS SFHIZN SEBFEMT RRIFHPRIX R, EREFIRZA], BASTARFIEIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R FTI TR REF
RIS EARIE TR A EE T alse. MSMEXRAZHITH R ZAIE ERFHER ; BEN "HTR5
EBED"

p
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1. ANR BT AutoSupport . T3&33 & FA AutoSupport 38 B2 1 BEhalIE 25
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E B o @251/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. #EEHE:
a. MEREATHIZRRVITH QAL T <!
storage failover modify -node impaired node name -auto-giveback false

b. N vy HIEEIRTEEREEZABAMEIR? K
3. B¥ZmIEHI2E 2N LOADER 127457 :

NRZHITHIBER ... B4 ...

LOADER & FF BET—%,

EEFRRE & Ctrl-C , ARTEHIUERIEE v,
RS T E RS MIBTTIER BT RIS R E s E (FR T 88

storage failover takeover -ofnode
impaired node name -halt true

-halt true B2 #05# N\ Loaderig =" f¥o

T=FEMHA?
XAERISEE, FE "EiREhEE

EITHI2S - AFF A250

HEMREF T, 1FEM AFF A250 RFHRVIERIZE. BHRIIZREBIRZIRAVIEHI S
, FAGBZEIERITH S, REBRIERISHENB,

B ERITHISEIREN, ERIETZMAEHIZE, K FRU AHBEERARVITHIRIER, EHEPREEGR
FRRVIZHIZRIRIR, AR RRBEELPR

$£1%: HTEHER
BRIEHI SRR ERRIAR RS, BAMAAEPE T EHIZRRIR,
BRRAXELG AN EARS, UEEREXELLRE Mk,

fE R LU ISRE FRAS P B2 IR B IR 23RN
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o iE- B R SRR IR

1. MR EAREM, BIEMREM,

2. MIEHR R B EIR R IR,

3. BINFEIRLAEERS, ARMEBIRTIRTS%,

4. BRIEBANEHIBERMNMERES, BEEE TR, ARSEHSEERHAEET,

@ NREE TERISERINBEAYE, BRREMRRFIE (BIBEEE) .

o AT
9 BATE L

O ANFHEIZHIZBRIRFM, FHERAILIE, HEEBREFRNERE L.
6. FEIHHALTHTHIZRIR EERVEART], ARFTFHZRISERER.
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7. BN EN

B

EHER IR =R
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B2H: BHER
BHUTHIZRIRIRES, IR RIREH SRR PRV IRTS EE T HI SRR IR,

1. BrFFERIR.

2. fTHERIRELEIERS, AEMEBIRIK T EIR .

3. MEBIRIR T HEIRLk.

4. TRFROCIEF, UEERTHIEREHIER, AILUSEIRMITHIZSEREPHIH,

(D BEbsmea nEs, BIBNTA, NERREEs.

BIRAE. MITHIBRIRPEULHE, BIREANFIEEE, URTRAMTHIZIEIRF BHEHLAEER
BE.
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o BEERIERS
9 R

o BFHEIRBEMITHISRRIR, ARLKEE,

6. BWMFERFANSHGHESITRSEROAONTT, ARFEREEENTHRISBER, BRBEREFA

2L,

R REE S VAR S E I & SR E T,
(D meemrmmEzs, BIEESREARANBITA,
%35 BHRE

AEE A EHERIT RIS RIREY, SR TUF R BT HIZRRIRPBI XS EEHIRIR,
1B ERBERIME, AEREKEERE R HITHISERRE T KBRR,
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" MU TRIR

2§M%ﬁﬁﬁﬁﬁﬁﬁ%Eﬂﬁﬁﬂ,#ﬁm%ﬁﬂ%m%%%ﬂ%ﬁﬂﬁﬁﬂﬁ%,%EHN@&H%

3. WHRNBIEREE FRTE,
B4T. BHBMNER
BRAAUF BB T BUR & MR I HIZR IR IRTS 2 B A BT H 2R IR,

EHNTAHATEERNNFRRET, EEBFER 1 SHME+F1827], Due to the space constraints within the
controller module, you should also have a magnet to transfer the screw on to so that you do not lose it.

1. B RE IS SRR B Th T B H S E B AUTHI SRR,
BEINT R FEm AR E S BHE FTH=[EEER T3,
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o T AT REMN FEE R HITHI SRR P EIREVERET

9 RRh T BNz HI R R PR o

2. £ 1 SHMBLT), NBETRPE TR, FREREREEEK L.
3. REmT RERMEEFRERE, AREHEEERATHIBR R EML,
4. (M 1 SHMEBLTIBNFITE BT LET,

()  #EESNRESSTEEMEY, SUTEAERR R,

% 5. #%5h DIMM

E155) DIMM , 75#%Z DIMM HIFEMZHITHISR B EERITHIEE, ARRRSES BINF#1T#E.
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CD Install each DIMM into the same slot it occupied in the impaired controller module.
1. Z18303% DIMM FIEY DIMM 8 -REDF, SAER DIMM & H g,
(D) B DIMM i3855, LUBSsT DIMM BESIR RO HEIEE T,

2. FFEIRAIEHI SRR _EFRIAENAT DIMM 15HE,
3. HafR DIMM & LY DIMM BHEFEMFHITHMAUE, ARG DIMM EEENEE,

DIMM ELEIEEEED, NREH, BEMEAN DIMM , FESHEESEHMTT.
4. BWHE DIMM , HBIAEYSXTFTHTSIENEE,
5 XWH% DIMM E£ ERSE,
E6F. BEEEE

BRoIREFR, BOTMEOFRTHEURER QSFP #l SFP , BXRERBEEMANITHIEE, KAE
QSFP #1 SFP Ef L &2 w0 £, HAKOHML.

1. R BIRUE ISR SRR SR R R HE R,
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o EH NI SRR IEE VIR

9 FAFF I I ZR R P BV T,
e BrEhRE+R.

2. T ERERXEKAFTE L.
BIRRAXELG AN RS, UEEREX LR E ik,
a. fITKERFAIREFERNFE SFP 3 QSFP EIRH B EHBIE—3,
b. £/ 1 SHATIRLZT], MZHIEHISREREBMMKE R LETEST, HRERSMBIEREK L.
C. BRERREFMERRIRL, ARKEBREENIZHSEPIEEME,
d. ¥REFRBREXNTTEERANIEHIRPRE SIS,
e £/ 1 SHEBLT], BAAITEENEFSRREBNEEF LR,

(D) HFEEEELOSTEENEN, TUTERELRERH.

3. NBRZMIEHIBIBERPEEZ—INEEFR, BEE LRPE,
4. BEHTH SFP 5 QSFP EHIEANFKEF,

57



BT BNV B
BT HISSIEIRET, AT NV B M SIEH 2SR RS E T ITHI28 IR,
1. #E NVMEM EEith 335 E M SIS HIZS R IR E B AT HI28 18R,

o Bt EhiEKEEmRI®E T

e MIERERIR T 4 4o

e MYERMHAR TITE XN EBDE F &,
o R BBt M SZ RN B 2R IR AR EX o

RIS, ARBERMEREmRRS, FiEAMEEPRER.

U MHIE TRCEENEENE RS, ARRKFEMMEBEMERMITHIZRERRPIRH,
R AT HI SRR EIEIMERAY NV BBtZE, FH4& NV BBt 5 B3R R 75,

R NV iSRS

AEEERMIER T AETIEME, BRIME ERSERENNEMA LAVEHE, BAHBEAF RN
mRYF O,

o o A W N
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7. BARTREMA, BEREBIERL

58 T REITHIZFIRIR

RFrE A NZHRIZHI SRR EERIEHISRIRG, BT ERIEHIBRRLZERNETD, ARRKEBE
LEIPIR T

ERILUER TERE AR BIENER L EERITHIZERIR,

1. IRHERLRILBRE, FREBEXNE,

2. § HITH SRR EHIT ERI R,
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(1) ISR IR
(2 BARET

3. REHISERMRIGS VAR ONTE, ARKEHSREREREEARSN—F
C) BREH SRR EIBANFAET, FRIFRSIETEXF R,

4. (WHEEMIEH QR OAL, UWEERLUARARFUBRITUATETHRIES.
C) TR LIRS BRIEERERG ZEZEITHIZREIR,

O. JFIEHI B EIR BN
a. WERMUENFIBHEETERANMIE.,
b. FINFRIEHSBRRWFTHERBAMEREE, HIHEFL,
C. RREMNEEREAMBYEFLRET,
d. AiER MREDIUEEMSNEE RS, ARBERISERERESEIEUE 7S,
e. MBIUENGITNERREiETE, ARYEtn, ERIBIENH RN

ISR ST RN, HEVAEEST T,
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f BEEREHmNER. EMTERREHIIF. AEBBRREZEIBRR,
BRMEE. ITHI2EIREIIENESN, Be prepared to interrupt the boot process.
T—FEHA?
BRIIFR A250 1=HI28E, BE'MEHIERALE"
HEHIGIE RS AL E— AFF A250

SEREMH B A250 R4S REIHIPIRIVE, FRERIEFRITHISRHNRRARREE,
HIREFEEMEERTIKE.

FTEREF ERA B ELIFEING, ERIURIEERITHIZRNERFIRRRE, HREFSEEFRLERSIRE,
£ 1% AEREHIREIREHRIERSE

TN IR HA IR TR RIFRYIE S B3R IR 50 17 AL & P p] SE AVEY (8] Ak 55 2810 & B A VI Kl S8 AR R LRV 8]
MEHR, WIRBYEF B HARLES, WAREERERERR LEBXERE, UbLLEF inel RN EES T+

o

KFIEES
BEVEEBNRR ENAS BRSS!

* replacement T REIIR(EL BHEIRZIHRT RB9HH R
* health T5 22 replacement T mH) HA EExd T 5=,

Pz
1. 91 replacement TI s AR7E LOADER 1R, B RAE=E] LOADER 12/ RF ik,

2. 7£_Healthy node . ¥MERSATE]: cluster date show
A EAFIEY B & FREE R X,

3. £ LOADER &4, #7 replacement 155 FHIBHAFIATIE]: show date
BERFNBIEILL GMT &R

4. NERE, BFESATA LU GMT BXIEEHEA: set date MM/dd/yyy
SO. MNBME, BEBMRT S LIEE GMT BYj8]: set time hh | mm . ss
6. EMNHERE T, #ik_reender T EBIBHEAFIBSE]: show date

HERFNBYIEILL GMT &R7Ro

% 2 4. WIFHISEITHIZEH HA RS
TEANISIETHIZ ISR A RS, HEMERNERIIRSULRENARSES,

1. TEEIPIENT, METHIZSERIIEFr B AR S BEERIAY 1o IR ha-config show
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controller-replace-system-config-restore-and-verify.html

FRBLAMHEY HA RZSER AR,
2. NRBTRAITHIBERAFNRSSENARREERLER, BHEHEERIRIGE 1A state . ha-config

modify controller ha-state

ha-state BI{ERI AR TFEZ—:

° ha
> MCC
° mccip
° 3E ha
3. MR ETHITHIBRRAFRE S ENRFEER L, B RITHIZEERIZE HA state | ha-config

modify controller ha-state

4. MINRBEBEEN: ha-config show
T—HRHA?
MEHWERARERS, BENITIIBIE BHIEE RS H B,

BB RAHEFDECHEEZ— AFF A250
STHIREHRIERARELE A250 R4iG, BEESNMEERAHENDECHE,
B B RN R E R DRSS TR S B,

F1L: EMNARHITHRE

EALUT A ERIETHISSRIRAFEN M ERE . "Active 1Q Config Advisor” o
B

1. FEiF%E Config Advisor o

2. GANBRAZNES, AERETWELIE.

3. BERARIIR, AEKNETHY. BRETHEHERBMBEHEAYIERTRLF, UEEERNNERA
Zn)E,

4. BEHEMNANATR, SASZE Config Advisor BHItH, LISEHMAEL,
$2%. ENOCHEE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. &4 RIE BTN replacement =528 HIN R SE
ID Bk, AEMWIAEESE R,

IR EP BAUERF1E HA X HIE1T ONTAP BIR S,

1. 90K replacement 1THIZFAFEIFIER (B3R * > 1IB5F) , BRHEIFIEXHEE LOADER 12T
halt

2. £ replacement =28 LY LOADER 1e/nfit, Bohizhlzs, WRAFRHRS ID AL EBEZRASR
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

ID, BRIANy:

3. EFfF waiting for giveback.. HEERTE replacement I=HI28 1T & £, ABMEBITIEERIEHI2E+

IIFREBE BN EHBEN RS ID . storage failover show

Eaphatd, BNEE—FER, BHRHRIEH SR LRSS ID BEc, HPERTIEHRYIA ID #H ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. TIETIEENIEFISEF, BIERSESRFEMIZOIEE:

a. BERNEENRES: set -privilege advanced
AR TREHREFENESRELN, EAIUEE v, KEEETRSRERRETT (*>) o

b. RIFEAIZEEE: ssystem node run -node local-node—-name partner savecore

C. %1% ‘savecore fp ¥ 5T, AEBALIE,

R LR AN T en SR 547 savecore s SRYHE . ssystem node run -node local-node-
name partner savecore -s

d. IREIFIEENERF: set -privilege admin

S MREHNEHARRE T FHEIEME. WATIREEERNZRAZAEEEZINIRAEE. BIUT

9T — R R MBI

Ut L o oz
RSN A B A
6. SEFEHIS:

a. NIETTIERBIEHIZE, RIEEMAVITHIZSFEE: storage failover giveback -ofnode

replacement node name

replacement 1= 234G W B L 7Z (& H ST B Bh.
MRBTES ID FALEMEREBEERS ID, WNHEN vy

() nRxEwTR, CANERERLTR
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7.

8.

10.
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"EHGER TR ONTAP 9 RS R A EEERAS"

V]

- RiRERRE, BIAHAEITIREBF B LIZEE . storage failover show
storage failover show VAR EE System ID changed on partner JH S,
INFR BB ERDECHRE . storage disk show -ownership

BT replacement =23 BVHEE N B RHEYRYE ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

MR RFFXF MetroCluster BRE, 1BIEITIEHIZSHRAS: MetroCluster node show

EEM/G, MetroCluster EEERZE/LDHA REMETEERS, I, SMIHISKETRBEERS, HiE
DR BE&HERIEFE®EI, The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

WNRITHIZEF A MetroCluster BRE, NIIRIE MetroCluster IR, WRRIAFFEE BRI S _EAYITHISS,
BWIE DR X ID FERR B BB MNRIBFIES,

NREESHEU TG, MWBTHITIRE:

° MetroCluster Bt &2 FHIHRE,
° replacement ¥ 28 RN = RGN LNBIFRE S,

"TEY T MetroCluster BEEEA, MEFIBENSTE HA E2EH MetroCluster iR ARIE & 4 E L

NREARSEF A MetroCluster Bt E, BRI R EREST NEHI2S: MetroCluster node show -
fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. IIFEMTHIZEREEEFAENSE:. vol show -node node-name

12. REEEFHBNNEZERT BEE, BMETERNEHIZSBZATE: storage failover modify
-node replacement-node-name -onreboot true
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2. ZEFMFONEESA:  + system license add -license-code license-key , license-key...+
3. NRFE, MBRIAFFIIIE:
a. MEXRMGHMIFAIIE: license clean-up -unused -simulate

b. tNRFNIRERIEM, BEMBRARFERAVIFEIUE: license clean-up -unused

#5245 WIFLIFEIMEYIS

85 replacement TRmEFRZE, BN LIF @EUTFEFHOL, WRBAT AutoSupport , MERM
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PIE
1. BIFBEEORT EEAEFRSEMEFEORS: network interface show -is-home false

WERERILUNG Ffalse. IBBEFRFREIETIKO: network interface revert -vserver * -1if
2. [ NetApp ZHEF LM ARARFTIS,
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4. INREf AL AutoSupportEIFE . BEEALRILE O system node autosupport invoke -node *
-type all -message MAINT=END me
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* NREFEAEBSANRS, NN MEREZHITHIZESCSITIFHNEMHSHEE cluster kernel-service
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i
* If you have a cluster with more than two nodes, it must be in quorum.ﬁﬂ%%ﬁikitﬁﬂ@ﬁ"ﬁﬁ?ﬂk?ﬂEﬁ?

BERI S ER BNV S EE R false. MAITEXARBIEHIZEZ B EREER ; 520 BT R5
EERT"

1. YNRZA T AutoSupport . M@ JEHAutoSupport ;B 222 1F B ah eI ZRA:
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport ;HE 22 1E B oh 62 2=/

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BEEHRTE
a. NEERIERIZEAIERI QAL e <
storage failover modify -node impaired node name -auto-giveback false

b. #HN 'y HEEIRNERSEZRREMENR? "B
3. BZHTHIZS 2R LOADER 1@/R%F:

NRZIHRITHZEEET. ... A4 ...

LOADER 12 BET—%,

EEFFE ¥ Ctrl-C , AREHIERNEE v,
RIS BT MIBTTIEBIEHIZRE N EEZHITHI2S:

storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ R’

67


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

%29 HTEHEER
EIRIEHIB IR IR, ATMIFERE T 523 R,
ERX LN EATE, UEEHEXLEALER B L,

1. NREERIEM, BIERERM.

2. NIRRT RIS EIR IR,

3. BINFRIRLAEERR, ARMBIRTIR TS %,

4. FRIZHRNEHISRRMMOHERETR, BEERTENT, AR EhhiE %,

@ NREE TR S ERINB R, BERREMRRFIE (BIBEE) .

0 AT

9 BUENHY

O FANNFHETHIZRIRAM, FHERAIMNME, HEEBREFRNERE L.
6. FEIHHARCHITHIZ IR EERVEART], ARFTFHZRISERER.
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7. BN EN

B

EHER IR =R
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% 3. FiE DIMM

EE&DIMM\ 1 FR i X E TRERRIDIMMBRET AR FE T Hl 2R IR P EIZDIMM.  PAIGIRIRIFE & BRI ¢
TER,

fER LU T ISREFRAR PRI B EHR DIMM :
HE-EHDIMM
1. BEHUTHIZR R E1RFE) DIMM o

DIMM I F 4R LAVHEIE 3 5 1 F, $E1E 2 Ml 4 A=, BN HEXEEERLE DIMM o
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BT HEFER DIMM B9, LUER] LURIERY A MiENERAR DIMM ,
SEIEHE DIMM FMIAY DIMM 38H-EFHFF, SRS DIMM & H 1S,
%28 LA DIMM 3 H SRR HRFETARS.

MBrEEERIEHmR I EIRAR DIMM , Z{F DIMM A HIEH S1EEITT,

o > w0 DN

() fBf:DIMM 803825, LUBESERE DIMM FEAHR_EBYAA RIS,

6. EEBRAK DIMM EEHENIEHE

DIMM R REEEEER. WRRH, BWEMEN DIMM , (EESHEEEHNNTT.
7. BRE DIMM , HiAEISaMTTHERIENEE.
% 4T REREGISRIER
EREHIBEIRPIAN S, SRRESIBERENREINEPR. REBHE.
TR UMER TEIS S NS BN AR R RS RIS ER

1. MMRHRLRIBXE, BREMBENE,
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2. § HITH SRR EHITEER R,
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0 I EEIRE R

(2 BARET

3. RHTHISREIRIEANAE:
a. WIRSENH BN ETTERANUE,
b. ANFRIEHBRRMTFTHREREBANEREE, HIHEL.
C. BRIEMIEEREAMBYEFLRET,
d. BEEm TREANEENMSNEE S, ARRBEHSEREREEFLEUE LT,
e. MBUENGITRERREIIBYE, ARAEitn), BRBENGIRNENIL,

EHIZMERNSTE2EN, FHSNMENETT.
4. BEREIENBR. EMRERRLDIIF. RAERBHEREZRIER,
HREMER. EHI28BHEIIENE5. Be prepared to interrupt the boot process.

o IRIEFEEMNRIHITH L,

6. R ITHISRNTEE, FEMEIERET: storage failover giveback -ofnode
impaired node name

7. MR EBRHEMNRIE, BEHRBAE:. storage failover modify -node local -auto-giveback
true

E 54 FHPESRHIR[E] NetApp
RIBEMREMIE RMA BB SIS SRR E] NetApp . "SHHEEFEIR G X¥MEL. BB NRAHE,

B SSD IXnh2Esk HDD X5h2E— AFF A250

You can replace a failed drive nondisruptively while I/O is in progress. T 81 SSD A%
ES 8 BT IEhe%IRnh2s, AT Eik HDD BUR(EP B BT etk IRohas,.

When a drive fails, the platform logs a warning message to the system console indicating which drive has
failed.In addition, both the fault LED on the operator display panel and the fault LED on the failed drive are
illuminated.

FaaZ Al
* EEMRIEENERZ A, IFEREREERHRESRTRASNEZINEE (DQP) .

* ERGIEHARIETHRS. URAEKEIXENES storage disk show -brokeno,

The failed drive appears in the list of failed drives.If it does not, you should wait, and then run the command
again.
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() mEXENEE. BhREEREKER A SR RIEREIRERTIR,

* BERSERA SED SHKWIE,

EHIRTN2RA A NBUR T IRsI2RMER AR WREH T SEDERIIE, MMAIIRIRHARISEDEHRIFE " (
ONTAP 9 NetApp NIESRIER) "HITIRME, XEHBENABTEEKR SED 2 Z A AHRITHE M

B
* BRENTFEZFERIRIES. BB "NetApp Hardware Universe"s
* MRAFTHFAEEMARIERIETT, B, BHIBEARARZH,

XFIAES
* EEHRAETBRMBEENE L, RehsEGBshER (TP o

© EMIRTHEREY, AUESIRHIER RSB AN B AR B 2 BFF—0%. UEFHERS BRI
GRFEZE
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W1 ;. B SSD
p
1. MNREBF oD BMRIB R OIREHBEFAEN, WHEELHEHEMNRIE WREBH)

a. WirREBERBHBRazsHAe: storage disk option show
TR R E—IEHISSRR ERAG L,
MRERA7T BoiEohzsn e, MEESTE "Auto Assign’ " FIFER on FFEMNTHIZFIEIR) S

a. NRBEA7T BohiRchEoEe, BRBHEZMA. storage disk option modify -node
node name -autodassign off

A FIER MEHIZRRIR_EEE A B shik 28 2 Beo
2. I,
3. LImER M E IR IREhER.

REpR L EWER, RAASRARFITFHSLER—FESTHS, BERM NS LERE, b, KEhes
RERFRETER ENER (RIAE) LED MHEERMRE=IE.

() ERERBLOED (Be) LEDARAKE WERD  FERARDES, OF
RIS, SXFT VO &, MIEIENEHRTE /O SEih,

4. BRHAEIRENSS
o W FIRESRE LB T LT,
b. EROIEFRRHIBLMAR, HAB—RFRREHE,

5. BELEEH 70 H, REBENEREDES.

XIE, RGpa] LURRHIREHEE ERMIER

6. FNERIKENS:
a. EORIEFAFHAMUENBERT, AXNFEAEREDSE,
b. #%, BHIRIRzHERFLE,
c. B LMICIBF. FERMBRLEEETRP. HELFFRAENL

BHOEIEMRADRIEF, EHESKEEIERIERNTT.
7. WIEIRENERAES) (F8) LED BE=E.

SNRIREHERAVER) LED IRESEE, WRTEMNBEEE, HIXchIRVES LED LR, RRIREHERE
WEE /0 [ETE#ITH, NRIREHIRE M ETEBEIER, N LED RFiAK

8. MREEMSZ—IRFRE, FEE LRI R,

O. MNREESB1PREAT BpiRNR DI, BFeDEER=BAEN. AERETEENRABE
Z573 fico
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a. BFIERBENIREHES
storage disk show -container-type unassigned
TR IR E—ITHI2RR EIMA G <o
b. G NIREhES:
storage disk assign -disk disk name -owner node name
TR AR E—ITHIZRRR E N <o
R LUE BB — X DS NEE 2R,
C. MMRFE. EHEABEIIRENEEIE:
storage disk option modify -node node name -autoassign on
T TIER NSRS RIR _E S S A B ahikchas o fio
10. $REBEMREMTE) RMA i3 BEISHPEZEAHRE] NetApp o
b "NetApp ZHINREEE RVA SIBREIRIEFEIMNER,

I 2 . EBi% HDD
1. MREFehHENRRNBOERNB[AEN, WEERA BRI EEARHE WREEH)

C) TR LAFeh D ECIREhesFREM, ARTELIRESBRIEEENRR R Bz 2 i,
a. WIFREEBHAEMIRIZESES: storage disk option show

TR LA E—IEHIZRRR Eim e <o
MNREAT BohIRENFHE, NEEHSTE "Auto Assign’ " FIFER on  (FEMTHIZFER)

a. NRBEA7T Bohikch2s e, BRBEZM:. storage disk option modify -node
node name -autodassign off

L BTE R MTHIZR IR 5 B ah R EhEs 7 Ao

IEff#z,

M5 EEERE TR,

BT RS R S HBMBENE L SERMIE LED MEKFEHEIXEN2E
B R IR EhER R E L BRI HL

a > W DN

RIBFERGNARE, HEEIEENSENEBIEH AT HEIRE)ES EERITRERZ A M.
fpan, TERRT —MERWRNEE, ERPURHE U THEEIRREE EmpIIRE:
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10.
1.
12.

13.

SRR RO AIBFER DT, MR IREDEE MR IR
RORIBFRERSITANUE, UEEEREEMPIRPEL,

REBHHMERRES, HHEReMiE, XAIRFERE—DHIEtE, AERANFFHEEIXEIEEM
HEE R EN o

FEOREFATIAUENERT, KFEARERhIENERTR, B, BIEEREEE

o

@ BEDERF 10, ARBRBNMEERIE. XiF, RIErALURGIHEEREEER
HIRRo

@ MR TSR IERARTEME LR, BSURENEDEET MPRIBREIEIX RN
AR —IXEIERFEER .

()  mrmsmmhEe, BRARE, BREEFRENSTE TIRENMERHSRITE,

HLOREBF, FHEREDSETEEERFRPIRT, HEEFFANEL
BHUEIEMXALKRIEF, FHESHMEIREAR0YEmERXTT.

MNREFEME — MR, BEEIE4F 9,
BERMRERIR.

MREEDSR 1 FERT BpIREENE, WFshoEREIZEAEN, ARREFTESHEABK
e e,

a. BTRFIEXRDECHIIKENZS: storage disk show -container-type unassigned
TR ATEE—ITHI2RIEIR EINGR

b. HEENIRENSE: storage disk assign -disk disk name -owner owner name
TR ATEE—ITHI2R 18R EINER <

] LU @B R — R 9 Bo 2 N IR BN 28

a. NRFE, BEHMEHEIRNESIEC: storage disk option modify -node

node name -autodassign on
BRTEM MEFISRIR EEF#/E A B ahIRehas 5 B
EIREMREMTEY RMA R BRSE & 2R (IR [E] NetApp o

@SBRI AT "NetApp 255", 888-463-8277 (db%E) , 00-800-44-638277 (EriM) =Y +800-
800-80-800 (I AHX) (UNREEE RMA RSB XEIRIZIELENEMEEE)) S
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E#i/X f3- AFF A250
EERNE, 5T A EHEN R RS E E R A KB SR,

£1T XAZBIEH S

BRAZHITH R, BOTHEERISARTS, AELEMRERER, UESTESNITHIZRHE MRS
SRR AR,

KXTFULES

* NREFERBRESANRS, NHMEKREZIITH|ZZSCSITIFMEHMHEE cluster kernel-service
showo “cluster kernel-service show &3 (fEpriva R iZR F) A ERIZT AT RSB HERS" . ZTa
BT MRS AR T R BIET TR,

1 SCSI IR RS SFHEN SEBHFIEMT RRIFHRX R AREFR A, BITERFIER

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE{FKRIXE |1¢ik121—_1ﬂk/ﬁ§§¥
B SR EREIE TR A EE R false. MAMEXFAZHITHIZZZAIEERZRER ; BEW "FhHa5
KEED"

S
1. MNER BT AutoSupport « M5&3d i B AutoSupport jE 222 1EBheIERE:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LA AutoSupport JHE 2 1 B ohelE S5/ Ve
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BEEEHIE:
a. MEREATHIZRAVIEH QAL T e <!
storage failover modify -node impaired node name -auto-giveback false

b. N vy Y IEEIRTEEREEZABAMEIR? K
3. B¥ZRIEHI2E 2N LOADER 127457 :

MRZIEHIBET ... M4 ...
LOADER &7 #F BRET—%,
[EEERRE ¥ Ctrl-C , AREHIRTIHEE v,
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RZHITHIEETR ... BA ..
RGBT AT N E IR TS MIBTTIEERITHI S R E S E (R H 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ &’

% 2% HTEHIZERIR
BRIEHI SRR NERRIA RS, BAMAAEE T EHIZRRIR,
BIRRAXELGENE BT, UEEREXELLRE Mk,

1. NREERIEH, BIEREM,

2. IR T 23 18R B R,

3. BEIRAEERR, AREMBIRPIRTL.

4. FRIZHBNEHISRRAMMERESR, BEERTERF, AR RHIE LR,

(D  WREDTEHSRRESEIEE, BEREANIRUET (BIBUS) .

o AT

9 BUEAH!

S. FANNFHEHITHIZBRIRAM , FHEBRAIMNE, HEEBREFRNERE L.
6. PRI RNTHIS SR EEMVEARET, ARFTFHEH S RIRER.
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° EIRE]
9 RIS RIRER

E3Y: BN

BEXE, BH FAESERNRBEERARFEERHIXERR,
fER LA T ISRE FRAR B B EHRXES -

EhiEl- B XS

1 @I EIEH B HIRE B S B E R EXREIRAVSEE LED SRHE S ME RIIN R,
2. BEHENBRIROME, AERKXBREREER BT H SRR K EH T X ER,
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- BREMSEEERMEELFEFD.

- AR T REFAMRENSNEERE, ARBERSSRREREEEIEUE 7,
- MBENEITRER RIS, ASUSED, BRIBIENHIRAEIL
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EHIZMER N STE2EN, FHSNENETT.
f EERREBNEIR. ENLTEHREIIIN. ARERREERIER,
BERMER. EHI2EREIIEIEE. Be prepared to interrupt the boot process.

3. IRERBEEMNARLAH T,

4. DX EHIZRNEE, FEREIEEIET: storage failover giveback -ofnode
impaired node name

S. MREEZHBEMRIE, BEMBHEE:. storage failover modify -node local -auto-giveback
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% 5% KHEEFFIEE NetApp
RIBEMFREII RMA SIS EAHRE NetApp o "HHEEM BN BX¥MEE. HENRE,

BioZEFEFR - AFF A250
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£ A Kz SFP 2 QSFP &R,
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* BRI IRED RS RAIFHIFIE ONTAP WRAE S £
* RGPRFE EMAMHUIERIRTT; SN, BRI RRARZ .
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BEXRAZFITH R, BOTHEERISRIINS, AECENRER R, MUESITESEHRIZSRSRS MRS
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* NREFERIESANRS, NAREK E Pz HIZ8SCSITIFIEMIERE cluster kernel-service
show, cluster kernel-service show f3 < (fEpriviaRiZR ) Al B Rz T R R @M RS Zh =
E,J_.”Eﬁ rﬂz*{kn_.\ L/{&-L/(ﬂﬁ'- 5 E,JL'??%IL.\O

1 SCSI IR ARSI HIZN SEBFIEMT RRIFPRK R, EREFTMRZA], BASTARFIAIR
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* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R FEI TR REF

AU hIEBRE R RAIE TR A E ERfalse. MATTEX AR H SR ZATEEREER ; BN "KTR5
ERED"
p

1. SNERB AT AutoSupport . TIi&iT I A AutoSupport ;B B2 1E B Th eI ZRF):
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
IAFAutoSupport JH B £ L B Rh SIS 51/ Y :
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. BHBAMRIE:
a. MEEERIEHIZREERI AL <!

storage failover modify -node impaired node name -auto-giveback false
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LOADER &Rt BET—%,

EEHFEFTE ¥ Ctrl-C , AR REEE v,
ARSI AT MBEITIEEBREHsEE N EEHRITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderig o

% 2% HTEHEEER
TEE ISR R, EMIEFE TSR
MR XL EATE, MUBEANEX L LR B TR,

1 MR EAREM, BIEREM,

2. NIEHR R 2 EIR R R,
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2. B HI RN
a. HRBENH BN ETTERANMLE,
b. ANFRITHBERWTFTHERBAYEREE, HFIHRFL,
C. REEMNEERERAMBYEFLRET,
d. AR TREFAMEENSNNEERE, AEBITHSRREREEFLEUE LA,
e. MBUENEITRERE IS, ARYSkn, BRSNS RN
ITHIBEIRN T REAN, FENELSET.
f BEREBANER. ENRERRAIIF. AEEEREETER.
BEMER. THSEHUEIIENE5h. Be prepared to interrupt the boot process.

3. IRIEREEMNRAH T,

4. ZRIEH2RTEE, FEMEIEEIEIT. storage failover giveback -ofnode
impaired node name

S . MNRERAEMRE, BEMBETE: storage failover modify -node local -auto-giveback
true

B 54 FHPESRHIR[E] NetApp
REBEMMEMEY RMA i BEESIEER4HRE] NetApp » "HIMFIREIFIFR"EXRIFMES. S ITH,

Ei#t NVMEM Ejti— AFF A250
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» ARIERAF BRI HISFIEIR,

REPIFRE AR LIMERIETT, BN, SRR RAZE,

£1T XARBITH S

BEXRAZHITH R, BOTRERERISRIINS, AECENRER R, UESTESERISRSRSEMZIRES
EafF g HE (IR,

KXFIAES

* NREFERNESANRS, MAMEKNEZIITH|ZZSCSITIFMEMHER cluster kernel-service
show, cluster kernel-service show f3 <% (TEpriviaRiZD ) Al B2 T R T R B PERES". Z D5
E,J_.”EH HE’U(M_.\ L/(&l/(jl:-"— 'E E,JL'T-I)H(/L.\O

1 SCSI TR ARSI HIZN SEBFREMT RRIFFRK R, EREFMR A, BT RFAAIR

o

* If you have a cluster with more than two nodes, it must be in quorum. IR E&FRIX B HF I IZ TR RIF

AYIEHIEBRE R RAIETTRR A E ERfalse. MATTEXARBUEH B ZATEEREER ; SR "KTHR5
EERT"
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1. YR ZA T AutoSupport . NIEid JEHAutoSupport ;B 222 1 B ahBIFEZF:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
U AutoSupport JE B2 1E B Rh 672G\
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BREHRE:
a. NEEERIEHIZEAIERI QAL TR
storage failover modify -node impaired node name -auto-giveback false

b. HN 'y HEEFIRT EEEEZABMER? "H
3. BRIITHIZE R/ LOADER $&7R%F:

RZHITHIZEETR ... B4 ...

LOADER 2 F BET—%,

EEEFRRE & Ctrl-C , ARTEHIMERIEE vo
AR TR MIBTTIERE RIEHI s R E s E (R8s

storage failover takeover -ofnode
impaired node name -halt true

-halt true &g # N\Loaderfe R~ fifo

%29 HTEHEER
BRI RN ED AR, ATMHAERET T RHI2S R,
EHRIX LN EATE, UEEHEXLEALER B L,

1. NREERIEH, BIEMEM.

2. NIRRT RIS EIR IR,

3. BINFEIRAEERR, ARMBIRTIRTS%,

4. BRIERANEHIRERANNBERES, AR TIERT, ARSERSRERHAEET,

@ NREE TR SBSERINB R, BERREMARFIE (BIBEE) .
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a. WIRSENH BN ETTERANUE,
b. ANFRIEHBRRMTFTHREREBANEREE, HIHEL.
C. BRIEMIEEREAMBYEFLRET,
d. BEEm TREANEENMSNEE S, ARRBEHSEREREEFLEUE LT,
e. MBUENGITRERREIIBYE, ARAEitn), BRBENGIRNENIL,

EHIZMERNSTE2EN, FHSNMENETT.
f EERREENEIR. ENMTEHREIIIR. ARERRIEERIER,
HEREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

3. IRERBEEMNALAH T,

4. DX EHIZRNEE, FEMREIERIET: storage failover giveback -ofnode
impaired node name

S MR BRHEMNRIE, BEHBAE: storage failover modify -node local -auto-giveback

true
% 5% KHFEIHRE] NetApp
BIBEAREMIE RMA 5HEBEFEE4IR[E] NetApp o "SHFERIFIER"BXFMEE. 1B WNHE,
TR EBIE - AFF A250
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BIRIEEPSUXLEL E RN AVZIES R ; ACHDC,
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I 1 PEIR M IR
EMIEIR AC PSU, BB TTE,
1. MR R, HEREM,
2. {RIBIEHI &R S ZPSU_ LA B FELEDHE B ERMIPSU,
3. BFFPSURYIESRE:
a. T ERAEESS. AREMPSURTEIRZ,
4. B LREEFR. RIUMERSE. ABEEPSUALEIEHISER. LUEITFPSU,

PSUIR%E, Always use two hands to support it when removing it from the controller
(D module so that it does not suddenly swing free from the controller module and injure
you.

(1] BBePSUBIERS
(2] FE IR

O. EEHIB IR REBAPSU:

a. ANFEPSURILSHFH SRS RIRBIFF O,
b. EPSURRENITHIRER, HEIBERERNENL
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R B S P S TR & A B U
() HTRRRTRENEES. BIERPSUBNRGER AT A,
6. EHTEEPSUTL:

a. RERLEMIEEEIPSU,
b. i BIRAE E R BIRAEERIPSU,
EPSUMEMEBGE. IRSLEDN AEE,

7. ZEREMFEMAY RMA BRI SIS SRR E] NetApp o "EMFREIFEHR"EXIFMMER. 1BSNIH,

HIN 2: AIEREREBIR
EFRBERPSU. BRRUTTE,
1. WNRE R RIS, HERIEM,
2. IRIEEHI A IR EEHPSU LN BBIELEDREZFIRHIPSU,
3. BRFFPSUMYESRE:

a. {EREk _ ERERIRETIT T D-subE R B IRLEZSS.

b. MPSUIR FEIRLHBEEKE—Z,
4. MLEEFEFR. BTUE RS, RERHPSULIHITHIZER, LUEITPSU,

(D PSU#%%E2, Always use two hands to support it when removing it from the controller

module so that it does not suddenly swing free from the controller module and injure
you.

BIRFR

(3]
0
o D-subEIE AL EIES
(3]
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o EEPSUBIERE

O. TEEHISEIR R EBRAPSU:

a. ANFEPSURILSH G H SIZRISRIRBFF O TFo
b. PSURRIENITHIBER, HEIBERERNENL

B R U S PO SR TE B & B A B
(D) ATREEARENEES. BERPSURNRSAETRIEA.
6. EHERED-sub DCHEIREL:

a. ReiRLEESHAENPSU,
b. EAEMARITRBIREAEEZIPSU,

EPSUME MG, IASLEDN NEE,

7. ZEREMFEMEY RMA BB SRS AR E] NetApp o "M REIF SR EXIFMER. 1FSNNHE.

EHASCA BT EhER M - AFF A250
REEEMRITE|SSRIRPSCRTE$h ( Real-Time Clock , RTC) Ei#h, LUBEKEE /&MY
Bl[EE N ARG ARSS A N BT 0] U4 4E151T,

* BRI IMEED RS RAIFHIFTE ONTAP A& 5 £
* RGPRFRE EMAHFRNIERRTT; SN, BB RRAZH.

1T XHARHUEGIER
BAAZIRIRGIR, CLFWTEHBRORS, HELXBIHEERGN, WESTERNRGREENZIREE
B EIR IR,

KXTFUILES

* NREFERPRSANRS, NHMEKREZIITH|ZZSCSITIFEHEE cluster kernel-service
showo cluster kernel-service show' s (TEprivigZRiZR ) A 2R T R R HERES" . ZTR
BBl ARSI T SRR TR,

/1 SCSI IR RS SFHEN SEBHFHEMT RRIFHER R AREFR 2R, HATRFAER

o

* If you have a cluster with more than two nodes, it must be in quorum IR EEKRIXFF BTN REF
BB EREIE TR A EE R false. MAMEXFAZHITHIZZ Z A1 B ERFER ; FEL "FhHa5
KERED"

p
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1. ANR BT AutoSupport . T3&33 & FA AutoSupport 38 B2 1 BEhalIE 25
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E B o @251/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. #EEHE:
a. MEREATHIZRRVITH QAL T <!
storage failover modify -node impaired node name -auto-giveback false

b. N vy HIEEIRTEEREEZABAMEIR? K
3. B¥ZmIEHI2E 2N LOADER 127457 :

NRZHITHIBER ... B4 ...

LOADER & FF BET—%,

EEFRRE & Ctrl-C , ARTEHIUERIEE v,
RS T E RS MIBTTIER BT RIS R E s E (FR T 88

storage failover takeover -ofnode
impaired node name -halt true

-halt true B2 #05# N\ Loaderig =" f¥o

%28 HTEHEEER
BRI ERAEIAA LR, BAMAAERET T8
BRI LML EATSE, MUBEAIEX L LR B T4

1. MR EAREM, BIEMREM,

2. NIRRT R B EIR R IR,

3. BINFEIRLAEERS, ARMBEIRTIRTS%,

4. BRIEmANEHISRERAMNOMERES, BEBEETIEGT, ARSEHSEERIHAEET,

@ NREE TR SSERINB R, BRREMRRFIE (BIBEEE) .
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° BT

9 BUEANH!

S. FANNFHEHIZHIZRIRAM, BHERAIMNME, HEEBEFRNERE L.
6. PSR ThiTHIBI IR EEREIARE], AT EHSRRIRER.
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o EIRET

(2] I SRR AR,

£ 3% B RTC it
ZEM RTC Bith, BEiTHIBPiIEszet, AERBEESBINFHITIRE,
fEFR LA TSR R PRSP Bk RTC EBith:
HiE-EHRRTCHE
1. EIBFASBIMAPIR 2B RTC B, AET2IRBEFFREL,
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o Gently pull tab away from the battery housing.Attention: Pulling it away
aggressively might displace the tab.

9 Lift the battery up.Note: Make a note of the polarity of the battery.

e FE Wz 58

2. MBrER RIS EN L B R A M,
3. R EIBASRMPIRZER RTC BMIER, ART2IZBEFRFREN.
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0 IERER L, FHEABNEMINEHRET,

g R RENEI, HRERFEREBERIINT L.

(D o mscests e RE B

4. BMOERYN, BREAER2LEIBMES, HERIEER.

%49 EMTREHHERAIREER RTC Bit/5rY8YE] / B
SHITHIZRAPNANE, CRMERFIETERRERGIBER, SELRHR LONENESE, REEH
Eo

1. INRERXEERE HIEHIBREIRER, BREK,
2. BIEHISRRNRIRS AP ONTT, ARBEHSERREREARAN—F

BB RISRRTEEANFER, FFRIERGHER XY,
3. IRIEFBEEM N RAHITH L.

NREEETBEEMREE (QSFP 3 SFP) , FICBEFEANAENERREE.
4. T HISRRIRIENNAE
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RERTENH B e T2 BANAE,
ANFRIEFISREANTFTHRERBANEEEE, HIHREL.
KEREMIEEEANMIEFLRFTL.

d. AEEE T REASEENRNEERE, AEBITHRRRERBEELEUE LA,

e. Release your thumbs from the top of the latching mechanisms and continue pushing until the latching

mechanisms snap into place. +}ZHlIZERN T2 IHNF SHFEBLSTTF.
f EERREBNEIR. ENLTEHEREAIIIN. ARERREERIER,

o ®

(9]

HREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

9. 7£ LOADER 7RI E (F4E 28,
5. BEITHIZR LAVBYRIFI B HA:
a. f£M show date SLKREZBITINL REFAVITHISE LAY H EAFNET ],
b. 7 B#ri=H28 LAY LOADER &R fT4k, HZEEIR B,
C. iNBMNE, JEFH set date MM/dd/yyyy e 1B HER,
d. WBEKE, EFMH set time hh | mm : ss WLE GMT FIEEETEL
e. WA BARiT IS LAY B EAFN AT E],
6. 7£ LOADER 2RFT4, ¥ bye AEFIAK PCle RAEMA M, HitizHI2ZERBEhH,

7. R HI2En01E0E, FHEHIMEIEFIETT. storage failover giveback -ofnode
impaired node name

8. WMREBEZHBEMNRIE, BEHBHAE:. storage failover modify -node local -auto-giveback
true

E 54 FHPESRHIR[E] NetApp
REBEMMEMEY RMA 152 BEIGSIEEB4RE] NetApp » "EIFIREIFIFR"EXRIFMES. S IH,
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