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° [cfcard/kmip/servers.cfg> {5

° /cfcard/kmip/certs/client.crt> {5

> [cfcard/kmip/certs client.key {4,

> [cfcard/kmip/certsZ{ CA.prom3 {4,

* ERZIHANBNARE, BN AR ERIIERIREXEER:
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SRIFHE IR (AR,

XFIAES

* NREFERESANRS, NAMEK E Pz HIZ8SCSITIFIEMIERE cluster kernel-service
show, cluster kernel-service show f 3% (fEpriviaRiZ F) Al BT R T KRB FERE" . ZT =
BRI MRS L,(&iz*ﬁ,'ﬁﬂ’\]ﬁ?ﬂﬁ&?o

1 SCSI IR RS SFHEN SEBFIEMT RRIFHRX R, EREFMRZA], BATARFAAIR

o

* If you have a cluster with more than two nodes, it must be in quorum JIREE R AR HFH T T TR REF
AR E ARSI TR A E E R false. MHMEXRAZHITH B ZAIE ERFHER ; 550 "FTR5
EBED"

p
1. MNRB AT AutoSupport . Mi&EZ JEFAutoSupport JE 22 1E B RIEIEZA:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
A FAutoSupport B S22 1E B Eh 8IS BRI/ B
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. ZRBAZE


bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

a. NEEERIEHIZEAIERI QMmN LTS
storage failover modify -node impaired node name -auto-giveback false

b. X\ 'y YIEEIR T EREELAEMEIR? BT
3. B=iEhlgs B2~ LOADER 1@R4AT:

INRZHITHIBER ... BA ...

LOADER 1271 F BET—%,

EEFRRE & Ctrl-C , ARTEHIUERIEE vo
ARSI E RS MIBTTIERE R RS R E s E (FRIRE 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderig = fFo
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6. K1z HISR SR HAAE.
REh SRR LAFERT, IBHRESHHE R S RIRBYERER.

7. BITH SR F iR R E L
8 FIFENE:
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a. ¥EXERMEIBIE /T HIs R IR PIER T,
b. R@NEBMITHIBERNEE, AEKHERLIEZEIT2ITANIE,
9. MITHIZEARIR A EIH BN B En 7T

° REGLH

9 [E)_E RS B Eh T Bt MAETE R EX

a. BEMNERENERZE, BRI R NS EHRERRE,



b. Bz EIm LhERE, ARRKE T RMEEPRERIH,
10. BB RNASS BN THEENTT, ARRKEHERENGE.
N. BWERMNR, BERETEEETHEET.

MBELE, BFRLBM TR EEENENEE,

12. BEohA RBE R
a. KRB FhEE R E R,
b. F—IRFIEMERBINRNKEE, ARKTRERIINRN—iE, UESEETERE,
C. M TEBEINREY, BEZEGIMERE LSBT RBEFML,

13. XHEBEXE,

T—$175h

YEERZIB T RG, "MECH T IR RONTAPBRER",

METRNFT R BIRERTNT TR - AFF A400

EAFF AAOORFZHRLZEMBBEINT R EE, BRI LEBMEITRIMELE, LUME
ﬁ RIMEEKE, EMELIET, RAASHNERTEERMNE, HHAEEEERERM
%7, MR RAEEHNE %%ﬁﬂ%@%&ﬁf%ﬁzi%o

BB RIMEIIZXIEONTAP 9.17.1 NESHRATZHHF, NRENEFEHEARKETHEREMAFIONTAP
, BER"FoIBRERER" o

FHaZHl
* WEEHNZAEIESRXRE:
° IREEIAEIESR (OKM): FEEFCENZEFIENEHEE
° SNERERTAEIRSE (EKM). FERBUHT SR XH:
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pem
B
1. 7Z LOADER 1" T, BB TREdE:

boot recovery -partner

BREBETRUTHEHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. BEBHNTRREMELE,
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I3 F25E A 27 Installation complete JH B,
3. RAENEMEBR, HERUTEEZ—:
MREEIHES... 1B1E
key manager is not RSB RLEEMEINEE,
configured. Exiting.
a. FEFEREREM.
b. BRI AHIIREFMETIE:

storage failover giveback -ofnode
impaired node name

C. gifk ENEABENRIALIEE NREWERT .
key manager is BERENMZINEE, siFmEREAEES,
configured.
@ MRAFZTEIRFNZRAEIESRIE, WETHRER, HEREHAREEREFTHER
FURBLERD (IRESIMNE) o BEIBIRTR AL,

4. FEREAGRENENIEEREAERS:



REZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARL,

d. HIETEY, MAFERZAEERNEHEE.

REE D BIER REVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are



0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R
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V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX
XXX
XXX

XXX

XXX
XXX
t

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX

« XXX

XXX

« XXX

« XXX
« XXX
« XXX

« XXX

XXX

XXX

XXX

XXX

IRC2:!RC4:!SEED

XXX . XXX . XXX . XXX

XXX XXX XXX XXX

:5696.host=xxXxX.XXX.XXX.XXX

:5696.port=5696

:5696.trusted file=/cfcard/kmip/certs/CA.pem
:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

:5696.nbio=1

:5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key
:5696.ciphers="TLSv1.2:kRSA: !CAMELLIA:!IDEA:

: !eNULL: !'aNULL"
:5696.verify=true

:5696.netapp keystore uuid=<id value>

V. INREIIER, WA AT SAIONTAPEEEE UUID, &
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

BILAEA LA T 85 MR BETS

HIE

N

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&



BRIGES EIg B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELETHETREIREMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE B THIRMEIER, BRI SHIEEHEEI4NetApp”s

BRI BT R [EIZ5 NetApp - AFF A400
NEEBIAFF A0 ARG ENAGHINHKEE, B RESMAIR[EIZENetAppo
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