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o ey

FRERBMN R, XAFERFROIEHE R,

©...

MIEHI SRR PBIREIERN BT At R =B RIETIT .

o "EREET B L RIBR{E"
MECTIH 28R [RONTAPRR R

e "G PRI (E] NetApp"
RIREMMEMIEY RMA 15 B R SR 4R [E] NetApp o

BB T RIMENEK - AFF A400

EEMAFF AA00FRIEEH TR Z AT, IBIRFBEMINERINERER, XEFERIEEESE
WEERNEREBHNR. FIAZIHRITHE LA e0S (eOM RF) IR EHWIE, AN
EEEBATIREZEAESIESE (OKM) SSMIRIAEIERS (EKM),

BB RIREIIZNIEONTAP 9.17.1 RESMAFRZ 21, NRENFEARIZITHE FEIMARONTAP
, BER"FoRNRERR" .
© B TER S MNetApp R EIN B 2RI B FRUA SR EIRFELA M
* IERIEHIZE EH eOM (IRF) mOBEEEZEEBRE,
eOM HO B FEB B ESEPER MEHIE Z BEETTEE.
* XF OKM, EEEEECENERLURERHE,
* WFEMM, BEEBRM TR EUTXHHEIE:
° [cfcard/kmip/servers.cfg S {4
° [cfcard/kmip/certs/client.crtSX {4
° [cfcard/kmip/certs client.keyS {4
> [cfcard/kmip/certsZ{ CA.prom3 {4,
* BMZRIE TR, BRI ERIEHISREXEE:
o ZHUTHIEE B EERITHIFAVITHIZS.
o _RERITHIZS_EZIITHIZZR HA A
T—%175h
BESISNRERRG, Bl KAEHIZE"
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XA HIZE LT BB BRI E - AFF A400

KHIAFF A400 FER SRR HBVERIZE, ULESERERAAEERMNTRREZEH
REBRARREM,

BB T RIMEIIZXIEONTAP 9.17.1 NESHRATZ S, MRENEFEHEARKETHEREMAFONTAP
, BER"FoIBRERER" o

BRAZHITHER, BUTHEERISARTS, AECEREIRHR, UESTESNITHIZRHES MZIRES
SRR AR,

KXTFUES

* NREFEAIESANRS, MAMEREZHITHIZSSCSITIFEMHSHEE cluster kernel- serv1ce
showo cluster kernel-service show @< (fEpriviaRIER ) A Bz T mBI T | B3R HERES" . %1
BB MRS U RIZ T BB TR,

/1 SCSI IR RS SFHEN SEBHFIEMT RRIFHEX R AREFRZA], LATERFIER

o

* If you have a cluster with more than two nodes, it must be in quorum. IR EEKRIXFF BTN RIF
IS E R TR A EE R false. MAMEXFAZHITHIZS ZAIEERFER ; BEW "FHa5
KEED"

Pz
1. YNRZA T AutoSupport . NIET EHAutoSupport ;B 222 1E B ah eI ZRA:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
U AutoSupport JE B2 1E B Rh 672 RGN :
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. ZRABDRIE:
a. MEREATHIZRAVIEH QAL T e <!
storage failover modify -node impaired node name -auto-giveback false

b. X\ 'y YIEEIR T EREELAEMEIR? "B
3. B2iEHlgs 2~ LOADER 1R AT:

INRZHRITHIBER ... B4 ...
LOADER &7 1F BET—%,
EEFHFRIE & Ctr-C , AREHIRREEE vo
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RZHITHIEETR ... BA ..
RGBT AT N E IR TS MIBTTIEERITHI S R E S E (R H 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ &’

T35
RIS, EEN EREDNE

FE AN RSB SEEHRE - AFF A400

AFF A400 REHRRISEINT BFE T ER2NEFNECE LR, ERIREEEBRHATARE
HSEER, BERZBRNBHN R, EEFISERARESRENNER, ARERTEELS
ZRIRIR,

BB T RIMEZIZNFEONTAP 9.17.1 RESMRARRZXH. MRENFERLISITHZFHRAKIONTAP
, BER"FHRHERRF" -

BEINT BT NE T REHIZ RN, M RGBSR RREN B 318,

p

1. MR EAREM, BIEREM,

2. BRERIRAEERR, AEMBIRPIR L.

3. MR AAMEL L ERIRE LHVBIRE, AEMNEHSBER R TRASAIN SFP (MIRFE) , HR
T A BVIERE,
RESBERLERREP, UWEEERLELALAEEREN, HLRTIERF.

4. B4 EIEIRE MEHIZRRIR PR HBRE—3,
o A TEMMBIEFD, ARRRR R T hef ™ M-8l

e SR RIR = MALFE SR BB IS Lo

CrEm =
I A 45 R E
4§$@54;

7'*“
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‘. PATE F 8

e; EhlEs MR R BRI

6. RHIZHISR SR HAAE.
R=h SRR LAFERT, IBHRESHHE R SR IRBYERER.

7. BITH SR F iR R E L
8 FIFENE:

BEFRE

FEXEERERIZFEE

@ L BN E

a. FrENEMMEYBIE F T HIs RIR A EiR %,
b. R@NEBMITHIBERNEE, AEKHER LIEEET2ITANLE,
9. NIz gstER R I H N BB T
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° RiEeEd

eg B _Ehefe BT B METE R EX

a. BEMNBCRHNE SR, BB R LENSERERRE,
b. ¥EN R EiER:, ARBRNT RN EERERERI .
10. REABHNTRENLS S BN BHEIENTT, ARBHERENGE.
N. BWERMNR, BERETEEETHEET.

MBELE, BFREBEMTRIFEEENENEE,

12. BEsh T BB E I
a. FEEhoTBR T heds 2l E R
b. W—RFIEMERDNENRY, AEERTEIDNMEN—R, ESEEHERE,
C. M RN, {REEGMERELUS R TBHE ML

13. XEENE,
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=175
YIEEMZIRBEN S, "MECKH T IR RONTAPBRIE"

MEEUHTI R BoIRE BB - AFF A400

EAFF AAOORFHRLZEMBBEINT IR E/E, ERILEHBEMEHINTRIMETE, UME
MTNRMERE, AMETEFR, RASKNEESERAME, HE EEERZEANM
BRE, NMREBRAERMNE, RFEE5IFETHENBMESE,

BEEE T RIMETZNFEONTAP 9.17.1 RESRAFRE . MRENFERLKISITHIZFHRZAFIONTAP
, BER"FEIEMERER" .

FaZal
* RGN ERIAEIEERE:
° IREFIAEIESR (OKM): FEEESCENZBEEEME D EE
° HMNEREREAEIESS (EKM): RERBMHT AT X!
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

Uz
1. 7£ LOADER 12 "FT T, BB RmEdTE:

boot recovery -partner

REEETUTHEHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BRI RRERELTE,

33252 27 Installation complete SH R,

3. RHMEMEBR, HETUTHEBZ—!
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4.

MREEIHR... 1R1F

key manager is not RARRENMNEINEE,
configured. Exiting.

a. FRHERRETHIL
b. RN RHIIEEHET

storage failover giveback -ofnode
impaired node name

c. mif EFEABMRIAEE MRERERT
key manager is BREMZEINEE. giFMEZHEES,
configured.
@ MREZRLERFZIAEERRE, WSETHIRAES, HETREHIAZEEEERIAERE
BUNMERR (IREIMNE) o BEIBFRT A4S,

ERESHEENEN I REZAEES:
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REZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are



9 B EEFEERRITHIZE R E ERIETT:

storage failover giveback -ofnode impaired node name

h. EH T RceRohH A IRRMEIERSE, BRI OKM ZiA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

SNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

ETREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R
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V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX
XXX
XXX

XXX

XXX
XXX
t

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX

« XXX

XXX

« XXX

« XXX
« XXX
« XXX

« XXX

XXX

XXX

XXX

XXX

IRC2:!RC4:!SEED

XXX . XXX . XXX . XXX

XXX XXX XXX XXX

:5696.host=xxXxX.XXX.XXX.XXX

:5696.port=5696

:5696.trusted file=/cfcard/kmip/certs/CA.pem
:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

:5696.nbio=1

:5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key
:5696.ciphers="TLSv1.2:kRSA: !CAMELLIA:!IDEA:

: !eNULL: !'aNULL"
:5696.verify=true

:5696.netapp keystore uuid=<id value>

V. INREIIER, WA AT SAIONTAPEEEE UUID, &
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

BILAEA LA T 85 MR BETS

HIE

N

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&



BRIGES MR B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELETHETREIREMESES. M LOADER IR EHEITME

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be

available.

KA A A A A A A A A A A A A A A A A A A A A A A AR AR AR A A A A A A A A A A AR A A A AR AR AKXk ko k
w ATTENTTON B
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE B THIRMEIER, BRI SHIEEHEEI4NetApp”s

BRI BN FUREL NetApp - AFF A400

SNRIEHIAFF AAOORFFFRENAM LR, 1BRHRFEERHIREIZENetApp, 15
FHR[EFNER TE LRI E ZE R,

26


bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

BEhRIE - FrpnE
BERIEF EIE TIFAAR - AFF A400

EEhARERY B E S MRS B iR FEFRESNE MR RET, SERGIEUHT R
ERBEMRMETEAFF AdO0FE RS FRIBIRBEIN B EERRE ONTAP 0

BB RIMEIIZXIEONTAP 9.17.1 NESHRATZZF, RENEFEHEARKETHEREMAHONTAP
, BER"FoIBEMERER" -

B, MEEMRER, XHAEHISE, ERBHNE, AFRAMERSE, HIIERSAINEE.

o "BEBTREKX"

BEEERBHNTRAIER,

e "KENEZ A IFRE"
ER SRAEERTEENEEHIT TR
e SN ZAE LT

FEERBTRE. FXAEHIER.

o 2k =i oa

MARSEBRRPIEH RN KEERBHNER. ASERUSBAFIREN2 T RIONTAPIR G,

e "BEIRERE"

MUSBIXENZR B ENONTAPIRIR, ERX R SGHIIEIFIREE,
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MONATPEEpR B E R Z A E R R E IR EIER,

o "G PRI E] NetApp"

EREMREME RMA iR BRRF SRR [E] NetApp o
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a
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FriERAIREEK - AFF A400

TEEMAFF A400 REFRIBTH TR Z A, IBHFRFBEMINERINEER, XEIEHRR
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NREHNEFERGTITRIRONTAP 9.17.1 NESMRE, BER"EENMERRF" MRENRFEITHE
FHIRRASHIONTAP, MR FRmE 12,

USB NEE
s BREE—ME LA FAT32 B9 USB [N7ZIREHER.

* USB WA R BBHNEFMHEBAEZRE 'image_xxx.tgz X

X
£l “image_xxx.tgz X EHZI USB [AFIERNZE. A USB INfFIERN2S ZHIONTAPBRIRBP R E A LS o

HIFEHR
fEFNetAppR (R HRAE (SR B IR PR 1

1EHIZRIR%!
ERZIHRHBEN Y, Fan SN AR ERIEHREXEER:

© _ZHITHIEE BRI IEERITHIFRITE 2.
© _RERIEHIEE_BRIITHIZRAT HA (K.

F—HRHa
EEERIISNENERE, ERBHERHNFE LHOMEBAZHIRE

WEMZEZEAZFFNIRZS- AFF A400

BHRRFERALNHER 2. EFERIEBHN R ENNZEZRZFFRS. 0EE
HIONTAPhRZASE S 2 FiNetAppENNZE(NVE). XFIEHIZZ 2/l BINERAEEREELN
FIEEIRT

IIRIENEFERGSITHIRONTAP 9.17.1 SNEShRA, BER"EIEMERRF" MRENRFETHER
HARRASEIONTAP, N AZfERF Bk E T2,

FB1: HE NVE 25 THIEFRRONTAPIIE
HEEAIONTAPIRAS BB 2 HiNetAppEINZE (NVE), LUEER] LI TEH IEMEVONTAPBRG SRR BT,

p
1. KB ERONTAPRRAE S S INE

version -v
MRFMHEIE 10no-DARE, MIEAIERBFRRARZFHNVE,

2. THME NVE ZIFHONTAPHE&:
° FNERZHF NVE: TEHHENetAppEINZEHIONTAPIE
° NIRRT NVE: TH AT NetAppBHMNZEAIONTAPIRE
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@ MNetApp3z /UL T EHONTAPIRREIIER) HTTP 3¢ FTP ARSSsEaiAstth >3k, £k
Bt R RES, ERFE ARG

PR 2: WIIRAEERRESHEMEE

TERASPEIEH B 2 A0, R AERREEHEOHVERER.

TR
1. BECHNRS LER T ZREIES:

ONTAP higzs BT
ONTAP 9. 14. 15 EFZhrZs security key-manager keystore show

* MRBATEKM. "EKM NEEan LR ATIE,

* MRBATOKM. "OKM M&7Ed<SimHtH5IH,

s MNRKEHAZAEIELE. No key manager keystores configured
N&EHRLSHEFTH,

ONTAP 9.13.1 S{EE R ha security key-manager show-key-store

* NERBEHATEKM. ‘external M&EsH<HE T H,
* MNERBEATOKM. ‘onboard M&Esm<SiEmH P,

* MRKRBHAZAEIEL. No key managers configured M &7E 85

LT H.

2. IRIERAPEEELE T RAEESE, BITUTREZ—!
NRAKRECERAEIES:
BRI R M XHASREERIER, HASEHITIIIER,
NRECE T EAEER (EKM 5 OKM)
a. WAUTEASS, EREAEESRFSNIIERRIRE:

security key-manager key query

b. EERMBLERHIOETHPRIE, Restored iHF, WIIETEIAEIER (EKM 5 OKM) MISHIIEER

HESEMINIME.,
3. BIREENRAEER LA THEN RS E.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R X HASRIEEGIEE, HASHITIIIER,
NREFARETHERRE true’ T“BIRE"FIH:
a. BN EIRAERIAME D EHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZIAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
il. 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:

security key-manager onboard sync

HIGRREY, BN 32 PN FEHNFERFASHNHZRAEERN.

@ XEREAERYEEEFHZAEERNEBNEEStRREEE, NRELE TS

5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME

security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

“onboarde
c. &7 OKM 58
L R B SR PRART -
set -priv advanced
BN Ty HERRAR R
. ETEPEEEMNER:
security key-manager onboard show-backup

ii. FEMEEEH D IR HFH BT,

NREERIZPREFoINE OKM, ERFEBLENER.

iil. REIEEEER:
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

KAEHER LUEITFEhBEI T RIRE - AFF A400

5eAk NVE 8¢ NSE £55/5, BRBXAZHRITH S, ERAER

BIEER PR RS,

EHEERR(ED R XH

IIRIENEFERLGSITHIRONTAP 9.17.1 SNEShRA, BER"EIEIMERR" MRENRFETHER

HARRZSHIONTAP, MAFUERFohB e TE,

HI1 . RESEHECE

5eR NVE 8¢ NSE 1£55/5, EHREXHZRITHIEE.
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TR
1. B =HizH2s 279 LOADER $27R4F

MNRZHITHIZBRETR .. B4 ...
LOADER &7 #&F ¥ ZE "Remove controller module" .
EESEFNE . ¥ Ctr-C , AREHMERNEE v,

AR HERRTT AR MSTEBNEHSREENEERMNERR. storage failover

HrEg) takeover -ofnode impaired node name

LS RIEHI 28 B 7~ Waiting for giveback... BY, 3% Ctrl-C , AEEE v

2. 72 LOADER = fF4, M printenv LUIHRFIEBEHMEEE, KiatFRESBEXHEH.

() OREHRERFRTEERET, NS TEEFRElER.

YEIN 2 . $THI25 KA MetroCluster it &

() WBREHFRLHERANS A MetroCluster BE, B/EAIRIESE,

BRAZHITH R, BUTHEERISIRES, AELEMRERHR, UWESTESNITHIZRHES MZIRES
e B TR (AR,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEFKIAE |J1EF§JZEEE ﬂﬁ?ﬁﬂﬁi‘
AE RSB ERRNEITIOR A E R R false. NHATEXAZHITHIRE Z AISEEREER ; BEW "BTHR5
EHRD",

* NRIEFERBIZ MetroCluster BRE, MATHIAEEE MetroCluster BEERES, HFEATRATFERBHALE
EHVRE (MetroCluster node show) o

T
1. tNRBA T AutoSupport , N5EID A AutoSupport JHEZE1IEBMEIEZRS]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZIFBohIB RGBS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NBETIERBIEH2SiEH| S 2B EIRIE: storage failover modify - node local -auto
-giveback false

3. ¥ZnIEHI2E 2N LOADER 127457 :

MREZIEHIBET ... M4 ...
LOADER &7 F BRET—%,
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NRZHEHIBETR ... BA ...
EESFHRE & Ctr-C , AREHIRREEE vo

AR RERRTN AR MSTEBNEHSREENEERMERE. storage failover

S RA)) takeover -ofnode impaired node name

L 2RI HI2s £ Waiting for giveback... BY, #& Ctr-C , AREIE v

o

I 3 & $EHISBHU T XN 52 MetroCluster
BXAZHITHIES, BATBERHISRIRE, HEXERYRETIZE, UESITEENEHISRSSMNZIRITH)
S TFERHEUE,

KFILES
* BUTIEIIRED R RERFBEFEL TS, UEANBITESIZHZEAE,

T
1. }2Z MetroCluster RS UBE R RITHI2S B B EZTIEFEAVITHIZE . MetroCluster show

2. IRIBRERET BohtIif, MERTRULHR(E:

WMRITHIZFZH ... B4 ...

B Btk PEFEMITTI—D,

*Bnhtik MIBTTIE BT HIZSHITITRIAIRIZIE: MetroCluster
switchover

KB, EEAEH EEGRER, NRATEE, BRRREEAHEIR, MR EBE R
MetroCluster switchover Bp #ﬁﬁl\ﬂﬁ, BRRRE AT,
SHITUIR, HEUMERT R

3. FIBITIEERERFHPIZIT MetroCluster heal -phase aggregates Bi%, UEHRTSIHIEERSG,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MNREEWT R, ERILIER ° override-vetoes' 23 EH AH MetroCluster heal 88%, WR{EALLRA]
EBH, WRSKEESTMIEILEEIRIERNIRTIR,

4. {§F3 MetroCluster operation show 8 <R ERE B 5o
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. {FH storage aggregate show MR ERSIRE,

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. f£F MetroCluster heal -phase root-aggregates WL RBRERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

yuiﬂﬁg?& 5)R, B LAER -override-vetoes B3 EF & MetroCluster heal 1%, WIREALLA]
S, WRSKEESTAMEILEESRENIRTR,

7. B REEf L{FH MetroCluster operation show RS WIHEERIERTETMK:
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. ERHUTHIZRIR £, B EEIR,
ERBINT R EEFEBEIME - AFF A400

BEMRBENE, EOEH TRBNERIZFER, RESNBNRAEEoRE&EHE
USB [A17 3R 28,
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NREHNEFERGTITRIRONTAP 9.17.1 NESMRE, BER"EENMERRF" MRENRFEITHE

FHIRRASHIONTAP, MR FRmE 12,

B 15 HTEHIZRER

BT HISHRIRAERVAN, BAMAFERE TEHIZRRIR,

p

1. MNREEAREM, BIEREM,

2. BIRERIRLLEERR, ARMBIRFIR 4%,

3. IAFFR AL AL EIRIRE LHHIRE, ARMNERSER R TRASAMN SFP (MIRFE) , HR
FA A BVIER B
RAGKBERLERRETR, UWEEENMRELALERREN, H487/8F.

4. BHAEIRIRE MTHIZBRIRPEUEHBRE—,

o [ TEAMMMEF, ARRIE T IEEA N,

HEAEHIZRARIR = MATAE RBE TS o

O
¥

BUTE FI 8
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EhlEE MAFE R BRI

6. Rz ERIB S,
REh SRR LAFERT, IBHRESHHE R B3 RIRBIERER.
7. BRI SRR AR E Lo
$2%: BRBHMNABR
BRI RIZBRR P E BB (BEIIEH SR LR FRU BREY) , AEERGAHITER,

ez el

BABRNNTRNABTENE, BRFEERBHNRZAILERILENTRNANS. BXFAES, B2 "X
A" NetApp 32#Fih R SR TERN RS,

() EuRBRE Nethpp HFIER, THETRLHT _statement of volatilfe _.
AR THE, FERSNNSERERENHNE,

EhE-BRE TR

TIE
1. T ENE:
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REBRH

[a]_Ehed% B Eho T B MEEIE R EX

a. BEMNBCRHNE SR, BFBNRLENNSERERRE,
b. ¥Ee R LiER:, ARBRT RN EERERERI .
3. RERBINERANLSS BT RIEEXTT, AERERREENGE,
4. WBERNE, BRETEEEEHEET,
MBELE, BFREBMTRFEENENEE,
S BRI EEINL:
a. FEEhoTBR T hed% 2l E R
b. ¥—RFIEMERDNENIRE, AR TEIDNMEN—R, LESEEERE,
C. TR, RS GMERE BT RBIE E.
6. XFBNE.

%35 BEMREGEREBHNR
BLENBABRHIN LB BREG, EILEREMEM USB NFKE L HBRNIRE,
ez Al
* BUTARB— USB INFIREDEE, ZIXEhE BRI MBR/FAT32 , HEREZDN 4GB

* S5SZIEHIZRIEITHY ONTAP BREhASHEFERYEIZS, ERTLAM NetApp Z#Fi4 = ERY "Downloads” &85 T &,
AR HYBR {5

° JIRBAT NVE , BRI THIZATEIET, £ NetApp BME TFHMREK,
° MNRKRBA NVE , BRBRTHIRAPNIETR, EFER NetApp EMERER T THBRE,
* MREWRFEZ HA X, WATEBMEERE,
* MRENRKRIRILAL, WAFEMLEE, BELR var XHRSH, GOIHRITHINVERBE.
p
1. RAERAIARSSBRE M NetApp it = FEHEHIE] USB IN7FIRENES,
a. RARSIRE T HEIZE A B LR TIE=IE,
b. EREJEARSSIRR,

@ YNREREMA Windows REVAR, B0 WinZip {IREVK B R E, EAEMRIT
B, 5130 7-Zip 3% WinRAR .

R EZERIIRSS BRES R BRI R:
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=1
* EFT
C. ¥ EFI Xk EHIF USB NTFIRThEE ERHITNERE Ro

@ MRARSRGIZBEFIX 4K, ESH" A TFASHIAFFA S BN EMENRSRE T
SR DEFIX 43R,

USB iN&EIREhEN BA EFI Xk, HBESZHERISRIZTRIRSMRE (BIOS) WRAHEE,

a. MEICAEBRTPENLH USB IREFERIES.
2. MRERKALBENE, BEXALBRE,
3. RHEHISEIRMRIG S VAR O, ARFEHSEREREARSGN—F
4. BEMRELHAEIERE, FREFTEENNRAEHITHL.

EfMAE, WRBENTAEREKRE (SFPEL QSFP) , IBSHBEMREEN
o. 1§ USB NZFIRENSS BN IEH 2R IEIR ERY USB tE.

HfRR USB INTFIKEh8 L ETEIRA USB IRERIIEES, MARZ USB IZH &iwOH,
6. SERiTHERIRIRAI R

a WHEBLEARE, BRRERRAHER, ABEEREEIIBE,
b. S HEHISSIERE NS, EEITS5PRIEEHELMAL,

EHBSERT MG, MERAYE LA,
@ RTHIZESUB NNAERY, BZWAEK, URRFEESR,
a. [ EREFeBiE B, EMA, LUBRBIEH, AEBHFREIISEME,
b. BEIRAIENBIR. EMREBRLMIF,. ASERREETIBIR,
HEREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

C. NREREHLTRSAASIEIGE, BFEHLEZIESE.
7. ¥% Ctrl-C 7£ LOADER 2R MELE, LIRBEEhI TR,

NRERWEILER, 151 Ctrl-C , EFREBLUBEIEILPE, S halt IERIZR AR IEINHIERF.
8. WNRITHIZOI FIEMREL ST IERER MetroCluster R, MMAUEIR FC IEEC2REE

a. FoFIHEIPER . boot ontap maint

b. & MetroCluster i[1& B NB&IFERF: ucadmin modify -m fc -t initiator adapter name
C. halt JREI4EFRI: halt

XL E A% /S oh BT Kt
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ERGRRENNENNFLEE. BRI LUMUSBRENEENMEMRE. HMECHT RiE
RECE,

INREHITFHERSEITHVRONTAP 9.17.1 KEShRA, BER"EHEHNERER" MRENRLEITHER
HAhRASBIONTAP, MR F B E T2,

ez Al
* BHREEIENA B E R R SRR 28.
* BIRIASHEE eS8 MERGKHUR,
* MELHNRAZTERAME. PR 3 F, EFERERSERAINEREFEENBED,

p
1. [EFEITH23A9 LOADER 2R T, M USB INTFIREN2E BB E BRI -

boot recovery
MEHREX M BMUR T AT,

2. BIERE, MABRGEFFHIZ Enter BIEZIES P ETHBIAE R,
3. EEAERTEMNONTAPIRZAM S BINE var XIEFRS
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ONTAP 9.16.0 S{FE R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* MRRSAERNE, EMEEIFREREE X 1 EFBE

" IRRSERAME, BREMEME",

ONTAP 9.16.1 S{E = A4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctl-C 8B R BEhR B,

f ITUTERIEZ—:

* IRRAEAERNE, BMNEEIFRERERE X 1 ERBE
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ﬂﬂ%%au@ﬁﬁm] xp) 1ﬁ$§ lJ"'|" 7][1%""0

4. izl a4 AiE R B EC TR,
O W RIEFEEEHBRME EEET:

storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:

storage failover modify -node local -auto-giveback true
7. {NRBA T AutoSupport. UER B shelE2H51:

system node autosupport invoke -node * -type all -message MAINT=END

RENZ2- AFF A400
mEBR BN R LEAINE

IIRENEFERGISITRIRONTAP 9.17.1 SNESMRA, BER"EIEDMERR" MRENRLETHER
HRRRASBIONTAP, NIAAERF R EIME T2,

RIEEHNERAEERSREEE, TAENNTRUMERENE, NRETHECHREEAB N EAEERS, 1BH1E
BEERN RERI R R HRILE,
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IREZAEIEEE (OKM )
MONTAP S Eh3 BE R AR 3 2 tAE 1288 (OKM) R &L

FaaZ Al

BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10

43


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

45



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&

49



50

KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. INREZATBIRiE. MWFEREE:
storage failover modify -node local -auto-giveback true

7. SNR B AT AutoSupport. MR BhelEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END

BRI BT R EZ NetApp - AFF A400

&ﬁﬁﬁ#l‘)ﬁl‘ﬁﬂ’] RMA 5 BRR PR SR IR ([E] NetApp » "ERFEEFIER"BXRIFMER. 1
L:J\Eo

]
HFEEHELA— AFF A400

BERYAE, B XEIERIZERIR MR85 E SR RYAEE S HEE 1.
RGP EMAFLIIERRTT; BN, ERFEXRRA.
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ERILUS IR R B S RYTSTIFHIPRA ONTAP IRALE S EMA.
IREPBREM AL T MTRTRER, ZTRERKLETEIRSS PEFIEED T,

X HAZHI2E— AFF A400

EAERTENRERNREDE XFAIERERHITEHIER,

1 : TEERAFERS K AT H 25

R ERTFREENTREENRS. BXEEFEHREEXANFARGEE, 17

G R e m—NetAppFliRE",

Fazal

HRRIEEE VBN RFERE:
° ONTAP WA EIE 5 FE.
° FMEHIZZHIBMCHI A4,
MR IEIREHITERFIRN TAMIEE,
TERNXRAZ RN RERER. B
° PATEM "AAETRREE",
° JSONTAP AR EIRFHIE AR ZS,
° fRRAEfAIRER "Active 1Q ZERIZEEFINIG . B TRARHRINERIKIE. HISIRFA G ERILED,

p

—_

A w0 DN

B SSHE REIERE. HECAAHITH SALMEICRBMATH & MNERFPHEATRER,

ZIEFREE P im/ENIENetApp 245 _EBIEIE
HEIMEp&E G ELL,
WRBA T AutoSupport. MZIEBIEZEG. HIERRATNITHRNZKETE]:

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

HEFRB 8T mBYSPEBMCHEL

system service-processor show -node * -fields address

- IR & E#Shell:
exit
- FR E—F APy HAE AT S IP#IbEIT SSHE R RSP BMCLUSIE#E,

NREEANZRER a/EICABR. BEAERNEEFEERRRERIIE S,
HERBAEFRR TR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

S0 "EEXHAMBEEFER
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true -ignore-quorum-warnings true -inhibit-takeover true

3t FE R TEStrictSynciR =, N1 TEIEI S SnapMirrorfY5E8#. system node halt -node

@ <nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

9. MNRHBIMUTER, BAEHPHNEMTHIZRREN Y
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. ERFENMTHREE. ARETMERFRT.

WEIN 2 . EFINT = MetroCluster EE FRAYIS 28

BEXRAZFITH R, BOTAEERISRAINS, AECENIHUEH RS, UESITESERIZSRSS MRS
SRIFHE IR (AR,

RFUIAES
* BRTFEIIRED R REREBEFRATIIFRS, UENEBITESIZH 2R,

L
1. #0& MetroCluster RS LUHEZHITHIZE 2 S B AR EIZTIEFRITHI2E . MetroCluster show

2. RIBEERET B, REBTREGEIRE:

MRITHIZZZ ... A4 ...

B Btk PYEHITT—D,

R Bohiik MIZITIE B RUEHIZSRITITRIALIHIZIE. MetroCluster
switchover

FER, B=EEER EEDTRES, IR, BRRANEEAHER, WMRIEMBRN
MetroCluster switchover Bp R RE, BERARALZR,
LHITYNR, HEURERE)

3. EIBITIEEREEPIZIT MetroCluster heal -phase aggregates 3%, UEHRTEIERS,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWET IR, ERILIFER  override-vetoes' B3 EHM A MetroCluster heal 8%, WRFEHLLA]
TS, WA ESEMEILEBEIRIENIRER,

4. £/ MetroCluster operation show # < IIFIZ1ER S B 5o

54



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. {FH storage aggregate show MR ERSIRE,

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-az2

raid dp, mirrored, normal...
6. {5 MetroCluster heal -phase root-aggregates S IBERRS.

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MREBEWET IR, ERILIFER -override-vetoes B3 EH A MetroCluster heal 8%, WRFEHALLA]
B, MRS ESEMIEIEEEIRIERNIRT IR,

7. B REEf L{FH MetroCluster operation show RS WIHEERIERTETMK:
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. EXHUTHISSER £, WIFTERIR,
EihE{H— AFF A400

R, BEREEMEHIZERMZENEEERTIAE. AERZHENEERNSZH
M AE2 SABR RIS,
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%1% ETEHIEER
EEHRANGE, DAMIBYVFERE TEH SRR,

1.
2.
3.

7.

SNRIE T RIEM, FIEMIZEM,
BRERAREER, ARMERPIRTLEL,

MRS TS A EIRIeE FRVRIFT, ARMERISER LIRTRALAM SFP (NRFRE) , HiR
R A IER B

RGLBELLERRER, WEEEMRELLERREN, SH487/8F.

MIEHIBERNAARVE AL ERLEHTEBE—S.
mT™RE P BEFB, AR R T iedE ™ F 8

b SR RIR = MALFE SR BB IAS o

R hl2sRRE A48,

RiEh SRR HAFERT, IBHRESRHE R SRR IRBVERER.
RiERSRRBERENME, HXEPHSZ—MIRISRREEXET R,

£2%: BEINE
BEEFRAFERIENBIEREEERE, EOTRT—RIEENES.

1.
2.

o N o o
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NRIEF R, BIEHREM,

MELE, FRARIAFMEERE—MNNAD, ARKELRE, BEEIRMIFEEZ LRI LT
> MITIEN 4R,

B T™RZNBRROIEF ERRREE, ARRTied: LB F,
RERIRZ MAFEFB H— =0

- BRBRRMANFER EENL, BERBENTSHFEZER, EEFIMIEFEL,

C) ﬁ%ﬁﬂ%go%%%ﬁ@%?ﬁ%ﬁﬁﬂ@ﬁﬂ%ﬁ%,u%ﬁ%%MMﬁ¢%%#ﬁﬁ
BHIABHE,

R KR IRRIBTE—55

MNERFIENBRIRES LIRS E,

RRBEREFOXNTT, ARKEBAE, MMEEBNERE.

B NBERR LT, FHET2EEEINET,

REBEERTEEmAE, LRIEFEBEHMAR.

- BORIBFR LIREFEASUE, BEROCIEBFRRFHSFATBEMLE.
10.

MHRNBIRREE RS E,



%34 MEEVRRRFNIEREIRNFE

B MIEBNERBRFENAEREN TIRENFE, AT eeLTRENHE,
1. MIIFERERENTIEET,

2. /AN BNFEREREVAETIEEVIRFIIVIZRSH, RERTER.
3. IR R, IBIEHEH,
4

- BR T A BN R RENKETRRRGANRT, HARRIMEREE RS ESIREVSRTEIVERS I

o

S. BHFET2BNREN R RANIER,

6. fEFMIBHFEPEN T BRI FERTERE E 2R EVIR IR R E.
7 NRERREER, BEREHER.

4L RETHIFER

RizhIZ R L EEFVEE. FERIME,

NFER—HBEREERMEHISFRIRG HA X, REFHBERNINFLNEE, AA—BERHET2ENE

, EMERIRAERBE.
1. BiEEH SR RRIKRIH S AR OXNTT, AEBEHSRRERENRAN—F
@ BIRER SRR EBANAET, FRIFRSIETIEXF R,

2. BiITHl aEMERTER SRR, AREMEREERO.
3. FERUIEHISR IR R
a. EABE PSR RRFFHENNE, BEIBEFBFIB L.

() #EsIsERBANAES, BIRAEA, UGHRTEES.

b. YEeiE FI i EhesE, FEEMRBLUERIES, KiEHSERRTeENETR, AREHERHEFEED)

ENE,
C. BRRIRLIENEIR. EMTERFELAIIF. AEKRFEEIER,

HIRMER. EH2EIEIIENEE), Be prepared to interrupt the boot process.
d MRHKREMLELESIELE, BEMRE LS.
e. & ctrl-c HlTIEE BohidfEH/E5hE] LOADER ,

(D) uRFHEeBERHRSRL, HAREME LOADER EH,

f. 7 LOADER &7 RFT4, BN bye UEMFIIAL PCle FRIE LA M,
9. ¥ ctrl-c B EH B EIMEREFR R,

NRAGUSEERTIRAL, HEFBEE] LOADER EI,
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4. EE FRPRE, RBEZMTHIZRREIFFEF,

SERA R E i3 32— AFF A400

1B R E A MY m BIRMAIR BR IS IEN B HAR S FHIE B P& 2R 4R B8 NetAppo

15 BIEHIRENEN HA RS
BRAFIDIENFER HARTS, HECERNEMILKSULE SN AREKE,
1. EEPENT, MNE—ITHISRIR B R AT RIS EIRMMFEN HAKZS . ha-config show
FREAHR HA RSENAEF
2. MRANEETHRFRESEENRRREFLA:

a. IGENFEM HAIKRZ: ha-config modify chassis ha-state
ha-state_ IERI AU TFEZ—:

* ha
" mcc
* mcc-2n
* mCCIP
* non-ha
b. HINEEEEK: ha-config show
3. MNRHKHITIIRIE, BEEMHNARNERE D HITH L.
4. ERRERRIEENIEIR,

#2545 EWT EMetroClusterfc EFYILIE S

I ERNRIERG RN T = MetroCluster ECE

PIE
1. WIFFrETAEENT enabled IR MetroCluster node show
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BIFFRB SVM LHEFHRIP BB E5EM . MetroCluster SVM show

3. WIHMEERFEERITHEMRBE LIF TS EMIN5ER: MetroCluster check 1if show
4 EETEENERPNEAT S EEH MetroCluster switchback fSHITHIEL
5

- IFYIEIRER B ESE . MetroCluster show

HEBAT waiting for-switchback IRKSH, YIEHE(EDIEETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

LEBLT normal KSR, YIEHEIESTR. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MNRYICIEEBR KT IE A 8ETERL, SRR MetroCluster config-replication resync-status

show BR LB EEHITRIRELAVIAT,.

6. EFHEILEA SnapMirror B SnapVault E2E.
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55 3% FHRIEEFIRE] NetApp

REBEMFEM RMA JBRRHIEEHIREl NetApp o "BEMHREIFER"EXFMER. BESNITH,

= 2SS R E A — AFF A400

ﬁﬁﬁﬁéﬁﬁﬁﬁiﬁﬁﬁ%ﬁﬁ,#ﬁ@WONMPﬁ¢§%W$ﬁ%EﬁWﬁ%%

* FREIRRNERZRERNIE S T 1Fo
* NRERSXA MetroCluster BEE, NAHNEF—T "EEERNMERESIR" UHE TN ERLE

g

NRXZBENERRIRESRE , HEE, HETHRI/\ TR MetroCluster BE & PRV HI2ZAVITHIZS B IR
FB 5 HA pEHI28E4EE. No MetroCluster-specific steps are required because the failure is
restricted to an HA pair and storage failover commands can be used to provide nondisruptive operation
during the replacement.

TS HPEA M iR MR EE A REINER FRU A,

© R URE S SRR E IR MR B S R B I HISER, B RE R EIRITHIZEI R AR RS,

* BRI ES B BT IR ah 28 IR BhER 5,

s USRS E &, BINEEEMNSIRIEHIZRIEE replacement 1528, LUE replacement 152811 5 |RE

il SRR IEFE AR ASHY ONTAP FE 500

* BEUEERNRE LA U TS RPRGS:

° ZHEHISREBIEE T MAIEHIgR.
° replacement nodge B— NHTIEHIZE, AT EIRZIRAVITHIZE,
° health 1=H 28 BT IE R BIIEH28.

* B IURLFIE R SR AT R S i IR S A XX .

IR ER N EIRHHRES BAVIER, UEER L BRI 2 A BB EI B E e U TR HEERo

X A= T HI2s - AFF A400

EAERTENEERNREDTE XFTRERHTITHIER,
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TN . KRERARS

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42

Errors: -
8. EZMITHISEIR £, WIFFEBIR,

EHIEHIZEIRIRIEH— AFF A400

B EHITHISSEIREM, B IEI FRBBIESEE, R FRU AR EERAREH SRR
, ENEPRLEBRANEHSRER, AERRRFEBHNELIFRI

%1% HTTHISER
BihaEHSSEIRABBA NS, BAMIFERE TR SRR,
ERILUERLT, RS NBZ BMAFERE T EH 8RR,
shisl- B BF R IR

1. SRR, EERE,
2 BWEREERS, AEMERTR T4,
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3. MRS ASELAEIRIRE LAWIFH, ABMTHISBRIR ERTRALLN SFP (MNRFE) , HiR
R A VIERR B

RS BERLEERET, UWEEERTREALAEEREN, SEHIERF.

4. B4 EIEIRE MEHIZRRIR PR HBRE—3,
o [ TRMMBEFD, ARRR R T e =8l

e SRR IR = MATLFE SR BB IAS Lo

0 BE B

9 2% MATLAE R BRTAS

6. RIEHIZRERB S,
Rei=h SRR LAFERT, IBHRRESTHEH SR IRBVERER.

7. BRI SRR P RRE Lo
8. EEIARVITHISEIR L, EAThE, BRSNS NN RITHBXEHMZHISERPEI T =R AR

ThiEI- M SE 42 A RO I B3 15 IR AR A R == RUER AR
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1. B2REHIZER P I — DN PCle IeFH ik EBRITHISSHEIR
a. 1T PCle RHRIgETETERIFRE SFP ¢ QSFP 123k,
b. ERFRAMBIIR AR BIE P Bim i HE BN E B R,

SRt = M B IE IR TP BRI 2o

. RRILEAR, ARRKEBEBRANEH SRR,

d. FHRAR SIRARIEEN ERHEIIAITT, FRARE TRIEER L, BRAREE RN TR ERHEER
, AREATIERAY, EHSREARLELNEBIRER—.

e. MHEFIR 2 ES T E,
2. ITFRFAR 3, HITERER, RAEBXMNLLEDFIRANTH S EIRS !
a. 1T PCle RHRIgETETERIFRE SFP ¢ QSFP &3k,
b. JERFRAMBIIR AR BIE P Bim i HEENE B R,
It 124 2= MIT I 2R AR SR R BRI =50
C. RileRiR, AEKBEREFERENFTE L.
d. MAXBEREWERIZRET, REEFEENGEDRREIRE, AGRBEBREFIRRNITHI SRR,
e. BRBEREIFIRAWITHZESP, HERAEMBITEEERE.,
f. EEIRAIEHIZEIR PR S = MEFIR-
% 6 . #%x&h DIMM

BREHLE DIMM , RAERFEMNZIRREH SRS EBE A RER,

A FUEEIFHTAVIT RIS ARIR, LUERTLUE DIMM B3 MR AVITHIZS AR IR TS 2 SR A AUl 28 AR R T A9 AE N2
T

EE] UMERLUTEIE, EERE NNE ER DIMM NZRBVIEHISEIRTE = S i AT H 23R,

EhiE-F%EDIMM
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9 DIMM

e DIMM{EHE

1. R EEHIZRRIR _ERY DIMM 6

2. ig MEESF DIMM 897518, LUERTLUZIEMAY A ARG DIMM 1\ B A RV f 23 18R R,
3. IRIE NVDIMM BBt B &5 SRR NFTIEH 8315,

4. BZHUTHIZEIRPRY DIMM B EERITH SRR
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(D HEREST DIMM REIBRITHS IR EL & FRE—EE.
a. £Z184#x) DIMM FMIEY DIMM 38R, 1§ DIMM MIEMEHh#E, AER DIMM & HiEE.
(D) /IVDIBE DIMM #03025, LUBHE3T DIMM EBESIR R0 BRI,

b. 7EEIRFARYITHI I EIR L EIMENAY DIMM $E1E,
C. HafR DIMM #&1E LAY DIMM 3R ELTIAME, ARSI DIMM EEHBANEE,

DIMM ZEREEEHIET, ENZ TN, WNRKE, 15K DIMM SHEEEHMFTFHEREN.

d. BHEE DIMM , BHAEISSXNTTH TR IEIE.
e. JH®K DIMM EEXLEFHE,
5. }& NVDIMM B35t N E o

HRIERBIEE R B EIR Eo

F7H RETHIFER

KB A MNZBITHISSRIRE EEHUTHISRRIRG, GBI ERITHISRRLZREINAET, AEBEBHE
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ERILMER T EE, RSN BENARREZEH SRR,
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e FEHIER BiE B

1. MMRERXAMLBXE, BEXALBEXE,
2. BIEHIBERHRIHS AP ONTT, ARBEHSERREREARAN—F

@ BNRERIZBERTLBANER, FRIFRFIETEXEM,
3. (NAEBENIEFIRIROMLE, UEETLUARIRFZURITUTETHNES
@ SRR S B HERE RS LIEETEHIZR R R,
4. FERIEHI SRR 5T
a. ERAYEFSSEHISRIRERENNGE, BIYEABFBE L,
@ BT HI SRR ANVFERY, BEZWAAR K, URBITFEESS,
b. fr‘fﬁg—?%ﬁﬁtﬁﬂﬁ, FEEEFBLUEMRBIEH, BITHISSERTLENNES, ASEBEFSFEEN
=N V=1
C. BEERLIBARIR. EMTRBRFEAIIN AERKEREZTHER,
HREMER. EH28EHEIIENE5. Be prepared to interrupt the boot process.
d. MREREMERLELEIRLE, BEMREIZLEE,
e. 1% ctrl-c UFIEE B EH/E5hE| LOADER

() mRRGEBERDRERL, BEREHI LOADER T,

f. 7 LOADER 274, M bye UEHIMA PCle RRIE B2,
g- ¥ ctrl-c FBEEREHBRIMEREFIR TR

NRARFEBERNRER, BEZEBEHE LOADER 1EL,

ERIRHIGUE ARG AL E— AFF A400

SR ERA B ELIFRING, G ISIEERITH SRR E RARE, HIRES
EEMIERRIRE.

%13 EEREFIREIREHIIERAE
TN ITER HA M1 TR RIFRYIE S SRR 50 17 Be & P P SE RYBT (8] Ak 55 2810 & B A BV Kl S8 AR R LRI 8]
@)D?El B, SNRASEIF] BERRILES, MIABTEEHUTHIZRRIR FEEXEE(E, LBLERF iRFER AT B E R T+

KTFUAES
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BSUEERNRSE LN AP REPRGS:

* replacement T1 R B ULIR{EP BRERZHTI R BT <o

* health T5 52 replacement T 2 H) HA B2t T 5=,

-
1. 4N replacement T3 RAFTE LOADER 1R, BIERAEZE] LOADER ARk,
2. £_Healthy node k. KERZETE: cluster date show

HEAFBY B B FECE RIBT X,
3. 7 LOADER 1BR7F4k, #8%7 replacement 1555 ERIEHAFNAYE]: show date
BERFIRT AL GMT FRiRo

4. NEXE, BFEERTRLEU GMT BRIREH: set date MM/dd/yyy
S. MBEME, BEEEBRT=LIEE GMTBYE]: set time hh . mm . ss
6. EMHIEFRTATL. #IA_reender s EAYEHAFIEGE]: show date

BEAFIETE] LA GMT &R

Step 2: Verify and set the HA state of the controller module
R IEIEEH BHRIRE 1A KT, HELERNERIRSULRENRSERE.
1. TEEPEIUT, MIRERISERIGIEFTE A4 S 2 AR/ HA A ha-config show
FRBEHAHR HA RSERABR,
2. IR B TAVTHIZBERAFANRS S ENRREEARLE, BEHBERIZE 1A state . ha-config

modify controller ha-state

ha-state BIERI LR U T EZ—:

° ha

° mcc

° mcc-2n
°mCCIP
° non-ha

3. MR ETHITHIBRRAFRE S ENRREER L, ERITHIZEERIZE HA state | ha-config

modify controller ha-state

4 MIMREBE®EX. ha-config show

B ERAHEN D ECHE— AFF A400
B E R AFEREFRIAGEE N AR SS FIRIEES R,
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%15 ENMNRFHITHL
FERAUTAZARIHE SRR EMEMMLLERE: "Active 1Q Config Advisor" o
g

1. FEFH L% Config Advisor o

2. AANERRANES, AERITUERIE.

3. BERAHAE £, ARKEHY. BRETFEUEZRBMEHENERTERES, UFIEEXUNEMRSE
£Lin)RR,

4. BEHEMBENANEDR, JAFRZE Config Advisor BV, MIGEHMALk,

g2 ENHEHE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. &4 IE BTN replacement =280 HIN R SE
ID E2%, AEHIAENESE X,

BB IERECE (E R EMAVIRED .

AL R RIERERIRIESE ...
HA X W 1 0 B9IE HA R ERVARS ID ey
T = MetroCluster B0 & I 2 . EXNT 5= MetroCluster ECEF MRS EFohEMDECR S ID

W1 I HA R EMRZ ID B
TEANIE RS replacement 1T HIZZITHAIARSE ID X, AEHINERES B L,
RS BIUERTE HA XHIE1T ONTAP MRS,

1. MR replacement IEHIZRAFAHEIFR (B4 > 1B7F) , BRUEAIFENXHE S LOADER ERFF:
halt

2. T_replacement?:n:fﬁu%%_tﬂ’] LOADER f2Rf14, Bapizhles, MRRLKERS: ID FLEMRTEBERS
ID, #E%IN v © boot ontap

3. IBFF waiting for giveback.. HEERTE replacement I=HI28 1T & £, ABMEBITIEERIEH2E+
PR E BN EHBEN RS ID . storage failover show

ELHEF, BYEI—FER, BHZRITHE LNARSR ID 2Fck, EPETRTIEMRIE ID FFH 1D

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.
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4.

5.

6.

76

nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

FEIETIEENEHIZRT, BIEREERFEMAIZOFEE:
a. FHRANEEMNERS: set -privilege advanced

RSRTEMREHNS IR, EAUEE y . KERERSRERRTTF (*>) o

b. RIFEIIZIEEE: ssystem node run -node local-node-—-name partner savecore

C. &1F ‘savecore fp 5T, AEBALHIE,

AT LU N L T i< 3R 1547 savecore s S HYHE ssystem node run -node local-node-
name partner savecore -s

d. REZIEENRES: set -privilege admin

NRENFERSEE 7 FEIENE. NAIRECERNERBZAEELSINIZREE. BIUT
Az — R RTFAEEE IR INRE

o SRR E R SRS
o SN EAEENEE
SRS

a. MIZETTIERBIEHIZEH, RIEERAVITHIZSIFEE: storage failover giveback -ofnode

replacement node name

replacement 1= 523G W B E7Z (& H ST B B,
MRABTFARS ID ALREMEREESZRS ID, WNEAvo
() nExrwER, CAUEREZLTR,
"EIRIERTER ONTAP 9 A ST AL EARR"
a. RiFTRE, Wik HAMETIKWRRBIFERIIEE . storage failover show

storage failover show SRHIHIEANEE System ID changed on partner JH 2.
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7. WIFRBEEMPDECHE . storage disk show -—ownership

BTF replacement 1= 288V N R RIFIRYSE ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277:

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

I 2 . 7EXNTI = MetroCluster FREHFH AL EFohEFH DR S ID

7EI1T ONTAP RIS T3 MetroCluster BB, S MFaGHEEHRDECLAMITHIZRNARS ID , ARA8E
RgIME EBIZTTIRES.

XFIAES
IR EP BAE R FE1T ONTAP RIS = MetroCluster BCE RIS,

AR RIP AT MR E D BRI T EMI TR L:

* ST REEEEEPRITHINT
* replacement T R IIR(EL BHEIRZIHRT A9 =o

* health TI REXEH T =B DR EEX T =0

p

1. WNREKEFBED replacement T, BN ctrl-c UHRETEENERE, AENETRHEERIRZBNTHF
RIVBYIETR,

BFAR% ID ALEL, RFERTEBERY DB, ERHBEA Yo

2. NBEITRARFNTAERIARSA ID : "MetroCluster node show -fields node-systemID ,
dr-partner-system|D’

Ut RBIH, Node B 1 ZEIHT =, I[HES ID /3 118073209 :
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dr-group-id cluster node node-systemid dr-

partner-systemid

1 Cluster A Node A 1 536872914
118073209

1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3 ERMT R EMMPRIUR TR EEMMASL ID . disk show

UL RBIG, FERSE ID A 118065481 ©

Local System ID: 118065481

4. fEF Mdisk showsn LIRENN AR LKIDE EEF D ECHEFIEN (Y FFASELA): disk reassign -s old
system ID

ELERRBIF, $H: disk reassign -s 118073209
RGBT, eI EE v,
5 WIFREBIEMOEHA: disk show -a

ISIFBTF replacement T LR 2 B replacement T 2B RSE ID o 7EUTRBIF, system-1 Frif
ENHEEMERTINARS ID 118065481 :

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8YO9DXC system-1
(118065481)

6. NBEBITRARFNT R, BWIERE B REFEMZOFEE:
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a. BRHNERINELRT]: set -privilege advanced

AGRRTEHREHR NSRRI, EAIUEE v WITRERSRERRTT (*>) o
b. Wiz OERERGTERE: ssystem node run -node Iocal-node-name partner savecore

NRer <Lt savecore IETE#HITH, 1BFFRF savecore 5Thl, REBALRIE, ERILIERA

ssystem node run -node local-node-name partner savecore -s < %IF savecore BY

i&go </info>

C. IR[OE|EBIENERS): set -privilege admin
7. Y0R replacement T R FHIFER (B3 * > 1#7F) , BREAIFRAHZIIMBEFR TR . halt
8. [3zh replacement Tim: boot ontap
9. 7 replacement TS mT2R5HfE, HATYIE: MetroCluster switchback

10. Z&3F MetroCluster Bg&: MetroCluster node show - fields configuration-state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

11. 7£ Data ONTAP H38iF MetroCluster BRE I TIE
a. EMNEH LEEFEERMEBEITIRAEIR: ssystem health alert show
b. #3iA MetroCluster BECE B FIEEE: MetroCluster show
C. 11T MetroCluster 12 : MetroCluster check run
d. £7R MetroCluster #@ERIZER: MetroCluster check show

e. 51T Config Advisor . ¥4 ZINetApp ZiFifim ERIConfig AdvisorDiE. MiEA
"support.netapp.com/NOW/download/tools/config_advisor/"s

1517 Config Advisor /&, E&E % T AV HIRR L PRIZ IR LIV,

12 KEIATIIRIRE:
a. EEATRIERFR, BERASEMNREES: set -privilege advanced

HARRTEAEHNBREAHETSRRIRTE (*>) B, EF2EA v #1TMA.
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b. {E -simulate 2 ITYIEIE(E: MetroCluster switchover -simulate

C. ;JROIFIEIENEKFI: set -privilege admin

TR SIER— AFF A400

To restore your system to full operation, you must restore the NetApp Storage Encryption
configuration (if necessary), and install licenses for the new controller, and return the
failed part to NetApp, as described in the RMA instructions shipped with the kit.

%1% 7£ ONTAP B NITHISS L& oIiE

MRZMTSEEERAFTEME (TRBUE) WFRIIER ONTAP ThEg, MW replacement T3 m LR H T ]
i W FEENETFRNERNIIE, SHFHNES T RENES B CHIEER.

XFIAES

ARFWFINERAZE, FEMETFHENENAHEATRER, B2, IRERTRERHTH—AAIL
HEeWrNER T R, WARRIFERIEINEERECE,

tesh, AN R EERREFANINEREREEFATEENTFI NN, RItENRREEAT R LLEERITHA
IEE R,

FHaZ &l

VFRNER AU IR A 28 NFRTAIE T

158 90 REVEIREARLEVFAIER . BIREIT/E, FrBIRFRHERAY. REARBIFAIERSARE, ERILL
£ 24 NRLEFMERR, BEIZERASER.

MNREHNRARVIEITHREONTAP 9. 10.1HEShRAS, BHERARFMAMEE "TiRER G0
2. AT EIAFF/IFASEZS ERAVFR]" NRERHTERFHIFIAONTAPRRZS. 1EZ 5 " NetApp
Hardware Universe"LA TRE Z{= 8,

g

1. ﬁg%?ﬁgﬁﬁﬁ’\]ﬁﬁ]iﬁ%?ﬁ, IE7E EFREVEIFRIIEZREA "NetApp 240G =" 3 BliE PRV Z 453089

@ A= BEpERFIENITANERSH, HRELXEIXHRBYBFERFiti, MNREREET
30 RAWEI BT RHEZANBFER, WEXRRARZHR.

2. RESMFAERE:  + system license add -license-code license-key , license-key...+
3. IRFE, MIFRIFIFATIIE:
a. WERMGHAIFANE: license clean-up -unused -simulate

b. WNRFIRERIEH, BMBRERERBFCIE: license clean-up -unused

$£245 . BWIFLIFEIHEYIS

1£¥5 replacement T RMEERZEHI, ENIEIE LIF @S AUFEFIHO L, NRFAT AutoSupport , NI7EA
replacement TT RHFYS, HEBEBBNRE,
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T
1. WP EEORT ETAEFRSSEMIFEORS: network interface show -is-home false

ﬁﬂ%&ﬂLUN’i'Jjjfalse\ EBEARFEFIFKO: network interface revert -vserver * -1if

2. 1A NetApp ZHEB LEM ARG ESIS.
° INRBEAT AutoSupport , iE&IX AutoSupport JHELUEMFESIS
° WNERKFF AutoSupport , AR "NetApp =" FMFTIS,
3. EEHNEBITR. BXFMER. BB "WNFETEONTAP REAMARTEREITIRRNE" FIREX

=z

o

4. INREf A AutoSupport4EIFE . BFERLERIELE system node autosupport invoke -node *
-type all -message MAINT=END #p<:

S . MNRERHEMRE, BEMBET: storage failover modify -node local -auto-giveback
true

% 34 HIENT = MetroCluster BEBEHHES
I ERXRERZ=NTI = MetroCluster L&

-
1. WIFFIE T RS T enabled A& MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I9IFFRE SVM EMEFRP BT ESM: MetroCluster SVM show

3. MBS EIEEHITHEMES) LIF 2B EMINTER . MetroCluster check 1if show
4. EETIEENEEHPNEAT S E#EH MetroCluster switchback SSHITYIEL,
5

- IEYIEIRER T E5E . MetroCluster show

HEEHAWTF waiting for-switchback KSR, YIEHRENEIETIT:
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

é%ﬁlzj: normal )Ij(n_.\E—.I-y tﬂ@*ﬁé«ﬁ%ﬁio .

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KNG A 8E5TR, ERILFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEII1E SnapMirror B SnapVault BZE,
% 45 EHIEERFIRE] NetApp
REBEHRIME RMA 7B SESHIRE] NetApp o  "EMFEEIFIFIREXIFMAES. BSINNHE,
i DIMM - AFF A400

MREFERFIEZEIR(GIIN. BF TR ST ZIRMCECC (AT IEfRIREIEID)iE
=Y Z AR EIEMECCHEIR). BEEH TR DIMMBESREFEALT ZBIONTAP
MSHEY. AR EHIES 2 HAIDIMM,

ASPRFIEEMAMHYIRIERRTT; SN, BBHEXRRAZ .
BTG FRLR A B A MR B QLR EIRIER FRU At

F£1P: RAZHIEHE
ERERTENEENIREI R XARIRERHITH 2
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TN . KREHELE

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

528 EITERIZEER

BihaEH S EIRABBA NS, BIMIFERE TR B ER,
ERILMER LT EIE, HHEISE NBD BMAFEARE M6 8RR,
ShiE-MIFRIE S SRR IR
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9 EhlEs MALFE AR BRINAS

1. SR ARIEH, B EREH,
2 BIRERAEES, AEMEERE L%,

3. PRSI L L EIRIGE LIRS, ARENEHRBER ERTRALEN SFP (IRFE) , HE
ERA A RERR B

REABERLEERET, WEEERTRESLAEEREN, SERIER.

4. BLULEIRIRE MITHI B ERPENHH KT,
o [ TMEMMMEFD, ARRRE T EEM N,

R B3R IR MATLFE R BRI4AS Lo
6. T HI B ERIB 8.
REhIgsREB HAAERY, BHRRES TR RRAKED,
7. BRI SRR IR AR E Lo
% 3% EfAS DIMM

FERAZDIMME F@id fHX 12 H 2R8I B4DIMM, EFANE EMFRUMETZEIX BFRDIMM. A EHE
DIMM,
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SRR T ohE, RESE NS BREIRALS DIMM .
(D HEMEFRERT A DIMM BHEIERIZ51E, These empty sockets are populated with blanks.

GhiE- B RS DIMM

NVDIMM: Siot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13,15, 18, 20

o DIMMB{EEE

9 DIMM

e DIMM3EFE

DIMM (i FiEt& 2, 4, 13 %115 R, NVDIMM {iIFIEHE 11 5,
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1 THBXE:
a. FEXEFMEPIE F IEHIsRR A aiZE,
b. BN E BMITHIZERNEE, AERKER LEFEITLITANUE,
2. FEPIEHISZEIR B DIMM
3. iIE THEIES DIMM A, LUERTLURIEHRBIS EENEIRAN DIMM ,
4. Z\8HEsh DIMM FEMIIF N DIMM 3#H-RFE, & DIMM MIEEH Y, S DIMM /B LHiEE,

() /DBME DIMM B930%, BUBHEST DIMM RESR LRI HEMFE,

5. MBARRERIGIAS R ENH EHAM DIMM , Z{F DIMM BRI E SHEEX T,
DIMM #Ai 2 [BIHYER (1R S +E1E RIS X 750
6. HfRIEIESE LR DIMM BHBRELFIHUE, AFK DIMM EEIENGEE,
DIMM ZEREEEHIET, ENREZHEN. WREH, 5% DIMM SHEEEEFHRMTHEREN.

(D) Bz DMV, BARIORFHRLIENEN,

7. INOTTAREHEHERD DIMM B Ein%, EEBME-FEENIIL, RAITF DIMM FHHRO L,
8 XIENE.

45 RERFIRER

SIS SRR, BRBEHISERBHREINED, AERHT,
EAUERUTE, BERS NS BENERRERISER.

BN R ISR
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‘i". C:::::::j
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© mhmEn

@ | mHmmERn

I MBHKRFILERE, EXALBRE.

2. BEHISIRNRB SAROT OXTT, RER SRR\ RGN —E,
(D) ErEERSERELEAESR, RERGIETEZRY.

3 (RAEBASHARORLE, UEETLFNRAMNTA TEHRNES.
()  CRELRES BN ERSEEE IR,

4. SERITHISRIRIRAIRE
a. EABE PSR RRFFENNE, HEIBEFABFAIB LA,

(D) BEBERBANER, BIANTA, LGRPEES.

b. YEHiE FI i EhesE, FEEMBLUERIES, KiEHSEERT2EANETR, AEEHERHEFEED

EUE,
C. BHEFAIBAEIR. ENTEERAIIF. ARRKEREZTBRR.
BREMER. THSEHUEIIENE5h. Be prepared to interrupt the boot process.
d. NREAREMRELRAEIRRE, BENLTRZIES.
e ¥ ctrl-c FETIEE Bhdi2HE50E] LOADER o
() MERGEBERDREBLRL, BEREHI LOADER T,
f. 7 LOADER 27~ M bye UEFFIIAK PCle RFAIE MK,
Step 5: Restore the controller module to operation
TR NERN REHTHIREME .. REiEH SRR, AEERBB BT,
1 RIEFREERHNRFHITHL,
MREEE T RS (QSFP B SFP) , BIRSEERAXENERZTEE .

2. XX HISSTERE, FEEMEIERIET: storage failover giveback -ofnode
impaired node name

3. MNMRERHBMRE, BEMBAEE: storage failover modify -node local
true

-auto-giveback
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% 6 % YIENT &S MetroCluster BREFHES
SN RIE A7 ST = MetroCluster Ei &,

HIE
1. B BT 22 BT enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I9FFRE SVM EMEFRP 2T B MetroCluster SVM show
3. WIMEEREEERITHERBSD) LIF IR 2T EMINTEM: MetroCluster check 1if show
4. FIETIEENERPMNERT S EFH MetroCluster switchback sR¥HITHIEL,

S. IIFYIEIRER T E5EM: MetroCluster show

HEBT waiting for-switchback RSH, YIEHRIENIEIETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

LEBLT normal IREHY, YIEHEIESTR. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

90



WNRYIEIEERKESE) A 8ETER, R LIEA MetroCluster config-replication resync-status
show SRR EEEHITHELIKRE.

6. EFTEIL1EE SnapMirror B¢ SnapVault BEEE.
B 7L BHPESHIRE] NetApp
RIBEMPEMB RMA BB R ER4IRE] NetApp » "EMHEEINER"EXIFMAER. 1BEIIHE.
Pidtk KU 1EIR— AFF A400
BREAPERARS RGN TN GEER, ERTHRIT—RISENES,

@ BRAATER KRR MAFEREN R a0 A BRI KUEBEIRIR, RASATET, EHlSFRRIIRE
REMDHERA, LuBGE o

ERILMER U T aIE, EESE ANSBAERNBER,
ohiEl- B4R XL
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1 MNREEAREM, BIEREM,

2. MEXE, BFRARMIFMEERE—NNAD, AERENRE, BIRMIFEER ERIIKAARE ENF
» MITEI TR,

3 BEKNERHAHEIREEHEES T NBER ERNER LED RHE LN ERIINBRIR,
4. ETRARBRRORIEF EARREH, ARRTREOEESF.

RERRZ MAFEFBH— R,
O BRBRRMHEREEN T, BRACHZSHFREZER, EEASMIEREL,

C) R RIREFE, BIRERENERFIRENBRRIKS, UEHRAMIFEFREFHERK
BHIABEE,.

6. BRBERBIE—,
7. BEANBERSFONTT, ARBEBAIE, MMEEEAE.
8. AN BRIROCIEF, EHTE2EERHER.

NBEERTE MG, DRIEFEBHMAR.

0. BCIEFM LRRZIEAGMUE, BROBIEFEREAMRAIIUEULE,.
EXNRMUBREREAZETRERS, &R LED RN =,

10. B4R SBRAAEEIITT, AEBHEIRERENIKI R L,

M. IZBEHRMAEY RMA 5B HIEERMRE] NetApp o "EMHREIFER"BEXIFMER. ESIIH,

B NVDIMM E8jti— AFF A400

EFHE NVDIMM BB, SN TEI TGRSR, BN, TREH, AEEHTERTH
aeiRIR,

ASEPRFIE EMAMHUIRIERIRTT; SN, BRFERRRARZ .
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$1F: XARBITHIZE
RIBFERSGEGEENTRE, ERIUERATRNIIZXFSIEEZIRATITHIE.
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TN . KREHELE

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

528 EITERIZEER

BihaEH S EIRABBA NS, BIMIFERE TR B ER,
ERILMER LT EE, HEEISE NBZ BMAFE R RIBREH 8RR,
ShiE-MIFRIE S SRR IR
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.o BUTE =) £

9 EhlEs MALFE AR BRINAS

1. SR ARIEH, B EREH,
2 BIRERAEES, AEMEERE L%,

3. PRSI L L EIRIGE LIRS, ARENEHRBER ERTRALEN SFP (IRFE) , HE
ERA A RERR B

REABERLEERET, WEEERTRESLAEEREN, SERIER.

4. BLULEIRIRE MITHI B ERPENHH KT,
o [ TMEMMMEFD, ARRRE T EEM N,

R B3R IR MATLFE R BRI4AS Lo
6. RIEHIZRERIB HAAE.

REhIgsREB HAAERY, BHRRES TR RRAKED,
7. BRI SRR IR AR E Lo
583 FE NVDIMM it

EFE NVDIMM B, SR MNITHIZSEREN SRR, RSB EREMLZEITHIZERD, BFENE
HIZFEIRAEIH FRU ;REELIIREI NVDIMM BB,
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TEHERSRE, TEEFRAIN, NVDIMMLED €Nk, BirERKGE, It LED $1ER,
EoILIER L T ohE, SRS NHNFZEER NVDIMM BB,
EhiE-FEHENVDIMMER th

.o Sk
e BEFRE

e NVDIMM E33th

1T THERE:

a. FpENEMMEYBIE F FIEHISSRIR R ER Eo

b. ¥i@XNEBMITHIBERNEE, ARERKEB LRREEIT2ITANIE.,
2. TEITHIEREIRHPILE] NVDIMM Bt
3. Bk, AEHERMIEKERRF, BEKMEERRER, ARMEERRTRBL,
4. ERMHR TARCHMENEEBE RS, AERKEMMEMRAER SRR PR .
o. MELEEFRENH A FR i,
6. WFHEMERRS BB OXNTE, ARRKENREHENGE, BEEHMUEIL
7. BEMIESKENR R NITHIZRRIR, ARXABNE,
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54T RETFIZFRIR

BT HISRRPIVAN S, DIRERISRRREFRENER. ARBHE,
ERILMER LT EIE, RS ANND BN REEH 8RR,
EhiEl- % A SR IR IR

‘\4» TC—}
PRz =

o FEHIERARIR

9 EhHIERBiE B

1. INRERXAMBBRE, BXALBXE,
2. BIEHISRRHRIRS AP ONTT, ARBEHSERREREARAN—F

() amsrsIsEREmAET, RIERGHETEIRA.
3. (RN EIEREHAROTLE, UEETURIRALMITU FEHHRIES,
()  CRELRESBINER RS EEEIREIRER,

4. STRUIEHIERIRIRAI LA
a. fERBEHPNFIERISERFFEANGE, BEEIBSEFBFG LA,

() #EsIsERmANAER, EIREA, UGHRITESES.

b. JFHiE FI i _EhekE, FEMBLUBHRIIES, KITHBRRIRT2NANIEF, AR
EfE,

) [ﬁﬁl f."@'rll-H' i E 12
L2555 ﬂ‘l e
dj;g_gg{ Il
e

TE R iFE =5
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C. BERABARIR. ENREBRAMIF. ARRKBREERER,
HBIRMER. EH2EIEIIENEE), Be prepared to interrupt the boot process.
d. MNREKREMRELLEIRNE, BEMETRZIKE.
e ¥ ctrl-c ETIERE Bhdi2HE50E] LOADER .
(D) uNRFAGEBERDRER, HAREHE LOADER T

f. £ LOADER #27RF, BN bye UEHIAK PCle RRIEMAM
Step 5: Restore the controller module to operation
TR MEMNRIOHITEIRME . RIBITHIZREIR, ARERR A BT,
1. RIEFZERHRAHI T,

MREEH TN ER%SE (QSFP 3 SFP) , HIEBEFERAASNERREEN].

2. ZFIEH2snTESE, FEHIMEIEFEIZTT. storage failover giveback -ofnode
impaired node name

. MBREBE2HERIE, BEHBHE: storage failover modify -node local -auto-giveback
true

% 6 & YIEIINT = MetroCluster e EPHERS
SN RIE A7 ST = MetroCluster EEE,

il
1. IFFE T RS T enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I9IFFRE SVM EMEFRP 2T EM:. MetroCluster SVM show
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3. WIMEEREEERITHERBS LIF IR 2T EMINTEM: MetroCluster check 1if show
4. FIETIEENERPMNERT S EFH MetroCluster switchback sR¥HITHIEL,
S. IRl ER T BE5eM: MetroCluster show

LEBWTF waiting for-switchback RESH, YIEHRENEIRTT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEEAT normal KEBY, YIEHRIETEM. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MNRYICIEEBRKTIE A 8ETERL, ERILAER MetroCluster config-replication resync-status
show SR LB IEEHITHELIKE.

6. EFEII1E SnapMirror 55 SnapVault BZE,
B 7L BHPESHRE] NetApp
FRIBEHREMIAY RMA 3 BBIS R EEE4E[E] NetApp o "SHFHERIFIEHR"EXFMEL. 15 NTHE,
i NVDIMM - AFF A400

MR AFIERNEFEE BRI E R E IR NVDIMM 2B TIRRARE, Mgk
EHIZSRIRFAY NVDIMM ; :u)"'JJ SRS AR T

RGP RMARLIIERIRTT; BN, SRHEXRRA.
WG ERFREERF B HA MR R QIR EIRIER FRU .

$1F: XARHRITHIZE
ERERTENEENRFS R XA SRERIREH 2
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TN . KREHELE

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

528 EITERIZEER

BihaEH S EIRABBA NS, BIMIFERE TR B ER,
ERILMER LT EE, HEEISE NBZ BMAFE R RIBREH 8RR,
ShiE-MIFRIE S SRR IR
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" BUTE =) £

9 EhlEs MALFE AR BRINAS

7.

- INREEREM, FIEREM,

RNFEIREEERS, ARMEIRPIR T4k,

MR G EGE L L EIRIRE FRVAIRE, ARMEHSBER IR TRALLAM SFP ((IRFRH) , HR
ERA A RERR B

REABERLEERET, WEEERTRESLAEEREN, SERIER.

gtk E it N H SRR RN H R TE—,
| AN BEFS, ARRIE @ T ek M=l

R B3R IR MATLFE R BRI4AS Lo
Rzl 2R IRB HA 8.
REhIgsREB HAAERY, BHRRES TR RRAKED,
R SRR F AR RV RE Lo

%5 3 4. FEit NVDIMM

EFEMNVDIMM, 145115 8 X B TRARBYFRUBRSY SUHEAE 1R A AR TRERRIFRUBRSSTE 1= B3 IR IR PR B E
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 TEHERSAKE, THEENSE, NVDIMMLED £R1%, BAFEKG, It LED FIEX,

* RE NVDIMM AR ENZE, BRIFEER NVDIMM ZRIEEFRERS. BXFMER, BFE0 "Z54E
FEEA" T£ NetApp L= Lo

()  EuRBRE Nethpp HFUR, THETRLH _statement of volatilfs _.

EEIAERLN THE, EERSANSERER NVDIMM .
()  mHESRTRE DIMM BIEERNSEE, XS EEREE s,

EhiE-FEH#ENVDIMM

NVDIMM: Siot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

.o DIMMEIEFH
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e DIMM

9 DIMM{EHE

1.

6.
7.

FIBENE, ARTEEHSEIRAVEIE 11 B3E] NVDIMM .

(D NVDIMM 554 DIMM BISMTLEATR

. RIEHE NVDIMM FEMIBYFE NVDIMM 338 KE, & NVDIMM MIEfEEd, SAE% NVDIMM /i

tE—5,
(D) /IVDIBLE NVDIMM #0355, LIS NVDIMM FaB&1R L OB (EREAIEE S,
B RIEHSRERE EHLART NVDIMM , SAE NVDIMM 89358, A EL S1EMERIF.

NVDIMM 352 (8] B9 ER O N 5 R E R A SR 55,

R EELEE NVDIMM BIEHE,
3% NVDIMM EE i \1EHE,

NVDIMM R REELEEER, BRSTFEN. NRIE, B NVDIMM SEMERHFTHEREN
() BukE NDIMM, BAE BSOS BN,

NOTAZEMEN NVDIMM BY B4k, BHEMLSERERAZNL, T NVDIMM MigayiRE Lo
KB E.

£ 4T REEHIZFIRR
FHUTHISSRIRFA N, DI BERENREZNEF, ARHEBHELIFR.

1.
2.

3.

4.

INRFERKHALBRE, BXRALBXE,
REH SRR RIESHAEFRFONTT, ARRKERHSERERENRSH—F

(D) wosEsmmRE BT, RIERGHIETERER.
(R EBRUSH AR, DUEEA LA RALAIT I T & T RmES,
() CRmREs BaRES LRGSR TSR,

TERIEH SR IRIRAY R
a. EABEFPUFIERIZSRIRRFFENNE, HEIBEFBFIB LA,

() #EsIsERRANAES, BIRAEA, UGHRTEES.
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b. RBIEHBim Lhers, FEMBLUBERIER, BiIhSERESENNET, AERKBEFBREES
EAIE.
C. BERREENER. EMTERBLAHIF. AEKRFEEEIER
HRMER. EHI28BHEIIENE5. Be prepared to interrupt the boot process.
d. MRHKREHLZELGEERLE, BEMREZLS.
e. ¥ ctrl-c RUFEREBshIEH B5E LOADER 6
(D) uRFsEDERDRSRL, HAREME LOADER HH,
f. 7 LOADER &7RFT4, BN bye UEMFIIA PCle FRIE LA M,
Step 5: Restore the controller module to operation
B NEMMRFEITHIRME . RXFITHIZER. ARENRBBABIRIE.
1. RIBEFEESE N RAHITHL.
MBEEEI TS (QSFPE SFP) , BICBEFEANSRERTEES,

2. RIXIEHIZITEME, FEEMEIEEIRTT: storage failover giveback -ofnode
impaired node name

3 MRBZABNRE, BEMBRAT: storage failover modify -node local -auto-giveback
true

% 6 & YIENT = MetroCluster BL&EFHIERE
SN IRIERIH ST = MetroCluster EE &,

P$IE
1. BB T 225 TF enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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2. I9FFRE SVM EMEFHREP 2T ETM: MetroCluster SVM show
3. IIHMEERIEIEEITHEM B LIF T2 EEMIN5TH: MetroCluster check 1if show
4. FETIEENEEHPNEAT S EEH MetroCluster switchback S<SHITYIEL,

S. IGIFYIOiR2{ER T B5E:. MetroCluster show

LHEEATF waiting for-switchback KSR, YIEHRENEIETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEBLT normal ASHEY, YIEHEIFSTR. :

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYEIZEER KA 8E5TR, ERILUFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEEII1E SnapMirror B SnapVault BZE,

B 75 BHIESHIRE] NetApp
RIBEAREMA RMA R BRISHRIEER4BE] NetApp o "SR ELIF B G XFMELR. HSNTTHE,
$Hiit PCle 8{k=+~— AFF A400

EEM PCle SiREF, BB LLLUNFIE SFP M QSFP BIRS RRVERE, EMA
FHFER PCle SKE+, AREMMFHITHE,

* BRI IR E D RS RAIFHIFIE ONTAP WAL S £
* REPHFMERMAFLIIERRTT; BN, SRR RRAH.

F1F: XARBITHIZE
RIBFERSGRRAEENRR, ErIUERTREIEXFSEEZ AT HIER.
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TN . KREHELE

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

528 EITERIZEER
BT HISHRIRAEBRVA M, BAMAFERE T EHIZRRIR,

1. INREMRIEH, BRI,
2 BHEELETE, AEMBETR L,

3. IMFFRSHEL AL EIRIGE LIRS, ARENEHRBER ERTRALEMN SFP (IRFE) , HE
ERA L RERR B

REABERLEERET, WEEERRESLAEEREN, HERIERF,

4. B ERIRE MITHI B ERPENHHRTE—o
o [ MEMMEFD, ARRRE TN

R SR IR = MATLFE R BRI4AS Lo
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‘. PATE F 8

e; 128 MATLAE RBR TS

6. REhIZRERB S,
R SRR LAFERT, IBHRESHHE R SR IRBYERER.
7. BRI SRR PSR E Lo

53%: FEikPCle &

EE PCle &, EXITIREILERIER PCle &£, MIEHISERPETRESIRIREAR, B+, ARE
IEHBIRIRPER % E PCle 1I#HH1R.
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PCle 23 PCle4-5

RFARBE B

PCI=Ei%E -5

PCIS{ER

PCIE

1. T EERERIRRRAR:

aﬁ?ﬁﬂ%ﬁ%%ﬁﬁﬁ,ﬁﬁﬁﬁﬁﬁﬁﬁﬂﬁﬁ,%Eﬁﬂﬁﬁﬂ%@ﬂﬁmﬁﬁ,uﬂﬁﬁm

Bo

b. #1F PCle RHRIBEFFIERIFNE SFP 5 QSFP &1k,

C. FHRAMRAMBIR AR BIE H i M L ek HERE X E 77 4% 6l
ISR = M BRI R R BE TR B

d. EHRA HREREER, FREREFRNTEL,

2. MRFARHPEIT PCle &

a. BapfEfti, LAERILLIIE PCle o

b. #2F PCle IR AHRMIERIME SR, AERKHREINTHIE.

C. R FHEAMR 2 0 3, A EENMER,
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d. 282m EHTIR, AR PCle RMIGEFEEREY, MMMEARPET PCle .
3. KB PCle RSIRIEXTT, RILRZANGED, AESLIRAREOMNER WRE) -

MG RIERXNTTEBES, FEEEPEA RN REMIZNES. PCle ROMASTTEYIMBIETEE
&,

C) NREEBERPEERRER, BLAEZEEFEE, B TREF, UERTUEEIFE
&, REF, ARERREMTEHEEFE T+,

4. EMMREIREANR:
a. FHEARSIRAMRIGEME AR TT, RRARE T RIEER Lo
b. YR EHENEMRLAEE,
C. M FhHEAR IS, EHSRIR ERNERBIREIFT .

F4F. BRER

KERMUTRARS (EE4M5) To BRIETTIERA EIFRXER, ERRER, AREMREIS
Bk, BXIFAER, BSIITHIZEER LR FRU REE,

ERILMER MU T HE, HESNEANNTERERKE .
ohiEl- Bk R
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e R 7 Iﬂﬁaﬁ! ! b
S .lq_l.ﬁ!,&:%%; j

o PCI Riser&

9 RARENIRE]
e R’AE

1. EIF 3 SHRFHR (R4 F5)
a WEEREMUNAES, FLAREHEEREE, ARHEERIRLITRONE, WTFHER

Bo

b. E1F PCle £HEJRETZIERIFRE SFP I QSFP &3k,
C. BRAMREMAVE AR BIE P Bl i HEERE 5 ol

SR = MR B IE IR TP =0

d. $5ERiR, AEBEBREFRINTRE L.
2. FMKEFE:
a. MEHEIFFRE QSFP T SFP &R,
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b. INFFRE-E EMRIVARST, AEREEENEEPRRIREH RS,
c. BEMBHREFIEEENSH, SR ERRRENEE,
d FERE R LIRS,
3. EHRBEILIRIIR:
8. FHRFHRSRAHRIEBIENIERIN T, IRTHRE FHIEEH L
b. 3§ BN IR L HOIEHE.
c. TR, EESEIR ENSBIRERETR,
%55 REDHISER
BIEHIBERTWALE, PRGEHNSERERREINED, RESLEHEEE,
. MBHKRAULBRE, HXALBRE.
2. BIERISERIORIE SHAEPIT ONT, AEBEHSERERENRIN L,
(D) wmsEsssRs EANES, BIERGHIETERER.

3. IRIEFRBEEM N RAHITH L.
MREBE TN EFLREE (QSFP & SFP) , FIRBAEERANENERLEEN,
4. STRUIEHIERIRIRAI LA
a. ERPEHPUSIERISSERFERANE, BEICSFIREEHTEMIL
IERISRIRTERLSE, BIEFBS EFH .

() #EsISERBANGES, BIRAEA, UGHRREES.

a. FFolEFBim Lhed%, EEMPLUSIRHEH, FizhlR R ENFETR, ARRKBE R DiFEE

EfiE,
b. EGEHFLEIHENBIR. EFMLEBREIIF. ARERREEIBIR

HIRMER. EH2EREIIENEE, Be prepared to interrupt the boot process.
C. MNREMAREMRERLEIRILSE, HEMLEZLE.
d. ## ctri-c HlTIEE BehidiEH/E50%E] LOADER

() NRASESERDRBLRL, BEREHI LOADER .,

€. 7£ LOADER f&RfF&L, A bye LUEHMAIAI PCle RMEMAN, FHiLiEHBEHRBE,

S. RFRIEHBENTEE, FEMEIERIET: storage failover giveback -ofnode
impaired node name

6. MREZHEBERE, BEHMBHEE: storage failover modify -node local -auto-giveback

true
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56T BiIEHSERERNESET

EEIZHIEE, BRNEFMNRIOHITECE, RICITHIZRER, ARERRRBME,
1 RIEFEENHRAHI Tk

MREEI T ERF%%ESE (QSFP 3 SFP) , FIRGEFRAX AN EHREE].

2. R EHgsTESE, FEMEIEFEIEIT. storage failover giveback -ofnode
impaired node name

B MNREREENRE, BFEMBERTE: storage failover modify -node local -auto-giveback
true

% 7% YIENT LS MetroCluster BREFHRES
I EZNRER RN T = MetroCluster ECE

T
1. B BT 2B T enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BFFRB SVM LEFHREIP BB E5EM . MetroCluster SVM show

3. WIMEEREEERITHERBS LIF IR T EMINTEA: MetroCluster check 1if show
4. EIETEENEREPHEMT S E#HA MetroCluster switchback saSHITHIEL,
5

- IEYIEIRER B ESE . MetroCluster show

WERWNT waiting for-switchback JULL,\E'L YIEHREHIEETT:
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HERAT normal K&, TIEHEIETEM. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KNG A 8E5TR, ERILFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEII1E SnapMirror B SnapVault BZE,

% 8 . FHFEEMIRE] NetApp

REBEMFEM RMA MBRRE S IEEHIREl NetApp o "EMHREIFMER"EXFMER. BEENITH,

MIHIREIR - AFF A400

FiREJE (PSU) SiZMrA B4 PSU SEBIRMERE, IR THEIRZK, HTIH PSU H&ZE
B PSU , RAEBFER PSU EFmEETIHER,

* BIREUARN, HERRYER, ERBXAERIZERER PSU,
* IRES BT —RER—TEIR,

@ RUFEMNFERE TERERDHAERBR. RSNAIERE!T, B ONTAP ZRERIG
REBXEFERER, HEIERERNLL,

()  EIRBASTEXEMERN PSU. BEEGIHER,

ERILUER TEIU R BE D B EHRE R,
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o PSUBIE+R&

e FEREL B E 28

1. NRE R KM, B IERE,
2. RIS SR E S SBI BIR LM LED HEZFERIVEIR,
3. WFFEBIR:
a. ITHERLETERE, AEMBIRR TEIR,
b. MERRIR T BIRL.
4. HITFERIR:
a. MEFROIEF, WEDLUERERERMFEFALIE,
b. #H FEEMEEEUMNBEFBRRER.
C. ANMFEERBEMNAEPIIL, RAERE—S,
5. i!a?)}%s‘z?%%iﬁiﬂé%#ll%ﬁ‘—i??%ﬂ%%ffﬁiiﬁ’ﬂﬁI:Iﬂa‘%, RERBERRBHENTHSER, BIBEREEA
Lo
BIRRES NEEESR EiESH R R BE L
@ FEERIRT N EREIERS, B7TEERIRBARARN AT K,

6. " e I F, EHSBERTT. "
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7. ERTEEEIRL.

a. FFERAEMIERE R IR EIR.
b. { A FEIRL[E R 2345 R IRLL E E B FE IR,
EIRMEMER, K& LED NAZE,

8. IZIBEMFEMAY RMA BBRREHIEER4RE] NetApp o "EMFREIFNER"BEXFMER. BESINH,

FHASCATATERER A - AFF A400

BHEEERITHIEIRPAYSCETET#E ( Real-Time Clock , RTC) EBi, LUBREEHERET
B][E & B R G AR S M N R A AR E5E1T.

* BRI OB IR ES B S RAFFRIPRA ONTAP IRALSER
* RGPRFE EMAFURIERRTT; SN, BRMEXRRAZ.

BRAFYERLZINFIBY RTC Eit,

F15 XAZHIEHE
RIEFERSERAERENTR, ErUERFRNEEXAZZRERRVERE.
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TN . KREHELE

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

528 EITERIZEER
BT HISHRIRAEBRVA M, BAMAFERE T EHIZRRIR,

1. INREMRIEH, BRI,
2 BHEELETE, AEMBETR L,

3. IMFFRSHEL AL EIRIGE LIRS, ARENEHRBER ERTRALEMN SFP (IRFE) , HE
ERA L RERR B

REABERLEERET, WEEERRESLAEEREN, HERIERF,

4. B ERIRE MITHI B ERPENHHRTE—o
o [ MEMMEFD, ARRRE TN

R SR IR = MATLFE R BRI4AS Lo
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° BUTE =) £

9 128 MATLAE R B IAS h

6. REhIZRERB S,

R SRR LAFERT, IBHRESHHE R SR IRBYERER.
7. BRI SRR PSR E Lo
3% EM|RTC Hith

EEEHREEHBERPE RTC By, ARRBNES BINF#HITRIE. BX RTC HMNE, BSIITH
FRIRAEH FRU R~EE,

EEILMERL T EE, HESRE NS EER RTC Bith,
ohiE- EHRRTCHE M

125


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=80fe7a9b-de6f-46e0-a18b-aadb0157263d

o FRiEIEEFHIR
9 ENFRTCERHM!

e JESRTCH

1. MNREE R, BERIEH,
2. fTFBXE:

a. FEXEFMABE s R R piERE,

b. BN E BMITHISRERNEE, RAEEHERA LEEITSITANUE.
3. 5, ENHREEIR RTC HBith:

a. £ FRU R"EE, HEITHISER LAY RTC B,

b. Y ERR MR AR, BEERHEMER, AREEMEMERRE,

@ MEEHZREPER L BEEY , EERERMBIIRME, BMIRENS, BAERREESZZRF. B
MEESSLEINNS AT EREBRIE,
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C. MBI P EN L E R A,
d. i2°F RTC HEipItRkiE, ARFHEBARHRTE, BFEEBNBMZEF,
4. BUKERN, BREST2TEIEMET, HERIEER,
o KHENE.
£ 43 ENRERRISRRAIGEE R RTC Bit/EREE / BHA
ERIEHISRRTNANE, BONERFIEFERRRIZRSERR, EEEHIE LNNEMEH, ARR
Eo

TR UERLUTHE, HBERE AT BIENFERREERIZRRR,

EhEl- % A SRR IR

o EHIZRARIR
9 EHIEBE

1. NRERKXEERE IEHIBRERER, FREK,
2. RIS RRHRIRS AP ONTT, ARBIEHSERREREARAN—F

BB RISSRRTEENNFER, FRIERGHET XY,
3. IRIEFRBEMNRAHITH L.

NREEETBEEMREE (QSFP 3 SFP) , FICBEFEANAENERREE.
4. STRUIEHIERIRIRAI LA

127


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0310fe80-b129-4685-8fef-ab19010e720a

a. EABEFPUFTHRIZFRRFFENNE, HEIECSPIRBEHTEMIL
ISR TR A, MEFABS LA,

@ RiEhIsE B AR, B7ZANER, URBIFERESS,

a. Ex?ﬁ%l‘—ﬁﬁﬁtﬁﬂ?, EEMRILUBMRBIE S, iz RRTeENNEFR, AERBHUENBFEEN
ENE,

b. JFEEIRLIENRIR. EMREBRADIF. ARRKEREEEIR,
HIRMER. EH2EREIIENEE), Be prepared to interrupt the boot process.

C. MREAREHLERLERRE, WEMREZILE.
d. #% ctrl-c HEIEEBENEEHE5E) LOADER .

() uRFseBERHRSRL, HAREME LOADER EH,

5. EETHI2E ERBTIEIFI B HA:
a. f£f show date S EEZITINR RIFAVITHISZ_ERY B EAFNETE],
b. £ BtriZH28 LAY LOADER 12/R 7L, 1ZEEEIH HHA,
C. tNBWME, EFMA set date MM/dd/yyyy B8 IER A ER.
d. NEHE, 5 set time hh ;| mm : ss BITE GMT FIgERE,
e. Ml BiniEHlgs L8y B EAFATIEL,
6. 7 LOADER T4, M bye UEFHIAK PCle RAMEMAH, HitizHIBERBE.

7. iR HI2s01F0E, FHEHMEIERIETT. storage failover giveback -ofnode
impaired node name

8. MREEZHBMRIE, BEMRBHE: storage failover modify -node local -auto-giveback
true

% 5% LT &S MetroCluster BREFHRES
I ERNRIERA RN T = MetroCluster ELE

SIE
1. BT 2B T enabled IRA: MetroCluster node show
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BIFFRB SVM LHEFHRIP BB E5EM . MetroCluster SVM show

3. WIHMEERFEERITHEMRBE LIF TS EMIN5ER: MetroCluster check 1if show
4 EETEENERPNEAT S EEH MetroCluster switchback fSHITHIEL
5

- IFYIEIRER B ESE . MetroCluster show

HEBAT waiting for-switchback IRKSH, YIEHE(EDIEETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

LEBLT normal KSR, YIEHEIESTR. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MNRYICIEEBR KT IE A 8ETERL, SRR MetroCluster config-replication resync-status

show BR LB EEHITRIRELAVIAT,.

6. EFHEILEA SnapMirror B SnapVault E2E.
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%6 . KFHPESFHHIRE] NetApp

REBEMRHE RMA HEIRSEERHHIEE NetApp o "HHEEFERBXIFAER. BESITH.

AFF A40009 3 EF/I4&

LI 2AFF A40089E8 3 #84&. 1181 "NetApp Hardware Universe" (HWU) FREXAFF A400
AR TR, tEDimE RMAE R NSRS,

AFF A40009 = E/11%

FaBECE: AFF A40024/178 HA X, LIKKIHZEE
RARIRAE: 14.6880 PB

M7E: 256.0000 GB

SMERST: 4U #1FE, & 2 1 HAIERIZS
ONTAPhRZS: b_startONTAP: 9.16.1P2b_end
PCle I B1&: 10

E={EONTAPhRZS: ONTAP 9.7RC1

Kami REKE

it HA %t RianE RARTF
NAS 12 176.3 PB / 156.5 PiB 3072 GB
SAN 6 88.1 PB/78.3 PiB 1536 GB
HA % 14.7 PB/13.0 PiB 256.0000
PN T

& 10

[P i

LA 100 Gbps 4

LA 25 Gbps 12

SAS 12 Gbps 8

&0

Y i [

LAAM 100 Gbps 20
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LAKM 25 Gbps 24

LA 10 Gbps 32
FE£FiBiE 32 Gbps 24
NVMe/FC 32 Gbps 24
0

SAS 12 Gbps 32
B

Y |
AKX 1 Gbps 2.
RS-232 115 Kbps 4
USB 12 Mbps 4
SR TFERI LS

CIFS; FC; iSCSI; NFSv3; NFSv4.0; NFSv4.1; NFSv4.2; NFSv3/RDMA; NFSv4/RDMA; NVMe/FC
; NVMe/TCP; S3; # NAS #9 S3; SMB 2.0; SMB 2.1; SMB 2.x; SMB 3.0; SMB 3.1; SMB 3.1.1;

RAIFRANE

« BIRITNER: 4200 BTU//\ES

* RIFERTHIINE: 5215 BTU//NBY

: 110.0 % 49.9 T 5%

: 4U

D 19 =T IEC MRS (17.6 I 44.7 [EX)
*ORE: 326 /T (FEABEZREN 34.7 1)

s TEREMMIRLIEE: 10°C E 35°C (50°F & 95°F) , Bikemm=rlik 3048 3K (10000 ®RR) ; HITEE
8% FE 80%, T4

* ETIERBENLZE: -40°C £ 70°C (-40°F E 158°F) , BikEwe 12192 K (40000 ER) , HMEZE 10%
E 5%, A&, REE

* BEFIRE: ARAEINE (LwAd): 8.5; AL (LpAm) (BEMEME) : 67.2 9N

o e
K 0

at
I

Compliance

* EMC/EMI 3AE: AMCA. FCC. ICES. KC. EE&Ef. VCCI

* R4INE: BIS. CB. CSA. G_K_U-SoR. IRAM. NOM. NRCS. SONCAP. TBS
* L/EMC/EMIAIE: EAC. UKRSEPRO

* JMEL2L/EMC/EMI/RoHS: BSMI. CE DoC. UKCA DoC

* trE EMC/EMI: BS-EN-55024. BS-EN55035. CISPR 32. EN55022. EN55024. EN55032.
EN55035. EN61000-3-2. EN61000-3-3. FCC % 15 #8593 A K. ICES-003. KS C 9832, KS C 9835
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* FERS: ANSI/UL60950-1. ANSI/UL62368-1. BS-EN62368-1. CAN/CSA C22.2 No. 60950-1
. CAN/CSA C22.2 No. 62368-1. CNS 14336, EN60825-1. EN62368-1. |IEC 62368-1. IEC60950-1. IS
13252 (58 1 &F9)

=R Ak

ETLUAMEREREFIEE (BMC) MONTAPEIRERO,; TRAUERITHIEE; TRMMERBEIR; @3 SAS &
Ei#1T SAS HINEIE
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HRINFRE © 2026 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESLBEITFA, ANAEPZIMRIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.
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