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° [cfcard/kmip/servers.cfgS {4

° [cfcard/kmip/certs/client.crt> {5,

> [cfcard/kmip/certs client.key>X {4

° [cfcard/kmip/certsZ CA.prom3 {4,
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* MNREFERNEBSANZRS, MAMEK E EHI2sSCSITIFIEMEE cluster kernel-service
shows cluster kernel-service show' @< (fEpriviaRiZR F) A B RiZT Al T a2 HERE" . TS
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* If you have a cluster with more than two nodes, it must be in quorum. IR &R KIXZ 1'?’5%321]‘?4*/%&??
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- AR B T AutoSupport . N5@i3 A AutoSupport JHEZE1EBRhlIiE 5.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
U AutoSupport JE B2 1E B Rh 672 FIF/)NY

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover modify -node impaired node name -auto-giveback false
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storage failover takeover -ofnode
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* RGBSR
° IREFIAEIESR (OKM): FEEESCENZEEEME IR
o SMEREREAEIESR (EKM): TERBMUAT AT X!
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

P
1. 7£ LOADER &R N, BHIBIINBRMETIE:

boot recovery -partner
FEEETUTHR:
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. BERNMTRRERELRE,
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I3 F25E A 27 Installation complete JH B,
3. RAENEMEBR, HERUTEEZ—:
MREEIHES... 1B1E
key manager is not RSB RLEEMEINEE,
configured. Exiting.
a. FEFEREREM.
b. BRI AHIIREFMETIE:

storage failover giveback -ofnode
impaired node name

C. gifk ENEABENRIALIEE NREWERT .
key manager is BERENMZINEE, siFmEREAEES,
configured.
@ MRAFZTEIRFNZRAEIESRIE, WETHRER, HEREHAREEREFTHER
FURBLERD (IRESIMNE) o BEIBIRTR AL,

4. FEREAGRENENIEEREAERS:



WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&
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BRIGE MR B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELGTHETREIRZEMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

T—5175
TR EONTAPRME B 55 S IE BB THIR MRS, @ L FHIEHREI4ANetApp"s
BRI BT IR [EI4ANetApp - AFF A400

SNRTAIAFF AAOORGHRIEMAM B IS, IFEHRFEERHIREIZENetApp,
14:5\%.@*[] E?ﬁnﬁﬁ LX?*HYE;LE 1o

5207 "5l
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BRohiRIR - FopihE
B AEFohRE TERIE - AFF A400

ARG B E S MRS BRI FEFRESNERRET, SERAGHEUFHTR
ERBEHIRERIEAFF Ad00TFRER AT RIBIRE NN EEMRE ONTAP 0

BEIEE T RIMETZNEONTAP 9.17.1 RESRAPR . WRENFERRISITHIRFHRZAFIONTAP
, BER"FHEHRERR" -

B, MEERER, XHEHISE, BB, AFRSEMERE, HIIERSAINEE.

o "BERBNTREKX"

BEEMBMTRNER,

"M BN A SFFIRE"
MERSKEBA T RERAEEREEWEEHTT 7N,

e KA HIEE

FEERBTEE. FXHEHIER.

° "EiREE TR

MRS EBRRPIEHERHNNT . KEERBIHNER. ARERUSBAFIREIR T RIONTAPIR G,

5 JE—

MUSBEE;:)J%%E SONTAPIRG. BEXHRAHIEIEIFIRTE,

e "R A"

MONATPEoIH R M E R Z AE IR AL BE NI EIAEIESS.
o " PRI IRE] NetApp"
REBEMAHME RMA B SESR 1R[] NetApp o

FrhBohiFARERIZEK - AFF A400

TEEHEAFF A400 RFZERRBTINT 2 Hl, 1BHFRAEHINERNEER, XEIEHRER
TIRE AR EHFMEEEM USB AEFERRIzs, HIRIEEHE ERNBIRENIRE,
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WMRIEHNEERRIZITIIRONTAP 9.17.1 HEShRDS, BEFEHR " EcIEoMERR". NRENARFZTHEER
HERRZSBYONTAP, MHAERFERRIRE T2,

USB N7F#
s WIRIEE—MER L FAT32 B9 USB [AITZIREN28,
* USB AIEH BBINEEREREY \image xxx.tgz' X{H.
XS
£#l image_xxx.tgz B XHEHIZ USB (NTFIRENZ8. R USB INTFIRah2SEHIONTAPMYEREIGER L X4

P ER
fEFANetApp R (RS HR4E (4 SR B AP 2R 14

2138375

ERSRNENNFEN, $HoUAHERNEHREXES:

- BRI REETERITAPIESIS,

- _REEEHISE RS RIREISRN HA (Lrk,

T—HRftar

BEEMIISNENERE, CEE AR R LONEEHZHNRE

WENNEZAZFNIRS- AFF A400

BRFREFHEASK LNMIERe. BEERIEBIN R EMINEBERZRAZ RS, KEE
HIONTAPhR A B & 2 FNetApp ENNE (NVE). %I?ﬂ? hlgEZ Rl BRETREERES
/EEjJ'ikILJ\O

NRENEERGTITRIRONTAP 9.17.1 NESMRA, BER"EENMERRF" MRENRRSITHER
HAhRASBIONTAP, NI AERF eI ahIRE T2,

ER}

FE 1. 10F NVE ZHFH THIEHIJONTAPIRER
HEERONTAPRR AR E 21 ENetAppBEINZE (NVE), LUEEA LU FEIEFAIONTAPHYS KRB oh R

TR
1. EEHONTAPR AN B & S INE |

version -v

SNR I 45 10no-DARE, MERIEELARARZFEFNVE,

2. FHNE NVE ZIFHIONTAPE
° YNRLIF NVE: TEHHENetAppEINZRIONTAPIRE
° NIRRT NVE: TEH AT NetAppEMNZHIONTAPRR G
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@ MNetApp3z /UL T EHONTAPIRREIIER) HTTP 3¢ FTP ARSSsEaiAstth >3k, £k
Bt R RES, ERFE ARG

EXAHEIERISRZ R, BRIERAEERCEHENVERS.

p
1. MELNARG LERT WM ERERS:

ONTAP iz BTl
ONTAP 9. 14. 15 EShREK security key-manager keystore show

s NRBATEKM. EKM NE&EGSHEFTIH,
* MNREEATOKM. "OKM M&tEdr< it H5H,

* MNRKBAZIHEIEE. "No key manager keystores configured®
N=FEmR<LHEFTIH,

ONTAP 9.13.1 Z{E Rz security key-manager show-key-store

* MRBHATEKM. ‘external M&Ed<HE 7 H,
* NRBATOKM. ‘onboard N&7Ed< it HTE,
* MNEBREAZAEIER. "No key managers configured NS TE#D

LTI,
2. RBAZHESHE T BAEIER, FITUTIREZ—!
MRKREEZAEIESS:
eI LR et X MRS HIZs, HASEHMITXIIIER.
NREE T HHEIESE (EKM Z OKM) :
a. WALUTERGS, EFEREERPEHEIERAIIRS:
security key-manager key query

> ERGERFOEACNIE. Restored 7. UPHETEBEDR (EKM 5 OKM) HHHHITE
PRTEHNE

3. BIREENEAEER LA THEN RS E.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R XA EEGIEE, HASHITIIIER,
NREFARETHERRE true’ E“BIRE"FIH:
a. BN EIRAERIAME D ERHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
i, 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) B AERVEEF R T AEIERNIENSEECREZEAIE, NRESH LG
%_L-LI:I , 1B E*,%NetAppi'Zﬁo

b. EHINFIE B IRIERRHERE
security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

*onboards
c. &1 OKM 58
. PRSI SR PRIE :
set -priv advanced
BEN 'y HIRRAREERT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. & 11s B8 HIE R IRA R B EXXHFF.
MREFHRIRPEFEFHNE OKM, EEBELENHES.
iil. IREERRER:
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

KAERIZE LA ITFRNBEIN B E - AFF A400

5eAt NVE Bf NSE £55/5, BFEEXHARIIEHE. ERERTENEENRESE XiH
HIEER PR ES.

INREHTFHERSBITHIRONTAP 9.17.1 KEShRA, BER"EHEHNERER". WRENRLEITHER
HARRZSHIONTAP, MAFUERFohBEeRE T,

HI1 . KESHEE
5eR% NVE ¢ NSE 555, ERBXAZHITHIER.
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TR
1. B =HizH2s 279 LOADER $27R4F

MNRZHITHIZRETR ... B4 ...
LOADER &7 #&F ¥ ZE "Remove controller module" .
EEFEFRE .. ¥ Ctrl-C , AIBEHIUERINEE v,

AR HERRTT AR MSTEBNEHSREENEERMNERR. storage failover

S RAT)) takeover -ofnode impaired node name

LS RIEHI 28 B 7~ Waiting for giveback... BY, 3% Ctrl-C , AEEE v

2. 1£ LOADER &7~ f¥&t, A printenv LIBRFIERIIFREE, BRLFREFRBHEXHH,

() OREHRERFRTEERET, NS TEEFRElER.

IR 2 : 1THI2ER A MetroCluster B &

()  REORARFAWT A MetroCluster BE&, W/HEMILBIES B,

BRAZHITH R, EOTHEERISRAAS, AECENRERE R, UESTESEHIZRREMZIRES
e hE (IR,

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HH B EITR TR
B S E BARINE TR A E B R false. MAMEXFAZHITHIZS Z gIF ERIFHER ; BEEN "BhHas
EERED,

* NREERBIZ MetroCluster ERE, MATHIASEE MetroCluster BREIRZS, AETRATEEHRALE
ﬁﬁ'ﬂﬁ?&c\ (MetroCluster node show) °

P$IE
1. AR BT AutoSupport , N3&EZ A AutoSupport SEBZIEBTNEIEZRR]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;SHEZIF BB RGBS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. MBITIERRIIEHISZIIEHI G2 HBEMRIE:. storage failover modify - node local -auto
-giveback false

3. ¥R MITHIZE R LOADER $&RfF:

WNRZHITHZEZE R ... B4 ...
LOADER &R fF BET—%,

19


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

NRZHEHIBETR ... BA ...
EESFHRE & Ctr-C , AREHIRREEE vo

AR RERRTN AR MSTEBNEHSREENEERMERE. storage failover

S RA)) takeover -ofnode impaired node name

L 2RI HI2s £ Waiting for giveback... BY, #& Ctr-C , AREIE v

o

IR 3 . 152U F XTI == MetroCluster #1

BRAZFITHRE, BOTHEERIZSRAAS, AECENIHUEERE, UESITESEHIZRSRS MRS
EafFfiEHE (IR,

KFUIES
* BUTTEIIRED R RERFBERATIIRS, UENBITESIZHZEME,

PIE
1. }2Z MetroCluster RS UBE R HI2S 2 B E B RIZTIEFEAVITHIZE . MetroCluster show

2. IRIEREBRET BENIR, WETRESIRME:

NRITHIZZ T2 ... A ...

2 5ol PYEHITT—D,

ENEEEES MIZITIE BRUEHIZSSITITRIALTHIRIE. MetroCluster
switchover

FEHIE, E=AER BETIEE, NNRATEE, BERRNEEAHER, WRITEBRE)R

&
MetroCluster switchover fp IR, BEAAE AL,
LHITUNR, HETIREHEDR

3. EIEITIEERERBPIBIT MetroCluster heal -phase aggregates 3%, UEHRTEIERE,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MNRBEWE IR, ERILIER * override-vetoes” 2 EH A MetroCluster heal 8%, WRFEALLA]
TS, WRASKEESEMEILEBEIRIERNIRER,

4. {§F3 MetroCluster operation show 8 <IIHEERE B 5o
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. {FH storage aggregate show MR ERSIRE,

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. f£F MetroCluster heal -phase root-aggregates WL RBRERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

ﬁﬂ%{#g?& SR, EELIER -override-vetoes B EH A MetroCluster heal And. WIREAILLE

S8, WRSRHEBSEMRMELLEEIRERIRNE R,

7. B REEf L{FH MetroCluster operation show RS WIHEERIERTETMK:

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERHUTHIZRIR £, B EEIR,

ERETRAEEFEETNRE - AFF A400

BEMRBENE, EOEH TRANERIZFER, RESNENRAEEoREEHE

USB [AJZIXEh2s.
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NREHNEFERGTITRIRONTAP 9.17.1 NESMRA, BER"EENMERRF" MRENRFEITHE
FHIRRASHIONTAP, MR FRmE T2,

B 1% HITERIZER
BIAHEHISHRIRAEBEVA M, BAMAFEFE T EHIZRRIR,

p

1. IR RN, BIEREM,

2. BIRRRIRLLEIERS, ARMEBIRFIR 4%,

3. MRS L L EIRIGE LIRS, AENEHRBER ERTRALLMN SFP (IRFE) , HE
ERA L RERR LB
REABERLEERET, UWEEERTRESLAEEREN, S4AIERF,

4. B EIRIRE MITHI SRR PENH H RTE—5o
o [ MEMMEFD, ARRRE TN,

R SR IR = MALFE R BRI4AS Lo

BUTE ) 8
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

EhlEE MAFE R BRI

6. Rz ERIB S,
REh SRR LAFERT, IBHRESHHE R B3 RIRBIERER.
7. BRI SRR AR E Lo
B2F. BEMBEMNER
BRI RRPILEIREN R (FEREHER LAY FRU BREY) , AEIRRNBHITELR,
Friaz Al

BRBHNMRNARTENE, ERFEERBHNMBRZALERLENRHANT. BXEFMER, 5EL 5514

FEE" NetApp 2151k EIE A F AR,
() EuRBRE Nethpp IR, THETRLH _statement of volatilfe _.

EANERUTHE, FERSNNSERBREHNF,

ohE- BB AR

P
1. T ENE:
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[ Ehefk@ENE

a. FrmNEMMEYBIE F PRI HISRIR A ER %,
b. ¥@XNERMITHIBERNEE, ARKER LREEIT2ITANIE,
2. WIS SR H IV B R R
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REBRH

[a]_Ehed% B Eho T B MEEIE R EX

a. RN TRENIE R, BEIBMA R LENASEREERE,
b. ¥Ee R LiER:, ARBRT RN EERERERI .
3. RERBINERANLSS BT RIEEXTT, AERERREENGE,
4. WERIMNE, BERETEEEEHEET.

MBELE, BFREBMTRFEENENEE,
S BRI EEINL:
a. FEEhoTBR T hed% 2l E R
b. W—RFIERERDNENIRE, AR TEIDNMEN—R, LESEEERE.

C. [ MBI, RERGMERE R RBIEFML,
6. XFBNE.

£ 3% BEmRGEREIBN R

BLRENBRBNELERIME, RILEFEEFER USB NFRaIzEEHE M,
FHaZ
s BXTMEE— USB (NTFIRGHEE, ZIERnhZsERNLA MBR/IFAT32 , #EB=EZE/V /N 4GB

* SZRIERIZREITR ONTAP BEhRASHEEIRVEIZS. ERTLAM NetApp SZ#5i4 = LAY "Downloads” &5 T &
MERZATBR

* WNRBAT NVE , BRBETHIRHTET, £ NetApp HMNE FEHME,
° MRKRBA NVE , BRBRTHIRAPHIET, EAER NetApp EMENBER T THBE,
* MREWRFRRZ HA X, WATEBMLEERE,
* IRENRERIRILAL, WAFBEMLERE, BELR var XHREH, GOIHITIINIEREED.
p
1. RHERIAIARSSBRR M NetApp SzHFik = FEHEHE] USB IN7FIERN2R.
a. KARSIRE T HEIZE IR B LR TIE=IE,
b. fRE4ERRSS IRK,

@ WNREREA Windows 1REXAZR, E70EA WinZip 1eBXME B ohiRG, EAEMMIZENT
B, 140 7-Zip 3% WIinRAR o

R EZERIARSSBRESUF R BN 3k
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=1
* EFT
C. ¥ EFI Xk EHIF USB NTFIRThEE ERHITNERE Ro

@ MRARSRGIZBEFIX 4K, ESH" A TFASHIAFFA S BN EMENRSRE T
SR DEFIX 4R,

USB iN&EIREhEN BA EFI Xk, HBESZHERISRIZTRIRSMRE (BIOS) WRAHEE,

a. MEICAEBRTPENLH USB IREFERIES.
2. MRERKALBENE, BEXALBRE,
3. RHEHISEIRMRIG S VAR O, ARFEHSEREREARSGN—F
4. BEMRELHAEIERE, FREFTEENNRAEHITHL.

EfMAE, WRBENTAEREKRE (SFPEL QSFP) , IBSHBEMREEN
o. 1§ USB NZFIRENSS BN IEH 2R IEIR ERY USB tE.

HfRR USB INTFIKEh8 L ETEIRA USB IRERIIEES, MARZ USB IZH &iwOH,
6. SERiTHERIRIRAI R

a WHEBLEARE, BRRERRAHER, ABEEREEIIBE,
b. S HEHISSIERE NS, EEITS5PRIEEHELMAL,

EHBSERT MG, MERAYE LA,
@ RTHIZESUB NNAERY, BZWAEK, URRFEESR,
a. [ EREFeBiE B, EMA, LUBRBIEH, AEBHFREIISEME,
b. BEIRAIENBIR. EMREBRLMIF,. ASERREETIBIR,
HEREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

C. NREREHLTRSAASIEIGE, BFEHLEZIESE.
7. ¥% Ctrl-C 7£ LOADER 2R MELE, LIRBEEhI TR,

NRERWEILER, 151 Ctrl-C , EFREBLUBEIEILPE, S halt IERIZR AR IEINHIERF.
8. WNRITHIZOI FIEMREL ST IERER MetroCluster R, MMAUEIR FC IEEC2REE

a. FoFIHEIPER . boot ontap maint

b. & MetroCluster i[1& B NB&IFERF: ucadmin modify -m fc -t initiator adapter name
C. halt JREI4EFRI: halt

XL E A% /S oh BT Kt
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TERFEPLREMIBNNTIREE. ERILUMUSBIEEI2E oM EMRER. FHMECH T3 =ik
JRECE,

NRENEERSTITRIRONTAP 9.17.1 NESRA, BER"EEHNMERRF" . MRENRAEITHER
HAhRASBIONTAP, NI AERF B IRE T2,

FaZ Al
* BHREEINA B E R SRR 28,
* FRINEIRE S RE RGNV,
* MELHNRARTEAME. PR 3, EFERERSERAMNERERENBED,

p
1. [EEFEITH23A9 LOADER R T, M USB INTFIREN2E B BN E BRI -

boot recovery
MEHREX M RMUR T AT,

2. HIMEREY, WABEGREIRHIZ Enter BIEZIES R E2TRHRINE R,
3. BERIEATIEAIONTAPRRAHI S BINE var XRS5
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ONTAP 9.16.0 S{E R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* RRSAERNE, BMEEIFREREE E 1 EFBE

" IRRSERAME, BREREME"

ONTAP 9.16.1 S{E = kR4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctrl-C 8B R BB,

f ITUTRIEZ—:
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html

" IRRSERAME, B REME"

4. Rz a4 2ok R R xT s,
O W RIEFEEEHSBRME EEET:

/

storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:

storage failover modify -node local -auto-giveback true
7. {NRBA T AutoSupport. UER B shelE2H51:

system node autosupport invoke -node * -type all -message MAINT=END

S 1N%%- AFF A400
mE BB R L=

INREHTFHERSTITHEONTAP 9.17 1 HEShRAS, BER"EIENERRF". MRENRFIZTHZE
HARRASBIONTAP, NI RFhRchmE d12.

RIECHEZAEIRSREE, STRENNSRUMERANE, NRETHECSNRRAERAM IO BAEESE, B0
BRI REREIZF AR E,
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bootmedia-replace-workflow-bmr.html

IREZAEIEEE (OKM )
MONTAP S Eh3R BE R AR 32 sAE 1288 (OKM) R &L

FaZ Al

BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager
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BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,
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BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR IR -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfEMR CFO BERMfE, AP EAEESSE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

AR 2R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

SR B AT AutoSupport. MR ER B &hIEEZRA]:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETEES (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&



KT R HlE

1. A E IR R R ST HI28 L
2. JEIREIR 11" MONTAPB SIS &,

ERBhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o
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Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. INREZATBIRiE. MWFEREE:
storage failover modify -node local -auto-giveback true

7. SNR B AT AutoSupport. MR BhelEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END

BRI BT iR [EI4ANetApp - AFF A400

RIBEMHREMEY RMA iR BRI S AR 4R ] NetApp o "SMHREIFIE R "B XIFAE 2.
DADALE

MAa

MFE FE A — AFF A400
EEGNFE, DIEXBHEGSERMNZRVERZESZRVEE SHERNFHTIFE,
RIS EMAGSRIERTIT; BN, ERARERRASE,

S
18
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* BRI IRED RS RAIFHIFTE ONTAP IRAE SR,
* IWREPBIEMASTE. WTNTRER, ZTRERRLESTEIRSS PEFIERD ST,

X AT+ 28— AFF A400
FERERTENRENRESTE XFTIEE ZHITHI2s.

W1 1 TE AR K A 28

I EERATFAENT REBEN RS, BXEHIFEENEEXFANFMAER, BB "EEXANBHFER
SRR T e —NetApp RN E"
Fraz Al
* RREAENERNNRIEE:
° ONTAP WA EIE 5 FR.
° FMEHIZZHIBMCHI A4,
* MREIREHITERMMEN I AMIL S,
* ERAXAZ RIERIESR B, B8R
° PITHM "ALETIRRRE",
° Y5ONTAP AR EI R FHIEINAR A,
° fRRERR "Active |Q BEIRZEEFXI . B FRAHFIEMKIE. HISNRSAMS EHILED,

p

1. B SSHERFILR. HECAARMITH SALMEIRABRATH EMEFTNEATRER,
{FLEFRE & F iR/ EH1517]NetApp £ 4t L BIEHE.

HEFIMBE G ELL,

SNRBA T AutoSupport. MZRLEBIZZRA. HiERAGTTAZ KETE]:

> w0 D

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. WEFRB SBFT R AISPEBMCHthiE :
system service-processor show -node * -fields address

6. JRHEEEEShell:
exit

7. R E—S ity E AT AT S AIPHIHET SSHE R FISPEBMC LU IE#HE,
INREERNRIEE G/EICABR. FEAERNEHEERTREERIITHS,

8. HEZHWIAETHIR IR
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

3t FE B TEStrictSynctR =, FizfTRIEI 2 SnapMirrorfy&E8%. system node halt -node

(D <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. MNRHIMUTER, BAHEBEPNEMTHEMN Y
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. EHFEMTHREE. ARETNHEEFRETR.

WEIN 2 © XFT & MetroCluster B2 & FPRYIEE] 28

BRAZHITHE, BOTHEERISRARS, HELENIHUTERE, UESITESITHIZRHE8 MRS
e B TR (AR,

KXTFULES
* BT MIRED R REREFBEFEL TS, UEANBITESIZH AR,

ST
1. ¥&Z MetroCluster RS UBREZIRITHISS ER E B2 E{TIEEMITEEISS: MetroCluster show

2. IRIBRERET BohtIif, WERTRULHR(E:

WMRITHIZFZH ... B4 ...

B Btk PEFEMITTI—D,

EN=EIE MIBTTIEBBEHIZSHITITRIAIIRIZIE: MetroCluster
switchover

KENR, BEEER EEGRER, RATEE, BRRREEAHEIR, MR EBE R

MetroCluster switchover Bp IR 1= BRRARE AT,
LHITUNR, HEDREHD R

3. FIBITIEERERFHIZIT MetroCluster heal -phase aggregates 3%, UEHRITIHIERS

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MNREBEWT R, ERILIER  override-vetoes' 23 EH A H MetroCluster heal 8%, WREALLRA]
TS, WRSKEESTMIEILEEIRIERNIRTIR,

4. {§F3 MetroCluster operation show 8 < IR ERE B 52
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. {FH storage aggregate show MR ERSIRE,

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. {5 MetroCluster heal -phase root-aggregates S IBERRS.

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MREBEWET IR, ERILIFER -override-vetoes B3 EH A MetroCluster heal 8%, WRFEHALLA]
B, MRS ESEMIEIEEEIRIERNIRT IR,

7. B REEf L{FH MetroCluster operation show RS WIHEERIERTETMK:
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. ERHUTHIZRIR £, B EEIR,

FiEEH— AFF A400

RRE. BEIREIEMEFIZRRMZ BN EMTIAE. ARRRENAEERNSZH
M2 S BRI RIS,
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$£1%: HTERISER
BEEHANGE, LAMIBHAEFE TEHISRR,

1.
2.
3.

7.

NRIGHREM, BIEREM,
RN EIREEERS, ARMEIRPIR T4k,

MRS E S A EEIR S FRVRIFT, ARMERISER LIRTRALEM SFP (NRFRE) , HiR

FA A BVIER B
RSGABERLERRETR, WEEEMRELLERREN, H487/8F.

MEHIBERN AR MNE AL BRI EHEHBE—S.
| TR ANBEFS, ARRIE R ek M=l

HEAEHIZRARIR = MATAE RBETRAS o

Rl 23R IRB HAN S

R HIZRESUE HANGERY, IFHARIE S T B R IRAV KSR
REHSERBERENME, HFXEPHSZ—MEFRISRREEXET R,

$2F: BENE
BAFERIERENRRRE EERE, EBTRIT-RIMSENES,

1.
2.

©© N o O

10.

SNRIGHREM, TBIEREM,

WERE, FRMIAFMEERE—MOAD, AERBHEABE, BEHEIRMIEER LRIXT R LT
> MIET TR,
| TEXBEEROSIEF ERNBFEREH, AEm TRl ORiEF.

R RIRZ MANFERS H— o

RXBERMANFEREERL, BRACHSNFREZER, EFERSMIEDREL,

C) NERIREGE, FIRLRENERNFRENBIRRAESS, URERZAMIETREFHER

TBHABHE.
R KB IRRIRTE—55
MHRFIBENBRREE AT R,
RXBEREFONTT, ARKBEBAIE, MMTEEBNERYE.
BN BEERORIEF, EET2EEINET,
NEBEERTEL A, LEEFEBHAS.

ROiEFR LRI EASUE, BERABEFERHB-FAZMEMUE.
WHRNBEREE ERDE,
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B 3L MIgENREHARFNAEREHANFE

BT MIGENERARRNERE TIMENE, AR EERNHE,
1. MR EREH TR,

2. @A BNFERERAVESIEENERFIVIZRSH, RERTER.
3. WIRE KM, BIEFIEM,
4

-Eﬁ¢kﬁ@ﬁﬂﬁ§%ﬂ&ém%ﬁ%%m%$,H%%ﬁﬂ%ﬁ%ﬁ%%ﬂﬁﬁ&ém%$wm%%m

. BT R BNREVRIRFHIESR,

6. fEFMIBHFEPREN T BRET A FERTERE E 2R EVIR IR T E.
7 MNRERREER, BEREHER.

B 4T RETFIZFRIR

RiEHBRREERIFHIAEE. FERHE.

X TFER—HEFEER MEHISFRIRN HA X, ZEEHBERNIMFLNEE, RA—BERET2ENAE
, EMaRRERBE.

1. BHSIERITRI SRR O, AEBEHSERE RN RAN—E,
(D) wosssIBmRE BT, RIERGIETERER.

2. BiIEflaEMEETIEH SRR, AEEMEREERO.
3. FERITHISRIRAI T LE
a. ERMEFIBUSITRIREREFENNFE, ERIBEFABFSE LA,
() #eEsIsERRANAER, EIRAEA, UGRITEES.
b. JEHiE )i EhekE, FEEMRBLUBRES, KiTHSEERT2EANET, AEEHERBEED
EfE,
C. BEERABARR. ENRERRLYIF. ARKEREETER,
BIRMERE. THI2 RGBS, Be prepared to interrupt the boot process.

d. MREAREFHLRELLEIRIGE, BEMREIZESR.
€. ¥ ctr1-c FIIEE BRI EHBEE LOADER o

() mRRGEBERDREARL, BEEEHI LOADER T,

f. 7 LOADER 2R 7%4, M bye UEH#IMA PCle RRIEfthB 1,
g- ¥ ctri-c FBE I REHBRIMEEFIR TR

NRARFREBERNHRER, FEZEBEHE] LOADER 1%EL,
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4. EE FRPRE, RBEZMTHIZRREIFFEF,

SRR R A S Id F2— AFF A400

B IR IRE (M BIRMAR BRI IEAN A B HAR S H G SR SRR M43 NetAppo

$£1 5 BIBHKENFERN HA RS
T EIENFERY HARTS, HESENERMILASULEEHNARSREE,

1. EEPET, WE—ITHIZRIR BT A S RIRAMFER HA K

PRA MR HA KSEBR AR R,
2. MRANEETHRFRESSENRAREFLAL:

a. BN HAJKE: ha-config modify chassis ha-state
ha-state_ F9ERI LR U TEZ—:

* ha
" mcc
* mcc-2n
* mCCIP
* non-ha
b. #IANSBEEERN: ha-config show
3. MNRHKRMITIIRIE, BEFMARANERT D HITHE,
4. ENMRERSAIEEAIIEIR,

$2%: ENT EMetroClusterft E P HIEIRE
SN RIE A7 ST = MetroCluster Ei &,

B
1. BB T 22 BT enabled IRA: MetroCluster node show

ha-config show
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cluster B::> metrocluster node show
DR Configuration

Group Cluster Node State

1 cluster A
controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

DR
Mirroring Mode

enabled heal roots

enabled waiting for

2. BIFFRB SVM LHEFHRIP BB E5EM . MetroCluster SVM show
3. WIHMEERFEERITHEMRBE LIF TS EMIN5ER: MetroCluster check 1if show

4. 155

WRYEFE Eﬁkﬁ@?%%
show SR IOEIETERH

BITIEENEEPNERIT = E{FAH MetroCluster switchback #F<
S. WFYICliR{ER

EBE5ER: MetroCluster show

cluster B::> metrocluster show

LHITYIEL

LHEBWTF waiting for-switchback IRESH, YIEHRENDEIRTT:

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEBT normal IKEBY, HIEHRIESEM.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

TTHELZIIRTS,

6. EFHEILEA SnapMirror B SnapVault E2E.
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resync-status



% 3P KHPESFHIRE] NetApp

REBEMRHE RMA HEIRSEERHHIEE NetApp o "HHEEFERBXIFAER. BESITH.

1 28
T Hl 23 R B IA— AFF A400

B NERBIIRET BAVRIR R, F AR ONTAP R ER S AE R IEMATRIR R
1o
* A IRE IR EB L RE R T
* MRIEHRSRA MetroCluster BBE, MAFEF—T R ERNOMERES B UHEREMEMIIE
e B

MRXZBENERNRESE , 1FER, IR/ \TTR MetroCluster FEE FRRVIEHIZZRVIEHISF B IRIE
F$B 5 HA W28 E4EEl,. No MetroCluster-specific steps are required because the failure is
restricted to an HA pair and storage failover commands can be used to provide nondisruptive operation
during the replacement.

* BRI IEAA 4 R MR U EIBNE R FRU A,
* BTG R SR IR EHOVAR R SRR RIR, R R BT H SRR AR RS,
* ERBETEULIR D B E U MR D28 S IX ThaR 5,

* EUIRED IR R, BINgEEMRIIERIZZEE replacement 15H28, LUE replacement =28 1E 5 R
il 2SR R IERE AR ASHY ONTAP FS 5],

C ESUEERNRAZLNAUTSBHRNHS:
° RIITHIZE IS E BIRAVITHISE,
° replacement nodge T—MTiEHIES, AT ERZRAVIESISR.
° health =28 21517 LEF RUITHI S8,

* IR TIR LRI HI2S A9 H B 4 IR B A SR,

IR N ICIRHREPBRINER, MEER LN BT IZH 7] 818 BRI U 1T R R R

KiAZ T HI2S - AFF A400
FERERTENRENRETE XFTIEE ZHiTHI2s,
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BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB 0% online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42

Errors: -

8. ERMITHERIR L, WiFFEIR.

ERITHI 2R R IRIE(F— AFF A400

B EHITHISSEREC, B IEI FRBAIESEEE, R FRU AABEERAREH SRR
, ENFERREFRANERIZFER, ARRKARGBoIEHIFRI

%175 HTEHSFRR

BininEH SRIRABBVANS, BAMAFERE TEH SRR,
ERILMERT, HESE NP BEMAFERE T EH 8RR,
ohiEl-H BRI SR R IR

1. NREERIEM, BIEMEM.
2. BRERIRAEERR, AEMBIRFIR L.
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e NVDIMM Eg it

1 THBXE:

a. FEXEFMBBIE F EITHIsRIR A a1ZE,

b. ¥ENE BAITHIRERNEE, AERKER LIFERIITESITHNMUE.
2. TEEHIS R AP ILEI NVDIMM BB,
3. HEBIEMER, REFERMELERNET, FEIMEERRER, ARMNEREPIRT RS,
4. ERMFFR TIRCABENEEHE RS, ARRKEIMEMZEMITHISRIRPR L,
5. I EFE IR A RIEHI SRR,
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F 4T BRBMNTKR

BRAEREIBIN B, ARG EMZHBVEH SRR P ENH FH G H BN B AU H 88 1ER,
ERILUMER LT EIE, BRSNS BR BN BMZ BT HISSRIRG E BT Hl2R =R,
ERE ) =Ep oA

.o BN RE RS

g B R

1. MIZHIZRRIR P B H BN H B RN R
a. BN PRHENEEERE, BB R NS EMRERRE,
b. ¥Bnh B Lhed, ARRE T RMEERRERI .
2. BRMN B EITHISREIR, KRB ELESSEEINTITT, ARRKEEZEEENGE,

55


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a14099c-85de-4a84-867c-aad9012efac8

3. WERIMNK, WBRAESTLEETIEET.

NELE, BERHBEHN R EHERENGE,
4. BT ERBEENL:

a. KB RAE T heE 2 E R,

b. HTEEBERE, FHAFITHUE.

C. AEGRABFERERMNRIRE, AHR BN RS S EEB R,
% 5% %5 PCle IRARMER &
RGBT RIS IZH, BRI PCle IRARFEE £ M ZIRITHISIRIRTE EFIRITHI BRI,
EOUERUTEIE, EESE AT ER PCle IRARME R MSZHIEHI SRR I F 10 A RTH] 28R,
5 PCle $27HR 1 #1 2 (EMIFPEHEFAR) :
shiE—%EIPCIHRFHR 15012
BohEBERARAIR 3 (BMHRFAR) :
E-% R ERRFRS

PCle 2-3 PCle4-5
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e PCI=Hi%E 7 i
9 PCIBIER
o PCIE

1. BRI HIBERPB — AP PCle RARGE EERITH B RIR:
a. T PCle RHREJRETFIERVFAAE SFP 3¢ QSFP 1R3R,
b. R RFAMRAMBIRFAMREBE F) i e _EHEsE H @ E S 4% 5.

ISR = MIE T B IR IR AP BRI =0

C. IERCULIRFR, ARFHBSEERAIITHIZRER,

d. BRARSRARIGEMN IR, R RE TREGH L, SRAREEREN TR EA9ERES
, AEETREAY, EESRERARLENEBIRET—Ho.

e XA 2 EEMP R,
2. fITRAMR 3, HITEREF, ARBXHNLEERBHEH SRR
a. T PCle RHEIRETFIERVFAAE SFP 3¢ QSFP 1R3R,
b. R RFAMRAMBIRFAMRBE F) i e _EHEdE HEENE S 4% 5.
ISR = M B IR IR AP BRI =0
C. BB, ARBHEBREFRNTE L.
d. MAFREFENEAZS], AERFEEMGEPRRIZE, ARRKEBEERANITH SRR,
e FRERERIEIRANERSET, HEREMRITKRERE,
f. FEEHRARITHISR IR R E = MEFAR.
%5 6 2. 1%zh DIMM
BEEKRE DIMM , AERKEMZIRRITHISRIRG EERITHIZR R IR,

TR IUE S IFRTAVITHIERIEIR, LUER] LU DIMM B M ZHRVITH 8318 RS £ iR A RVITHI 28R FR VAR N
T

TR UERLUTHE, HEREANTER DIMM MBI HIZREIRTE E E AT H SRR,

EhiE-FZEHDIMM
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NVDIMM: Siot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

o DIMMB{EFE

9 DIMM

e DIMM{EHE

1.
2.
3.
4.
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B ™A DIMM BY75 1R, LAER] LURIERRY S [E04F DIMM fl N E A RV H 2R R A,
JIE NVDIMM BB R B RIBN T HIZR1E IR

BRI HIZSIEIRPR DIMM B EERITHI R ER:



(D HEREST DIMM REIBRITHS IR EL & FRE—EE.
a. £Z184#x) DIMM FMIEY DIMM 38R, 1§ DIMM MIEMEHh#E, AER DIMM & HiEE.
(D) /IVDIBE DIMM #03025, LUBHE3T DIMM EBESIR R0 BRI,

b. 7EEIRFARYITHI I EIR L EIMENAY DIMM $E1E,
C. HafR DIMM #&1E LAY DIMM 3R ELTIAME, ARSI DIMM EEHBANEE,

DIMM ZEREEEHIET, ENZ TN, WNRKE, 15K DIMM SHEEEHMFTFHEREN.

d. BHEE DIMM , BHAEISSXNTTH TR IEIE.
e. JH®K DIMM EEXLEFHE,

5. }& NVDIMM B35t N E o

HRIELBIEE R B RIR Eo

B7H REEHSRER

KRB A NZHITHISRIRS EEHUTHIZRRIR G, RIS ERITHIZR R RS, AEREBRHE
LEIPIR T

ERILMER T EIE, HEEISEANRD BENARREZ AR SRR,

EhEl- % AT SR IR IR

FEHIERARIR
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e FEHIER BiE B

1. MMRERXAMLBXE, BEXALBEXE,
2. BIEHIBERHRIHS AP ONTT, ARBEHSERREREARAN—F

(D #mBERSmRESEAES, RIERGIEREER.
3. (RAEEAEHAROME, UEETLUFRMRAMUNTA TEHRNES.
(D) Rl BaREE RS SIS RIS R,

4. RIS
a. {ERSIEIISE ISR NS, ERHENNFHA LT
() #eEsIsEsmANAER, WIREA, UGRITESES.

b. ¥ BEFBIm LiERE, EEMFBLUEHRMEH, KIEHSERT2ENNED, AEEBEFMREED
ETX\Z%O

C. BERREEANER. EMRERFLAIIF. RAEERFEEIHER
HREMER. EH28EHEIIENE5. Be prepared to interrupt the boot process.
d MRHKREMLERESIELE, BEMREZLE.
e. ¥& ctri-c HITIEE BohidfEH/E5h%E] LOADER
() meRsERERHRSL, HEERMHE LOADER AR,
f. 7£ LOADER R4, #IN bye UEFHWAK PCle EFE A A,
9. ¥ ctr1-c FirEEEH B EIMNEEFRR .

NRARFEBERNRER, BEZEBEHE LOADER 1EL,

RIRHIOUE R4l E— AFF A400

STEAEHERHABMELIFIRING, R URIEERIZH BRI RAEKE, HIRESR
EEMEERRIZE,
$1 3 EEREHSREREHINIERSE

TN HA BTN RIFRIEHIZR R SR 1 AL B H AT SERVRY B AR 55 230 B 58 R AR RO I SR AR IR _E RYRS 8]
B MREEMBARTE, WAREEREHRER EEEXEE, UFLLEF imel SRR a2 R

o

XFIAES
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BSUEERNRSE LN AP REPRGS:

* replacement T1 R B ULIR{EP BRERZHTI R BT <o

* health T5 52 replacement T 2 H) HA B2t T 5=,
P
1. 4N replacement T3 RAFTE LOADER 1R, BIERAEZE] LOADER AR,
2. £_Healthy nodet. MERZESE: cluster date show
HEAFBY B B FECE RIBT X,
3. 7 LOADER 1BR7F4k, #8%7 replacement 1555 ERIEHAFNAYE]: show date

BHEAFIETE] LA GMT &R

4. NEXE, BFEERTRLEU GMT BRIREH: set date MM/dd/yyy
S. MBEME, BEEEBRT=LIEE GMTBYE]: set time hh . mm . ss
6. EMHIEFRTATL. #IA_reender s EAYEHAFIEGE]: show date

BEAFIETE] LA GMT &R

Step 2: Verify and set the HA state of the controller module
TAFIDIEEH B EIRY oA K, HELENERIIRSULRENARAREE.
1 EHPRIT, METTHISSEURIIEFI A A 2 E B EER HA K& ha-config show
FRB LAY HA RZSER AR,
2. MR BTRAITHIBERAFNRESSENARREERLER, BHEHERIRIGE 1A state . ha-config

modify controller ha-state

ha-state BI{ERI AR U TFEZ—:

° ha

° mcc

° mcc-2n
°mCCIP
° non-ha

3. MR ETHITFIBRRAFRES S ENRAEERLE, ERITHIZEEIRIZE 0A state | ha-config

modify controller ha-state

4 MINRBEBEEX: ha-config show
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BB AR HEN AL E— AFF A400
B ERAEERAHRIANEEE RO RS SE T IRIZET B,

F15: EMHARAHITHE
AT A EARIETHI SRR EMER ML ERE . "Active 1Q Config Advisor” o
P

1. FHEFH L Config Advisor o

2. GANBERRANES, AEBEZWELIE,

3. BEHMLARI*, ARKERL. WRETFHEMERBMEHEANEREREY, UBELLIANERS
Zla]do

4. BHENAETR £, JAFIE Config Advisor B, T H AL,

£29. ENMORHE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. & RIEB TN replacement =428 RS
ID 828, AEHWMIAENES BRI,

BN EHEE A ERIIRED .

EHIZETTR REFERIIRESE ...
HA % EI 1 OIF HA RE LIRS ID Y]
INTI &= MetroCluster Bt & IR 2 . EXNT &= MetroCluster ECEFHIR S EFohEHDECR S ID

I 1 IE HA R ERRS ID BN
&R IBBh replacement 1T HIZSITHEIAR S ID BeX, AGEHINENE S B L.
2 (ES BIUERTE HA XHB1T ONTAP MRS,

1. 90K replacement ITHIZFAFEIFIER (BR  * > 1IB5F) , BRHEIFIENHEE LOADER 12T
halt

2. 1% replacement 1ZI28_ERY LOADER 127154k, Bopizhlsd, MRAKERS ID FALEMETEBERA
ID, BN v : boot ontap

3. BFfF Waiting for giveback.. HERRTE replacement ITHIZ#EHIE £, SABMIEITIE ERUEHI2EH
IR EE BN EEHMIENRSA ID . storage failover show

FEahatid, BNEE—FHER, BHRHRIEHE LRSS ID BEc, HFERTIEHRYIA ID ## ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.
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nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. EETIEENIEHIERT, BIEREERFEMIZOEE:
a. FHRANEEMNERS: set -privilege advanced

RSRTEMREHNS IR, EAUEE y . KERERSRERRTTF (*>) o

b. RIFEIIZIEEE: ssystem node run -node local-node-—-name partner savecore

C. &1F ‘savecore fp 5T, AEBALHIE,

AT LU N L T i< 3R 1547 savecore s S HYHE ssystem node run -node local-node-
name partner savecore -s

d. REZIEENRES: set -privilege admin

O MRBHEMBAREKE T FHENEME. WATIREEERNSRAEAEEEZI/IMNIRAEE. BIUT

R — AR BMEEE:
IR SR RS ER"
* RSN RN R
6. ZEFEHIS:

a. MIETTIERBIEHIZEH, RIEERAVITHIZSIFEE: storage failover giveback -ofnode

replacement node name

replacement 1= 523G W B E7Z (& H ST B B,
MRABTFARS ID ALREMEREESZRS ID, WNEAvo
() nExrwER, CAUEREZLTR,
"EIRIERTER ONTAP 9 A ST AL EARR"
a. RiFTRE, Wik HAMETIKWRRBIFERIIEE . storage failover show

storage failover show SRHIHIEANEE System ID changed on partner JH 2.
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7. WIFRBEEMPDECHE . storage disk show -—ownership

BTF replacement 1= 288V N R RIFIRYSE ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277:

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID

Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

I 2 ¢ EWTT 2 MetroCluster BB MRS EFEHEFHDERSE ID

1517 ONTAP BRI T =2 MetroCluster EEE R, S MFohiSHE B MO ELITITHIZRARS ID , AT 6E
AGIME EEIBTTIAT.

KTFUAES
IERES BIVER FI51T ONTAP RIS Ti = MetroCluster BELEFRIR S,

B R RP SRR ES B S T ERMN T R L

* RPN R EEEEFRITEPEIT R
* replacement T1 RELLIRIF BRERZ BT KRBV <o

* health TV R @41 =AY DR BE3d5 =,

T
1. NREKREHFETH replacement T s, WA ctrl-c URBEEHITE, AGMETRHREEREINEIHER
ELHYIET,

BFAR%S ID FLEL, RARTEBERY ID B, EHIBEAN Yo

2. NIEfTTIRRAREFMNTEEEIHRS ID . "MetroCluster node show -fields node-systemID,
dr-partner-systemID"

EUbRfBIH, Node B_1 ZIBTR, |[HARZE ID /3 118073209 :
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dr-group-id cluster node node-systemid dr-

partner-systemid

1 Cluster A Node A 1 536872914
118073209

1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3 ERMT R EMMPRIUR TR EEMMASL ID . disk show

UL RBIG, FERSE ID A 118065481 ©

Local System ID: 118065481

4. fEF Mdisk showsn LIRENN AR LKIDE EEF D ECHEFIEN (Y FFASELA): disk reassign -s old
system ID

ELERRBIF, $H: disk reassign -s 118073209
RGBT, eI EE v,
5 WIFREBIEMOEHA: disk show -a

ISIFBTF replacement T LR 2 B replacement T 2B RSE ID o 7EUTRBIF, system-1 Frif
ENHEEMERTINARS ID 118065481 :

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8YO9DXC system-1
(118065481)

6. NBEBITRARFNT R, BWIERE B REFEMZOFEE:
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a. BRHNERINELRT]: set -privilege advanced

AGRRTEHREHR NSRRI, EAIUEE v WITRERSRERRTT (*>) o
b. Wiz OERERGTERE: ssystem node run -node Iocal-node-name partner savecore

NRer <Lt savecore IETE#HITH, 1BFFRF savecore 5Thl, REBALRIE, ERILIERA

ssystem node run -node local-node-name partner savecore -s < %IF savecore BY

i&go </info>

C. IR[OE|EBIENERS): set -privilege admin
7. Y0R replacement T R FHIFER (B3 * > 1#7F) , BRHAIFRAHZIMBEFR TR . halt
8. [3zh replacement Tim: boot ontap
9. 7 replacement TS mT2R5HfE, HATYIE: MetroCluster switchback

10. Z&3F MetroCluster Bg&: MetroCluster node show - fields configuration-state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

11. 7£ Data ONTAP H38iF MetroCluster BRE I TIE
a. EMNEH LEEFEERMEBEITIRAEIR: ssystem health alert show
b. #3iA MetroCluster BECE B FIEEE: MetroCluster show
C. 11T MetroCluster 12 : MetroCluster check run
d. £7R MetroCluster #@ERIZER: MetroCluster check show

e. 51T Config Advisor . ¥4 ZINetApp ZiFifim ERIConfig AdvisorDiE. MiEA
"support.netapp.com/NOW/download/tools/config_advisor/"s

1517 Config Advisor /&, E&E % T AV HIRR L PRIZ IR LIV,

12 KEIATIIRIRE:
a. EEATRIERFR, BERASEMNREES: set -privilege advanced

HARRTEAEHNBREAHETSRRIRTE (*>) B, EF2EA v #1TMA.
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor/

b. {E -simulate 2 ITYIEIE(E: MetroCluster switchover -simulate

C. ;JROIFIEIENEKFI: set -privilege admin

SER R GiER— AFF A400

To restore your system to full operation, you must restore the NetApp Storage Encryption
configuration (if necessary), and install licenses for the new controller, and return the
failed part to NetApp, as described in the RMA instructions shipped with the kit.

5512 72 ONTAP R AEBRITHISEREIFAIIE

NRESHTAEEERAZEENE (TAadE) eI ONTAP TheE, NRATA replacement T R R EFFA]
i, XMFEBNEFRHENTIEE, EETHNE/I T RE N AR B SHINEERH,

KTFULES

AREFANERAZA, FEMETANENIRDAHEATRER, B2, NREHRT 2SS TH—AFlt
IREVFFIERI T R, MAARFERILIhEENECE,

te5h, ERN R EERREZITFAINIEARIEERTEERNTFI MY, RbENRREBAT R EREZRITH
IR,

ez Al

WAIEZ AU IR A 28 NFRBIET

88 90 RBVEIREIRLZEIFANIER A, BIRIID/E, FIEIRFAHERRN. KREGMIFRHERSAR, &MU
£ 24 NRLEFMEER, HRRERASR,

NREHNAFARVIEITHIREONTAP 9. 101 EShRA, BERFARNEE "TIREBREMR
2. AT EMAFFIFASRES EHIFA"s MNRIEFHHERFHIVIIBEONTAPARZA. 1HSIH " NetApp
Hardware Universe"L TEE Z 5 B,

p
1. MNRFEMRITFENERR, BT LREVERIFALERA "NetApp 321742 EIRAFEIE FAYRAIZRFEE D

o

@ RSB =B EMFPIRINITAERESR, FRELXEIXARRBFErtrtiit, WREREETE
30 RAWEIBEIFENER AN B FER, NEXRKRAZF.

2. RESMFOEZIA:  + system license add -license-code license-key , license-key...+
3. NRFE, MBRIAEFFIIE:
a. IERMFEHEMIFAIE: license clean-up -unused -simulate

b. INRFIRERIEH, BEMPRARERAVIFEIUE: license clean-up -unused

#2545 BIFLIFAIMESIS

2% replacement T =IREERZHI, ENIIE LIF 28U FEFIHO L, MNRFAT AutoSupport , NIEAM
replacement T RBFYS, HEBEBHRE,
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p

1.

£

R EEORT EEREFRSHEMIFEORS . network interface show -is-home false

ﬂﬂ%ﬁcﬂLUN’i'Jjjfalse\ EBEARRIEFKO: network interface revert -vserver * —-1if

[ NetApp ZHFEBI TEMAZRFTIS
° INREAT AutoSupport , iE&IX AutoSupport JHELUEMFESIS
° YNERK/ZF AutoSupport , A "NetApp =" FMFTIS,
REEENSTIRN. BXEMAERE. BN "WATEONTAP HEAMASHITERETRTGE" FiREX

=
o

- MNREft A AutoSupport4EtFE . 1EFERALERIEEE N system node autosupport invoke -node *

-type all -message MAINT=END wme:

MREZHBENRE, BEMBAETE:. storage failover modify -node local -auto-giveback
true

3 % YIEINT5 = MetroCluster B0 B FHRES

IHESRRER TS NT = MetroCluster ELE,

p

1.

.U"P.W!\’

68

Z3

WIEFFIE T AR T enabled A& MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

IOUEFRE SVM EHEFMEP BT ESM . MetroCluster SVM show
WIHMEEREIEEHITMEMBSE LIF T2 2B EINTEM . MetroCluster check lif show
EIBETEENERPAERT = EFH MetroCluster switchback ssHITYIEL

IIEYIEIRER T ESE . MetroCluster show

LEBWTF waiting for-switchback IRESH, YIEHRENEIRTT:
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HERAT normal K&, TIEHEIETEM. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KNG A 8E5TR, ERILFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEII1E SnapMirror B SnapVault BZE,

% 45 FHEEEMRE] NetApp

REBEMFEM RMA MBRRE S IEEHIREl NetApp o "EMHREIFMER"EXFMER. BEENITH,

i DIMM - AFF A400

NREFEAZED RGN, BEFETRRGESRZEIRICECC (AIEERIZEIERD)HE
RS LY AR EIENECCHEIR). BE R TR I DIMMBIESBIFERA TS/ ZREIONTAP
MEEY. MM ERITEHIZEHAIDIMM,

AREFPREEMAGEHNNIEREET, B, BHNEREARERE,

RN TB R FELH B B MR UK EIRYE S FRU 4HiE,

F12. XAZHITHIZE

FRERTENRENIRET B XFTEE SHiITHI25,.
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TN . KREHELE

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMREBEWT R, EEILUER -override-vetoes S EH &K MetroCluster heal ¥, WRFEH
IEENESE, WRSRESEAMELLEEIRENIRE R,
7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

%28 HTEHEER
EihEHERISERAEEALE, BRMIFERE TRHISIER,
ERILAER T ahE, (BRSNS NKS B TR,
EhiE- M PRI HI SR 18R
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9 EhlEs MALFE AR BRINAS

7.

- INREEREM, FIEREM,

RNFEIREEERS, ARMEIRPIR T4k,

MR G EGE L L EIRIRE FRVAIRE, ARMEHSBER IR TRALLAM SFP ((IRFRH) , HR
ERA A RERR B

REABERLEERET, WEEERTRESLAEEREN, SERIER.

gtk E it N H SRR RN H R TE—,
| AN BEFS, ARRIE @ T ek M=l

R B3R IR MATLFE R BRI4AS Lo
Rzl 2R IRB HA 8.
REhIgsREB HAAERY, BHRRES TR RRAKED,
R SRR F AR RV RE Lo

%34 EMAS DIMM

FERAZDIMMHE F@id fHX I H 2R8I B4DIMM, FANE EMFRUMETZEIX BFRDIMM. A EHE
DIMM,
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EOI AER L T ohiE, EERE NS BRERZRS DIMM .
@ HEMEFRERT A% DIMM BERERI=HE1E, These empty sockets are populated with blanks.

GHE- B RS DIMM

NVDIMM: Slot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

o DIMMEIEEH

9 DIMM

9 DIMM3& g

DIMM il FfEfE 2, 4, 13 15, NVDIMM i F§EIE 11 o
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7.
8.

CFTHENE:

a. FrEXEMMEYBIE F HRiEHIS RIR A ER %,

b. ¥@XNERMITHIBERNEE, ARKER LREEITEITANIE,
HEFEHIZRRIR EBY DIMM -

B ™EET DIMM 8975, LAER] LURIERRY 7S S N E#R AR DIMM -

&8¥Eh DIMM FIEYA D DIMM 3 R&, 1 DIMM MIiGIEHsEH, AR DIMM B iEE,

() /DBME DIMM B930%, BUBHEST DIMM RESR LRI HEMFE,

MBrEERIERRPENE EIRAHN DIMM , Z DIMM BiAFBHIEH SHEEIITT,

DIMM #Ai 2 [BIHYER (1R S +E1E RIS X 750

HfR&EZSS L8 DIMM BB FELRTITAUE, 2SR DIMM EERHBNERE,

DIMM ZEREEEHIET, ENREZHEN. WREH, 5% DIMM SHEEEEFHRMTHEREN.

(D) Bz DMV, BARIORFHRLIENEN,

NOTIAREMIHER) DIMM B9 B84k, BEERESERERAEML, FAZMITF DIMM MRiRRIERO Lo
KABRE,

% 4T REREGIHRIER
EEHIBERPNAGE. YISEHRERENZEINER. ABBIHE.

TR UERLUTHE, BERE AT BIENFERREERIZEER,

EhEl- % A SR IR IR
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0 FEHIZRIRIR

9 EHISEBE B

1. MRHEAXAMBRE, BXALBERE,
2. BRI ERNRIGESTEROAOXNTT, ARFERSBEREREARAN—F,

(D) wosEsmmRE EAES, RIERGIETERER.
3 {LHBERAEH AR, BETAIRAUAIT TS S RNES,
(D) CRERESBPREEERG LRSS R,
4. FERSHISR R
a. ERMEFMSEHSEREEEANE, ERHEIRFE L
(D) BEBERBANER, BIANTA, LGRPEES.
b BT LSS, ERTHLUARBIER, BERBEARSHAINGS, AERUEIMHE
PASHATAI=T)
c. BRREENGE, BRRERRLNT. AEEREEHER.
RIS, SIS TIRISH. Be prepared to interrupt the boot process.
o MRWREFRBHHETEE, WEFRELLE.
e ¥ ctrl-c FETIEE Bhdi2HE50E] LOADER o
() MERGEBERDREBLRL, BEREHI LOADER T,

f. £ LOADER &L, M bye MEF#IAK PCle RAE ML K,

Step 5: Restore the controller module to operation
T NEFNRGHITEIRME .. RITITHIZBEIR, ARERB B BT,
1. RIEREENN RAHITHLL.
MEEBHTNEERSS (QSFP 3 SFP) , BHIEBEERAANERREE .

2. RIXIEHIZIT1EME, FEMEIEEIZIT: storage failover giveback -ofnode
impaired node name

3. MREEZHBEMRIE, BEMRBHE: storage failover modify -node local -auto-giveback
true
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£ 6 4. YL = MetroCluster B & FHYER
I ESNRE A= T = MetroCluster BL &

T
1. B BT R BT enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

IEPRE SVM EMEFRIP BEESM . MetroCluster SVM show
WIHEERMEIEEHITMEMBS LIF T2 2B EMINTEM: MetroCluster check 1lif show
EETEENEEDINERT = EFH MetroCluster switchback e8<HITYIEL,

IIEYIEIRER T ESE . MetroCluster show

@ > w N

HEBAT waiting for-switchback IRKESE, YIEHE(EDEEIT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

YEBT normal IRESET, YIEIRIEEM. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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WNRYIEIEERKESE) A 8ETER, R LIEA MetroCluster config-replication resync-status
show SRR EEEHITHELIKRE.

6. EFTEIL1EE SnapMirror B¢ SnapVault BEEE.

B T7F BHEIRMRE] NetApp

REBEMMEMEY RMA i3 BEG SIS 4HRE] NetApp » "HIMFIREIFIFR"EXRIFMERS. S IH,
PiGER X E1RIR— AFF A400

EEAFIRSHVBER TRIERNBER, EORIHIT—RISFENES.

@ BRI RN BEIRRMAERE T MDA BRI NERR, RETRPE, THISFERTIE
REMDHEXRHA, BRI

ERILMER T aIE, EESE ANDBAERNBIER,
ohiEl- B XS
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10.
1.

RUE3FA7

BERS

X5

ARZSLED

- NRIEEREM, HIEREM,

MELE, FRARIAFMEERE—MNNAD, ARKELURE, HEERMIFEER R LT

» MITEI TR,
BEREEF S HEIREEHEES TN NBER ENER LED RHE L IE R KRR,
| T ENBERROIEF ERBFRED, AeR T et hieitF,

RERRZ MAFEFBH— R,
RRBERMAFEREERIL, BERAEHERFREZER, FERSMIEREL,

@ R RIREFE, BIRERENERFIRENBRRIKS, UEHRAMIFEFREFHERK
BHIABEE,.

R KR IRRIBTE—55
REANBEREFONTT, AERKEBAIE, KMREEEAE.
BN BEERORIEF, EET2EEZNET.

NEBERTEL G, LICIBFBHAS.
BB Fh LR HASUE, BERABEFERHBRAZMEMUE.
EXNBMA EREEREETERE R, R LED AN =R,

RHERSIKEENTT, ARRKERER NI Lo
REREMREME RMA RIS FEER IR NetApp o "EHREFIERAXIFMER. BEINTHE.

E#E NVDIMM EEjti— AFF A400

EFHE NVDIMM BB, EAEI TIEHISSER, BB, TREM, ARERTERH
SRR,

REPWFIE EMARLIMERIETT, BN, SRR RAZE,
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1T XHAREGIER
RIBEERABAHRENTR, GaERTRIIEXTREERIRMEHR.
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TN . KREHELE

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMREBEWT R, EEILUER -override-vetoes S EH &K MetroCluster heal ¥, WRFEH
IEENESE, WRSRESEAMELLEEIRENIRE R,
7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

%28 HTEHEER
BihIAMEHIRERAEB AL, ATMIFERE T RG2S R,
ERIUMERM T EIE, FEERS NS BMFE R ER,
EhE- PR R AR
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9 EhlEs MALFE AR BRINAS

7.

- INREEREM, FIEREM,

RNFEIREEERS, ARMEIRPIR T4k,

MR G EGE L L EIRIRE FRVAIRE, ARMEHSBER IR TRALLAM SFP ((IRFRH) , HR
ERA A RERR B

RAKBERLERRETR, WEEEMRZENLERREN, H4H47/8F.
gtk E it N H SRR RN H R TE—,

| AN BEFS, ARRIE @ T ek M=l

R B3R IR MATLFE R BRI4AS Lo

Rzl 2R IRB HA 8.

REh SRR LAFERT, IBHRESHHE R SR IRBYERER.

R SRR F AR RV RE Lo

% 3 . i NVDIMM Ejth

EFR NVDIMM BBitt, M HIZS R ENHPER M, AR ERBMLEIITHISSERP, 15EIE
HIZFRIRA A FRU ;REELIIREI NVDIMM BB,
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TYERSRE, TEFRAIN, NVDIMMLED &Rk, BArMETRRGE, It LED $IER,
SR LUER L T ohE, EESE NP BEERR NVDIMM it

EhiE-FHENVDIMMEE

0 Sk
9 BERS

e NVDIMM E2jth

1. fTHBNE:

a. FEXEFMEPIE F BIEHIsRR A aizE,

b. BN E BMITHIZERNEE, AERKER LEFEITSITANUE,
2. TEIEHIZIERAPILE] NVDIMM BB,
3. HE MGk, AEHERMIERERNET, BB AMIEERER, ARMMNEEPIRT RS,
4. ERMFR TR ABENEEHE RS, ARRKEMMEMZEMITHIZRIRARE,
5. MEZEAREN L iR A EE .
6. FEMERS BN O, AERKEMEEBENGE, BEEHMETL
7. B EMIESLENIENITHISER, REXAEBNE,
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ERILAER T ahE, BRSNS NS B R REEHISRER
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« UQOF )
||| rl l'ifl'ﬂl- = E: 9

o FEHIZRARIR

@  EHsuERm
1 MEHKEDUERE, FXALERE,
2. FEBISERNARB S HAERIFONT, ARSI RERE N R —E,
() amsesIsEReLmAUER, RIERGETEXRA.
3. (N EIERREHAROTLE, UEETUAIRALTU FEHHRIES,
()  CRELRESBINERERSEEEIREIRER,

4. STRUEHIERIRIRAI LA
a. ERBEHPNFITRISEREFFHEANE, BRSBTS LA,

() #EsIsERmANAER, WIRAEA, UGHRITEES.

b. &

|-I-‘<}

PEFIBIR LhEds, EEARLUERRHESH, BiThISRERTEENNIETR, ARRBEFBFEZE
(A=

Fl}
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C. BERABARIR. ENREBRAMIF. ARRKBREERER,
HBIRMER. EH2EIEIIENEE), Be prepared to interrupt the boot process.
d. MNREKREMRELLEIRNE, BEMETRZIKE.
e ¥ ctrl-c ETIERE Bhdi2HE50E] LOADER .
(D) uNRFAGEBERDRER, HAREHE LOADER T
f. £ LOADER #27RF, BN bye UEHIAK PCle RRIEMAM

Step 5: Restore the controller module to operation
TR NEHNRGHITEIRME . RICITHIZRER, AEERB A BT
1. RIEFREENHRRHITHL,
MREBEITNEEESE (QSFP 3 SFP) , HICBEERAANERREEN,

2. RIXEHIZINTEME, FEEMEIEEIRTT: storage failover giveback -ofnode
impaired node name

3 MREBZHEBNRE, BEHMBATE: storage failover modify -node local -auto-giveback
true

% 6 & YILIWNT = MetroCluster & HHIER
I EZXRIER RN T = MetroCluster L&

P$IE
1. BB T 225 TF enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I9IFFRE SVM EMEFHREP 2T ETM: MetroCluster SVM show

87



3. WIMEEREEERITHERBS LIF IR 2T EMINTEM: MetroCluster check 1if show
4. FIETIEENERPMNERT S EFH MetroCluster switchback sR¥HITHIEL,

S. IRl ER T BE5eM: MetroCluster show

LEBT waiting for-switchback KRESH, YIEHRIENIEIEIT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEEAT normal KEBY, YIEHRIETEM. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MNRYICIEEBRKTIE A 8ETERL, ERILAER MetroCluster config-replication resync-status
show SR LB IEEHITHELIKE.

6. EFEII1E SnapMirror 55 SnapVault BZE,

BT H BHPEIRHRE] NetApp
ZRIBEMHREMIEY RMA 35H BB PRI 4R[E] NetApp o "SMFREIFIEH"EXRIFMERE. FEINITH,

2 NVDIMM - AFF A400

NRARGICRNFEMBEILERIEIRFIA NVDIMM S2ERIEITINARE, MsiEik
ITHIZZRIRPEY NVDIMM ; BUNSSBARSEE R,

RAPHFERASRERET; TN, ELFHRRAZ.
B TSR LA BN BB IR BB FRU 414
1T XHARHUETIER

ERERTENEENRIES R XHZHREIRIEH 2R,

il
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TN . KREHELE

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

WMREBEWT R, EEILUER -override-vetoes S EH &K MetroCluster heal ¥, WRFEH
IEENESE, WRSRESEAMELLEEIRENIRE R,
7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

%28 HTEHEER
BihIAMEHIRERAEB AL, ATMIFERE T RG2S R,
ERIUMERM T EIE, FEERS NS BMFE R ER,
EhE- PR R AR
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.o BUTE =) £

9 EhlEs MALFE AR BRINAS

1. SR ARIEH, B EREH,
2 BIRERAEES, AEMEERE L%,

3. PRSI L L EIRIGE LIRS, ARENEHRBER ERTRALEN SFP (IRFE) , HE
ERA A RERR B

REABERLEERET, WEEERTRESLAEEREN, SERIER.

4. BLULEIRIRE MITHI B ERPENHH KT,
o [ TMEMMMEFD, ARRRE T EEM N,

R B3R IR MATLFE R BRI4AS Lo
6. T HI B ERIB 8.

REhIgsREB HAAERY, BHRRES TR RRAKED,
7. BRI SRR IR AR E Lo

% 3 . FiE NVDIMM
EFENVDIMM. E 5 A E R B TRZP I FRUBRST SRS 112 FHR TR AP RUBRST TE I SR B Rk B e,
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 TEHERSAKE, THEENSE, NVDIMMLED £R1%, BAFEKG, It LED FIEX,

* RE NVDIMM AR EMNZE, BRIFEER NVDIMM ZRIEERERNS. BXIFARER,
FEEA" T£ NetApp L= Lo

()  EuRBRE Nethpp HFUR, THETRLH _statement of volatilfs _.

EEIAERLN THE, EERSANSERER NVDIMM .
()  mHESRTRE DIMM BIEERNSEE, XS EEREE s,

EhiE-FEH#ENVDIMM

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

.o DIMMEIEFH

NVDIMM:

EEM "Bkl

Slot 11
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e DIMM

9 DIMM{EHE

1 TFRBRE, AETERHIEERITIEE 11 55 NVDIMM .
(D NVDIMM 554 DIMM BISMTLEATR

2. ZIEHEE NVDIMM FMIAYFED NVDIMM 38 £F, & NVDIMM MiEfEds#d, SAER NVDIMM &G
EHBE—3,

(D) /IVDIBLE NVDIMM #0355, LIS NVDIMM FaB&1R L OB (EREAIEE S,

3. MBhgsERiziaHENH iR NVDIMM , £1F NVDIMM 8958 f, ARBESIEENTT.
NVDIMM 352 (8] B9 ER O N 5 R E R A SR 55,

4. }F|EZRE NVDIMM RIEHE,
5. ¥ NVDIMM EEffE NG,

NVDIMM R REELEEER, BRSTFEN. NRIE, B NVDIMM SEMERHFTHEREN
() BukE NDIMM, BAE BSOS BN,

6. /AR EMI#EN NVDIMM BY Eins, BEEIHHESSEEEANZL, IF NVDIMM fHigryER O L.
7. XABNXE,

$ 4T RETHIZIRR
FHUTHISRIRRPA R G, CIRERISRREFLEINETR, ARRKEBHELHPRI

1. MMRHEARXAMLBRE, BXALBERE,
2. BRI ERNRIGESTEROAOXNTT, ARFERSEREREARSN—F,

(D) wosssIsREEANES, RIERGHIETERER.
3 (LHBEREH AROHLE, BEFTAIRAUAIT TS S RNES,
()  CRmR s BrRES RS EEEEISHIB AR,

4. SERITHISIRIRAILE
a. EABEFPUSIERISRIRFFHENNE, HEIBEFBFIB LA,

() #EsISERBANIES, BIRAEA, UGHRTEES.
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b. BBIEFBiIE EiEs:, FEEMMNLUERBIES, BT sRRE2EANNET, AREIIEBREE
EME,

C. BHEFAIBANEIR. ENTEBERAIIF. ARRKEREZTRR
BIRMER. EH 2 EIEIIENEE), Be prepared to interrupt the boot process.
d MNBEREBMRELLERILE, BENREZILE
e. 1% ctrl-c RUFEE BRI iEH E5hE] LOADER .
() wRFGEQEEHRELRL, WEFENT LOADER &
f. 7 LOADER 2/~ fHt, M bye UEFFIIAK PCle RFAIE MK,

Step 5: Restore the controller module to operation
BLIMERFRGHTHREME .. REEHSER, AREHRBABHRE
1. IRIEREENNRAHITHLL.

MBEEBITNEERSE (QSFP 3 SFP) , BHICBEERALNERRZEE,

2. RIXIEHIZIRN1EME, FEEMEIEEIZIT. storage failover giveback -ofnode
impaired node name

S MNREREENRE, BEMBETE: storage failover modify -node local -auto-giveback
true

% 6 4. YIEIINT & MetroCluster BZ& FHIER
ILESRRER T SEWNTI = MetroCluster BiE,

PIE
1. IFFAB T E2E AT enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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¥IEPRE SVM EHNEFMEF EEEFEM: MetroCluster SVM show
FEIHESRFIEERITIEMRI B LIF T2 2 SEMINTEM: MetroCluster check 1if show
BT ESENERTPIEMT A LfFH MetroCluster switchback SLHITHIEL
IFYIEHEREESEM: MetroCluster show

a &> N

LHEEATF waiting for-switchback KSR, YIEHRENEIETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

LHEEWTF normal RS, YIEHRIETTR.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYEIZEER KA 8E5TR, ERILUFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEEII1E SnapMirror B SnapVault BZE,

F 7L FHFESFIRE] NetApp
RIREMRMEY RMA RBRIE IS ER4IR[E] NetApp » "ERFREIFEIR"EXIFMER. HENTH,

91k PCle 33 /=F— AFF A400

HEM PCle SREF, BB LLLUNFIE SFP # QSFP HIRS RRVIER, BRA
EHFER PCle SikE+, AREFMMREITHL.

* RIS IRE D RS RAIFHIFRE ONTAP WRAE S £
* REPRFIE EMMARSTIERIETT; BN, SBAEKRRAZER.

$£1T: XHRIREGIE
RIEEFRRARHRENTR, I UERTRIIRX NS BRI
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TN . KREHELE

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER

LErRESE, WASKESERRELLEERENRER,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

%28 HTEHEER
BihIAMEHIRERAEB AL, ATMIFERE T RG2S R,

1.
2.
3.

NRIGHREM, BIEREM,
RNFEIREEERS, ARMEIRPIR T4k,

MR RLESME R EIRIRE LRV, ARMERSIER LR T R54i4H SFP
ERA L RER B

REABERLEERET, UWEEERTRESLEEREN, SEAIERF.

Rraise E gt N H SRR AU H R TE—5,
B TR BEFS, ARRIES R T ek M=l
R SR IR = MATLFE R BRI4AS Lo

(WIRFE) , HR
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‘. PATE F 8

e; 128 MATLAE RBR TS

6. REhIZRERB S,
R SRR LAFERT, IBHRESHHE R SR IRBYERER.
7. BRI SRR PSR E Lo

$£3F: Fift PCle £

BE PCle £, EAITIREILERIER PCle £, MIEHISERPETRESIRIREAR, BitltF, ARE
IEHBIRIRAER % E PCle I#HH1Ro
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PCle 23 PCle4-5

RFARBE B

PCI=Ei%E -5

PCIS{ER

PCIE

1. T EEEEMRIRARAR:
aﬁ?ﬁﬂ%ﬁ%%ﬁﬁﬁ,ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ,%E%Eﬁﬁﬂ%@ﬂﬁmﬁﬁ,UHFEM

Bo

b. #1F PCle ~RHRIAETFERIFAA SFP 8 QSFP &R,
C. KR RAEMBIRFIRBUE H Bl _Ehefe HEENE TS R,

ISR = M BRI R R BE TR B

d. EHRA HREREER, FREREFRNTEL,
2. MRFARHPEIT PCle &
a. BapfEfti, LAERILLIIE PCle o
b. #2F PCle IR AHRMIERIME SR, AERKHREINTHIE.
C. R FHEAMR 2 0 3, A EENMER,

101



d. 282m EHTIR, AR PCle RMIGEFEEREY, MMMEARPET PCle .

3. KB PCle RSIRIEXTT, RILRZANGED, AESLIRAREOMNER WRE) -

MG RIERXNTTEBES, FEEEPEA RN REMIZNES. PCle ROMASTTEYIMBIETEE

&,

C) NREEBERPEERRER, BLAEZEEFEE, B TREF, UERTUEEIFE

&, REF, ARERREMTEHEEFE T+,

A BRREURFR:
a. JIRFHR SHRARIEEME M, SRAIRAE TR .
b. Y 12 B N AR L HOIEE,
c. BRI, EHSEBIR ENS R

F4Y: BEREF

KERUTRARS (HEE4M5) To ERIENTIHERA EIFRIKEFR, BRREFR,
BiR. AXIFAER, BSIIEHIZEER L FRU REE,

ERILMER T EE, HESE AT ERERKE .
ohiEl- Bk R+
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e R 7 Iﬂﬁaﬁ! ! b
S .lq_l.ﬁ!,&:%%; j

o PCI Riser&

9 RARENIRE]
e R’AE

1. EIF 3 SHRFHR (R4 F5)
a WEEREMUNAES, FLAREHEEREE, ARHEERIRLITRONE, WTFHER

Bo

b. E1F PCle £HEJRETZIERIFRE SFP I QSFP &3k,
C. BRAMREMAVE AR BIE P Bl i HEERE 5 ol

SR = MR B IE IR TP =0

d. $5ERiR, AEBEBREFRINTRE L.
2. FMKEFE:
a. MEHEITFFRE QSFP T SFP #&iR,
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b. MAFFREF ERERRTT, AR FEREMGETFERREH RT3,
C. BFEMARERMEBENSHE, ARBFREEENGE,
d. fPERER ERNERRTT,
3. EfRRIIRAR:
a. KRARSRARIEEMERHERIXTT, R RA N RAEER Lo
b. R EHEN TR LAVEE,
C. M FhedHsl, EHSBIR ENEBIRETFF .
% 5% RETHIZIRR
BT RIS RIVANE, DIRIERISRRRERRENETR, AEBHBHELFET.
1. MRERXAMLBXE, EXALBEXE,
2. BIEHIBERHRIRS AP ONTT, AEBEHSRIREREARAN—F
C) BRI RRTEBNNETR, FRIERGHET IS,

3. IRERBEEMNARLAHTH L,
MREBE TN EFLHREE (QSFP & SFP) , FIEBAEERANENERLEE.
4. SERITHISIRIRAI LR
a. EABE PSR RRFFENNIE, HEECSPIRBEHTEMIL
IERISRRT RS, BEFBS L.
C) REHISRRBANIFER, B7ANEKR, URBRIFEZSS.

a. BT FBIM _LIER:, FEMMLUERIEHE, FiITHSERE2EANET, AEEIEHBIEED
EfiE,

b. BEEIRLIENER. EMTEBREIIF. AERKEBRREETIBIR,
HRMER. EH2SEREIIENEE, Be prepared to interrupt the boot process.

C. MNREMAREMRELLEIELSE, HEMLEZLE.

d. ¥ ctr1-c HUFIEEEohIiEH EEhEl LOADER

(D) uRFGEBEEDRER, BEREME LOADER HH.,

€. 7£ LOADER f2RfF4, ¥ bye LIEHNIIAL PCle RAMEMA N, Hitizh2EHEE.

S RikITHI2snI1ElE, FHIMEIEFIETT. storage failover giveback -ofnode
impaired node name

6. MNRBEREBNRIE, BEHBAHE: storage failover modify -node local -auto-giveback
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true

%6 T KIEHIRRRERANEEETT

ERFEEHIR, CUXRENMURAHITRE, DTRFIBER, AEEREREHRE.

1. RIEBEEMHRAM T L.
MRECHTAREIRIE (QSFP 8L SFP) , BITEEEAASNERREES],

2. X HISSTEE, FEEMEIERIET: storage failover giveback -ofnode
impaired node name

3 MREBZABNRIE, BEHMBRAT: storage failover modify -node local -auto-giveback
true

% 74 YIEINT 5 MetroCluster & FHIER
I ERXRIER RN T = MetroCluster L&

PTIE
1. BB T 22 BT enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. IIEFRE SVM LWEFHEP BB ETTM: MetroCluster SVM show

3. WIHMEERMEEENITHNERBS LIF THEEEMINGTM: MetroCluster check lif show
4. EETEENEHFNEAT R LFEA MetroCluster switchback LHITHIEL

5. BIFIEIRIER B ESEM: MetroCluster show

LHEEATF waiting for-switchback KSR, YIEHRENEIETT:
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

é%ﬁlzj: normal )Ij(n_.\E—.I-y tﬂ@*ﬁé«ﬁ%ﬁio .

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KNG A 8E5TR, ERILFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEII1E SnapMirror B SnapVault BZE,

% 8 . KESR4IR[E] NetApp
REBEHREHTAY RMA 3B HRFESR4EE] NetApp o "SRRI ER"EXIFMEE. BESNE,

FIGIR R - AFF A400

FEiREJE (PSU) SiEMrA B4 PSU S8BIREMERE, IR THEIRZ%, HTIHPSU H&ZE
B PSU, ABRBENR PSU EFEETIBER,

* BRENRN, HEARYER, ERBXAERIZERER PSU,
* RS BAT—RER— 1 EIR,

@ RUFEMNEREH TEREROHAERBIR, REAIIERE!T, B ONTAP ZREHIS
RIFBXEFRERHES, HEIERERAL,

()  EWRREETEREMEREN PSU . BRAGHER,

TR UERTEURPES BEREIR.
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o PSUBIE+R&

e FEREL B E 28

1. NRE R KM, B IERE,
2. RIS SR E S SBI BIR LM LED HEZFERIVEIR,
3. W EBIR:
a. ITFERLEERS, AEMBIRR TEIR,
b. MERRIR T BIRL,
4. HITFERIR:
a. MEFROIEF, UMEDLUERERERMIFEFAIE,
b. #H FEEMEEEUMNBEFBRRER.
C. ANMFEERBEMIAEPIIL, RAERE—S,
52?%%%%%@%#%ﬁ5@ﬁﬁﬁmmﬁuﬁﬁ,%Eﬁ%ﬁ%%ﬁAEﬂﬁﬁm,EﬂﬁﬁfﬁﬁA
Lo

BIRRAES NERERESS EfiE S H 2R B 2L,

(D) mmemrmsmEss, WIEEEREARARAITA.

(o2}

- " heRR AT, EHSHEIRT. "
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7. ERTEEEIRL.

a. FFERAEMIERE R IR EIR.
b. A FEIRL[E R 2345 R IRLL B E B FE IR,
EIRMEMER, K& LED MAZE,

8. IZIBEMFEMIAY RMA HBRREHIEER4RE] NetApp o "EMFREIFNER"BEXFMER. BESRNH,

SEHASCATAS $hER - AFF A400

BEEFERITHBZEIRPAYSCETETER ( Real-Time Clock , RTC) BB, LUBREEHERET
B][A 2 B R G AR S M N RTE R A AR E5ET T,

* BRI IR ED RS RAIFHIFIE ONTAP WAL 5 £
* RERHFTEREMARLIIERIRTT; BN, ERBREXRRA.

TR IERLZIARIR RTC B,

1P XHAREGIE
RIBEERARMHRENTR, GaERTRIIEXT N ERIRMEH .
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TN . KREHELE

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER

LErRESE, WASKESERRELLEERENRER,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

%28 HTEHEER
BihIAMEHIRERAEB AL, ATMIFERE T RG2S R,

1.
2.
3.

NRIGHREM, BIEREM,
RNFEIREEERS, ARMEIRPIR T4k,

MR RLESME R EIRIRE LRV, ARMERSIER LR T R54i4H SFP
ERA L RER B

REABERLEERET, UWEEERTRESLEEREN, SEAIERF.

Rraise E gt N H SRR AU H R TE—5,
B TR BEFS, ARRIES R T ek M=l
R SR IR = MATLFE R BRI4AS Lo

(WIRFE) , HR
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° BUTE =) £

9 128 MATLAE R B IAS h

6. REhIZRERB S,

R SRR LAFERT, IBHRESHHE R SR IRBYERER.
7. BRI SRR PSR E Lo
$£3%: Fift RTC Bt

EEEHREEHBIERPE RTC B, ARRBNESRINFHITERIE. BX RTC HMN(IE, B5IITH
BERAEH FRU TEE,

ERILMER T EE, EESNEATRER RTC Bt
HE-ERRTCR M
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o FRiEIEEFHIR
9 ENFRTCERHM!

e JESRTCH

1. R EARIE, BERIEH,
2. fTFBXE:

a. FEXETMABE e HIs R R piERE,

b. BN E BMITHISRERNEE, RAEEHERA LEEITSITANUE.
3. 5, ENEREEIR RTC Bith:

a. £/ FRU R"EE, #HEITHISER LA RTC B,

b. W E R R MR B, BEER AR, AREEMEMERRE,

@ MEEHZREPER L BEEY , EERERMBIIRME, BMIRENS, BAERREESZZRF. B
MEESSLEINNS AT EREBRIE,
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C. MBI P EN L E R A,

d. i2°F RTC HEipItRkiE, ARFHEBARHRTE, BFEEBNBMZEF,
4. BUKERN, BREST2TEIEMET, HERIEER,
o KHENE.

%40 EMREEHISEERAISETR RTC Bil/5rI6FE / BEA

ERIEHISRRTANE, BONERFIEFERRRIZRSERR, EETGIE LNNEMEH, ARR
Eo

TR UERLUTHE, HBERE AT BIENFERREERIZRRR,

EhiEl- R H IR RIR

o FEHIZRARIR
9 EHISEBE Bt

1. NRERXEERE HIEHIBRERER, FREK,
2. BIEHISRRHRIRS AP ONTT, ARBTEHSERREREARAN—F

BB RISSRRTEEANFER, FRIERSGER X,
3. IRIEFBEEMNRAHITH L.
MREBE TN EFRIRES (QSFP & SFP) , BIRBAEERNENERZEE

4. STRUIEHIERIRIRAI LA
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a. EABEFPUFTHRIZFRRFFENNE, HEIECSPIRBEHTEMIL
ISR TR A, MEFABS LA,

@ RiEhIsE B AR, B7ZANER, URBIFERESS,

a. Ex?ﬁ%l‘—ﬁﬁﬁtﬁﬂ?, EEMRILUBMRBIE S, iz RRTeENNEFR, AERBHUENBFEEN
ENE,

b. JFEEIRLIENRIR. EMREBRADIF. ARRKEREEEIR,
HIRMER. EH2EREIIENEE), Be prepared to interrupt the boot process.

C. MREAREHLERLERRE, WEMREZILE.
d. #% ctrl-c HEIEEBENEEHE5E) LOADER .

() uRFseBERHRSRL, HAREME LOADER EH,

5. EETHI2E ERBTIEIFI B HA:
a. f£f show date S EEZITINR RIFAVITHISZ_ERY B EAFNETE],
b. £ BtriZH28 LAY LOADER 12/R 7L, 1ZEEEIH HHA,
C. tNBWME, EFMA set date MM/dd/yyyy B8 IER A ER.
d. NEHE, 5 set time hh ;| mm : ss BITE GMT FIgERE,
e. Ml BiniEHlgs L8y B EAFATIEL,
6. 7 LOADER R4, M bye UEFHIAK PCle RAMEMAH, HitizHIBZERBE.

7. iR HI2s01F0E, FHEHMEIERIETT. storage failover giveback -ofnode
impaired node name

8. MREEZHBMRIE, BEMRBHE: storage failover modify -node local -auto-giveback
true

% 5% YJILIWNT = MetroCluster BtE TR S
ILESRRER TS WNTI = MetroCluster BE,

PIE
1. WIFFrET RSN T enabled IR MetroCluster node show
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cluster B::> metrocluster node show

DR
Group Cluster Node

Configuration
State

1 cluster A
controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

DR
Mirroring Mode

enabled heal roots

enabled waiting for

2. BIFFRB SVM LHEFHRIP BB E5EM . MetroCluster SVM show
3. WIHMEERFEERITHEMRBE LIF TS EMIN5ER: MetroCluster check 1if show

4. 155

WRYEFE Eﬁkﬁ@?%%
show SR IOEIETERH

BITIEENEEPNERIT = E{FAH MetroCluster switchback #F<
S. WFYICliR{ER

EBE5ER: MetroCluster show

cluster B::> metrocluster show

LHITYIEL

LHEBWTF waiting for-switchback IRESH, YIEHRENDEIRTT:

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEBT normal IKEBY, HIEHRIESEM.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

TTHELZIIRTS,

6. EFHEILEA SnapMirror B SnapVault E2E.

116

, EOJLAfER MetroCluster config-replication

resync-status



% 6 . KHFEIHR[E] NetApp
REBEMHHME RMA RS HSESHIRE] NetApp o "SHEEIFIFIREXIFMAEE. BB INAH,
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