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BRI

BT BRI - AFF A700

THEAFF AT00R 4 ERIBEHN RER, H TRARNERSGE. BoiNREFERFEBRE
FERANE BRBME BN B RBME X . RIBEHNMEEE, ,‘.LJTEJL,L#HﬂIEEPLﬁ‘EE
e (EFAMRER e0S EH) HFETNER (FERXER) -

AFF AT00 RSN FEIBEIN B ERF. FXIFEMBIMTRIRE.

BEIN RIFE R ST B ERN—AE XM _RREXG (BEiiRE) . RIBENNSEE, ERIURITE
cR B EY kT S

You must have a USB flash drive, formatted to FAT32, with the appropriate amount of storage to hold the
image xxx.tgz.

EERBITNRG image xxx.tgz XHFEHIE] USB IN7FREHeE, LAHHGEEIRESEDFER,

*© EREEI TRV R T 75 A E B RIEEIR var XHFRSE:

© BMITEREER, HANAREERIINEEARR var XHERG. —MIEFH HAREE—1A
#8 e0S iEHE, ATFHEEZENTH var config o

o BMITHETER, EAFENZEZAAER var XIHRYE, BUIEFEEMBIIRX,
* BRI FEAA (4 iR MR UL EIBVE R FRU A,
* BSUEERNT R ERAU TS RPRGS:
EHT R REREE T RITEREIT RO
* BITRARFHTR _ 8RBT R HA BB TR,

KENMBZRIALZIFIIRES- AFF A700

NARERAZNHIERe, BREERIEBINT R LEMNNEZEZ B FERIRS. AFF
AT00RGENZFFF RN RIREREF. S'ZﬁEEiJF'EMT}ﬁUEO

EEHONTAPhR A Z 2 FNetAppBEINE (NVE), HEXAIEHISZ it ERREEBE DR TEINRS.

FIE 1. 12F NVE ZFH THIEHEIONTAPIRE:
HE BHIONTAPRR S 2 E 2 45NetAppENIZR (NVE), LUEEE] LA T & EFRIONTAPRBME SRR B Eh7T .

p
1. EEHONTAPR AN B & S INE |

version -v

SNR I E4E 10n0-DARE, NMERIEEEARARZFFNVE,



2. FHTE NVE ZIFHIONTAPE (% :
° IRTHF NVE: FTHFENetAppEINZEHIONTAPRME
° YNRAZHF NVE: THEHATNetAppBEINZHIONTAPERE

@ MNetAppsz s FEONTAPBME R EH HTTP 2 FTP ARSSEe sl At 432, 1EE it
Bt RAERER, EEEEIRMES S,

ExAHEIERIRERZ A, BRIERAEERCEHENVERS.

TR
1. BEEHNRS LER T RREIES:

ONTAP higzs BT
ONTAP 9. 14. 15 EFZhrZs security key-manager keystore show

* MREATEKM. "EKM NS Lt syt
* NRBATOKM. "OKM N&fEdm <t yIt,

* MBREAZAEIEL. No key manager keystores configured
NEs <L AIL,

ONTAP 9.13.1 Sk EERhia security key-manager show-key-store

* MNRBEATEKM. ‘external M&Es<SiEmE 5+,
* MEBHATOKM. ‘onboard M&fEes<imt 5 H,
* MRKBHARAEIEL. No key managers configured M &7E &8

LHILEFIL,
2. IRIBRFHEREEE T HAEIRE, RITUTERIEZ—:
MRAPLEZHEER:
TR R XA IEEGIEE, HASHITIIIER
NRECE 7T EAEER (EKM Z( OKM) :
a. WAUTEAHS, ERBHEERPINEIERAIRS:
security key-manager key query

b. EERMHERHNEREDHE, "Restored i+, IFIETZHEELE (EKM 3 OKM) HIEPIIEER
ARTBEMINME,

3. EREENEAEER LA THEN RS E.



HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R X HASRIEEGIEE, HASHITIIIER,
NREFARETHERRE true’ T“BIRE"FIH:
a. BN EIRAERIAME D EHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
il. 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:



a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

ik Restored B8R true WFIEESMWIEZIAN Key Manager HEE

*onboards
c. &7 OKM 5 8.:
. R B SR PRAET -
set -priv advanced
BN Ty BB,
. BTREAEEEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MRAEFHIRPBEEFoINE OKM, BREEELEHER.
iil. JREIEIRGIE
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

X A=t Hl28- AFF A700

SERINEREG, XHAIAFF AT00R % EHIMBIERITHISE. SR EERkiTH s
LOADER #&7~7F, HREIIFIREEUMSE, UNESERIBUERBHNGR, BED
BERSKECET o

AFF AT00 RSN 5 FolB N B ERF. AZFEMBHMTRIME.



EI 1 . KEWRSK
5ER NVE 3¢ NSE £55/5, BREXAZHITHIZ:.

p
1. K245 28 29 LOADER 2R 1T -

MRZIRIEFIEET ... BA ...
LOADER 12T 3£ Z "Remove controller module" o
EEFEFE .. & Ctrl-C , AREHMERNEE v,

AFBAFRBERELRT WAR MEBTESNITHEHEE R EESHMMNITHIZS: storage failover

éf‘ﬁ'ﬁg) takeover -ofnode impaired node name

L2IRITHI28 £ 7R Waiting for giveback... BY, &% Ctr-C , ABEIE v

2. 7£ LOADER 2RI, WA printenv HRFIERDIHFETE, Bt FEIBEXHES,

() REHRERFRTAERET, Mt TaeRelEm.

IR 2 . 17281 F MetroCluster 72

After completing the NVE or NSE tasks, you need to complete the shutdown of the impaired node ;& : 1R
B RFERENT = MetroCluster BRE , 1571 R IHRIEL B,

BRAZHITH R, BOTHERERISRAAS, AECENERERH R, UESITESNEHIZRSRSMZIRES
Eafr g hE (IR,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEFKIAE ﬂﬁhj?,iﬁﬁfﬁﬁﬁ?
BEHI SR E AR TR A E 2 Rfalse. NAMEXAZHRITHIZEZ B ERBER ; 50 "BHA5
EHRL",

* NREERBIZ MetroCluster ERE, MATHIASEE MetroCluster BREIRDS, #AETRATEEBALE
BHRE (MetroCluster node show) °
B
1. R BT AutoSupport , N&E:ZIEAA AutoSupport SEHBZIEBENBIEZR]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JHEZ IEBEHBIEBERFIF/NEY: clusterl | * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NMBEITIERRIEHISZIEHI G2 HBEMRIE. storage failover modify - node local -auto
-giveback false

3. ¥ZmiEHI2E 2R LOADER 12755 :
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NRZHEHIBETR ... BA ...

LOADER 127 R~#F BET—%,
EEFFRE ¥ Ctrl-C , AREHIERNEE v,

AR EERRTT AR METEBNEHSRRENEERRAITEEE. storage failover

FHEET) takeover -ofnode impaired node name

L2IRITHI2E £ Waiting for giveback... Y, &% Ctr-C , ABEIE v

Option 3: Controller is in a two-node MetroCluster

5eh NVE 3% NSE £55/5, ERBEXAZHRTIR.
() WBREHRLHERANS A MetroCluster BE, B/EAILRIESE,

BXRAZHITH R, BUTHEERISARTS, AELEMREIRHR, UESTESITHIZREES MZIRES
SR B IR (HEE.

— /=

* If you have a cluster with more than two nodes, it must be in quorum. J1REEFAZI R Z TR BT
BE RIS ERRNEITIOR A E R R false. NHATEXAZHITEIZE Z FISEERBER ; 1850 "BTHR5
EBED"

* NREFERBIZ MetroCluster BEE, MAIHIAEEE MetroCluster FEERES, #FEATRATFERBHALE
I%E’J)Ikn_,\ (Metrocluster node show ) °
TE
1. ANR BT AutoSupport , N3&E;Z A AutoSupport SEHEZIFBTBIEZRA: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZ IE BB ERGIF/ES: clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NBETIERBIEH2SiEH S 2R EIRIE: storage failover modify - node local -auto
-giveback false

3. ¥ZRIEHI2E 2N LOADER 127457 :

NREZHITHZZE R ... MBa ...
LOADER 2R BET—%,
EEEHERT ¥ Ctrl-C , ZAIFEHIUERINEE v,


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

NRZHEHIBETR ... BA ...

ARRTINARBRTN AR MBITESNEGSZRENEEZRMERES: storage failover
S AE)) takeover -ofnode impaired node name

L2IRITHI2E £ 7R Waiting for giveback... BY, % Ctr-C , ABEIZ v

o

B ZEh7T - AFF A700

EHAFF A700fZHI251 2R ERFERE RN B LIRS EMYAETRE LTRSS RR, Y32
BB BRAN, £ USB NEFREIEFEREEREIERNNR, URKERZARE
ZEEEITIRS.

AFF AT00R SN F IR N TMERF. FFEEETRIRE.,

BEEMBHNG, EOIE TRIAPIEHISRRIR, RESRBHNTRHIEREREGERE USB INFIREDESR.

$£ 14 HTEH S
BihEEHRASNANS, BTN RGRETMEH SRR, ARBEH SR ERER.
p

1 MNREEAREM, BIEREM,

2. NZHUTHIZERIR T 404k, HIRERSENERUE,

3. MTEOLREF ENEERHE, BRIERSILE,
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4. e ORIBF, GEHE2RENAE, AT EREHE.
ReEh SRR HAFERT, IBHRESRHE S SRR IRAVERER.

O FHTHISFRRNERFLMETROFEL, BTERENECKE, BERBEEHERRNER, AR
| R SRR E MRS RIR PR o
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BEBFE

BB

. REHNRINS EEERT, BEBNFEMEINERY, AR BRI,
()  wmemsnREER RS, BT ERRHEESESHN R,

2. BERBINRNLSS Bah T BIEEXTT, ARRBHERENGE.
3 WERMNER, WERETEEETHEIET.
MELE, BRHBMNTRHREERENEE,

4. mT™MERN RLUES BN BMNT LR BIE R,

O. B EEHIBIEIRE, HIARRITHIZSRRIRE VRIS TIRFER LAVEEXTT, AEKEHSEIRER
NEIMIL,

% 3T BERGEREIREN R

TR LUEREREMRER USB NFEHSFRASRGREIBNBHNR. BR, EOMEIEIESBEREE
R var XHFRSF

* B AB— BRI 32 UM USB AFRENEE, HEREE/ N 4GB,

10



* 5RITHIZRIEITHY ONTAP BEGARAHEFEIAVEIZS, A LAM NetApp 2#fihm Y "Downloads” #3593 T4
MERZAIAR

* YIRBAT NVE , BRI THIRAFRIET, £H NetApp HMNE TFHRE,
° JIRKEA NVE , BRI THIRATRIET, EAMER NetApp SMERIER T FHIRE.
* MRENRARIRILALG, WAFEMLERE, BELR var XHRSH, GOIHRITIINIERBE.

p

1 BRI RIRARIE SRR OXNTT, AERKTHISRIRERENRGN—F
2. IRIEREENITHI SR ERH T,

3. & USB NFIRENZR BN IEHBRIEIR ERY USB g,

HfREE USB MFIRNSR REEIRE USB g MiEEH, MARE USB iEHainOH,

4. RITHIBERTLENRSETR, BEROBIEFEF USB NFIRENEE, AT UUFEIEHISRIRTE
2, ARROREFHREXAME.

— BT RREETRIVAER, EMSHIBRE.

5. 1% Ctrl-C /S chid 2, HEMBRERRTFTAMEL, MREREFBEIEEE, 75 Ctrl-C Lk ...
MRRERIHES, EZ Cirl-C , EFETMLUBEhEIEIFER, AEEEDRUBHEINERER,

6. 72 LOADER 2T ig B MR IEELEL .

° NRBAIE DHCP . ifconfig ela -auto

@ TEENBRKOREERMBEERT var XERFKERRE, AT5ETRIRT
T RPRRTRETEENERRO. EHaILUELs<LPER eOM ik,

c MREREFohEE:. ifconfig ela —addr=filer addr -mask=netmask -gw=gateway
—-dns=dns_addr-domain=dns_ domain

* filer_addr RFERSZR IP Hidit,

* netmask BIEZE] HA EoXt T RV E IR ML,
* gateway ZMLERIMI XK,

* dns_addr @M LR RARS28HY IP ik,

* dns_domain BIHZ RS (DNS) H#E.

NRFEALENESE, NWEFEMEBEIRSEE URL PEATEREER. BRFERSBHEN

o

() copnTesEsnesy, SXFMES, TUEEHRRFLEA help ifcontig,

7. SNSRI HIB (N FIER R s LA IEIZER) MetroCluster 1, NIAIAIR FC iEHCERARE

a. FEpFEIHEIPER: boot ontap maint

11



b. ¥& MetroCluster i [1I& B NBEIFER: ucadmin modify -m fc -t initiator adapter name
C. halt R[EI41FIET: halt
XLEFERRFERS B oHBI L,

[Roh%E M{%- AFF A700

7ZAFF A700% 4 L, M USB IXGhE8ESIONTAPIREUE, LUIRE BN K. ZIi2aiE
M USB (NZIREHEsBoh. MENXHE RS, WIBIFET & U NRETFHIZEMEEFialT, B
FTEIURTFRAFA BTN smMetroClusterfit & H,

AFF A7T00 RSN 5 FolB oI B ER . AZFEMBHMITRIRE.

BFMRERGBNZIRT R NRESTBRIVR T RARAZEERKAWT R MetroCluster BCE

EI . IERZSHASZHR BN E &
IRATM USB IREH2E/2 50 ONTAP MU%, EREXHRSHBIFIfMETE,
IIRMES BERAGR RAEARAFXANT = MetroCluster B &,

TE
1. M LOADER #@/RfF4t, M USB INERmIZRENMEME: boot recovery

HEBREIG M USB IA7FIRThEE T #o

2. BIRREY, EMAMRGEFIEZRE LIESHNERIBIAMRE,
3. XE var XIHERSE:

WMRIENARS ... A ...
WL81ETE a. HRARIETNEREENREN, Ry,
b. BT AR T RIRENSENERS: set -privilege
advanced

C. J&1T restore backup 88 ssystem node restore-backup
-node local -target-address
impaired node ip address

d BEPAMmENEERLT: set -privilege admin
e. ARSIRTEEAERRNEEERN, &yo
f ERGRTENBTRN, Ky,

12



MRERY ... B4 ...
TMLEEE a. JAGIRTELRENEKEN, & no
b. RFRTINENBIRS
C. METHVREFIER * NEMECEEMANT *

TMLBERE, A MetroCluster IP - a.

ficE

d.

4. BRI T ERTHAIRE:

a. 1 =2/~ LOADER #/R .

NRAGHRTEREER, B vo

HRGRTEEREMNEER, ¥,
Ao ERBI RS
F17 ISCS| FEERERTMN.

/1@,\E_|- LXEEE” LX—Fiﬁ I%\Eél‘_*éi*ﬁ'gflﬁ .

date-and-time [node-

(R AE) E.

name:iscsi.session.stateChanged:notice]:

iSCSI session state is changed to Connected

for the target iSCSI-target

(type:

dr auxiliary, address: ip-address).

date-and-time [node-

name:iscsi.session.stateChanged:notice]:

1SCSI session state is changed to Connected

for the target iSCSI-target
dr partner, address:

date-and-time [node-

(type:
ip-address) .

name:iscsi.session.stateChanged:notice]:

iSCSI session state is changed to Connected

for the target iSCSI-target

(type:

dr auxiliary, address: ip-address).

date-and-time [node-

name:iscsi.session.stateChanged:notice]:

iSCSI session state is changed to Connected

for the target iSCSI-target

dr partner, address:

METREREFIERE * NEDECEEMANF *
NRRGHRTEREER, B vo

b. fff printenv MY ERBELTRIRE,

(type:
ip-address) .

(R RE) EIH,

13



C. MNRIMBETERIZTNHEAIRE, 1A setenv environment-variable-name changed-
value B3 HFHITIEN,

d. 5/ savenv S RTFFMAIEN,
— P EURTFENRAEE:
c MNBEMASKEE TIRFZHAEIES, NSE = NVE , BHRE RIEFEXE OKM , NSE # NVE
© MRENRAREERFZAEIES, NSE I NVE , BERALSTHFHNLSE,
6. £ LOADER &4k, BN boot ontap %o

*NREEF ... Ala ..*
BRIETF BET—%,
[EEEFRE a. ERIEEHTR
b. i storage failover show S¥HIABINT REERFHT
ik

7. BiEH S SR RN T R
8. {FH storage failover giveback -fromnode local B 3ETI M.
9. EEBHR TR, #M net int -is-home false WLKEFIERZO,

WRERHFEEOTIA "false”" , i5EH net int revert AP FXEEOZRREEFIFE,

10. RIZHBLLBERENT R, AARIETT version -v ST UIEE ONTAP RS,

M. (M storage failover modify -node local -auto-giveback true S8SZABIMMRIEE, Al
BERR,

IR 2 ¢ ENT = MetroCluster B2 & 2 oh i S &
TAIM USB IXGHES S5 ONTAP IUEHIOIFIRIE T £,
IIRES BERR R AEXENT = MetroCluster EL &

TE
1. M LOADER #@/R~fF4t, M USB INER=NZRENMEME: boot recovery

LEBREIG M USB II7FIRThEE T #o

2. HIRTEY, IFWARGRITIERZFE LIESRETHNIRARS.
3. REMRE, BihtFEIIE:

a. SRAGRTEERRENEEN, & no

b. YRFIRTEENBNN, &R v FFRERRRENIMT.

RGN, GRS FETE TR,

14



4. ERSKBoHES, 1TEE Press Ctrl-C for Boot Menu HBEE ctrl-c, HEETR Boot Menu Bik
BRI 6 o

S. IR T SR BIRTAIRE,
a. {7 52 2/~ LOADER 125/,
b. printenv YR EIELTSIZE,

C. MNRMMETERIZTNEAIZRE, 15FH setenv environment-variable-name changed-
value SR LWEFHITIEN,

d. £/ savenv Sp L RIFFTMATERR,
e EMRHMTRo

£ T =MetroClusterfit & JIE[EIR & - AFF A700

STERETRRERE, HliTMetroClustertI#i&(E, AFF A700 RGN FEB NI Btk
ERF, AEFEHBRMNTRIIE.,

I ERNRIERA RN T = MetroCluster ELE

PIE
1. IWIFFrE T RS T enabled IR%S: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I0EFRE SVM EMEFHRES 2EE5EM: MetroCluster SVM show

3. WIHMEERFEERITHEMBD LIF TS EMIN5ER: MetroCluster check 1if show
4. FIETIEENERDPMERT S E{EH MetroCluster switchback spSH{THIE],
5

- IFYIEIRER B ESE . MetroCluster show

HEBAT waiting for-switchback IRESH, YIEHEENDIEETT:

15



6.

x

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HERAT normal K&, TIEHEIETEM. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KNG A 8E5TR, ERILFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

EEFE I E] SnapMirror ¢ SnapVault Bt &,

E10%2- AFF A700

ME BB LRIINE, AFF A7T00RFNZIFF RN RMERRF. FAIFEHE
TR E.

RIEEHNERAERSEXEE, TAENNTRUMERSNE, NRETHAEECNRAEAB N EAEER, 7L
EEERSN BB IR IR HIRATIRE,
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IREZAEIEEE (OKM )
MONTAP S Eh3 BE R AR 3 2 tAE 1288 (OKM) R &L

FaaZ Al

BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFFE RS, SERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

FraZ a0
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg' X4 a3, KMIP AR5 283tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiiE+H)
*/cfcard/kmip/certs/client.key X4 (Z P IHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP fz5528 CA IEH)

&

23
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KT R HlE

1. A E IR R E R R ST HI28 L
2. JEIREIR 11" MONTAPB SIS &,

ERBhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. TER B &helEZ5:

system node autosupport invoke -node * -type all -message MAINT=END

Gt FE 2R 4R [EINetApp - AFF A700

ﬁkz,mE{fF[ﬁEBﬁE’J RMAl%EHEPE’J?EHL, G PEEB IR [EI25NetApp. B0 "SRR EIFE
" BLZERIFESNNE. AFFAT00RFNZFFFIREINRIMEREF. FZFEIR
RIS,
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