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1. MELNARG LERAT M ERERS:

ONTAP hR7s BITIER S
ONTAP 9. 14. 15 ESZhRZs security key-manager keystore show

* IRBATEKM. EKM NE&EHGSHETIH,
* MNREATOKM. "OKM M&tEdr< i F5d,

* NRKBHAZHAEESE. No key manager keystores configured’
NaEm<ShmEPyIH,

ONTAP 9.13.1 SRER kA security key-manager show-key-store

* MNBERATEKM. ‘external M&Em<HmHFFIH,
* NRBHATOKM. ‘onboard N&fE<iamtHsH,
* MNRRERAZHAEESE. No key managers configured M S 1EwD

LTI,
2. RIBAZHESHE T BAEIER, FITUTIREZ—!
NRKREEZAEIER:
TR R et X NIETHIZE, HASEHMITXIIER.
NRECE T HAEIER (EKM 5 OKM)
a. WALUTERGS, EFEREERPEHEIERRIRS
security key-manager key query

b. EEHHE %#ﬁ_EEPE’JfEO ‘Restored' ¥, ILFIHETREAEIEE (EKM 5 OKM) BISHISIEE
HERSERIINE

3. BIREENEAEER LA THEN RS E:



HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R X HASRIEEGIEE, HASHITIIIER,
NREFARETHERRE true’ T“BIRE"FIH:
a. BN EIRAERIAME D EHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
il. 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:



a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

ik Restored B8R true WFIEESMWIEZIAN Key Manager HEE

*onboards
c. &7 OKM 5 8.:
. R B SR PRAET -
set -priv advanced
BN Ty BB,
. BTREAEEEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MRAEFHIRPBEEFoINE OKM, BREEELEHER.
iil. JREIEIRGIE
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.
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EEMNENER, KHAAFF A700s7 %t L HITERYERIZR, bIRE BTkl HE
LOADER #&7=7F, HREHIFIRBREUMRSE, UEEEH S UAERBEN .

AFF A7T00s RS FRNB N IR ERRF. BB RME,
5eRX NVE ¢ NSE £55/5, ERBXRARIRITHIER.

p
1. R=454EH 28 29 LOADER 2R 1T -



NRZHEHIBETR ... BA ...

LOADER 12T 3£ ZE "Remove controller module" o
EEEFEFRE . ¥ Ctrl-C , AREHIERNEE v,

AR EERRTT AR METEBNEHSRRENEERRAITEEE. storage failover

FHEET) takeover -ofnode impaired node name
Y ZIRIEHI2 R Waiting for giveback... BY, 1% Ctrl-C , REEE vy

o

2. £ LOADER ¥4k, HA printenv LBRFIERIFEEE, BRLFREFRHEXEH,

() nEESRERTRTEERET, WikhSTaTRIER.

BB 57T EFi— AFF A700s

EHAFF A700si2 8RR EMIERIETH T R AR F BFE MAIAEFREX L ITHIZRIRIR, &
FAR=EY LED Sn T ISR BRI BT, YEEEREAN RAM, HRARMERIER
174klu\0

AFF AT00s RS FRNB I R ERRF. AFFBEBHNTRME,

$£1T: HTEHIZERER
TEEIRIEH SRR B BT H BRI BV A Y, S MAFE R E T 23R IR

1. NREERIEH, BIEREM.

2. INFRGLHER A EIRRE ERAITE, AREMTHIBER LR TRALLM SFP (WIRFR) , HiR
FA A BVIER B,

REABERLEERED, WEEERRELLAEEREN, S4RTIERF.

3. WIRIR RIS IRIR IR, ATEMEBIRIR T4i4k.
4. B A EIEIRE MEHIZSRRIR PR HBE—3,
o [ TRMMBEFD, ARRR R T her ™ N8l

e SRR IR = MALFE SR BB IAS Lo
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1. R B IRRB S,
RriEH SR R0B HAFERT, IBHRESRHE R IR IRBVERER.

2. BiITHIRERRETRORE L, ARITAENE:
a. FITHISFERPEIR TEXNERMEIBEF o
b. FBNEBENBER, ARFHR LREITEITANME.,
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e; IR
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% 2% FHELNTTB— AFF A700s

BT RIZSBRIR PR EIRER A B 757AREH MEHIS IR LR REPClefRIR. HEIMERINR. A
EE*%E Ebfl\ P24

ZHTATEERNNTRVET], BREERTFE'LT],

1. MR EAREM, BIEMREM,
2. HEBHNR:

a. MRFE, FTHENE,
b. {IRFLE, BEMBMBIEFIB, ABMIEHERRPETRANR, UEITHIE PCle RRIBFAR 2 -
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a. £/ 1 S+FRBLTHTEERMNMERET], HRETREREUE,

b. yUEBENNBRBIRMN, FRHNRERB LI, ARRKEHNNTREEREEEHRE—S.

- BB BRNAS S B T BHEENTT, ARKEREENEGE,

MBELE, BFREBEMNT R EENENEE,

CERMNR, BRATEEEEHEET.
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9. BItIRAIRE I REE = H SRR T,
10. XHERE:
a. [ T ietsENE,
b. BN EBMAFEE, HIHRANIMIL

KB & Z 52| BS5h7 T Bi— AFF A700s

ERMBI R T RE USB (NEIRGNES, RKEoiRMGEREIAFF A700s A5 LRI IRZ ST
o LS IEEEMEE BN R LNRGHITME ((EREERZE) , HETHEBBoN
iR E KK 5L image.tgz X4HEKBHFER USB [AITFIXLN2s.

AFF AT00s RS FRNB N IR ERRF. FA<FFBEBHNTRME,

HE— EREMNRENREME ZTBE T REmX
(R LUE R IR R R RN E = BN R L HBREE RAME LR ER BN R XERBIHNRXSE
FRZIEHIREIRP AR BN RN RATHNEREINROEES %,

“RBEHN B ERBREBAEE inage. tgz X, FERRERSHIE, WMRIRD image.tgz XAFEEEITT Bk
ERM, WEEERLIRETE, EXTER USB NEFRIZZZIREL BEBMBREEREIBEREEN .
p
1 NREERIEH, BIEMEM.
2. NRERKHABRE

a. RiEXE— Bt s HI SRR,

b. ERAMRBEIENE, BEIME RS FANEL

c. EBNE, BEREEMRMUHANERMIL
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AR

RIS RIRRIHSHAEFRFONTT, AERKEHSRREREARFN—F,
EMREAAERRE, HAREFEEMNRSEETHLZ.

EMmLAET, WREBHMTNLKEKRE (SFP) , BILEHMREEN.

REHISRRR—ERRIENRSD, BRITRISSRRBEENTG LA, BB BIEER STz R
REVFLAL, AR HE e BT hI2R IR LimR_E AR BiE &,

BHBREENER. ENMTERREAIIIF. ARERREEIER,
HREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.
1Z Ctrl-C 7£ LOADER 1R fIM=LE, UFRBT Rz,

MRKRETUIHER, 5% Ctrl-C , EFRRTUIBHEIEIFER, AREEEHIZEUBHEINNEER.

- M LOADER 254, MZRBEHNRBIIEME:. boot recovery

HEBRERE M —RB TN T BT T #o



0. HIRREY, BRWARGI MR FE LIESRERIRIARE,
10. =HMEE, BoERIRE:
a. iIERFEFR LB RBIZIRIEHEREY 1P ik,
b. HRFIRTEEREMEEN, v
C. MIURTREY, Ry BIAEMIRIETRERI.
. ERESIRER MR EHEP, FAL—PPIERN IP HUEFHEEERS . ssystem node restore-

backup -node local -target-address impaired node ip address
12. RERS ZRBELHERE, ERARTHIASHRESBRINNE vo
8. ZRGHRTEAEAEERNEIARN, &y, ARERAARTEMBIITHENR vo
14. FEBITIEBAITH 2 LIRS RNPRE S

BRI FRURERBMES
RE Y BB R RAMSIE KB LIHARE image.tgz XHERS, 7 IEMILIRIES B,

* B MEBE— BRI 32 (URY USB AFIEEEE, HEBREZ/DN 4GB,

* S5SRIEHIZRIEITHY ONTAP IR ASHEFERYEIZS. ERTLAM NetApp 2#Fi4 = ERY "Downloads” &85 T &,
FERZ HYBR {5

* MIRBAT NVE , SR TRIRATIIET, 5 NetApp SI% FHME.
* MNRAKREA NVE , iBIRIB FEIREATIIER, EFEM NetApp BIEIER T FHME.
* MIRIEMRSR HAR, MBT BB RAEE,
 MREMRSRMTRSE, WRRERKERE, BIEER var XHRGH, EURTIINIEHE.
S
1. MBI, EERIEH,
2 NRHFRBRE:

a. REXE— Bt 2EHl SRR,
b. migFRBEIENE, EFIMERTFAENL
c. WEBNE, WREEMMAFNEZL,
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AR

RIS RIRRIHSHAEFRFONTT, AERKEHSRREREARFN—F,
EMREAAERRE, HAREFEEMNRSEETHLZ.

EMmLAET, WREBHMTNLKEKRE (SFP) , BILEHMREEN.
¥ USB iNfFIXchas il Nl 28 1R 3R Y USB &1,
FtRRE USB INTFIEENER L =127 A USB Iz MIEEFR, MAZE USB fzHaisOH,

- FHERISSRR—EREEARSTR, HEEEHISERBIEEATIS LA, BRI BIEEH S RITHISEE

REVFAL, PATSRE IR BT 8RR EHRR_E S RBE U &,
RRRIREENEIR. ENRERRAIIN. ARRKERERDBER,

HREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

. ¥% Ctrl-C £ LOADER R fHMELE, LUABTE oIS,

MRKRETUIHES, 5% Ctrl-C , EFRRTUIBHEIEIFER, AREEERIZEUBHEINNEER.



9. REIFIELEM bootarg BRE, BENER printenv bootarg name MPSHREZRTENEMNRSKIE
M EEMSEFMEVNENBIIFEZEM bootarg , FHEF setenv variable-name <value> SR E
EEAIEEIR,

a. ERIMRTE:
" bootarg.init.boot clustered
" partner-sysid
* bootarg.init.flash optimized , i&FTF AFF C190/AFF A220 (£[X{F FAS)
* bootarg.init.san_ optimized J&RTAFF A220f1£A7ZSANFES!
" bootarg.init.switchless cluster.enable

b. MNRBBEAIMZAEIEEE, FINE kenv ASUP Htt 5 HAY bootarg 1&:
" bootarg.storageencryption.support <value>
" bootarg. keymanager.support <value>
" kmip.init.interface <value>
" kmip.init.ipaddr <value>
" kmip.init.netmask <value>
" kmip.init.gateway <value>

C. MRBATIRAZEABELE, BNE kenv ASUP Mt AR5IHEY bootarg 1&:
" bootarg.storageencryption.support <value>
" bootarg.keymanager.support <value>
" bootarg.bontery keymanager <value>

d. (RFEA savenv L ENAIMRE S

€. ff printenv variable-name &p<HIIAPTMEYER,

10. M LOADER #&/RfF4k, M USB AEIRENZRBEIREME: boot recovery

LEBREIG M USB I7FIRThEE T #o

N HIRRE, BRARGENHEZ R LESRERIRIARE,

12. ZEMGE, BohERIE:

a. iIERFR LB RBZHIEHEREY 1P ik,

b. YRFSRTEERENEER, & v,

C. HIURTREY, 1Ry BIAEMIRIESRERI.

B ERAGRTEEEAEERNEIEH, %y, ARERGRTEMBIITHENR vo

14. EERAREHEFIEHIZER, FRAL—PPIERM IP it BEHEEERY . ssystem node restore-

backup -node local -target-address impaired node ip address
15. BEERFERELHEIRG, TRARTHRIASIRELSERIE vo
16. ZRARTEEEAETRENEEH, Ry, ARERFRTENBITHIZRTIZ vo
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17. PIBME T ER BRI E,
a. J§ixHI28 B~ LOADER $RT#f.

7 ONTAP 1R, EAILAXTEE< "system node halt -skip-lif-migration-before-shutdown true -ignore
-quorum-warnings true -inhibit-takeover true" 17RIFHEIR o

b. M printenv MSKREETEIRE,

C. MNRMMETERIZTNEAIZRE, 15FH setenv environment-variable-name changed-
value i M EHFHITIEL,

d. 8f savenv SR RIFFTIMATEEL,
e. EffEEhEH2R.
18. TEMBNZHITHIRRETR waiting for giveback. HEMNIERT, MEBITEBIIERIZRHITRIE:

MRIENARRAT ... BA ...
HA 3 SHTHIZEE /R waiting for giveback.. ) HERE, MIZITEERN
EHIZHITRIE:

a. MizTTIVR RIFAYITHIZS . storage failover giveback
-ofnode partner node name

R WREIETEME, TRER), AREHBE, HBRAIE
TIERRYITHIZRIZE,

() ummrmEr, EINEREELTR
"HARHE "

b. & storage failover show-giveback T MITATITIRIE
RYEHE,

C. RirIEEEE, M storage failover show ¥ HHIA HA
BT RY, HERTLUHITIEE,

d. dNRE(FEH storage failover modify ApSRAT BHEIZIE
, IBEHEHRRR,

19. fEIETTIE S BOITHI2E IR NS RARRK Ao

BohikE % — AFF A700s

TEAFF A700sZ%t £, M USB IXnhsR/SchONTAPIRERE, UMRERNTE. iZiEE
M USB INfFIRchER /B o). MEX GRS, WIBMRE 8 UREERB I /e fEiH s
B IEHEIETTo

AFF A700s RS FRNB s RIRERRF. F<FFBBHNTRME,
p
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1. M LOADER #&RfF&, M USB INEIREHERBEIREMER: boot recovery

LEBRERIG M USB II7FIRTNEE T #o

2. HIUWRTREY, IFMARGEREIER RR LIESNETRRIRIAR S,

3. W[E var XHZRS:

MRENRS ... B4 .
&% a.
b.

To L8 ESE a.

4. BRI T SRR E:
a. ¥%4%428 27~ LOADER 12T

AN A O AT

ARRRTEEREMEEN, Kyo
RETRARFIIZRIZFIRENBRNRRI . set

-privilege advanced

1517 restore backup #i%: ssystem node restore-backup
-node local -target-address
impaired node ip address

BT MENEIERRT: set -privilege admin
HASGIRTEERERRENEEER, &y,
ERARIETEMBITHIZEN, Ky,

SARAGIRTERRENEERN, &no
Ao ERBII RS
METRRR SRR - NEDEEEMNE * (BZIRE) %I

NRARGHRTEREER, B vo

b. 5 printenv MYLWEIMELELE,

C. MNRIMMETERIZTNEAIRE, 15 setenv environment-variable-name changed-

value BB LW EHAITEN,

d. {5/ savenv S IRTFFIMAIERR,

S F—PMEURFIEHARREKE:

* MREMWARERE TIRAZFIHEESE, NSE® NVE, BRE RIEFEILE OKM , NSE #1 NVE
c NREHNARFAKRICERFZIAEIESS, NSE I NVE , BRMAETHHNTE,
6. 7£ LOADER 24, ¥ boot_ontap 88%%

NREEFR ... BA ...
ERIETRH BET—5,

15



MREFR ... BA ...

=
EEEFRE a. BRIFxHEHIZE.
b. £ storage failover show Ep<HIABIRITHIZE B AR H
1TRIE,

7. BEH 8 4 LRE R B Bo 3T 28,
8. {#F storage failover giveback -fromnode local BRLRIFITHES

9. HERHETRIA, {FA net int -is-home false AT IZIEIZEO,
WREEHEOTRN "false" , EEH net int revert ep¥EXEEORRELEE FIHO,

10. BizHI B RLBECBERITHIZE, AEEBIT version -v 83 LAEZE ONTAP higs,

M. {8 storage failover modify -node local -auto-giveback true SSREABREE, A
RHEZER,

& N%%- AFF A700s

REAFF AT00s A B IR BN R EMNNERE. WREEETREBBREZHERE
28 (OKM). NetAppfZfiEiNZ: (NSE) EXNetAppHINZE (NVE) WAL EMRGHTE, LI
REENEIEIH RN RANIEEIET,

AFF A700s AR5 FoNBEhNT RIRERF. F<FFBBHNTRME,

RIBERRAEERSERE, TRENNTRURERFNE. NRETHELCHNRREERM I BHAEES, B
EEERN BB I IR HIRATIRE,
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IREZAEIEEE (OKM )
MONTAP S Eh3 BE R AR 3 2 tAE 1288 (OKM) R &L

FaaZ Al

BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMENAYEDT:

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFFE RS, SERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friaz a0
MB—PEHT REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X4 a3, KMIP AR5 283tk Alim O
*/cfcard/kmip/certs/client.crt' XX (FFiiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IE$)

&
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KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. TER B &helEZ5:

system node autosupport invoke -node * -type all -message MAINT=END

S FE SR 4R [E]45 NetApp - AFF A700s

ﬁkz,.“EFF[ﬁEBﬁE’J RMAlS%EH':PEl’J?EHl_, G PEEB IR [EI25NetApp. B0 "SRR EIFE
" BEZERIESNNH. AFFAT00sR A FHFIRtNTRmERREF. FXFBEMEE)
TS,
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