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eOM iR O FE BB e EI ZPER MERIZE Z B TEE.
* XF OKM, EFEBEEESCENZE UK &R,
* FEMM, EFEERX TR EUTXEGEZ:
> [cfcard/kmip/servers.cfgS {4
° [cfcard/kmip/certs/client.crtSX {5
° [cfcard/kmip/certs client.keyS {5
> [cfcard/kmip/certsZ{ CA.prom3 {4,
* BRI, KBS ARERIIERIREXEER:
_RiniThled B ETERITHEIFRIEHIZR,
_EITHI2 ERBUTHIZEN HA L,
T—%178h
BEESISNRERE, ERILXFAEHIZE"

XA HIEE LT BTSRRI E - AFF A800

XHIAFF A800 IR R ZFAViZHIZs, UMLE#EERHFHTEENBHNRMEIIET
1%1:%/%rlb$uf€ |‘$o

BB BIRETIZXTEONTAP 9.17.1 RESRAPTE . MRENEHERGEITHIZEFHRZEIONTAP
, BfER' %EHF'EW'E&F“ 0

BXRAZHFITHER, BOTHEERISARES, HELEMREIRHR, UESITESNITHIZRHES MRS
SRfFhEIR (AR,

XFIAES

* MNREEHENIESANRS, MIHIBER E FuEHI28SCSITIF M EMIER cluster kernel-service
show, cluster kernel-service show @< (fEprivaRiER, F)AI B RZT 2T R HERE" . ZTa
E’J_Jﬁﬁ Hi'ik/u\ L/(&-\Lz £E’Jl_'fj-)|k/p\o

1 SCSI IR RS SFHEN SEBHFHEMT RRIFHRR R EREFRZR], BATRFIER

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KR HHFEITR TR
iz H S ERRAIE TR A E Enfalse. MR FZ R %%ZHIJEE@LW*L ; BB "BhRS
EERED,

il
1. YR ZA T AutoSupport . NIEid EAAutoSupport ;B 222 1E B ahBIFEZRA:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
A AutoSupport JE B2 1E B Rh 672 FIF/)\Y

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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2. ZRABMRE:
a. MEERIEHIZENITHISRAL TR
storage failover modify -node impaired node name -auto-giveback false

b. #H N 'y HEEIRTERAELABEIR? i
3. B¥ZMITHIZEE R LOADER $&Rff:

WNRZHITHEZE R ... BA ...

LOADER 127RfF BET—%,

EEFEFRAE & Ctrl-C , AREEMETHREE v,
AR RSB fT MBITEENEHSRIEE N EEZIRITHIZS:

storage failover takeover -ofnode
impaired node name -halt true

-halt true & #0# \ Loadertg i~ &’
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, BER"FEIEMMERER" .
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1. MNREEAREM, BIEREM,
2. (ERBtEHE N REE. EERETRFIELE. LIHRVFETFE R EF EE EE R Lo
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8. RHIZMHISR SR HAAE.
R=h SRR LAFERT, IBHRESHHE R SR IRBYERER.
0. RZHISRERBETRNREL, ARITHENE:

a. FTHIE R APEE T BN ERMBYBIE S
b. ¥EXNEREMNBRIR, AEFER LIREETEITHNUE.,

° BXEBE FE
9 RN EBRNEBEER
9 m X R IR e @ X E

10. $HEEHIBERDNBH T RHEIRE



IR 3

1)
(2]
o 1 S+FELT)
(4]

BB BURET

9 BohiT R

a. £/ 1 S+FRLIETEERNNFRAVES], FREITRER2UE,

b. yUEBENNBBIRM, BRI FREREE LI, ARREDNTREEREEEHBE—F.
M. BEABNRREE TR SRR T

a. FEIN NG SHBEINTXNTT, ARKEREERENGR.

b. Y& B zhoT B Thed 2 ER.

C. fERBEINT BRI BT BEIE B ERo

BNEEITREE], SNEEIBIFRRIN .

12. R IR AR E T R FUTHI 2R RIR A,
13. XHENE:
a. [ T hefnENE,.



b. ¥@XERMARERE, EEHFANIML
14. REITHIZRER
a. FIEHISFERHKRIESHEPOAONTT, AREEMIGEHSERIENRS—F,

b. EFNEFITHERRIR, BANEDORFRLSTHITFIRERNRE, RORFREEXANUE, AGT
REBE,

1=H SRR TG B BN HE LOADER 1RRFAF M LE,

=175
YIEEMBZIRB NS, "MECH T R RONTAPBRIE"

METRAFT R BsIRERRN7 TR - AFF A800

TEAFF ABOOR KR REFBB N RIREE, ERIUBHBEMBEMNTRIMETE, UME
MTNRMERE, AMETEFR, RASNEREEBAME, HE EEEREHANM
2XRE, MREBAEANE, RFEK5ISETAENNMESE,

BB RIMETIZXIEONTAP 9.17.1 NESRAFRZF. MNRENEFERATITHEFHMZAEIONTAP
, EER"FHRHRERRF" .

FHaZal
* RGN RIRAEIER LT
° IREEIAEIESR (OKM): FEEECENEEFIENEHEE
° SMEREREAEIESS (EKM): FBERBHT SRS :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

p
1. 7£ LOADER {2~ T, BaiEsitRiEdE:

boot recovery -partner

EEEETRUTHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BIERMNTRRERELIE,

IEIF 25 H 27 Installation complete JHE.

3 RZMEMEBER, HETUTHEBEZ—!
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MREEIHR... 1R1F

key manager is not RARRENMNEINEE,
configured. Exiting.

a. FRHERRETHIL
b. RN RHIIEEHET

storage failover giveback -ofnode
impaired node name

c. mif EFEABMRIAEE MRERERT
key manager is BREMZEINEE. giFMEZHEES,
configured.
@ MREZRLERFZIAEERRE, WSETHIRAES, HETREHIAZEEEERIAERE
BUNMERR (IREIMNE) o BEIBFRT A4S,

4. ERERERENENIEEREZAEIES:



REZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARL,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIER REVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X AA R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&

11



BRIGES MR BT )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELETHETREIREMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE B THIRMEIER, BRI SHIEEHEEI4NetApp”s

BRI B o Bk [ElZ25NetApp - AFF A800
NEEBIAFF ASOORZAHAIE NAGHINKIE, B HRIESMAIR[EIZENetAppo

5207 "5l
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