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e "Shut down the impaired controller”
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* BRTRHRIRA G IR MR ER LR EIBYEA FRU At
* BSMIEIERRITEIEE LN AU TS RPRIES<:
° B _IEhlSR B B EHEPRITHER BT 2R,
° health =25 R R HIZRHY HA ECIJiEHI2s.
RHPEHISE A S EEEMSRESE R .
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BEESTHZIHITHIZIXA. XHFHIEEZHITH 28

BRAZHITHER, BUTHEERISARTS, HELEREITHR, UWESITESNITHIZRHES MZIREH
SRfFhE IR (AR,
RFUIES

* MNREFEHNIESANRS, NIKTBEKR E FiTHI2ESCSITIFBIEMIER cluster kernel-service
shows cluster kernel-service show S (EpriviaRIZH F)A 2R T REM. ZTHRBHERS. 2T R
BRI MRS L,(&iﬁ*ﬁ,ﬁﬂ’\liiﬁﬂﬁ%%

/1 SCSI TR ARSI HEN SEBHFHEMT RRIFHRR R EREFMR A, BATARFIAR

Ao

* If you have a cluster with more than two nodes, it must be in quorum. IR EERIAZIPEFIEITIKREL
AR E AR TR AL EE R false. MBMEXRAZHITH B ZAIE ERFHER ; 5E50 "FTR5
EBED"S

p

1. SNERB AT AutoSupport. M@ EAAutoSupport;d B2 1EBTNBIERER]: system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h

LA FAutoSupport JHE 2 IF BRI G/ Y. clusterl:> system node autosupport invoke
-node * -type all -message MAINT=2h

2. NBITIERRIIEHISZIEHI G2 HBEMRIE. storage failover modify - node local -auto
-giveback false

@ LIZEZ Do you want to disable auto-giveback? _Bf. Ny

3. B¥EMITHIZEE R LOADER $&RFF:

NRZIHRITHZEEE. ... B4 ...
LOADER 127 #¥ BET—%,
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b. MTHEEALEIERR. FEARNMALTERRZANANAIRA. AEE TR,
C. ¥ T System Management (R4 EIE) MR,
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a. REREHAEIEREF ORIAEX 75,
b. FIZREEHIBNIEE, BEETEBANME, AERKORAM—ER LI, URERBERIL,
6. BALEERIERH LR EIXFAMLE.
a. BN AR EERIHITEE,

BB ohiiE —ASA A1K
1&e] LUEF B o B o &I 2 MBS 1E Hl 2818 R B oh /T R _E BYRR (&,

RS ERYECE L ECRY ST = B B RS T,



®I . EARNENER N RE

‘boot recovery -partner XFIBITONTAP 9. 16.0NEEMAENASA
R2FH. Eo]LUFEAHS M IR EONTAPIRMR (BT RIRE) o

FHaZ Al

YIERBENT 2 BiZT 2 FNBEHN R, B8 ELoaden2 "L ERIUTEHEUR BT
FESTOP:

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

NREEIHES . WATERONTAPIRE

gl
1. TELoadert@ "R 4b. I _boot_recovery -Partner_&i<,

— ~

FREIEETRHE Starting boot media recovery (BMR) process press Ctrl-C to abort..." HFFAHIIEH
N

BHo

2. fELoaderfe B A tEEBFin O FH B T FohBY IR IT IS FE http: //<remote-partner-
IP>:65530/recoverydisk/image.tgzo

WL Bz T/a. “Starting BMR ... REL2ER. FEZEIEE TR

a. NRAKRECEZAEER. BRBIUTHER:



key manager is not configured. Exiting.

b. NREEIUTEE. NRRBEERFZEIAEIESR(Onboard Key Manager. OKM):

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

RELSTRIMET R,

c. MMREFIUTHE. NXRTEELEINEPZAEIER(EKM), FZEEMMERH TR IMETIE:

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

3. BIEMERARFRITEREHECE. envX{d. MDBHIrdbFIBRET T2,
4 MBEHIMUATER. WHBEHBE. FHEBxE TBBR:

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: Rebooting to locad the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

EI2: ERRHEREERSRHITRE

‘boot recovery -partner XFIBITONTAP 9. 16.0NEEMAENASA
R2FE. &0 LUER MBS T sERoNTAPIRE (BEITRTE) o

ez el

YIEBRHEN R BEIZT R EHBIIN BRI, 8 ELoaderd@ RATAERILUTEE UK BT
FESTOP:



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

NREEIHS . WATIERONTAPIRE
p

1. TELoadert@ "&b, I _boot_recovery -Partner_&i<,

REEETER Starting boot media recovery (BMR) process press Ctrl-C to
abort... HFEVIBIEEMRERINNE X,

a. NRAE T IREZAEIELE(Onboard Key Manager. OKM). MIEERUTHEA:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

Are you sure? (y or n):

2. FERTRFFRMRIA Y o

3. WMREF. BERANREZIAEIEEMZIEITIE Enter the passphrase for onboard key
management:

4. BEAGIRTHIABIEEN. BRBAREEAEESENENES,



Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

mEdETME. EREIUTREA!

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

S. I MEERARAHRITEREFMNECE. envXF. MDBHIrdbFIBRETE,
RREEMRG. TREERBUTERLLEE,
WEIN3: FRINPEATESSHITME

‘boot recovery —partner\ﬁa:i__ﬁONTAP 9. 16.0MEFhRASHIASA
rR2FA. ERIUERMEN T RIERONTAPIRG (BEITRIE) o

HEEENTREZT R ERNBNTBRIFE. R ELoaderfR R B EILI N ER URBRIE
FESTOP:



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

NREEIHE. MATUERONTAPIRIR,

gl
1. TELoadert@ "&b, I _boot_recovery -Partner_&i<,

REEETER Starting boot media recovery (BMR) process press Ctrl-C to

abort.. FHHBIMENENRERIRE .

a. NREETIHHEHEERFEKM). MEERUTARE:

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

b. INREAEZAEIER. BHWA_Y o

key manager is configured.
Entering Bootmenu Option 11...
BootmenuiT 11 R B FBAFIBEKMECEE S UER UEREEXH-
2. EEMETRRRBNEKMEZE,
ED CRSHERRERYBAEMMET AR, ERNENEHIREMMECE BBl NBIAERIE 2o
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3. K2&E "Keystore UUID 127 Cluster UUID 1E#,

a. EEEMT S _E. A cluster identity show S5 ZREEEUUID,

b. 7FEEXM T = L. {#H vserver show -type admin' &< # "key-manager keystore show -vserver
<nodename>'fLIEREFHZEUUID,

c. HIMEREY. WWAZEEHEUUIDMEEUUIDHYE,

VERD MIRENTRAEA. WATLUMEEEE$AIRSS 28 _ERIMroot-AKE FAIREXE $AZE UUIDA]
&EFUUID,

F2IE "x-NETAPP-ClusterName: <cluster name>"58£UUID# "x-NETAPP-KeyUsage: "MROOT-AK" &
fAEEVUIDEMER. UBREAEE ERINELR.

4. = Mroot-AKTEONTAPYS S R aVie =R EIE .

S. IRMIBLFEEFZH. EREIUTHEHE. FEMRERSShellicEeOM:

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b g

2 ATTENTTION s
* *
* System cannot connect to key managers. *
* *

R R i e i b dh b b b b db b b db b e Ib b SR g b S b I Ih b SR b i db b S S b b Sb b 2b b 2 dh b i db b 2b db b dE Sb i 2 4

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

a. “boot_recovery -partner 7ERE T = _Liz{T@ <,
b. YAFIRREHIT(yEin) EMMIETRRY, #%4F n RRLE6,

R MRRIEE _n_RTE. RARERIREMSL,

C. MEfhEERET mlEE/cfeard/kmip/servers.cigX - E B, EEREUTER:
* KMIPARSS 283thiik,
* KMIPi®,
* EAEEUUID,
* /cfcard/kmip/certs/client.crt3X 4R P IRIE PR EI 4,
* /cfcard/kmip/certs client.key X {4 IR F inZE AR 4,



* /cfcard/kmip/certs /CA.pmX - HHIKMIPARSS 28CARIZS,
d. FEIRTRTIEN_systemshell . MBEIEEH Asystemshell,
e. MsystemshellSZEFe0M, PILZIBRIFI M X BB ML,
f. fEF_exit_<IBHH HEsystemshell,
0 MREIBHKE, EFIRT 11 UBLEMMIER,
h. [E% 'y AR, HEHIRREEANEZRIRENFRRESR:
» 2% A/cfcard/kmip/certs/client.crtSXFHIEIZS?  {y/n}
* 25 B/cfcard/kmip/certs / client.keySXFBIEIZS?  {y/n}
» 2% %A /cfcard/kmip/certsSXHERIBIZR?  {y/n}
» 2% H/cfcard/kmip/servers.cfgXH8IEIZAs?  {y/n}
6. NRFACERER. WrE IR EHBHBNT R

BHEEPFIR[CI44 NetApp - ASA A1K

?;z, REMPFEMTAY RMA IR BB FEER 4R E] NetApp o  "EMFREIME"BXRIFAEE. 17
DT,

==5)
BT BRE#R TIER- ASA A1K
EE@LX—FIVIE/)lLfng?ﬁFEjJJI Do

o "BEBNTREKX"

BERBENT. ERIREREER.

e "HEREMNEZ A"

RIIASREEEBARERHEESIENRHE,

e "Shut down the impaired controller"
KHAEEZIITHIEE. LUEETITER IEHIZ3 45 MR IR hl a3 R (H EE,

e "EHREET TR

MEAEGEBERPEEHEEESINTRALESBIN R, ASERUSBAEIRGZSRFONTAPIUGE I EI &
B R
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o "BEIRERE"

MUSBIXzNZE B ENONTAPIRIR, IERX 4R SHIIEIFIRTE,

e "REnnE

MONATp/EEhR BT RIRHZ R E IR R E NI EIE R,

o "R EEE IR [0] NetApp”
REREMREME RMA BB B4R [E] NetApp o

BN RERER- ASA A1K
EERBEHMNHRZE. BRERERUTENRK,

* You must have a USB flash drive, formatted to FAT32, with the appropriate amount of storage to hold the
image xxx.tgz.

* BRTEXHER] image xxx.tgz FIUSBIAFR&EE. LUHARBELLIERER,
R SRR B O MR IS AR UK EIRYE A FRU 4B 1%
* BSAUEERIEHRE ENAU TS BRSS!
° B _ EH SRR BEEEPRITHEIP AT HIER.
° health £Hl|28 2 R HI2ZHY HA ECxf4zH 23,

VERFNINZZTH- ASA A1K

XA H B AN EREMNBZARCRESZE, BT ERRERIRIRES, 8
BhREH L EIETEITTTHY ONTAP hRZS,

If you have a cluster with more than two nodes, it must be in quorum. IR & & KA FHhEH T TR RIFAIIE

HSRERRNEBITINA S B R R false. WAFAEXAZHIERISE 2 B IEREHR ; 520 "HTR5%EHRF

¥2ENVEZNSE
EXRAZFIEHRZA. ERERIIASESERARERIAEERNEMEBHEE

WitR e RAEESRICE

p

1. {8 _security key-manager keyStore show_fi ¥ HEZAE RS LA T ERES. BXFMES. 5SS
T "security key-manager keyStore showFAf 51"

@ EOIRE R B HM R EIRES R, HAEHE kMIP. ARV M “GeP, HAINXLEEKAIF)ITIES
A Z A EIR2ERAMITFE4EE external onboard
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° NRAKREBREMBE. BEE "KAZHRIEHIZE" URAZHRT Ko

c MNRMHFLETRMEH. MRRAL security key-manager ATFEIRES. BEEER Key Manager
FERFNIRTS,

2. {#F3_security key-manager key query_#¥ ERESNHER Key Manager o
° YN Key Manager FEIER external BY|E/R, Restored true MR AR EMKFAZIRITHIZS,
° YNR Key Manager BRFEE onboard , 7 H Restored FIER true, WEEZH—LHMNTE,

° YR Key Manager B/REE external , M Restored FERERUIMNIERAANRS true, NBEETH

—LEHI NP o
° Y18 Key Manager B/REE! onboard , M Restored FIEREEUIMNMIEMAR true, WEETH
—LEHIINE R,

3. 918 Key Manager EE'ER onboard H Restored FIE7R true, MEHEFHOKMESR:
a EARRTELRERIAN v . set -priv advanced
b. I NS UBTRRAEIREER . security key-manager onboard show-backup

¢ KEHERNAREHNZIRRIAFRETX M . EAIRFEFHIRE OKM WRHIRL T, ERE
Eo

d. &R AR MK AZIRITH2R.
4. Y18 Key Manager BREE onboard , 3 H Restored FIRREUIMNIERAZR true:
a. I MRFsecurity key-manager synciés<: security key-manager onboard sync
@ ERTRLBMARNFHNFERFIREEAEEZEEE, MR ARHERIEITE. 8
BXZNetAppZ#FEBI]s  "mysupport.netapp.com”
b. I8IF Restored FAIE BMIIEEHAIFIE TR true | security key-manager key query
C. IWIFEAIZE R Key Manager E/R onboard, ARFEIEHPOKMEE.,
d. MABTUETERHAEEEINESE . security key-manager onboard show-backup

e FaEERNATENE LRI RETX . EARFEFHMNE OKM HRHEER T, EREER
Eo

f. B L R ik i 25,
S. 1R Key Manager B/REE! external , #H Restored FIEREUIMNIMERAR true:

a. BN EREESHRIEERATRINEBEPHMET R security key-manager external
restore

MRESRN, H@EITEERNetAppFERT] "mysupport.netapp.com”s
b. 3IFR T Restored AFIBEEMNIIEEHAE RS true : security key-manager key query
C. &) AR 2K A I HI2S,
K iAZ AT HI23- ASA A1K
CEESERZHRITHIZRN KT, XASIRE R ITEH,.
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BRAZHFITH R, BOTHEERISRARES, AELEMREIRHR, UWESTESNITHIZRHES MZIRES
SR B IR (HEE.
KFIES

* NRIBERBNESANRS, NAMEREZRITH|IZZSCSITIFEMEE cluster kernel-service

showo cluster kernel-service show @< (fEpriviaRiE F) A B R TaBZ M. ZTHRfHERE. 2T A
B9A] MRS AR IZ T R BB TIRES.

1 SCSI IR RS SFHEN SEBHFHEMT RRIFHER R AREFRZA], BATRFIER

o

* If you have a cluster with more than two nodes, it must be in quorum. IR &EEKIXF| ﬂﬂz:ﬁ _"_IU(/REH
IS EREIE TR A E E R false. MAMEXFAZHITHIZZ ZAIFERZER ; BEL "FhHa5
KERD"

p

1. SNRB A T AutoSupport. M@ EAutoSupport;H B2 1EBENBIERER]: system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h

L FAutoSupport JHEZ IEBEIEIEZEAGIF/NES . clusterl:> system node autosupport invoke
-node * -type all -message MAINT=2h

2. NIBTTIEERITHIZSMIEHI B2 BEMASE: storage failover modify - node local -auto
-giveback false

@ H&%&%|_Do you want to disable auto-giveback? _BJ. Ny,

3. B2 HIZS B~ LOADER 1R FF:

MRZIRITHIZEER .. B4 ...

LOADER #2775 BET—%,

EEFFRE ¥ Ctr-C , AREHMERNEE v,

AART AT ERR IR R MIZTEERNITHIBIEE N EEZIRNMITHIZE: storage failover

takeover -ofnode impaired node name

LZIRITHI28 £ Waiting for giveback... BY, #& Ctr-C , ABEIE v

)

HiREEI7T - ASA A1K

g%*ﬁ%lgﬂllﬁ\ BRI ARREEE FTRAAEERR, HITFEHR5|SMTR. ARER
FEBERPLZEZRSIEN

14


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

Step 1: Replace the boot media
BRI T RAREIERRAS. oL MRERE TRREIRE),

1. NRE W RIEH, BIEMEM.
2. \ZHIZERIPSU LR T EBIRL.

() NREERGEEERER. BT RRELRS RS (PSU)NIEE.

a. R FERF AR EERIRAFIEBS, BSUERANERMUEN RS, UEEERLEERIPEH
EER RO,



b. M TFHEFRGLEIRIEER. HERN AL ERIERAMBEMAIRE. ASH FhEEEs.
C. ¥ FSystem Management (R4 E ) MR,
d. B8R ThREIRTUE.,
e BB FHEIBEALRIMTAOHERAEEERIETIE. MUERE T RABIEERR,
f BRABEERBIESFHBRE L. UERTLUAIRBN .
3. NEIEERPRIFREENN:
a. T EBHER.
b. [ EHeR BN R, KEMEEFBH. AEKRE—S,
4. BEABRNRREINRAEEERRT:
a. BB RASSIBEINREXTT, AEREEEEHENGE,
b. BASIEIREA 5 MR FhEd BT Lo
C ETHERE. MTIREITERNR. ARNMABERE,
5. EMRERATIEIEIR,
a. BERSHAERIEH ORIIASITT.
b. FIREFEHBNIGIE, EETEBANME, ARRKORHAM—ER LiEE, LURERBIERL,
6. REAEIRITR R LRI XAME,
a. BT AREEEHHITEE,

582% . JSONTAPMRGIZIEI BB R

RN BERBIN EEEONTAPIY G, EE]LUSONTAPMGEMEIBRBHNR. AEEMTEHMAEN
HIONTAPARSZ IR "NetApp s2iFiL 5 "USBINTZIRGI2R. AEE FEEIERBIN R
FriaZ i

s BB — 1 THUSBIANEFEIREIES. RN AFAT32. BREE/VH4 GB,

* BRTURA SRBEHI SR EEEITRIONTAPB G R AAERIAVRIZ, &R LAMNetAppszHFih = LA D TH
RN RYBR{G T E"

° NRZHRNVE. BB THIRATRINRA. FEANetAppBINZE T HME,
° WNRFLZHINVE, BIRB T HIRH PRI T H R ENetAppBINZ IR,
* MBREMRFARHAT . NATIEIEHISRHN T A BIRIR O (B E NeOMIEN) Z BRI MEIEE.
P
1. NTFEHAENBIRSMGEHEEES) "NetApp 24" EIUSBIREIRENES.
a. MTIE_EAY"Downloads" (T 5EER RS MG THEEIC A B LM T /E=8),
b. i EERAR S5 RR,

@ WNREEA Windows 1REXAZR, E70E WinZip 1eBXME B ohiRG, EAEMMIZENT
B, 140 7-Zip 3% WIinRAR o
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USBIAFIRhEs N B H ZHITHI28 [ETEIE TRIME ONTAPIR

C. MEIZZAEENAENH USB A7FIKENE.
2. BUSBIRfFIRThER Il N R EIRIEIR _ERAYUSBEIE,

MR USB INTEIRTHES R EENFE USB IRERIERET, MAR USB =Hl&imaH,
3. BERMIGNBRIZEE. AEENREBREETES,

R REMEEI ARG, £HI2RFIZENEE.
4. 1% Ctrl-C 72 LOADER {2 RAFAMZLE, ARPETEENTTE,

MRAKREBRUIHES, 5% Ctrl-C , EEELUBEIEIPRI, AREEERIZRUShEMNEER.
O. 7£ LOADER 2T iR B LR EE A

° NREFLEDHCP: ifconfig eOM -auto

@ EEEN BRI OREEINEIEELRR var XERSHAE, BT 5iaiTERRIEH2EH
SRR R TIEER BN . You can also use the eOM port in this command.

c MRBEEEFohEE: ifconfig eOM -addr=filer addr -mask=netmask -gw=gateway
* filer_addr RFERSZR IP ik,
* netmask BEEE HA BEoxd T RV EIEMLEHI WL &R,
* gateway ZMILEHIR X

() rmopnTEREsmsg, BX¥EEE, CTUEBHERHLEA help ifconfig o

BEohiER%- ASA A1K
ZATIM USB IRGh2S /250 ONTAP g, AR EHRSEHIIIMETE,

TE
1. MINEREFR AL, MUSBNEIR&IZZEEIREME: _boot_recovery _

LEBREIG M USB II7FIRThEE T #io

2. BIURTRE, BMAMEGRIRIEZRE LIESRERNBAME,
3. & var X%
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MR RFKIEEIBTT
ONTAP 9.16.0 E{E 2 hkas

BA ...

a.

EZHERIZE E. BEIFNR Y Do you want to restore

the backup configuration now?

EXRERIEE L, SRAGIRTESNE Y_
/etc/ssh/ssh host ecdsa keyo

EEITIR BFRE N ITEHIZE L. BT HIZSRBE NS RINRLE
%1 set-PRILEGE advanced,

EETRR RFMECIHEHIZE E. iTfTrestore backupm$
. system node reRestore -backup -node local -target-address=
#1_none_ip_address.

YED MRERRRARINERUINIERDER, BBKR "NetApp 2
'

EIETIEEMEAIEFIE . BRIEHBMENEIER: set
-PRILEGE ADMIN,
ERHTHIzE L, BE Jﬁiﬁ_y_Was the restore backup

procedure successful?o

ERHERIZE L, BEINR vy .would you like to use

this restored copy now?e

EZHEHIZE L. ERFRTENBHIZHIEHIZENE v ( RAE
& _Ctrl-c_BHNBIRE,

WRAFAAFEEMNE, 5i%E_Option 1 Normal Boot._, FN%%
B, "ERZHEER"

BiTH B S LSRR Bo 1528,
fEF8_storagetfifE 4% 1% 321%-from node local &< 32185 #1128,

PUESRREDEE storageﬁiﬁaiﬁ%ﬁ“& node local -auto-3Ziftruedp <
ZHEERE. WEEBEEhRE,

WNRZ A T AutoSupport. I5{EF_system node AutoSupport
invoke -node *-type all -message Maint=end_#n <% /R/BGHEELE

Epelfe =31
A NRUIEIIERM, BEKR "NetApp 25
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MBRSLIEEIBT ... A ..
ONTAP 9. 16. 1HEShRA a. EXHIEHIR L. BRAFRIRSEREEPEEN. & v o
MEIERING, BEEHA-LERIES

syncflash partner: Restore from partner
completeo

b. EZHITHIE L. HEARRTHIAERENISERINN. & v
C. EZHEHIR L. HEARRTNEFEREERENEEN. & v .
d. T"‘“‘:L ?I%U%%J: J:'I_?r*vjl,/?E E%ﬁ)ﬁﬁb ‘J—'_'ETL E_y_o

e. ERHITHIZR L. ERRRTENBIZIRITHZRNR v ARG
& _Ctrl-c_#NBEIRE,

f. QD%%%T@FHHD&., JR1EFE_Option 1 Normal Boot._, &HN%%
EZS FHEER"

0. ¥iEH A ERIE IR IR TSRS,
h. f§/_storagetfif&E 444 351%-from node local_#n <33T HI28,

I ANERBEERA_storagetlifEi% 2 E{-node local -auto-RZiktruedn <
ZHEEmRE. WEEBEEhRE,

J- AR BT AutoSupport. i5{ER_system node AutoSupport
invoke -node *-type all -message Maint=end_#< iR R/BEEE1E
EhielfEES LN

A NRUEIRERM, BEKR "NetApp 25

S5 - ASA A1K
e BB R LRI

F1P . ERIRHZAEES

T FERE I IZFIAIHERAIS BN E TR A T IR ZAEIER(OKM). NetAppfFfiEiNZE (NSE)
ZNetAppENE(NVE) N RAN T,

() WREATNSESNVELURIRHSIMIZREIRS. NS REL SR ANBRINaE.

p
1. Rzl B 4 4R B ARIEHIEs.
2. MONATp/E IR HREFE U TEDZ — IR RIR B AE RSB E.

19


https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com

20

%I BAERHEAEERRSREENRS
MONATpEEhR BT RIRHZ A E RS E.

FaZal
EROKMECERY, FELUTESR:
* BRIANEECENEEEIE "B EAREEREE",
* "IREEAEIESFNER"(ENX)
* BT AR H R A SRS MM RS CENEEEE" 318, ARBAL.

g
1. MONTAPBoh3 £ HEFIEIN10:

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2? 10

2. HIAE IR EUREE, This option must be used only in disaster recovery procedures. Are you sure?
(yorn)’'y

3. WAEEESCEMNZEBIEER X,
()  wAEREEN. BEHATRERETRA,
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. MANBENER. BENABMFIEEMNITMLEILERENDTT.
FERARERAREER,
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ MREREHAR, B74EE Successfully recovered keymanager
secrets. HITHPEHIFRUEEEIR,

6. MBEhF 8 FEIRIEIN1 AR EE B EhEONTAP,

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. BIAEHIBSRIEHIE B8R waiting for giveback..(Press Ctrl-C to abort wait)



8. MECH T IR EE X ITHI2s . _storage#P&E4%:#% 3 1E-frofnode local -only—cfo-Aggregates true _

9. (NfEFACFORARBNG. 1BfT_security key-manager onboard sync_#<:
10. IR EZ A E IR R EECE B E RIS

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

1. HIRFAERAYBRS . security key-manager key query-reRestored false

There are no entries matching your query.

() tEreveds¥ihifikialsest, T ETEALR

12. NECH T T B & . storagetfif&4:75-from node local

®I2: BEINIRAEERRSREENRS
MONATp/EEhR BT RINPEZ A E IR E.

J-T#L‘Zﬁﬁ

REIMPEAEIESREKMELE. BHFEEUTER:

© BEBER—PNERT = _EM/cfcard/kmip/servers.cigSXFHIEIZS. SEUTEL:
* KMIPARSS 283k,
* KMIPi® O,

p

—NEET AW E F ImIE B8/ cfeard/kmip/certs/client.crtS YR8,
—NERT A E FiEEA LK/ cfcard/kmip/certs client.keySXAFRIRIZS,
—PNEET S KMIPARS3 28 CARY/cfcard/kmip/certs /CA.pmX 4RI EIZS,

1. MONTAP S Eh 8 FhiA Rk 11,
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. FIRRE. MIAEBWRERRER:
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y

EHAILUER U TR

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}tn
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. A NMETRIREEXER:
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. MERTERTEM

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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5. MBEhHE 8 iR I%kIN 1 ML B EhEONTAP,

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A AR A A A A A A A A A A A A A A A A AR KKk ko k
* ok ok ok ok kkkk ok ok ok ok kk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)7? 1

$2F . TRBHNTRER
FERERMGE. BUEMRANEHEFERTMBEHNTRE T,
1. EEH G RH:

MRIEHSER ... B4 ...
BRI BELEC,
EEFERE a. BREIFIIEHIS.

b. fE/_storagetfifE% % show_ i L HIABEIMEHIZ EERTHITRE,

2. {#F_storagetfl[E1:T531E-fronode local -only -cfo-Aggregates truedp iG5| & 45 415 EEC I B2 H T
1E BT 2817 i

° J&E%ﬁ%ﬁ%ﬁﬁi&ﬁ%ﬁ'ﬁ?&m, BB TIRRE, ERHEREERED, ERINEIEREEN

° IR LRBN T RARME TRK. BHFFSOH. UEBEHAFRAEEN T RZEIRD,

° YR &<HE NDMP , SnapMirror ¢ SnapVault #iZMEN, HZELHE, EXFMAEE, FESIHE
Az P ===
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10.
1.

E[F3DT. AREER_storagetfifEi % show i LB IEEZZ IR,
7Ecluster-shel 2T, %\_network interface show -is-home false_#<. FIHEAR7EE FiTHI2eMiEO L
HZiEEO,
WMRFIH TEAEO false, 1EER_netint revserver cluster -lif _nokename_#p< 3§ Xtz iREREIE T
i S
RiTHl e st = BInITHIZS. JAIFIBTT_version -v_gp < UG EONTAPARZN,
{#H storage encryption disk show &E&HIH,
f£/8_security key-manager key query i< ERFIHEIERS 2 L FEN S M IRIEEANZEAID,
° 9NR restored column = yes/true , MRTECTHEIRIIE, HAIHETH BRI,
° YR Key Manager type = external # Restored FI=LIIMIERIAS yes/true, 1BE
FA_security key-manager External Restore_#< R &4 10IEZ BHIZHEID,

() mmessm, ERAEPZS.

° 1R Key Manager type =onboard #l Restored F=LISMIMEMAR yes/true, BFER_security
key-manager onboard sync_m<{EFEBERGT R LHR/IIREZ A,

88/ _security key-manager key query_#r< IIEPRTE S 9KIE Restored ZFARIY= yes/true o

Bz &4 B R 1T H28.
£/ storage failover giveback -fromnode local S RILIT 280
MR EMER_storagei’fE4%T51E-node local -auto-Riktruefs SRR BRIR. MR BEH3TE.

YR BT AutoSupport. 1EfEA_system node AutoSupport invoke -node *-type all -message Maint=end_
i LIER/BUHR LE B el A,

S HPE R IR [E125NetApp - ASA A1K
REBEARENE RMA 3 BBISHEEHHERE] NetApp » "SHHEEIAER A XM= 8. 5

DADALE
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