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a. WMAFNBRRN. AF v EHIRTRIBAN “set -priv

advancedo
security key-manager onboard show-backup

c. Copy the contents of the backup information to a separate file
or your log file.

You'll need it in disaster scenarios where you might need to
manually recover OKM.
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security key-manager key query

d. IIFEA R T Key Manager B7R onboard, AEFIHE
ﬁiOKMGw

e. AR TUBTEHREESEMNMES:
security key-manager onboard show-backup

f. Copy the contents of the backup information to a separate file
or your log file.

You'll need it in disaster scenarios where you might need to
manually recover OKM.

g BRI UReMRAZHITH . %2, "XHZHREGH

X A= iEHlzs- ASA A1K
EEE=RSIRISHIRN%T, XAREESIRIEHISR,

BRAZHITHER, BOTHEEFISBIRES, HELEMREIRHR, UESTESNITHIZRHE MRS
B IR (AR,

XFIAES

* MNREEHANIESANRS, NIKTBER E Pz HI28SCSITIFIEMIER cluster kernel-service
shows cluster kernel-service show S (TEpriviaZRIZR F)A 2Rz T R TRIMHERES" . ZTR
BRI MRS LX&iZ*ﬁ','ﬁE’Ji:ﬁﬁ%?o

1 SCSI TR RS SFHEN SEBHFIEMT RRIFHRR R EREFMR A, BATARFAAR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EEKILE |J1‘=Fﬁ§21:1ﬂkﬁ§§¥
HiEHIBERRINEITIRR A EERfalse. MAREXAZTITHIZR 2B B EREER ; BN "HHR5
SERD"

p


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

1. YNRZA T AutoSupport. M3EZ A HAutoSupportE 22 IEB&BI3EZREM: system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h

A FAutoSupport JHEZ IEE N6 G/ clusterl:> system node autosupport invoke
-node * -type all -message MAINT=2h
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2. NBEITIRR BIFRIEHIZZMITHI S 2 BmAAE: storage failover modify -node local -auto
-giveback false

@ LI&EE_Do you want to disable auto-giveback? _Bf. Ny,

3. RRITHIZE B R/ LOADER $&7RFF:

INRZHEHIBET ... B4 ...

LOADER 127 %F BET—%,

EEEFRRE & Ctrl-C , ARTEHIUERIEE v,

AR T E DR MIBITTEENERIZZENEERHAIEHIE. storage failover

takeover -ofnode impaired node name

L Z5ITH 28 B 7R Waiting for giveback... Bf, #& Ctrl-C , ABREE v
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6. KA LBIRIEER A LRI XAME,
a. BN AR EERIHITEE,
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D THMENRG, FH version -v L EREHNONTAPIREAEREZFINVE, WIRGLSHIHER
*<10no- DARE>, MERIONTAPhRZASFZIFNVE,

° YIRERIONTAPHRASIFINVE. BB T HIRHFHNIREA. EANetAppEINE TR K,
° YIRAZFINVE. BB THIRH PR T H A HNetApp BN ZERIR K
* REHNRGERHAN . WA HISZHT R EE IR O (B NeOMEZ ) Z B I MAIER,

p7
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a. MTIE_EM"Downloads" (T~ &) B E R AR SSBRG T B £ A BN LB TE=8)o
b. fRE4EARSS R,

@ WNEREFEA Windows IZEXNNE, 1BE7ER WinZip 1I2ENWE B oG, FERAEMIZET
&, %0 7-Zip 8 WinRAR o
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2. BUSBIRfFIRThER il N R EIRIEIR_ERYUSBEIE,

HaiRIG USB I IRENBS LAETEATE USB & MIEIES, MAZ USB iHlakOH.,
3. BERMIGNBRIZEE. AEENREBREETELS,

B REMEEIRGG. EHRR ISR,
4. 1% Ctrl-C 7Z LOADER {2 RAFAMELE, AFPETEENITE,
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O. 1f LOADER 2T iR E LR EE A
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() ropnTEREsmsy, BX¥EEE, CTUEBHERHLEA help ifconfig o
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a. EXFITHIZE E. BEIFY Do you want to restore the backup configuration now?’

B oy
b. fEZRITHIR L. HRSKIRRESE letc/ssh/ssh_host_Ossa_key B, 3% v,
C. BTN BIFHIELIHEHISS L, BRPUEHISRBENSRIIRELS]: set -privilege

advancedo

d. FBEITRR RFRIEHEHI2E L, i&fTrestore backupm<: system node restore-backup
-node local -target-address impaired node IP addresso

S CMREERBRBRINERDINIERCES, BBER "NetApp 2
e EEfTIRR BIFAESIEHI2S L, BRREHIZBME NEERTF: set -privilege admine

f. EZHIE Shlgs L, HIEBEIN was the restore backup procedure successful?’ B2
" Yo

g EXHITHIZE L, HEEFRY _would you like to use this restored copy now? 1%

.y

h. E2izHI25 £, YRR TEEREHHZSHRITHIZRNIRE v. ARRE ctrl-c ¥ ABoot Menu (
BoiSEE),

i. NBRRARFZREAND, 1H%EER Option 1 Normal Boot., HFNEEER|, "hENMNZE"
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- R e S0k R B BEC I HlER.
. {8 storage failover giveback -fromnode local @< RIFITHIZS

. {8 storage failover modify -node local -auto-giveback true SEEBREE, |

REIER

. YNRBA T AutoSupport. EERRSER/BEVERIEEMEIEZRS] system node autosupport invoke
-node * -type all -message MAINT=END,
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EFRZED 0o

BB

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive

Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10



ONTAP ks
ONTAP 9 7T E R ks

3. MINEESEIME TR,
BRRHRTRET

This option must be used
sure? (y or n):

4. ANERSTEELEIEM R,

prizEdlipull

pri e Y Epuai recover onboard keymanager

BB

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

only in disaster recovery procedures. Are you

MABERIER. ZHeF s EREAEAN.

R HRTRET

Enter the passphrase for

onboard key management:

Enter the passphrase again to confirm:

S. EFI'J )\ﬁlﬁ}'fn o
a. FENMABMFEEDITHIEE

HREMTo
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Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

b. FERNREBIZARE R,

mE3iE5e



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

@ NMEETREHARE, BMHEE Successfully recovered keymanager secretso
ITHPEHEBR L E I F8 1R

6. MBTha R FPIERET LIRS BB ZEONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

R R e I b dh b db b b db O 4

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

7. HINERIZBEAIER S B R TER.

Waiting for giveback..(Press Ctrl-C to abort wait)
8. EEM TR . BN T < BT H 8¢ 1T,

storage failover giveback -fromnode local -only-cfo-aggregates true@%ﬁ()
9. EEACFORGRMA. BITUTHS,

security key-manager onboard sync

10. S N E IR M R B R RIS,

16



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

(D MRRD L. MREIEEFRRA. MASEREREMES. WREPEK. NEEER

EEHETRRZAIET—REIRER, BEBRHMINEITRAL 280, BEMHE,
WAUTa<. WRAMBERYERD.
security key-manager key query -restored false(%f()
There are no entries matching your query.

() #erevedB¥irhimistalsedt, RN BREMAL

WMANUTEaL. MEEHT RETHRELS,

storage failover giveback -fromnode local
NREBZABIRIE. FRAU TS HKIER BRI,

storage failover modify -node local -auto-giveback true

AR B A T AutoSupport. IFRIAL TS RIRE BahtliERAG,

system node autosupport invoke -node * -type all -message MAINT=END

EIN2 . AR R EIRSS AL E

MONTAPE IR BIERIMNBEIAEERECE,

Faz Al

RN A E IR (External Key Manager. EKM)EZE. EEELTER.

—NEEFT 5 _E/cfcard/kmip/servers.cfg X R B AT U TE R :

° KMIPHRS5 28341k

° KMIPiIxH,

— N EFTRNEFIRIEBRNXMHEEIZA /cfcard/knip/certs/client.crto
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* MEMERT RHE P IHRARMXHEIZE /cfcard/kmip/certs/client.keyo
—PNEETRHKMIPARS 2CAPRRINHEIZS /cfcard/kmip/certs/CA.pemo

T
BIEH A AEED BIREHI28,
2. MONTAPEBhF B HIEFRIEIN11,

1.

BEREEHRETH)
(1) Normal Boot.
(2) Boot without /etc/rc.
(3) Change password.
(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.
(6) Update flash from backup config.
(7) Install new software first.
(8) Reboot node.
(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIMETH. WINEEWEMEER.

4.

18

BRRAHRTRET

Do yo
Do yo
Do yo
Do yo

HI R REY

BRI

Enter
Enter
Enter
Enter

u have
u have
u have

u have

copy of the /cfcard/kmip/certs/client.crt file? {y/n}
copy of the /cfcard/kmip/certs/client.key file? {y/n}
copy of the /cfcard/kmip/certs/CA.pem file? {y/n}

AU )]

copy of the /cfcard/kmip/servers.cfg file? {y/n}

BMANE P ini RS 215 R0

the
the
the
the

client certificate (client.crt) file contents:
client key (client.key) file contents:
KMIP server CA(s) (CA.pem) file contents:

server configuration (servers.cfg) file contents:



Bl

Enter the client certificate (client.crt) file contents:

MIIDvjCCAgagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALIVT
MRMwEQYDVQQIEwWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS51
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCg5heieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]zELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

MAZEFIRMRSSHERSE. MEIERTTM.



Bl

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

5. MBEhHE 8 IR IN 1 AR EE B EhEONTAP,

BRRARTRET

RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g

kAhkkkhkkhkhkkhkkh kK hkx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. INREZHAEMRE. BRANUTHLRIERBEHRIE,
storage failover modify -node local -auto-giveback true
7. SNR BT AutoSupport. EHRAU TS FRIRE BEhelEES,

system node autosupport invoke -node * -type all -message MAINT=END

20
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