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° [cfcard/kmip/servers.cfg {5
° /cfcard/kmip/certs/client.crt> {5
> [cfcard/kmip/certs client.key {4,
> [cfcard/kmip/certsZ{ CA.prom3 {4,
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showo cluster kernel-service show' i< (fEpriviaRiER F) A B RiZT al B a3 HhERE" . T s
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* If you have a cluster with more than two nodes, it must be in quorum IR EE KRR HHFEITR T RLTF
HiEHIZE R RIEITIRR A EE R false. MARMEXAZTITHIZR A B EREER ; BN "HHR5
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1. YNRB AT AutoSupport . &S JEFAAutoSupport JE 22 1E B RIEIE S

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
U AutoSupport JB B2 1E B Rh 672G\ :
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. ZHBGHIE:
a. MNEEEITHIZBMEE AU THRS:

storage failover modify -node impaired node name -auto-giveback false

b. #HN "y HIEEIRETR BEABEREER? "B
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storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderig o
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C. ERHNHEMNS—in. REBBFRERTHIAMUE). BERA MESHNRAB—IK. HEIHFL. A5
B & RSB e B BiE EMiL,

2. ZRERBMN:
a
b

Step 3: Reinstall the controller
Rizhl R BT RINEPHERBR.

XFUIES
TEERT EMRETHISR RIS FRMITHISR M G)RRE. IREARIZHISERRESENSE,
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RFEMEE—FLBIEHBRERBAIE. ARTERARRTINE. EEEHISRTEM
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RFmeREREUE. HERNEFEIUEENL

1. G LIRS, ARIMBYSIEdiaietRs]. BT ENLL,
2. BiEhIZmANAE—+.

RiEwSEESTETHFAOXNTT. ARERFMERHERIZE R,

BRSNS, RIS e XA,

3. B EIMEERITHIE; BR. BB RRZIENEIRPSU).

HBfRIEH QB4 EEREITHR. BNERERRERERISTERNIEH T IREEE .
FER T RE R R R IER BT,

4. BiEHBETeRNIE:

a. AT, EERRISS PIRIERHAF T2
RiEwgB AR, B7BANIE. SNEsESRIrEESR,

eEAMEGE. T2 AT ELoadertERfTo ©MECHITHIZRIRIG IR

a. [a) LhEdLiThlsa =M. HERFEBIE L

S. IR ERTIEE IR HI2R _ERIPSU,
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MREESHIERE... B4 ...
mPSU a. FERZEAPSU,

b. {55 A B JRELE] E 28 [E FE FE IR %Ko

BRPSU a. }D-subE i IR IER IR ENPSU,
b. ITEFMBIENEIRE]. HED-subEREEIRLLIEZZERETEEPSU,

T—F1750
EMEERZRHBESNRE, & MEX T RIERONTAPERE" o

RREINT TR EBIONTAPIR{G- ASA A20. ASA A30F1ASA
A50

EASA A20. ASAAso‘JzASAAso?%ﬁ%%,;LEP;z EHBBEIN RIgEER. RSB 5
Bt BRMERTIE. LWENEITREREFNT SRR E,

T‘ mEdiEP. ZACKERSERBMNE. HHEFMEANEAMELRE, MREATERME. RARKES
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* WELHNZAEIEREE:
° IREZIAEIESE (OKM): FREEKESCEMNZEEIEEME IR
° SMERERIAEIESE (EKM): BERBHT AT XS :
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

$HIE
1. £ LOADER 127" F, BoiEmNBRmETE:

boot recovery -partner

FERETRUTHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BEBSINRRERS IR,

32 5E A 27 Installation complete JH B,
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3 RHEMEBER, HETUTHEEZ—!

NREBIHE... 1R1F

key manager is not RARLZEMEIIRE,
configured. Exiting.

a. FRHERRETHI.
b. BRI RHIIEEFHE=IE]:

storage failover giveback -ofnode
impaired node name

. gifE EFEABEmhRATIEE NREWHEZRT
key manager is EREMEINEE, RiFMEZEAEER,
configured.
@ MRAFT AR ZAEESRMLE, WETHIFHES, HETERASEERERIAEE
PR ERDE (IRESIMNE) o BEIBIRTR AL,

4. FEREAGEREMNERIEEREAEIES:
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REZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARL,

d. HIETEY, MAFERZAEERNEHEE.

REE D BIER REVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are



9 B EEFEERRITHIZE R E ERIETT:

storage failover giveback -ofnode impaired node name

h. EH T RceRohH A IRRMEIERSE, BRI OKM ZiA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

ETREPIRERXHFATEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R

11
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V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX
XXX
XXX

XXX

XXX
XXX
t

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX

« XXX

XXX

« XXX

« XXX
« XXX
« XXX

« XXX

XXX

XXX

XXX

XXX

IRC2:!RC4:!SEED

XXX . XXX . XXX . XXX

XXX XXX XXX XXX

:5696.host=xxXxX.XXX.XXX.XXX

:5696.port=5696

:5696.trusted file=/cfcard/kmip/certs/CA.pem
:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

:5696.nbio=1

:5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key
:5696.ciphers="TLSv1.2:kRSA: !CAMELLIA:!IDEA:

: !eNULL: !'aNULL"
:5696.verify=true

:5696.netapp keystore uuid=<id value>

V. INREIIER, WA AT SAIONTAPEEEE UUID, &
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

BILAEA LA T 85 MR BETS

HIE

N

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&



BRIGES EIg B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELETHETREIREMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

S. MRERABIRE, BEENBH:
storage failover modify -node local -auto-giveback true
6. AR E AT AutoSupport. MR R BoheE =5

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE B THIRMEIER, BRI SHIEEHEEI4NetApp”s

ISP ER 4R [C]25 NetApp - ASA A20. ASA A30F1ASA A50
ANEASAA20. ASAA3OTHASAASOFERAHFHIFENABHLZEHRIE. 1BEFHFEIRHIR(D]
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