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NRBEIRMTF UATAARHNBHHEIRER. WEBERBEIN BH MEH T RiERONTAPIRE:

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel: Device not found

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)
ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
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* MERSFERAUTAZEZ —IERFZEAEIESS(OKM)HIMBZIHEEEZ(EKM):

° IR LUAR AR EERES BB FAOKMIEKM,

c BRNEERLBERAOKM, BILIfER security key-manager onboard showe

c BINEEZTERBHAEMM, ERILIfER security key-manager external showe
* JFOKM. EEBOKMELITEXHRNR
* WFEMM. EBFREEWN TR EUTXHEIZE:

° [cfcard/kmip/servers.cfg> {4

> [cfcard/kmip/certs/client.crtSX {4,

> [cfcard/kmip/certs client.keyX {5,

> [cfcard/kmip/certsg{ CA.prom3 {4,

== 0
* BSMIEIERRIEEIEE LN AU TS BHRaS<:
© B _IEhlSR R B EHEPRITHEIR BRI,
° health $TH28 R ZHIEHIRHY HA ECxf42H 23,
* MRFTE. EALETAFENBEUEEEE) LED. UEBRIIREMNFE, EASSHERZIBMCHIA

“system location-led on &<,

EENFMEBE=1"EMLED: R2ERErERLE—). 8MTHIZE E— Location LEDs remain illuminated
for 30 minutes.

BRI LR NGRS EH KX system location-led off, MIRERHELEDESEILEIEXN. A LU NGG
SRWBEBERE system location-led showo
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* MREFERNEBSANRS, N MEKREZIITH|ZZSCSITIFMNEMHER cluster kernel-service
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* If you have a cluster with more than two nodes, it must be in quorum.iz[]%%ﬁ;kﬁ@]ﬁ:*ﬁ:ﬁ:ﬁ,{k&Et}
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1. SN B AT AutoSupport. M@ EAAutoSupport;H B2 1EBTNBIEZRER]: system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h

LA FAutoSupport JHEZIEE BRI/ clusterl:> system node autosupport invoke
-node * -type all -message MAINT=2h

2. NBETTIRR BRI HISs RS S 2R BERIE: storage failover modify -node local -auto
-giveback false

@ LIZEE Do you want to disable auto-giveback? _Bf. Ny

3. B¥EMITHIZEE R LOADER $&RFF:

NRZIHRITHEEE. ... B4 ...

LOADER 127~ #¥ BET—%,

[EEERFRE ¥ Ctrl-C , AREHIIERNEE v,

ARFAR AT R MIBTTEBNIEHIZEE NI ERINNEHIZE: storage failover

takeover -ofnode impaired node name

L2128 £ 7R Waiting for giveback... BY, & Ctr-C , ABEIE v
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3. ZEREABMN:
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Step 3: Reinstall the controller
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1. G EEHIERIPE. AR IEdiaietRs]. BT ERLL,
2. BiEhIZmANAE—F,

BEEIREESTERNONT. AGERFMERRMEHNS.
(D) wreEnSsmeE UE. BIELIRREETEXR.
3. BHAEMEEIEHS; B2, LHEIEERAENBEPSU),

@ HBfRIEH QB4 EEREITHR. BNERERRERERISTERNIEH T IREEE .
FER T RE R R R IER BT,

4. BiEHBETeRNIE:
a. AT, EERRISS PIRIERHAF T2
RiEwgB AR, B7BANIE. SNEsESRIrEESR,
@ IEHISTEEEEAYEERR. EMETHIZREER,

a. INRITH BB E Loaderf R . IBEMBENIEHIZE. boot_ontap
b. A EHEAEITHIZRFR. HERREBE L.
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MREBEHIEE... BA ...
AmPSU a. FERZEAPSU,

b. A HEIRLE E 23 E E BB R,

BiRPSU a. ¥D-subE R EBIRLLIEZIHAPSU,
b. T ZREIEHEIRE]. BED-subBE R EEIRAIEIESEE EPSU,
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* MERSFERUTAZEZ —IERFZEAEIESS(OKM)HIMBZIHEEEZ(EKM):
° BEILLARE R AR ERRES E B AOKMEEKM,
- BNBERTEBAHOKM, AILUMER security key-manager onboard showo
- BNEREERBHAEMM, EaLIER security key-manager external showe
* JFOKM. BEEOKMEIZTIEXXHAR
* WFEMM. EBFEEEWN TR EUTXHNEIZE:
° [cfcard/kmip/servers.cfgS> {4
> [cfcard/kmip/certs/client.crtSX {4,
° [cfcard/kmip/certs client.keyX {4
° [cfcard/kmip/certsE{CA.promX 4,
B
1. ffLoaderf@ R fT4b. HINGL:

boot recovery -partner

REEERUTHER:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BEBRSINRREREIRE,

I3 25 27 “Installation complete. JHE,

3. RN ENMBEMMELE. HETHFHEEZ— RIEERIER. HITUTREZ—!
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B8, BRISEIHERS L EETRETHREES, CHET—SEREL. WIRT
()  rremETEPEES. ATEARE T IHALNTAEES. RANTE. IR
a4z,

EREEBHRERR TR

Error when fetching key manager config from partner ${partner ip}:
S{status}

Has key manager been configured on this system

Is the key manager onboard

NREBFHE... 12(F

key manager is not ARG LERLREME. THRUTTE:
configured. Exiting.
a. BRERETHN. BRITMAHREEFE:

storage failover giveback -ofnode
impaired node name

b. NREBABMRIE. FHRESBSUBABMRIE,

key manager is BRESBALUEFEHENNZ R EIERE,
configured.
TREIA R B R HIET:

* ET0iE A T ABIREZEIAEESS(Onboard Key Manager. OKM)
SES

* EBER T ABIINIEAEESE(EKM)BI RS,

4. EEEHNRAEERERIIE.



IREZHEIESE (OKM)
MRLMEIOKM. ARG ERUTEEHFIBIZITBootMenuiZEIii10,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. AN Y UEIAEER T OKMImE J iz,
b. HIURRAY, WARBZAEESRMNEDIZE. BTN B REANZEEHTTHIA

REREIRERE TG

Enter the passphrase for onboard key management:
Enter the passphrase again to confirm:
Enter the backup data:

\

JB=Fuk =N

\

C. MECH T R RAER SCAFRT. HeinizinE

MEIERNE. TRBENRBD, UTTHERTERINE:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

d TREFBMGE. BIARFMERNHESET. URIEBHNBRMER TR,
e BT FEERRITHIZE R E ERIET:

storage failover giveback -ofnode impaired node name

f. ERHTH R RHIEMHEES. EBIEETHRES OKMEH,

security key-manager onboard sync

SNEREREAEIESE (EKM)
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key manager is configured.
Entering Bootmenu Option 11...

a. F—FHEURTFENRGPMEITAIONTAPhRZS

MBARFKIETIET ... 1R
ONTAP 9.16.0. i. 3% CtIr-C IR i BootMenui%&Ii 11,

ii. #% Ctir-C"IRHEKMEC B F FEHIREIZ5hHEE,
iii. 1%EFEBootMenui%kIng,
v. BB R

YNR "AUTOBOOT IRE Y. NT R¥EMBEHERENT
RPREENXH.

9N "AUTOBOOT RigE. BHNEBNNEHGRL. TR
BEEHERRN T R ERVEEX .

V. BRI R MEEMMERIFBEINT RS X,
vi. BERITSEC

ONTAP 9.16.1. PEHITR—5

b. HIRTRE. WAUTEKMEEEIRE:

1B1E ANl
BAXGPRNEFRIEPAS EREPIHIEBRERG
/cfcard/kmip/certs/client.crto
————— BEGIN
CERTIFICATE-———-

<certificate value>

11
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1BR(F

BAXGHPNEFHBRAXGAS
/cfcard/kmip/certs/client.keyo

BN HHIKMIPARS 2BCAX AR
/cfcard/kmip/certs/CA.pemo

Nl
BREFIHERXHERTRRG

<key value>

————— END RSA PRIVATE

CERTIFICATE———-—--
<KMIP certificate CA value
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/cfcard/kmip/servers.cfgo

Nl

BRIRSERECE XA B R

XXX . XXX . XXX .XxXx:5696.host=
XXX XXX . XXX . XXX

XXX XXX .XXX.XxXxX:5696.port=
5696

XXX . XXX .XXX.XXx:5696.trust
ed file=/cfcard/kmip/certs
/CA.pem

XXX .XXX.XXX.XXx:5696.proto
col=KMIP1 4

I1xxXxX . XXX .XXX.xxx:5696.time
out=25

XXX .XXX.XXX.XXx:5696.nbio=
1

XXX .XXX.XXX.XxX:5696.cert
file=/cfcard/kmip/certs/cl
ient.crt

XXX .XXX.XXX.XxX:5696.key f
ile=/cfcard/kmip/certs/cli
ent.key

XXX .XXX.XXX.XXx:5696.ciphe
rs="TLSv1.2:kRSA:!CAMELLIA
:!'IDEA: !'RC2:!'RC4:!SEED: !eN
ULL:!aNULL"

XXX XXX .XXX . Xxx:5696.verif
y=true

XXX . XXX .XXX.Xxx:5696.netap

p keystore uuid=<id value>

13
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MNREIIE R, BRI =AONTAPE ERONTAPEEFUUID A
EtUUID,

Notice:
bootarg.mgwd.cluster uuid
is not set or is empty.

Do you know the ONTAP
Cluster UUID? {y/n} vy
Enter the ONTAP Cluster
UUID: <cluster uuid value>

System is ready to utilize
external key manager(s).

NRBIET. BT RAIRRRZEON IR MR E RG]
®E

In order to recover key
information, a temporary
network interface needs to
be

configured.

Select the network port
you want to use (for
example, 'elOa')

eOM

Enter the IP address for

POrt : XXX.XXX.XXX.XXX

Enter the netmask for port
XXX XXX . XXX XXX

Enter IP address of

default gateway:

XXX . XXX . XXX . XXX

Trying to recover keys

from key servers....

[discover versions]

[status=SUCCESS reason=

message=]
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kmip2 client: Importing keys from external key server:

XXX XXX . XXX .XxxX:5696

[Feb ©6 04:57:43]1: 0x80cc09000: 0: DEBUG:

kmip2::kmipCmds: :KmipLocateCmdUtils:
[locateMrootAkUuids] :420: Locating local cluster MROOT-AK
with keystore UUID: <uuid>

[Feb 6 04:57:43]: 0x80cc09000: O0: DEBUG:

kmip2::kmipCmds: :KmipLocateCmdBase: [doCmdImp]:79: Calling
KMIP Locate for the following attributes: [<x-NETAPP-
ClusterId, <uuid>>, <x-NETAPP-KeyUsage, MROOT-AK>, <x-
NETAPP-KeystoreUuid, <uuid>>, <x-NETAPP-Product, Data
ONTAP>]

[Feb 6 04:57:44]: 0x80cc09000: 0O: DEBUG:

kmip2::kmipCmds: :KmipLocateCmdBase: [doCmdImp]:84: KMIP
Locate executed successfully!

[Feb 6 04:57:44]: 0x80cc09000: 0O: DEBUG:

kmip2::kmipCmds: :KmipLocateCmdBase: [setUuidList]:50: UUID

returned: <uuid>

kmip2 client: Successfully imported the keys from external

key server: xxxX.xXxXx.XXX.xxx:5696

GEOM ELI: Device nvdOs4.eli created.
GEOM ELT: Encryption: AES-XTS 256

GEOM ELT: Crypto: software

Feb 06 05:02:37 [ server-name ]: crypto get mroot ak:140
MROOT-AK is requested.

Feb 06 05:02:37 [ server-name ]: crypto get mroot ak:162

Returning MROOT-AK.
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System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

kmip2 client: Successfully imported the keys from external
key sServer: XXX .XXX.,XXX,XXXi1XXXX

Successfully recovered keymanager secrets.

" MIRFHINERZSR. RAREEHETELEREE, HERERERMESTEHE. WA
M EFNEITMEILFE boot recovery -partnero

ETRERREFRNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR AR A AR A AR A AR A AR A A KA R A AR A ARk A A A A A AR A AR K, Kk

W ATTENTTION B
* *
B System cannot connect to key managers. &
* *

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

TREMBME. BEIHARKMEBRTHEEBITREIESEHNRIREZE M.

B R E T IER M E IE R IETT

storage failover giveback -ofnode impaired;nodeﬁname@ﬁjZ)



o IRELABHRIA. FEMBHE:
storage failover modify -node local -auto-giveback true(g"&f{)
6. AN B T AutoSupport. NEE B &heI 22

system node autosupport invoke -node * -type all -message MAINT=END(§+&5‘C)

ISR SR 4R [E]25 NetApp - AFF A20. AFF A30F1AFF A50

REREAEHEY RMA BRI 4R E] NetApp o "SMHEREIFER"EXIFMER. 18
DAL
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