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EEERBHNTRIIER,

e "R a8

FRERBMN R, XAFERFROIZE R,

©...

MIEEHISRIRPBIREIERN BT A R =B RIETIT B,

e "EIREEhI B YRR g
MECFHT 5281 E FRONTAPBR (R,

e "G PRI E] NetApp"
RIREMFEMIEY RMA 15 B PR SR 4R [E] NetApp o

BB T RIMMERERK - ASA A400

TEEHASA A0 BB T Z B, BHRREENINERNLEEK, XEERIEEES
WEERNEREHNR. BIAZIHRIEHE LA e0S (eOM RF) IWmOEEHWIE, LK
EEEBRATIREZEAESIESE (OKM) SSMIRIAEIERE (EKM),

BB RIMERIZNIEONTAP 9.17.1 RESRAERRZZHF., NRENFERFEITHEFRHAMAAIONTAP
, BER"FHRHMERER" .
* B TER S MNetApp i EIHN A EMEEINE R FRUA H R BRI FE A 14
* WIERHITHIZE LAY eOM (IRF) InARSEEZRSHHIE,
eOM xR FE BB e EI ZPER MERIZE Z B TEE.
* XF OKM, EFEBEEESCENZE UK &R,
* FEMM, EBFEERXT R EUTXEGEZ:
° [cfcard/kmip/servers.cfgS {4
° [cfcard/kmip/certs/client.crtSX {5
° [cfcard/kmip/certs client.keyS {4
> [cfcard/kmip/certsZ CA.prom3 {4,
* BRI, BN AR ERIERIREXEER:
o _ZHUTHIZS_REEERITHIPIIEEISE,
o _fEERITHIZS_BRHUTHIRA HA k.

T—%175h
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BESISNEREKRGE, &I XHE

KAEHIZE LUAITE BB RIE - ASA A400

KHIASA A400 FERFHRRIRIESES, UMEBIEEXRAE BB RMELREH
REBRAFREM,

BRI RIMETIZXTEONTAP 9.17.1 NESRAFRFE. MNRENEFERSTITHEFHMZASBIONTAP
, BER"FHEHRERRE" -

BRAZHITH R, BOTHEERISRANS, AECENRERH R, UESTESNIEHIZRSRSMZIRES
Eafr g hE (AR,

KTFUIAES

* MREFEARBSANES, NN MEHREZUTHIZZSCSITIANEHEE cluster kernel-service
showo cluster kernel-service show' #i % (TEprivaRiZR T ) Al B RIZT MBI T KRB R HERE" . ZT R
E,J—_I-ﬁﬁ I‘i'{ku_.\ L}\&l/(jﬁ'- =) E,Jl_'f—.l')lkn_.\o

51 SCSI TR RS SFBHIZN SEBFRIEMT RRFHPRIK R, EREFIMRZA], BASTARFIEIR

o

* If you have a cluster with more than two nodes, it must be in quorum.ﬁﬂ%ﬁﬁ*iﬁ@]@iﬁiﬂﬁ%/ﬂEﬁ?
RIS ERRIEI TR A EE T alse. MSMEXRAZHITH SR ZAIE ERFHER ; BEN "HTR5
EBED"

TIE
1. AR BT AutoSupport . 3@ E B AutoSupport 8B 21 BEheliEZG:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

LU FAutoSupport JEE 22 1E B ah el = 25/ 6T

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BREHRE:

a. MEERITHIZRAvIEH QAL T e <!

storage failover modify -node impaired node name -auto-giveback false

b. X\ 'y YIEBIR T EREELAEMEIR? "B
3. B2irHlgs B~ LOADER 1@/ AT:

MEZHITHIZBZE R ... A4 ...
LOADER &/Rf¥ BET—F,
EEERFRE ¥ Ctrl-C , ARTEHIERNEZR v,
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RZHITHIEETR ... BA ..
RGBT AT N E IR TS MIBTTIEERITHI S R E S E (R H 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ &’

T35
RIS, EEN EREDNE

ERBEINTBUAKRIL BB ENMRE - ASA A400

ASAA400 ZGTHRBYE TN TR iE T ERRIBEIHFECE LR, BRI EREB AT AT
HSEER, BERZBRNBHN R, EEFISERARESRENNER, ARERTELS
ZRIRIR,

BB TR EZZNFEONTAP 9.17.1 RESMRARRZXH. MRENFERLISITHZFHRZAKIONTAP
, BER"FHRHERRF" -

BEINT BT NE T REHIZ RN, M RGBSR RREN B 318,

p

1. MR EAREM, BIEREM,

2. BRERIRAEERR, AEMBIRPIR L.

3. MR AAMEL L ERIRE LHVBIRE, AEMNEHSBER R TRASAIN SFP (MIRFE) , HR
T A BVIERE,
RESBERLERREP, UWEEERLELALAEEREN, HLRTIERF.

4. B4 EIEIRE MEHIZRRIR PR HBRE—3,
o A TEMMBIEFD, ARRRR R T hef ™ M-8l

e SR RIR = MALFE SR BB IS Lo

CrEm =
I A 45 R E
4§$@54;

7'*“
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‘. PATE F 8

e; EhlEs MR R BRI

6. RHIZHISR SR HAAE.
R=h SRR LAFERT, IBHRESHHE R SR IRBYERER.

7. BITH SR F iR R E L
8 FIFENE:

BEFRE

FEXEERERIZFEE

@ L BN E

a. FrENEMMEYBIE F T HIs RIR A EiR %,
b. R@NEBMITHIBERNEE, AEKHER LIEEET2ITANLE,
9. NIz gstER R I H N BB T
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° RiEeEd

eg B _Ehefe BT B METE R EX

a. BEMNBCRHNE SR, BB R LENSERERRE,
b. ¥EN R EiER:, ARBRNT RN EERERERI .
10. REABHNTRENLS S BN BHEIENTT, ARBHERENGE.
N. BWERMNR, BERETEEETHEET.

MBELE, BFREBEMTRIFEEENENEE,

12. BEsh T BB E I
a. FEEhoTBR T heds 2l E R
b. W—RFIEMERDNENRY, AEERTEIDNMEN—R, ESEEHERE,
C. M RN, {REEGMERELUS R TBHE ML

13. XEENE,
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=175
YIEEMZIRBEN S, "MECKH T IR RONTAPBRIE"

MEEIUHETT R BEIRE BB - ASA A400

EASAALOOR SRR EMBVE N TRIREG, ERILUBMBIEMTRIREETE, LIME
MTNRMRERE, EMETEFR, RASNEEEERBAME, HEE EEERZEANM
FRE, NMREBRAEAMNE, RFEE5IFETHRENBMESE,

BB T RIMEZZNFEONTAP 9.17.1 RESRAFZH. MRENFERLISITHIZFHRZAFIONTAP
, BER"FEIEMERER" .

FaZal
* RGN ERIAEIEERE:
° IREFIAEIESR (OKM): FEEESCENZBEEEME D EE
° HMNEREREAEIESS (EKM): RERBMHT AT X!
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

Uz
1. 7£ LOADER 12 "FT T, BB RmEdTE:

boot recovery -partner

REEETUTHEHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BRI RRERELTE,

33252 27 Installation complete SH R,

3. RHMEMEBR, HETUTHEBZ—!
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4.

MREEIHR... 1R1F

key manager is not RARRENMNEINEE,
configured. Exiting.

a. FRHERRETHIL
b. RN RHIIEEHET

storage failover giveback -ofnode
impaired node name

c. mif EFEABMRIAEE MRERERT
key manager is BREMZEINEE. giFMEZHEES,
configured.
@ MREZRLERFZIAEERRE, WSETHIRAES, HETREHIAZEEEERIAERE
BUNMERR (IREIMNE) o BEIBFRT A4S,

ERESHEENEN I REZAEES:
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REZIAEIERE (OKM)
AR TIU TN HEHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are



9 B EEFEERRITHIZE R E ERIETT:

storage failover giveback -ofnode impaired node name

h. EH T RceRohH A IRRMEIERSE, BRI OKM ZiA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

ETREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R
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V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX
XXX
XXX

XXX

XXX
XXX
t

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX

« XXX

XXX

« XXX

« XXX
« XXX
« XXX

« XXX

XXX

XXX

XXX

XXX

IRC2:!RC4:!SEED

XXX . XXX . XXX . XXX

XXX XXX XXX XXX

:5696.host=xxXxX.XXX.XXX.XXX

:5696.port=5696

:5696.trusted file=/cfcard/kmip/certs/CA.pem
:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

:5696.nbio=1

:5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key
:5696.ciphers="TLSv1.2:kRSA: !CAMELLIA:!IDEA:

: !eNULL: !'aNULL"
:5696.verify=true

:5696.netapp keystore uuid=<id value>

V. INREIIER, WA AT SAIONTAPEEEE UUID, &
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

BILAEA LA T 85 MR BETS

HIE

N

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&



BRIGES MR B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELETHETREIREMESES. M LOADER IR EHEITME

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be

available.

KA A A A A A A A A A A A A A A A A A A A A A A AR AR AR A A A A A A A A A A AR A A A AR AR AKXk ko k
w ATTENTTON B
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE B THIRMEIER, BRI SHIEEHEEI4NetApp”s

BRI BT EUREZ NetApp - ASA A400

INRIEHIASA A0 R FFRIENAMHINKIE, BRI 4HR[EIZENetApp, 15
FHR[EFNER TE LRI E ZE R,
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BEohig(K - FopikE
BoiEAFahiiE TIERIE - ASA A400

BIEEEMER, WEMERS. XAEHSE. BERBHNHR. BaiRERE. REN
BUURBIIERGINEE, FHIAEHASA Ad007FERSHRBVBTNT T
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USB AEE
s BIREE— MBIV FAT32 B9 USB AI1FIREHEE,
* USB A A BBHNEFHEREREM image_xxx.tgz' X

NS
B4 \image_xxx.tgz ¥XHEHF USB INTFIEENES, £ USB IN7ZIREIE(EHIONTAPBME IS E A I XX

P ER
fEFANetApptR IRV R LA {4 SR B IR PR R 14

1EHI2RIR%!
ERZRNBHN T, FadNAEERNERREXEE:

© _BRIEHIS REEERTAR RIS,
© _MRERITHIER RSIRIHISN HA (KK,
T—HRfs
EETHIISNENERE, ERERERHNE L ONEEPZHIRE"

REMNZZIPZIFIIRE- ASA A400

EHRRFERALNHER 2. EFERIEBHNT R ENINZEZRZFIRS. 0EE
HIONTAPhR A B S 2 FENetAppENIZE(NVE). XFIEHIZZ 2 /1. BRERAEEREELN
FrEEIIRZ

NREHNEFERGETITRIRONTAP 9.17.1 NESRA, BER"EEHMERRF" NRENRRASITHER
HARRZASHIONTAP, N AZfERFIE R E T2,

S 1. 10FE NVE ZHEFH T HIERRYONTAPILE
HEEAIONTAPIRZAS B B 215 NetAppE NI (NVE), LUEERI LU T H IEMBIONTAPBRGSEE BN .

p
1. KEEHONTAPRR AN B & S N Z -

version -v
R EIE 10no-DARE, MIEHVERFAR AR ZRINVE,

2. FHTE NVE ZIFHIONTAPH (% :
° WMEBZIF NVE: THHGNetAppBEINZHIONTAPIR{E
° NIRRT NVE: TH AT NetAppEMNZHIONTAPRR G

@ MNetAppz#FMI L T EHONTAPIRME R A HTTP 5 FTP ARSS e el At >3, 1EE#t
BN RS iEd, SEEEMES .
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$R 2: WIIRAEERRESHEMEE
EXAHEET Rz, BRIIRAEERLEHEOLERSS.

p
1. MELNRG LERA TN EREES:

ONTAP hig7s BTl aR <
ONTAP 9. 14. 15 EFhrZs security key-manager keystore show

* MRBATEKM. EKM N&EHRLHEEHATIH,

* NRBATOKM. "OKM N&TEdm <t sst,

* MNRKREBHAZHEESE. No key manager keystores configured
NaEs<hE Pyt

ONTAP 9.13.1 S EER R 7 security key-manager show-key-store

* NRBATEKM. “external M&Eer<imtH s H,
* NRBATOKM. “onboard M&fEsm<iaHFFIH,

* MNRKEHAZAEIELE. No key managers configured M S 1EED

LB HFIH.

2. RIBAFHESRE T RAEIER, FITUTREZ—!
NRKRECEZAEIESS:
TR R et X AIEITHIZE, HASEHMITXIIER.
NRECE 7T RAEIER (EKM 5 OKM)
a. WAUTEESGS, ERBREESRTEHNRIERERANRS:

security key-manager key query

b. EEWMHLERHIOEHDME, Restored tTF, ILFHETEREIREE (EKM 5 OKM) KIS HIIEE

HESEMINME.,
3. IFIRIEEHNEZREER LB TTMENAIREPE.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R X HASRIEEGIEE, HASHITIIIER,
NREFARETHERRE true’ T“BIRE"FIH:
a. BN EIRAERIAME D EHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, Restored I+,

NRFIERBEER true T BIRE"FIH:
a. &1 OKM 58
L PRSI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
il. 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:

security key-manager onboard sync

HIGRREY, BN 32 PN FEHNFERFASHNHZRAEERN.

@ XEREAERYEEEFHZAEERNEBNEEStRREEE, NRELE TS

5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME

security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

“onboarde
c. &7 OKM 58
L R B SR PRART -
set -priv advanced
BN Ty HERRAR R
. ETEPEEEMNER:
security key-manager onboard show-backup

ii. FEMEEEH D IR HFH BT,

NREERIZPREFoINE OKM, ERFEBLENER.

iil. REIEEEER:
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

KANERIZE LURITF IR B E - ASA A400

5eAk NVE 8¢ NSE £55/5, BRBXAZHRITH S, ERAER

BIEER PR RS,

EHEERR(ED R XH

IIRIENEFERLGSITHIRONTAP 9.17.1 SNEShRA, BER"EIEIMERR" MRENRFETHER

HARRZSHIONTAP, MAFUERFohB e TE,

HI1 . RESEHECE

5eR NVE 8¢ NSE 1£55/5, EHREXHZRITHIEE.
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TR
1. B =HizH2s 279 LOADER $27R4F

MNRZHITHIZBRETR .. B4 ...
LOADER &7 #&F ¥ ZE "Remove controller module" .
EESEFNE . ¥ Ctr-C , AREHMERNEE v,

AR HERRTT AR MSTEBNEHSREENEERMNERR. storage failover

HrEg) takeover -ofnode impaired node name

LS RIEHI 28 B 7~ Waiting for giveback... BY, 3% Ctrl-C , AEEE v

2. 72 LOADER = fF4, M printenv LUIHRFIEBEHMEEE, KiatFRESBEXHEH.

() OREHRERFRTEERET, NS TEEFRElER.

YEIN 2 . $THI25 KA MetroCluster it &

() WBREHFRLHERANS A MetroCluster BE, B/EAIRIESE,

BRAZHITH R, BUTHEERISIRES, AELEMRERHR, UWESTESNITHIZRHES MZIRES
e B TR (AR,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEFKIAE |J1EF§JZEEE ﬂﬁ?ﬁﬂﬁi‘
AE RSB ERRNEITIOR A E R R false. NHATEXAZHITHIRE Z AISEEREER ; BEW "BTHR5
EHRD",

* NRIEFERBIZ MetroCluster BRE, MATHIAEEE MetroCluster BEERES, HFEATRATFERBHALE
EHVRE (MetroCluster node show) o

T
1. tNRBA T AutoSupport , N5EID A AutoSupport JHEZE1IEBMEIEZRS]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZIFBohIB RGBS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NBETIERBIEH2SiEH| S 2B EIRIE: storage failover modify - node local -auto
-giveback false

3. ¥ZnIEHI2E 2N LOADER 127457 :

MREZIEHIBET ... M4 ...
LOADER &7 F BRET—%,
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NRZHEHIBETR ... BA ...
EESFHRE & Ctr-C , AREHIRREEE vo

AR RERRTN AR MSTEBNEHSREENEERMERE. storage failover

S RA)) takeover -ofnode impaired node name

L 2RI HI2s £ Waiting for giveback... BY, #& Ctr-C , AREIE v

o

I 3 & $EHISBHU T XN 52 MetroCluster
BXAZHITHIES, BATBERHISRIRE, HEXERYRETIZE, UESITEENEHISRSSMNZIRITH)
S TFERHEUE,

KFILES
* BUTIEIIRED R RERFBEFEL TS, UEANBITESIZHZEAE,

T
1. }2Z MetroCluster RS UBE R RITHI2S B B EZTIEFEAVITHIZE . MetroCluster show

2. IRIBRERET BohtIif, MERTRULHR(E:

WMRITHIZFZH ... B4 ...

B Btk PEFEMITTI—D,

*Bnhtik MIBTTIE BT HIZSHITITRIAIRIZIE: MetroCluster
switchover

KB, EEAEH EEGRER, NRATEE, BRRREEAHEIR, MR EBE R
MetroCluster switchover Bp #ﬁﬁl\ﬂﬁ, BRRRE AT,
SHITUIR, HEUMERT R

3. FIBITIEERERFHPIZIT MetroCluster heal -phase aggregates Bi%, UEHRTSIHIEERSG,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MNREEWT R, ERILIER ° override-vetoes' 23 EH AH MetroCluster heal 88%, WR{EALLRA]
EBH, WRSKEESTMIEILEEIRIERNIRTIR,

4. {§F3 MetroCluster operation show 8 <R ERE B 5o
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. {FH storage aggregate show MR ERSIRE,

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. f£F MetroCluster heal -phase root-aggregates WL RBRERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

yuiﬂﬁg?& 5)R, B LAER -override-vetoes B3 EF & MetroCluster heal 1%, WIREALLA]
S, WRSKEESTAMEILEESRENIRTR,

7. B REEf L{FH MetroCluster operation show RS WIHEERIERTETMK:
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHIZRIR L, WiFFEIR,
ERBIMNTEHESEFEBEIRE - ASA A400

BEMRBENE, EOEH TRBNERIZFER, RESNBNRAEEoRE&EHE
USB [A17 3R 28,
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NREHNEFERGTITRIRONTAP 9.17.1 NESMRE, BER"EENMERRF" MRENRFEITHE
FHIRRASHIONTAP, MR FRmE 12,

B 15 HTEHIZRER
BT HISHRIRAERVAN, BAMAFERE TEHIZRRIR,

p
1. INREEARESM, FEFEM,
2. BEIRAEERR, AREMBIRPIRTLL.

3. IAFFR AL AL EIRIRE LHHIRE, ARMNERSER R TRASAMN SFP (MIRFE) , HR

FA A BVIER B
REABERLEERET, WEEERRELLAEEREN, SLHIER.

4. BLULLERIRE MITHI B ERPENHH KT,
o [ TEAMMMEF, ARRIE T IEEA N,

HEAEHIZRARIR = MATAE RBE TS o

I "x E R E
=

=

o BE B

9 1=HIZR MANFE R BRI

6. JFTHI SR ERIB 8.
RriEH SRR MR, IRHRESRHE R SR IRBVERER.
7. B H SR A AR RRE Lo
F2%: ERBMNE
BRI RISRRRPIRE BN B (B IEH SRR LR FRU BREY) , ARKRGAHRITER.

Faz Al
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BABHNTRNABTENE, ERFAEERBHNNMRZACERILTRNAST. BXEAEE, FEL"5%
ME7EPA" NetApp X#5iuh R _EER TR RS,

@ BHIERE) NetApp ZiFihm, FTREETRASA _statement of volatilfd o
S ER L T ohiE, EESE NN BRERBNN R

HE- BB R

SIE
1. FTENE:

FEXERRERSFEE

@ Ehef BN E

a. ¥EXERMEIBIE /IS RIRPIERE.
b. R@NEBMITHIERNEE, AEKHERLIEZET2ITANIE,
2. MITHIES BRI B H BN B Eh TR
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() #EsISmERBANIES, BIRAEA, UGHRREES.

EHBEIR— B 2B ERENAET, maFaEs. ESPREEE,

a. [ LiEBiERP, FEMR, LUBERBIESE, AEBERRIIBEMNSE,
b. NRMKREBHREMLEIZIRE, BEHLTEZES.
8. #% Ctrl-C 7£ LOADER 12/ RFFMELE, LIRETEEdTE,

MRERWEIMEE, B Cirl-C , EIRBETMLUShRIEIPIER, SAE halt T2 LU SHRINEIER,
9. WNRITHIZE (I FIEREI S ILLFIEIER MetroCluster 1, NIHTIAR FC EACEAIE

a. BohF4HPRI0. boot ontap maint

b. & MetroCluster i [11& B NB&ITERF: ucadmin modify -m fc -t initiator adapter name
C. halt JREIFIRI: halt

XEEE T RSB TR SE o

M USB Iap22 Fah i E B ahiRik - ASA A400

TERFEPLREMIBNNTIREE. ERILUMUSBIEEIZE B M EMRER. FHMECH T3 =ik
JRECE,

NREHNEERGTITRIRONTAP 9.17.1 NESMA, BER"EENMERRF" . MRENRAEITHER
HAhRASBIONTAP, MIAAERF IR ImE T2,

FaZ Al
* BRG] B EE R MR ISR,
* BIRIASHEE 28 MERGKHUE,
* MELHNRRZEEAME, PR 3 R, BREEREZTEBINEREZFENIED,

p
1. 7EFEITH23A9 LOADER 2R T, M USB INTFIREN2E BB E BRI -

boot recovery
MEHREX M BMUR T AT,
2. HIMRTREY, WAEKRZFREEZ Enter IERIESHETHERAER.
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ONTAP 9.16.0 S{FE R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* MRRSAERNE, EMEEIFREREE X 1 EFBE

" IRRSERAME, BREMEME",

ONTAP 9.16.1 S{E = A4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctl-C 8B R BEhR B,

f ITUTERIEZ—:

* IRRAEAERNE, BMNEEIFRERERE X 1 ERBE
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" IRRSERAME, B REME"

4. Rz a4 2ok R R xT s,
O W RIEFEEEHBRME EEET:

storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:

storage failover modify -node local -auto-giveback true
7. SNRBA T AutoSupport. MR BTheliEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END

XHROKM. NSEFINVE—ASA A400
mEBR BN R LRI

IIRENEFERGISITRIRONTAP 9.17.1 SNESMRA, BER"EIEHMERR" MRENRFETHER
HRRRASBIONTAP, NIAAERF R EIME T2,

RIEEHNERAEERSREEE, TAENNTRUMERENE, NRETHECHREEAB N EAEERS, 1BH1E
BEERN RERI R R HRILE,
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IREZAEIEEE (OKM )
MONTAP S Eh3R SR R AR 32 tAE 1288 (OKM)EC &L

FaZ Al

BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10

43


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

45



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o B R RN R IAEIRSACLE,

Friaz a0
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X4 a3, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (Z P IHZEH)
*/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IE$)

&
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KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. INREZATBIRiE. MWFEREE:
storage failover modify -node local -auto-giveback true

7. SNR B AT AutoSupport. MR BhelEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END

BRI BT EUREZ NetApp - ASA A400

&ﬁﬁﬁ#l‘)ﬁl‘ﬁﬂ’] RMA 5 BRR PR SR IR ([E] NetApp » "ERFEEFIER"BXRIFMER. 1
L:J\Eo

HAE
HIFEEHATIR- ASA A400

BERYAE, B XEIERIZERIR MR85 E SR RYAEE S HEE 1.
RGP EMAFLIIERRTT; BN, ERFEXRRA.
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ERILUS IR R B S RYTSTIFHIPRA ONTAP IRALE S EMA.
IREPBREM AL T MTRTRER, ZTRERKLETEIRSS PEFIEED T,

KA HI2E- ASA A400

EAERTENRERNREDE XFAIERERHITEHIER,

1 : TEERAFERS K AT H 25

R ERTFREENTREENRS. BXEEFEHREEXANFARGEE, 17

G R e m—NetAppFliRE",

Fazal

HRRIEEE VBN RFERE:
° ONTAP WA EIE 5 FE.
° FMEHIZZHIBMCHI A4,
MR IEIREHITERFIRN TAMIEE,
TERNXRAZ RN RERER. B
° PATEM "AAETRREE",
° JSONTAP AR EIRFHIE AR ZS,
° fRRAEfAIRER "Active 1Q ZERIZEEFINIG . B TRARHRINERIKIE. HISIRFA G ERILED,

p

—_

A w0 DN

B SSHE REIERE. HECAAHITH SALMEICRBMATH & MNERFPHEATRER,

ZIEFREE P im/ENIENetApp 245 _EBIEIE
HEIMEp&E G ELL,
WRBA T AutoSupport. MZIEBIEZEG. HIERRATNITHRNZKETE]:

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

HEFRB 8T mBYSPEBMCHEL

system service-processor show -node * -fields address

- IR & E#Shell:
exit
- FR E—F APy HAE AT S IP#IbEIT SSHE R RSP BMCLUSIE#E,

NREEANZRER a/EICABR. BEAERNEEFEERRRERIIE S,
HERBAEFRR TR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

S0 "EEXHAMBEEFER
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true -ignore-quorum-warnings true -inhibit-takeover true

3t FE R TEStrictSynciR =, N1 TEIEI S SnapMirrorfY5E8#. system node halt -node

@ <nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

9. MNRHBIMUTER, BAEHPHNEMTHIZRREN Y
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. ERFENMTHREE. ARETMERFRT.

WEIN 2 . EFINT = MetroCluster EE FRAYIS 28

BEXRAZFITH R, BOTAEERISRAINS, AECENIHUEH RS, UESITESERIZSRSS MRS
SRIFHE IR (AR,

RFUIAES
* BRTFEIIRED R REREBEFRATIIFRS, UENEBITESIZH 2R,

L
1. #0& MetroCluster RS LUHEZHITHIZE 2 S B AR EIZTIEFRITHI2E . MetroCluster show

2. RIBEERET B, REBTREGEIRE:

MRITHIZZZ ... A4 ...

B Btk PYEHITT—D,

R Bohiik MIZITIE B RUEHIZSRITITRIALIHIZIE. MetroCluster
switchover

FER, B=EEER EEDTRES, IR, BRRANEEAHER, WMRIEMBRN
MetroCluster switchover Bp R RE, BERARALZR,
LHITYNR, HEURERE)

3. EIBITIEEREEPIZIT MetroCluster heal -phase aggregates 3%, UEHRTEIERS,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWET IR, ERILIFER  override-vetoes' B3 EHM A MetroCluster heal 8%, WRFEHLLA]
TS, WA ESEMEILEBEIRIENIRER,

4. £/ MetroCluster operation show # < IIFIZ1ER S B 5o
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. {FH storage aggregate show MR ERSIRE,

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-az2

raid dp, mirrored, normal...
6. {5 MetroCluster heal -phase root-aggregates S IBERRS.

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MREBEWET IR, ERILIFER -override-vetoes B3 EH A MetroCluster heal 8%, WRFEHALLA]
B, MRS ESEMIEIEEEIRIERNIRT IR,

7. B REEf L{FH MetroCluster operation show RS WIHEERIERTETMK:
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. EXHUTHISSER £, WIFTERIR,
EiiE4- ASA A400

R, BEREEMEHIZERMZENEEERTIAE. AERZHENEERNSZH
M AE2 SABR RIS,
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%1% ETEHIEER
EEHRANGE, DAMIBYVFERE TEH SRR,

1.
2.
3.

7.

SNRIE T RIEM, FIEMIZEM,
BRERAREER, ARMERPIRTLEL,

MRS TS A EIRIeE FRVRIFT, ARMERISER LIRTRALAM SFP (NRFRE) , HiR
R A IER B

RGLBELLERRER, WEEEMRELLERREN, SH487/8F.

MIEHIBERNAARVE AL ERLEHTEBE—S.
mT™RE P BEFB, AR R T iedE ™ F 8

b SR RIR = MALFE SR BB IAS o

R hl2sRRE A48,

RiEh SRR HAFERT, IBHRESRHE R SRR IRBVERER.
RiERSRRBERENME, HXEPHSZ—MIRISRREEXET R,

£2%: BEINE
BEEFRAFERIENBIEREEERE, EOTRT—RIEENES.

1.
2.

o N o o
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NRIEF R, BIEHREM,

MELE, FRARIAFMEERE—MNNAD, ARKELRE, BEEIRMIFEEZ LRI LT
> MITIEN 4R,

B T™RZNBRROIEF ERRREE, ARRTied: LB F,
RERIRZ MAFEFB H— =0

- BRBRRMANFER EENL, BERBENTSHFEZER, EEFIMIEFEL,

C) ﬁ%ﬁﬂ%go%%%ﬁ@%?ﬁ%ﬁﬁﬂ@ﬁﬂ%ﬁ%,u%ﬁ%%MMﬁ¢%%#ﬁﬁ
BHIABHE,

R KR IRRIBTE—55

MNERFIENBRIRES LIRS E,

RRBEREFOXNTT, ARKEBAE, MMEEBNERE.

B NBERR LT, FHET2EEEINET,

REBEERTEEmAE, LRIEFEBEHMAR.

- BORIBFR LIREFEASUE, BEROCIEBFRRFHSFATBEMLE.
10.

MHRNBIRREE RS E,



%35 MREVIRIRSENNETEIAFE
B MSENREARFHAEFEH FIENME, AT =B AE,

1.
2
3.
4
5.

6.
7.

MRS R EI T 85T,

- WA IBNAE B E R SAESNL SNSRI EN, ARBFER.

RIS REM, TBIEREM,

- BR T A BN R RENKETRRRGANRT, HARRIMEREE RS ESIREVSRTEIVERS I

o

R B NREVZREI RSN IER,
fE M MIBHAE R EN T RVR TR AE BT BB B E Zhg EAIZR R A 1B,
INRFRLEER, BREHR.

F 45 REITHIZBRIR
RizhIZ R L EEFVEE. FERIME,

NFER—HBEREERMEHISFRIRG HA X, REFHBERNINFLNEE, AA—BERHET2ENE
, EMERIRAERBE.

1.

2.
3.

REHISRRRIESHRAFRFONTT, ARRKEHSERERENRSN—F,
C) BIRER SRR EBANAET, FRIFRSIETIEXF R,

Rk o EMERINTHISER, AREMERERRO.
TEREH SR IRIRAY R

a. FERLEBNER, ENMRERRAHNENS, ARFEFREREIEIR.
b. FERME PR HISERFFNNGE, BRBEFABFG L

() #esIsEsmaNAER, EIREA, UGRITESES.

c. RlEHpim Eieds, EEMMLOERMET, RiZHISRRTEENNEF, ARRBE Bk E 5
EfIE,

EHlERRR— B2 BIEANMET, mIFeEm. AEFHEEE,
d. MNREKREMRELLEIRNE, BEMETRZILE.
e % ctrl-c RETERE B EHBE0E] LOADER .

(D) uRFHEeBERHRSRL, HAREME LOADER EH,

f. 72 LOADER &L, M bye UIEF#NIAK PCle RANE MK,
g #Z ctrl-c T EINIEH B NEEFIR TR o

NRAGUSEERTIRAL, HEFBEE] LOADER EI,
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4. EE FRPRE, RBEZMTHIZRREIFFEF,

STEEAFEE#E- ASA A400

1B R E A MY m BIRMAIR BR IS IEN B HAR S FHIE B P& 2R 4R B8 NetAppo

15 BIEHIRENEN HA RS
BRAFIDIENFER HARTS, HECERNEMILKSULE SN AREKE,
1. EEPENT, MNE—ITHISRIR B R AT RIS EIRMMFEN HAKZS . ha-config show
FREAHR HA RSENAEF
2. MRANEETHRFRESEENRRREFLA:

a. IGENFEM HAIKRZ: ha-config modify chassis ha-state
ha-state_ IERI AU TFEZ—:

* ha
" mcc
* mcc-2n
* mCCIP
* non-ha
b. HINEEEEK: ha-config show
3. IR EARNITIIRME, BEFMMNARANERI D HITH L.
4. EMRERSAIEEIIIER,

#2545 EWT EMetroClusterfc EFYILIE S

I ERNRIERG RN T = MetroCluster ECE

PIE
1. WIFFrETAEENT enabled IR MetroCluster node show
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BIFFRB SVM LHEFHRIP BB E5EM . MetroCluster SVM show

3. WIHMEERFEERITHEMRBE LIF TS EMIN5ER: MetroCluster check 1if show
4 EETEENERPNEAT S EEH MetroCluster switchback fSHITHIEL
5

- IFYIEIRER B ESE . MetroCluster show

HEBAT waiting for-switchback IRKSH, YIEHE(EDIEETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

LEBLT normal KSR, YIEHEIESTR. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MNRYICIEEBR KT IE A 8ETERL, SRR MetroCluster config-replication resync-status

show BR LB EEHITRIRELAVIAT,.

6. EFHEILEA SnapMirror B SnapVault E2E.
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55 3% FHRIEEFIRE] NetApp

REBEMFEM RMA JBRRHIEEHIREl NetApp o "BEMHREIFER"EXFMER. BESNITH,

= 23 B A —ASA A400

ﬁﬁﬁﬁéﬁﬁﬁﬁiﬁﬁﬁ%ﬁﬁ,#ﬁ@WONMPﬁ¢§%W$ﬁ%EﬁWﬁ%%

* FREIRRNERZRERNIE S T 1Fo
* NRERSXA MetroCluster BEE, NAHNEF—T "EEERNMERESIR" UHE TN ERLE

g

NRXZBENERRIRESRE , HEE, HETHRI/\ TR MetroCluster BE & PRV HI2ZAVITHIZS B IR
FB 5 HA pEHI28E4EE. No MetroCluster-specific steps are required because the failure is
restricted to an HA pair and storage failover commands can be used to provide nondisruptive operation
during the replacement.

TS HPEA M iR MR EE A REINER FRU A,

© R URE S SRR E IR MR B S R B I HISER, B RE R EIRITHIZEI R AR RS,

* BRI ES B BT IR ah 28 IR BhER 5,

s USRS E &, BINEEEMNSIRIEHIZRIEE replacement 1528, LUE replacement 152811 5 |RE

il SRR IEFE AR ASHY ONTAP FE 500

* BEUEERNRE LA U TS RPRGS:

° ZHEHISREBIEE T MAIEHIgR.
° replacement nodge B— NHTIEHIZE, AT EIRZIRAVITHIZE,
° health 1=H 28 BT IE R BIIEHI28.

* BRI IE R SR AVIE R B i IR B S A XX .

HRER N SR HIRES BAVIER, UEER X BRI 2 A BB EI B E e U TR HEERo

X A= T 25- ASA A400

EAERTENEERNREDTE XFTRERHITEHIER,
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TN . KRERARS

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. EZMITHISEIR £, WIFFEBIR,

EHTHIZE- ASA A400

B EHITHISSEIREM, B IEI FRBBIESEE, R FRU AR EERAREH SRR
, ENEPRLEBRANEHSRER, AERRRFEBHNELIFRI

815 HITTHIZRER
BT HISHRIRAERVAM, BAMAFERE FEHIZRRIR,

1. NREERIEH, BIERE.
2. BIRERIRLLEIERS, ABMEBIRFIR 4%,

3. PRSI L L EIRIGE LIRS, ARENEHRSBER ERTRALEN SFP (IRFE) , HE
ERA A RERR LB

REABERLEERET, WEEERRESLAEEREN, SERIERF,
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4. B EIRIRE MITHI SRR PENH H RTE—o
o [ TMEMMEFD, ARRRE TN,

R SR IR = MATLFE SR BB 475 Lo

=

NELRIE
%"_‘

LB =
Ik i
" BURE B

e EHEE MANFE AR BRI

6. T HI B ERIB 8.
R HIZREUE HANGERY, IFHRRE ST H B R IRAV KSR

7. B BRI AR E Lo
8. FEEIRFARVITRIER |, EAthE, BENE NS BITEXEHMIZHI S ERPEI T =00 AR

ThiEl- M BB 2 PR B 2R AR SR R i PR == BOFE AR
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PCle 2-3 PCle 4-5

RFARBUE B

PCI&$i%E F) i

PCIBIER

PCIE

#F PCle RHRRIREFIERIFRE SFP 8¢ QSFP 151R,

1. BRI HIBERPB — DA PCle RARS ERERITHBRRIR:
a
b

- FHRFHRAEMBSR AR BUE PR ek HERm X E 75 M5 El.
ISR = M B IE IR TR BRI 2o

. RRIEAR, ARRKEBEBRANEH SRR,

d. BHRARSIRARIEEN ERHERIXITT, FRARE TREER L, SRAREEREN TR EBIEET
, AERETIERAY, EHSEARENEBIREF—.

e. MWiRAR 2 EEMITE,

2. (ITFRAMR 3, HITEREFR, ARBXAENLEIERBREH SRR
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a. #I'F PCle RHFIRETFIERVFAE SFP 8¢ QSFP 23R,
b. AR A MIBIR AR B RE P e _EhEdE H 2@ X E 75 | Eh.



ISR = M BRI R BE T o

C. aleRik, AERKHEREFRNYE L.
d. MAXBEEENERIRE], AREREEMNGETERER, AEKEREFIRANEHISIRR,
e. BEEREIFRAWNITHIERP, HERAERBEITEERE,
f. I AT SRR P 22 55 = ME AR
% 6 & &) DIMM

BEEIKE DIMM , AERKEMZIRITHISRIRG EERITHIZR R IR,

BAFUEE AT RISRIR, LUERTLUE DIMM B2 MZHRVITHIZR R IR TS 2= B R A AU Hl 2R R R R BUAE N
i

TR LMER T oE, {BESHE NRIZER DIMM MZRA9ITHIZs 1R IR S 5 B A RYIT 6 83 1R 1R,

EhiE-ZEHDIMM

NVDIMM: Slot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20
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0 DIMMB{EEE

'g DIMM

e DIMM3E g

1. R EIEHIZRRIR_ERY DIMM o

2. ig MEEF DIMM 89751, LUERTLUZIEAY A [EE DIMM 1\ B0 A AVl 238 R R,
3. 393 NVDIMM EB IR A R IE NFTHTHI 238 IR

4. RBZHUTHIZERPRY DIMM B EERITHI SRR

() ®ERES DIMM REIIZREHIS R & RHF—E
a. IB#fah DIMM FEII) DIMM 3t £, 1§ DIMM MWIEHER3EL, B4 DIMM BHIEE,
(D) /IVDIBE DIMM #0302, LSR5 DIMM EBESIR L B0 BRI,

b. 7EFE R FARIFEHIFEIR LI FIMERAY DIMM $E1E,
C. #fR DIMM & LAY DIMM 3#HRERTFHAME, AERK DIMM EEHHENEE,

DIMM REEEEEER, BN TEN. NRLE, B8 DIMM SHEEEFRXMFTHEREN.

d. BMQZE DIMM , HIAESSOMTTHELBNIGE,
e. WHSK DIMM EEXLEFHIE,
5. ¥ NVDIMM BBt N\ E 1R,

HRIELBIEEEH B RIR Eo

F7H REEFIFER

ReFr B A NZHITHISRRIRS EEHUTHIZRIR G, RIS ERITHIZR R LR ENAES, AEREBHE
LEIPIR T

1. MMRERXAMLBEXE, EXALBEXE,
2. BIEHIBERHRIRS AP ONTT, AEBEHSRIREREARAN—F

@ BRI RRTEBNIER, FRIERGHET XM,
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° REH 2B AE

9 BE B

3. (RAEEAEHAROMLE, UEETLUFRMRAMURTA TEHRNES.
() Rl BaREE RS ST R,

4. STRUIEHIERIRIRAI LA
a. FHEFEENBER, ENTERRANER, ARRKEREREEIR
b. EABIE RS IEHISRRIREFEANGE, BEBEABFR L

() #EsISERBANAES, BIRAEA, UGHRTEES.

C. BRI Bim Lhetk, EEMMLIEHFRIER, KiEHSERTEENIFER, ARFHEHBkEED
ENE.

EH2ER— B2 EEENMET, MEFBER. A&THBNEE.
d. MNRERBHLERASIERE, BERREZILE.
e. % ctrl-c HETIERE BT EH EE1E) LOADER

() MRRGEBERDREALRL, BEEEHI LOADER T,

f. 7£ LOADER 2 R"fi&t, HWIN bye UEFHIIAK PCle RAIE LM
g- % ctrl-c TR NIEH BRI NERFIR TR T

73



MRRSRFBERRER, HEEBEE] LOADER ED

ERHAKIERSECE - ASA A400

FTEAEHERABNELIFIRING, R UIEERIZH SENRE RAREKE, HiRES
EEMIERRIRE,

%1% EERITFIEREREFRIERSE
R 3THR HA JHRIETTIROR RIFAVITHIZZ R IR 3 I 17 B & A 0] SERVET B AR S5 2840 2 SR R AR AU HI 2318 3R L AYET 8]
EEEHHO WRESEIFN H AR ILES, M4 FRITHIZER FEEXLE, MUBAIER P inrsEE Y B E =R+

KXTFUILES
BEUEERNRSE LA EPRGS

* replacement 11 R IIR{EX B FEIRZ T 2B R
* health T5 52 replacement T 2l HA B2t T 5=,

-
1. 4N replacement T3 RFTE LOADER Rk, BIERAEZE] LOADER ARk,
2. £_Healthy node b. KERZETE: cluster date show

HERFBY B B FECE R X,
3. 7£ LOADER 2T 4, 17 replacement T &5 EAIBAHEAFEIE]: show date
HERFNBSE] LA GMT R0

4. NEKE, BFEERTREL GMT BRIREH: set date MM/dd/yyy
S. MBEME, BFEEBRT=LIEE GMTBYE]: set time hh . mm . ss
6. EMHEFIR TN, #iA_reender Tisa ERYHEBFBYIE]: show date

BEAFIETE] LA GMT &R

Step 2: Verify and set the HA state of the controller module

BRI HBRIREY HA KT, FESENERIKSULREENASREKE.,

1. EHPRIT, METITHISSEURISIEFI B A 2 E B EER 1A A& ha-config show
FREHHER HA RSERZABE,

2. IR B TAUTHIZBERAFNRS S ENRREEARLE, FEHBERIZE 1A state . ha-config

modify controller ha-state

ha-state BIERI LR U TEZ—:
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° ha

° mcc

° mcc-2n
°mCCIP
° non-ha

3. INRBTAVTHIBERAFRE S LM ARREERILE, F/ITHIZRRIRIGE HA state . ha-config

modify controller ha-state

4. HIMEEBEEN: ha-config show

BRI TRE FENHEHIA- ASA A400
B B AEERAH RIAEE SR D ECRASLEIRIRFED R,

F1L. EMNRAHITHE
AT AERIETHISSRIRAFEN N ERE . "Active 1Q Config Advisor” o
g

1. FEFH L Config Advisor o

2. GANBRAZNES, ARETWELIE.

3. BERLRIIR, AEKNEHY. BRETHEHERBMEHEYIERTRLF, UEEERNNERS
ZinlE,

4. BHEBNAENE, SABHE Config Advisor B, LB HEMAEL,

$2%: EMDkCHEE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. & RTEB BN replacement =250 HIA R SE
ID 8Bk, AEHIAEESE R,

IR EP BAUERF1E HA X HIE1T ONTAP BIR S,

1. 90K replacement ITHIZFAFEIFIER (B * > 1IBTF) , BRHEIFIENHEE LOADER 12T
halt

2. £ replacement ¥=%128 LY LOADER 1277, Bahizhlzs, WRAFRHRS ID FLEEMR R EBEZRSR
ID, JBMIN v : boot ontap

3. 5EF waiting for giveback.. HBERTE replacement 1THI2izHA £, ARMEBITIEEEHI2ES
IR EE BN EEHMENRSA ID . storage failover show

EaLtF, BYEI—FER, BHERRIEH S LNASR ID EEck, EPERTIEMHRIIE ID M3 1D

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

75


https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

4.

5.

6.

76

nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

FEIETIEENEHIZRT, BIEREERFEMAIZOFEE:
a. FHRANEEMNERS: set -privilege advanced

RSRTEMREHNS IR, EAUEE y . KERERSRERRTTF (*>) o

b. RIFEIIZIEEE: ssystem node run -node local-node-—-name partner savecore

C. &1F ‘savecore fp 5T, AEBALHIE,

AT LU N L T i< 3R 1547 savecore s S HYHE ssystem node run -node local-node-
name partner savecore -s

d. REZIEENRES: set -privilege admin

NRENFERSEE 7 FEIENE. NAIRECERNERBZAEELSINIZREE. BIUT
Az — R RTFAEEE IR INRE

o SRR E R SRS
o SN EAEENEE
SRS

a. MIZETTIERBIEHIZEH, RIEERAVITHIZSIFEE: storage failover giveback -ofnode

replacement node name

replacement 1= 523G W B E7Z (& H ST B B,
MRABTFARS ID ALREMEREESZRS ID, WNEAvo
() nExrwER, CAUEREZLTR,
"EIRIERTER ONTAP 9 A ST AL EARR"
a. RiFTRE, Wik HAMETIKWRRBIFERIIEE . storage failover show

storage failover show SRHIHIEANEE System ID changed on partner JH 2.
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7. BIFREEIERDE#EE: storage disk show -ownership

8.

10.

BT replacement =23 BVHEE N 2 RFEYRYSE ID - In the following example, the disks owned by node1

now show the new system ID, 1873775277:

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

MR AG K MetroCluster BE, BIEITIEHIZRAVIRES: MetroCluster node show

EE?&E’ MetroCluster Eﬂﬁéﬁgﬂﬁ#j%'w\ﬁ@J_.E.%'V(u, ﬂ:tﬁjs /‘éq\} It‘EIJ%g)I TE‘JEEE)H(A_M #E

F DR fifZH ERIEEEN . The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

WRITH2EK A MetroCluster BicE, NIRHE MetroCluster K3, WRRIGFIEEBRMLL = FRVIEH]S,
JBI0IE DR £ ID FERESDBRHEENRIEFIEE,

NREISHELL TR, MBTHITIRE:

° MetroCluster EZE& &b FHIIRIRZ,
° replacement =28 R A MELL = AR LNBIFAE S,

" 5 MetroCluster BB, HEERFAEINESTE HA 15 MetroCluster tJ#E Rl & S ER"

MNREH AL E MetroCluster itE, 1BRIEEREEEEST MEHIZE. MetroCluster node show -

fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. WIS MTHIRB R B FEMENSE:. vol show -node node-name

12. REEEFHBNNEZERT BEE, BMETERNEHIZSBZATE: storage failover modify

-node replacement-node-name -onreboot true

SEEM R FIER—ASA A400

To restore your system to full operation, you must restore the NetApp Storage Encryption
configuration (if necessary), and install licenses for the new controller, and return the
failed part to NetApp, as described in the RMA instructions shipped with the kit.
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@ RS BEpERFIENITANERSH, HRELXEIX ARV FE i, MRIEREE
30 RAWEI BT RHEZANBFERM, NMEXRRAH.

2. ZEFMFONEES:  + system license add -license-code license-key , license-key...+
3. IRFE, MIFRIFIFATIIE:

a. MEXRMHIFAIE: license clean-up -unused -simulate

b. dNRFIRERIEH, BEMEREKEBRIFRIE: license clean-up -unused

#2545 BWIFLIFEIHEYIS

1% replacement T RIREERZHI, ENEIE LIF 28U FEFIRO L, WNRZBET AutoSupport , NIEAM
replacement T RHIFESIS, HEEBHRE.

iz

1. BIFREEORT ETAEFRSEBMIFEORS . network interface show -is-home false

ﬂﬂ%ﬁcﬂLUN’i'Ujfalse\ EBEARREFKO: network interface revert -vserver * -1if

2. 1A NetApp ZHEB LEM ARG ESIS.
° INREAT AutoSupport , iE&IX AutoSupport JHELUEMFESIS
° WNERK/Z A AutoSupport , AR "NetApp =" FMFTIS,
3. REEHNETRR. BXFMMER. HEN "WFETEONTAP RERMAHITEEE TIRNE" FHIREX

=z

o

4. R B & AutoSupportiFE O, AEALEERILE O system node autosupport invoke -node *
-type all -message MAINT=END me

S . MNREBRAEMRE, BEMBETE: storage failover modify -node local -auto-giveback
true

% 34 HIENT = MetroCluster BEBEHHES
I ERXRER =N T = MetroCluster L&

-
1. WIEFFAT RS AT enabled A& MetroCluster node show
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cluster B::> metrocluster node show
DR Configuration

Group Cluster Node State

1 cluster A
controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

DR
Mirroring Mode

enabled heal roots

enabled waiting for

2. BIFFRB SVM LHEFHRIP BB E5EM . MetroCluster SVM show
3. WIHMEERFEERITHEMRBE LIF TS EMIN5ER: MetroCluster check 1if show

4. 155

WRYEFE Eﬁkﬁ@?%%
show SR IOEIETERH

BITIEENEEPNERIT = E{FAH MetroCluster switchback #F<
S. WFYICliR{ER

EBE5ER: MetroCluster show

cluster B::> metrocluster show

LHITYIEL

LHEBWTF waiting for-switchback IRESH, YIEHRENDEIRTT:

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEBT normal IKEBY, HIEHRIESEM.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

TTHELZIIRTS,

6. EFHEILEA SnapMirror B SnapVault E2E.

80

, EOJLAfER MetroCluster config-replication

resync-status



E 4. BFEIHIRE NetApp
IR ERE A REMTEY RMA 35 BEBIS SIS 2R R E NetApp o« "SHEEEFI B A X¥ME S, 53 N RH,
EHEDIMM - ASA A400

MNRARG M EIEEIZEIERNS (ECC) HEARUMILI, NAMEHRIEH| S ERE
B DIMM ; BNESHRAS AR T

RGPRFRE EMAGRGIIERIRTT; SN, EBFERRRAZ .
BTG LR B A MRS QIR EIRIER FRU At

F1F: XHARBUTHIZE
ERERTENEENRES R XHZHRERIRIEH 25,
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TN . KREHELE

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

528 EITERIZEER
BT HISHRIRAEBRVA M, BAMAFERE T EHIZRRIR,

1. INREMRIEH, BRI,
2 BHEELETE, AEMBETR L,

3. IMFFRSHEL AL EIRIGE LIRS, ARENEHRBER ERTRALEMN SFP (IRFE) , HE
ERA L RERR B

REABERLEERET, WEEERRESLAEEREN, HERIERF,

4. B ERIRE MITHI B ERPENHHRTE—o
o [ MEMMEFD, ARRRE TN

R SR IR = MATLFE R BRI4AS Lo
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= -'7 '
*% =) (<]

{PAEL p’.A (2
“/““’—Mk@%

9 28 MATLAE RBRTAS

6. RIEHIZRERB S,
REh SRR LAFERT, IBHRESHHE R S RIRBYERER.

7. BRI SRR R P A RYRE Lo

% 34 FERAY DIMM
EAZDIMME F@id HX 12 H 2R8I B45DIMM., AN E EMFRUMETZEIX BFRDIMM. JAEEHE

DIMM,
EEILfERUTEE, HENE AT ERERAL DIMM .

@ SHEFERERT A DIMM BHEIERYTH61E, These empty sockets are populated with blanks.

GHE- B R FDIMM
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NVDIMM: Siot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

0 DIMMB{EFE

9 DIMM

e DIMM{EHE

DIMM (i FiEt& 2, 4, 13 #0115 R, NVDIMM {iIFIEHE 11 5,

1.

2.
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HIFENE:

a. FpmNEMMEIBIE F BT HISSRIR A ERE.

b. ¥iEXNEBMITHIBERNEE, AREKEB LRREEIT2ITANIE.,
HEIFEHIZRRIR B DIMM -



7.
8.

B ™EES DIMM 8975 M), AR LUZIERHRY A M N ER AR DIMM o
Z1€¥#ES) DIMM FRIBYFE T DIMM 38 -~E, R DIMM MIEREFRSEL, ZAfS% DIMM & G,

() /VDBME DIMM B930%, BUBHSesT DIMM REAR ERIA M HEMFE,

MBrERRIERERPENE EIRAN DIMM , Z DIMM B9iAFAHIEH S1EEITT,

DIMM #FEZ [BIRYER (1 iz S 4EIE RIS 750

MR EZSS LB DIMM EH B FELRTITAUE, AEK DIMM EERHBNEE,

DIMM ZEREEEHIET, ENREZHEN. WREE, 5% DIMM SHEEEFHMTHEREN.

()  EunE oMM, BIAEISNFHESENGE,

ANOIMAZEMER) DIMM BY Ei0%k, HESEHESERERAZN, FAZT DIMM MimpyiRE Lo
KHABENE.

% 4% REREHBRER

BHUTHISRRRPIA RS, GIRERISRREFREIWNET, ARRKEBHELEFRI

.o FEHIZR AR IR

e 2R £ E ) B

1. INRERXAMBBRE, BXALBEXE,
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2. BIEHISRRHRIRSHAEPOAONTT, ARBEHSERREREARAN—F
@ BRI RRTEBNNFER, FFRIERGHET XM,

3. X AEENITRI QIROMAL, UEEALIARRZURITUTENHNES,
@ R LRED BHIEER ARG Z0E R EITHIZEEIR,

4. STRUEHIERIRIRAI LA
a. FHEFEENBR, ENTERRANER, ARRKEREREEIR
b. EABIE B IEHISRRIREFEANNGE, BEBEABFR L

() #EsIsEsBRANES, BIRAEA, UGHRREES.

C. RSiE Bl Lhete, EEMMLIERFIER, KiEHSSRRTEENIFES, ARFHEHBikEED

i E
RIS B R BRI, RRTHARE. EERIEmITR,
d MBHREFREHLEBEE, BERRLLLE,
e. ¥ ctrl-c HHIEEBohidi2HE50E] LOADER -
(D) uRFGEBERDRSRL, BEREME LOADER B,
f. £ LOADER 274, BN bye UEFIAK PCle RAIE ML H
0. # Crrl-c SRUFREE IR BRI BB,

MRARFEBERNRER, HEZEBEHE LOADER 1ET,

Step 5: Restore the controller module to operation
TR NEFNREHTEIREME .. REiEH SRR, AEERBR BT,
1. RIEREENHNRAHITH L.
MRESE TN EELHREE (QSFP & SFP) , FIEBAEERAXENERLEE.

2. RIXEHIZINTERE, FEMEIEEIRTT: storage failover giveback -ofnode
impaired node name

3. MNRERHBMRE, BEMBAEE: storage failover modify -node local
true

% 6 % YIENT &= MetroCluster BREFHRS
SN RIERIH ST = MetroCluster B2 &,

p

88
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1. IIFFE T AR ST enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BIEPRE SVM EMEFHFIS EEEFM: MetroCluster SVM show

3. WIHESIRMFETEHITIERBE) LIF TR EEEMINTEM: MetroCluster check 1if show
4. EETEENEHFNEAT R LFEA MetroCluster switchback BLHITHIEL

5. IFYIEHRMEREEFEM: MetroCluster show

LHEEIWTF waiting for-switchback KSR, YIEHRENHEIETIT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

éﬁﬁk? normal )lklt_.\Hj-) tﬂ@*ﬁ%«ﬁ%]ﬁo

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

WRIEIE E@‘LVETIE'—JZVHAEJ'_‘E , IEBILAfER MetroCluster config-replication resync-status
show SRS EIEEHITHELIKE.

6. EHFHEIL{E SnapMirror B SnapVault E2E,
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B 7L BHPEIFHIRE] NetApp

1RIBEEREMTEY RMA BRSPS SR HRE NetApp o "SR EEM B A X EMEE. 53 NHAHE.
HuEHk X EIEIR- ASA A400

BERFEARSZSIIER TN BIER, BAHIT—R5EFENES,

@ BRAATER KB IRRMAFEREN N e 0 A BRI KUEBEIRIR, RASAHET, EHSFRRIIE
REMDHEXRA, LG

BRI UERLUTHE, HBERENNT BAERNBERR,
ohiEl- B4R XL

o MBS F1R
9 BEFRE
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e XEB
o RASLED

1. NREERIEH, BEMEM.

2. MAERE, BFRARIFMEERE—NNAD, AERKENRAE, BEIERMIFEER ERISKAZRE ERF
> MITIEN 4R,

3 BEKNEEH A HIREEHEES T NBER ERER LED RBE L NERIINBRIR,
4. BT RABRROCIEF EARREH, ARA TR OB,

R RIRZ MANFERS H— o
o BNBRRMEREEN T, BRACHZSHFREZER, EEAIMIFEFEL,

C) RERIREGE, IFIRLBENERNFRAENBIRRAESS, URERAMETREFHER
BAEHE,.

6. RRXBIERBIE—,
7 BERNBERREAOXNTT, ARKEBNTE, MMREBEAE.
8. AN BRROIEF, EHTE2EEINETR,

REBEERTE 2R, CRIEFSBEHMAR.

0. BORIBFH LREFIHEASMUE, HERABIEFFERABMEAIUEMUE.
EXNBRMUBREREARZETRERS, ER LED FN=iE.

10. R8RS ERAMEEIITE, AEBHEIRERENIKI R Lo

M. IZBEHHEMEY RMA BRI HPEERHRE] NetApp o "EMHREIFREIR"BEXFMEE. ESNNH,.

EHENVDIMMEE - ASA A400

EER NVDIMM i, AN MEHISRR, B ft, B, AREMRERE
ZRIRIR,

RAEPFIE AR LOIMERIETT, BN, SRR RAZER.

$1F: XARHRITHIZE
RIEFERSERAERENTR, ErUERFRNEEXAZZERRVERE.
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TN . KREHELE

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.

93



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

528 EITERIZEER
BT HISHRIRAEBRVA M, BAMAFERE T EHIZRRIR,

1. INREMRIEH, BRI,
2 BHEELETE, AEMBETR L,

3. IMFFRSHEL AL EIRIGE LIRS, ARENEHRBER ERTRALEMN SFP (IRFE) , HE
ERA L RERR B

REABERLEERET, WEEERRESLAEEREN, HERIERF,

4. B ERIRE MITHI B ERPENHHRTE—o
o [ MEMMEFD, ARRRE TN

R SR IR = MATLFE R BRI4AS Lo
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e
12

S
HEAEL e

9 28 MATLAE RBRTAS

6. RIEHIZRERB S,
REh SRR LAFERT, IBHRESHHE R S RIRBYERER.

7. BRI SRR R P A RYRE Lo

%5 3 FEH# NVDIMM B3t
EE NVDIMM B3t ST IERISRIRFENL SR M, AR R EEH B EIR P, 2T
HSRIRAFH FRU REELIIRE] NVDIMM Et,

TYERSRE, TEFRAIN, NVDIMMLED €Wk, BirERKGE, It LED $IER,

TR UERLUTHE, HERE AT EER NVDIMM it

EhiE-FHENVDIMMEE
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o Sk
9 BEFRE

e NVDIMM E23th

1. fTFBENE:

a. FBEXEFMAYBIE F s hl s iRk A aliZE.

b. FENEBAITHBIERNEE, AERKER LIFERIITLITANMUE.
2. IEEFIZSERPIE] NVDIMM BB,
3. I EIRMIESk, ARFEBMELERNR T, Bk MEERER, AEMEERIRTEB%%,
4. UEBMHFR TIRCAEENEEME RS, ASESBMMEMEMIEHISFRRDPIEE,
5. MELZEHER L SR A BR M,
6. B ISR S EMMNAOXTT, ASEERMERENGE, BEEMETNL
7. BEIESLERIANIE SRR, REXFABRE,
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54T RETFIZFRIR

BT HISRRRIVANE, DIRERISRRRERRENETR, AEBHEHELIFET

0 FEHIZRIRIR

9 EHISEBE Bt

1 MRERXHAMVBRE, EXALBERE,

2. RIS RRHRIHS AP ONTT, ARRBTEHSERREREARAN—F
@ BIRERISRRTEENIFETR, FFIERGHET XM,

3. X AEEMITRIQIROMAL, UEERLIARRZURITUTETNHNES.
(D BRI ED BHIEER ARG Z0E R EITHIZEEIR,

4 RIS AR
o BRRAENBE, BNEERRAHEN, ASHEREEIBR,
b. ERMEFISREHISEREER AN, ERHEINFE L

() #EsIsERBANES, BIRAEA, UGHRTEES.

C. Rt Bl Lheke, EEMMLIEHFRIER, KiEHSRRTEENIFER, ARFHE I BikEEN
ENE.

EHISRR— B2 BIEENAET, maFnEs. AFTEEMEE.
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d MNRHEREHLTELGATIELE, BEHLTEZISH.
€. ¥ ctrl-c FIIEE BRI EHBE LOADER

() uRFGeBERDRSL, WAREME LOADER EH,
f. #£ LOADER {274, A bye UEHTHINANK PCle -ERIEHBALE,
0. $ Ctrl-C RSN EENEIMERF R,

MRAGHEEERTIREL, HEFBEE] LOADER EI,

Step 5: Restore the controller module to operation
W EFN RGHITHERE .. EEHRISRR,. AREMBEABHRE,
1. RIEFZERHNRAHI T,
MREEE T B2 (QSFP & SFP) , FIBBAEERAXENERTEEN

2. ZREHIBREE, FEMEERET: storage failover giveback -ofnode
impaired node name

MR BEHERIE, BEHBAE:. storage failover modify -node local -auto-giveback
true

% 6 & YIEINT = MetroCluster FeBEPHERS
I ERXPRERA =N T = MetroCluster L&

-
1. WIEFFAT RS T enabled A& MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I9IFFRE SVM EMEFHRP BT ESH:. MetroCluster SVM show
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3. WIMEEREEERITHERBS LIF IR 2T EMINTEM: MetroCluster check 1if show
4. FIETIEENERPMNERT S EFH MetroCluster switchback sR¥HITHIEL,

S. WY EREEFE: MetroCluster show

LEBWTF waiting for-switchback RESH, YIEHRENEIRTT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEEAT normal KEBY, YIEHRIETEM. -

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

MNRYICIEEBRKTIE A 8ETERL, ERILAER MetroCluster config-replication resync-status
show BRI EIETEFHT E’J%éiﬂlj’ik/u\o

6. EFEII1E SnapMirror 55 SnapVault BZE,
B 7L BHPESHRE] NetApp
RIBEAREMIEY RMA 35BS E SR 4R [E] NetApp o "SMHFRCIFIEH"EXIEFMEE. BSINTH.
EHENVDIMM - ASA A400

MR RFICRNFESREEREOEE R E IR NVDIMM 2FEITIRRAE, NAINER
I HIZFIRIRERY NVDIMM ; BNESHRLHR,

RGP RMARLIIERIRTT; BN, SRHEXRRA.
WG ERFREERF B HA MR R QIR EIRIER FRU .

$1F: XARHRITHIZE
ERERTENEENRFS R XA SRERIREH 2
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TN . KREHELE

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

528 EITERIZEER
BT HISHRIRAEBRVA M, BAMAFERE T EHIZRRIR,

1. INREMRIEH, BRI,
2 BHEELETE, AEMBETR L,

3. IMFFRSHEL AL EIRIGE LIRS, ARENEHRBER ERTRALEMN SFP (IRFE) , HE
ERA L RERR B

REABERLEERET, WEEERRESLAEEREN, HERIERF,

4. B ERIRE MITHI B ERPENHHRTE—o
o [ MEMMEFD, ARRRE TN

R SR IR = MATLFE R BRI4AS Lo
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E
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S

BUTE )8

1 HlEE MATLAE R B IAS h

6. RIEHIZRERB S,
RiEh SRR LAFERT, IBHRESHHEH SR IRBYERER.

7. BRI SRR PSR E Lo

%6 3 % . FEif NVDIMM
EFENVDIMM. 47018 A E X E TRERRIFRUBRSY S EE 118 A IR TN EF BYF RUBRST (I Hl SRR PR EI T,

* THERGE, BEERSE, NVDIMM LED =iAlf. BIMESTGE, It LED RIEX.
B2 "R

RE NVDIMM ABBNE, BRIFEEHE NVDIMM ZaikiERERS. BXiFEAEE,

FEE" 7F NetApp Z#Fubs o

BER R ASR _statement of volatilt _,

()  EBRBRI Nethpp A, 7

ERIUERN THE, BERS A0S ERER NVDIMM .
(D)  sHESFRTRE DIMM BIEERNSER, XS EEREE s,

EhiE-FE#ENVDIMM
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NVDIMM: Slot 11

//

120 @12 1314 15 44

SLOTS
128GB
2 B P

2,4,7,9
13, 15, 18, 20

o DIMMBIE R &
9 DIMM
9 DIMM{EE

1. FTFENE, ARTEIEHISSERAIERE 11 FE NVDIMM ,
() NVDIMM 5%%: DIMM B9SMREATEL

2. ZZ\S#EE NVDIMM FRMIEYERS NVDIMM 38H-EFE, & NVDIMM MIEEFEL, SA5% NVDIMM jBHiE
EHBE—,

(D) /IVDIBE NVDIMM #0355, LIS NVDIMM FBEHR L OB (FEAIEE S,

104



3. MR eIz SRR ANt B AR NVDIMM , Z{E NVDIMM B%8f, ARKHESHEENT.
NVDIMM 42 i8] BYER O R 5 A E SR B SEE RS 55

4. R FNELEE NVDIMM BIFHEE,
5. ¥ NVDIMM FEEIHNIGE,

NVDIMM ZREEAHETR, BNZTHEN. WMR&H, 5% NVDIMM SHEEEHRMNTHEMEN.
(D) EmeE NDIMM, BIAEBONFHRLENEE,

6. /OSBRI NVDIMM By Einss, BEEIHEHESEEEANEL, 1F NVDIMM figfyER O L,
7. XEABEXE,

54T RETFIZFRIR
FHUTHISRRRPAHRE, CIRERSRREFLEINETR, ARRKEBHERHFRI.

1. MRERXAMLBXE, BEXALBEXE,
2. BIEHIBERHRIHS AP ONTT, ARBEHSERREREARAN—F

(D #mBERSmRELEAAES, BRIERGIETREXER.
3. (RAEEAEHAROME, UEETLUFRMRAUNTATEHRNES.
(D) Rl BaREE RS ST R,

4. STRUEHIERIRIRAI LA
a. FHEFREENBR, ENRERRANER, ARRKEREREEIR
b. EABIE RS IEHISRRIREFEANGE, BEBEABFR L

() #EsIsEsmANAES, BIRAEA, UGHRTEES.

C. RiE Bl Lhete, EEMMLIEHFRIER, KiEHSERTEENFES, ARFIEHBikEED
ENE.

IEHISR IR — B 2 BIEENAET, maFaRm. EEPREIE,

d. MNMBREKREFHLELLEIRIGE, BEMREIZESR.
€. ¥ ctr1-c FMIEE BRI EHBEE LOADER o

() mRRGEBERDREALR, BEREHI LOADER T,

f. 7 LOADER 2R, M bye UEHIA PCle RRIE B¢,
g- ¥ ctri-c FBE I REH BN EFIR T/
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MRRSRFBERRER, HEEBEE] LOADER ED

Step 5: Restore the controller module to operation

B NEH RGEITHIRME . RITEFIZRIRR, AREHSABME
1. RIEREENHNREHTH L.
MRECE TN EFRIREE (QSFP & SFP) , BIRBEERANANERREE,

2. T 2sTESE, FEIMEIEFEIZTT. storage failover giveback -ofnode
impaired node name

MR EBEHERIE, BEHBAE:. storage failover modify -node local -auto-giveback
true

% 6 % YIENT &S MetroCluster BRE RS
I ESNRERH =N T = MetroCluster R &

B
1. BB T 22 BT enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I9IFFRE SVM EMEFRP 2T ESM: MetroCluster SVM show

3. BIHEEI1REIEEHITHEMES) LIF TREE2SBEMINTEM, . MetroCluster check 1if show
4. FIETIEENERPNERT S EFH MetroCluster switchback sR¥HITHIEL,
5

- BIFY)EIRER T ESE: MetroCluster show

HERATF waiting for-switchback K&, PIEHRIENEETT:
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

é%ﬁlzj: normal )Ij(n_.\E—.I-y tﬂ@*ﬁé«ﬁ%ﬁio .

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KNG A 8E5TR, ERILFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEIE SnapMirror 5 SnapVault B2E,
F 75 BiKFEIHRE NetApp
RIREMREMRY RMA 172 BBIS ISR 4HEE] NetApp o "SHFREFER"EXFMEL. BB NTH,
EH#PCleZlE/=+- ASA A400

BE PCle ZREF, Gl "%%LX&FEE SFP #1 QSFP IRIRS5RHERE, Tk
FHIER PCle SkE+, AREMHFHITHE,

* BRI IRED RS RAIFHIFIE ONTAP WAL G £
RGP EMAFLIIERERTT; BN, ERHEXRRA.

F1F: XARBITHIZE
RIEFERSEAFEENAR, ErIUERARRINEREXANERER AT,

107


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

®I1 . REHEE
BXRAZFIEHIEE, ERAREEH SIS, HAEUBENZRERERISE, UESTE
AU SR A S MR I T Rl 2R B IR (R

XFIAES

* NREFEAEBSANRS, MM MENEZHITHIZSSCSITIFHEMHSHERE cluster kernel-
service show. cluster kernel-service show sp < (TEpriviaBIRT F) A Rz T 2T R AR HEL
WS ZH RN REMERESURZT RBETRS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZA, BALBRITE

a) o

[

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KR IXF T IBTTIRR
RFiEHIssE ARSI TR A E B Rfalse. MATEXFAZIITHIZFZ sIE IEAZHER ; FE0 "
B S5&ERT"

s
1. YR ZA T AutoSupport . NIEid EHAutoSupport ;B 222 1E B ah eI ZRF:

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JH 222 1E B R 62251/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. RRBEMRA:
a. NEERIERIZEAIERI QAL Ta<:
storage failover modify -node impaired node name -auto-giveback false

b. HN\ 'y HEFIRKN CELEZABMER? "
3. ¥R MITHIZE R R LOADER $&Rff:

NRZHITHIZEZE R ... B4 ...

LOADER 1&7RfT BET—%,

EEFEFE & Ctrl-C , AREHIRTRREE vo

AR RSB AT MEBEITIEBNEHEE R EEIRITHIZS:

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# A\ Loaderfe m o
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I 2 ¢ IEHIRITFINT = MetroCluster A

BRAZHITHEE, CONBERG SRS, FELBENYHEE e, UEEITE

AU SR A S MR I T Rl 23R B IR (R

RFUIES
* BRIEIHRES R REFRTFERO T RS, UERNGITERNERISEMHE,

P
1. #2& MetroCluster RS LUHAE ZHITHIZE 2 S E BN EETIEERIEHIZS: MetroCluster
show

2. IRIBERERET Bk, IWERTRAULIR(E:

NRITHIZZZH0 ... BA ...

=Y =FriiAaE: PEMIT I —F,

ENEEMIES MIZTTIEERIEHISSMITITRIAIIRIE(E: MetroCluster
switchover

KB, E=AER BEEDREES, NRAIRE, BERAREERHER. WRTERR

MetroCluster switchover I\ﬂﬁ#ﬁiﬁl\ﬂﬁ: IHEREAE AR,
nvaﬁtBTﬁ HEUMRERS

l

3. FIBITIEEREEFPIBIT MetroCluster heal -phase aggregates i<, UEMNRETSHIEER

Pas
Ho

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, ERJLIER  override-vetoes’ B EH A MetroCluster heal #3%, WRF

RItrESE, NRGRHEBEETAELILESRIENRT IR,

4. £/ MetroCluster operation show A< IIFIR1FR S B 5o

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

3. f#H storage aggregate show mYRERSIRE,
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates mYBERES

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
A% SE, NARFRKESTMAELEEBERENIRE R,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. EZMITHISEIR £, WIFFEBIR,

528 EITERIZEER
BinE RIS RIRAEBRVR A, DM E] TR HIZRER,

1. yu%lu\h*%*&, -lﬁ.l-.EEﬁ]:%imo
2. BREBRLETELR, AEMERPIRTEL,

3. MRS AMELAEIRIRE LIWIFH, ARMTHIBRIR ERTRALLN SFP (NRFE) , HiR
ERLn A IER LB

RGKBELLERRER, WEEENMRELALERREN, S487/8F.

4. B4 EIEIRE MERIZSRRIR P HBRE—,
o AT ANEHM, BRI R FhEd RN

b SR RIR = MALFE SR BB RS o
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= M B
*‘) =) D
I AE
‘E’}Zﬁ'i*

=\ ©

° PATE F 8

9 28 MATLAE RBRTAS

6. RIEHIZRERB S,
REh SRR LAFERT, IBHRESHHE R S RIRBYERER.
7. BRI SRR R P A RYRE Lo

53%: FEikPCle &

EEH PCle &, BHAIIKEIRELRIER PCle &, MIZHISERPE T EE L RAVEAR
, BHUER, PARTERHRBIRIRPERRE PCle I2FR,

S UER L T ohE, EESE NS BEEIR PCle +.
ofiE-E#PClek

PCle 2-3 PCle 4-5
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TR IR EIE FB

PCIEHi%E -1

PCITIER

PCI&

1. T ESEEMANRRRAR:
aﬁ?ﬁﬂ%ﬁ%%ﬁiﬁ,ﬁﬁ%ﬁﬁﬁ%ﬁﬂ%ﬁ,%Eﬁﬁﬁ%ﬂ%@ﬂﬁ%ﬁﬁ,uﬂﬁﬁm

Bo

b. #1F PCle ~RHRIBEFFTEBIFRE SFP 5 QSFP 181K,
C. RRAMRAM B R BIE H i _Ehed H EE X E 75 4% 5.

ISR = MIE T B IR IR TP BRI =0

d. BHRA HRRER, FREREFRNTEL,
2. MRFHRAHENT PCle &:
a. BapfRFtiR, LAERILLIIE) PCle o
b. 3% F PCle {eAHRMEBIMESZZR, ARKBHIERIFTHUE,
C. R FHEAR 20 3, M EENMER,
d. 2i2m EHRIR, AR PCle RMIEEFRERY, MMMEARPET PCle .
3. FEIRARY PCle REHEMEXTT, BIL-FBNEED, ARFSLIEAR ENMER GIRA) .

MR- RIERXNTTEBED, FEEEPEA RN REMIZNES. PCle ROMASTEYHIMBEIETEE
&,

C) NREEBFERPEERRER, BLEESEEFEE, B TREF, UETUEERE
&, REF, ARERREMTREHEEFRE TR,

4. BREIREAR:
a. FRARSEAREEMERIHERIXTT, KRR SRR Lo
b. R R EHENEMRLAVERE,
C. M TheRFS, EHESER EHNEBIRER T

B4F. BMRER

KERUTRARS (EE4M5) T BHIENFIEIRA IHRKEFR, ERREFR
, AREHRE 3 SER. BXFAEE, BSNIEHBIRR LR FRU REE,

TR UERUTHE, HBERNEANNTBRERKEF,
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HE-BREEF

o PCI Riser&

9 R IRERIRE]
e R’

1. 17 3 SiEFtiR (HEE475)
a. ETEN%%MUE’\J%&E#, RKEBREFISFRREE, AEFHEEREITSITANME, STFEX

Bo

b. #1F PCle ~RHRIBEFFTERIFRE SFP 5 QSFP #&1R,
C. KR RAEMBIERFIRBUE Bl m_Ehefe HEENE TS R¥ R,

SRR = M B IE IR TP BR I T =0
d. 5EEIRMR, ARRBEBIEFRTE L,
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2. EMFKRFR:
a. \RHEITFFE QSFP 3% SFP &1k,
b. MR EHBERIZET, AR FEENEETIRFREHBIE—S.
C. BEMANKERITEFENSH, RAERHERBHENGE,
d. ITERER FHERIRET,
3. EMRELIRAIR:
a. BRI SIRFARIEEN EAERIAST, BiRARE T REER L.
b. YR EHNEIR LAVIEE,
C. WThEHS, FHES5ZIR ENESBIREIFTET.
F 5% REITHIEFER
BIRITHISERRIANS, HIREHISRRRERRENAETR, RAEBEEHELIFER,
1. MNRHAXFALBENE, EXALERNE,
2. BIEHISERHRIHE SRR OMNTT, AEEEHRIERRERENRAN—,
C) BENMEEFISRERELEBENED, BRIERFIERIEXEM,

3. IREREEMNARLAHITH L,
MREBE TN EFLHREE (QSFP & SFP) , FIEBAEERANENERLEE.
4. SERITHISRIRIRAIRE

o WRRAENGE, ENRERRLMER, AEROREEIER.
b. ERMEFMBEHSREARRE AN, ENCSTRIGEF =M,

IEHSEERT MG, BMERMNS L.
@ RERISRRBANFER, B7BANER, URBIFERZS.
IEHISRRIR— B 2 BIEENMET, mFeRm. EEPREMIE,
a. fx'fﬁlg‘—?%ﬁﬁtﬁﬁ?, EEMAFILUBFRBIE S, SBIERISSRRT2HNNET, AERFDEFBFED
EIE,
b. INREAREMLELLERIRE, BENREZLE.
C. % ctrl-c HUFEEBshIEHEEHEI LOADER .

(D) uRFGEBEEDRER, HEREME LOADER HJ,

d. £ LOADER 7754, BN bye UENIAK PCle RAMEMAN, Hiti=HIBEMED.

S RikITHI2snI1ElE, FHIMEIEFIETT. storage failover giveback -ofnode
impaired node name
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6. MNRBEREBNRIE, BEHBAHE: storage failover modify -node local -auto-giveback
true

% 6% RIEHSRRERERNEEET
BRREGEE, BONERNARHITRE, EEHRER, AREHERABHRT,
1 RIEFZERHRAHI T,

NRIEBENT /B HEE (QSFP ¢ SFP) , IFICFEEANENERTEE ],

2. T 2snTESE, FEIMEIEFEIZTT. storage failover giveback -ofnode
impaired node name

. MREBEHERIE, BEHBHAE:. storage failover modify -node local -auto-giveback
true

£ 7% YIENT = MetroCluster BREPHERS
SN IRIERIZSENT = MetroCluster EEE,

T’
1. BT 22 BT enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I9FFRE SVM EMEFRP 2T ESM:. MetroCluster SVM show

3. WIMEEREEERITHERBS LIF IR 2T EMINTEM: MetroCluster check 1if show
4. FIETIEEENERPMNERT S £ MetroCluster switchback sR¥HITHIEL,
5

- WIFYIEHRER T BE5ER: MetroCluster show

LEBNT waiting for-switchback IRESH, YIEHRENEIRTT:

115



cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HERAT normal K&, TIEHEIETEM. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KNG A 8E5TR, ERILFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEII1E SnapMirror B SnapVault BZE,

% 8 . FHFEEMIRE] NetApp

REBEMFEM RMA MBRRE S IEEHIREl NetApp o "EMHREIFMER"EXFMER. BEENITH,

HIHIREEIR - ASA A400

FiREJE (PSU) SiZMrA B4 PSU SEBIRMERE, IR THEIRZK, HTIH PSU H&ZE
B PSU , RAEBFER PSU EFmEETIHER,

* BIREUARN, HERRYER, ERBXAERIZERER PSU,
* IRES BT —RER—TEIR,

@ RUFEMNFERE TERERDHAERBR. RSNAIERE!T, B ONTAP ZRERIG
REBXEFERER, HEIERERNLL,

()  EIRBASTEXEMERN PSU. BEEGIHER,

ERILUER TEIU R BE D B EHRE R,
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.o PSUBIEFSH

9 FERER B E 25

1. WNRIEE R, B EREM,
2. IRI\BIEH EEBE ST BIR LM LED HEEE R,
3. MFFERIR:
a. yTHBIREEES, AEMBIRKTBIRZ.
b. MEBIRIR T EBIRL.
4. HITEIR:
a. g ORIEF, UERUERTEERMFERIIE,
b. I TEBEREUMVFAEFERER,
C. ANFREBIFEMINFARIIL, AEKE—S,

o AMFXERRLSHBHSEHSBERNAONTT, ARRKEREEENTHZRER, BRIMHERSFA
2L,
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R B S S R B B A B B
() rmemrrmmEEs, BIERERBARENANTA.
6. " BB MRIEF, EHSERTH.
7. BEEEERL:

a. FERAEMIERE B IR EIR.
b. A FEIRL[E TE 23305 R IRLLE E B R IR,
EIRMEMER, RS LED MAZE,

8. IZIBEMFEMIAY RMA BBRREHIEER4RE] NetApp o "EMFREIFER"BEXFMAER. ESNNH,

SEHRSCRY S FHEE - ASA A400

BREEFERITHBEIRPAYLEIEYEE ( Real-Time Clock , RTC) EBMl, LUBREEHERET
B][E & B 2R G AR S M N R A AR E5E1T.

* BRI IRED RS R FFHIFTE ONTAP A& 5 £
* AGPRFE EMAHRRIERRTT; SN, BRFEKRRAZ.

TP FRLZINFTY RTC B3t

F15. XAZHIEHE
RIEFERSABEAERENTR, ErIUERFRNEEXASZREZRIVERE.
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TN . KREHELE

BRAZHEHEE, COMRELHRIVRTS, AELEMZERTIE, UERTEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ¢ $EHIZR I F W T = MetroCluster H1
BXAZHITHIZE, BHIRERHIZSRES, FEVERYIRITHEIZS, UESITIEENITHSSSREMNT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

528 EITERIZEER
BT HISHRIRAEBRVA M, BAMAFERE T EHIZRRIR,

1.
2.
3.

iR, BIEREM,

RN FEIREEERS, ARMEIRPIR T4k,

MR RLSMER L EIRIRE LRV, ARMIERSIRIR LR T R5404H SFP
ERA L RERR B

REABERLEERET, WEEERRESLAEEREN, HERIERF,

L EIILE MTRISRRP I HBE—F

| TR BEFS, ARRIES @ T ek M=l
R SR IR = MATLFE R BRI4AS Lo

(WIRFE) , HR
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° PATE F 8

9 28 MATLAE RBRTAS

6. RIEHIZRERB S,

REh SRR LAFERT, IBHRESHHE R S RIRBYERER.
7. BRI SRR R P A RYRE Lo
3% EM|RTC Hith

EEEHREEHBIERPE RTC By, ARRBNESBINFHITRIE. BX RTC HMNE, HE T
FRIRAEH FRU R~EE,

EEILMERL T EE, HENE NS EER RTC Bith,
ohiE- EHRTCHE M

o FRiEEEFHR
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e HIFRTCHth

9 JEFRTCH

1. INRE AR, B IERE,
2. fTFBXE:

a. FEXEFMBBIE F EITHIsRIR A aizE,

b. BN E BMITHISRERNEE, ASRKER LEFEIT2ITANUE,
3. %, BNHAEFER RTC Bith:

a. 5 FRU REE, HEIEHISER R RTC Bt

b. JFEMZ R BME, FHIERHEMEE, ARG EMEMEEREH,

@ MEEZRFRENH BRY, IEER AR, BMRENS, BIERREESZZRF. B

MEESZIABINS BT EREMNE,

C. MBI P EN L E R A,

d. i2'F RTC HEEIRIE, ARFEBARHETE, FEENBMEF,
4. BMEREY, BREBT2TETEMED, HEREER.
o KHENE.
£ 43 ENRERRISRRAIGEF IR RTC Bit/EaEE / BHE

ERITHIBRRPANL T, BLMERFHERERRRIZHIRER, EELTHES LHMNEMBEA,
Eo

1. MR EHARXEENESTITHIBIRIREMR, BREXA,
2. BIEHISERHRIRS AP ONTT, ARBEHSRREREARAN—F

BIRERSRRTEBANFET, FRIFRFIETEXF R,
3. IRIEFRBEEMNRAH T,
MREBE TN EFRIRES (QSFP & SFP) , EIRBEERNENERZEEN,

4. MMREHRTRIR, BEMBANLR, AREMTERRLEER.
O. FERITHISRIRALE

a. EAEFPUFEHRISRRRFFENNIE, HEICSPIRBEHTEMIL
ISR TR G, MEFAMS LA,

() #EsIsERBANES, BIRAEA, UGHRREES.

=) =1
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THgHE IR — B e BEEENFETR, MEFRER. HE&FPMENTE

a. ¥PiEHgim ik, FEMRBLUBRIIES, FiThssERTeEAVESR, AREBEHBiEED
EME,.

b. NRBAEFHLERASTIRILS, BENTEIZLE.

C. & ctrl-c HFIEE B IZEH E51E] LOADER

() uRFsGEDEEHRSRL, BAREME LOADER HH,

6. EETHIZE LAVETE A EHHR:
a. fff show date SLHWEBITRR RIFAVITHISE LAY HEAFNATIE]L,
b. £ Br=H2% LAY LOADER 1Rfit, 1ZrdialflE A,
C. iNBMNE, JEFH set date MM/dd/yyyy ip 1B HER,
d. MEHE, BFEM set time hh | mm : ss WPTE GMT FIERTE,
e. I\ BRIz HISE LAY B EAFNEYE],
7. 72 LOADER 24, WA bye UEHHIIAK PCle RAEMA M, HiLiTHIBREMBE0.

8. XX HI2EHTElE, FHIMEIEFIETT. storage failover giveback -ofnode
impaired node name

9. MR BEZHBEMNRIE, BEHBHAE:. storage failover modify -node local -auto-giveback
true

% 5% YIENT S MetroCluster FiEPHERS
SN RIE A7 ST = MetroCluster EEE,

T
1. BB T 22 BT enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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2. I9FFRE SVM EMEFHREP 2T ETM: MetroCluster SVM show
3. IIHMEERIEIEEITHEM B LIF T2 EEMIN5TH: MetroCluster check 1if show
4. FETIEENEEHPNEAT S EEH MetroCluster switchback S<SHITYIEL,

S. IGIFYIOiR2{ER T B5E:. MetroCluster show

LHEEATF waiting for-switchback KSR, YIEHRENEIETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEBLT normal ASHEY, YIEHEIFSTR. :

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYEIZEER KA 8E5TR, ERILUFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEEII1E SnapMirror B SnapVault BZE,

% 6% KRR E] NetApp

RIREMFBEMBEY RMA MBS IEERHRE] NetApp o "EMFIEEIMER" EXIFMAES. BSILITH,

ASA A400RYEEFHE

LU 2ASA A400M9ER 3 #84& . 1518) "NetApp Hardware Universe” (HWU) FXEXASA
A400FIAEYEEESIR, thTiERMEENE BT,

ASA A4008Y = ZEHH

EEECE: ASAA400EAFE HA 3T, LAKRIRLIE
RABFIEAE: 14.6880 PB

A1E: 256.0000 GB

SMERST: 4U HFE, W 2 > HA IEHIES
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ONTAPHRZ: b_startONTAP: 9.16.1P2b_end

PCle ¥ FB#&: 10

={KONTAPhRZS: ONTAP 9.13.1

e B&EXE

el HA %

HA %t

BNRH
RE 10

730

LA 100 Gbps

AR 25 Gbps
SAS 12 Gbps

210

Y

LAAM 100 Gbps
LAKM 25 Gbps
AKX 10 Gbps
W4F5@iE 32 Gbps
NVMe/FC 32 Gbps

SAS 12 Gbps

EEmO

X

AKX 1 Gbps
RS-232 115 Kbps
USB 12 Mbps
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PRI AERILS

BIKMESRER; iSCSI; NVMe/FC; NVMe/TCP;

RS RRIA

* EABVIAER: 4209 BTU//NEY

* RIFERTHINER: 5212 BTU/NEY

: 110.0 £ 49.9 5%

: 4U

D19 I IEC HIZR%A (17.6 <1 44.7 [EXK)
326 I (EBAEBEIEZSRN 34.7 &YT)

* TYERELBIRLZE: 10°C E 35°C (50°F & 95°F) , /BikEm ik 3048 3K (10000 =R) ; tH3HEE
8% =& 80%, 2%

* ETERENLEE: -40°C £ 70°C (-40°F & 158°F) , Bikizs 12192 K (40000 =R) , HIEE 10%
= 95%, A&, REk

* EFIRE RAEINE (LwAd): 8.5; A& (LpAm) (EMEME) : 67270

o T b
[

X
i

Compliance

* EMC/EMI JAIE: AMCA. FCC. ICES. KC. EE/&F. VCCI

* £2INE: BIS. CB. CSA. G_K_U-SoR. IRAM. NOM. NRCS. SONCAP. TBS
* KL/EMC/EMIAIE: EAC. UKRSEPRO

* INEZLL/EMC/EMI/RoHS: BSMI. CE DoC. UKCA DoC

* ¥rE EMC/EMI: BS-EN-55024. BS-EN55035. CISPR 32. EN55022. EN55024. EN55032.
EN55035. EN61000-3-2. EN61000-3-3. FCC % 15 £f4> A 2. ICES-003. KS C 9832, KS C 9835

s FER S ANSI/UL60950-1. ANSI/UL62368-1. BS-EN62368-1. CAN/CSA C22.2 No. 60950-1
. CAN/CSA C22.2 No. 62368-1. CNS 14336, EN60825-1. EN62368-1. IEC 62368-1. IEC60950-1. IS
13252 (5 1 Zh93)

SR

BT LAY ERERITH 28 (BMC) IONTAPEIRIZO,; FURPUGHITHIEE; TRMEREIR; @ SAS &
1T SAS HINEIE;
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RS B

HRINFRE © 2026 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESLBEITFA, ANAEPZIMRIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.
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