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* B ERRIEHISR ENAU TS BRmS:
° B _EhlSR R B EHEPRITHEIR BT,
° health =28 B R IITHIZZHT HA ECHJiTHlI2s.

ERENNZZEH- ASA A800

EXAZHPIEH R AN EREMBZARPRSZE. BTN ERBIEHISEARES. 8
FRERE. HEERSG EIFEEITRIONTAPARZS,

If you have a cluster with more than two nodes, it must be in quorum. IR & & KA ZhE T TR RIFAIIE
HIBEZRSHE TR S EET false , D-'\ULZ\ZDWE%PH%?ﬁ?’:’“%ﬂ%ﬁZ%ﬁEEl‘ﬂﬁﬁL ; BER BT RSKEE
A
gl
1. EZHITHIZRIRE
* MRZIIEHIB A TFERIBTRAL, B admin SHER.

° INRZHUEHIZBAIT LOADER 2R BREF HARCER—&S, 1BL admin BMHERIIGITIERR
il

° R SIRITHIZS KA EEE FHHE I LOADER 12R7F, 1BEXR "mysupport.netapp.com’s
2. MNEREAT AutoSupport , NETE A AutoSupport JHEZ1FBATNBIEZES]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours_ downh

AT AutoSupport ;SHEZIFBohtIB RGBS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

3. (M version -v K EZRITHIZE (NREEEN) HEWITHIZE (MNRZHITHIREXT) LiETH
ONTAP hRZs:
* IR HE P ER <Ino-dury> 8 <1osno-dury> , MRFKEARLHF NVE , BHREXAITHS,

° MR LBHEPRETR <Ino-dur> , HERFEIZITHIRZ ONTAP 9.5, IFILE &Il 1 © 751517 ONTAP
9.5 REFRAHIRS L1E NVE B NSE,.

°c NRGBLHHPARER <Ino-dur> , HFERFIZTTHIZE ONTAP 9.6 ESHRA, 1HEE £ 2 . 7Ti5
1T ONTAP 9.6 &E.—JH&ZISE’J%,;LJ:ﬁ NVE g NSE,

4. NEZHITHIZRET HARE, BEAMNETIRARFHNITHIZZERIE: storage failover modify
-node local -auto-giveback falseﬁﬁstorage failover modify -node local -auto
-giveback-after-panic false
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&I 1 . 7Ei51T ONTAP 9.5 NERhRAH RS EHZE NVE 5 NSE

EXAZIRIEHRZH, BRENTRAASTEREA NetApp B (NVE) 3¢ NetApp FiENNE (NSE
) o If so, you need to verify the configuration.

Bt
1. Rz B4 5E R IR EHI2R,
2. WERENEBTHEREEET NVE . volume show -is-encrypted true

NRFHPTIL T E@TE, WREE NVE , EFBWIENVE BB, NMRKRTHEDE, BRERSLEEE
NSE .

3. MEESEBEHE NSE . storage encryption disk show

o RS T IR IS B URIERXNFZEE ID 58, NRTEEE NSE , BEERIE NSE
[iRh=

° YNRKECE NVE # NSE , WA AR MK FRHITHIZS

I9JE NVE BCE
LI
1. ERTAEERS S EEENEMIIEZHANES ID © security key-manager query
° MR Restored FB7R yes BFfERAEIERER Available , MAIULZEMXFZIRAITHIZS

° YN3R Restored FIBTR yes BIMNIERAS, HEEAZREERET FIA , WFEETH—LEHI
TE,

* INREBBIRFZHAEIENEZE S this command is not supported , NIEEFHEMM—LSE,
2. IR restored FIB/R yes LIMNIERAARAR, HEBFMZHEERET FAH .

a. WERHAERFIESHMWIERFMKEKZFAID . security key-manager restore -address *

NREpSKRM, IBEELFR NetApp ZHFER Jo

"mysupport.netapp.com”

a. IUEFRB B IIER IR Restored YIREER yves , UNFIERAEIESEEEMR Available ©

sSecurity key-manager query
b. XAZHITHER.

3. MRERAIREEHE IEFEEUA%@ this command is not supported when ontk 2 EIEE, R RFE
ERBEAEERPHER security key-manager key show -detail

a. YN8 Restored B yes manually back up the onik HZHERER:
* BESENRIRT, HERRRTREREAIWAN v . set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup

show
' BEGEENATEF IR HHEEX S, EAIESZSEFHINE OKM BRMEIER T, TRKE
EE,


http://mysupport.netapp.com/

 REIFIEEEI: set -priv admin
* XA IR
b. 41R Restored FIRRR yes MIMNIEMAR:
* JB1T key-manager IREAS . security key-manager setup -node target/impaired

node name

@ ERTFRAT PR ZAEERNEE, RTEEHELNIEE, BHKA

"mysupport.netapp.com”

* WIFFRE B{PI0IEE$H ssecuritykey-manager key show -detail By restored FIREE
/Tyes

* BRSENRRN, HERFIRTEHENBAN v set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup

show
* BEMDERNARER DRI XHHEEX . EAIEREEFoIME OKM KEER T, ERE
EE,

REZEERI: set -priv admin
* BB AR et K T 2%

I9UF NSE BCE&
HIE
1. ERTHEERSHR LEENEHIRIEEHANZH ID | security key-manager query
° YN Restored YB/R yes BFFEZAEIERER Available , ML EMXFZIRAVITHI2S

° YN3R Restored FIBTR yes BIMIERAS, HEEAZREERET FIA , WFEERH—LHI
TE,

° NREEARFEFIATIERNEFHE this command is not supported , MEBTTRH fth—Le 5 1%
2. NR restored FIRR yes LIMIERIRNS, HETAZHPSIERET A0IA :

a. RHEEFFEFDIRIEZHMKELZESA ID : security key-manager restore -address *

NREpSHRM, IBELR NetApp ZHFERIo

"mysupport.netapp.com”

a. IOIFFRA BRI Restored FIREBER ves , UNFIERIREEREEE R Available :

sSecurity key-manager query
b. XAZIITHER.

3. MRERBBEIREZABIEEEZES this command is not supported when onik EZ5AEIEE, 5B RIFME
ENRBEPEIRIZIPEA: security key-manager key show -detail

a. YN Restored FIB7R yes , IBFHEMIREFHAEEEE:
* BESENRIERD, HERRRTERSEAIWAN v . set -priv advanced
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* Enter the command to display the OKM backup information: security key-manager backup

show
' BEGEENATEF IR HHEEXH. EAIEFEFHIRE OKM RMEIER T, TRKE
EE,

* ROEEIEREN. set -priv admin
* XA HI28.
b. 41R Restored TR yes BIMNIEMAR:
* JB1T key-manager IREMS . security key-manager setup -node target/impaired

node name

@ ERTILBAT PR OKM Zi8i81E, MRTERMEBEIEE, BER

"mysupport.netapp.com”
* WIEFR B B IIEE AN restored JIREE/R yes | security key-manager key show
-detail
* BEASENRIER, HERFIRTELRENEAN v . set -priv advanced
" AT LED OKM{EE: security key-manager backup show

@ Make sure that OKM information is saved in your log file. ZERJREEEF&RE OKM
HRIMEBHT, FELES.

- {EHESHATENRIRRIARATH. EARFEFHIRE OKM WML T, BRE
Eo

* ROEEIEREN. set -priv admin

* BRI R et R A28

I 2 . 7Ei51T ONTAP 9.6 MEShRASHI R4 1 ZE NVE 5 NSE

EXAZIRIEHEZH, BEERITIRASTEREA NetApp BI1% (NVE ) 3% NetApp Fi#NN%E (NSE
) o If so, you need to verify the configuration.

1. IOIFEBE P IS RS IEEEA NVE ¢ volume show -is-encrypted true

If any volumes are listed in the output, NVE is configured and you need to verify the NVE configuration.3l
RKRFNBEEAE, BRESSEEE NSE HIEE(EALL NSE .
2. PR EEEE NSE HIETEfFA: storage encryption disk show

° NRapLHETH T KN IFAERURENMER ID 58, MWHRTREEE NSE , EFEELIE NSE
FCEMIETE(ERRTY,

° NRKREBRAEMEE, NERTKEE NSE

° gg%ﬂiﬁﬂﬁ NVE #1 NSE , WA&fER NSE ZARIPERERIZE, FILAI R MK AZRAES
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I9IE N
1. F

VE fc&
ETREREIERS SR LEENBMIIERIAMNEIAID: security key-manager key query

@ £ ONTAP 9.6 iz f5, ErlgE R EEHMZRIAEIEIARE, KB rvip, AKVH GCP,
Eﬁlkﬁ‘i“?éiﬂ’]ﬂ&’iﬁﬁlk SMNER 3 k& ZHEIERSIEEMERE,

o YNR HIPETEIE LB E R external , M restored FIB/R yes , WA UREM K FZHRAITHIZS,

° YIR HAEER KEBTIRY B ERFIET B, WREERR—EIINE,

° 18R Key Manager type B/ external , MM restored FIERFk yes LIMNIERIRAZR, WEETRK
—LEENINE R

° YIR HAEER KB R T IRY B BR 71256 B MIMIERAS, WFEBETH—EHINGE.

2. 1R Key Manager type /R 1RE B Restored FIER yes , IBFmIEHD OKM EE.:

a. HESENBERER, HERFRTEHRERIGAN v set -priv advanced
b. AGBSUBTRIAEIEEE:. security key-manager ontk #, show-backup
C. 11%1531:.%5’]W%‘~§ﬁ§| | BIREI B HEX e FERIBEREFoIME OKM IREBR T, ERE

bo
d. REEIEEER: set -priv admin
e. XFAZIRITHIZS

3. YN Key Manager type B7R external , MM restored FIRRER yes UIMNIERINA :

a. BIMNPERAERFMRIEZHRRINEBEFTIFAETR: security key-manager external

restore

YORE LK, BEAFR NetApp 2580 o

"mysupport.netapp.com”

a. BIEEEE Restored FIEFETF yes WFFAEEMHIIEEH: security key-manager key query
b. XFZIRITHI2R

4. YN Key Manager type BR IRE H Restored FIEREE yes UIMNIERARE:

a. BINIREL security key-manager sync 85%: ssecurity key-manager oniR EH[FEF

@ E?Eﬁ?f%ﬂ‘iﬁAgF' M2 FRNFEHRFIRBZAEIEZIEIT1E, If the passphrase
cannot be provided, contact NetApp Support. "mysupport.netapp.com”

b. I83F Restored FIER yes WFAABEFRIWIEEFA: security key-manager key query

C. IJF Key Manager type @& 2n 1RE , RAEFohFH OKM 5,

d. #HIASENRER, HERRIEREHENBEAN v set -priv advanced

e. WMAMSTUBTRBIREEEMNEE . security key-manager ont # show-backup

f. 11%1%1.:.%5’]%]@’5%‘ | HRAEXS, TAIREREFHIRE OKM NREERT, 8%

Eo
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9. REIFIBIEEL: set -priv admin
h. &8] A& 2K AT Hl2s

I%IE NSE ECE&E

- ETRTIEERSSR EEFEENBHIIERIAINEIRID: security key-manager key query -key
-type NSE-AK

@ 7Z£ ONTAP 9.6 hRZ /5, ERIREEEEHMEIAEIESRALTR, KBy ruip, akvH Gep,
A EEXRRE RSN SMER 3 k3 IR E IR XL AAERE,
° WNR RIPEIEEE XBE /R external , M restored FIER yes , AL S X FZIRAVIESIES,
IR BEPBEER LBETIRY B XRVIET ZE , WEETER—LIINE,
° 1R Key Manager type /R external , MM restored FIE/RFk yes UIMNIERIAS, WEETK

—LEEINE R,
° YR Key Manager type B/ external , MM restored FIERFk yes LIMNIERIAR, WEERK
—LEEINE R

2. 918 Key Manager type 7R 1RE B Restored FIER yes , IBFmIEMD OKM FE.:
a. BISEIIRIER, HERFIRREHERMAN v set —-priv advanced
b. MAGMLTUETRZHERER: security key-manager ontR # show-backup

c. 11%19}13,%5’]W@E%‘JEU%EE’\JS‘C#EEElUS‘I#FO TR REREFIE OKM BB T, ERHE
Eo

d. IREFEEE: set -priv admin

3. YN Key Manager type BN external , M restored FEBREk yes UIMIERAR:

a. BN EREESHNRIEERATRINEEPHMET R security key-manager external

restore

NREpLSKRM, IBELR NetApp ZHFER Io

"mysupport.netapp.com”

a. BIFEEE Restored FIFETF yes WFFAESHWIEESA: security key-manager key query
b. &R LIR &K A= HI2E
4. 9N Key Manager type B7R & B Restored FIEREF yes UIMNIERAA:

a. BNIRE security key-manager sync 8<% . ssecurity key-manager onik EFEF

ERTFOAMAT N2 FRNF BRFIRBZAEIEZIEITIE, If the passphrase cannot be
provided, contact NetApp Support.

"mysupport.netapp.com”
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a. I9IF Restored FIBR yes W FFAESMNIIEZEA: security key-manager key query
b. I8 Key Manager type @E R WRE , REFoHEH OKM 58,

C. HESRNRIRR, HIEARFRIRTEBUENEAN v . set -priv advanced

d MASDTUETHHEESMEE: security key-manager ontR # show-backup

e REMEENNETERFRREINHRATX . EARRKREFHME OKM BZBERLT, EHRE
Eo

f. JROIEEEEN. set -priv admin
9. o] AL ethx T 2R,

X A3z 25- ASA A800

52t NVE Z¢ NSE £55f5, BEEXAZIREHZE. FRERTENRENIRESTE XA
HiZE ST HI2R,

I 1 . KESEAR%

5ER NVE 3 NSE 55, EREXAZHITHES.

PIE
1. B2 HI28 2~ LOADER 127R%F:

NRZHITHIZEZE R ... BA ...
LOADER &R fF 3£ Z "Remove controller module" o
EEEFIE .. & Ctrl-C , ARTEEMETRES v,

AGRTRERRTN AR MSTEBNEHSREENEERMERE. storage failover

S NE)) takeover -ofnode impaired node name

LRI EI2E B7R Waiting for giveback... BY, 3% Ctrl-C , ABEIE v

o

2. 72 LOADER 27754, WA printenv MIBRFIBEHIMEEE, BabREFIBEXHEF.

() NREHRERFRTEERET, NS TEEFRlER.

WEI 2 ¢ RYITF MetroCluster H
()  OREORGRAWT A MetroCluster BBE, W/HEMLLBIESE.

BEXRAZFITH R, BOTREERISRAINS, AECENERER R, UESITESERISRSRSE MRS
gafF g HE (IR,



* If you have a cluster with more than two nodes, it must be in quorum. IR EE KR HH B EITR T RLF
BRI E R RIE TR A Enfalse. MAREXAZHITHIRZ A EERFER ; 580 "HHa5
EERED,

* NREERBIZ MetroCluster ERE, MATHIASEE MetroCluster BREIRDS, #AETHRATEEHALE
%ﬁﬁlﬂ%,ﬁ (MetroCluster node show) °
S
1. ANR BT AutoSupport , N3&E:Z A AutoSupport SEHBZIEBENBIEZRR]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JHEZ IEB&HBIRBZEREFIF/NY: clusterl | * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NIBTTIERBIEHIZSVITH| S 2 H ERI3E: storage failover modify - node local -auto
-giveback false

3. ¥R MITHIZE R LOADER $&Rff:

NRZHITHZEZE R ... B4 ...
LOADER 127t BET—%,
EEFEFE & Ctrl-C , ABRTEEMBETRES v,

AFRIAATREBRTT AR MNETERNEHSRERENHEZHREHIZS: storage failover
S AE)) takeover -ofnode impaired node name

LR HI2E B7R Waiting for giveback... BY, % Ctrl-C , ABEI% v

o

EE T F- ASA A800

BERBNE, BOMH FREVERISEEIR, REBNENTRAEERE&EEE
USB A7 3R T280

£ 1T HTERIZRRER
TEEIRIEH SRR IR B BT B BER BV A MY, S MAFEFE T 23R IR

1. MR AR, BIERREM,

2. WRHR T B3 IR R,

3. BINFEIRLAEERR, ARMBIRFIRTL%,

4. MMFHSSASMES A EIRIRE LRWINE, ARMTHIZRIRPIR T RALL LUK SFP 1 QSFP ##1R (41
RFEE) , HARBREANERUE,

RAGKBERLERRETR, WEEEMRELLERREN, H487/8F.
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O BULERISE MTHISFRRPEEHBE—F
6. P TEANMEFD, ARRNE TIEREREN M.

LB HIZRARIR = MATIAE FRBE TRAS o

7. BRI SR ERE HAAE,
ReiEh SRR LAFERT, IBHRESHHE R SRR IRBYERER.

8. RTHISRERRETFRNREL, ARITHENE:
a. FTHIE R APEE T BN ERMBYBIE S
b. ¥EXNERENBRIR, AEFER LIREETEITHNUE.,



e BN EBRNEBEIRIR
e E X R Tk @ X E

£2H: BREHNGR

EERBHNRZE, ERESRIREHISER EMRFHR 3 RIREIEHISERR R E BB R,
ENTATECEHNRNET, CREER+HFRLI,

1. HEIBER:

10



IR 3

1 S+FI4T)

BB BURET

9 BohiT R

2. KIEHIZEEIRAPEN BRI A

a. £/ 1 S+FRBLTNHTEERMNMERET], HRETREREUE,

b. yUEBENNBRBIRMN, FRNRERE LI, ARREHNNTREEREEEHRE—.
3. REBRBI T RREIHTHIZERA

a. FRMNRNASSHEEIN=NTT, ARFEREEENEE.

b. ¥ B an7 T BE ThERE 2 R

. ERARBRMNTRESTRBIHNREE I ER.

BEEIT R, BNAESIBIFRINNT .

4. BURARER L EIITHIFEIR D,
o XHABNE:

11



a. [ T ietsENE,
b. ¥@NEBEAREE, HEHRANIIL

% 3% KEhREEmEIRNT R
ERENSRBHN LA BHRG, RItEEEER USB INFIEsNRERAEIRE,
Frih Al

* ERFEE—BRIH 32 i USB INFIRENEE, HEBRBELHN 4GB,

* SRTHIZRIEITHY ONTAP BGARAHEFEIAVEIZS, A LAM NetApp it = Y "Downloads” #3593 T4
MRz AIAR

° YIRBAT NVE , BRI THIRAFRIET, £/H NetApp HMNE THRE,
° JIRKEA NVE , BRI THIRATHIET, EAMER NetApp BMERIER T TFHRE.
* NREWRFERE HA X, WATEFRMEERE,
* MREVRFRZIMIRY, WAFENEER, BEER var XHRFEH, EBOTRITHINERBR,
pg
1. BB AIARSSBRE M NetApp ZHFit = FEHEHIE] USB IN7ZIREN2S,
a. RARSME T HEIZ IR BN LR TIE=IE,
b. fREFEARSSIRR,

@ MR EEA Windows IREXAZR, E7EH WinZip 1IRENSE B &R, EAEMIZENT
B, %0 7-Zip 2 WinRAR o

FRIEZERIBR S BRG SR BTN X :
= /boot
= EFI

C. ¥ EFI XfrREHIZI USB INTFIRENEE ERITRERE Ro + USB INEFIRENRRNASR EFI X%k, HAS5%
B HISRnITRIARSS IR (BIOS ) hrZHEE,

d. MEiCZABRHENLH USB iA#FIEEIEE.
2. MRERXHABRE

a. REXE— Btz 2Tl s R,
b. ERAMRBEIENE, BEMERSTRAEML
c. EBNE, HWRHEMBMAUFANERML

12



° BXE

9 RFAR

3. BEHS BRI RIHSHERHAOXNTT, ARKFEHSBEREEEARAN—F,
4. BRRERAEERLE, HRETEEMNRARHITH .

EMMAN, MREBET MRS (SFPEL QSFP) , BSHEMREE.

o BHIFAEBNBIR, AREMNREBRAEES.
6. 3§ USB INTFIREpEIENITHIBZEIR L B9 USB HE1E,

HtREE USB MTFIKmNSE REEIRE USB g iEEH, MARE USB iEHaixOH,

7. BEHSER-—ERREANRST, HIEHISRREEDFE LA, BOEEEE TR
RAVRLAL, AR E IR BT HI SRR LimR AR BiE &,

TH B —B e RERNER, MeFBREBET.
8. #% Ctrl-C 7£ LOADER 127 RFFMELE, LAFRBTEENTIE,

MRKRETRIHE, 151 Ctrl-C , EEBETLIBMEI4HPIET, AREFEEHIZEUEEIMEBER,

B S {%- ASA A800
EXAZHIEFI RN ERBNBZHORES ZH]. EATNSOESZIRITHIZZIVRES. 2

13



AEMRE. HFOERR LIEEIGITRIONTAPIRZS,

If you have a cluster with more than two nodes, it must be in quorum. JNRE & KX Z & FITI TR RIFHIE
FIBSERSIE TR A EE T false , U%&ﬁf%l?ﬂm‘hh%ﬂ%%ZHuEJ.—I:IﬂLJﬁT"l_ ; BB BT RSEERE

B
1. EZHITHISRAIRTES
° MRZHITHIBL TFERIR TR, B adnin HPE
° MRZHITHIZRITF LOADER BRI EEF HABEMN—E85, 1B adnin SHEREISITIERH
*I%U%gj:o
o WNRZHITHIZZRAMI AL EH H I LOADER 1#7R7F, BBEZR "mysupport.netapp.com”s
2. YNERBEFAT AutoSupport , M@ A AutoSupport ;HE 2 IFBTHAIZEZEA]: ssystem node
AutoSupport invoke -node * -type all -message MAINT=number of hours downh
AT AutoSupport ;HEZ IE BB RGBS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h
3. M version -v YR EZIRITHIE (WMREBEN) HEXIEHIZE (NRZHRIEHIBFEXRAE) LiETH
ONTAP hig7s:
° INREBLHE AP ER <Ino-dury> 3 <1osno-dury> , MRFKARZIF NVE , BHREXAITHIZSE
° MR LHEPRET <lno-dur> , FERFIZITHIZE ONTAP 9.5, 1B4EE &I 1 © 721517 ONTAP
9.5 NEERANFRST LHE NVE 5 NSE.
° R LHEPRETR <Ino-dur> , HFERFIZITHZ ONTAP 9.6 ELESIRA, 1BIE &% 2 © 755
1T ONTAP 9.6 &Emﬁﬁﬁxﬂﬁ%éﬁﬂﬁ NVE 5§ NSE.
4. MRZIEFIZRE T HABE, BERANETRRRIFIIEHIZSZEMAIE: storage failover modify

-node local -auto-giveback falseﬁistorage failover modify -node local -auto
-giveback-after-panic false

IEI 1 . 751597 ONTAP 9.5 NEERIRAM RS F19ZE NVE T NSE
EXASRESIR 8, CEERBRASTEDREA NetApp #1% (NVE) 5 NetApp FAE01% ( NSE

) o If so, you need to verify the configuration.

p
1.

2.

3.
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Rzl @ R E = BI IR AVITH 8.
KEEZEDNEETHNERELRE T NVE . volume show -is-encrypted true

NRFHPTIE T EETE, WSEE NVE , EFBWIE NVE LB, MRRTHEDE, BREESEEE
NSE .

KERLERE NSE : storage encryption disk show

° IRELHBTIH T IREEIFME R URMRAFE ID E8, WHRTERE NSE , EFEWIE NSE
fcE,

° NRAKECE NVE F1 NSE , WAL eMXHR T H] 28
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I9IE NVE BC&
il
1. ERFIAEIERS B EEENSHIIEZIAMNZIA ID | security key-manager query
° YNR Restored BN yes BFFEXRAEIESRETR Available , MAIUREMXHZIRBIE TS,

° YNR Restored FIER yes UIMNIEAAR, RETAZHEERES FUB , WEERH—LHIH
Gz

° WNRTEEAREFABIENEFHEE this command is not supported , NIEEBEHE(th—LEH IR,
2. 1R restored FIE/R yes LIMNIERAR, HETMZHERRE R FIA .

a MEHARRFIBEBMHWIEZAMKEEZEI ID . security key-manager restore -address *

NRap LR, BELR NetApp THFERI 1o

"mysupport.netapp.com”

a. WIFFrE B IIERAN Restored FIRBER ves , UNFIERHEESRESER Available :
sSecurity key-manager query

b. XHAZIRIE SR,

3. MNREBERFZHEEFELTEE this command is not supported when ontly EHZHEIELE, BEEREE
EREFZAEESETIZIA. security key-manager key show -detail

a. YNR Restored FE/R yes manually back up the ontRk HZHREEEFE.:
* BESENRIRS, HERRRTESREMEAN v . set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup

show
* BEMERNARES DRI XHHEEX . EAEREFoIME OKM IKEBH T, ERE
ZE,

- IREIFEEER. set -priv admin
' KHAZIRIEHIZR.
b. 4NR Restored FIERE yes UIMNIERAR:

* JB1T key-manager IREMS . security key-manager setup -node target/impaired
node name

@ RN RMAETFIIRBEIREEREEIE, WRTERMEZIEE, TR

"mysupport.netapp.com”
* WIFFrE B IIEZ$H ssecuritykey-manager key show -detail BY restored 5I@EBE
T yes
* BESENRIRTS, HERKRTEREMIEAN v . set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup
show

* BEDEENATEHRESBRNXAHHBEX . ERIREFEFHIRE OKM BIERER T, EFFHE


http://mysupport.netapp.com/
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£,
EFEERN: set -priv admin
* A AR et K T 2%

IOUE NSE B &
i
1. ERTHEERSH LEENSHIRIEEHRNZH ID ¢ security key-manager query
° YN Restored YRR yes BFFEZAEIERER Available , ML EMXFZIRAVITHIZS

° YN Restored FIBTR yes BIMIEMRAS, HEEMAZREERET FIA , WFEETH—LHI
TE,

* NREEAREZIATIERNE A this command is not supported , MEBTTREH fth—Le 518
2. 1NR restored FIBR yes UIIERAS, HETAZHEERETR FAATA :

a. WRHAERFIESHKWIERBPMKEKZFAID . security key-manager restore -address *

NREpLTKRM, IBELFR NetApp ZHFER Io

"mysupport.netapp.com”

a. WIkFrB B R IIIERAR Restored FIREBER ves , UNFIERIHEIESE N Available :

sSecurity key-manager query
b. XTI,

3. ﬂﬂ%f?ﬁﬁ*&ﬁﬁf‘fﬁ%ﬁ):%ﬂiﬁ% this command is not supported when onik HZHEIEE, BT RFHE
ERBRAEERPHER security key-manager key show -detail

a. MR Restored FIR/R yes , BFHIFMIRBEHAEREE
* BESENRIRT, HERRRTREREAIWAN v . set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup

show
' BEGEENATEF IR GHEEX S, EAIESZSEFHIRE OKM BRMEIER T, TRKE
EE,

EEIEEE: set -priv admin
* KA 28,
b. 41R Restored FIERR yes BIMNIEMAR:
* JB1T key-manager IREMS . security key-manager setup -node target/impaired

node name

@ R BAT P OKM ZHEiE1E, MRTARMEENEE, BEKAR

"mysupport.netapp.com”

* WIEFTE B IIERAM restored FIRE RN yes | security key-manager key show
-detail
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* RASENRER, HERFIRTEUENMAN v set -priv advanced
AP LUED OKM (58 security key-manager backup show

@ Make sure that OKM information is saved in your log file. ZERJREE B F &I E OKM
HREBET, FELER.

- HEBERHNSERIRBOXHRETH. TRIERFEFHRE OKM IGERET, BREE
Eo

 REIFIEIEREIL: set -priv admin

BRI AR MR AR,

IR 2 . 7Ei51T ONTAP 9.6 MNEShRASH RS L1 ZE NVE 5 NSE

TEXFZHRITER A, BRERIIRAZSERDA NetApp £IMZ (NVE) 5K NetApp 77EINZ (NSE
) o If so, you need to verify the configuration.

1. WIFERBPMEMEREIEEMER NVE . volume show -is-encrypted true

If any volumes are listed in the output, NVE is configured and you need to verify the NVE configuration.4l

RRFEERE, FRERLEEE NSE HIEEEMALL NSE .

2. BiIFREEHE NSE HIEEFERH: storage encryption disk show

° IIRALHBT I T IREIFME B URARAE ID E8, WHRTERE NSE , EFEWIE NSE
FCEMIEEERR.

° MRKRETREMEE, NFRTAKEE NSE
° gg%ﬂiﬁﬂﬁ NVE # NSE , WA=fERA NSE ZARIPERIERIZE, FEILAI R MK AZRAVIES

I9IE NVE B2E&

1. EREHAEERS S LEMNSMIIEERHANERID: security key-manager key query

@ £ ONTAP 9.6 hRZ /5, Ere R EEH M AEIRIXE, KB rvIp, AV M cep,
M LERRRSIE SN SR 2k iRE RS ESRXEAAERE.

° YNR HIAEIEES KRBT R external , M restored FIB/R yes , M UREMKXFAZIRAVITHIZS,

c IR RIPEER XEER R B RRIVNER E , WHEETH—LEINTE,

° Y18 Key Manager type B/R external , MM restored FIERER yes UINIERAR, NEBTH
—LEmINT R,

° YN ZAEER LUER IRE B FF 71270 B DUMIERRNES, WEETHR—LEMIMNE,
2. 1R Key Manager type /R 1RE B Restored FIER yes , IBFmIEMD OKM EE.:
a. BISEIPRIER, HERFIRREHERMAN v set -priv advanced

b. MABSUETZIAEIEEE . security key-manager ontR # show-backup

17



C. REMEEHNABTERZBIEHXAHAEX . EAREFEFHNME OKM NIRRT, BRHFE

o

=
d. JREFIEEEN: set -priv admin
e. XFIZIHRITHIZR.

3. YN Key Manager type B/~ external , M restored FEBRER yes UIMIMERAR:

a. BIMNPRAERFMRIIZHRRINEETIFAET R security key-manager external
restore

YNRE LK, BELFR NetApp 2580 o

"mysupport.netapp.com”

a. WIFREE Restored ¥IEFTF yes WFAMBESMNIIEEA: security key-manager key query
b. XFIZIRITH2R.
4. 918 Key Manager type B~ & B Restored FIRTRIE yes LIMNIERRR:
a. BMRE security key-manager sync #8%: ssecurity key-manager oniR HE®
@ E?Eﬁ'xf%ﬂ‘iﬁ).\g)*‘ K2 FRHNF B IR Z A EIERELIZIE, If the passphrase
cannot be provided, contact NetApp Support. "mysupport.netapp.com”
b. I8 Restored FIER yes W FFAEBHDIIEEIE: security key-manager key query
C. I9IF Key Manager type BEET IRE , AFFEIEMN OKM EE,
d. BEFENREN, HERFIRTERENEAN v set -priv advanced
e MANBSUETREREERZNEER: security key-manager ontR #H show-backup

I REHESHABERZRIRBFREEX . EAEREFHME OKM HIRHBL T, TRE
Eo

g. IREIFIEEZEI: set -priv admin

h. &R R e X A28,

FOIE NSE BCE

1. ERFIAEIERS B EEENEHIOIEZIAMNZRIAID: security key-manager key query -key
-type NSE-AK

@ 7£ ONTAP 9.6 hkz /5, ERIREXFEHMEABIERALR, KB P kvipr, akvH cer,
ML RRSIESHIA SR 2k i3 ZAE RSB AR

o YNER HIPETEE LA R /R external , M restored FIB7R yes , MWAJUREM K FZIHRAITHIZS,

IR FIPEER XBER R B RRVNER B, WEETH—LHNTE,

° Y18 Key Manager type /R external , M restored FIEBRER yes UINIERAR, NEETHK
— LRI T R,
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° Y18 Key Manager type /R external , M restored FIBRER yes UINIERAR, NEETHK

—LERINT B
2. 918 Key Manager type B/R 1RE B Restored FIER yes , IBFmIEHD OKM FE.:
a. BESEINRIET,, HERFRTEBHEMEAN v set -priv advanced

b. NGBS UBTHABIEEER: security key-manager ontt #, show-backup

¢ REHERHABTEHNZRRIAFRATI . EAIRFEFHIRE OKM WRHRL T, EREE

Eo
d. IREIFEEEX: set -priv admin
e. AL L et K AIEHIZR.

3. 18 Key Manager type T/R external , M restored FIRRIF yes LIMNIERAR:

a. BN EREESHNRIEERATRINERBPHAET R security key-manager external

restore

INREFLKRM, BEXR NetApp SZH5ERI o

"mysupport.netapp.com”

a. WIFREE Restored FIEFETF yves WFFABEBPRIEZEIA: security key-manager key query

b. fZE] UL 2K FIEHIZS.
4. 9NR Key Manager type B/~ IR# H Restored FIERFR yes MIMNIERIAR:

a. B NMRE security key-manager sync 85%. ssecurity key-manager oniR FH[EF

ERTHFOABMATFHNR2NFRNFBRFIRBZHEIEZIEITIE, If the passphrase cannot be
provided, contact NetApp Support.

"mysupport.netapp.com”

a. IOIF Restored FIB/R yes WFFAEBRWIEEH: security key-manager key query
b. I8IF Key Manager type @GR W& , AEFHEHD OKM FE,

C. BESENRIREN, HERFIRREMHERIHAN v set -priv advanced

d MANGSLUETZABEERMNEE . security key-manager ont #H show-backup

e REMEENNETERERREINHRBATX . EARERREFHME OKM BIERLT, ERER

Eo
f IROIFIEEEN: set -priv admin

9. &R R 2R AT 2R,

AFOKM. NSEFINVE—ASA A800

CERTER, BN ETERRIREZIHEE2E (OKM) , NetApp &N
Z (NSE) 3¢ NetApp &% (NVE) HWRAFZHNTE,
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FER EFMR T ER 3 IE R OKM , NSE 2 NVE ECE':
INRPEMRBFZAEIER—RBAT NSE 5 NVE , NMTURREIRES B KIMIRAVIZE,

* {IRBAT NSE B NVE , #EBATRHEATES, HHE A0 1 . BARAEHATEEETR NVE
8¢ NSE,

* W08 ONATP 9.5 BRI T NSE T NVE , iB¥EE %10 2 . 1£i51T ONTAP 9.5 ME R RS FifR
NSE/NVE,

* W17 ONTAP 9.6 ER T NSE 8{ NVE , IB¥ZE %1 3 © 7£i51T ONTAP 9.6 MEERANAL LIFR
NSE/NVE,
R . BRIREEAEIEREIER NVE 5 NSE
ps
1. Bizhl a4 4E T B ARTHI2E.
2. 7£ LOADER 1&/RfFER boot _ontap L BRNITHIZS
3. IEEH AHH:

* QD%E:I%UDJ.LIT . * ?jSE L

LOADER 127 %F Rizhl3BohEIBEIRE: boot ontap menu
EEEHFHRE a. ERATTRMAN ctrl-C
b. HIEE: Do you donn to halt this controller rather than wait [y/n] ? ,
enter: y

C. £ LOADER #RfF&t, i boot ontap menu 8<%

4 ERTIERER, WMARBOGS re HRRHTAEER , ARERTHLEE v,

o M NEEIREP B KME A LORIIRHZ A E IR R EGEE.

6. When prompted to enter the backup data, paste the backup data you captured at the beginning of this
procedure, when asked.#ilf security key-manager backup show &f security key-manager
ontk # show-backup <Yt

@ BIERM security key-manager backup show 3 security key-manager oni
# show-backup LAY,

EHEIERA:
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10.

1.

12.
13.

--------------- FiasEin
QABWIETLESBCbG9IAAAAAAAAAAAAAAAAAAEAAAACADID+bAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAABVOIHOAAAMHT7gDLIWAH1DBZ12piVOTOATSFMTOCOTIYAFASS4ADAA
AAAAQAAAAAAAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAA
AQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAA
QAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAA
QAAAQAAAQAAAQAAAQAAAQAAAQAQAAAQAA, o o HANPQMONrDRYRA9ScvBAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAAAA

............... HRED

ERMRER, EFIERBNED,
AAEBBE Waiting for giveback.. Femfio

Bt e sLt ERxiEtss, AEUBERENHER.
£ storage failover show fHHIABINIEHISEEEFTFHITRIE,
&8 storage failover giveback * -fromnode local -only-cfo-aggregates true” &5 351E CFO B &,

° IR LEBELEREMARM, FYIRMAKRIEHE, ERUBERETEED, ERIWEIEREEN

o

° WRELE CIFS RIEFTAMKM, BSFFER, THRAMFAXHE CIFS =&,
(D #wcrFs TRaSHMELERESE

° WIRABLEEM TR " RKILE " MKK, HFTF5 78, £ NVMEM @,

° YNRELE NDMP , SnapMirror 8¢ SnapVault #HIZMALK, BZALHE, EXIFAEE, B5ENME
RZBISCAS AN

Rk fE, £ storage failover show #l “storage failover show -giveback’ mi<HoEH[E
BB RIS

XER CFO BE (IRRGH CFO BIMHIERE) -

BSR4 iEE BIiniTHgs,
WRIEEITHIE ONTAP 9.5 ERIRZA, 15IE1T key-manager 1IREAF:

a. f#f security key-manager setup -nodename B3 BEIAE, RETELIERINEAREZH
== Pp2 mpE=1
Eiimmﬁg%ulno

b. &N key-manager key show -detail YA EERATZHEESPEENFIEZHFANE,
HIIEFTE B0 WIEZ A restored column = yes o
() % restored Fl = yes BUMMIEANS, BRRARA I,

C. FF 10 Oh, EERATEBIEEFTED,
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14. NRFIZTITHIZE ONTAP 9.6 SEShRZS:
a. IB1T security key-manager oniR # sync %, REEHIERBAEBIE,
b. &N security key-manager key query YA EERGEHEIESRPEFENFAEZEHIFAMNE
» FISIEFRE B IRIEEFARY restored column = yes/true o
() % Restored 5 = yes/true LAMIEANE, HRARFZH,

C. FRF 10 Dh, HERPATEBINEHFEL,
15. Rzl B 4Lk s EEx1EHIes,
16. {8 storage failover giveback -fromnode local #p<35iFBITiEH2s,
17. f5f storage failover show MLERIFIRETTMN 3 NHERERIERS.

\

gN2R 20 DEHRRERTTR, BERREF 2H.

18. 1% clustershell 127 =TTk, N net int show -is-home false B UUF|HAEEFIEHIZEMIEO LN
BiEEO,

MREEZEOTIA false, FERABXEZEOFRREBIEEIHRO net int revert -vserver Cluster
-1if nodename <.

19. BiITH 8 R& B EBINERIZS, AEIEIT version -v B3P LUIEE ONTAP RS,

20. f£FH storage failover modify -node local -auto-giveback true BsSZRHBMEGE, A
BHEIER,

EIN 2 1 1£151T ONTAP 9.5 RRERHRASHI RS LIXR NSE/NVE
ps

1. Bizhl a4 4E T B ARTHI2E.

2. 7£ LOADER &/ RfFER boot _ontap i< BANITHIZE

3. WEITHIakL:

*NREHEER .. * s .
BERIETH BELRT,
EEFFRE a. BERIAxHTHIZS,
b. {f storage failover show Bp<HIABIRITHIZE B HESIFHITIIE

4. fEH storage failover giveback -fromnode local -only-cfo-aggregates true local &5

DR & L tS EECHT 2R H 21X BRI HI 2R o

° ﬁ%ﬁ%ﬁ%ﬁﬁiﬁ&ﬁﬁﬁﬁﬁim, BYIRE T ISRHRE, ERHERREERED, ERIWEIEREEN

° IR LE CIFS ZIETHAMKRM, BSFFEKR, THIAXHE CIFS R,
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(D #wcrFs RaSIMELERERL

° IR LEEHM TR " R " MR, BEFFTF 5 28, £ NVMEM BEF,

° YNR&ESE NDMP , SnapMirror B¢ SnapVault #HiZMLK, EZALHERE, EXIFAEE, 5S2NME
B9

5. EHF 3 N, AREHA storage failover show RS EMEEZIRS.

6. 7£ clustershell 127 RF4L, N net int show -is-home false A UUFIHAFEEFITFIZEMiEO LR
BiEEO,
MBEMIEOSIA false, FRABXEZEOFRRLBEFIHFO net int revert -vserver Cluster
-1if nodename #p%:

7. BiTh| emA B EBIRETIZE, AFIB1T version ™ -v i LUK ZE ONTAP ks,

8. fff storage failover modify -node local -auto-giveback true B EZRHBmMEE, A
BERR,

9. 7£ clustershell I2/RFFMER storage encryption disk show B&EHit.
()  REET NVE (Netpp I0%) , Mita < REM

10. {5 F3 security key-manager 7] R R EAEERS 2R LFEN S M INIEZRHANES ID o

° Y8R restored column = yes BFfEZEABIERIIRENTRRE, BHEZE complete the replacement
process o

° YIR restored column = Bf yes LIIMIERIEMAR, M/ H— 1 HZMEHEERATH, BEH
security key-manager restore -address SR MFIET AERHEERSSZTRENERSHE
TRXBENFIESMIRIEESH (AK) FMZEHID,

BRHE security key-manager iV, LR restored column = yes and all key managers
report in an available state

N NREATIREZREE:

a. f#f security key-manager key show -detail BEEIREZIHEIESSTFEOMEEHNIEHA
E.

b. {#f security key-manager key show -detail SsSRIEFRE BPRIIZIAETIIN

restored column = yes o

R restored column = yes USMNIERIEMAR, EEA security key-manager setup
-node repaed ( Target ) node MYPEREIRFEAEIRIZE. EEIBIT security key-
manager key show -detail S¥ARIEFTE BHIIEEFAR restored column = yes o

12. B imh & 4L E R i iTHlZs,

13. fF storage failover giveback -fromnode local B ARILIEHIZR.

14. {5 storage failover modify -node local -auto-giveback true BBSZHEBIRIEE, Al
BHEAER,
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WEIN 3 © TEiE{T ONTAP 9.6 NESRA RS LiFE NSE/INVE
FTE

1. Bixh 8 4% Binishas.

2. 7£ LOADER /R fFER boot _ontap i< BANITHIZS

3. KERHEEE:

IREHEER ... Ba ...
ERETG RESRT,
EEFHRE a. BREIBECHTHIZR,

7

b. £ storage failover show i ¥HIABIRTHIZEEERTFHITRIE,

4. fEH storage failover giveback -fromnode local -only-cfo-aggregates true local &5

DT & L tS EECHT 2R H R2IE B iR HI 2R o

° ﬁ%ﬁ%ﬁ%ﬁﬁiﬁ&ﬁﬁﬁﬁﬁim, BYIRE T IRERE, ERHEREERED, ERINEIEREEN

- MRHSE CIFS [IFTATEY, FSBFRR, TRNMAR CFS 2%
(D #icFs TRaSHMELERESE

° WIRBLEEM TR " RKIMLE " MK, HFTF5 78, £ NVMEM @

> YR E<E NDMP , SnapMirror ¢ SnapVault ML, EREIHE, EXIEMAEE, S E
R A SRS AR

S. IEHF 3 N, JABEH storage failover show BPSHKEMPEEZIRNS.

6. 7f clustershell 327 R4, N net int show -is-home false A UUFIHAEEFITHIZMiEO LR
BiEEO,
MREEHZEOTIA false, FRABXEEORERBIEFIKO net int revert -vserver Cluster
-1if nodename i<

7. BiITHl B SEB EEIRNNTHIZS, SASIEIT version -v a3 LI ZE ONTAP hiRZs,

8. ff[ storage failover modify -node local -auto-giveback true S8SZRHBERIERE, B
BERR,

9. 7£ clustershell 12 RTFAMER storage encryption disk show ZEHiH.
10. f§f security key-manager key query < EBRFHEEZHERRS S EMNEHMIIEEHANE ID

° YR restored column = yes/true , MRTEETHELTRE, HAIMRLTTHEIITE,

° YR Key Manager type = external and the restored Column = anything other than yes/true
, 1B{#MA security key-manager external restore SRR EHICIEZIANZA ID

()  mmessm, ERRAEPZS.
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o YNR FIPEIRFRE = IRF A EIR 5 = bR yes/true MIIMNIEREMAZR, 1B security
key-manager ontR HEF arSEMRT ZHEEILKE,

5 security key-manager key query 3SIEFRE S5 1IEE AR restored column = yes/true o

1. Bizf B4 LG ERB =523,
12. fF storage failover giveback -fromnode local B 3TILIEHIZE,

13. fEEF storage failover modify -node local -auto-giveback true SnSZ2HBMNIRAERG, A
RKHIER

14. INREFEAZAAutoSupport. NMIFRE system node autosupport invoke -node * -type all
-message MAINT=END

S FEER 4R [E]25 NetApp - ASA A800

RIREMREMTEY RMA RBESES 4R E] NetApp » SN "B EREIFIKAZS; BiR"
?E'IJ\’ Tﬁ#%y'ﬁ;lu\o
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