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Cable controller B to the shelves:
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E B o2 251N
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover modify -node impaired node name -auto-giveback false
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Uz
1. 7£ LOADER 12 "fT T, BB RmEdTE:

boot recovery -partner
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Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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MREEIHR... 1R1F

key manager is not RARRENMNEINEE,
configured. Exiting.

a. FRHERRETHIL
b. RN RHIIEEHET

storage failover giveback -ofnode
impaired node name

c. mif EFEABMRIAEE MRERERT
key manager is BREMZEINEE. giFMEZHEES,
configured.
@ MREZRLERFZIAEERRE, WSETHIRAES, HETREHIAZEEEERIAERE
BUNMERR (IREIMNE) o BEIBFRT A4S,

ERESHEENEN I REZAEES:



WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

REE D BIER REVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

ETREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&
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BRIGES MR B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELETHETREIREMESES. M LOADER IR EHEITME

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE B THIRMEIER, BRI SHIEEHEEI4NetApp”s

BRI BN FUREL NetApp - ASA A800

INRIEHIASAF ABOORAFRIENAMHLINHIE, FRHIEIHREZaNetApp,
SRR EIFI S TIE LRI E ZE R

BB
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BEohig(K - FopikE
B EAFahiiE TIERIE - ASA A800

BIEEEMER, WEMERS. XAEHSE. BERBHNHR. BaiRERE. REN
BUURBIERGEINEE, FHIAEHRASA ABOOFIERLHBYB TN T,

INREHTFHERSZITHVRONTAP 9.17 1 NEShRAS, BER"EHIENERRF" MRENRFIZTHZ
HARRASBIONTAP, NIAAERF B mE Iz,

o "BEERMTRERX"

BEEEMBMNTRNER,

9 "B NN R A SHFIRE"

HRERACEAT RERAEESEESMEEHTT 7T INE

e "X HIZE"

FRERBNRE. FXEEHIEE.

e "EiRE TR

MABREBRRPIEHERH TR RERERBEHNER. ARERUSBAFIREI T RIONTAPIR G,

o "BEIRERE"

MUSBIREIZEBEIONTAPIRE., IERX A RGHIDIEIFIR T &,

e "R A"

MONATPEEIR B E R Z A ERSREC B IR RE SR,

o " PR SR IR (E] NetApp"
REBEMRMIE RMA 5B SEIIRE] NetApp o

FrIEhiEFIMEREK - ASA A800

EEHASAAB00 RLGFHBVBEINTBZ A, BHRERBEMINERNMVEE K, XEIFHER
TIREEAESFMEAER USB INEFIREhEE, HWIEERA EMBIREENLE.

IRENEFERGISITHIRONTAP 9.17.1 SNESMRA, BER"EIEHMERRF". MRENREETHER
HARRASBIONTAP, NIAAERF R EIME T2,
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USB AEE
s BIREE— MBIV FAT32 B9 USB AI1FIREHEE,
* USB A A BBHNEFHEREREM image_xxx.tgz' X

NS
B4 \image_xxx.tgz ¥XHEHF USB INTFIEENES, £ USB IN7ZIREIE(EHIONTAPBME IS E A I XX

P ER
fEFANetApptR IRV R LA {4 SR B IR PR R 14

1EHI2RIR%!
ERZRNBHN T, FadNAEERNERREXEE:

© _RHUEHR_ EREETRITHIFRITHIE.
© _RERITHISE_RRBUTHIERAT HA (L,

T—EfHtar
BEEERSISNENEXRGE, EFENERINT R ENNEEAZIFNRE",

REMNZZIPZIFIIRE- ASA A800

FMBIRASAAB00 FER R LHEHER 2, EFEWIERN R ENMBERRZIFIE KL
HIRS. MEERHONTAPKRAR S ZHNetAppBINZE (NVE), HEXAEHIZRZFINE
ZIAEERET LT EIRS.

NREHNEFERGETITRIRONTAP 9.17.1 NESRA, BER"EEHNMERRF" NRENRRSITHER
HARRZASHIONTAP, N AZfERFIE R E T2,

S 1. 10FE NVE ZHEFH T HIERRYONTAPILE
HEEAIONTAPIRZAS B B 215 NetAppE NI (NVE), LUEERI LU T H IEMBIONTAPBRGSEE BN .

p
1. KEEHONTAPRR AN B & S N Z -

version -v
R EIE 10no-DARE, MIEHVERFAR AR ZRINVE,

2. FHTE NVE ZIFHIONTAPH (% :
° WMEBZIF NVE: THHGNetAppBEINZHIONTAPIR{E
° NIRRT NVE: TH AT NetAppEMNZHIONTAPRR G

@ MNetAppz#FMI L T EHONTAPIRME R A HTTP 5 FTP ARSS e el At >3, 1EE#t
BN RS iEd, SEEEMES .
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$R 2: WIIRAEERRESHEMEE
EXAHEET Rz, BRIIRAEERLEHEOLERSS.

p
1. MELNRG LERA TN EREES:

ONTAP hig7s BTl aR <
ONTAP 9. 14. 15 EFhrZs security key-manager keystore show

* MBEATEKM. EKM N&Eds<iaE %),
* NRBATOKM. OKM NMI&ERSHEPTIE,

* NRKREBHAZHEESE. No key manager keystores configured’
NaEs<hE Pyt

ONTAP 9.13.1 S EER R 7 security key-manager show-key-store

* MNREATEKM. “external M&ES<SHHFTIH,
* MNRBEATOKM. ‘onboard M&1Ed< i H%IH,
* MNRKEHAZAEIELE. No key managers configured M S 1EED

LI,
2. RIBAFHESRE T RAEIER, FITUTREZ—!
NRKRECEZAEIESS:
TR R et X AIEITHIZE, HASEHMITXIIER.
NRECE 7T RAEIER (EKM 5 OKM)
a. WAUTEESGS, ERBREESRTEHNRIERERANRS:
security key-manager key query

b. EEWMHLERHIOEHDME, Restored tTF, ILFHETEREIREE (EKM 5 OKM) KIS HIIEE
HESEMINME.,

3. IFIRIEEHNEZREER LB TTMENAIREPE.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R X HASRIEEGIEE, HASHITIIIER,
NREFARETHERRE true’ T“BIRE"FIH:
a. BN EIRAERIAME D EHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
il. 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

*onboards
c. &% OKM 55
L PR EI S RAPRIER :
set -priv advanced
BNy HIRRAREEET,
. ETREREESEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MREERIREPZEEFHME OKM, EREBLENHEE.
iil. JREIEIRGIE
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

T—HRH4?
SRR EWERERSIRES, CRE XARHS
FRIEHIB AT RREN FILE - ASA AB00

KHASAABO0 EFER SRR IRITHIZE, UMIEEIEERA BB RMmEIIEF
REBRARRE,

NREHNEFERGTITRIRONTAP 9.17.1 NESRE, BER"EENMERRF" . MRENRFAEITHER
HAhRASBIONTAP, NI AERF BT RE T2,
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T 1 . RZEARR
5eR NVE 3¢ NSE 1£55/5, BHREXHARHITHIES.

PIE
1. BSHITHI28 2~ LOADER 12747

MNRZHITHISRER ... B4 ...
LOADER &7 #&F ¥ ZE "Remove controller module" .
EEFHRE .. ¥ Ctrl-C , ZARELIERIEE v,

AR RERRTN AR MSTEBNEHSREENEERMAERE. storage failover

i) takeover -ofnode impaired node name

élmh? S 28 B 7R Waiting for giveback... B, #% Ctrl-C , ZABEIE v

2. 12 LOADER 7754, WA printenv MIBRFIBEHIMEEE, BabREFIBEEXHEF.

() NREHRERFRTEERET, NS TEETREER.

IR 2 1 REIT MetroCluster 7

()  REORARFAWT A MetroCluster BEE, W/MEMILRIESE,

BRAZHITH R, BOTHEERISRIRS, AECERERER, UESTESNIZHIZRSREMZIRES
PR AR,

* If you have a cluster with more than two nodes, it must be in quorum. IR EEKIXE |1':F'ikj?. ﬂﬂk/ﬁﬁﬁ?
IS EREIE TR A E E R false. MAMEXFAZHITHIZS ZAIFERZER ; F80 "FHa5
EERED,

* NRIEERBZE MetroCluster BtE, MATHIASECE MetroCluster ILEIRZE, HETRATFERBEAILE
%E’J’U(u (MetroCluster node show ) °
PIE
1. R BT AutoSupport , N3&E:Z A AutoSupport SEHBZIFBTNBIEZRR]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JHEZ IEB&HBIEBERFIF/NY: clusterl | * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NIBTTIE BB HIZSVITH| S 2 E ERI3E: storage failover modify - node local -auto
-giveback false

3. ¥ZmiIEHI2E 2N LOADER 127457 :
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RFE) , HRRALRERUE,
RESBERLERREP, UWEEERTELALEEREN, HLHTIER.
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8. R IZHISRERB LA,
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2. KIEHIZEEIRAPEN BRI A

a. £/ 1 S+FRLTHTEERMNEET], HRETREREUE,

b. yEBENNBRBIRMN, FRHNRERE LR, ARRKEHNNT BB EEEHRE—.
3. REBRBI T RREIHTHIZEIRA

a. FRMNRNASSHEEINNTT, ARFEREEEENGEE.

b. Y B an7 T Ba ThERE 2 R

. EARBRMNTRESTRBHNREE I ER.
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4. BURARER L EIITHIZFEIR D,
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a. [ T ietsENE,
b. ¥@NEBEAREE, HEHRANIIL

B 3T REohRGERmEIBHNER
BRENBABRINTUEEBREG, RILEFEBRMER USB NFEKE L HERNIRE,
ez Al

* B EBE— BRI 32 (URY USB AFIEENEE, HEBREF/DAN 4GB,

* SZRIERIZRIEITR ONTAP BEhRASHEERVEIZS, ERTLAM NetApp SZ#5i4 = LAY "Downloads” &85 T &
MERZAIBR

° JIRBAT NVE , BRI THIZATEIET, £ NetApp BMNE FHIRE,
° YNRKBA NVE , BRI THIRAFRIET, EAER NetApp HEMERIER T FHIRE.
* MREBRFKZ HA X, WATEBMLEERE,
* MRENRERIRILALG, WAFENLZERE, BERR var XHRSGH, SSTRITERIMNIERBL.
p
1. RHERAVARSSBRE M NetApp et = TEHEHIE] USB IN7FIRENES,
a. KARSIRE T HEIZEIZA BN LR TIE=IE,
b. EREEARSSIRR,

@ MREB(EA Windows IRINNSE, 1EZ70ER WinZip IREXNKEohiRER. ERAEMEEIT
B, 140 7-Zip 3% WIinRAR o

FREZERIARSS RGP E RN R

= /boot
= EFI

C. & EFI XK EHIE USB [ATFIkzhzE LRYTNEE Ro

@ MRARSREIZBEFIX 4R, BESH" A TFASHIAFFE S ENZEMENRSIRET
R DEFIXX 3=,

USB iNEIRENEN A EFI Xk, HESRIERISRIZTRIRSMRE (BIOS) WRAHEE,

d. MEIZAERHENH USB AFIERER.
2. MRERKHABRE
a. RiEXE— Bt s HI SRR,
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o. 1§ USB N IRENZRENIEH 2RISR LAY USB HEFE,
FtRRE USB N7 IEEER L R1EMRA USB Iz MIEIEFR, MAZE USB f=Hais O,

6. BIEHIBRR—EREEARSAT, HRITHISSERYEEBB LS, BEMBIE S ST AiTHI 3 E
REVFAL, PATRRE S hRsL B 8RR _ EHRRD_E S RIBE L&,

7. REFHIEANBR. EMTERFEEAIIF. AEKBREEER,
BERMER. EHIZEREIIEIEE, Be prepared to interrupt the boot process.
8. #% Ctrl-C 7£ LOADER 2 RffMZ1E, LUFP#fEEhdiE.
MRAETIHER, 5% Cirl-C , EEATMLUBHEIEIFEN, AEEEERIZRUBHEINNEER.
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M USB Iah2s Fah i E B ahiEik - ASA A800

EASAAB00R LR R MBI TRk EE, ERILIM USB IREhas SohiRE MG, HM
IFTRIMERE,

INREHITFHERSZITHRONTAP 9.17.1 KESMRA, BER"EEHNERER" WRENRLEITHER
HAhRASBIONTAP, MR F B E T2,

ez Al
* BHREEIENA B E R R SRR 28.
* BIRIASHEE eS8 MERGKHUR,
* MELHNRAZTERAME. PR 3 F, EFERERSERAINEREFEENBED,

p
1. [EFEITH23A9 LOADER 2R T, M USB INTFIREN2E BB E BRI -

boot recovery
MEHREX M BMUR T AT,

2. BIERE, MABRGEFFHIZ Enter BIEZIES P ETHBIAE R,
3. EEAERTENONTAPRRZASHI S BIRE var XRS5
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ONTAP 9.16.0 S{FE R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* RRSAERNE, BMEEIFREREE E 1 EFBE

" IRRSERAME, BREREME"

ONTAP 9.16.1 S{E = A4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctl-C 8B R BEhR B,

f ITUTERIEZ—:

* IRRAEAERNE, BMNEEIFRERERE X 1 ERBE
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" IRRSERAME, B REME"

4. izl a4 AiE R B EC TR,
O W RIEFEEEHBRME EEET:

storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:
storage failover modify -node local -auto-giveback true
7. {NRBA T AutoSupport. UER B shelE2H51:
system node autosupport invoke -node * -type all -message MAINT=END
T=FEMHFA4?
EoREREE, BFE"MEEETHRLEINE"
PR N - ASA ABOO

£ ASAA800%JLEF|: RS EREEN B EHINE, URRIIERSRIIRF, SidEe
EWIER AR A, EBMNAMNE ELX&E%MRT&HEE’J&%%I%

NREHNEFERSETITRIRONTAP 9.17.1 NESMRE, BER"EEHNMERRF" MRENRFASITHER
HARRASHIONTAP, NAZfERFaIE R E T2,

RIBEHNEAERSEXEE, TAENNTRUMERSNE, NRETHECHRAEABNEAEERS, 1H1E
BEERN RERI R BRI E,
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IREZAEIEEE (OKM )
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BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10

47


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&
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KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. INREZATBIRiE. MWFEREE:
storage failover modify -node local -auto-giveback true

7. SNR B AT AutoSupport. MR BhelEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END
T—FRAA?
ERMNMREMENERE, BREFHIEHEEILNetApp”s

BRWE BT/ Bk [El45NetApp - ASA A800

INRIEBIASA AB00 FRERFHHNENAGLERZ, ERHRIESHIREIZNetApp. &
"I_:lLIMq: E@*DE*QHEy'fE/%\ 8 95‘.?'1@0

HA8
HAEEIRTIERIZ - ASA AB0O
B IREMASAABOOFERZHINIAE, IBAEEBEIMENK, XHAizhlzs, BilE, A
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1. YR ZA T AutoSupport . NI@idEHAutoSupport ;B 222 1E B &b eI FEZRA:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
U AutoSupport JE B2 1E B Rh 672G\
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. ZREBDRE:
a. NEEERIEHIZEAIESRI QAL TS
storage failover modify -node impaired node name -auto-giveback false
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storage aggregate show -raidstatus !*normal*

* R & <IR[E] "There are no entries matching your query." #4Ei# N F— N FH 1, MWEEREFEHR
KHIREHER. o

* NRZELREEREMLER, BMFNMEHEEWEEAutoSupporttiE, FHEXFRNetApps<HaBl 1A
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system node autosupport invoke -node * -type all -message
'<message name>'

b. KWEXHRANEHARNBREEFERKIEENZEE

event log show -severity * -node * -message-name *disk.missing¥*
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system node autosupport invoke -node * -type all -message

'<message name>'
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a. A NIGIE, ARRAMTRERE, UHEREBIE L,

b. &R IENRAH RGNS, FHHRIELBE ML,
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58 5% HT PCle 27tk
MIERFEIEHIZEIEIR_ETEBR PCle ¥iE+o

g
1. MIZHISEIRPENT PCle IRFAHR:

a. T PCle RHEJRETFIERVFAAE SFP 8¢ QSFP 1R3R,
b. KA MRAMBIRFA MR F) i 2 _E HeE HEA KB IRIR 75 R s

ISR = M B IR IR AP BE I =0

C. IGECEMR, WHBEXE, EERENEREFOSREERSERAS, FEMTHIZERRPIRL,
AEREBEFRFE Lo

e AR 1 (EfRAR , AR 2 (RiEEAiR) M3 (GRAR) BHEFDH

2. WRIREHISERPNERREAIRES RSB,

3. WEMAMIEHIZRTINTIRAREE ERT T, AEEEBT.
%6 % BEES DIMM

B RS DIMM B EBRITHIZIIRIR,

p
1. iETHEEF DIMM 89751, IUEETLUZIERBYF [ER DIMM fE N\ B A RYITHI 23 18R,
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2. I8#:7h DIMM FRUAIF DIMM 3£, # DIMM MIERLE, 255 DIMM B IEE,
() /DB DIMM B930%, BUBESST DIMM FEAIR A2 HENFE ST,

3. HREELRE DIMM BYIEHE,
4. 3% DIMM EEIFENIEE,

DIMM R EERTEEES, ERRSSEN. MBRE, 1 DIMM SIEBEIFTHEREN.
(D)  EukEDIMM, BARIOTFHESENGE.

S. DR EthES) DIMM B9 bibsk, BEEHEEERAENL, RAEMITF DIMM migrE A L,
6. JWHS DIMM EE RS E,

% 7 % %51 NVDIMM

¥ NVDIMMS # EZIRITH| 2SR,

P
1. FHEITHIZFEIR LAY NVDIMM ,

- NVDIMM: SLOTS 11 & 23
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(1] BXE
(2] NVDIMM

2. i R NVDIMM BY7518), LAERTLURIERRITS MR NVDIMM HB N\ B A AT HIsR &R,

3. ZIEHE NVDIMM FMIAYEE NVDIMM 8HEE, & NVDIMM MIGEEREY, SAE% NVDIMM & HiE
EHBIE—3,

() /DB NVDIMM #0385, LUBSN NVDIMM SBBR1R 04 REAIE .

4. FREIEZLE NVDIMM AYEE,
5. ¥ NVDIMM EE NG,

NVDIMM S REELEEMR, BRSTEN. NRZE, 1 NVDIMM SIEMERHFTHEREN.
() BukE NDIMM, FAEESOMFTHES BN,

6. /LTS EMHEN NVDIMM B9 £in%k, BEHMEHSERERARML, UF NVDIMM FimRIERO Lo
7. B8 ERPBLIERSE—1 NVDIMM .

B8y BIBHNE

BRI B EBIRENEHEER,

TR
1. 3%% Riser 3 TAMBET T,
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BXE

IEFIR 3

1 S+FEB4T)

BB T EURET

9 BB

2. MIEHIZEEIRAPEN BRI A

a. /1 S+FRLETREERN T REVES], FRBEITRER2E,

b. yUEBENNBRBIRMN, FRHNRERE LI, ARRKEHNNREEREEEHRE—.
3. BRoIN LS EMTHIBERAR

a. FRMNRNASSEHEIN=NTT, ARFEREEEENGE,

b. Y& B nho T Bm T hekk 2 1R

¢ AR TR TR FREE R E R

BNEEITRIEE], SNEEIFIFRIN B,

£ 9% R PCle {2FH1R
R EREEI B HRIT RIS RIR A,

1. ORI RA R R R B AR H B3 18R

a. FEIRIASG SR RRE B IRET TN 75,
BAEERIZSRIRPEERS | FURAR, ARG IR R RETHIZR R R,
C. | FARESHBEHBAHFRERABEMUE,

o

BUEfRE, BUEHBRSRARTAEFFT, MEARIGIFIITIEH R ERTR,

d. EFTHEAM PCle RHEITHIFIE SFP 8¢ QSFP &3k,
2. JHK PCle #AHREE LIRS E,

10 5 REEHISER

EMREERISRRHA BB,

p

1. BEH S RROKRIGSHAEPRFOXNTT, AEBEHSRREREARAN—F
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@ BRER SRR EIBANET, BRIFRFIETIEXF R,

2. RIEREEMHNRAHTH L.
MREEHTNREESS (QSFP 3 SFP) , ARBEERAANERRTEE
3. SERIEHI SRR B
a. BIEHISSEREER AN, BERE5PIREEH LML
EHISERELMAE, BENMRLEFH,
@ BHTHIZREB AN, E7WANTK, URhifiEiss.
a. [ LREEBIENS, EEMR, BRSBTS, AERERRIBEULE,
b. FEIRAIENEBIR. EMREBRLMIF. ASEEREETBIR,
BIRMER. EH 2 EIEIIENEE), Be prepared to interrupt the boot process.

C. MNMRFHREMLELAEIRIRE, BENREZILE.
4. BIRIEFEER RITHI B IME [EFIBTT:

storage failover giveback -ofnode impaired node name(%X)
S. MREZABRE. BEEMBHAE:
storage failover modify -node local -auto-giveback true(3&X)
6. N BFA T AutoSupport. MEF/EUEZE LEBohelEZ M)
system node autosupport invoke -node * -type all -message MAINT=END(3&X)
T—FRMHA?
BNFERIASAABOOIE IS E, BFE: "TRALGLE"
RIRFIIERSECE - ASA A800

R R RRIERIN R L F T HIEE, UEZRIASA AB00RFREB M E IEFITTT. RIE
AREFRIBEERAERMEZEREMEFRRE: TMEZEIARFZAEESE (OKM) MF,

FTEAEH ERA BN E4IPIRIUE, ERIUEIEERIEHRNRAFRREE, FREFEENLERTIKE.
$1T . REHWRIERZE

TR HA BT RIFRYIE 2R RR SR 17 AL B H T SERVEY B AR 55 8340 B 58 HR AR AT I SR AR R _ERYRS 8]
MBEH. MREIEMBARTE, WAREEREHRER EBEXEME, UFLLEF imel sER AT a2 R M+

o

KXFIAES
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BSUEERNRSE LN AP REPRGS:

* replacement T1 R B ULIR{EP BRERZHTI R BT <o

* health T5 52 replacement T 2 H) HA B2t T 5=,

-
1. 4N replacement T3 RAFTE LOADER 1R, BIERAEZE] LOADER ARk,
2. £_Healthy node k. KERZETE: cluster date show

HEAFBY B B FECE RIBT X,
3. 7 LOADER 1BR7F4k, #8%7 replacement 1555 ERIEHAFNAYE]: show date
BERFIRT AL GMT FRiRo

4. NEXE, BFEERTRLEU GMT BRIREH: set date MM/dd/yyy
S. MBEME, BEEEBRT=LIEE GMTBYE]: set time hh . mm . ss
6. EMHIEFRTATL. #IA_reender s EAYEHAFIEGE]: show date

BEAFIETE] LA GMT &R

% 2% WIEHIRENFEN HA RS
AT B EIR 1A K, HELENERIKSULRENRREKE.
1 PR, METIEHISSEURIIEFI A A MBS B EER HA RS ha-config show
FRBLAMHEY HA RZSERN AR,
2. NRBTRAITHIBERAFNRSSENARREE R, BHEHEERIRIGE 1A state . ha-config

modify controller ha-state

ha-state BIERTULE U TEZ—:

° ha

° mcc

° mCCIP
° non-ha

3. MNRBTAVTHIBERARFRES S LM RREERILE, FHITHIZRIRIGE A state . ha-config

modify controller ha-state

4 HHANREBEEN: ha-config show

T—FRHA?
ERFERFRFIENEBOENRIEEIERG. BREERITEX TREFIEER TR,
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BN ARAHITIEEHEN D ACHE- ASA A800

R R RIS L B T HIEE, LUEERIASA ABOORFREBZ M E IEFIT T, RIE
SIESRELERARERNVMBLEMABFRARE: TINEHIRHZAEES (OKM) 1%,

$1%: BRNAGHITHL
EA LT AERIET I SRR EMER ML ERE . "Active 1Q Config Advisor” o
p

1. FHEFH L Config Advisor .

2. ANBERRANES, AEBEHWELIE,

3. BEHMLRI*, ARKERM. BWRETERERBMEHENE R EREY, UBELLINAERS
Zla]d,

4. BEHMENANETR, SASZE Config Advisor BV, LIGEHMAEL,

$2%: ENOKHE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. f&ARIEB TN replacement =250 I R SE
ID 28, AEHIAENESERKt.

LT BGERTE HA WHIZTTONTAP BIR S,

p
1. 4N replacement ITHIZF A FLEFIRR (B * > 1277 , BREEIFENHEE LOADER 127!
halt

2. 7% replacement =28 L8 LOADER R4, Bupizhlss, MRAKHRYS ID FREMRTEEEZRSA
ID, JBMIN v : boot_ontap

3. 5% F Wwaiting for giveback.. HEBERTE replacement 1ITHIgizHIE L, ABRMEITEENEHI2ET
WIFEREBEBDEFHIENRZL ID . storage failover show

EaPhHtd, BNEH—FES, BHZHIEHSE ENRS ID B8k, HFE/RTIEWMVIA ID #3# ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel> “storage failover show"

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

4. EEITIEERIEHIZET, BIIRTEREFEEMAZOFEME:
a. BERNEEMNRES: set -privilege advanced

RGHRTERGHENS IR, EAILEE v KEBETRSRERNRTET (*>) o

b. {RIFE(IIZCELAE: ssystem node run -node local-node—-name partner savecore
C. ¥ ‘savecore LT, AEHBALRE,

SR LN DL T a2 3R U517 savecore s BI#HE: ssystem node run -node local-node-
name partner savecore -s

IR[EIFEEMNERS: set -privilege admin

o MREMEFMERARLE 7 FMNEME. NXITRECERNZRNTAEELZINIZAEE. BIUT
W22 —IRIRFAESEMNETNEE:

© "EEREEREEINE R A"
° "EFSNBEIREENE R A"
6. ZEf=gE:

a. NIBITIERRIEHIZRFR, REFIRVITHIZSSHNTEE: storage failover giveback -ofnode

replacement node name
replacement 1= 28 W B HFME H TR E oo
IRHF RS ID FLEMBREBERAE D, WEEA v

() mexrwER, CANERERLTR,
"ERIEATEL ONTAP 9 IS ] AR ERE"
a. RXr5ERfE, HIA HAXEITIRARFERILUEE: storage failover show
storage failover show SRHRIHANEE System ID changed on partner JH 2.
7. BIrREEIEADECH#E: storage disk show -ownership

BT replacement 1= HIZ3BVHAER N B RFHVAL ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277
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8.

10.

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

MR RFZFXF MetroCluster FRE, 15 EITIEHIZSHIRAS: MetroCluster node show

£Ei#RfE, MetroCluster EEEFZE/ LW A BEME T EERS, L, SMIHIBRETEBEERS, HE
B DR BE&HERIEFERI, The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

INRITHIZZR A MetroCluster E2E, MIRHE MetroCluster IRE, NRFIRFIEE B IL = _EAYTEHIZE,
JBI0IE DR x ID FRERERHEENFIGREE,

SNRERAER AT R, WATHITIRE:

° MetroCluster B2 &2 FHIHRE,
° replacement =28 B AL R LRI HBIFTE S,

"EOF5 &= MetroCluster BERE R, HEEFIENSTE HA 1ZEF MetroCluster HJ#EHERIE] & £ E X"

MNRIEHARF K MetroCluster BitE, FRIEREEEES MEHIZS: MetroCluster node show -
fields configuration-state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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1. WIS MTHIRESFEMEMNSE:. vol show -node node-name
12. REEEHBNNZRAT BEE, BMETERNEHIZSBZATE: storage failover modify

-node replacement-node-name -onreboot true

FTENRFILR- ASA A800

To restore your system to full operation, you must restore the NetApp Storage Encryption
configuration (if necessary), and install licenses for the new controller, and return the
failed part to NetApp, as described in the RMA instructions shipped with the kit.
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EERT"

Pz
1. 3N BT AutoSupport . T3&33E FAutoSupport JH S 21 BEhelIiE 2=

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E B R Z 251N
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BEAEHTE:
a. NEERIEHIZEAIERI QAL T a<:
storage failover modify -node impaired node name -auto-giveback false

b. X\ 'y YIEEIR T EREEZAEMEIR? "B
3. B=iTHlgs B~ LOADER 1R fT:

NRZHITHZBZE R ... A ...

LOADER 12 BET—%,

EEEFTE ¥ Ctrl-C , ARTEHIERNEZE v,
AR TR ELIR TR MIBTTIE BT HIZRE N EEZHRITHI2S:

storage failover takeover -ofnode
impaired node name -halt true

-halt trueB#0&# N\ Loaderig o

528 HTEHIZRRIR
TEE T B IR B BT HIZRAEIRARVA RS, IR TMANFE FE] T h 2518 IR,

p
1. IR R, BIERREM,
2. (ERBEHE N REIE. EERETRFIEL. LHERVFETFRE RS FEE EE R L.

I - HINE I GRS
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3. IRIERANRSKEITH SRR
a. EBETIEENEHSR L, REREFEEALTRERS. HERTHAREREGIRS:

storage aggregate show -raidstatus !*normal*

* R & <IR[E] "There are no entries matching your query.” #4Ei# N F— N FH 8, MEEREFEHR
KRR ENE2E. o

* NRZELREEMEMER, BEMFENMEH R EEAutoSupporttiE, FHEXZRNetAppsaHFaB 1A
B#—# B,

system node autosupport invoke -node * -type all -message
'<message name>'

b. KMEXHARANE AR ESFERKIEENEE

event log show -severity * -node * -message—-name *disk.missing¥*

* IR d<IR[E] "There are no entries matching your query. 4842# N F—,

* MRz DREEREMER, BMRMEHIZEUEEAutoSupportEiE, FHEXZENetAppZHFERI LR
Hyi&_iﬁggj]o

system node autosupport invoke -node * -type all -message

'<message name>'

4. BIREREAEESR, AEMERIETERZ,
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O. MMFFLALEIREE FRNBEAMSH, MITHIBEIR EIR T RSB SFP/QSFP &R (MIRFE) - id T
SIREBLEUE,

vy

AN
ks
\N\

FEERLERRED, UEEERREALEEREN, S48~

%_
6. WHAEIRRE MTHIZR R PEUHHBE—,
7. AR BERD, ARRRE TN

e SRR IR MATLFE SR BB IS Lo

8. RzhISERBHAE. ARBHEBEFRIRE L,
LR RIS IRIRAVEER, FEMAFERBE L.

% 3 4. FiE DIMM
EEHIZE P ARES.

EEM|DIMM, Ex T fEAEE X E TRERIDIMMIRIRE EITH 2R IR P EIZDIMM, AR E S BRI #
TER,

1. FTENE:
a. EIEHISS IR TEX E M BIE F o
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b. ¥EXNERMNBRIR, AEFER LIREETEITHNUE.,
2. #1F DIMM BY, IERESIERIRAR ERBIE I, AR TRAR.

@ 12FH4R 1 F1 DIMM $E4E 1 LUK 3-6

eFHR 2 #1 DIMM  $2F4R 3 1 DIMM 19-22 1 24
}HEfE 7-10, 12-13
# 15-18

o R 1A 2 M 14 AD. ENSEHAEXEEERLE DIMM o
3. iIg THEIEHR DIMM YA, LUERTLURIEHBIS RN E#RAR DIMM ,
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4. IBHERH DIMM FEIAIFI DIMM 38tE5, # DIMM MIEHCR3EL , 254 DIMM SR IEE,
() /DB DIMM B930%, BUBESST DIMM FEAIR A2 HENFE ST,

5. MBAEREEIERPEVHERAN DIMM , £ DIMM B AFHIEE SIHEE T,
DIMM $ER 2 [BIBYHR 1 iz 5 HEAE R B 32X 550
6. ¥ DIMM EEFENEE.
DIMM EXEIETiEET, BNREZEN. NIREH, B/ DIMM SIEEEFRMTHEREA.

()  BuKE DIMM , BEARIOXTHRSENEN,

7. AR EHER) DIMM B9 Eibs, BEEHSESRERARIML, RAZIMTF DIMM fimkyER O L.
8. EMREMTHIZZEIRPEN TR ERAIR,

9. XHFENE,

B 4. ENRERHIZER

BRI SRR ER B,

p
1. BB RROKRIGSHAEPRFOXNTT, ARBEHSRREREARAN—F

(D) ErEERSERESEAESR, RERGIETEXR.

2. IRIEREENN R THLL.
MREEH T EEREE (QSFP 3 SFP) , FICBEFEANENERREEN.
3. FERIEHISRRIRM B R
a. BiIERISRREFHEANNGE, EEIES5FIRBEHTEMIL,
ISR TR G, BEFMS L.

() #esIsEsmaNAER, WIRAEA, UGRITESES.

a. [ LEIEEBIENB, FHER, UERBIEH, AERERERIBEME.
b. SEEERLEIENER. EMTEBRREIIF. AERKBEREETIBIR,
HRMER. EH2SEREILENEE, Be prepared to interrupt the boot process.

C. MNMRFHREMLELLAERRE, BENREXILSE.
4. BERIETFAEEZ ITHI B IME [EFITIT:

storage failover giveback -ofnode impaired node name(%&X)
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S. NRERABHRIE. FEMBHE:
storage failover modify -node local -auto-giveback true(g"&f{)
6. IR ZF T AutoSupport. MEFR/BGEZE IEBRhEIEERF:

system node autosupport invoke -node * -type all -message MAINT=END(§+&3'()

58 5% FHEEHIRE] NetApp

REREMREME RMA RIS FEER IR NetApp o "EFREFIEREXIFMER. BEINTHE.

FiRSSDIXEh23 sk HDDIX 25 - ASA A800

HASAABOORLSRRER R EHWENFEARN, EEMZERE, BHIZCIEIRRIHE
Ixzhas. REBIREUNREMIENEE URIRITEBVEERETRIM R SR,

You can replace a failed drive nondisruptively while I/O is in progress. AT 51 SSD A%
ES B BFIFnes%iRkohgs, BT E#E HDD BViR(EP B BT hestikohes,.

When a drive fails, the platform logs a warning message to the system console indicating which drive has
failed.In addition, both the fault LED on the operator display panel and the fault LED on the failed drive are
illuminated.

FaZ Al
* EEMIREIEIRZ A, BEBERELBRARESRTRAEEINEE (DQP) .

* FRGERGHIETSRS. URERIEIREIEE storage disk show -brokeno

The failed drive appears in the list of failed drives.If it does not, you should wait, and then run the command
again.

(D) i REAENEE. WHRTEBEKARINA R TERRIRNIETIR R,

* BERSTERMA SED BHKIIE.

EHIXENER S NENR TR ENZRRIER AT, WMREA T SEDSHIIE, MAFHRIRFRISEDEHITER " (
%NTAP 9 NetApp MNEZLRIER) "#iTRIE, XERANETEER SED ZrZEAFHRITHE MY

* MEREHNTEZIFER R 1ESN "NetApp Hardware Universe's
* MRRAPFREEMARIERETT, TN, BUTBERBAZH,

KFILAES
* EEIHRRAR B RMBIHIEESE L, KehREH=BER (T o

© EMIREHARAY. BEBREERHSITEAEAR DB ZBFEF 0. WEEFERSEB IR IS
BETE,
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88

W1 ;. B SSD
p
1. MREBF oD BMRIB R OIREDBEFAEN, WEELHEHEMRDE WREBH)

a. WirREBERBHBRazsHAe: storage disk option show
TR R E—IEHISSRR ERAG L,
MRERA7T BoiEohzsn e, MEESTE "Auto Assign’ " FIFER on FFEMNTHIZFIEIR) S

a. NRBEA7T BohiRchEoEe, BRBHEZMA. storage disk option modify -node
node name -autodassign off

A FIER MEHIZRRIR_EEE A B shik 28 2 Beo
2. I,
3. LImER M E IR IREhER.

REpER L EWER, RAASRARFITFHSLER—FESTHS, BB NS LERE, thih, REpzs
RERFRETER ENER (RIAE) LED MHEERMRE=IE.

() ERERBLOED (Be) LEDARAKE WERD  FERARDES, OF
RIS, SXFT VO &, MIEIENEHRTE /O SEih,

4. BRHAEIRENSS
o W FIRESRE LB T LT,
b. EROIEFRRHIBLMAR, HAB—RFRREHE,

5. BELEEH 70 H, REBENEREDES.

XIE, RGpa] LURRHIREHEE ERMIER

6. FNERIKENS:
a. EORIEFAFHAMUENBERT, AXNFEAEREDSE,
b. #%, BHIRIRzHERFLE,
c. LMt F. FERMBTLEEETRP. HELFFRAENL

BHOEIEMRADKRIEF, EESKEIERIERNTT.
7. IEIRENERAVES) (F8) LED BE=E.

SNRIREHERAVER) LED RESEE, WRTEMNBEEE, HIXch2IRVES LED LR, RRIREHERE
W E /0 [ETE#ITH, NRIREHIRE M ETEEEIER, W LED RFiAKo
8. MNREEMFZ—IREFRE, FEE LRI R,

O. MNREESB1PREAT BB O i, BFaDEE=BAEN. AERETEENRAB5E
Z573 fico



a. BFIERBENIREHES
storage disk show -container-type unassigned
TR IR E—ITHI2RR EIMA G <o
b. G NIREhES:
storage disk assign -disk disk name -owner node name
TR AR E—ITHIZRRR E N <o
R LUE BB — X DS NEE 2R,
C. MMRFE. EHEABEIIRENEEIE:
storage disk option modify -node node name -autoassign on
T TIER NSRS RIR _E S S A B ahikchas o fio
10. $REBEMREMTE) RMA i3 BEISHPEZEAHRE] NetApp o
b "NetApp ZHINREEE RVA SIBREIRIEFEIMNER,

I 2 . EBi% HDD
1. MREF N EARNBOERNB[AEN, WEERA BRI EERARHE WRERH)

C) TR LAFeh D ECIREhesFREM, ARTELIRESBRIEEENRR R Bz 2 i,
a. WIFREEBHAEMIRIZESES: storage disk option show

TR LA E—IEHIZRRR Eim e <o
MNREAT BohIRENFHE, NEEHSTE "Auto Assign’ " FIFER on  (FEMTHIZFER)

a. NRBEA7T Bohikch2s e, BRBEZM:. storage disk option modify -node
node name -autodassign off

L BTE R MTHIZR IR 5 B ah R EhEs 7 Ao

IEff#z,

M5 EEERE TR,

BT RS R S HBMBENE L SERMIE LED MEKFEHEIXEN2E
B R IR EhER R E L BRI HL

a > W DN

RIBFERGNARE, HEEIEENSENEBIEH AT HEIRE)ES EERITRERZ A M.
fpan, TERRT —MERWRNEE, ERPURHE U THEEIRREE EmpIIRE:
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10.
1.
12.

13.

SRR RO AIBFER DT, MR IREDEE MR IR
RORIBFRERSITANUE, UEEEREEMPIRPEL,

RIEBHHMERRES, HHEReMiE, XAIRFERE—DHIEtE, AERANFFHEEIXEIEEM
HEE IR EN o

EOREFAFIAUENERT, KFEAEERchENERTER, B, BIEEREHEE

o

@ BEDERF 10, ARBRBNMEERIE. XiF, RERALURGIHEEREEER
HIRRo

@ MR TSR IERARTEME LR, BSURENEDEET MPRIBREIEIX RN
AR —IXEIERFEER .

()  mrmsmmhEe, BRARE, BREEFRENSTE TIRENMERHSRITE,

HLOREBF, FHEREDSETEEERFRPIRT, HEEFFANEL
BHUEIEMXALKRIEF, FHESHMEIREAR0YEmERXTT.

MNREFEME — MR, BEEIE4F 9,
BERMRERIR.

MREEDSR 1 FERT BpIREENE, WFshoEREIZEAEN, ARREFTESHEABK
e e,

a. B RFIEXRDECHIIKENZS: storage disk show -container-type unassigned
TR ATEE—ITHI2RIEIR EINGR

b. HEENIRENSE: storage disk assign -disk disk name -owner owner name
TR ATEE—ITHI2R 18R EINER <

] LU @B R — R 9 Bo 2 N IR BN 28

a. NRFE, BEHMEHEIRNESIEC: storage disk option modify -node

node name -autodassign on
BRTEM MEFISRIR EEF#/E A B ahIRehas 5 B
EIREMREMTEY RMA R BSE & 2R R[] NetApp o

@SBRI AT "NetApp 255", 888-463-8277 (db%E) , 00-800-44-638277 (EriM) =Y +800-
800-80-800 (I AHX) (UNREEE RMA RSB XEIRIZIELENEMEEE))
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B X f5- ASA A800

HASAAB00RLHHINB R EBEFIZITHEE TE, BEEMRNBIRR, BAXSEMER
SR ENMEEMKR M RE, BT EEIEXAKIERTTIZE, BEHIFT, ERNBEIER, S
=23, SAERHPEEFIREIZENetAppo

F1F: XAZHRITHIS

Shut down the impaired controller

BXRAZHFITHER, BOTHEERISRARES, HELEMREITHR, UESITESNITHIZRHE MRS
SRfFhEIR (AR,

XFIAES

* MNREEHANIESANRS, NIHTER E Pz HIZ8SCSITIFMIEMIER cluster kernel-service
shows cluster kernel-service show' s (TEpriviaRIZR F)A 2T R T RIAMHERES" . ZTR
BRI MRS L,(&iﬁ*ﬁ,ﬁﬂ’ﬂiiﬁﬂﬁ%\?o

/1 SCSI TR RS SFHZN SEBFIEMT RRIFHRX R EREFMR A, BATARFIAR

Ao

* If you have a cluster with more than two nodes, it must be in quorum. IR EERIAZIPEFIZITIKRELH
AR E ARSI TR AL EE R false. MBTMEXRAZHITH B ZAIE ERFHER ; 550 "FTR5
EBED"S

PIE
1. AR BHE 7T AutoSupport . T3&:d 8 B AutoSupport JHE 21 BEheliER =G

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
A FAutoSupport ;B S 2 1E B Eh SIS BRI/ B
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. ZRBMRIE:
a. MEREITHIZRAVITH QAL T <!
storage failover modify -node impaired node name -auto-giveback false

b. N vy HIEEIRTEREEZABAMEIR? "B
3. BZHUTHIZSE R~ LOADER 1&/R%F:

NRZHEHIBETR ... BA ...
LOADER 127 F BET—%,
EEERRE & Ctrl-C , ARTEHIUERIEE vo
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storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ &’
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3. IRERGCRSEITHIZRIRENE
a. EETEENERSR L, RERTEEEALTRENRS. BMERESHHERBINRE:

storage aggregate show -raidstatus !*normal*

* MR @ LIR[E] “There are no entries matching your query. #h&5# N F— 17418, KMERTEERR
SRHIREHER. o

* MRz DREEREMER, MR MEHIZEUEEAutoSupport¥idE, FHEXZNetAppZHFERI LR
Hyiﬁ_ﬁﬁgj]o
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system node autosupport invoke -node * -type all -message
'<message name>'

b. WENMURANEARDBEESFIERKIRENE )R

event log show -severity * -node * -message-name *disk.missing*

* $NER&<IR[E] "There are no entries matching your query.” #¥4E3# N F—4F,
* NRZGLIREMEAIEMER, EMFNMEHIZSWEAUutoSupport#iiE, HEXRENetAppZFEBi LR
B —E B,

system node autosupport invoke -node * -type all -message

'<message name>'

4. BRRBRAEER, AEMERLKRTERZ,

S. MMM EIREE FRNEAMSIH, MITHIBRIR EIR T RAEBLM SFP/QSFP &R (MIRFE) - i2 T
SIRELGNE,

REABERLEERET, WEEERTRESLEEREN, SLRPIER,

6. B EEIRE MITHISEIR PRV HRTE o
7. A TERAANHERD, ARRRE TR

R SR IR S MALFE R BB I4AS Lo
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8. RzhISRERBHAE. ARBHEBEFRIRE L,
ORISR IRIRAVRER, FEMAFERE L.

3P FHRNE
REIMPERI X EBIER, HARPIXBIEREIRTE,

p
1 EIHREEH S HIRE S S E E R ENBRIRFIE LED RIEE S NE R X ER,
2. BEFENBRRUERNSE RS, AERKXBEEREEMNEGZRIR PR R T RBRR,

REHE &

RUEIRIR

3. REMANBRIRIDE S EHBEROAOXNTT, AERERBINBERBENEHSEER, BRHER
BRANEINL
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54T ENRETRIZSRIR
ENREEHISRRRAEHBE,

p
1. BRI RRARIE SR OXNTT, AEBTHISERERENRGN—F

(D) wosEsBsmREEANES, RIERGIETERER.

2. RIEFEEMMNARAHITH L.
MREBENTN RS (QSFP 3K SFP) , BICBEFERAXANERREEN.
3. SERITHIBHEIRNEHR LR
a. BIZRISRRFFRNNFE, BEEIES5PIREEH T2
ERIEERTeMmfE, SEFMNE L.
@ Rz HI SRR ANVAERY, BB AIE K, URBIFERESS,
a. [ LA BiE I, EEMR, LBRINEH, ARKEREIBEME.,
b. FEBREIANEIR. EMTEBREDIF. ASKEBEREETBIR,
HREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

C. MNRFHAREMLELAERRE, BENREXLSE,.
4. BRI FEERIITHE M E [EBIETT:

storage failover giveback -ofnode impaired_node_name(?éf()
S MMREZABMRIE. BFEMBRAE:

storage failover modify -node local -auto-giveback true("';"_"&f()
6. SNRBA T AutoSupport. MEFR/EUHEE LE B EheIERZ=G!:

system node autosupport invoke -node * -type all -message MAINT=END(3X)
% 5% KEERHRE] NetApp
ZIREMMEMB RMA R BB FEER4IRE] NetApp o "SMFHEEIAER"EXIFAEE. BSIINH,

FEH#ENVDIMM - ASA A800

LIZAIASA ASO0 R Ze M B NFHF e BB LR g iwNE 2R 51AY NVDIMM 2R R
BY, FEMARZLHH NVDIMM; BNESSR RS =,

Fazal
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* EHRIRIEEUREI MNetApp R EIHYE R NVDIMM, FHiZ NVDIMM S51EHIASA ASOOR L HS.
 BRFREERATIEEMAMHIYEEBT, MRBIAM, BEKRENetAppZiF,

$1F: XARHBITHIZE
KA SR ER IR,

BRAZFITHRE, BOTHEERISRANS, AECENERERE R, UESTESEHIZRSSMZIRES
R hftR HtEkdE.

KTFUAES

* NREFEAEBSANRS, MM MENEZHITHIZESCSITIFHEMHSHEE cluster kernel-service
show, cluster kernel-service show fp < (TEpriviaRiZR ) Al BT R T R @M RS ZT R
E,J—_I-ﬁﬁ HE’U(M_.\ L/{&-L/(jﬁnﬁnﬁ,]i__ )Iklp\o

1 SCSI TR RS SFHIZN SEBFREMT RRIFPRIX R, EREFMRZA], BASTARFAAIR

o
* If you have a cluster with more than two nodes, it must be in quorum.ﬁﬂ%%ﬁikitﬁﬂﬁﬂﬁ_iﬁ?ﬂk?ﬂEﬁ?

BER S ERBMIETIVR S EE R false. MAITEX AR BITHIZZ B IEREER ; 520 BT R5
EERT"

1. YNRZA T AutoSupport . NI JEHAutoSupport ;B 222 1FEah eI ZRA:
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport ;HE 22 1E B oh 6l Z 2=/

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. ZABHRIE
a. NZERIERIZEAIERI QAL e <

storage failover modify -node impaired node name -auto-giveback false

b. #N 'y UGB N EEREEZRAAMMER? i
3. ¥ZiEHI2E 2~ LOADER 12755 :

WNRZHITHZEZE R ... B4 ...
LOADER 12RfF BET—%,
EEEFEFE & Ctrl-C , AREHIRERNEE v,
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storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ &’
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3. IRERGCRSEITHIZRIRENE
a. EETEENERSR L, RERTEEEALTRENRS. BMERESHHERBINRE:

storage aggregate show -raidstatus !*normal*

* MR @ LIR[E] “There are no entries matching your query. #h&5# N F— 17418, KMERTEERR
SRHIREHER. o

* MRz DREEREMER, MR MEHIZEUEEAutoSupport¥idE, FHEXZNetAppZHFERI LR
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system node autosupport invoke -node * -type all -message
'<message name>'

b. WENMURANEARDBEESFIERKIRENE )R

event log show -severity * -node * -message-name *disk.missing*

* $NER&<IR[E] "There are no entries matching your query.” #¥4E3# N F—4F,
* NRZGLIREMEAIEMER, EMFNMEHIZSWEAUutoSupport#iiE, HEXRENetAppZFEBi LR
B —E B,

system node autosupport invoke -node * -type all -message

'<message name>'
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C) BIRERSRRTEIBANAET, FRIFRFSIETIEXF R,

2. IRIEFEENHARRHI T L.
MREBE TN EFRREE (QSFP 3 SFP) , BIRBAEERANENERLEEN.
3. SERIEHISRIERN BT
a. FHTHIZERE AN, EEIESPREEHTE2MIL,
IERISRRT RS, BIEFBS EFH .
C) KRS RRBANIFER, B7ANEKR, URBIFEZSS.

a. | LR BiEFB, EEMA, LUBKRBIEH, ARFHRREIBEMLE,
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b. FEIRAIENBIR. ERREBRLIIF. ASEEREETEIR,
HBIRMER. EH2EIEIIENEE), Be prepared to interrupt the boot process.
C. MIRFHAEMLTRLELEIRILE, BHENLTRIZLHE,
4. BT REFEEZIRIEFIZRME EBIET:
storage failover giveback -ofnode impaired node name(%X)
5. NREZABMRIE. FEHMBHT:
storage failover modify -node local -auto-giveback true(EX)
6. IR B T AutoSupport. MEFR/BUHZE IE B EhoIEZRA):

system node autosupport invoke -node * -type all -message MAINT=END(%&X)

% 5% KHWPESHHIRE] NetApp
FREREHREMBEY RMA 3 B3EHIEER4FRE] NetApp o "ZRFREIFER EXRIFMES. BB NTHE,

EHENVDIMMEE - ASA A800

HASAAB00ZLHRY NV BMA IR EBERNLEREN, FERIZEM, RACKTEE
BT HRE RIF X B ARG NE. BMIRGEXAZRHRVERIZE. BRERIZSEER, Bift
NV B, BT REITHIZRIR AN EE SRR [E]45 NetAppo

TR RABEIEHZE
KSR E RIRITHER.

BXRAZPITH R, BOTHERERISRANS, AECENRERE, NUESITESEHRIZRSRS MRS
et it EkdE.
KFUES

* NREFEBIIESANZRSE, MAMER E PIEHIZRSCSITIRMEHER cluster kernel-service
show, cluster kernel-service show f 3 (TEpriviaRiZD ) Al B2 T R T R B PERES". ZTDE
BRI MRS L,(&ii*ﬁ,.ﬁuﬂ’ﬂié?ﬂﬁ%ﬁo

1 SCSI TR ARSI HIZN SEBFREMT RRIFFRK R, EREFMRZA], BATARFAAIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R FEI TR RET

HIEHISRERRNE TR A EE R~Malse. MAREXFAZIRITHIZR ZAIEEREER ; F80 HETa5
ERED",
TE

1. AR BT AutoSupport « M3&d A FAutoSupport B E 21 BrheliE =G

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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U AutoSupport JE 222 1E B Rh 632G\
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BEEHRE:
a. NEEERIEHIZEAIESRI QML TS
storage failover modify -node impaired node name -auto-giveback false

b. X\ 'y YUEEIR T ERETELAEMEIR? "BY
3. BZHUTHIZSE R~ LOADER 1@/R%T:

NRZHEHIBET ... B4 ...

LOADER & F BET—%,

EEEFERRE # Ctrl-C , ARTELHIMETRNEE v,
AR T E RS MIBTTIEE RITHI s R E s E (R InEH 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true &g # N\ Loaderfg R~ o

2% HTEHRISER
TEERIEH IR IR B EHUTHI SR BV A MY, S MAFERE] TR SRR

p
1. INREEARESM, FIEFREM,
2. fERE B P RENE. EERTEIERFNSLE. BRI APRE RS EEEE E IR L.

ST - BTN S5 51 A
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A\

3. IRIERANRSKEITH SRR
a. EBETIEENEHSR L, REREFEEALTRERS. HERTHAREREGIRS:

storage aggregate show -raidstatus !*normal*

* R & <IR[E] "There are no entries matching your query.” #4Ei# N F— N FH 8, MEEREFEHR
KRR ENE2E. o

* NRZELREEMEMER, BEMFENMEH R EEAutoSupporttiE, FHEXZRNetAppsaHFaB 1A
B#—# B,

system node autosupport invoke -node * -type all -message
'<message name>'

b. KMEXHARANE AR ESFERKIEENEE

event log show -severity * -node * -message—-name *disk.missing¥*

* IR d<IR[E] "There are no entries matching your query. 4842# N F—,

* MRz DREEREMER, BMRMEHIZEUEEAutoSupportEiE, FHEXZENetAppZHFERI LR
Hyi&_iﬁggj]o

system node autosupport invoke -node * -type all -message

'<message name>'

4. BIREREAEESR, AEMERIETERZ,
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O. MMFFLALEIREE FRNBEAMSH, MITHIBEIR EIR T RSB SFP/QSFP &R (MIRFE) - id T
SIREBLEUE,

vy

AN
ks
\N\

FRLBELLERILER, UMEETEMRESAERREN, S48 EF.

6. WHAEIRRE MTHIZR R PEUHHBE—,
7. AR BERD, ARRRE TN

e SRR IR MATLFE SR BB IS Lo

8. RzhISERBHAE. ARBHEBEFRIRE L,
LR RIS IRIRAVEER, FEMAFERBE L.

% 3. FiE NVDIMM Bt
Fi% NVDIMM BBV 5742 . MITHIZSER P ERHPER M, ASRKEMENRERITHIZRRA,

p
1. T ERE ZHERARFHE NVDIMM EEith,
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° BXE R
eg NVDIMM B8tk
9 NVDIMM Egjth4h

o EER: T EHERFN, NVDIMM BiiTHiR LED 2IiIAMF, BREABEFENAT. BIETRE, L1t
LED R4 Ko

2. IEIEBMIEK, AEHTERMIELIERMNE T, BB AMIEERRER, ARMMEEPR T RS,
3. MUEE MR B EFITHISFEIRPEY, REFERE—Z,
4. NELEEFRENH 1 A E .
S. KEIRABEMARKE NVDIMM BXEH:
a. R tBE NGRS, AEAAOBTREMA, UBREBEDIL
b. & RIS IE NIRFHIRIERE, FHHAFRIELBIERML
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6. %(i# NVDIMM BN E,

HRELDUEEAET,.

£ 4T ENRETFIZSRIR
ENRREEHISRRRAEHBE,

p
1 BRI RRARIE SRR OXNTT, AEKTHISERRERENRGIN—F

C) BIRERSBRRTEIANFET, BRIFRFIETIEXEF .

2. RIBEFEENHARAH#ITH L.
MREBEN TN REREE (QSFP 3K SFP) , BICBEFERANANERREEN
3. SERITHISRIRNEHR L
a. RiTHISRREFEFHENNE, B ESPIREEHTERMAL
ERlgRREeMmiE, MERNEEH,
(D) BEnsERaNES, BIBNTA, NERFEEs.
a. [ ERedEBiE I, EEMR, LUBRIEHE, ARKERERBEME.,
b. FEREIBNEIR. EMTREBREDIF. ASEKEREETBIR,
HEREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

C. NRFHREMLELAERRE, BENREXLSE.
4. BI R ER RITHI BRI E [EFIBIT:

storage failover giveback -ofnode impaired_node_name(?éj()
S. IRELABEHRIE. HEWMBHE:

storage failover modify -node local -auto-giveback true(g"&f()
6. SNRBA T AutoSupport. MEFR/EUHEE LE B eI =G

system node autosupport invoke -node * -type all -message MAINT=END(3X)

% 5% KFHEEMRE] NetApp

REBEMHEMBEY RMA BRI FEERHRE] NetApp o "BMFIEEIFER"BEXIFMER. BSIUTH.
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it PCle £ - ASA A800

SHASAAB00R LR /0 IRREEHIE. FEARUSLIFESHINEERMIIITNEERN, 158
EARINZ 1/0 1R, BIEEEEXAETIEE. BRMER /0 R, EFEohESIEE
s AR R ERPEEB R [EINetApps

FreaZ Al

* BT NetApp HUHT S SR EF SR

* WIRTFHERARNFEHMAHIERET; T, ERRRAZ,

* BRI B S RAZIFNFE ONTAP RRAL &1L,

| RAFNFTARMAHSRERET; TN, EUXRRRRARTH.

$1F: XARHRITHIZE
KSR E RIIE R,

BRAZHITH R, BOTHEERISRARS, AECENEREIRER, UESTESNIEHIZRSE MZIRES
e fE (IR,

KXTFULES

* NREFEAESANRS, NN MEREZHITHIZSSCSITIFEMER cluster kernel-service
showo cluster kernel-service show @< (fEpriviaRIER F) A BRiZTH Rl TR 3R HERE" . ZTh R
Be] B MRS AR IZ T AR TR

B SCSI TR RRSS[HIZN SEBFREMT RRFHPRIX R, EREFMRZA], BASTARFAEIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HRH T TR RLTF
RIS E ARG TR A EE T alse. MSMEXRAZHITH R ZAIE ERFHER ; BEN "HTR5
EBED"S

TR
1. AR BT AutoSupport . 3@ 8 FAutoSupport 8 B 21 BEheIiEZG:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E B o6 @251/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. BRBEmRIE:
a. MEEERIZHIZRRVITHI S AN T an<:

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRTEREEZAEMEIR? "
3. ¥ZnIEHI2E 2N LOADER 127457 :
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NRZHEHIBETR ... BA ...

LOADER 127 R~#F BET—%,
EEFFRE ¥ Ctrl-C , AREHIERNEE v,
AAR AT R MIBTTIE BT HIZEE N EERHITHIS

storage failover takeover -ofnode
impaired node name -halt true

-halt trueB#0&# N\Loader{g R~ fifo

%28 HTEHEER
TEEIRIEH IR IRE EHUTH BEIRNBVA MY, S MAFERE T K28R IR

p
1. NREERIEM, BIEREM.
2. fERE S P REE. BEERTEIEFNSLE. BRI APIE RS EEEEE IR L.

ST - HAIA S5 51 AR

ﬁ% A
O

9&7 V&? Vi@ VAV
VDV V9 W V9

= =<

O
0
[

3. IRERGTRSHEITHIZR KNS
a. FIBTEENEHR L, REREFEEALTRERS. HERTHMEREGIRS:

storage aggregate show -raidstatus !*normal*

* YN8 &< iR[E] “There are no entries matching your query." #842H# N F— N FH B, MEEEIFEHR
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KAVIRThER. o

* R ZGPIREMEAEMER, 1EMFNMEHIZZUIEEAutoSupport#i3E, FHEXRENetAppZHFahiJLAIR
Hyiﬁ_ﬁﬁgﬁjjo

system node autosupport invoke -node * -type all -message

'<message name>'

b.  KMEXHRSANEHRNBEEFERKIEENZEE

event log show -severity * -node * -message-name *disk.missing*

* INR&<IR[E] "There are no entries matching your query. 4845i# N F—,
LA

* R ZEREMEMEMER, IEMENMEHIZEUERAutoSupportiitE, HEXZRNetAppSHrabi 1 LAIR
B — #Bf,

system node autosupport invoke -node * -type all -message

'<message name>'

4. BIRERAEES, AEMERLIETERZ,

S. MMM EIREE FREAMSIH, MITHIBRIR EIR T RABLM SFP/QSFP &R (MIRFE) - i2 T
SIRELGNME,

REABERLEERET, UWEEERLESLEEREN, SEHIERF.

6. B EIEIRE MITHI SR PRV HRTE 5o
7. AR HERY, ARRE TS NEH.

HEEHIZRARIR = MATAE RBE 175 o
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o BIE B

9 BIEH

8. RzhISERBHAE. ARRBHEBETRIRE L,
FEEERIZRRIRAVEER, FEMAFERBE L.

SR 3. EM PCle &

St PCle REY, 1BBFRERILER L PCle RinOMVALFIPRAE QSFP 1 SFP, AR MIEHISERIR LI5FR4%
B, BRHER PCle &, BREZRNFE QSFP fl SFP EfREIIRA L, REEIMERRHOLL.

g
1. HEEERHNEERBREFAR 1, T2RERAR 23,
° MNBREHFIIEFR 1 FHY 100GbE PCle £, EHRTHTE2-3MFE6-7,
° NREBMIRFIR 2 o 3 Fift PCle &, BRITTEL4ET,
2. MIEHIEER AP EI TR AR 1

a. HIT AR F PCle RHHI QSFP &R,
b. SR FRA MBI R AR BE - i _E e H EA R IR 5 M hEss.

ISR = M BRI R BRI 2o

C. IREEIER, BHEHBRANE, EERLENEREFOSHBEEGSBERNAS, BEMEHSIRIRPIRL,
AR EREFRIFE Lo
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o ARE

e AR I8

o EaEse

o AR 1 CEIRFHR) , 151 1 SR 100GbE PCle .

3. MIZFHR 1 HEITF PCle &
a. HnpiRAR, LAERLAIAIE PCle o
b. 2T PCle IRARMIEMMESZLR, AERHEREREZIITHIE.,
C. MIRARFET PCle +o

4. MIZHIZEIRPEIT PCle I2FAHR:

a. 1T PCle RHR]gETETERIFRE SFP ¢ QSFP &3k,
b. R FRAMBVIRF IR BE ) B M L etz HEA XS IEIR 5 [ hEkE .

ISR = M B IE IR TR BRI =0

C. IR, BHBENXE, EERENEREFOSREERSIERAS, BEMTHIZERPIZL,
AR EBEFRAFE L.

1M



RAR2 (RiERAR) %3 (BRAR) SR

FRESS

AR 2 56 3 ERMIER

@ 12FHR 2 5 3 B9 PCle &

5. MIRFHREIT PCle &
a. BEhiRFiR, WERILLIAIE PCle .
b. #2F PCle IRARMBEMIBMESZLR, REBEEZIFTHLE,
C. & MIER M B MR _EIETN,
d. MIEFARAEIT PCle o
6. ¥ PCle R L& IURFHIRFHIE—IEES:
a. BRSIEARPH-RIEEXTT, AEEEEERNRHIRFIEE,

()  ®RKERS, EXERAREE.

b. 3 FEAM 25K 3, HE LMER,
C. ReiE ez, HEIEFARNL
7. B RAIR LT SRR R
a. FEIRIASG SiEHIZRRRE BIRET TN 75
b. SHETHIZEIRAAVERS | SULRAR, AERUIRARE R SR EIR P,
C. M FHEEBIEHBAHFEFABEMLE,
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BER, BEFBESRARINERTTT, MiEARGTF TR ERE,
d. EHHEAM PCle RHRENTHIFRE SFP &R,
%4y ENREEHHERR
ENR RIS RRAENR R,

p
1. BEH S RROKRIGSHAEPRFOXNTT, ARBEHSRREREARAN—F

@ BRI RRTEBNIFETR, FRIERGHET XM,
2. IRIEREENNRFHTHLL.
MREEH T EEREE (QSFP 3 SFP) , FICBEFEANENERREEN.
3. FERITHISRERAVERT R
a. FiIEhISRREFHEANNGE, EEIES5FRBEH TEMIL,
ISR RS, MEFAMS LA,
@ REHISRRBANIAEN, B7ZANEKR, URBIFEZSS.

a [ LRERHEAN, SR, WARIEE, AEELRENNELE,
b. FERRABARE. ENTESRAHF. AEHOREEIER.

HRMER. EH2EREIIENEE, Be prepared to interrupt the boot process.

C. MREAREHLERLEEIRE, BEMTEZIKE.
4. BT ER T HIR M E EEETT:

storage failover giveback -ofnode impaired node name(F&X)
S. NRERABRE. FEMBHAE:
storage failover modify -node local -auto-giveback true(®&X)

6. R BT AutoSupport. MIER/BGHZE IEBThEI =5

system node autosupport invoke -node * -type all -message MAINT=END(§+&3‘{)

55 5% FHIEEHIRE] NetApp

REREMREME RMA REIRSFEERHIERE] NetApp o "EHREFERAXIFAER. BEITH.
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HIHIREEIR - ASA A800

HIEHIASA ABOOR L HFRVASA I EREIRETT (PSU) K EHRFESH L IEER, BB HRZ
BRETT, URRENASZURLGRSREBITAIENE, BRIEEE: HAKEER
S5HRENER, K THRFLZ, BREERR, ARBHEREREIBIR.

EHEJR(PSU)BEMF BITPSUS BBIRRVERE. R FHEIRZ. EITIHPSUHRERNAPSU. ARRKHEEMER
B E#IR,

BIRZTURAY, HERRER. ERGXHAEHIZERER PSU,

KXFIAES
HRES IR BA—RER—TPSUMHS BYo

@ REMER. TERPSUMNFEREI TER D HAEMRPSU, RAENAIEEEIT. EONTAP &M
EHEeREEXERRNPSURTER. ERIEMPSUALE,

()  EERSESETRRMALLTENPSU. HRLGXEER,

BIRIEIEIPSUREL AN AVRIES R . ACEDC,
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I EIR MR
BHERZAPSU. BRI TEE,
1. WNREERIEM, IFIEHIEM,
2. {RIEEHI &R S ZPSU_ LA B FELEDHE B EIRMIPSU,
3. BFFPSURYIESRE:
a. I ERAEEIESS. AEMPSUR T EBIRL,
b. MERIR T EIR%,
4. B LIEEFM. RTIUERE. RAEEPSUALEIEHIZER. LUEITFPSU,

PSU#4E, Always use two hands to support it when removing it from the controller
@ module so that it does not suddenly swing free from the controller module and injure
you.

(1] BBPSUBIERE
(2] IR

O. TEIEHIS IR REEPSU:

a. AMFZEEAPSUNIASHFH SIEH S RIRIF OX 7T,
b. EPSURRENIZTHIRER, HEIBERERNENL

HIRRESAENERS ERESH B IERNL.

() HTRRRTRENEES. BIERPSUBNRAER T A,
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6. EFMEZPSUML:

a. FERAEIMEZEIPSUMEIR,
b. {55 IR E E 231G BBIRLZ EE EIPSU,
EPSUMRE MBS, KRSLEDR ALEE,

7. IZBEHFEMR RMA BBRREHIEER4RE] NetApp o "EMFREIFER"BEXFMER. ESRNH,

I 2: PUEIRERERIR
EFEMEMRPSU. BERBRUATTE,
1. NRE R R, BIERE,
2. IRIEEHI B EIREEHPSU LM B ELEDHE EFERHIIPSU,
3. WFFFPSURYESE:
a. fEAiRk EHNERIRETIT TD-sub DCALEZR.
b. MPSUIR TAL&HIEEKE—,
4. [ LRERFA. BTERE. AERPSURLEEHISRR. LU TFPSU,

PSU%E, Always use two hands to support it when removing it from the controller
@ module so that it does not suddenly swing free from the controller module and injure
you.

(1] RAARET

9 D-subE R EBIRPSUSi 4% 128
e BIRFR

e HEEPSUBIERS

O FEIEHIBEIRRRERAPSU:
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a. ANFEFEAPSURNSHBEHE SERISRRIA O,
b. PSURRIENITHIZEIR, HEIBERERNENL

o U S P SR TE B & B A B
() ATRERTFREEES. BOEEPSUBN RS AT,

6. EFEHED-sub DCEIRLL:
a. REiREREIAENPSU,
b. ERAEMRITRBIREAEEZIPSU,

EPSUMEMEBRE. IASLEDN NLEE,
7. ZREMFEMAY RMA RERE SR SRR E] NetApp o  "HMFREIF SR EXFMAER. IBSUNHE,

SEHRSCRY Y AR - ASA ABOO

EIRASA ABO0 R P RYSSAIATER (RTC) Bt (CEEMALAINEM) , LURRIKEIEHRE
[B][E] 2 BIARSS AN FAAE Fr BE B 4R 4815 1T

a2z Al

CEER. ERH RS HFTE ONTAPRRA RIS A2,

* BRAGRHOFIERMAHIERET; TN, SAFRRRAZH,

$1F: XARHRITHIZ
KSR E RIIE R,

BRAZHITH R, BOTHEERISRANS, AECENRERERE, UESTESNEHIZRREMZIRES
EafF g HE (IR,
RFUIES

* MNRBERBESANRES, NMHAE E T HIZ8SCSITIFIEMIEE cluster kernel-service
show, cluster kernel-service show fr < (TEpriviaRiZ™ ) Al B R 2T R T R @M FERE" . ZTh s
EI’\JEJJEH‘E‘Jﬁ%&l—){&iﬁﬁ,.ﬁuﬂ’ﬂiﬂ‘ﬂtm

51 SCSI IR RRSSFHIZN SEBFEMT RRIFHPRIX R, EREFMRZA], BASTHRFAEIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HRH T TR RLTF
BRI E ARG TR A EE T alse. MSMEXRAZHRITH R ZAIE ERFHER ; BER "HTR5
EBED"

T
1. AR BT AutoSupport « 38538 FAutoSupport 8 B 21 BEheIiEZRG:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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U AutoSupport JE 222 1E B Rh 632G\
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BEEHRE:
a. NEEERIEHIZEAIESRI QML TS
storage failover modify -node impaired node name -auto-giveback false

b. X\ 'y YUEEIR T ERETELAEMEIR? "BY
3. BZHUTHIZSE R~ LOADER 1@/R%T:

NRZHEHIBET ... B4 ...

LOADER & F BET—%,

EEEFERRE # Ctrl-C , ARTELHIMETRNEE v,
AR T E RS MIBTTIEE RITHI s R E s E (R InEH 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true &g # N\ Loaderfg R~ o

2% HTEHRISER
TEERIEH IR IR B EHUTHI SR BV A MY, S MAFERE] TR SRR

p
1. INREEARESM, FIEFREM,
2. fERE B P RENE. EERTEIERFNSLE. BRI APRE RS EEEE E IR L.

ST - BTN S5 51 A
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= = <]

—

-

A\

3. IRIERANRSKEITH SRR
a. EBETIEENEHSR L, REREFEEALTRERS. HERTHAREREGIRS:

storage aggregate show -raidstatus !*normal*

* R & <IR[E] "There are no entries matching your query.” #4Ei# N F— N FH 8, MEEREFEHR
KRR ENE2E. o

* NRZELREEMEMER, BEMFENMEH R EEAutoSupporttiE, FHEXZRNetAppsaHFaB 1A
B#—# B,

system node autosupport invoke -node * -type all -message
'<message name>'

b. KMEXHARANE AR ESFERKIEENEE

event log show -severity * -node * -message—-name *disk.missing¥*

* IR d<IR[E] "There are no entries matching your query. 4842# N F—,

* MRz DREEREMER, BMRMEHIZEUEEAutoSupportEiE, FHEXZENetAppZHFERI LR
Hyi&_iﬁggj]o

system node autosupport invoke -node * -type all -message

'<message name>'

4. BIREREAEESR, AEMERIETERZ,
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O. MMFFLALEIREE FRNBEAMSH, MITHIBEIR EIR T RSB SFP/QSFP &R (MIRFE) - id T
SIREBLEUE,

Sz

AN
ks
s

FRLBELLERILER, UMEETEMRESAERREN, S48 EF.

6. WHAEIRRE MTHIZR R PEUHHBE—,
7. AR BERD, ARRRE TN

e SRR IR MATLFE SR BB IS Lo

9 BUEH
8. RzhISERBHAE. ARBHEBEFRIRE L,

LR RIS IRIRAVEER, FEMAFERBE L.

3% EMRTC HEith
IR SCBT BT PhER M,

B RTC P BEIEHBRFERERZ VER2 BISMR. BEA THANER FERE S EIEHIZEE S
o

KFIEAES
ARz HIEE £, BT Riser 2 (FiEIAY Riser) T7; 72 VER2 $¥Hg8 £, EE{iIF DIMM B,
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Rtz HI=E
p
1. MIZHISERPEI T PClefR AR2 (FRIEHRFAR):

a. 1T PCle RHRIgETETERIFRE SFP ¢ QSFP &3,
b. SEIRFIRA MBI IR BiE ) Bilm L ek H 8 XBIEIR 5 B hEsz.

ISR = MIE T B IE IR TP BRI =0

C. GECER, BHBEXE, EEIR ENEREF OSBRI, BEMTHIZSRIRPEE
t, ARBEBREFRNTE L.

9 AR 2 (PEREAR) BEFH

2. TEIRFAR 2 TE RTC it
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e RTC BEtAISh=

S FEMIREHE ML, KHEIRRHEME, AEBEMEMIEPEL,

C) MEBHZRFRER L BAY, IEE R MRS, BMRENS, BIERREESZRF.
FEHEESS AR NS B T e R A E.

4. MEHEREEIT ISR AN R A FE it

. 18R RTC BMpIRIE, ARRKBEMARIH R TH, FEBANEBERF,

6. B ERE, BEREET2REREBRED, FERMER.

7. B R IR L R SRR
a. FEIRNIASG SiEHIZRRRE BIRET T M55,
b. SHEEHISEIRAPAVERS | SURAR, AERIRARE R SRR P,
C. [ FHEEIBIE HBAFEFABEME,

BERE, PEHBRSRARTAETFT, MBARGIFAITIEE R ERTR,

d. EFHEAM PCle RHEITRIFIE SFP &R,

Ver2iz a8
T
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1. #FZIDIMMKMHIEAIRTCHE I,

" BXE
9 RTC EBFI5MNE

2. BEHREEEREIMNN, FHIRRHEMNE, AERBEMEMEEFREH,

C) MEEBZRFRENH BRY, TR AR, BMRENS, BIERBEEZRF.
FEHEESS AN S A e R R E.

3. MBAE4ER TSR EY tH S 4% A ot
4. 12T RTC HRIRYE, ARFRBERAETE, KFEBNBMEF,
°. BTN, MRABTERERIEMER, HERIEER.

£ 4T ENRETFIZSERIR
BRI RRAENR R,

R
1. BiEEH SR RROKIE SRR OXNTT, AEBEHSBRREREANRAN—F

C) BIRER SRR EIBANAET, RIFRFIETIEXF R,

2. IRIEFEENHARRHI T L.
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MREBEN TN RS (QSFP 3K SFP) , BICBEFERANANERREEN
3. SERITHISRIRNEHR L
a. RiTHISRREFEFHENNE, B ESPIREEHTSRMAL
ERlgRRTE MG, MERNELEH,
@ Rz HI SRR ANVIAEEY, BB AIE K, URBIFERESS,
a. M ERedEpiE I, EEMR, LUBRIEH, ARKERERBEME.,
b. FEREIBNEIR. EMTRBREDIF. ASKEREETEIR,
HEREMER. EHI28EHUEIIENE5. Be prepared to interrupt the boot process.

C. NRFHAREMLRELRAERRE, BENREXILSE,
4. BIRIETFEEZ RITHI BRI E [EFITIT:

storage failover giveback -ofnode impaired_node_name(*y_"&j()
S. IRELABEHRIE. HEWMBHE:

storage failover modify -node local -auto-giveback true(ﬂif{)
6. SNRBA T AutoSupport. MEFR/EUVHEE LE B eI S5

system node autosupport invoke -node * -type all -message MAINT=END(3X)

%59 FHEEMIRE] NetApp

REBEMFEM RMA HBRR S IEEIREl NetApp o "EMFREIFER"EXFMER. BEENITH,

ASA A800RYEEF%

LU 2ASA AB00MIER 3 #4&, 117) "NetApp Hardware Universe” (HWU) FREXASA
ABOOFIAEHITEEESIR, LthTiE&RMIERE NS BT,

ASA A8001YE Z &

TAEIE: ASAAS00EMIFE HA 3¢

RAFRIEAE: 6.6096 PB

M7E: 1280.0000 GB

SMERST: 4U #1FE, E2& 2 1 HAIZHISER] 48 D IRThESHENE

ONTAPHERZS: b_startONTAP: 9.16.1P2b_end
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PCle ¥ B#&: 10

={KONTAPhRZS: ONTAP 9.13.1

HEaEy RRAE
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Compliance

* EMC/EMI JAIE: AMCA. FCC. ICES. KC. EE/&F. VCCI

* £2INE: BIS. CB. CSA. G_K_U-SoR. IRAM. NOM. NRCS. SONCAP. TBS
* KL/EMC/EMIAIE: EAC. UKRSEPRO

* INEZLL/EMC/EMI/RoHS: BSMI. CE DoC. UKCA DoC

* trf EMC/EMI: BS-EN-55024. BS-EN55035. CISPR 32. EN55022. EN55024. EN55032.
EN55035. EN61000-3-2. EN61000-3-3. FCC % 15 #853 A 2. ICES-003. KS C 9832, KS C 9835

* FERS: ANSI/UL60950-1. ANSI/UL62368-1. BS-EN62368-1. CAN/CSA C22.2 No. 60950-1
. CAN/CSA C22.2 No. 62368-1. CNS 14336. EN60825-1. EN62368-1. IEC 62368-1. IEC60950-1, IS
13252 (5 1 &93)

=R A

ETFUXMBEREETHIE (BMC) MIONTAPEIREZO; TTRAERIZHIZE; TARMIEREBIR; @ SAS &
BEXTSMERMIZR#HTT SAS R EE;
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