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* BSMIEIERRIEEIZE LN AU TS BHRES<:
© B _IEhlSR R B EHEPRITEIR BT RS,
° health =252 R IAITHIZZHT HA ECHJiTHI2s.

KERENNZEZEA- ASA AB00

EXRHAR fi?“%]%%##$§ WREMNBZIARIRS ZHI. BRIEREZIITHIZSERES. B
FRERE. HERY EIETEEITRIONTAPARZS,

If you have a cluster with more than two nodes, it must be in quorum. JNR &£ & KX Z & FIEI TR RIFHIE
FIZBRERENETRRSEER false , MAMEXAZIRITHIEZZ B ERBIER ; 520 "HT R 558
£,
B
1 *ﬁ g?) ?I%U%%E,J'ikn_,\
° MRZHITHRLTFERIRTAL, B adnin SHER.

° NRZRITHIZZI T LOADER 1B R BRETF HABREM—EF4, 1B adnin BHERIIEITEEN
*Iﬁgl %gJ:o

o WNRSHITHIZER AR AL B FH H I LOADER 1271R7F, IEEXER "mysupport.netapp.com’s
2. YNRBFAT AutoSupport , M@ A AutoSupport SHEB 2 IFBTHAIERZEA]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZIE BB RGBS . clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

3. (M version -v ApSEZHITHIZE (MNREEEN) EWITHIZRE (NRZHITHREXRA) LizfTh
ONTAP hig7s:
° NRESHEFER <Ino-dury> 5 <1osno-dury> , MRLKERZHF NVE , IHHLEX AT HIZR,

°c NRGBLHHPARER <Ino-dur> , FERFIZTTHIZE ONTAP 9.5, 1BEE %10 1 . 1Ei51T ONTAP
9.5 MNEEREIRAH AL 10 NVE 3¢ NSE.

° R LDHHPRER <Ino-dur> , FEARFIEITHIE ONTAP 9.6 ESHRZAS, 1BE £ 2 | 1Ti5
1T ONTAP 9.6 &%mﬁﬁﬁxﬂﬂ%éﬁﬂﬁ NVE 2§ NSE,

4. NRZHITHIRET HARE, FRANETRRRIFNIZFISRBEIE. storage failover modify
-node local -auto-giveback false B storage failover modify -node local -auto
-giveback-after-panic false
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&I 1 . 7£i517 ONTAP 9.5 NE R AL _FHZE NVE 5 NSE

EXAZIRIEHEZH, BRENETRAARTEREA NetApp B (NVE ) 3 NetApp FiENNI%E (NSE
) o If so, you need to verify the configuration.

Bt
1. Bzl 8 B AR T AT s,
2. WERENEBTHEREEET NVE . volume show -is-encrypted true

NRFHPTIE T EETE, WREE NVE , EFRWIENVE LB, NMRRTHEDE, BREESEEE
NSE .

3. MEESEEHE NSE . storage encryption disk show

° IRELHBTIH T IREERFME R URMRAFE ID E8, WHRTERE NSE , EFEWIE NSE
fcE,

° YNRKECE NVE # NSE , MAJ AR MK FR HiTHI2S

I9IF NVE B2&
T
1. ERTHEERS S EEENEMIIEZHNES ID | security key-manager query
° YNR Restored YRR yes BEFfEEAEIESRETR Available , MAUREMKXAZIHRBITHIZZ

° YNR Restored FIRR yes USMNIEMAR, HETAZHEERESR AUH , WEETM—LELZI
Gz

° NREEARFEFABIEFNEFHEE this command is not supported , NMIEBTEHEMth—LEPH IR,
2. 1R restored FIR/R yes UIMNIERRNS, HEBTAZRHEIEREER FAJA ©

a MEHARFEFIBEHRIEZHAFMKEEEZEI ID . security key-manager restore -address *

INREFLERM, BEXR NetApp SZH5ERI o

"mysupport.netapp.com”

a. IOUFFR B B9 IRIEE A Restored FIE ves , UNFIEZIAEIEREEER Available :

sSecurity key-manager query
b. XAZHITHIES

3. MRERAIREZHE ﬁ)‘E?U?‘ﬁ'E‘\ this command is not supported when onik ZZAEIRR, EETIFMHE
EIRBZFIAEESRPHNE security key-manager key show -detail

a. YN8 Restored ¥ &R yes manually back up the onik HZRHEIEEE
* BASENRIER, HERFIRTELREENIGAN v . set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup

show
' BEGEENATEFZIRMHIXHHEEX S, EAIERZEFHIRE OKM RMIER T, TRKE
EE,

w


http://mysupport.netapp.com/

 REIFIEEEI: set -priv admin
* XA IR
b. 41R Restored FIRRR yes MIMNIEMAR:

* JB1T key-manager IREAS . security key-manager setup -node target/impaired
node name

@ ERTFRAT PR ZAEERNEE, RTEEHELNIEE, BHKA

"mysupport.netapp.com”

* WIFFRE B{PI0IEE$H ssecuritykey-manager key show -detail By restored FIREE
/Tyes

* BRSENRRN, HERFIRTEHENBAN v set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup

show
* BEMDERNARER DRI XHHEEX . EAIEREEFoIME OKM KEER T, ERE
EE,

REZEERI: set -priv admin
* BB AR et K T 2%

I9JF NSE ficE
553’5
FIAEIERS SR LEENSMIIEERNZEIA ID ¢ security key-manager query
° YN Restored ¥B/R yes BFFEZAEIERER Available , AT EMXFZIRAVITHIZS

° Y1 Restored FIBR yes UIMIEAAR, ETMEAEERER AoH , WEETH—LERI
s

° WNREREAIREZIATIERNEFHE this command is not supported , MEB TR H fth—Le 51
2. 1R restored FIE/R yes DIMNIERAR, HETMZHEERE R FH :

a MEHAREFIBEMHIEZHAFKEEEZEI ID . security key-manager restore -address *

INREFLERM, BEXR NetApp SZHFERI o

"mysupport.netapp.com”

a. IWIEFrE B IIERAR Restored FlE T yes , UNFIEZRAEERESETR Available .

sSecurity key-manager query
b. XFZIRITH2R.

3. MRERBAIREEZHE IE}:E 58 2 this command is not supported when onik 2 EIEE, BRRFE
FEIRBZIHEESRPHE security key-manager key show -detail

a. YN8 Restored FIB7R yes , IBFHEMIREFHAEIEEE:
* BESENRIRD, HERRRTREREMEAN v . set -priv advanced
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* Enter the command to display the OKM backup information: security key-manager backup

show
' BEGEENATEF IR HHEEXH. EAIEFEFHIRE OKM RMEIER T, TRKE
EE,

* ROEEIEREN. set -priv admin
T KRR HIZR.
b. 41R Restored FIERR yes BIMNIEMAR:

* JB1T key-manager IREMS . security key-manager setup -node target/impaired
node name

@ ERTILBAT PR OKM Zi8i81E, MRTERMEBEIEE, BER

"mysupport.netapp.com”
* WIEFR B B IIEE AN restored JIREE/R yes | security key-manager key show
-detail
* BEASENRIER, HERFIRTELRENEAN v . set -priv advanced

" AT LED OKM{EE: security key-manager backup show

@ Make sure that OKM information is saved in your log file. ZERJREEEF&RE OKM
HRIMEBHT, FELES.

- {EHESHATENRIRRIARATH. EARFEFHIRE OKM WML T, BRE
Eo

* ROEEIEREN. set -priv admin

* BRI R et R A28

&I 2 . 7Ei51T ONTAP 9.6 MESIRAH AL _EHE NVE 5 NSE

EXAZIRIEHEZH, BEERITIRAESTEREA NetApp £I1% (NVE ) 3% NetApp Fi#NNI%E (NSE
) o If so, you need to verify the configuration.

1. IOUFEBEPMERIE RS EEEA NVE ¢ volume show -is-encrypted true

If any volumes are listed in the output, NVE is configured and you need to verify the NVE configuration.4l
RKKFNBEAE, FRESTEEE NSE HIEE(EALL NSE .
2. WIFREEEE NSE HIETEfFA: storage encryption disk show

© NRapLHHLTH T KR IFARERURIENMER ID 58, NFRTREEE NSE , EFELWIE NSE
ECEMIEEERR.

° IRKREREAHE, WRTKEE NSE .

° gg%*@ﬂ% NVE A NSE , WAR=fER NSE ZARIPEMRIERIEE, FEILAIUR MK ARRBES
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I9iF NVE BcE
1. BB IERS R L EENSNIIEZRANZIAID: security key-manager key query

@ 7£ ONTAP 9.6 hkzf5, EOIREXFEHMEABIESRALR, KB P kvip, akvH cer,
A LR R R)Id 32 "Tiﬁﬂlﬂ SMER Bk iRE AR EAEE,

o YNER HIPETEE LA R R external , M restored FIB7R yes , WA UREM K FZIHRAITHIZS,

c IR FIPEER XBERRE B R VER B, WEETH—LEHNTE,

° Y18 Key Manager type /R external , M restored FIERER yes UINIERAR, NEETHK
— LRI T R,

° WNR FIAEER LBET RE B 2R FETM B MOMNIERRS, WRETH LIPS E,
2. 1R Key Manager type B #RE B Restored FIE7R yes , IBFmIEM OKM E8.:
a. HRESENRER, HERARTEBRERBFN v set -priv advanced
b. I NEF S UBTEABIESE . security key-manager ontR # show-backup
¢ KEHERNAREHNZIRRIAFRETX M . EARFEFHRE OKM WML T, ERE

bo
d. JREFIEEEN: set -priv admin
e. XFAIZIRITHIZS

3. YN Key Manager type B/~ external , M restored FEBRER yes UIMIMERAR:

a. BIMNPRAEERFMRIEZHRRINEETIFAET R security key-manager external

restore

YORE LK, BEAFR NetApp 2580 o

"mysupport.netapp.com”

a. WIFREE Restored ¥IEFTF yes WFAMBEZMNIIEEIA: security key-manager key query
b. XFIZIRITHIZE
4. N8R Key Manager type B & H Restored ISR yes UIMIERRR:
a. BMRE security key-manager sync #5%. ssecurity key-manager oniR EHEP
@ ERTAFLARAR PN FRNFEBHRFIRAZAEERIDIZIE, If the passphrase
cannot be provided, contact NetApp Support. "mysupport.netapp.com”
b. I83F Restored FIER yes WFAABEFRIWIEEFA: security key-manager key query
C. I9IF Key Manager type BB ET 1RE , AFFEIEMHN OKM EE,
d. BESENRER, HERFIRTERERNEAN v set -priv advanced
e MABTLUETRTRRBEERMERE . security key-manager ontR #H show-backup

I REHESHABERZRIRBFREEX . EAEREFHME OKM HRHIBL T, TRE

Eo
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9. REIFIBIEEL: set -priv admin
h. &8] A& 2K AT Hl2s

¥2IE NSE EcE

- EREAEERSHF L EFENBHDIIEEHMNEIAID: security key-manager key query -key
-type NSE-AK

@ 7£ ONTAP 9.6 hrzfa, ZErIEERHFEHMZAEIERZRR, LB rmip, AKV M GCPo
FIAXLERBRTIZ SN M8 3¢ 1RE B E ISR,
° NR RIPEIE2E XBE /R external , M restored FIER yes , ARSI X FZIRAIIESIZS,
° YNR FPEES XBERIRY B FR BT B, WEETR—LHINGE,
° 1R Key Manager type /R external , MM restored FIE/RFk yes UIMNIERIAR, WEETK

—LEEINE R,
° 1R Key Manager type B/ external , MM restored FIERFE yes LIMNIERRAZR, WEETRK
—LEEINE R,

2. 918 Key Manager type B7R 1RE B Restored FIER yes , IBFmIEHD OKM EE.:
a. BISEIIRIER, HERFIRREHRERIMN v set -priv advanced

b. MABSUETZIABIEEE . security key-manager ontR # show-backup

c. 11%15}13,%5’]P\]@E%‘JEU%&E’\JK#EEEI,.,\S‘dfFo ERIREREFoIME OKM WRMEIBZ T, BRFE
Eo

d. IREFEEE: set -priv admin
e. &AL et X AT 23
3. YN Key Manager type B/~ external , M restored FBRER yes UIMIERAR:

a. BN EREESNRIIERATRINERBPHMET R security key-manager external

restore

NREpTKRM, IBELHR NetApp ZHFER 1o
"mysupport.netapp.com”
a. INFEREE Restored HIFTF yes S FEREBRRIEEA: security key-manager key query

b. &R AR &K T HI2R
4. 9NR Key Manager type B/~ IR# H Restored FIERFR yes MIMNIERAR:

a. BAMREL security key-manager sync #5%. ssecurity key-manager oniR HREH

ERTAFAMATFHNR2NFRNF BRFIRBZHEIEZIEITIE, If the passphrase cannot be
provided, contact NetApp Support.

"mysupport.netapp.com”
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a. I9IF Restored FIBR yes W FFAESMNIIEZEA: security key-manager key query
b. I8 Key Manager type @E R WRE , REFoHEH OKM 58,

C. HESRNRIRR, HIEARFRIRTEBUENEAN v . set -priv advanced

d MASDTUETHHEESMEE: security key-manager ontR # show-backup

e REMEENNETERFRREINHRATX . EARRKREFHME OKM BZBERLT, EHRE
Eo

f. JROEEEEN: set -priv admin
9. o] AL ethx T 2R,

XA HI25- ASA A800

5eAk NVE 8¢ NSE £55/5, EBREBEXHARITH2E. ERERTENEENRESE X
BIRER BTS2,

®EI1 . REBHARS

FeR NVE 8¢ NSE 1£55/5, EHREXHARRITHIZR.

p
1. B =HmizH23 279 LOADER $27R4F

NRZHIEHIZRER ... B4 ...
LOADER &7 ¥ ZE "Remove controller module" .
EEFEFRE .. ¥ Ctrl-C , AREHIUERINEE v,

AGRTTHERRTN AR MSTEBNEHSREENHERMAESR. storage failover

FEEI) takeover -ofnode impaired node name

L2 RIEHI 28 B 7~ Waiting for giveback... BY, 3% Ctrl-C , RAEEE v

[e]

2. 12 LOADER &= f¥&t, A printenv IBRFIERIFREE, BRLFREFRBHEXHH,

()  REHEERARTEERET, WS TaRElER.

EIN 2 ¢ RGIF MetroCluster
()  REORARFAWT A MetroCluster B, W/NEMLLBIES B,

BRAZHITH R, BOTHEERISRIS, AECENERERER, UESTESNIEHIZRSE MZIRES
e g hE (IR,



* If you have a cluster with more than two nodes, it must be in quorum. IR EE KR HH B EITR T RLF
HiEHIZE R TR A EE R false. NMAREXAZTITHIZR A B EREER ; BN "HHR5
EERED,

* NRIEFERBZE MetroCluster BtE, MAIASECE MetroCluster ILEIRZE, HEATRATFEREAILE
%E’J’U(n_.\ (MetroCluster node show) °
PIE
1. ANR BT AutoSupport , N3&E:Z A AutoSupport SEHBZIEBENBIEZRR]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JHEZ IEB&HBIRBZEREFIF/NY: clusterl | * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NIBTTIERBIEHIZSVITH| S 2 H ERI3E: storage failover modify - node local -auto
-giveback false

3. ¥R MITHIZE R LOADER $&Rff:

NRZHITHZEZE R ... B4 ...
LOADER 1&RfF BET—%,
EEFEFE & Ctrl-C , ABRTEEMBETRES v,

AFIRETHREBRERFT AR METEENEHIZBZERGEEZHRNIEHEE: storage failover

S AE)) takeover -ofnode impaired node name

LR HI2E B7R Waiting for giveback... BY, % Ctrl-C , ABEI% v

o

BB 57 F- ASA A800

BEMRBENE, EOMEH TREVERIZFEIR, REBNENRAEEoREEHE
USB iAI77IEE) 23,

5 1% HTERIZEER

TEE T BRI IR B B HUT HIZR IR A RVA RS, IR TUMANFE P E] T hl 2815 IR,
1. NREERIEH, BIEREM.

2. IR T 23 18R B R,

3. BEIRAEER, AREMBIRPIRTLL.

4. MFFRLLHELSLEIRRE ERIIRE, ARMTHIEERPIRT RAL 4L SFP M QSFP 111 (40
RFE) , HARBREANERUE,

RESBERLERREP, UWEEERLELAEEREN, HLRTIERF.
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O BULERISE MTHISFRRPEEHBE—F
6. P TEANMEFD, ARRNE TIEREREN M.

LB HIZRARIR = MATIAE FRBE TRAS o

7. BRI SR ERE HAAE,
ReiEh SRR LAFERT, IBHRESHHE R SRR IRBYERER.

8. RTHISRERRETFRNREL, ARITHENE:
a. FTHIE R APEE T BN ERMBYBIE S
b. ¥EXNERENBRIR, AEFER LIREETEITHNUE.,

10



eg BN EBRNEBEIRIR
e E X R Tk @ X E

£2H: ERBEHN
BB TRZAT, S LUESMIFRTHIZRRIR_ EAVRAR 3 K EUEH B ERP R EMPERN BTN .

BHTRHTEEBINRNIEE], BREFERA+FIEZLT],
1. BB

11



12

IR 3

1 S+FI4T)

BB BURET

9 BohiT R

MIEHIZRRIR BN B AT TR

a. £/ 1 S+FRBLTNHTEERMNMERET], HRETREREUE,

b. yUEBENNBRBIRMN, FRNRERE LI, ARREHNNTREEREEEHRE—.
RERBEN RRER T H SRR

a. FRMNRNASSHEEIN=NTT, ARFEREEENGE,

b. Y B En7T BuE ThERE 2 R

. ERARBRMNTRESTRBIHNREE I ER.

BEEIT R, BNAEIFIRINNT .

R IR AR B R T RIS RIRF,
KHBNE:



a. [ T ietsENE,
b. ¥@NEBEAREE, HEHRANIIL

B3 % BEmRGEREIBIIN R
BRENBRBHNTUSERREG, EILETERER USB NFRahEERENIRE,
a2 Al

* B EBE BRI 32 (IRY USB AFIEEE, HEREE/1 N 4GB,

* SRUTHIZRIEITHY ONTAP BGARAHEFEIAVEIZS, A LAM NetApp 2#Fih= £ "Downloads” #3593 T4
MR HIAR

* YIRBAT NVE , BRI THIRAFRIET, £H NetApp HMNE TEHRE,
° JIRKEBA NVE , BRI THIRATRIET, EAER NetApp BMERIER T THMRE.
* MREMNRSE HA X, MBFTEBMLEREE,
* MREMRFEZIMIRY, WAFENEER, BEER var XHRFEH, EBOTRITHIINMERBR,
pg
1. BAERM ARSI M NetApp it = FEHEHIE] USB IN7ZIRENZS,
a. RARSMRE T HEIZ AR LR TIE=IE,
b. fRE4ERRSSIRK,

@ WNEREFA Windows I2BXNNE, 1BEZER WinZip 1I2ENWE B oG, FERAEMIZET
B, %0 7-Zip 2 WinRAR o

FRIEZERIBR S BRG SR BTN X :
= /boot
= EFI

C. ¥ EFI X R EHIZ| USB NFIREHEE LRITNEE R, + USB NFIREIZEN AR EFI XX, #ES5R
BT HISREITRIARSS IR (BIOS ) hrZHEE,

d. MEiCZARBHENLH USB iA#FIERNEE.
2. MRERKABRE

a. REXE— Bt 2Tl SRR,
b. mERAMRBEIENE, BEMERSTRANIML
c. WEBENE, WREIEMMAFIERL

13



° BXE

9 RFAR

REH SR RRIESHTFAEFRIFONTT, ARRKERHSERERENRSH—F
ENMRENLERRE, HRIEFEEMNRAZHITHL.

EMMAN, MREBET MRS (SFPEL QSFP) , BSHEMREE.

RERAIENER, AREMRTEBREEER.
} USB INTFIEmhaS il NIZHIZRIRIR £ BY USB it

HtREE USB MTFIKmNSE REEIRE USB g iEEH, MARE USB iEHaixOH,

RiEwSRR—ERREANRSTD, HBIEHSRREEBRTIG LA, BAOKBIEE L STRIEHZE
RAVRLAL, AR E IR BT HI SRR LimR AR BiE &,

THIZ—BeRERNES, MEFBBL.
#% Ctrl-C 1£ LOADER &R fIMZELE, LR Eahidiz,

MRKRETRIHE, 151 Ctrl-C , EEBETLIBMEI4HPIET, AREFEEHIZEUEEIMEBER,

BEhik S M1%R- ASA A800
FEXRAR TR S A NERFNE R RS ZA. BOTARERHRITHISRIRES. &
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FREE. HERY EIETEEITRIONTAPRZS,

If you have a cluster with more than two nodes, it must be in quorum IR E B RIAZHPE W IZT TR RIFAVIE
FIZBERENETRRSEER false , MAMEXAZIRITHIEZAIEERBIER ; 520 TR 558
"
g
1. IEZHIEHIZRIRE
° MRZHITHRLTFERIRTAL, B adnin SHER.

° INRZHUEHISBI T LOADER R BREF HABRCER—&S, B admin BMHERIIETIERR
EHRE b,

° NBRSIRITHIZI R A EEEFHE I LOADER 127R7F, 1BEXR "mysupport.netapp.com”s
2. YNERBEFAT AutoSupport , M@ A AutoSupport ;HE 2 IFBTHAIZEZEA]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZ IE BB RGBS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

3. A version -v @SN ESHITHIZE (WREREE)) HEITHIZEE (WNRZHIEFHEREXF) Lzt
ONTAP hiZs:
° RSB AP ER <Ino-dury> 3 <1osno-dury> , MRFKARZIF NVE , BHREXAITHIESE

° NRBSHEFRER <Ino-dur> , FERSFIZITHIE ONTAP 9.5, IBHE %10 1 © 1Ei51T ONTAP
9.5 MNEERERAH AL 10 NVE 3¢ NSE.

° NRGBLHHPARER <Ino-dur> , FERFIZTTHIZE ONTAP 9.6 NESHRAS, 155 E £ 2 . 755
1T ONTAP 9.6 MESRAMNZE L% EHE NVE 3§ NSE,

4. NEZHITHIZRET HARE, BEAMNETIREIRFHNITHIZZERIE: storage failover modify
-node local -auto-giveback falseﬁistorage failover modify -node local -auto
-giveback-after-panic false

&I 1 . 7Ei51T ONTAP 9.5 NE R AL FHE NVE 5 NSE

HEXAZHITER 2 A, CREENERAEEERA NetApp BMMZ (NVE) 3¢ NetApp ZFiEMNZ (NSE
) o If so, you need to verify the configuration.

-
1. BT B SGLE IR RAVTHI 28,
2. WERENERTNEREEET NVE . volume show -is-encrypted true

NRFHPTIE T EETE, WSEE NVE , EF2WIE NVE LB, MRRTHEDE, BREESEEE
NSE .

3. KMEESEEHEE NSE . storage encryption disk show

° IR TIH T IREEIFME R URARAFER ID E8, WHRTERE NSE , EFEWIE NSE
fcE.

° YNRAKECE NVE #1 NSE , A AR 2K HZHITH 28,
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¥2IE NVE ECE

p

1.
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ETREREIERS R LEENBHIIERIANEIE ID | security key-manager query
° Y1 Restored T8N yes BFIERAEIELRER Available , MR UL EHKFZIRAVITHIZS,

° YNR Restored FIER yes UIMNIEAAR, HETAZHEERES AUB , WEERH—LHIM
-

° NRERAREZIAEIENEEAEE this command is not supported , MEEFEHREMM—LEPSIE,
YR restored FIBR yes MIMMERIRNS, HEETAEPAEERER FAAH :

a MEHAXRFIBEBMHRIEZAMKEEZEI ID . security key-manager restore -address *

NRap SR, BELFR NetApp ZHFERI 1o

"mysupport.netapp.com"

a. WIFFrE B IIEERIAN Restored FIRBER ves , UNFIERHEIESRESER Available :
sSecurity key-manager query

b. XHARRITHER.

MREBAREZIAEIEFEEHEE this command is not supported when onik ZZ5AEIELE, 1EBR1FME
ERBZRAEEIZIPEIA. security key-manager key show -detail

a. YN8 Restored FIER yes manually back up the onik HZHEEER:
* BASENRIER, HERFIRTEUENMAN v . set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup

show
* BEGEENATEFZIEMNXGHEEX S, ErAIEFEFINE OKM R T, TRE
EE,

* REFIEEEIL: set -priv admin
' KHAZIREHIZR.
b. 4NR Restored FIERE yes UIMNIERAAR:

* 1T key-manager iIREMRS: security key-manager setup -node target/impaired
node name

@ RN RAEFIIRBEIAEEREEIE, WRTERMEZIEE, KA

"mysupport.netapp.com”
* IOIEFRE B3I R ssecuritykey-manager key show -detail M restored 51T E
T yes
* BEISENREDR, HERFRTEHRSEEBAN v set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup
show

* HEMEENRBEFZIRRIXHREEXF. EHEFEFHINE OKM RSB T, ERFE
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http://mysupport.netapp.com/

e,
 REIFIEEREIL: set -priv admin

ISR AR MR AR,

I9IF NSE B2&
T
1. ERTHEERS S EEENEMIIEZHNES ID | security key-manager query
° YNR Restored FIRR yves BFiEEAEIRESE TR Available , A UREMXAZIHRAVITHIZS,

° YR Restored FIER yes MIMNIERAR, HETARAEESRER AR, WEETH L5
TE,

° WNREEAIREFIATIERNE A this command is not supported , MEBTEREH fth—Le 51
2. 1R restored FIE/R yes DIMNIERAR, HETMZHEERE R FH :

a MEHAREFIBEBHRIEZHAFKEEEI ID . security key-manager restore -address *

INREFLERM, BEXR NetApp SZHFERI o

"mysupport.netapp.com”

a. WIEFrB B IIERAR Restored FIRBER ves , UNFIERHEIESREEER Available :
sSecurity key-manager query

b. XHAZIRIE LR

3. NREEAIREZIABTIESETHE this command is not supported when ontlk EiZ5AEIELE, 5B RTEE
EIREZIAEESRPRER: security key-manager key show -detail

a. YR Restored FIRR yes , BFHIFMIRBEHAEREE:
* BASENRIER, HERFIRTELREENIEAN v . set -priv advanced

* Enter the command to display the OKM backup information: security key-manager backup

show
' BEGEENATEFZIRMNXHHEEXS. EAIESESEFHIRE OKM RMIER T, TKE
ZE,

* IREIFEEERN . set -priv admin
" XARIRIE 28,
b. 41R Restored FIERIR yes BIMNIERMAR:
* JB1T key-manager IREMS . security key-manager setup -node target/impaired

node name

@ R RBMAT P OKM ZHE5EE, WMRTARMEENEE, BEAR

"mysupport.netapp.com"

* WIEFRE BRI AR restored FIREE/R yes | security key-manager key show
-detail
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* RASENRER, HERFIRTEUENMAN v set -priv advanced
AP LUED OKM (58 security key-manager backup show

@ Make sure that OKM information is saved in your log file. ZERJREE B F &I E OKM
HREBET, FELER.

* BEDEENABTEHZSBRNXHHBET. EREFEFHRE OKM HNISERERT, BRFE
Eo

 REIFIEIEREIL: set -priv admin

BRI AR MR AR,

1IN 2 . 7155317 ONTAP 9.6 MESIRAH AL _EHZE NVE 5 NSE

EXAZHIEHR 2R, BREERITIRARTERA NetApp BI01Z (NVE ) X NetApp FiENZE ( NSE
) o If so, you need to verify the configuration.

1. WIFERPMEMEREEEMER NVE | volume show -is-encrypted true

If any volumes are listed in the output, NVE is configured and you need to verify the NVE configuration.4l

RRIEERE, BRERLEEE NSE HIEEEMLL NSE .

2. BirREEHEE NSE HIEE#FER: storage encryption disk show

° IIRALIHT I T IREEIFME R URARAFER ID E8, WRTERE NSE , EFEWIE NSE
FCEMIEEREAR,

° MRKREREMEE, NFRTKEE NSE
° gg%*@ﬂ% NVE 1 NSE , WARZEMA NSE ZARIFEMEREE, EILA R EMXHZHRBIIEH]

ISIE NVE EcE

1. EREIREERSE EEENSHIIEZHNZHEID: security key-manager key query

@ £ ONTAP 9.6 ir2Zf5, Erlger EEHMZRIAEIEIARE, KB kvip, ARV GCP,
FIAXLERBRT I S5 HIA MR 3¢ iRE ZEHE IS KRR,

° WNR RIPEIEEE XBE /R external , M restored FIER yes , AL S X FZIRAIESIES,

° N FREIER LXUERIRE B RRVIETR B, WHEERH —LIINTE,

° 1R Key Manager type /R external , MM restored FIE/RFk yes UIMNIERIAS, WEETK
—LEmINE R,

° IR FREER XN RY B FR FIE MR B LIMIERIAR, NWEBER—LEMINTE,
2. Y18 Key Manager type R & B Restored FIRTR yes , IBEFoHEH OKM E58.:
a. BIASERIER, HERGIRTEHBEIEN v set -priv advanced
b. NS IUBTRABIEER . security key-manager ontX # show-backup
C. BREMEENRBEH RN EREEX S, EAIEFEFHME OKM WREIBHET, BEREE
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Eo
d. IREIFEEE: set -priv admin
e. XHZ T HI2E
3. YN Key Manager type B/R external , M restored FEBREk yes UIMIERAR:

a. BN EREESHNRIIERATRINEBPMET R security key-manager external

restore

INREFLKRM, BEXR NetApp SZHFERI o

"mysupport.netapp.com”

a. BIFEEE Restored FIFETF yes WFFAESHWIEEFA: security key-manager key query
b. XFZIRITHI2E
4. Y1R Key Manager type B/~ #RE H Restored IR REE yes MIMNIERIANA:
a. BNIRE security key-manager sync 8% . ssecurity key-manager onik EFF
@ E?Eﬁ??%ﬂiﬁ)}g)i‘ K2 FRHNF B IR Z A EIRREETIE, If the passphrase
cannot be provided, contact NetApp Support. "mysupport.netapp.com”
b. I8 Restored FIER yes WFFAEFDIIUEZIA: security key-manager key query
C. I8 Key Manager type @& EX IRE , REFohEH OKM 5,
d. HESENRIER, HERFRTELREEIMAN v set -priv advanced
e. MABSTUETRIABTIEEMES: security key-manager ont # show-backup

f. 11%15}135\5’]Wé’é%‘]%ﬂi?ﬂﬂ’ﬂf&#ﬁiEI,.,\S‘dfFo ERIREFEFHME OKM BRSBTS, ERF
Eo

g ROIZEEELR . set -priv admin
h. &R RS X AT HI2s

IOIE NSE FcE

ETRFREERS I L FENEDRIERANERIAID: security key-manager key query -key
—type NSE-AK

@ 7£ ONTAP 9.6 hrzfa, ZErIRE R HEEHMZAEIEZRR, LA kMIpP, AKV M GCPo
FIAXLERBRT I 5N MR 3¢ iRE ZEHEIES KRR,
° MNR RIPEIEEE XBE /R external , M restored FIER yes , AL MK FZIRAVIESIES,
° YR FPEIESE XBETIRY B FR FETR B, WEETR—LHINGE,
° 1R Key Manager type /R external , MM restored FIE/RFk yves UIMNIERIAS, WEETK

— LRI PR,
° YR Key Manager type /R external , M restored FIEBREF yes UINIERAR, NEETHK
—LEERIM P R,
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2. 1R Key Manager type /R #RE B Restored FIER yes , IBFmIEH OKM EE.:

a.
b.

C.

d.

e.

I SRR, HERRRTELREMNHAN v set -priv advanced
WA SUETRHEEIEEER . security key-manager ontR #H show-backup

FaiERNATERNERRAFRBETX . EARFRFNE OKM BRI T, EREE
Eo

IREIFIEEIER,. set -priv admin

TR AR X HFEH 25,

3. 9N Key Manager type /R external , MM restored FIERER yes MIMNIERIRNA:

a.

BN ZREESH IR HRREIEEFFPIFIET R security key-manager external

restore

NREpSRM, IBELFR NetApp ZHFER Jo

"mysupport.netapp.com”

a

b.

WIFREE Restored FIETF yes WTFAABEHMDIIEEIA: security key-manager key query

TA] A& 2t X AT H2s,

4. 90 Key Manager type B ## B Restored FIERbF yes UIMNIERAR:

a.

WINIREL security key-manager sync 8% . ssecurity key-manager oniRk E[FEF

ERTFOAMAT RN FRNFBRFIRBZAEIEZIEITIE. If the passphrase cannot be
provided, contact NetApp Support.

"mysupport.netapp.com”

g

. I8 Restored ¥B/R yes WFAABEMWIEETA: security key-manager key query

I8F Key Manager type @& B/ 1RE , REFoHEHD OKM 58,
BISENRIER, HERFIRTELRLENIEAN v . set -priv advanced
WAL UEREHEERNEERE . security key-manager ontR # show-backup

REMERNNTEFF LRI RATX . EARRREFHME OKM BIZERLT, ERE
Eo

IREEIEEREI: set -priv admin
A =Rt X AT HEs,

XFOKM. NSEFINVE—ASA A800

CEETERE, BN ETERRIREZIHEE2E (OKM) , NetApp &N
Z (NSE) 3¢ NetApp &% (NVE) HNRAFZHNTE,

FER EFRM T ER 53 IER OKM , NSE 3¢ NVE ECE':

NERIREZAEESS—FCEAT NSE % NVE , NATURRELIRIES B LHRNIEE,
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* WNRBAT NSE I NVE , #EBBETIREZHAEIESE, BRE £ 1 SAREZEHASEESEETE NVE
3% NSE,

* WNR7 ONATP 9.5 BT NSE B NVE , 155 E %M 2 | f£i51T ONTAP 9.5 RERRAHI RS EIfR
NSE/NVE,

* W2R7 ONTAP 9.6 ERT NSE 3k NVE , 155 ZE %1 3 | 1£i517 ONTAP 9.6 REBRAHI RS EIRIR
NSE/NVE,

I 1 EAREZHEESGIER NVE 5 NSE

B

1. Rzl e g sEEs BiniThls.

2. 1£ LOADER RFFAMER boot_ontap L /BaniEHIzE
3. IEEHI AT

*INREHSER . e

LOADER #2/R % BiTHIZZ B EIBEIRE . boot ontap menu
[EEEFRE a. ERTRFARMA ctrl-c
b. HILEE : Do you donn to halt this controller rather than wait [y/n] ? ,
enter: y

C. £ LOADER #2RfF&t, AN boot ontap menu 8<%

4. ERTIRER, MARBOGS e HRRATAEER , ARERTHLEE v.o

O I NETEIHIRIED B KM A A IRENAIAR 2 2 SR E IR SR M R O AT B

6. When prompted to enter the backup data, paste the backup data you captured at the beginning of this
procedure, when asked. i security key-manager backup show 57 security key-manager
ontR # show-backup I,

@ FUBEM security key-manager backup show f security key-manager oniR
# show-backup A,

B EIERG:
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10.

1.

12.
13.
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--------------- FiasEin
QABWIETLESBCbG9IAAAAAAAAAAAAAAAAAAEAAAACADID+bAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAABVOIHOAAAMHT7gDLIWAH1DBZ12piVOTOATSFMTOCOTIYAFASS4ADAA
AAAAQAAAAAAAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAA
AQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAA
QAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAAQAAA
QAAAQAAAQAAAQAAAQAAAQAAAQAQAAAQAA, o o HANPQMONrDRYRA9ScvBAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAAAA

............... HRED

ERMRER, EFIERBNED,
AAEBBE Waiting for giveback.. Femfio

Bt e sLt ERxiEtss, AEUBERENHER.
£ storage failover show fHHIABINIEHISEEEFTFHITRIE,
&8 storage failover giveback * -fromnode local -only-cfo-aggregates true” &5 351E CFO B &,

° IR LEBELEREMARM, FYIRMAKRIEHE, ERUBERETEED, ERIWEIEREEN

o

° WRELE CIFS RIEFTAMKM, BSFFER, THRAMFAXHE CIFS =&,
(D #wcrFs TRaSHMELERESE

° WIRABLEEM TR " RKILE " MKK, HFTF5 78, £ NVMEM @,

° YNRELE NDMP , SnapMirror 8¢ SnapVault #HIZMALK, BZALHE, EXIFAEE, B5ENME
RZBISCAS AN

Rk fE, £ storage failover show #l “storage failover show -giveback’ mi<HoEH[E
BB RIS
N2 CFOBE (IRE&H CFO BABIERS) -

BSR4 iEE BIiniTHgs,
WRIEEITHIE ONTAP 9.5 ERIRZA, 15IE1T key-manager 1IREAF:

a. f#f security key-manager setup -nodename B3 BEIAE, RETELIERINEAREZH
== Pp2 mpE=1
Eiimmﬁg%ulno

b. &N key-manager key show -detail YA EERATZHEESPEENFIEZHFANE,
HIIEFTE B0 WIEZ A restored column = yes o
() % restored Fl = yes BUMMIEANS, BRRARA I,

C. FF 10 Oh, EERATEBIEEFTED,



14. INRIFTITHIRE ONTAP 9.6 SE S hRZS:
a. J&1T security key-manager oniR #H sync <, AREHIRREBAZILDAIE,
b. LN security key-manager key query YA EERGEHEIESRPEFENFAEZEHIFAMNE
» FISIEFRE B IRIEEFARY restored column = yes/true o
() % Restored 5 = yes/true LAMIEANE, HRARFZH,

C. FF 10 D, EEBEBIEETED,
15, BTl & 404615 EEC TR,
16. 5 storage failover giveback -fromnode local fi< 3t EINTHEs.

17. {8 storage failover show SFEREIRETM 3 DHERERIFRE.

/

MR 20 PHERIERTH, BRHARTP X
18. 1% clustershell 127 =TTk, N net int show -is-home false B UUF|HAEEFIEHIZEMIEO LN
BiEEO,

MBEMIEOSA false, FRABXEZEOFRRLEIEFIHFO net int revert -vserver Cluster

-1if nodename #p%:

19. Bz B 5B EBINITHIZS, AFIETT version -v i3 LURZE ONTAP A4,

20. f£FH storage failover modify -node local -auto-giveback true BsSZRHBMEGE, A
BHEAR,

I 2 ¢ TEIE1T ONTAP 9.5 RER AN FALS LIXR NSE/NVE

pg

1. BiEH G S L0E D BiniEH .

2. 7£ LOADER R ER boot _ontap S BEMIEH2R
3. KEITHIakL:

*IIREREER . *RE L

ERRETG RESRT,
EEFRRE a. BREIBECHTHIZR,

b. £ storage failover show i <¥HIABEIRTHIZE S ERTFHITRIE,

4. {5/ storage failover giveback -fromnode local -only-cfo-aggregates true local @B
DRIEH B 41415 EEC T HIZEH X BAREHIZE (o
° J&@E%ﬁ%ﬁiéﬁﬁiﬁ&ﬁﬁﬁﬁ?&ﬂi, BYIRM SRR, BRHMERETHED, EWREIEREEN

° IR LE CIFS ZIETHAMKM, HSFFEKR, THIAXHE CIFS =&,
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(D #wcrFs RaSIMELERERL

° IR LEEHM TR " R " MR, BEFFTF 5 28, £ NVMEM BEF,

° YNR&ESE NDMP , SnapMirror B¢ SnapVault #HiZMLK, EZALHERE, EXIFAEE, 5S2NME
B9

5. EHF 3 N, AREHA storage failover show RS EMEEZIRS.

6. 7£ clustershell 127 RF4L, N net int show -is-home false A UUFIHAFEEFITFIZEMiEO LR
BiEEO,
MBEMIEOSIA false, FRABXEZEOFRRLBEFIHFO net int revert -vserver Cluster
-1if nodename #p%:

7. BiTh| emA B EBIRETIZE, AFIB1T version ™ -v i LUK ZE ONTAP ks,

8. fff storage failover modify -node local -auto-giveback true B EZRHBmMEE, A
BERR,

9. 7£ clustershell I2/RFFMER storage encryption disk show B&EHiH.
()  REET NVE (Netpp I0%) , Mita < REM

10. {5 F3 security key-manager 7] R R EAEERS 2R LFEN S M INIEZRHANES ID o

° Y8R restored column = yes BFfEZEABIERIIRENTRRE, BHEZE complete the replacement
process o

° YIR restored column = Bf yes LIIMIERIEMAR, M/ H— 1 HZMEHEERATH, BEH
security key-manager restore -address SR MFIET AERHEERSSZTRENERSHE
TRXBENFIESMIRIEESH (AK) FMZEHID,

BRHE security key-manager iV, LR restored column = yes and all key managers
report in an available state

N NREATIREZREE:

a. ff security key-manager key show -detail BEEIREZIHEIERSTFEOMEEHNIEHA
LE.

b. {#f security key-manager key show -detail S RIEFRE BPRIIZIHAETIIN

restored column = yes o

R restored column = yes USMNIERIEMAR, EEA security key-manager setup
-node repaed ( Target ) node MYPEREIRFEAEIRIZE. EEIBIT security key-
manager key show -detail S¥ARIEFTE BHIIEEFAR restored column = yes o

12. B imh & 4L E R i iTHlZs,

13. f£F storage failover giveback -fromnode local B 3RILIEHIZs.

14. {5 storage failover modify -node local -auto-giveback true BBSZHEBIRIEE, Al
BHEAER,
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I 3 : TEiE1T ONTAP 9.6 N EShRAHI R4 _EiX R NSE/NVE
PIE

1. BT 8 4% EE 2 BAREH28.

2. 7£ LOADER E/RfFER boot _ontap L BANITHIZS

3. KEIEHI Bl

IREHEER ... B4 ...
BRI RESRET,
EEFRRE a. BEREIFITHIZE.

b. £ storage failover show i <¥HIABIRTHIZE S ERTFHITRIE,

4. {5/ storage failover giveback -fromnode local -only-cfo-aggregates true local @B

DT & L L tS E ST 2R H 2IE B R HI 2R o

° J&E%ﬁ%ﬁiﬁﬁﬁiﬁ&ﬁﬁﬁﬁ%ﬂi, BRI HE, (BRHEEREEEES, ERIREIEREEN

- MERSEH CIFS RFTHMEY, FEBFBF, TRIMXA CIFS 215,
(D) 41 CFs A SHRER CRREL

© R LA TIR " R " MKW, BFTF 5 28, £ NVMEM REF,

° INRE<SE NDMP , SnapMirror I SnapVault #IEMEN, ERBIHIE, EXIEMAEE, BSNE
R A SRS AR

BERF 3 O, ARER storage failover show IR EREERZIRS,

6. 7£ clustershell 27 R4, N net int show -is-home false A UUFIHEAEEFITHIZEMIEO LR
BiEEO,

o

MREEHZEOTIA false, FREBXEEORERBIEFIKO net int revert -vserver Cluster
-1if nodename i<
7. BiIEH B4mA B EBIRTHIZE, AREBIT version -v S LIE ONTAP ks,

8. M storage failover modify -node local -auto-giveback true SRS ZHABMRIEE, A
REHIER,

9. 7£ clustershell 12/ RTFMER storage encryption disk show B&EHiH.
10. M security key-manager key query an¥ BREFHEEZHEERS S N HIIEEHIIZE ID

[e}

° YNR restored column = yes/true , MIRRECTREMRTIE, FHAIGERTHRERITIE,

° 1R Key Manager type =external andthe restored column = anything other than yes/true
, 1BfEH security key-manager external restore SiSIRRBNINIEZRIAZREA ID o

() mmessm, ERRAEPS.
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° YR RIPEIERIAE = IRE 1 iER 5 = B yes/true UIMNIEMEMAZR, 1BFH security
key-manager onik EHFF snLEMEILT HABIERILE,

5 security key-manager key query 3SIEFRE S5 1IEE AR restored column = yes/true o

1. Bzl 8 LS i 3= 528,
12. ff storage failover giveback -fromnode local B 3TIRIEHI2E,

13. fEEF storage failover modify -node local -auto-giveback true SnSZ2HEBNRAERE, A
RHIER

14. INREFEAZAAutoSupport. NMIFRE system node autosupport invoke -node * -type all
-message MAINT=END

B FE S4B [E]28 NetApp - ASA A800

REBEMREMIEY RMA 35BS E SR E] NetApp o B85 M "ZRHREIFIASE; i
%J\) TﬁfFEy{;n_,o

M8
B F5- ASA A800

EEANFE, BAIURGHER, THISEIRA NVMe IRcheg MZ IRV AT EEIE, ARG
MIRENRHAGHNERE FRHNNE, FFERIEREEL

RGPRFE EMAGRAERIRTT; SN, BRI ARARZ .

* BRI IR ED RS RAHFHIFTE ONTAP IRASE S £,

* WE RS R, RIKEERER, NVMe IRz RISSRIREEMAE, MEMRHIFEZE NetApp BI—
MR

* IMREPBREMA ST MTFNTRER, STREFHELETEIRSPERFERD R,

XA HI23- ASA A800

IAREL B (GERF N1 miEMetroClusterfit B, MRENARABSH N ULNT A, 15
20 "Wl E E KA BT R E R TR — T HAX",
Friaz
(BT
* ONTAP MYt S I8 R EE,
* NetApptR EZ A EIE(OKM)EEEE EIA R AT IE (W RE B EEINER).
s SMEHIZERISP/BMCIARIBE .
s (ZLEFREE P im/ENIFIRINetApp R 4E L RIEIE,
© H{EIMNEREDELL,
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© EMFARR TAMISE.

@ MR RS2 A {EFabricPool =/EHINetApp StorageGRID Z{ONTAP S3. B " (IEExHME
FER SRR GZEIER) " RITIHIREL R 2 /e,

@ SNRERABZEFlexArray FEFILUN. 1BIRRIFE HN BRI AEET ISOEHITIHRF D B FENX
LEREHITHIXRIIRIED B

@ NREEMASSD. ESI "SU490: (%M. X$) SSDERIEEH: B XAEREBIMTNARRE
X Thes R P A EHEF R B XL

ERXHAZ I RIES . R

* BITEM "R TRRIEE
* JSONTAP AR EIRFRIEZINARZS,
* BRI "Active 1Q EERIEEEMNI" B FRADFMBEMKIE. HIANRSEAM ERILED,

p
1. @I SSHEREIEE. NECEAARMITH SR E LA EM/ITH & NEFHTNEAT RER,.
2. X#AutoSupport H18R R TR B Z KA :

system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"

3. HEFRE T = AISP/BMCHthit

system service-processor show -node * -fields address

4. BHEEBShell: exit
S. A E—F ST HHE AT S8IPHIEEIE SSHE R EISP/BMC,

MBEERIRIEH &£ AR, FEREREN SRR TRER IS,
() 55 SPBMCIEENSSHATE. MUK,

6. E{SEBINNFIET &

system node halt -node * -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover trueo

3t F{E R TEStrictSynciR T, FIE1TEIEI S SnapMirrorfY&E8#. system node halt -node
(:) * —-skip-lif-migration-before-shutdown true -ignore-quorum-warnings
true -inhibit-takeover true -ignore-strict-sync-warnings true

7. \NREE iﬁ?ﬂ%ﬁq:‘mﬁ/l\i’?%u%%iﬁ)\*y*Warning: Are you sure you want to halt node
"cluster name-controller number"? {y|n}:
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* IRIEERHIENetAppfFIEIIE. MAFURIRREIRAEBMSID FSEDIE EIRZRIFHIE'

* NREFAESANRSG. MHMEKNEEHES cluster kernel-service show)s o cluster
kernel-service show commandB] 2 RTRBHR. T RBMPERE. ZHRBAMERESURZTR
MIEITIRE.

1 SCSI IR RRSSFHIZN SEBFREMT RRIFFRX R, EREFMRZA], BT RFIAIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE R AR FEI TR RETF
RIS EARMEI TR S EE T alse. MBMEXRAZHITH R ZAIE ERFHER ; 5B "HTR5
SEED"

T
1. tNRBA T AutoSupport , NI5EIDEAA AutoSupport JHEZE1IEBEIEZERS]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

A FAutoSupport JHEZ IEE IR/ clusterl:> system node autosupport invoke
-node * -type all -message MAINT=2h

2. NBETIERBIEH2SiEs S 2B EIRIE: storage failover modify - node local -auto
-giveback false

@ L1&EZ Do you want to disable auto-giveback? Bf. %Ny

3. B2 HITHIZE R R LOADER $&Rff:

MRZHITHIRER ... A ...

LOADER 12/~ T BET—%,

[EEEFRE ¥ Ctrl-C , ABREHIURTRINEE v

ARART TR EBIRRR MIBTTIEBIEHISSEE N EZREHI2S: storage failover

takeover -ofnode impaired node name

LRI HI2E 2R Waiting for giveback... BY, 3% Ctrl-C , ABEIE v

o
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3. WEMAIEHIRPNTRAREE RS E, AERERT,

%8 6 . BEAES DIMM

15 DIMM , 7532 DIMM FHIGEMZIRITHISR B EE TGRS, ARRBNES BINFHITRE.

1. IE FEES DIMM B9 5@, LUERTLURIEFAYS ¥ DIMM 3N\ B A RIE 6288 R+,
2. 4Z\8sh DIMM FEMIBIF S DIMM 38 £E, 3§ DIMM MiGEfESs8d, A% DIMM /B HiGHE,

39



() /IVDIBE DIMM #0302, LSR5 DIMM EBESIR L R0 BRI,
3. HEIERE DIMM HIIEFE,
4. ¥ DIMM EERHNEE,
DIMM R EEE/EEER, ERRESEN. MR, B3 DIMM SIEBEXFHEFIEN,

()  Buk®E DIMM , BEARIOXTHRSENEN,

S. /AR EhHERD DIMM B Eibs, BEIEHSEFE AR, FARIMITF DIMM fimayER O L.
6. WHS DIMM &8 HR$FE,
% 74 #%5h NVDIMM

%ﬁﬁb NVDIMM , i5#EIXLE NVDIMM HREEMZIITHIZR S EEREHRE, ARRRBREEDS RINFH1TiE

1. #EITHIZSEIR EBY NVDIMM ,

- NVDIMM: 5LOTS 11 & 23

o BXE
e NVDIMM
2. ig THEREH NVDIMM 897511, LUERLUZIEHARIS R NVDIMM N\ B RITHIZERR A,
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3. IS E NVDIMM FMIEYFE NVDIMM 8 -£F, 3§ NVDIMM MiEEs#H, A5 NVDIMM /BHiE
EHBIE—5,

(D) JvbMREE NVDIMM 80305, LIRSS NVDIMM H251 LS04 ¢ REAETT,

4. R FNELEE NVDIMM BIFEHLE,
5. 3% NVDIMM FEEIFNIGE,

NVDIMM SR BT, BRSFEN. WREHE, H5 NVDIMM SIEMEIFHEREA
() EmeENDIMM, BAEEIONFHERENEE,

6. /NOTIIREBEN NVDIMM B9 B4k, BEHEHSBRERAZIG, [T NVDIMM FiRagRA L.
7. BEE ERPBELUFZHSE— NVDIMM .

$£8F: BoIBMNMR

ERFMNZIRIEHIBE BN RIGE. HEEREEERESEF.

BEINT R TRAR 3 To
1 BB R:
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e 1 S+FI4T]

o BENTT BRRET
e BB

2. MNIEHIZEEIRAPEN BRI A

a. f£/ 1 S+FRLIHTEERHN FRELT, FRBEITHEREUE,

b. yEBENNBRBIRM, BRI RERE LR, ARREDNTREEREEEHRE—F.
3. BRmIN B EMTHISERIF L.

a. FENTNIASSHBEINTXNTT, ARKEREERENGR.

b. Y B En7T B ThEAE 2 R

c. EABENTFURE TR BN REE 2 EMWRo

BNSEIT LR, SNAREIIFEENT R,

55 9% RE PCle 27tk
#%5h) DIMM , NVDIMM MBzp /G, ErILIEERAEHSERIRP % E PCle I#AH1R.
1. B IR R R 2 B A Ry S8 18R
a. FEIRIASG SEHIZRRRE BIRETTMXI7F.
b. SHETHIZEIRAAVERS | SULRAR, AERUIRARE R SRR P,
C. M FHEEBIEHBAFEFABEMLE,
BiER, PEHBRFSREARINERTTT, Mg RIS T EH s ERA,
d. EHHEAM PCle ~HEITHIFAE SFP 5 QSFP #&1R,
2. WHR PCle RAREE LRI,
5510 & RETH|RIRIR

RFrE A NZHRITHI SRR EERIEHISRIRG, BT ERIEHISBRRLZEINED, ARRKEBE
LEIPIR T

1. MRERXEENE

a. }EXE— Btz 2Tl s8R,
b. ERAMRBEIENE, BEME RS RANEML
c. EBNE, WRHEMBMAUANERML
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‘. BE+RS

9 TBEPEEE

2. RIS RRHRIRS AP ONTT, ARBEHSERREREARAN—F

C) BRI RRTEBNIFETR, FRIERGHET XM,
3. X AEENITHI QIROMAL, UEERLUARRZURITUTENHNES,
C) TR LIRS BAIEER ARG ZE R EITHIZREIR,
4. SERITHISIRIRI BN R
a. FHTHIZEREFE NN, EEIESPREEHTE2MIL
ERlSRRTE RS, PEFMS L.
C) KRS RRBANFER, B7ANEKR, URBIFEZSS.

EHBEIR— B 2B ERENAET, maFaEs. ESHREEE,
a. [ Lhede e Rsl, EEMF, LUBMRIEN, ARRKRERREIBEMNE,
b. 4% ctr1-c LIFRETIER Bahidiz.

O BARAUMAMWB LSRN HI SRR, AREMLELLETIRE,
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6. WHIRAIBNBIR, AEEMLEBRAEER,

() wReHFEAGERGE. BHEEERS FORTETTRE,

RIRHIIERSECE - ASA A800

e ERA B ELIFRIVE, G IIEERITH S RRE RARE, HIRES
EEMEERRIRE,

£15: BEHBTIRAR
(ERIRIER HA JFRIEITHOR B 47 B01 5 SR IR s 17 it B8 e S 0BG A AR 5 SR A0 S T AR OISR B4R OS]
TR, MRHINEERIR, WAEERERRRR L BERAE, LSRR ERT

KFIES
BSYWEERNRSE ENRAS BRI

* replacement T1 R B LLIR{F B ERZHRTI R BT <o

* health T5 52 replacement T 2l HA B2 T 5=,

-
1. 4N replacement T3 RAFTE LOADER Rk, BIERAEZE] LOADER AR,

2. £_Healthy nodet. HMERZESE: cluster date show
HEAFNRY B & FECERVBTX,

3. 7£ LOADER 2R, % replacement T = FHIEHAFBYE]: show date
BEAFIBTIE] L GMT Rz

4. NBEKE, BEBRTRLEU GMT BRIREH: set date MM/dd/yyy
S. MBME, BEEBRT=LIEE GMTBYE]: set time hh : mm . ss
6. EMHIEFRTATL. #IA_reender Tim FAYBHAFIESE]: date

BEAFIETE] LA GMT &%

5% 2% WIEHRENIFER HA RS
BRI R B EIREY 1A KT, HEUENERIRSULRENARSREKE.
1. EEPET, MIREHISERIIEPTE A4S 2 TR/ 1A K& ha-config show
FREAHR HA REENAEFE
2. MR BTRAITHIBRRAFNRSSENARRELERLER, BAEHERIRIGE 1A state ¢ ha-config

modify controller ha-state
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ha-state BUERI LR U TEZ—:

° ha
° mcc
° mCCIP

° non-ha

3. MR ETHITFIBRRAFRE S ENRREERLE, ERITHIZIEIRIZE HA state | ha-config

modify controller ha-state

4 MINRBEEENX: ha-config show

SN RGOHITECEH EM D ECHE- ASA A800
B ERNFERAHARIABEER D ECRA S EHRIZES R,

F15: BENMHRAHRITHE

B R R I A ST 1T Ao Lk

B

1. EFMRFAHITHRLE.

2. {FERWIFHRLRIIER "Active 1Q Config Advisor's
a. FEFH %% Config Advisor .
b. IABMARFZNER, AREEUELIE.

C. BHmLETFR, ARKNENL, BWERETMEHEREMAHEENERERESD, UEEERINE
el R £in)lo

d. BHEMNAYETR, ASEE Config Advisor B4, T HMAL,

$25. ENHCHEE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. & RIEB TN replacement =425 I RS
ID ek, AEHMIAENES BRI,

It eSS BUERTF7E HA X HIE1T ONTAP RS,

1. W0R replacement 1=HIZ8 b FAEIFER (B3 * > 12TFF) , BRUEAEIFERHEZE LOADER 127RFF:
halt

2. 7% replacement %28 _ERY LOADER #2154k, Bopizhlzs, MRAGKEARS ID FALEMEREBEERA
ID, IBHIN v : boot ontap

3. 5% F waiting for giveback.. HBERTE replacement 1THIgizHIA E, ABRMESITEENEHI2ET
WIFREBEBD RN AL ID . storage failover show

e, BNEH—FHES, BHZHEHE ERNRY ID BEcY, HFE/RTIEWMYIA ID #3# ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

4.

5.

6.

46

nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

FEIETIEENEHIZRT, BIEREERFEMAIZOFEE:
a. FHRANEEMNERS: set -privilege advanced

RSRTEMREHNS IR, EAUEE y . KERERSRERRTTF (*>) o

b. RIFEIIZIEEE: ssystem node run -node local-node-—-name partner savecore

C. &1F ‘savecore fp 5T, AEBALHIE,

AT LU N L T i< 3R 1547 savecore s S HYHE ssystem node run -node local-node-
name partner savecore -s

d. REZIEENRES: set -privilege admin

NRENFERSEE 7 FEIENE. NAIRIECERNERBZAEELEINIZREE. BIUT
Az — R RTFAESE IR INRE

o R E R RN E R
o SN EAEENEE
SRS

a. MIZETTIERBIEHIZEH, RIEERAVITHIZSIFEE: storage failover giveback -ofnode

replacement node name

replacement 1= 523G W B E7Z (& H ST B B,
MRABTFARS ID ALREMEREESZRS ID, WNEAvo
() nExrwER, CAUEREZLTR,
"EIRIERTER ONTAP 9 A ST AL EARR"
a. RiFTRE, Wik HAMETIKWRRBIFERIIEE . storage failover show

storage failover show SRHIHIEANEE System ID changed on partner JH 2.
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7. BIFREEIERDE#EE: storage disk show -ownership

8.

10.

BT replacement =23 BVHEE N 2 RFEYRYSE ID - In the following example, the disks owned by node1

now show the new system ID, 1873775277:

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

MR AG K MetroCluster BE, BIEITIEHIZRAVIRES: MetroCluster node show

EE?&E’ MetroCluster Eﬂﬁéﬁgﬂﬁ#j%'w\ﬁ@J_.E.%'V(u, ﬂ:tﬁjs /‘éq\} It‘EIJ%g)I TE‘JEEE)H(A_M #E

F DR fifZH ERIEEEN . The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

WNRITH2EK A MetroCluster BiCE, NIRHE MetroCluster K3, WRFIGFIEE B RMLL = FRVIEH]ES,
JBI0IE DR £ ID FERESDBTRHEENRIEFIEE,

NREISHEL TR, MBBHITICRE:

° MetroCluster EZE &b FHIRIRZ,
° replacement =28 R A MENL = AR LNBIFAE S,

" 5 MetroCluster BB, HEERFAEINESTE HA 15 MetroCluster tJ#E Rl & S ER"

MNREH AL E MetroCluster itE, 1BRIEEREEEEST MEHIZE. MetroCluster node show -

fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. WIS MTHIRB R B FEMENSE:. vol show -node node-name

12. REEEFHBNNEZERT BEE, BMETERNEHIZSBZATE: storage failover modify

-node replacement-node-name -onreboot true

RN RSILE- ASA A800

To restore your system to full operation, you must restore the NetApp Storage Encryption
configuration (if necessary), and install licenses for the new controller, and return the
failed part to NetApp, as described in the RMA instructions shipped with the kit.

%12 72 ONTAP R ABMNEHISR ZEITAIIE

MRS/ D REREAFTENE (TRUE) FEIIER ONTAP IheE, NWAGA replacement T3 m &L EHIFE]
iE, M FEENETFRNERNIIE, EHPHNES M RENLES B SRR R,
KTFIAES

ELREFNERHZ AL, replacement T R ER B EAREFAIERNINEE, B, NMRZHRTREEEPE—
BEAIINEEFHENT =, MR FERULINEERNEE, i, T7 R EERREFINIEERRERFEERATS
SRR, EULEN RIRTE replacement T m _EZEBRIFEIEZEH,

FaZ Al
VFRNER AU IR A 28 NF AT

158 90 REVEEIREAR LT ANIER . TIREIT/G, FrBIRTFRHERAY. REBMBIFAIERSAR, ERILL
£ 24 \NAREREER, BEERIER.

TR
1. MNRFEMIFENERR, FELREVERIFRLERA "NetApp SZH7ER" EERAFEIE FRYRAIZRFER D

o

@ RS BopERFIENITANERS, HRERXEXHRBYEBFERFitit, MNREREETT
30 RAWEIBEIFRNER AN B FERT, NEXRKRAZFF.

2. REFMFAEFA:  + system license add -license-code license-key , license-key...+'
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3. MNRFE, MFRIBVFAIIE:
a. MEXRMHABIFAIE: license clean-up -unused -simulate

b. WNRFIKRERIEH, BMBRARERBFENE: license clean-up -unused

24 WIELIFFH FMESS

1£%5 replacement TS RREERZ AT, NI LIF @B TFEFIKO L, tNREBA T AutoSupport , NFEAR
replacement T RBFYS, HEBEBBRIE,

g
1. BIFZEEORT EEREFRSBMIFEORE . network interface show -is-home false

WERERILUNG Afalse. B EREREEIEFIHO: network interface revert -vserver * -1if
*

2. [ NetApp 3R EMARLAFTIS,
° YNRFBAT AutoSupport , IF&IE AutoSupport JEHELUEMESIS,
° YNERK/ZF AutoSupport , AR "NetApp =" FMFTIS,

3. INEREfE&AutoSupport¢EIFE . BFHALERIEE O system node autosupport invoke -node *
-type all -message MAINT=END iR

4 NREZABNRE, BEMBHEE: storage failover modify -node local -auto-giveback
true

% 3P KHPEZFHHRE] NetApp

REBEMHFEMEY RMA BRI EFEERHRE] NetApp o BB M "SHREIFTAZE; B H0, THRESER.

E{#EDIMM - ASA A800

NRAGHEMAIRIEEIREIENIS (ECC) HEBRBTILAN, MABERIzH SRR
B9 DIMM ; ENZSERSHE .

AZRHFMEEMARLIIERRTT; BN, SRR RRA .
B AFRRERF B HRA MR QIR EIRIER FRU A

F 1P XAZHIEE2E

BT S SRR TE EFN B E IR H T AL o

T

1. B RSHITHL,

2. (FAWIEREEEIER "Active 1Q Config Advisor”s
a. FHEHLE Config Advisor o
b. MANBEMALZNEE, AEREEWRELRIE,
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C. BEHMLETFR, ARKNENL, WERETMEHEREMAHEENERERESR, UEEELINE
(LS

d. BHEBANAETE, SAFKZE Config Advisor k&, LB HMAEL,
% 2% HITIEH23RIR
TEEHRITH 23BN o FIRIT HIZEIR AR BT, SR TMANFE R EN T HIZREIR,

1. R R, BIERREM,

2. IR T 23 18R B R

3. BINFEIRLEERR, ARMBIRFIRTL%,

4. TP ASMES A EIRIRE FRWINE, ARMTHIZRIRPIRT RALL LU SFP 1 QSFP ##1R (41
RFE) , ARBEANERUE,
RGKBERLERRER, UWEEENMRELALERREN, H487/8F.

O, BULERIE MTHISRRPEVHEHBE—F
6. MTREIMMEHY, ARRRRE TRERN S

b SRR MALFE SR BB RS o

BUTE =) £

BIEH
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7. BRI BRI HAE,
REH SRR HAFERT, IBFRESRHE R SRR IRBVERER.
8. FiIEHSERAMETIRNRE L, ARITHENE:

a. FITHISERPEIR T EXERMBIBIEF
b. F@NEBENBER, AEKHERLREEISTEITANME,

o BXEBERS
9 BN EBRMNEIRIR
9 M X RIR e @ X E

% 3 4. EiE DIMM

EEMRDIMM. E& T fE BN E TRERIDIMMIRIIR R EIEH SR IR P EIZDIMM, ARG E D BRI
TE#R,

1. #1F DIMM BY, RSB RRAR EOOBIEEH, ARETRAR.

51



g 12FH4R 1 F1 DIMM $E4E 1 LU 3-6

EFHR 2 1 DIMM  $EFH4R 3 1 DIMM 19-22 1 24
}HEfE 7-10, 12-13
#115-18

o E: *HERE 2 1 14 AT, BENEREXLEIGEFZE DIMM
2. I8 FiEfED DIMM B9A M, LUERLURIEMIY A EiE NEHRER DIMM
3. Z1€3#h DIMM FEMIEYFS DIMM 384K, & DIMM MIEREFEL, SAEE DIMM B iEE,

() /IVDIBE DIMM #0302, LUBHE3T DIMM EBESIR L8O BRI,
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6.
7.
8.

MBS RIS RS hENH B0 DIMM , E1{E DIMM AR FIEE SHEEX5T.

DIMM #&E/0 Z iB18YER O N S 45 FE PRI SSEERT 750

% DIMM EE N\,

DIMM £ ZEEEXEEF, BRREZIEN. MREE, B/ DIMM SHEEEHXFTHEREN.

() Mz DMV, BEARIONFHELENEN,

ANOTIRREMHER) DIMM BY B4k, BEEESRRERAENL, FAZMIT DIMM MiRAIERO Lo
EREMNEHSERPE TRFRERA R
KABRE,

$ 4P ENREEHSRRABIIRS
FIREHIBERTH FRU T, BUFEHRREEHSERHERBHE.

1.

NRFRKHABENE :

a. RiEXE— Bt s HI SRR,

b. FERAMRBEIENE, BEIME RS FAEL
c. EBNE, HBRHEMRMUHANERMIL

L T ——

e

o BEFRE
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e BENiEEE

2. BRI ERNRIGESTEROAOXNTT, ARFEHSEREREARAN—F,
@ BRERSBRRT AT, BRIFRFIETIEXEF R,

3. IRIEFREEM N RAH T,
MNREEEI T ER%IEEE (QSFP 3 SFP) , B EFERAXANERLZEE .

4. BERAIBNER, ERTEERAMER, ARRKEREZEER,
O. SERIEHIBIEIRNERRE

o BIEHISERERR AN, HHE5PRIBERTSMIL
BHISERESRME, HEIME L.
() #EsISEsBANAES, BIBATA, UGHRTEES.

g R — B2 BIEEN AT, MIFIBEL.

a. | RSB, EEMA, LUBRSIESH, ARBHREEISEMLE,
b. IIRHREMETRLELERIRE, BERREZIRS,

% 5% KHEEFIRE NetApp
RREMREIE RMA SIS HRE NetApp o EBI EHEERKALS; B HR, TRESREE.

ESSDIXsh2E sk HDD X sh25- ASA A800

You can replace a failed drive nondisruptively while 1/0 is in progress. FB T8 SSD A%
EL R BTFIFnes%iknhzs, BT E#E HDD BViR(ELP B BT etz iRknhzs,

When a drive fails, the platform logs a warning message to the system console indicating which drive has
failed.In addition, both the fault LED on the operator display panel and the fault LED on the failed drive are
illuminated.

FaZ Al
* EERIKENRZAT, BB ERERBARERMRANEZINEE (DQP)

* Identify the failed disk drive by running the storage disk show -broken command from the system
console.

The failed drive appears in the list of failed drives.If it does not, you should wait, and then run the command
again.

() RERSSEUNSE, RRHETEBE KN G R TEREIRE SRR,
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* BERSTERA SED BHKWIIE,

SR M R BUR T AR IR ERRIEA A R MNRBAT SED SMHIIE, MKBERT A SED FEikiieA
" ( ONTAP 9 NetApp MEEHRIERE) "o XERAMA T EEMR SED ZATM ZFEHHMITHEMPE,

* BRENTFEZFERIRIIES, BB "NetApp Hardware Universe"s
* MRRFATHFEHMAMYERET, BN, BRMEREAEZR,

XFIAES
BT B RMAVIIEENZEE L, WapBEH=BEN (TR .

TEERSIEERNEN, BONEFGF—0H, UWETH TS MIEHERMESIAN BIREEIRZE ZE#HT
EE, UEFEERREBIRGIES T HEENTFE,.

BRIFT R
BT EERIE A TR & SRV IK RN 2R AR TR B R fE IR 5h s
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W1 ;. B SSD
1. MREFeHEARNBOERANB[AEN, WEERAEERIEEARHE WREEH)

()  GAUFHSRBHEAEN, ARTEIRES BN EREREHEDESE.

a. WirREBERBBBoIRazsle: storage disk option show
SR IR E—ITHIZEIR LN G <
WMRBA7T Bohikshesnbe, MiEmHSTE "Auto Assign’ " FIFRER on (I FEMTHIZRER)

a. NRBEA7T Bohikch2s e, BRBEZM:. storage disk option modify -node
node name -autodassign off

L TE R MT HI 2SR IR 5 B ah R EhEs 73 Ao
2. IEHfatEit,
3. LIRS M E i IE KR 2]

Rehee K LR, RAZEAFIEHRIER—FETHR, BRBMNEMSRLERE, I, WEahs
RERMERETER ERVER (RIAE) LED MHEIXZRE S,

@ BEIRahEE LEYER () :I;ED_EJ'ﬁfé%}EIE (RERE) , ZTRHREER, BF
RZiAE, XER /0 &R, HFEIRENEEEHE 1/0 J&ETl.

4. MIPRHPEIXENRE |
a. ¥R T IRchedRE _EBERIRH ITHORIES,
b. FEAMKRIEF R BHEELR, HAS—RFZIERLNR,

5. BEEVERF TR, ASHBABENREE,

X, RERA ORI HIKEN2E ERMIER.

6. IAERIERNES:
a. EREFAFIIAUENERT, BRFRBAERKEEE,
b. #%, HIIRzHEFLE,
c. aLEORIEF, ERhETEBEEEFERLE, HERFRANIML
BEEIEMXANRIEF, EHSKERIERIERNTT.
7. IEIRThERRES) (4RE8) LED BE =ik,

NRIXTHEZAYER) LED RRE=E, NRRRENBEBEB, HIRXTHZAVER) LED ANREY, RRIEEHEE
W E I/0 [ETE#HTTH, NRIKEHERE M IETEBEHEH, W LED AR

8. MREEMAB—1IRnhEs, BFEEFEIET,
9. NREHESE 1 PEAT BxhikshadHEe, MNFohoEciRkchaZFrEN, AEREREEZENRERB5IK



L Pl

a. B RFrBEERSEMIRENEE: storage disk show -container-type unassigned
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PSU#4E, Always use two hands to support it when removing it from the controller
@ module so that it does not suddenly swing free from the controller module and injure
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