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1. Use the following animation or diagram to cable your controllers to two NS224 drive shelves.
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BRI RIMETIZXIEONTAP 9.17.1 NESRAFRF. MRENEFERSEITHEFHMRZEY
ONTAP, BER"FEIENERF" -

BRAZFITH R, BOTHEERISRANS, AECERERE R, UESTESEHIZRSRSMZIRES
R httR kiR,

KTFUAES

* NREFEHANESANRS, MHSMENEZTITHIZESCSITIFHNEMER cluster kernel-service
show, cluster kernel-service show fp < (fEpriviaRiZD ) Al B2 T R PT R @M PERE" . ZT s
BBl ARSI T RV TR,

S SCSI IR RRSSFHIZN SEBFRIEMT RRIFHPRIK R, EREFMR A, BASTARFAAIR

#,
* If you have a cluster with more than two nodes, it must be in quorum. J1REEFKIAE |1¢'1k_5?, _"ﬂk/ﬁﬂﬂ

BERI S ERRMIETIVR S EE R false. MATTEX AR FIZH2E 2 BB IEREER ; 520 KT
EERZT"

1. SNRB AT AutoSupport . NIi&EiT A AutoSupport B 222 1E B h el Z=F:
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LA FAutoSupport JEE 22 1E B ah el iR 25/ 8T

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. BABHRE
a. MEREZHISMEHABANTHS

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRTEEREEZAEMEIR?
3. ¥ZRIEHI2E 2~ N LOADER 127457 :

NRZIHRITHEEET. ... B4 ...

LOADER 2R BET—%,

EEFFRE ¥ Ctrl-C , AREHIERNEE v,
ARART TR EBIR TR MIBTTIEBIEHIZRE N EEZHRITHI2S:

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# \Loaderig o

2175
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REH SRR HAFERT, IBHRESRHE R IR IRBVERER.

O FIEHISEIRNERA LMAETFRNTEL, RTERENVEREE, BERBERHBRRNERE, AG
| R SRR E MR SRR PR Ho

0 IEHIS R IR E B EIRH

6. EMBETR:
a. {FEIEFISRREENRCENE, ARERAUTREESHZHISRR LN FRU REEHREIBITBR:
ohiEl- BB B
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0 BEBFE

9 BB

a. HEIN SN ENERERH, BEMTBRMENTPRER, ARFEZEAN B FiEE.
@ BB RS ER e, EARE R RESIIEESRIN R,
b. BWERBIHNTRENLES BN THEIEXNTT, ARBHEEENGE.
¢ ERINE, HRETEEEEHBER.
MELE, BRHBEMNTRAFEENENEE,

d. M ™MERINTRLES BN RINE ERBIE R,

7. EMREETRIERE, HASRESRERE FRVERS TRFER LAEEXTT, AR EREE
NEiLo

8. BT RELEHEREIR:
a. FIEHISERHOKRIGESTEROAONTT, ARFEHSEREREARSN—F
b. 1RIEF BB EH SR RIRFI TR L.

C. BiThIBERTEENRSD, WROCIEFE USB NFREIEE, AR MICIEF UG HIZE SR
FTEERML, ARRKMICIBFEEXAMLE,

irhlZR—BEReREENAES, mEFBEG.
MRKRERIHE, 151 Ctrl-C , EEBETLIBMEI4HPETR, AREFEEHIZEUEEIMEBER,

9. WNRIFHISINITFIEMRE I AT IEIER MetroCluster 1, MMTURIR FC iEEI23AE
a. FEpEIHEIPE: boot ontap maint

b. & MetroCluster it [i& B NEEIFEF: ucadmin modify -m fc -t ininitiator
adapter name

C. halt iIR[EEFIRT: halt

=178
YIEERZHRBHNRE, "M T RIERONTAPRE",

MEERHT R BEhRERBEH7TR - ASA A900

EASAAQVOR SRR EMNE T RiLEE, ERILUBHBHEMTRIRETTE, UME
T RIRERE,

AEMEIRER. RAAZNERTEEBRANE. HAREMERNZAMERE, MRBATERME. REFES
ESTREN YRR D B
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BRI RIMETIZXIEONTAP 9.17.1 NESRAFRF. MRENEFERSEITHEFHMRZEY
ONTAP, BER"FEIENERF" -

FHEZ Al
* WELHNZAEIERKEE:
° IREZIAEIESE (OKM): FREEESCEMNZEEIEEME IR
° SMEREREAEIESS (EKM): FBERBMUAT SRV T X!
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

1. 7Z LOADER 2", BB TRImEdiE:

boot recovery -partner

RERETUTHEE:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. WIERMNATRREMRELIE,

i3 2 5E A 27 Installation complete JH B,
3. RZMEMERBR, HERUTERZ—

MREBFHE... 1R1F

key manager is not RARLEINNEINEE.
configured. Exiting.

a. FRERERHI,
b. BRTI RHIIEEFHE=IE]:

storage failover giveback -ofnode
impaired node name

C. HIfE EFEAEINEEIAE MREWER T

key manager is BREMEINEE. AiEMEZHEES,
configured.

@ MRAGTLFRANZREESREKE, WRETHRER, HRTEHAESEERERRERE

BUNECERE (REEIMNR) o BEEFRRIAYLR,

4. FEREAGRENENIEEREAEES:

25


bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

26

REZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are



9 B EEFEERRITHIZE R E ERIETT:

storage failover giveback -ofnode impaired node name

h. EH T RceRohH A IRRMEIERSE, BRI OKM ZiA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R
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V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX
XXX
XXX

XXX

XXX
XXX
t

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX

« XXX

XXX

« XXX

« XXX
« XXX
« XXX

« XXX

XXX

XXX

XXX

XXX

IRC2:!RC4:!SEED

XXX . XXX . XXX . XXX

XXX XXX XXX XXX

:5696.host=xxXxX.XXX.XXX.XXX

:5696.port=5696

:5696.trusted file=/cfcard/kmip/certs/CA.pem
:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

:5696.nbio=1

:5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key
:5696.ciphers="TLSv1.2:kRSA: !CAMELLIA:!IDEA:

: !eNULL: !'aNULL"
:5696.verify=true

:5696.netapp keystore uuid=<id value>

V. INREIIER, WA AT SAIONTAPEEEE UUID, &
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

BILAEA LA T 85 MR BETS

HIE

N

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&



BRIGES MR B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELETHETREIREMESES. M LOADER IR EHEITME

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE B THIRMEIER, BRI SHIEEHEEI4NetApp”s

EHRPEER 4RO NetApp - ASA A900

INRIEHIASA AR AT RIENMAMHINKIE, IBRKHIEE4HR[EIZENetApp, 15
FHR[EFNER TE LRI E ZE R,
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p
1. NIRRT HABRZAARSRE. BREMTEHFER] "NetApp 24 =" FIUSBINTFIRENEE,

a. MITIE_EAY"Downloads"( T &) G ARSI T 2 E E 2 A BN LR TIE=(8l,
b. fREFEARSSIRR,

@ WNEREFEA Windows 1IZEXNNE, BEZER WinZip 12ENWE B oG, FERAEMIZET
B, %0 7-Zip 2 WinRAR o

USBIAFIRhER N B H ZHITHI2E [ETEIE1TRIMER ONTAPR

2. BRI ERHRIGESTEROAOXNTT, ARFEHSBEREREARAN—F,
3. IRIEFR B EH I IEHI SRR H T o
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4. 3% USB NFIREhes il NITH281EIR £ USB &,
H1RIE USB INTZIRTHEE R EE/EARE USB i8EMIEES, MAR USB =485O,

S. BITHIZBERTDANRAH, HIROICIBFEF USB iNFIERNZE, AIHNORIEF IURIEH S EIRT
efil, AERLREFEEXAME.

irhlZR—BEReREENAES, mEFBEG.

6. #%Z Ctrl-C RETERENIE, HEMBEFRTAMEL, NREIEEBEREE, FHE Ctrl-C ALk ...
MRARETUIHER, 5% Ctrl-C , EFRRTLIBHEIEIFER, AREEERIZEUBHENNEER.

7. SNRIZHIZOLFIERB LT IERER MetroCluster FR, MMAAUEIR FC IEEC2REE

a. FEpFIHEIPER: boot ontap maint

b. ¥EMetroClusterifi 1% B /IE528: ucadmin modify -m fc -t initiator adapter name
C. halt JREI4EFRI: halt

XL BT R R B Y Ko

M USB Wap22 FahiE B EhiRi% - ASA A900

TEREPREMBNTRISER. BRI UMUSBIK R BN ERER. FHMEX T RIE
JRECE.

NREHNEFERGEZITRIRONTAP 9.17.1 NESRE, BER"EEHNMERRF" MRENRRSITHER
HARRASHIONTAP, N AZfERFIE R E T2,

Fraz Al
* BHREEENA B E R B SR8,
* FRINEIRE ESIEREHNIUE.
* MELHRRZSEANE, P8 3 R, BREEREZTEBINEREZFENED,

p
1. TEHFEIEHI2309 LOADER 21T T, M USB INTFIREN2E B R E BRI -

boot recovery
MEHREX M RMUR T AT,

2. HIRTEY, WABREIEIZ Enter IEZIES P ERHEINE R,
3. BEAERTEHNONTAP AN S EIRE var X4 FRL%:
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ONTAP 9.16.0 S{FE R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* RRSAERNE, BMEEIFREREE E 1 EFBE

" IRRSERAME, BREREME"

ONTAP 9.16.1 S{E = A4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctl-C 8B R BEhR B,

f ITUTERIEZ—:

* IRRAEAERNE, BMNEEIFRERERE X 1 ERBE
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

ﬂﬂ%%au@ﬁﬁm] xp) 1ﬁ$§ lJ"'|" 7][1%""0

4. izl a4 AiE R B EC TR,
O W RIEFEEEHBRME EEET:

storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:

storage failover modify -node local -auto-giveback true
7. {NRBA T AutoSupport. UER B shelE2H51:

system node autosupport invoke -node * -type all -message MAINT=END

RENZ2- ASA A900
mEBR BN R LEAINE

IIRENEFERGISITRIRONTAP 9.17.1 SNESMRA, BER"EIEDMERR" MRENRLETHER
HRRRASBIONTAP, NIAAERF R EIME T2,

RIEEHNERAEERSREEE, TAENNTRUMERENE, NRETHECHREEAB N EAEERS, 1BH1E
BEERN RERI R R HRILE,
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IREZAEIEEE (OKM )
MONTAP S B3R BE R AR 2 SR E 1288 (OKM)EC &L

FaZ Al

BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

FraZ a0
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg' X4 a3, KMIP AR5 283tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiiE+H)
*/cfcard/kmip/certs/client.key X4 (Z P IHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP fz5528 CA IEH)

&
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KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MNREZATBmRE. MERE:
storage failover modify -node local -auto-giveback true
7. AR B AT AutoSupport. TR BEheiERZA):

system node autosupport invoke -node * -type all -message MAINT=END

EHPEER4IR[E45NetApp - ASA A900

REIBEMHREMEY RMA iR BRI EEE SR 4R (E] NetApp o "EHHFREIFER"EXIFMAER. 15
DADALE

HAE
EHA155- ASA A900

EEHNFE, BN TEE, X5E, ITHg8ER, /0 3R, DCPM &R, #1 USB
LED ##RMZHANFEPENHZHAFE, MIREBVIZRHAFZVIETRENHZHARE, BFEHR
ARERN, AEBAGZERERYMES,
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
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ASPRFIEEMAMHYRIERRTT; SN, BBHREXRKAZ.

* BRILBIRED RS RAIFHIFTE ONTAP IRAE SR,
* IHREPBREMAR T T WTFNTRER, STREBELETEIRSPERFERD R,

KEizEHIZE- ASA A900

X AT HIZ5- ASA A900

IEEEERTAENTREENRY BXELIPERNERXANFAGE, BER"E
® KM B ETFE R GRR RT3 =15 —NetAppAliRE"S
FH6Z B
* BIRERE R ENARNEHE:
° ONTAP WA EIE 5 FiR.
© S MEHISIBMCE M,
* BRERE TR RN T AN,
* ERREZAIRERE. B
" PUTHM "RAE TS
* ONTAP FHREI RYHIERIARZS,
* BEREIREL "Active 1Q REHEEERIN . 1T FRALFEMRIE. FIEIRSAH LHILED,
ST
. BUSSHERFIERH. REGMAMEEH QLA ETABRIEH A NEBPNETSSER,
LR P/ ENIEINetAPp R L HVHIE,
HESMBE L
SNSRRF T AutoSupport. MIEAIEBIRRSEM). FHERRATI B S KeYia):

—_

> w0 D

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. WEFRR BT RAISPEBMCHIL :

system service-processor show -node * -fields address

6. IR EEEEShell:
exit
7. A E—FiaH Ty HAERT SR IPHEE T SSHE RSP BMC LM .
NREFERANZER a/ECABR. BEAERNESHEEREREERIITHIZ.
8. BEZIMMARHIFM T =

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
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true -ignore-quorum-warnings true -inhibit-takeover true

®

3t FE R TEStrictSynciR =, N1 TEIEI S SnapMirrorfY5E8#. system node halt -node
<nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

O. MNRHIMUTER, BEAEEFPHNEGMEHIBRBN Y

10. FFEMEHBREE.

Warning: Are you sure you want to halt node <node name>? {y|n}:

AR B TRINFERRF T

% ohF EiREE{- ASA A900

B ohFH E R A- ASA A900

B HAAE.

TR TN ZIENFEREI AN, ARRKEREIERIET,

F1L. MTERIR

EEHRAFEN. ZETEIR.

1.

NRIE

FRAKHE. WAER. ARBNZEMEEEE T ER.

[RIRIEM, IEIEMREM,

2. XA IRFET IR

a. XHBIR EREIRF XK.

b. THHEIRAEER, AEMEIRKRTEIRLZ,

C. MEEIRIK T EEIREk

3. FEEIRFN LM Terra cottaBiEIRTH. ARSI EIRMHFEFHIH,
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%3 % RKREaHE[E NetApp

REREMREHE RMA RIS FEERAHIEE NetApp o "EIHREFEREXIFAER. BEINTH.

BT HI IR RIR- ASA A900
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Freaz Al

EUFEEERIES BIRIREAI, FHNIEH ONTAP BERGIRAER EMIRIR S o

* A RED AR RE B Tk
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MPXBENERMIRESE , BEFR, ETHRI/\ T2 MetroCluster BRE PRV HI2ZAVITHIZSE IR
T 5 HA WpiEEI2sE4EEl,. No MetroCluster-specific steps are required because the failure is
restricted to an HA pair and storage failover commands can be used to provide nondisruptive operation
during the replacement.
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system node autosupport invoke -node * -type all -message MAINT=<# of
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LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover modify -node impaired node name -auto-giveback false
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-halt true B35 N\ Loaderig R i’


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

I 2 © 1228 TF MetroCluster H
()  REORARFNS A MetroCluster BE, W/NEMILBIES B,

BRAZHIEHRE, CRIRERRISIRES, AELBEEIREESR, WESTESNERSHREMT
iz hl 2R R R,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEFIAZIHEHZI TR
RFNIERIRER R TR A E E R alse. MAEXAZHITHI I 2 AIE ERBER ; FE0 "
BhHRS5&ERD"

* YNREFEEBIE MetroCluster BLE, MATIAEEE MetroCluster FeERE, HFETRATFERH
BIFERIRES (MetroCluster node show) o
T
1. MR BT AutoSupport , NiET AR AutoSupport JHEZ1IFBTNBIEZES|: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

LA AutoSupport JHE 21 EoheRERFIF/ Y. clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NBITIEERIEHIZSSRIEHI A2 ABMASE:. storage failover modify - node local
-auto-giveback false

3. ¥ZRIEHI2E 2N LOADER 18R 4%F:

MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—%,
EEFFRE ¥ Ctrl-C , ABRTEHIMERNEE vo

AGRTHNAEBRETN WA MESITESHNEGSZENE EZRIETES: storage
RoEN) failover takeover -ofnode impaired node name

LY RiEI2E 7R Waiting for giveback... BY, 3% Ctrl-C , ZAfS[E]
%
= Yo

U B3R IREE( - ASA A900

B EHRITHISSEIREN, BEI FRBAIEEEE, R FRU AH B EERAREH SRR
, ENFARREERANERISEER, ARRRGEoIEHIFIRI

UFEiE RR T RA A NI H 2315 = E T Hl2sp 2 NI,
EhE—RF A S EE U 28

65


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=30337552-b10f-4146-9bdb-adf2000df5bd

%1% ETEHIEER

ZipnizhlZRNEtNAlN, SO MREREH FEHISRRR, ARBEH TEH 2 RR ERER.

1. SNRIE W RIEH, BIEHERD,
2. NSHUTHIRERIR T 4%, HIERSEIEREME,
3. MTBNIEFE LM Terra cotta %50, EHEIEBII ML,

N

ohiEl-MIFRIE ] 28

— NN

=

g
=

®

OO0,
8080
3202038
320303038
OQOOOQOOO
52620263636
Q00303636

52623262524

03030003030 a0 030a00 200308030

QGRS

0L AOROROROXOA0,

o700

|
@ (

|

(@
2239395
o
S
o

o020
R0
Liate)
S
S
S

RGOSR

Seteterstarcte oleretarte tesets o(e!
DD B Ltatleotactate e
P PPPPPPPRFo

\
m (e

O%QOOO%Q%O%Q%OO
020090,
006262626
Q209626262

\

) 1 {
0
R

O,

O

S

NaRrlailaieloteraietaise)ole)
OO

00.
/ 8 s
=
==
H

—
_,[_;_

000
SRR
ORARA

Q)

Q)
OO
(o}

OO0 000020,
[Seleraeleereiereiere Xeteres
ORI

0.0,

RO

e rle)

SR

S e ererlanleplayle)
SRR
DS ket e il ko)

e e

erte)
0RO
SRR

O,

fo)

0 CRIEFRBIRHE

9 LRIEF

4. R ORIEF, GHT2RENSE, AERITHISEREHE.
R=h SRR LAFERT, IBHRESHHEH SRR IRBYERER.

O BHTHISFRRNERFLMAETROFEL, HTERENECKE, BERBERHHEERNER, AR
| B ERF R E MRS EIR PR Ho

66


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=256721fd-4c2e-40b3-841a-adf2000df5fa

o I HISRIRE BUERH

F2%: BEIBMNG

BRI B T B R IR PR H M B 28 FREX W H Bl Nz hl2e o

1. {5F T EEEH2RRIR_ LR FRU BREMREIB RN/ TR

(1) BREBRE

BEhiT R

67



2. BN BN ENEEIZE, BEMTBRMENTRRER, AERKEZERL BT FiEE.
C) BB BN RS EM EHhEh, EAXEF RIS SE T R.
3. BRmIN B EMITHIER, KBNS SIEEINTITT, ARRKEEZEREENGE,
4. WERMNE, HBRETEEEEEER,
MELE, BRHBMNTRHFEEERENEGE,
S. MR RUES BT RSN E LR BIER
%5 3 BohARS DIMM

E%5) DIMM , 353E DIMM HIGEMIBIZHIZZ B EEHiTHI2E, ARKRRNED BINF#H1TIR(E.

Ver2iz H 22 MIDIMMIERESR L, ZHFMIDIMMERE S B L. DIMMIGER S HEE Tk,
C) EDIMMBE EFITHISHEIREY, ITREDIMMEREE 52T HI 2R BRI NiEER S /B,
EDIMMIEHEGIE. ES I Ver2iTh| 2215k FIIFRUTEE,
1. SNRIE S RIEM, BIEHaEMD,
2. FRE)ITHIZSER_ERY DIMM o
3. iZFHEfES DIMM B97AME, LUER LUZIERMA S EIE DIMM 36\ B B AT HI 2R 18R A,
4. Z\2#nh DIMM FEMIBYFE DIMM s8R, 3§ DIMM MIEEFEE, SA5%E DIMM & HiEiE,

(D) /IVDIBE DIMM #0302, LUBHE3T DIMM EBESIR RO BRI,

o DIMM 3#H28£F
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e DIMM

5. #}FERE DIMM HIIEHE,
6. HfRiEiEss LAY DIMM B2 FELTFITHMUE, RS DIMM EEBENEE,

DIMM REEEFEEMS, ERRSSEN. MREH, %% DIMM SiEEHXFHEFIEN
()  BukE DIMM , BBAEIOXTHRSENEN,

7. ¥ DIMM EE NGRS,
DIMM ELEBEIEEEESD, BENRAZIEN. NRLE, 5% DIMM SiGEEFHXTTHERIEN.

()  Emes DMV, BEARISNFHRLIENEN,

8. /AR EMHER DIMM By Eibn%, EEIEESEFERAEIML, FAZMIF DIMM MisAIER O L.
9. WHS DIMM EE LRSI,
%45 RETHR
BAGRETFIRANITHISRERDE, BNIUEERANITH SR ERLENRFN AT H B RER S,

M TFER—AEREER MRS RIRGN HA R, REEFIBRRNINFLAEE, RA—BERET2ENNE
, EMESIRERBH.

RATTE AT RN ERRABNE, AR, BESEERERFEHTE, GEET
(D) ERsRTNMERRIEDER. B2, NERGEBDNEN T RAEME, UXASHER
SRS BB T,

1. NREERIEM, BIEREM.
2. INREH R BHRITHSBRRIR LBOSNE, HHITER,
3. RHEHISERM RIS HAAREIF O, ARBEHSEREEEARSN—F,

EhiEl- % AT 28
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RXeXe
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o CRIEFRBIRHE

9 CRIEF

C) BT RISRRTEENIETR, FRIERGET IS,
4. (NAEEMIEHE S RORE, WEETARRFURITUTETHIES,
C) R LRES BRIEER ARG ZEZEITHIZREIR,
- FERUEHBRRIRNER L
a. NRFEAREBMRELAEIRLE, BENLEZILE.
b. RIS RIRFFHNNGE, BIESPRBEHTEML,
C) REhISRRBANFER, B7ANEKR, URBIFEZSS.

EHBEIR— BB ERENAET, maFaEs. EFHREEE,
a. RIS R R OB F IR B BE (L B

b. I} Press Ctrl-C for Boot Menu B, 3% ctr1-c LUHBTEHETE,
C. FEFEM LIS 5hEl LOADER ,



EREHEIERSEIE- ASA A900

g;EJZEEﬁ:E?ﬁE\ EREEREEAERENRERSREE. AREFEEMEERSIR

$1T . REARIERSZE
TN IR HA IR TR RIFRYIE S SRR 50 17 AC & P eI SE RVBY (8] Ak 55 2810 & B A RV KIS AR R LRI 8]
MBM. NRESEMBARTE, WAREEREHIREIR EBEXESE, LSS ine sER AT a2 = M+

o

KFUIES
BEUEEBNRR ENAS BRSS!

* replacement T1 R IIRIEL BHEMZIRT /BT R0

* health T s 2 replacement 15 =Y HA BEX 15 s

P
1. YN replacement T3 RATE LOADER 1R, EERAEZE] LOADER R,

2. £_Healthy node . ¥MEZRZME]: cluster date show
A EAFIEY B & FREER X,

3. 7 LOADER 274k, #2Z replacement T2 EAYEHEAFIAYE]: show date
BERFNBIEILL GMT &Ko

4 MEMNE, BEERTR LU GMT ELIRERRR: set date MM/dd/yyy
SO. MNBME, BEBMRT S LIEE GMT BYj8]: set time hh : mm . ss
6. EMBIEFIR TR, HiA_reender T ERYBRHEAMBYIE]: show date

HERFNEYIEILL GMT KRR

$2%: WIFFHRBITHIZRHARS
W IEIEHEH BHRIRE 1A R, HELERNERIRSULRRENZSRE.
1. EPRIT, NERAREHISRIRIEFIE A4 E S 2T EF HA state © ha-config show

MRENRFENMT ... FRBLAMHRY HA RZSIRZ A "mecip” o
HA X ha

A MetroCluster FC configuration  MCC
with four or more nodes

R % MetroCluster IP BgE mccip
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2. MR ETHITHIBERAFRSSENRREERLER, HAEHERIRIGE 1A state . ha-config

modify controller ha-state

3. MR BTN RARSSEHNRALERLE, BAVFEIKE HA state ¢ ha-config modify

chassis ha-state

EINEHERS- ASA A00
I ERAFENNSEETL, REFRBAVRESE,

F1P. ERNRAHITHE
1R ] SRR IR B TR R MBI E A TIR B
3
1. BN ARFRHITHEL,
2. Verify that the cabling is correct by using "Active |Q Config Advisor"s
a. T#FLEE Config Advisor o
b. M ANBRRZNER, AEREURERIE.

C. BEHMBETFR, ARKNEHLH, WERETMEMERBMEHENERERESD, UBEESLIANE
QLS

d. BHMENANEDR, FAFKE Config Advisor B4, LT H it ik,

@ 4 ID MEEDEE ST NVRAM RIRA, ZIRRAI T SiITFISSRIR R ERIIERD, F2E
il SRR IR BB B RZ Ao

g2 EfNHEHE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. &N RTEB BN replacement IEH28BSHIA RS
ID E2%, AEHIAENESE X,

IR EP BAUERFTE HA W HIZ1T ONTAP BIRSE,

1. 90K replacement 1=HIZFFEIFIE (B * > 157 , BRHEIFIEHELE LOADER 1R fT:
halt

2. 1£ replacement $£#28 LY LOADER &Rk, Bohizhlss, RAKRRS ID FLEMEREBERA
ID, JBHIN v : boot ontap

3. EHFF Waiting for giveback.. HERRTE replacement i=HIgdiTHIA L, ARMIBITIEERITHIZEH
BIFREE BN EHEXN RS ID : storage failover show

EadhHtd, BNEI—FES, BHZHIEHE ENRY ID B8k, EFERTIEWMNIA ID #3# ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. EETIEENIEHIERT, BIEREERFEMIZOEE:
a. BRANEEMNRES: set -privilege advanced

RSRTEMREHNS IR, EAUEE y . KERERSRERRTTF (*>) o

b. RIFEIIZIEEE: ssystem node run -node local-node-—-name partner savecore

C. %1F savecore i8S 5T, AEBALHIE,

AT LU N L T i< 3R 1547 savecore s SR E ! ssystem node run -node local-node-
name partner savecore -s

d. REZIEENRES: set -privilege admin

O MRBHEMBAREKE T FHENEME. WATIREEERNSRAEAEEEZI/IMNIRAEE. BIUT

Az — R RTFAEEE IR INRE
° "EERHEREENE R A"
° "RIRIMNBE IR EEME TR
6. ZikfHlEE:

a. MIBTTIEBRIEHEIZRHR, RAEEMRAVITHISIMFE:. storage failover giveback -ofnode
replacement node name

replacement 1= 28 F UL B E FHEFH TR B Elo
MERBTFES ID FALEMEREBEERS ID, WNHEN vy

() unmsmreEmR, CTNEEBELTR
BXFAEE, BEN FHTHS TAUBEER,
a. RiFTHE, Wik HAXETIKWRRBIFERI LS. storage failover show

storage failover show SRHIHIEANEE System ID changed on partner JH 2.
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7. BIFREEIERDE#EE: storage disk show -ownership

BTF replacement 1= 288V N R RIFIRYSE ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277:

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. MR RHFE A MetroCluster BLE , BRITIEHIZEAIRZAS: MetroCluster node show

10.

74

EE?&E’ MetroCluster Eﬂﬁéﬁgﬂﬁ#j“bwﬁ@ J_.El%'{kn_,\: ﬂ:tﬁjs /‘éq\} It‘EIJ%g)I TE‘JEEE)H(A_M #E
FA DR $#&F BRIEE®ER, "MetroCluster node show -fields node-SystemID" " g5 <45 3§ B RIAM RS
ID E lJ MetroCluster EE% W’EIE:%'U(:L.\THJZO

NRIZHIZEK A MetroCluster EcE, NIARHE MetroCluster XZ, WNRRIGFEE B AR MELL = _ERYITHISE,
JBI0IE DR £ ID FERESRBRHEENRIIEFIEE,

SNREISHEL TR, MBTHITICEE:

° MetroCluster EZE& &b FHIIRIRZS,
° replacement ITHI28 B R ML R HBIFIE S,

BEXEAEE, 158N "EWET = MetroCluster BEBER, HEERFIENNSTE HA 5 MetroCluster it
HRiEl A £ T T,

NREN ARSI A MetroCluster BLE, BRI R EERET NEHI28: MetroCluster node show -

fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. WIS MTHIRB R B FEMENSE:. vol show -node node-name

12. REEEFHBNNEZERT BEE, BMETERNEHIZSBZATE: storage failover modify

-node replacement-node-name -onreboot true
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. If you need new license keys, obtain replacement license keys on the "NetApp sz #Fik 5" in the My Support
section under Software licenses.

@ RS BopERFIENITANERSR, HRERXEIXHRBYBFER i, MNREREET
30 RAWEI BB IFRHEZANBFERM, NMEXRRAZHR,

2. REFMFAEFA:  + system license add -license-code license-key , license-key...+'

3. WNIRFE, MFRIAVFEIE:

a. WERMHAMIFANE: license clean-up -unused -simulate
b. NRFIKXRERIEH, ERBREKERIFENE: license clean-up -unused

$F2:5 WIELIFFEMESS

5% replacement T R REMFRAZHI, ENIIE LIF @EUTFET RO L, WNRBRAT AutoSupport , NEAR
replacement T RBF5S, #E%gﬁbﬁtﬂ-}
TE
1. BIFEEORT EERETRSSBMIBOIRS: network interface show —is-home false
NREMLUNG Afalse. 1BEEHIFFEEIEFiRO: network interface revert -vserver * -1if
2. @\ NetApp Z#FE0 T EMARFAFTIS,
° INRFBAT AutoSupport , 1E&IX AutoSupport JHELUEMFESIS
° YR FKZF AutoSupport , IFIER "NetApp 2" FMFESIS,
3. E’E’l‘%ﬁﬂ’]ﬁﬁ%ﬂo BXFMAEE. BEN "WNATEONTAP FRERMARITERFZTIRRNE" FIIREX
2o
4. R B A AutoSupport P E . EFEALEERILE O system node autosupport invoke -node *
-type all -message MAINT=END TR
S MR BRHEMNRIE, BEHBAE: storage failover modify -node local -auto-giveback
true
% 3 EHREEERIRE] NetApp
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TN . KRERARS

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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IR 2 . $5EHIBSiI T MetroCluster #1

()  REORARFNS A MetroCluster BE, W/NEMILBIES B,

BRAZHIEHRE, CRIRERRISIRES, AELBEEIREESR, WESTESNERSHREMT
iz hl 2R R R,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEFIAZIHEHZI TR
RFNIERIRER R TR A E E R alse. MAEXAZHITHI I 2 AIE ERBER ; FE0 "
BhHRS5&ERD"

* YNREFEEBIE MetroCluster BLE, MATIAEEE MetroCluster FeERE, HFETRATFERH
BIFERIRES (MetroCluster node show) o
T
1. MR BT AutoSupport , NiET AR AutoSupport JHEZ1IFBTNBIEZES|: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

LA AutoSupport JHE 21 EoheRERFIF/ Y. clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NBITIEERIEHIZSSRIEHI A2 ABMASE:. storage failover modify - node local
-auto-giveback false

3. ¥ZRIEHI2E 2N LOADER 18R 4%F:

MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—%,
EEFFRE ¥ Ctrl-C , ABRTEHIMERNEE vo

AR RERRTN (AN METEENERISEESEEZIRAITHIZEE. storage

RoEN) failover takeover -ofnode impaired node name

LY RiEI2E 7R Waiting for giveback... BY, 3% Ctrl-C , ZAfS[E]
%
= Yo

2% HTEHISERER
BihEEHRARNANS, BTN RGRE TG EER, ARBEH MEHR S ER ERER.

1. SNRIEE RIS, BIEHEMD,
2. NSRS HISEIRIR T4, HIRIRAAREREAIE,
3. @B IBFE LAY Terra cotta %5, BIIEHMESI NI,

o &I BRd 23
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o DIMM 3#H28£F

9 DIMM

4. MBrERsRIERIRPENE EIRAN DIMM , 2 DIMM BAMBHIEH SIEEITT,
DIMM 4R Z [BIHYER O N 5 HRAE R RIS IS TFo
o. WfRIERE2S LAY DIMM BBHSERELATITHME, AR DIMM EERBNGE.
DIMM ZXRBEEEHIET, ENREZEN. WREH, 5% DIMM SHEEHMNTTHEREN.

() Mz DMV, BEARISTFHERIENEE,

6. /\OiiiRE i DIMM B9 £i0%%, HEEESERERAZML, RAZITF DIMM MimsyERA Lo
7. & LTRSS RIRIM S

B 4L RERHIZ
RAMREEITRISBRIRG, ERIHTHIZSR R LR B RGN FEH B EiR(ER S

M TFER—AETEER MTHISRIRG HA R, REETFISBRRNINFLAEE, RA—BERETE2EANE
, EMESRERB.

1. NREWRIEH, BERET.
2. NREHARBHRITHERRIR LRSS, FHITER,
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C) BRER SRR EIBANET, BRIFRFIETIEXF R,
4. (WAEENEH GRORL, WEETTLUARRFLURITUTETHRES,
C) ERE RS BPHERERGLEREITHIZRIR,
O. SERTHISRIRAVE R R

a. REAREMREALERIRE, BEMTRXKE.
b. RrizHIBEREFFENNE, HECSPIREEH T2 L,

EHISERELRE, BEIME L.
() #EsIsERBANES, BIRAEA, UGHRTEES.

EHEEIR— BB ERENAET, maFaEs. EFHREEE,

a. [ EREEBiEFB, FEMRB, UERIIEH, AEBEREIIBEMLE,
b. I} Press Ctrl-C for Boot Menu B, 1% ctrl-c LAHBTEHETE,
C. METRMHERIZFEREHIFIETAYIEDN,

Step 5: Run system-level diagnostics
After installing a new DIMM, you should run diagnostics.
Your system must be at the LOADER prompt to start System Level Diagnostics.
PETNI PG e SERE M B E A (Y1 HIZE & tHAY.
1. NRBLIPITHIZRAIE LOADER BRI, BHRITUTHSE:

a. Select the Maintenance mode option from the displayed menu.

b. SHIBEIMBLIRRAE, BREH% nal
FEHMASSE, HEH, EIRSERIE LOADER BT,
() EEmRs. CANRSMHEME y ERTH.

* MRET—FETR, EEEHE HARBEFHNEFRIEY, SHRREITESBEH S RIFXAIR

[s3Ye)

2. At the LOADER prompt, access the special drivers specifically designed for system-level diagnostics to
function properly: boot diags

EREEES. EUReEEmN v BEIHIRLEPRIURTE(>)

3. WRAKRIFEITIZHIIERF: sldiag device run -dev mem

4. IIFFMDIMMEE RSB MEARIF: sldiag device status -dev mem -long -state failed
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System-level diagnostics returns you to the prompt if there are no test failures, or lists the full status of
failures resulting from testing the component.

5. Proceed based on the result of the preceding step:

If the system-level diagnostics F34 ...

tests...
Were completed without any a. Clear the status logs: sldiag device clearstatus
failures
b. Verify that the log was cleared: s1diag device status
The following default response is displayed:
SLDIAG: No log messages are present.
C. BHAFET: halt
15123 27~ LOADER 1R,
d. MINFRFRTRIBIEHIZE. bye
e. {EirhlBME EEET!
INRIEHIZFULT ... BA ...
HA Xf HITAIE: storage failover giveback -ofnode

replacement node name SERCUIREZR T BRE,ERE
Fistoragefi[F4: B2t am L EMBAE,
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SNRITHIZEALT ... BA ...

Resulted in some test failures Determine the cause of the problem:
a. [RH4EFRIL. halt
RERGTE, FERT, BIRAFEE LOADER =#RFLL,

b. Verify that you have observed all the considerations identified for
running system-level diagnostics, that cables are securely
connected, and that hardware components are properly installed
in the storage system.

C. BEEIEEL4EPRYITHRISRIR, BAMEE) ctrl-c HRSHRTH
NBTHSRERY

o If you have two controller modules in the chassis, fully seat
the controller module you are servicing in the chassis.

The controller module boots up when fully seated.

o If you have one controller module in the chassis, connect the
power supplies, and then turn them on.

d. Select Boot to maintenance mode from the menu.
e. MAUTHLLURHAEIFER: nalt
mEERT SR, 15F T, BIRAKEETE LOADER BRATL,

f. Rerun the system-level diagnostic test.

%6 P KHFEIFHIRE] NetApp

REBEMRHE RMA RIS IEERAHIEE NetApp o "HIHEREFERBXIFAER. BESITH.

T SNVRAM11E1A9DCPM - ASA A900

BHIEREAENVRAM BB B RT 623 BBIEIRIR(DCPM). Atk E) & &
FIDCPMIEIR, BEMMFEPEI . RELZEFIRAIDCPMIEIR,

TEMNAEPEN TR Z B, BATUESF—MER DCPM 1&EIR, H BT E T IHERE R D FHARE U
1RIR, MANFERHIER DCPM 183R[5, 8 DCPM RIRAVITHISRIRER T HMIEHB R F—MERISRIRZ b, &
FHEXARI

% 1. Fit DCPM &R
EBFERALHH DCPM &R, EHIMARFAEHFE T HIEFER DCPM i8R, AERBEEENFHA DCPM &

o

1. NREERIEH, BIEMEM.
2. T RREERERFGEBE S,
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If you have a cluster with more than two nodes, it must be in quorum.ﬁﬂ%%ﬁikitiﬂ@ﬁ"ﬁﬁ?ﬂk?ﬂEﬁ?
RIS EARMEI TR S EE T alse. MSMEXAZHITH SR ZAIE ERFHER ; 550 K1
S5&EERD",

S
1. 3R BT AutoSupport. @i A AutoSupport;H Ber S22 1B EI8IEZEAI: system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

L FAutoSupportep SR 2 1IE BB RIS clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. NEHEHISRRITHI S A EhRIE:

storage failover modify -node impaired-node -auto-giveback-of false
() 4EEIEESREBmERD? N, BRA v

a. MRZHFITHIBLEBINERIEE, WATTMRERITH ST HA B, ARBRRH
IrHlEs. ORGP IERBUEHIERNIT BB,

system ha interconnect link off -node healthy-node -1ink 0
system ha interconnect link off -node healthy-node -1link 1

3. BZRITHIZE B~/ LOADER 1R FF:

NRZHITHIZEZER .. B4 ...
LOADER 12/~ fT BET—F,

RAGRTARERRTAT (BN EERBRERSIMSTERRNEHSZEIITHISE. storage

E A ) failover takeover -ofnode impaired node name

élm'h? S 28 B 7R Waiting for giveback... B, % Ctrl-C , $A/g[al
|:| Yo

BRI 2 ¢ 324281 F MetroCluster &7
()  REORARFAWT A MetroCluster BE&, W/NEMILBIESE,

BRAZHIERRE, CRIMERLRISIRES, AELBEERHE, WESTESNERSREMT
iz hlZR iR R,
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* If you have a cluster with more than two nodes, it must be in quorum. IR EE KRR PR ETITIRR

RIFRVIZH B EARMIS TR L EE Rfalse. MABTEXAZHITHIZE 2 A E EREER ; 550"

BraSEERD",
* NRIEFERBIZE MetroCluster BtE, MATIASEE MetroCluster ILEIRZES, HETRATFERH
BIEEHIRES (MetroCluster node show) o
S
1. ANRB AT AutoSupport. M@ & AutoSupportss S22 1 BBl ZEF]: system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

LA FAutoSupportin <2 1E BB ZE=FIF/NY: clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. NIBTTIERBIEHIZSVITH| S 2 H ERI3E: storage failover modify - node local
-auto-giveback false

3. ¥R MITHIZE R LOADER $&Rff:

NRZHITHZEZE R ... B4 ...
LOADER &Rt BET—%,
EEFEFE & Ctrl-C , AREHIRTRHEE v,

RAGRTARERRTAT AN EERRERSIMSTERRNEHRSEEIITHISE. storage

A ) failover takeover -ofnode impaired node name

YR HI2s 7R Waiting for giveback... BY, 3% Ctrl-C , ZAfS[E]
%
= Yo

$2%: B0 ER
BEEM /O HR, BENAETRENZRIR, ARG ED RIRFH#HTIRE.

1. MR EAREM, BIEREM,
2. IR S5 BT /0 R XEXHIFIE 4%,

TERRAXLEG AN EARE, B EHINE XL R B @ik,
3. MALFERENT B4R 1/0 1R
a. WTIHFENESNOREH,
DR IEHBEFE.
b. TR MIEFS, BEEIEATFKEUE,
/0 BRMMFERIE, HM /O BB KL 1/2 Kt
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()  MBFIOERSHEERLSTE. WAAFEEHREHEMC,

g

1. MRBAERE IRERNEL S RE. BEEMBEBMC:
a. FLOADERIE TR, BEHNEEMNREL: priv set advanced
b. EFBEBMC: sp reboot

2. MLOADERIZERFTE. EFMBITIA: bye
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ORR N

4 FHAMEIEREIT: storage failover giveback -ofnode impaired node name

S. NRERHBEMRE, BEMBHETE: storage failover modify -node local -auto-giveback
true

% 4% FHESHED NetApp

REREMREME RMA RIS FEER RO NetApp o "EHREFIEREXIFMER. BFEINTHE.

ANI/OREIR- ASA A900

NRFERFAETHGE. ITFHNI/ORRLEE ER— A BifEH. NRFAEHEDY
B&A. BEHTRBVORRUB L TE. AEREMIER,

ez Al

* HZ "NetApp Hardware Universe" to make sure that the new /0O module is compatible with your system
and version of ONTAP you’re running.

« If multiple slots are available, check the slot priorities in "NetApp Hardware Universe" and use the best one
available for your I/O module.
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FHNVRAMIEIRFINVRAM DIMM - ASA A900

NVRAM #Z2iRE NVRAM11 #1 DIMM £HE%. You can replace a failed NVRAM module or
the DIMMs inside the NVRAM module. EE & £ HIERT NVRAM 1EIR, 4750 ELMA
FAPHT, & DIMM BEEMITIR, AFRKERE NVRAM {RIRLEFINVIFEP.

BFMAINVRAM DIMM. T MHFEFET FNVRAMIEIR, EHERFPE EHERDIMM, AREHRR
FENVRAMEEIR,

KFUIES
BT ARS ID JRE NVRAM 18R, Flt, MREMRIER, NWEFIHARHNEEREEFRDELHTNRRE D

ez al

97


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

* PREWHEZRER G IE RS TIF,
* MREHNARFAAT HA A, NEIHEHI S MEEBIRE S EE A NVRAM EIRX BT ISR,
* HHREPBRERUTARIE:
° ZHUEHIZ IR BT HPITHIPRVITH 88,
° IETTIEBRITHIR SR IITHIZEM HA BExtizsies,
© HIRES R B8R BohEM D ESA SHNVRAMIER XEXHITHIZEIRAIFZ B, You must reassign the

disks when directed to in the procedure.Completing the disk reassignment before giveback can cause
issues.

* BRI ESIEA GBI MR R L IREIBE FRU At
* BB IR ED B E U MR SRS,

F15. XAZHIEHE
fER LT EI Z — X HEiR B R TR,
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TN . KRERARS

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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I 2 © 1228 TF MetroCluster H
()  REORARFNS A MetroCluster BE, W/NEMILBIES B,

BRAZHIEHRE, CRIRERRISIRES, AELBEEIREESR, WESTESNERSHREMT
iz hl 2R R R,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEFIAZIHEHZI TR
RFNIERIRER R TR A E E R alse. MAEXAZHITHI I 2 AIE ERBER ; FE0 "
BhHRS5&ERD"

* YNREFEEBIE MetroCluster BLE, MATIAEEE MetroCluster FeERE, HFETRATFERH
BIFERIRES (MetroCluster node show) o
T
1. MR BT AutoSupport , NiET AR AutoSupport JHEZ1IFBTNBIEZES|: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

LA AutoSupport JHE 21 EoheRERFIF/ Y. clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NBITIEERIEHIZSSRIEHI A2 ABMASE:. storage failover modify - node local
-auto-giveback false

3. ¥ZRIEHI2E 2N LOADER 18R 4%F:

MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—%,
EEHEFTE & Ctrl-C , AREHIRTRREE vo

AR RERRTN (AN METEENERISEESEEZIRAITHIZEE. storage

RoEN) failover takeover -ofnode impaired node name

LY RiEI2E 7R Waiting for giveback... BY, 3% Ctrl-C , ZAfS[E]
e
= Yo

% 2 4. FEit NVRAM &R
EF NVRAM &R, BEVIFERVIERE 6 HILEIZIER, ARKRBSED BINFH1TIRE

1 MR EAREM, BIEREM,
2. MHAEFRIERE AR NVRAM 153R

a. WTIHF MRS EH,
O IEHBEFE.
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b. mTFhEsE L F8, BEREATFKEMUE,
NVRAM tERMANFEF DB HBH LT,
. }izh NVRAM ERMIEBIRLF , BEMVFEPEIT,

ShE-EHENVRAMIEIR

P R RS RS «

° LRFBEFENRS
9 OB T e AR

3. 3 NVRAM #EIRMAE—MREMRE L, M TIRE NVRAM &R FNEEIERTE, AREIREERREN
FIAF, &M NVRAM &R EigH,

r
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0 =R E R H

9 DIMM #1 DIMM #H28£F

4. MIH NVRAM FERFZEANET DIMM , AERBERETFRAN NVRAM &R,
5. &= PR FRYEAR.
6. FEIAM NVRAM EIREE RN FEF:

a. BIEREEE 6 R OIS,

b. RIRREFIZBNGE. BIHFHINESHNORASABSI0ONRERS. AERBORAM—ERL
HE. LUSHRIRBIE B (iLo

% 3 4. Fit NVRAM DIMM
EEHE NVRAM 1RIRAFEY NVRAM DIMM , fEZ0ET T NVRAM HR3R, FTFZAER, SAREHEEHR DIMM

1. NREERIEH, BIERERM,
2. MHFEFRIERE AR NVRAM 151R

a. WTIHFENESNOREH,
ORI B S,

b. A TFHEELEFS, EFIEAFKEUE,
NVRAM ERMAAEFR D BHZHLRT,

C. iz NVRAM RRMEBIHIA, RKEMAIFERE T

EhiE-FE#ENVRAM DIMM

PSEHPHS

50508680 6P
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° LRANEFENES

9 DS F BT 2 AR

3. 3 NVRAM #EIRMAE—MREMRE L, M TIRE NVRAM &R FNEGEPIERT, AREIREERRAN
FIEF, &M NVRAM &R EigH,

o BIRPERH

9 DIMM #1 DIMM 85 £F

4. 13| NVRAM {RIRNZBEEIRAY DIMM , ASSHET DIMM 8iE-REFHIE DIMM MIEREPIR HRIGEE T,
o RREMAK DIMM , 757525 DIMM SHBEXTT, AR DIMM BRRHENIGE, BEEISE - FEHEE!

filo
6. &= FER AR,
7. ¥ NVRAM 1R EFIHFEH
a. BiEIR51EE 6 BT ONIBEEXTTT
b. FiEREFIZBANIGEE. BT FENESNORHBIFBRSI/OMLENS. ARB LA —ER L
#E. LUSHIEIRBIE L
B4y . EEFBEHTHIZS
Bt FRU 5, HMEHBDIEHIZEIEIR,

1. EMINEZFRTRARBE ONTAP , FBHIA bye o
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B5%. EMORCHE
T T BB RIEHIZR BT IA RS ID Bk, ARHIAENEE B X,

(D REaEsNRAVERNA BEEHRSEHE. M ASATNVRAM DIMMES,

p
1. (IRERARITFIBL THEIFER(ET > B5F). BHAFRAHZEILOADERZRAF. halt

2. TERIEHIZS ERLOADERIER AT, BohizHlzs. MNRAFRRAIDALEMZEREBEEZASID. B
AYo

3. FRRIE.. ?IﬁEU%%E’JTIF‘EJ“‘J:z_—\EH_'\ FHE. HHEEFEHmER, AG. TETEENEHERLE. B
SBEBMNIHNENRSAID: storage failover show

e dhHtd, BNEI—FES, BHZHIEHE ENRY ID B8k, EFERTIEWMIA ID ## ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. ZIEIEHI2E:
a. NEITIEBRESIZEEH, REFIRMITHIZZNTFE: storage failover giveback -ofnode

replacement node name

PR AL M E LA R SR AL S
MBET R D FLRMEREERRL D, WEHA v .
() nexrwER, CAUERERLTR,

ﬁ*ﬁém'fnn_ﬂ’ 1ﬁ %EEij ‘L:I 7' ELXE%E:;;&O
a. XikERE, #iIA HAEITIRR BT EAILUIZE . storage failover show
storage failover show THIMIEAREE System ID changed on partner JH S,

S WIFRBBEIEMPDECHAE . storage disk show -ownership
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BFEAERISANEEN B TRHINARS ID. ZEUTTRAHR. nodetHBENHENERRHNARLID
151759706

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 PoolO
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 PoolO

6. MR AL EA MetroCluster Bt E, 1FRITITHIZZAVIRZ: MetroCluster node show
EE#H/G, MetroCluster EBEFRZ/LA A BEME R EBRE, LY, SMTHIBREETRERERS, HE
F DR fifZH ERIEEEN . The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

7. YNRIEHIZER A MetroCluster BRE, NIARIE MetroCluster JAE, MNRFIAFFE E SR ML= _FRYISHIE,
J5I0IE DR * ID FER 2T BERHMENRIBFIEE,

NREISFHELU TR, MBTHITICEE:

° MetroCluster Bt & 2 FHIHURES,
o BRIEHIZER AL = FREEI N FIFTE &,

2N "N 5= MetroCluster BEBER, HEERFIAEINSTE HA 250 MetroCluster Y8R 8] & £ 4"
BXREFMAEE ..

8. MNREHNARSFA MetroCluster BtE, BFRITREERESMEHISE:. MetroCluster node show -

fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. W MTHIRESFEMEMNSE:. vol show -node node-name
10. NRBAT EEMNZE. WATIERINEE,
N MREEEHBRHNEZRT BiiEE, IBMNBITERNEHIZZBATE: storage failover modify

-node replacement-node—-name -onreboot true

%6 P KHFESHIRE] NetApp
REBEMMME RMA B SESHIRE] NetApp o  "EIHEREIFSEIREXIFHAES. BESIIH,.
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RS BRAT—REHR— N EE,
C) BT EMERE TEEEMOHNEIRER, RANTERET, B ONTAP SAZHI&E
BEEFEEREREE, EIEREENL,
© RPN,
- BEE] AEhiE T EELE,

()  ERBAETEXEMEREN PSU. EAEGIHER,

p

1. RIEIEH S IR RSB IR LAY LED MEEEIRAEIR,
2. MR AL, BIEREM,

3. XHFEIRH M ERIRE
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a. XHEBEIREREIRF X,
b. THHERAEERS, ARMEIRKTEIFRL,
4. 1ZERIRFAR LR Terra cotta 125H, ARSI EFEMMFEFHIL,

JNCy
HT RN, BRERANFXERLES,

shiE-MifR/ZEPSU

o. WHIRHTEIRNFFRLT OFF (UHE,
6. ANFXERFOEHBESZAENEFOAONTT, AERKEREEEAIE, BREBE DL,

RRAGRIETE, REEHRE,
(D BEREAREN, WIRNTA. ETELBIFEES,

7. ERTEEEIRL.
a. RRRAEMERTBIR,
b. A EEIRL[E TE 28345 R IRLL E E B R IR,

BEIRMEMERE, K& LED MAZE,
8. TFHTERIRAVERIR, AARIIERIRIESR LED RIEITIE R,
34 PSU T2 ANIERY, RERIRLED =i, MIRHEER LED RAISANF, BILoHESEX.
9. RIMEMFEME RMA iR BB ER(HIRE] NetApp o "ERHEEIFIER " EXIFAEE. 1FSUNH,

EHASCAYAYERER - ASA A900
REEERITHSS IR SAIAYEh ( Real-Time Clock , RTC) HEith, LUEKREE /&N
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TN . KRERARS

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NS MENEZRITHIZSSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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()  REORARFNS A MetroCluster BE, W/NEMILBIES B,

BRAZHIEHRE, CRIRERRISIRES, AELBEEIREESR, WESTESNERSHREMT
iz hl 2R R R,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEFIAZIHEHZI TR
RFNIERIRER R TR A E E R alse. MAEXAZHITHI I 2 AIE ERBER ; FE0 "
BhHRS5&ERD"

* YNREFEEBIE MetroCluster BLE, MATIAEEE MetroCluster FeERE, HFETRATFERH
BIFERIRES (MetroCluster node show) o
T
1. MR BT AutoSupport , NiET AR AutoSupport JHEZ1IFBTNBIEZES|: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

LA AutoSupport JHE 21 EoheRERFIF/ Y. clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NBITIEERIEHIZSSRIEHI A2 ABMASE:. storage failover modify - node local
-auto-giveback false

3. ¥ZRIEHI2E 2N LOADER 18R 4%F:

MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—%,
EEFFRE ¥ Ctrl-C , ABRTEHIMERNEE vo

AR RERRTN (AN METEENERISEESEEZIRAITHIZEE. storage

RoEN) failover takeover -ofnode impaired node name

LY RiEI2E 7R Waiting for giveback... BY, 3% Ctrl-C , ZAfS[E]
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SAS 12 Gbps 64

BEERO

iy

LA 1 Gbps
RS-232 115 Kbps
USB 12 Mbps
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R AERILS

BIKESRER; iSCSI; NVMe/FC; NVMe/TCP;

RFIRE R

« EARITHER: 8004 BTU//\BY

* RIFERTHITHE: 9937 BTU/NBY

: 220.58% (100.0F)

: 8U

D 19 &~ IEC MIZR3E (17.7 &~ 45.0 [EXK)
* RE: 288 & (HEAEIEZLN 36.8 &)

s TEREMMIRLIEE: 10°C E 35°C (50°F & 95°F) , Biksmm:rlik 3048 3K (10000 ®=R) ; HITEE
8% ZE 80%, T4E

HEH
e
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at
T

* EETERENRE: -40°C E 70°C (-40°F E 158°F) , BikEmEe 12192 K (40000 2R) , fHITEE 10%
F 95%, A%, REE

* EFIRE IFEINE (LwAd): 7.4; FEE (LpAm) (EMEAE) : 65.0 970
Compliance

* EMC/EMI 3AIE: AMCA. FCC. ICES. KC. EE&Ef. VCCI

* R4INE: BIS. CB. CSA. G_K_U-SoR. IRAM. NOM. NRCS. SONCAP. TBS
* RL/EMC/EMIAIE: EAC. UKRSEPRO

* JMEL2L/EMC/EMI/RoHS: BSMI. CE DoC. UKCA DoC

* trE EMC/EMI: BS-EN-55024. BS-EN55035. CISPR 32, EN55022. EN55024. EN55032.
EN55035. EN61000-3-2. EN61000-3-3. FCC % 15 #853 A 2. ICES-003. KS C 9832, KS C 9835

* fERS: ANSI/UL60950-1. ANSI/UL62368-1. BS-EN62368-1. CAN/CSA C22.2 No. 60950-1

. CAN/CSA C22.2 No. 62368-1. CNS 14336. EN60825-1. EN62368-1. IEC 62368-1. IEC60950-1. IS
13252 (5 1 &)
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