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a. FHTHIZERRAIR I S TR OXNTT, AR EREREANRFHN—F
b. 1RIEFE BT RIS RIRFI TR L.

C. BiThISFERTEENRSD, WROICIEFE USB NFRENEE, BRI F UG HIZR SR
FTEMAL, ARFORIEFHEEXAMLE,

irhlZR—BEReREENAES, mEFBEL.
MRRERIHE, 151 Ctrl-C , EEBETLIBMEI4HPIET, AREFEEHIZEUEEIMEBER,

9. WNRITHISIOITFIEME I AT IEIER MetroCluster 1, MMTURR FC iEHI2RME
a. FEpEIAEIPE: boot ontap maint

b. & MetroCluster it [1i& B NEEIFEF: ucadmin modify -m fc -t ininitiator
adapter name

C. halt iR[EI4IFET: halt

=178
YIEEMZHBEN/G, "M T RIERONTAPERE",

MERIRHFT R BRERTNTTE - ASA A900

EASAAQVOR LSRR EME TR EE, ERILUBHBIEMTRIRETSTE, LUME
W RIMERE,

AEMEIER. RAAINERTEERANE. HAREMERNZAMERE, MRBATERNE. REFES
ESEREN YRR D B

BB E T RIREEIZNIEONTAP 9.17.1 RESRAERRZZF, NRENFERFETHEFEAMRAAIONTAP
, BEER"FHEMERR" o
FraZal
* RGBSR
° IREEZAEIESR (OKM): REEECENZEERIEN &R IR
° HMEREREAEIESS (EKM): RERBMAHT AL :
* /cfcard/kmip/servers.cfqg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pem
p
1. £ LOADER &~ ~, BRoiBEMTmimEdiE:

boot recovery -partner

BFERBETRUTHER:


bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
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bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html
bootmedia-replace-workflow.html

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
- BERMNTREERE TR,
I3 25 275 CInstallation complete JH B

- RGHEMERRL, ARTUTEREZ—:

NREBFIMHES... 1B1F

key manager is not RARRENMNEINEE,
configured. Exiting.

a. FRERRETHIL
b. ERTRHIIEFMHET

storage failover giveback -ofnode
impaired node name

c. HifE EXEAEIRIATIE MREREA T

key manager is BREMZEINEE. giFMEZHEES,
configured.

@ yl]%%éﬁ%/fl/\nuﬁ‘%ﬂ EE%%EEE: )rIJEN.IL/-_r Ellf/él%\, #L—EI hu\ﬁﬁl* TEEE% %H
BUNIERR (IREFIMNE) o BEIBFRT AL,

ERESHEERNEN IR REAEES:



WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&
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BRIGES EIR B R

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELGTHETREIRZEMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

T—%175h
EIRFEONTAPBME HT RUIE BB THIRMEIRERS, ERI Ll H &5 HREI4ENetApp"s
BEER IR [C]25 NetApp - ASA A900

SNRTAIASA AQOO A F R E N B HINEE, BRI IR EIZ5NetApp.
14:5\%.@*[] E?ﬁnﬁﬁ LX?*HYE;LE 1o

5207 "5l
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BRI - FopikE
EiEEhI T B- ASA A900

BEIN REFERARERINERN—AEXHFN_RREXHN (BEIRER) . RIEEH
KECE, ERILRITIRRrE R B,

B AERBIVER fat32 BY USB NFIREHEE, HEBEIMFHEEEREN inage_xxx.tgz Xffo
EEBINRG image xxx.tgz XHFEHIE] USB IN7FIREHeE, LAHHGEEIRESEPFER,

* BB TRV TR T 75 A E B RIEEIR var XHFRSE:

© BMITEREER, HANAREERIINEEARR var XHRG. —MIEFH HAREE—1A
#8 e0S iEHE, ATFHEEZENZH var config o

© BHITHETER, ERFEMZERINATLER var XHFRSE, BREEZEEEHEEMAR.
* AR FA MNetApp I E RI B AU FRUE (4R B8 HRERBE 4R 1o
B S T IEMRITH B ENA U TS BIRR6GHS:
° B _ EH SRR EEHPRITHEIPAITHIEE.
° health THl|28 2 R HI2RHY HA ECxf4zH 23,

WEMNZEZRZFHFIRE- ASA A00

BRIREFERSE LNHERZ . EEERIIRN R LEMNNBEZIAZFIRS, HER
FIONTAPHRZAS @B 2 5NetAppEINZE(NVE). XFAITHIZE 2 HI. BN EZAEIERETL
FERES

INREHITFERSIEITHVEONTAP 9.17.1 KESMRZE, BER"EIEHNERER" WRENRFEITHETF
HARRZASHIONTAP, N AZfERFaIE R E T2,

FE 1. 19F NVE ZHEH THIEMHIIONTAPERER
HBEEHIONTAPIRZAS B B 215 NetApp B INZE (NVE), LUEER LA T H IEMAIONTAPBRE SEE R BN .

p
1. KB ERIONTAPRRAZ S ST INE

version -v
WRIEEHEIE 10n0-DARE, NMIEHIEEFIR AR ZIFNVE,

2. THME NVE ZIFHONTAPHE&:
° YNERZHF NVE: TEHHENetAppEINZEHIONTAPIE
° NIRRT NVE: TH AT NetAppHINZEHIONTAPRR S
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

@ MNetApp3z /UL T EHONTAPIRREIIER) HTTP 3¢ FTP ARSSsEaiAstth >3k, £k
Bt R RES, ERFE ARG

EXAHEIERISRZ R, BRIERAEERCEHENVERS.

p
1. MELNARG LERT WM ERERS:

ONTAP iz BTl
ONTAP 9. 14. 15 EShREK security key-manager keystore show

s NRBATEKM. EKM NE&EGSHEFTIH,
* MNREEATOKM. "OKM M&tEdr< it H5H,

* MNRKBAZIHEIEE. "No key manager keystores configured®
N=FEmR<LHEFTIH,

ONTAP 9.13.1 Z{E Rz security key-manager show-key-store

* MRBHATEKM. ‘external M&Ed<HE 7 H,
* NRBATOKM. ‘onboard N&7Ed< it HTE,
* MNEBREAZAEIER. "No key managers configured NS TE#D

LTI,
2. RBAZHESHE T BAEIER, FITUTIREZ—!
MRKREEZAEIESS:
eI LR et X MRS HIZs, HASEHMITXIIIER.
NREE T HHEIESE (EKM Z OKM) :
a. WALUTERGS, EFEREERPEHEIERAIIRS:
security key-manager key query

> ERGERFOEACNIE. Restored 7. UPHETEBEDR (EKM 5 OKM) HHHHITE
PRTEHNE

3. BIREENEAEER LA THEN RS E.

15



HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R XA EEGIEE, HASHITIIIER,
NREFARETHERRE true’ E“BIRE"FIH:
a. BN EIRAERIAME D ERHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
i, 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:

16



a. EFIRFEREES:
security key-manager onboard sync

HIGRREY, BN 32 PN FEHNFERFASHNHZRAEERN.

@ XEREAERYEEEFHZAEERNEBNEEStRREEE, NRELE TS

5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

*onboards
c. &% OKM 55
L PR EI S RAPRIER :
set -priv advanced
BNy HIRRAREEET,
. ETREREESEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MREERIREPZEEFHME OKM, EREBLENHEE.
iil. JREEIEGIET
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

KAFEHISE LU ITF RN BIRE - ASA A900
EAERATENRERREDE XFIRERHITHIE,

IIRENEFERGISITRIRONTAP 9.17.1 SNESMRA, BER"EIEDMERRF" MRENRFETHER

HAhRASEIONTAP, N AZfERFEIE R E T2,
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bootmedia-replace-workflow-bmr.html
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REHECE
5eRt NVE 8¢ NSE 1£55/5, EFREXHAZRITHIZE.

BRAZIIEREE, CRIMERRISIRES, AELBRERGE, WESTESNERSRREMNT
Bz hlZRF R R,

KTFUAES

* NREFEANESANRS, MHMENEZHITHIZESCSITIFHNEMSER cluster kernel-
service show. cluster kernel-service show fp < (fEpriviaRiZR F) Al /T R BT R AR
RE" ZH RN AMERESURIZT REETIRS.

5 SCSI TIA RARS SBHHRN SERRINEAT SIRISHRE R, EAETRY, VRERAFE
B

* If you have a cluster with more than two nodes, it must be in quorum.tll]%%ﬁﬂiﬁ?lﬂﬁlﬂﬁ:ﬁiﬁﬁ?ﬁ
REFRVIEHIZBERRNEI TR S B2 R false. MATEXAZHIEHIZZ 2 A1 B EFHER ; S
B RS5&RERT"

p
1. MNRB AT AutoSupport . M3&EZ JEFAutoSupport JE 22 1E B RIEIZ S

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

U AutoSupport JE B2 1E B Rh 672G\ :

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. BRBEHRE:
a. NEERIEHIZEAIESI QAL T a<
storage failover modify -node impaired node name -auto-giveback false

b. N 'y YEEIRTEESREZLAEMEIR? "Bt
3. B¥ZmIEHI2E 2N LOADER 127457 :

INRZHIEHIBET ... B4 ...
LOADER #&7R1F BET—%,
EEFHFRE & Ctrl-C , ARMEHIRREEE vo
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NRZHEHIBETR ... B4 ...
AR TR MIBTTIERRIZHIZ R E N E FRIEHIE

storage failover takeover -ofnode
impaired node name -halt true

-halt true 2805 # N\ Loaderig i~ o

1541281 F MetroCluster
5ER NVE 3¢ NSE 55, EREXFAZHITHER.

()  REORARAWS A MetroCluster BE&, W/HEMILBIES B,

BRAZHIEREE, CRIMERERISIRS, AELBERERHE, WESTESNERSREMNT
Bz hlZR R R,

* If you have a cluster with more than two nodes, it must be in quorum. IR EEFKIXE |1¢*5z321:1ﬂk/ﬂ
RFEFIssEARIE TR A E Enfalse. MAMEXFAZHITHEZZ AIEEREFER ; F80
BT RS5EERD",

* INREFEHAMZ MetroCluster BEEE, NATHIABEE MetroCluster ERBIRES, HETELATERA
BIEEHIRES (MetroCluster node show) o
P$IE
1. AR BT AutoSupport , N&EZIEAA AutoSupport SEHBZIEBTNBIEZRR]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport B2 ZIEBRIBIZZEFIMNEY: clusterl @ * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NizfTIEBRITHIZSRITHI S22 ABMARIE: storage failover modify - node local
—auto-giveback false

3. ¥ZmiEHI28 2R LOADER 127455 :

NRZHITHEZ R ... B4 ...
LOADER 1&RfF BET—%,
EEEFEFE ¥ Ctrl-C , AREHIUERNEE vo

AGHRTRRERRTNS AN METEENERISRENEFERIRAITHIZEE. storage

E A ) failover takeover -ofnode impaired node name

L 23RITHI 28 B 7R Waiting for giveback... BY, #& Ctrl-C , fAB[E
=
= Yo
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S. BITHIZBERTDANRAH, HIROICIBFEF USB iNFIERNZE, AHRNORIEF IURIEH S EIRT
efil, AEFLREFEEXAME.

irhlZR—BEReREENAES, mEFBEG.

6. #%Z Ctrl-C FRETERENI 2, HEMBEFRTAMEL, NREIEEBHEREE, FHZ Ctrl-C HIE ...
MRKRETUIHER, 5% Ctrl-C , EFRRATLIBHEIEIFER, AREEERIZEUBHENNEER.

7. INRIZHIZOLFIERB ST IERER MetroCluster FR, MMAUEIR FC IEEC2REE

a. FEpFEIHEIPER . boot ontap maint

b. ¥EMetroClusterifi 1% B /IE528: ucadmin modify -m fc -t initiator adapter name
C. halt JREI4EFRI: halt
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M USB IXzh28Fohii 8 B ohig{k - ASA A900

ERFEPREMIEHNTTIRERE. ERILUMUSBIREIZR oM EMRE. FHMECH T il
JRECE.

IIRENEFERGISITRIRONTAP 9.17.1 SNESMRA, BER"EIEHMERRF" MRENREETHER
HARRASEIONTAP, N AZfERFIE eIz,

FraZ Al
* BRI B E R B SRR 28,
* IFRINEIRE 2 IEREHNIUE.,
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W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
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ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete
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" IRRSERAME, B REME"

4. Rz a4 2ok R R xT s,
O W RIEFEEEHSBRME EEET:

/

storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:

storage failover modify -node local -auto-giveback true
7. {NRBA T AutoSupport. UER B shelE2H51:

system node autosupport invoke -node * -type all -message MAINT=END

S N%%- ASA A900
mE BB R L=

INREHTFHERSTITHEONTAP 9.17 1 HEShRAS, BER"EIENERRF". MRENRFIZTHZE
HARRASBIONTAP, NI RFhRchmE d12.

RIECHEZAEIRSREE, STRENNSRUMERANE, NRETHECSNRRAERAM IO BAEESE, B0
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IREZAEIEEE (OKM )
MONTAP S Eh3R BE R AR 32 sAE 1288 (OKM) R &L
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BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,
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BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR IR -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfEMR CFO BERMfE, AP EAEESSE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

AR 2R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

SR B AT AutoSupport. MR ER B &hIEEZRA]:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&



KT R HlE

1. A E IR R R ST HI28 L
2. JEIREIR 11" MONTAPB SIS &,

ERBhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o

33
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Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MNREZATBmRE. MERE:
storage failover modify -node local -auto-giveback true
7. AR B AT AutoSupport. TR BEheiERZA):

system node autosupport invoke -node * -type all -message MAINT=END

B FE R R B4 NetApp - ASA A900

RIBEMHREMEY RMA iR BRI EEE SR 4R NetApp o "EMHREIFIER"EXIFAER. 1B
DADALE

MAa

B4/ 55- ASA A900

BEERNAE, SOEFEIR, X5, EHIZEER, /0 =R, DCPM #H1R, #1 USB
LED #RRMZIANAEFENE ZHANE, MIREVZRNAFHEFEERBANE, KER
MAREENL, ARFHEFZERERIET,
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RGP EMAFLIIERRTT; BN, ERHREXRRAH.

* BRAILUB IR E D RS RAHFHIFNE ONTAP IRASE SR,
* MIRESBIEMAL T, WTFNTRER, ZTRERRAETEIRSSPEFIERD I,

KA 28- ASA A900

KA HIZE- ASA A900

WS IEET RGN SEBENRS. BXIAPENNESLANEMES, E80 T
% KT B Eh T R R R T SRS —NetAppEIiRE"
FeaZ Al
* HBREAGVENNRMEIE:
° ONTAP MYz B 1R 51 £ 1R,
o FMTHIZZHBMCHRIIA A M,
* HRFREAEHITERIENTANIKSE,
s VEAXRAZ BTN ERESLE. E:
° BITHM "RAEITIRREE"
° FFONTAP ALEI R AR RN AR,
° fRR{EEIR]ER "Active |Q EEIREEFINIL", IB FRAHABERHKIE. FlENRFH S EFILED,
-
1. WIISSHERTIER. HEFERLMITH ML EICRBN/ITH B MNEBEPHEATRER
ZELEFTBE R Pin/EH G RINetApp R ST L RVEIE,
IS R 1E L,
WREA T AutoSupport. MZIEBIEZEG. HIERRATNITRAN S KETE]:

> w D

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. MEPTE SRR T ISP BMCHIL :
system service-processor show -node * -fields address
6. JRHEEEEShell:
exit
7. (A E— S H 0T A A SR IPHEIEES SSHE R FISPEIBMC LUS IS,
INREERNRIER&/EIZA B, BERAERNEHEERZIETRIEH LS,
8. EEZIRHARHIHE TS
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

3t FE B TEStrictSynctR =, FizfTRIEI 2 SnapMirrorfy&E8%. system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true
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Warning: Are you sure you want to halt node <node name>? {y|n}:
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6. EFFTFFAutoSupport (ERAIFEEE): system node autosupport invoke -node * -type
all -message MAINT=end

() tenmeEss. ERATU TR

* fRRERIEIER "Active |Q EEIREEF X" (Active 1Q FEE—LEA|a) KA IE NN B fEAutoSupport—FiiA
HERRBFAIER)

* JB1T "Active 1Q Config Advisor"

s FEANERFEITIROR "WEHIT A cluster-HEATY check with A script_IN ONTAP"

% 3P KHFEZFHIRE] NetApp

RIBEMRE RMA B #IEER4HRE] NetApp o "EMHREIFERBEXIFRER. BESINTHE.

=Tl 28
FRITH| 23 RIR- ASA A900

EEMZMAVEGIGRR, BRI RAZRITHES, KHRIBAEAFEEERATEHIERIR
, WRBRANEHSRIER, RAREHBNERBIETE.

FreaZ Al

EUFEEERIES BIRIRAI, FNIEH ONTAP BRERGIRAER ERMIRHR S o

* P IREh SRR E L RE R T

* MREHRSEEV_StorageAttach i FlIE. MERITISRZ A, BRSEHMBBS R,

* REHNRFEMT HAXWF, BTV RFIVIZHIZRBIEEBZRE ETERIERISE (ERRETE A
"RBERIER ") o

* WIRERRY KA MetroCluster BB, MABHEEF—T "EEERNMERESIE" UBER TN ERALE
EP R

NPXBENERMIRESE , EER, ETHRI/\ T2 MetroCluster BRE PRV HI2ZAITHIZSE IR
FTB 5 HA W28 E4EEl,. No MetroCluster-specific steps are required because the failure is
restricted to an HA pair and storage failover commands can be used to provide nondisruptive operation
during the replacement.
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/1 SCSI IR RS S HEN SEBFHEMT RIRISPER R, EREBIRZA, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R HRHETITIRR
REFIERIBSE R RIE TR A EE R alse. MR AZHITH R 2 AIE ERAER ; FS0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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* If you have a cluster with more than two nodes, it must be in quorum. J1REEFIAZIHEHZI TR
RFNIERIRER R TR A E E R alse. MAEXAZHITHI I 2 AIE ERBER ; FE0 "
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* YNREFEEBIE MetroCluster BLE, MATIAEEE MetroCluster FeERE, HFETRATFERH
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T
1. MR BT AutoSupport , NiET AR AutoSupport JHEZ1IFBTNBIEZES|: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

LA AutoSupport JHE 21 EoheRERFIF/ Y. clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NBITIEERIEHIZSSRIEHI A2 ABMASE:. storage failover modify - node local
-auto-giveback false
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LOADER &Rt BET—%,
EEFFRE ¥ Ctrl-C , ABRTEHIMERNEE vo

AR RERRTN (AN METEENERISEESEEZIRAITHIZEE. storage

RoEN) failover takeover -ofnode impaired node name

LY RiEI2E 7R Waiting for giveback... BY, 3% Ctrl-C , ZAfS[E]
%
= Yo

BRI SRR IE (- ASA A900

B EHRITHISSEIREM, B AEI FRBAIEEEE, R FRU AR EERAREH SRR
, ENRARREERANERISEER, ARRRGEIEHIFIRI

AT 2R T KA MRIREHISE S EERITHIZRAE IR,
ShE—RF A2 EE I 28
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2. RESNRIINE LNEERE, KRN RMENEFRER, AERERENHEHNRIEE,
C) BEDE RSN REER s, RAXERERITEIER BN R
3. BEsh M RSB EMIEHIZER, BB RNASSIEEINTNTT, AREHERENGE,
4 REBMNF, BRETLEEEEETR,
WEME, BRHBINTRFABHERENGEE,
5 m BN BRUIES BN RINE LNBIE R,
55 3% BERS DIMM

155 DIMM , 5 E] DIMM FHISEMIBIZHIZR B EERIEHRE, ARRBEEDS BINF#H1TiR(F

Ver2iZHI28MIDIMMIEIER L, ZIEMIDIMMERESHE R . DIMMIEIERS 8B Tk,
C) EDIMMAZ EFITHIZFIEIRET, EEDIMMZED S5 SR HI2E BRI IEER S /LB,
EDIMMIFHERIE. 55 I Ver2iT 42251k FIFRUTEE,
1. NREERIEM, BIEMIE,
2. IREIITHIZSHEIR LAY DIMM o
3. IZ T HEIESR DIMM 95 @, LUER LU IEMMTSEE DIMM i\ B ARIEHI 2 &R,
4. Z\EH#ETH DIMM FRMIBYFE DIMM 3£, 3§ DIMM MIEEFsEE, SA5% DIMM & HiEE,

() /VDBEE DIMM 89302, BUBSesT DIMM RS ERIAEHEMFE T,

" DIMM 3#H28£F
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e DIMM

5. #}FERE DIMM HIIEHE,
6. HfRiEiEss LAY DIMM B2 FELTFITHMUE, RS DIMM EEBENEE,

DIMM REEEFEEMS, ERRSSEN. MREH, %% DIMM SiEEHXFHEFIEN
()  BukE DIMM , BBAEIOXTHRSENEN,

7. ¥ DIMM EE NGRS,
DIMM ELEBEIEEEESD, BENRAZIEN. NRLE, 5% DIMM SiGEEFHXTTHERIEN.

()  Emes DMV, BEARISNFHRLIENEN,

8. /AR EMHER DIMM By Eibn%, EEIEESEFERAEIML, FAZMIF DIMM MisAIER O L.
9. WHS DIMM EE LRSI,

E 4P REFHIZS
BAGREDFIRANITHEIRT G, BRITEERANEHISERLE R RANAETHBIRER S,

NFER—HBEREERMEHISFRIRG HA X, REFHBEERNINFLNEE, AA—BERET2ENIE
, EMERRNERBE.

RGFRRERHN BN RS, BITLLDE, BESBERERIRNTRE, HEEA
(D) uassEnMENGEDIR. B2, IRAREEDNERT REEE, NAASHER
RSB RS,

1. MR EAREM, BIEMREM,
2. NREH KRB HRITHESRRIR LBINE, FHITER,
3. BEHSEIRN RIS AR ONTT, ARFEHBEREREARAN—F,

B i
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o CRIEFRBIRHE

9 CRIEF

C) BT RISRRTEENIETR, FRIERGET IS,
4. (NAEEMIEHE S RORE, WEETARRFURITUTETHIES,
C) R LRES BRIEER ARG ZEZEITHIZREIR,
- FERUEHBRRIRNER L
a. NRFAREBMRELAEIRRE, BENLEZILE.
b. RIS RIREFFHNNGE, BIESPRBEHTEML,
C) REhISRRBANFER, B7ANEKR, URBIFEZSS.

EHBEIR— BB ERENAET, maFaEs. EFHREEE,
a. RIS R R OB F IR B BE (L B

b. I} Press Ctrl-C for Boot Menu B, 3% ctr1-c LUHBTEHETE,
C. FEFEM LS 5hEl LOADER ,
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RRFHIGUF RS A E - ASA A900

ggﬁiﬁﬁﬁﬁiﬁ}%\ EREEREEAERSENRERAREE. AREFEEMEERSIR

F15: REHBIERSEYE
SR HA XEEIEITHOR BT HY IS H S R A B o P SR A0BY 1R 5 38 0 2 B8 U AT BS R R L A0RY )
TR, RGBT, NANEERERRRR LEERLE, LD EP RoIRENAERTS

RFUIES
BEWEERNRSE ENRATREPRIGR D!

* replacement 71 R IIR(EL BHEIRZIHRT S0 =o

* health T5 52 replacement T5 2l HA B2 T 55,

-
1. YN replacement T3 RATE LOADER 12t , BIERAEZE] LOADER AR,

2. 7£_Healthy node E. ¥MERSAYE: cluster date show
HEfIEt R & F R E A X,

3. 7 LOADER 1BR7F4t, 2 replacement 1555 EAIEHAFNAYE]: show date
HEAFIESEI LA GMT &iTo

4 NBERE, BFEBEATRLLU GMT BNIKEHE: set date MM/dd/yyy
S. MNBEME, BEEBRKTELIZE GMT B8] set time hh | mm . ss
6. EINHIZFIRTA. HIA_reender T FAYRAEAFIBSE: show date

BHEAFIETE] LA GMT &R

g2 WIEHIGEEFIZRNHARE
EA I B S EIRE v RS, HEAENEMIKSULEZNAREE.,
1. TEEIPIEN T, MEIRARIEHI SR RIGIEFr B A4 25 £ 48 HA state : ha-config show

MREHRFENT ... FRE AR HA SRZSIIN A "mecip” o
HA 3 ha

A MetroCluster FC configuration  MCC
with four or more nodes

R4 MetroCluster IP B2 & mccip
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2. MRETHIEHBERRFARS S ENRAELERLE, HHTHIBERIZE 1 state ¢ ha-config

modify controller ha-state

3. MR BTN RARSSEHNRALERLE, BAVFEIKE HA state ¢ ha-config modify

chassis ha-state

BITEIEZRAR - ASA A900
B E R AFENMNEEERL, REFRARNIRIETE,

F1F: ENMRNRERHITHE
B f 2R R R L I IE BRI TIRE
TIE
1. BN RAHITHRE.
2. Verify that the cabling is correct by using "Active 1Q Config Advisor"s
a. FEiF %% Config Advisor o
b. M ANBIRARFANER, AERHWELIE,

C. BEHMLETFR, ARKNENL, BWERETMEHEREMAHEENERERED, UEEELRINE
et £kinl e,

d. BHEMNAYETR, AS0ZE Config Advisor B4, MICEHEMAL,

@ 4 D MEEDECE S AT NVRAM #RIRF, ZIER T SEHSRRARORIRS, R=IT
il SR IR R B IR B RZ M,

£2%. EMORCHE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. &4 RTEB B replacement 15250 HIA R SE
ID 28, AEWMIAENES BRI,

LR EF BOUERTFE HA XHRIETT ONTAP MRS,

1. AR replacement I=HIZAFHEIFR (B3> B8R , BRUEAIFMEXHE S LOADER ERFF:
halt

2. T_replacementh%u%%_tﬂﬁ LOADER 2R, Bapizhlds, MRRLKERS: ID FLEMRTEBERS
ID, #E%IN y : boot ontap

3. 5% F waiting for giveback.. HBERTE replacement 1THIgizHA £, ARMTITIEEEHI2ET
IR EBDEHBEEN RS ID . storage failover show

ELHET, BYEI—FER, BHZRITHE LNARSR ID 28k, EPERTIEMRIE ID MF 1D

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.
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4.

5.

6.

56

nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

FEIETIEENEHIZRT, BIEREERFEMAIZOFEE:
a. BRANEEMNRES: set -privilege advanced

RSRTEMREHNS IR, EAUEE y . KERERSRERRTTF (*>) o

b. RIFEIIZIEEE: ssystem node run -node local-node-—-name partner savecore

C. %1F savecore i8S 5T, AEBALHIE,

AT LU N L T i< 3R 1547 savecore s SR E ! ssystem node run -node local-node-
name partner savecore -s

d. REZIEENRES: set -privilege admin

NRENFERSEE 7 FEIENE. NAIRIECERNERBZAEELEINIZREE. BIUT
Az — R RTFAESE IR INRE

o SRR E R SRS
o SN EAEENEE
SRS

a. MIBTTIEBRIEHIZEHR, RAEEMRAVITHISZMFE:. storage failover giveback -ofnode
replacement node name

replacement 1= 28 F UL B E FHEFH TR B Elo
MRBTFES ID ALEMEREEERS ID, WNHEN vy

() unmsmreEmR, CTNEEBELTR
BXFAEE, BEN FHTHS TAUBEER,
a. RiFTHE, Wik HAXETIKWRRBIFERI LS. storage failover show

storage failover show SRHIHIEANEE System ID changed on partner JH 2.
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7. BIFREEIERDE#EE: storage disk show -ownership

BTF replacement 1= 288V N R RIFIRYSE ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277:

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. MR RHFE A MetroCluster BLE , BRITIEHIZEAIRZAS: MetroCluster node show

10.

EE?&E’ MetroCluster Eﬂﬁéﬁgﬂﬁ#j“bwﬁ@ J_.El%'{kn_,\: ﬂ:tﬁjs /‘éq\} It‘EIJ%g)I TE‘JEEE)H(A_M #E
FA DR $#& B RIEE®ER, "MetroCluster node show -fields node-SystemID" " g5 <418 B RIAM RS
ID E lJ MetroCluster EE% W’EIE:%'U(:L.\THJZO

NRIZHIZEK A MetroCluster EcE, NIARHE MetroCluster X3, WNRRIGFEE BRI = _ERYITHISE,
JBI0IE DR £ ID FERESRBRHEENRIGFIEE,

NREISHEL TR, MBTHITICRE:

° MetroCluster EZ& &b FHIIRIRZ,
° replacement ITHI28 B R ML R HBIFIE S,

BEXFAEE, 158N "EWT = MetroCluster BEBER, HEERFIAENSTE HA 5 MetroCluster it
HRiEl A £ T T,

NREN ARSI A MetroCluster BLE, BRI R EERET NEHI28: MetroCluster node show -

fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. WIS MTHIRB R B FEMENSE:. vol show -node node-name

12. REEEFHBNNEZERT BEE, BMETERNEHIZSBZATE: storage failover modify

-node replacement-node-name -onreboot true

RN RFILE- ASA A900
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1. If you need new license keys, obtain replacement license keys on the "NetApp 3Z#Fuh 51" in the My Support
section under Software licenses.

@ RAE=EERFIFRIIFENEZESA, HREELERIX 4B FhpHtiit, WNRERET
30 KAWEIE S FRNEZ AR FEBY, MEXRBARZH.

2. RESMFEEZRIA:  + system license add -license-code license-key , license-key...+'

3. NRFE, MPBRIBEFEIE:
a. WERMHAMIFANE: license clean-up -unused -simulate

b. NRFIKXRERIEH, ERBREKERIFENE: license clean-up -unused

£28 . WILLIFFIMFSS

1£¥5 replacement T RMEFERZEHI, ENIEIE LIF @S AUTFEFIHO L, NRFBAT AutoSupport , NI7EA
replacement T RHIFESIS, HEEBHRIE.

P$IE
1. BB EEARSTEERAE RS SBMFEOIRE . network interface show -is-home false

WERERILUNG Ffalse. 1IBBEFFEZFIETIHO: network interface revert -vserver * -1if

2. 1A NetApp ZHEB LEM ARG ESIS.
° YNRBAT AutoSupport , 1541% AutoSupport JHE LUFMESIS
° YNERK/FF AutoSupport , AR "NetApp =" FMFTIS,
3. REEHNETRR. BXFMMERE. 1HEN "WFETEONTAP RERMAHITEE S TIRNE" FHREX

=
o

4. R B & AutoSupportiFE O, AFEALEERILE O system node autosupport invoke -node *
-type all -message MAINT=END me:

S . MNREBRAEMRE, BEMBET: storage failover modify -node local -auto-giveback
true
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/1 SCSI IR RS S HEN SEBFHEMT RIRISPER R, EREBIRZA, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R HRHETITIRR
REFIERIBSE R RIE TR A EE R alse. MR AZHITH R 2 AIE ERAER ; FS0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
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storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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3. ZIBHEh DIMM FEUEIR DIMM 38 RE, ¥ DIMM MIEFEFRL, IS DIMM & HiEE,
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4. MBrERsRIERIRPENE EIRAN DIMM , 2 DIMM BAMBHIEH SIEEITT,
DIMM 4R Z [BIHYER O N 5 HRAE R RIS IS TFo
o. WfRIERE2S LAY DIMM BBHSERELATITHME, AR DIMM EERBNGE.
DIMM ZXRBEEEHIET, ENREZEN. WREH, 5% DIMM SHEEHMNTTHEREN.

() Mz DMV, BEARISTFHERIENEE,

6. /\OiiiRE i DIMM B9 £i0%%, HEEESERERAZML, RAZITF DIMM MimsyERA Lo
7. & LTRSS RIRIM S

$ 4T REEHESR
BAGRETEHBIERG, CUFUSEHBERLER RS EH BERIFRS

NFER—HBEPEERMEFISFRIRG HA X, REIFHBERNINFLNEE, AA—BERHET2ENE

, EMaERERBH.
1. MREERIEH, BIEREM.
2. MR HARBHITHIBER LRSS, BHITER,
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(D) EreERSERELEAESR, RERGIETEXRY.
4 RNEBAESIGHOALE, UBETLUFERGELAT TS BRNES,
()  CRELRES BN LRSEEE IR,

O. SERTHISRIRAVE R R

a. MREAREMREALERIRE, BEMRTRXKE.
b. RzHIBERFFENNE, HECSPIREEH T2,

EHISERELRE, HEIHE L.
() #EsIsERBANES, BIRAEA, UGHRTEES.

ERIgRIR— B 2EEENMETR, MEHBE. E&PBEIE.
a. [ LHeEPiE NS, FEMER, LUBKRBIEH, ARREEEIIBEMLE.
b. 1IN Press Ctrl-C for Boot Menu BY, #% ctri-c LIFKTEEHTIE,
C. M\EBREYR R AEE B E LI ETURYIEDL,
Step 5: Run system-level diagnostics

After installing a new DIMM, you should run diagnostics.
Your system must be at the LOADER prompt to start System Level Diagnostics.
PETEIEPRFE G THEMEERAMERIZE LAY,

1. MNRBAEIFHIITEIZZFTE LOADER 2RI, ERITUTHSRE:

a. Select the Maintenance mode option from the displayed menu.

b. izHIZRBENEIEIFEE, EFEHIE. nalt

AR OE, HSH, BIRGSBE LOADER BRHLL
() EmaiEs. EELURSHHHML v TRTH.

* MIRBTR—FRET, EEEE HARBERHNGEFRIY, SHRREITERERSERRXAR

=
1ICNO

2. At the LOADER prompt, access the special drivers specifically designed for system-level diagnostics to
function properly: boot diags

EREEER. G URetEmN v BRIHIREPRIURT(>)o

3. WERKNFBITIZHIERF: sldiag device run -dev mem

4. BIFEHDIMMEE R SHEEM R : sldiag device status -dev mem -long -state failed
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5.
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System-level diagnostics returns you to the prompt if there are no test failures, or lists the full status of
failures resulting from testing the component.

Proceed based on the result of the preceding step:

If the system-level diagnostics F34 ...

tests...
Were completed without any a. Clear the status logs: sldiag device clearstatus
failures
b. Verify that the log was cleared: s1diag device status
The following default response is displayed:
SLDIAG: No log messages are present.
C. BHAFET: halt
15123 27~ LOADER 1R,
d. MINFRFRTRIBIEHIZE. bye
e. {EirhlBME EEET!
INRIEHIZFULT ... BA ...
HA Xf HITAIE: storage failover giveback -ofnode

replacement node name SERCUIREZR T BRE,ERE
Fistoragefi[F4: B2t am L EMBAE,



SNRITHIZEALT ... BA ...

Resulted in some test failures Determine the cause of the problem:
a. [RH4EFRIL. halt
EEERB LG, 5F R, EFRAFHTE LOADER RRFFL,

b. Verify that you have observed all the considerations identified for
running system-level diagnostics, that cables are securely
connected, and that hardware components are properly installed
in the storage system.

C. BEEIEEL4EPRYITHRISRIR, BAMEE) ctrl-c HRSHRTH
NBTHSRERY

o If you have two controller modules in the chassis, fully seat
the controller module you are servicing in the chassis.

The controller module boots up when fully seated.

o If you have one controller module in the chassis, connect the
power supplies, and then turn them on.

d. Select Boot to maintenance mode from the menu.
e. MAUTHLLURHAEIFER: nalt

RS CE, FERT, BFRAFEE LOADER =R FFAL,

f. Rerun the system-level diagnostic test.

% 6 & KHFEIHR[E] NetApp
REBEMMEMEY RMA i3 B SIEEB4HRE] NetApp » "EIMFIREIFIFR"EXRIFMERS. S ITH,

FiEENVRAMMMEIFYDCPM - ASA A900

A ER B ENVRAM 1 BRI BARE 2R EBJRIRIR(DCPM). AR & 5P
HIDCPMIRIR, FEMMAEFEHT. AEREERFIDCPMIZR,
TEMHEEREN TSR BT, BRFUEEIF— M DCPM 183R, FHEMUFIERN FILERE RS SR SR

1RIR, MANFERMIER DCPM 151Rf5, A DCPM BIRAVIEHISIRIRIR T IR B B S — MRS RIRZ 5, K
FHEXHIRF.

%1% Fift DCPM 1&IR
EEIRAGIRA DOPM 1R, EUFMRAFE T HIIKFER DCPM 18R, ABFEEIRNHA DCPM 1

o

1 MNREEAREM, BIEMREM,
2. P RARIEERERFEEBE—S,
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If you have a cluster with more than two nodes, it must be in quorum.ﬁﬂ%%ﬁikitiﬂ@ﬁ"ﬁﬁ?ﬂk?ﬂEﬁ?
RIS EARMEI TR S EE T alse. MSMEXAZHITH SR ZAIE ERFHER ; 550 K1
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S
1. 3R BT AutoSupport. @i A AutoSupport;H Ber S22 1B EI8IEZEAI: system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

L FAutoSupportep SR 2 1IE BB RIS clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. NEHEHISRRITHI S A EhRIE:

storage failover modify -node impaired-node -auto-giveback-of false
() 4EEIEESREBERD? ', BRA v

a. MRZHFITHIBLEBINERIEE, WATTMRERITH ST HA B, ARBRRH
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system ha interconnect link off -node healthy-node -1ink 0
system ha interconnect link off -node healthy-node -1link 1
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NRZHITHIZEZER .. B4 ...
LOADER 12/~ fT BET—F,

RAGRTARERRTAT (BN EERBRERSIMSTERRNEHSZEIITHISE. storage

E A ) failover takeover -ofnode impaired node name

élm'h? S 28 B 7R Waiting for giveback... B, % Ctrl-C , $A/g[al
|:| Yo

BRI 2 ¢ 324281 F MetroCluster &7
()  REORARFAWT A MetroCluster BE&, W/NEMILBIESE,
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1. A0SR BT AutoSupport. N@id JAAAutoSupportes S22 1E B EhAIZRZEF|: system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

LA FAutoSupportip SR 2 1IEBohtIBZEAIF/NES . clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. NBETIERBIEHI2SNITH S 2B EMRIE: storage failover modify - node local
-auto-giveback false
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4 FHAMEIEREIT: storage failover giveback -ofnode impaired node name

S. NRERHBEMRE, BEMBHETE: storage failover modify -node local -auto-giveback
true

554 F FHESMFIRE] NetApp
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FHEZ H
* #27& "NetApp Hardware Universe" to make sure that the new 1/0 module is compatible with your system
and version of ONTAP you’re running.

« If multiple slots are available, check the slot priorities in "NetApp Hardware Universe" and use the best one
available for your 1/0 module.
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£5F. EMDECHE
ERFIEBHEREFBHWIARS D B, ARWAERRTCLE.

(D) REEsmENVRAVERNA BEEHHIEHE. TASATNVRAM DIMMER,

p
1. MNREIMARITHI SRR FHIFER(ER > IB7F). BREPRNHETILOADERIETRFT: halt

2. EEMRITHIZE LBILOADERIE AT, Bohizhlzs. MRALRRLKIDALEMIEREBEALAKID. 1BH
AYo

3. FRRE.. ITHIBIEHIE LB R—FEE. HPEAFHRIER. ARG, EETEENEHIZ L. IR
BE BN EFHEENRLID: storage failover show

R, BNE—FHES, BHZHIEHSE ENRY ID B8k, HFE/RTIEWMVIA ID ## ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. ZEFEHIS:

a. ME1TIERRESIZEH, REFIRMITHIZZNTFEE: storage failover giveback -ofnode
replacement node name

SR AT SIS B B H ST B Blo
MRAHATFERES ID FREMBREBERAL ID, MR yo
() nexrwTR, CAUEERBRLTR,
BXEFMER, BEN "Foiidan<" ERUBEBRE R,
a. XXEFEMGE, N HAMEITIRRRIFE I LIEE: storage failover show
storage failover show SR¥HHIHARNEE System ID changed on partner JH 2.

S WIFREBBIEMDECH#AEE . storage disk show -ownership
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BFEAERISANEEN B TRHINARS ID. ZEUTTRAHR. nodetHBENHENERRHNARLID
151759706

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 PoolO
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 PoolO

6. MR AL EA MetroCluster Bt E, 1FRITITHIZZAVIRZ: MetroCluster node show
EE#H/G, MetroCluster EBEFRZ/LA A BEME R EBRE, LY, SMTHIBREETRERERS, HE
F DR fifZH ERIEEEN . The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

7. YNRIEHIZER A MetroCluster BRE, NIARIE MetroCluster JAE, MNRFIAFFE E SR ML= _FRYISHIE,
J5I0IE DR F ID FER BT B THMENRIBFIEE,

NREISFHELU TR, MBTHITIRE:

° MetroCluster Bt & 2 FHIHRES,
o BRIEHIZER AL = FREEH M FIFTE &,

2N "N 5= MetroCluster BEeER, HEERFIAEINSTE HA 250 MetroCluster Y ER 8] & £ 4"
BXREFMAEE ..

8. MNREHNARSFA MetroCluster BtE, BFRITREERESMEHISE:. MetroCluster node show -

fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. W MTHIRESFEMEMNSE:. vol show -node node-name
10. NRBAT EEMNZE. WATIERINEE,
N MREEEHBRHNEZRT BiiEE, IBMNBITERNEHIZZBATE: storage failover modify

-node replacement-node—-name -onreboot true
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