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* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R FTI TR REF
RIS E ARG TR A EE T alse. MBMEXRAZHITH R ZAIE ERFHER ; BN "HTR5
EBED"

S
1. YNRZA T AutoSupport . NI JEHAutoSupport ;B 222 1F B ah eI ZRA:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

A TFAutoSupport B S22 1E B Eh IS GIF/ B

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. 2HBRE:
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
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a. NEEERIEHIZEAIERI QMmN LTS
storage failover modify -node impaired node name -auto-giveback false

b. HN 'y HEFIRT ECEEEZABMER? "H
3. RRITHIZE B9 LOADER $&7R%F:

INRZHITHIBER ... B4 ...

LOADER &R FF BET—%,

EEFRRE & Ctrl-C , ARTEHIUERIEE vo
ARSI E RS MIBTTIERE R RS R E s E (FRIRE 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderig = fFo

T35
EAFREHIBIE, AN BB

BB RUHITEBEIRE - ASA C250

ASA C250 A4S | RN RFREEZNE FMNEE IR, BRIZEEE THT
g2iRiR, EHITRIRISISNR, FEHSRRPLEEIRS IS, AREMRERS
RIR,

2B ONTAP 9.18.1 NESRAA BB EHNHIME TR, MRENFERARIZTHIZZHARZE ONTAP
, EER "FrIRmERF",

BEINT BRI TRE T BIEHIZERIRA, B MRS PSRRI RREN R 18,

%1% ETEHISEER

1. MR EAREM, BIEMREM,

2. IR R B EIR IR,

3. BINFEIRLAEERR, ARMEBEIRTIRTS%,

4. MEEHIZRRIRIL T I/OFB S,

O BRIEZRMAIZRIZERMMNNBEREES, MBREE TR, ARBEHBEREALEILEYT,

(D  mREDTEHSRRESEIEE, BEREANTRUET (BIBUS) .
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bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html

° BT

9 BUEANH!

6. AXNFHUEITHIZR BRI, FHERHME, FHSEREFRNRE L.
7. PR EIT R SRIRIE MR EFRET, ARG SRR SR,
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0 EIRET

9 RIS R IRE R

Step 2: Replace the boot media
ERILUMER A T ISRE R8> BB BT
EIREEE Y =T Ayon

1. MIZHIZ IR P EIH BB BN

EHTHTEE RN RVIEET, BFEFER 1 SHM+F1827],. Due to the space
@ constraints within the controller module, you should also have a magnet to transfer the
screw on to so that you do not lose it.
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o o

o

ENT R BT BE E EIHEHI 2R ARIR EARAVIRET

RRohT BMIE RIS RIR R o

- R 1 SHMBLT), NRIRBMA R EE TR, FRERERAEREK .

KRBT R EENEEPREREH RE—.
MBTER BRI RPN BB RN B, FREETHI SRR EXTFEIL
£/ 1 SHMERZTIBANFITER TR LR,

BNEEITRIEE], SNSRI .

- BEMNIE.
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f. & EIEHISRIREFHITRERIRET,
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0 I EEIRE R

9 47253

2. RRITHERRIR
a. FHEHIZERRAIAR I SHAETRFOXNTT, AR EREREANRFHN—F
b. RrizHI B EIRT 2NN G
C. BRIEMIEEREAMBYEFLRET,
d. BEEm TREANEENMSNEE S, ARRBEHSEREREEFLEUE LT,
e. MBUENGITRERREIIBYE, ARAEitn), BRBENGIRNENIL,

IEHRISRRN TN, HSHAELST .

3. EIEEITHISIRIRIIOB L,
4. FRRZGENBIR. ENMTEERAHN, AEKRREEEER,

ITHBMRIR AR ThH7E LOADER 1RRAF M LE,

T—F1750
YEEERZREMNS, "MECH T R RONTAPERER",

MERIHFTI R BEIRE BB - ASA €250

TEIERY ASA C250 R REMNBEINRISER, EALBMBIBRMNTRMmEITELL
MRFTRMEEE, EMEIREF, RANENBEEERR, HHEETERNEH

MEXE, NRBRATERNE, RARKSISETRINEZRANENT B,

2B ONTAP 9.18.1 NESRAA ZFRFBHBENHINE TR, MRENFEARIZTHIZZHARZE ONTAP

, R "FrIRMRERER"
FHaZHl
* RGN RIRAEIERRE:
° IREFZIAEIESE (OKM): FEEESCENEEEEME IR
° SNERERTAEIRSS (EKM): FERBMUHT SR X4
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pem

p
1. 7£ LOADER {2~ T, BaiEitRiEdE:
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boot recovery -partner

BFEEETRUTHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BEBHNRRERS IR,

325 F B “Installation complete JH B
3. ARG BMEBR, HERUTHEREZ—!:

MREEILES... 12E

key manager is not RSB RLLENMEINEE,
configured. Exiting.

a. FRERRTLI.
b. BRI RHIIEEFHE=IE:

storage failover giveback -ofnode
impaired node name

C. B EMEAEIRIAINEE MRERAER T

key manager is BLEMETNEE, FIEMEEAEESS,
configured.

C) MRAGTFRFNEZREEREKE, WSETHRER, HRTEHANEEERERRERE
BUNECERE (REEIMNR) o BEZEFRRIAYLE,

S

4. FEREAGERENERIEEREAERS:
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WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

REE D BIER REVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFATEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&
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BRIGES MR B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELETHETREIREMESES. M LOADER IR EHEITME

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted

mroot. ..

WARNING: kmip init: authentication keys might not be

available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

o ATTENTTION *

*

*

& System cannot connect to key managers. 23

*

*

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted

mroot. ..

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.

d. BE R EE SRR EERETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

T—F175h

EIXRONTAPBME BT mIEE B THIRMEIER, BRI SHIEEHEEI4NetApp”s

EHPE R FUREIE NetApp - ASA C250

N8 ASA C250 AZPHENMAGHITBE,
571|:|n_a\, I_I "_LIMI‘.F E@*ng:ﬁ"ﬁﬁo

BR L IEFERERFIR[E] NetApp, BXE
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BEhRIE - FrpnE
BENRFHINE TIEH - ASA C250

LLEEE@%Z‘? WEMZERS. XEEHIZE. BER5ISNR. 5|SMERK. mEM
FEMIIERSTINEE, FFIaE R ASA C250 FERFFHIG| ST,

INREHTFAERSZITHVE ONTAP 9.18.1 SNERBMRE, BEA"BMEMINERRF" MRENAZEEEITRE
HAhlR 48y ONTAP, MTifERFoIRMETIZ,

o "BEERMTRERX"

BEEEMBMNTRNER,

9 "B NN R A SHFIRE"
HRERACEAT RERAEESEESMEEHTT 7T INE

e "X HIZE"

FRERBNRE. FXEEHIEE.

e "EiRE TR

MABREBRRPIEHERH TR RERERBEHNER. ARERUSBAFIREI T RIONTAPIR G,

o "BEIRERE"

MUSBIREIZEBEIONTAPIRE., IERX A RGHIDIEIFIR T &,

e "E

MONATPEEIR B E R Z A ERSREC B IR RE SR,

o " PR SR IR (E] NetApp"
REBEMRMIE RMA 5B SEIIRE] NetApp o

FoEoINTRIIMEREXK - ASA C250

£ ASA C250 RLFHMVBEINTBZ A, BRERBEEMINERNVEE K, XEEHER
TE—EBELEMAEN USB AFIRENEE, HINIEEHNEREZEES ER.

IIRENEFERGISITHIRZ ONTAP 9.18.1 EBMRA, BHER"BMEHNERERF" IRENRARERETRE
HARRZSHY ONTAP, MIAZfE A FahEehiE STz,
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Step 2: Replace the boot media
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g B LERISSRREHTEEMEL],

(1
P2} BFAEST

I BRIRER

- RHERBERAI R IR SRR OXNTT, AR EREREANRFN—F
- ¥ USB INFIRzhasHENIEHIZERIR _ERY USB HE1E.

FtRRE USB INTFIEEDER L R1EM7A USB IgEMIEIER, MAZE USB f=HaisOH,

- RIS RIRTT 2 HENNAE:

R eEMBEEREAMBYEFLRE,
BiHER THREFBRENSBNERFE, ARRKEHSRREREEFILEUE LS,
MEIENHITRERRERIBE, ARMEIR), BRIBENSFIRAEML

EHRISRRN TN, HSHAELSTT.
BRI HIZRRIRI/ OB 4,

h BERSEAER. ERRERRLHIF. AREREEER,

BRMES. EH8SEIREIENE50, Be prepared to interrupt the boot process.
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. #% Ctrl-C FETEENIIE, HEMHREFRTFMEL, WREIEFERHEDBE, 75 Ctrl-C HIE ...
MRRERIGHE, 151 Ctrl-C , EERETLIBMEI4HPIET, AREFEHIZEUEEIMEBER,

I WFNERE—MTHIBENARS, EMEEERHTARR,
ARG aEhHEETE LOADER eRFT 4.

BohiiERE&- ASA C250

TERFEPREMIBHNTRIREE. ERILUMUSBIEE2E oM EMRER. FHMECH T3 =ik
JRECE,

NREHNEFERSITITHIZ ONTAP 9.18.1 NEBHRZA, BFER"BEHEHNERER" MRENRSGETETTE
HAhRR4sBY ONTAP, MATifERFoIRIMETIR.

FaZ Al
* BRG] B EE R MR EE.
* FRINEIRE e E RGNV,
* BELHNRRZEEANE, PR 3 R, BREEREZEEBINEREZFENNED,

p
1. EtKFEITHI2309 LOADER 2R 15 T, M USB INTFIRENZR B o ERE

boot recovery
MEHREX M BMUR T AT,

2. HIWEREY, WAEGREBIRHIZ Enter BIEZIES R 2 TRAINE R,
3. BERAIEATIERIONTAPRRAHI S BINE var X RSt
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

ONTAP 9.16.0 S{FE R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* MRRSAERNE, EMEEIFREREE X 1 EFBE

" IRRSERAME, BREMEME",

ONTAP 9.16.1 S{E = A4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctl-C 8B R BEhR B,

f ITUTERIEZ—:

* IRRAEAERNE, BMNEEIFRERERE X 1 ERBE
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

* MRARFAFERME, BRI EME",
4. BITH S S E R FC T HIZs.
5. BERIRFFEFITHISRME ERIETT:
storage failover giveback -fromnode local
6. NREERT BahRENEE, BEMBRAE:
storage failover modify -node local -auto-giveback true
7. SNRBA T AutoSupport. MR BTheliEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END

F—$RA?
BEEREE, ERE R R L,

RE N%%- ASA C250
mEBN BT R LRI,

*E*E,GE’JE AEESRRE, TRENNTBUMERANE, NRETHECHARARERPIZAEESE, B0
BHEBN BRI IR R B,
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

IREZAEIEEE (OKM )
MONTAP S Eh3 BE R AR 3 2 tAE 1288 (OKM) R &L

FaaZ Al

BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMENAYEDT:

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

45



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETEES (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&
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KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. INREZATBIRiE. MWFEREE:
storage failover modify -node local -auto-giveback true

7. SNR B AT AutoSupport. MR BhelEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END
T—FRAA?
ERINMBRLEMENER, BRE FHIZIHFIREIZENetApps

M PEER4HIR[E145NetApp - ASA C250

?;z,mﬁ{fFBﬁBﬁE’J RMA 3 BRR IR ER R E] NetApp o "ERFIREIFIER G RIFMER. 1
Dy DUH

HA8
HAEEIR T {FAIE - ASA C250
BIEEEMRER. KAEHIE. EMYBNIIERFTITER, FFIaER ASAC250 77

52


bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
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fiE R FERINAE,

o "HEREERER"
HENEERER, SERARSE. FIETA. ONTAPEIEMAHIHEERIE.

9 & E RS

HEEEAER, BHREIRS. WERIEMN TR, RIEERIEHITICEL.

e STk

KANEHIZE AR 2T G,

e "B HRAAE"

RPN FERBVA G S EERAETR.

o "SERALFE R

FTERERNTEZRERIE, FITIREERE, HIFHENERELNetApp,

FIHFEAIEXK - ASA C250

EE R ASA C250 RFEHFRINAEZ R, IFHARAEMNINERIVEE K, XEFERIERS
FRFFEEHMARRSIER TE, RIEEESEEASR ONTAP AMEREG FE. [ERNE

AN EN TR,
HAE R L BRI R SR ¢ (FIANFERIRR/ICPUSTT. FBIRANI/O) MY A
BEUTER

* BIRRFPHFIEEMAMFYES T, SN, BERRUFIRER, "NetApp sZHf"
* SREXONTAPH A EIR R FEHE(WREE)o

* MREIREHITERMMEN I AEMILES.

* BRI LA RS RFHUFRE ONTAPhR S A A B iR IS 18,

* ERSHIAEEEEN. RISEEEER. NVMelFkshasflizHIsERB EMIAE. HEFIRYFEENetApp

AR o

s MBI ERIEM RS R, For a two-node cluster, you will have a complete service outage and a

partial outage in a multi-node cluster.

T=FEMHF4?
EHATEMEKRZE, "EEERIE" .
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HERFIRAFE - ASA C250

BILIRBIITAINAS . FIEEIRB A LUIRATIC AT hZs IR, R EHR ASA C250 &
Frp I B4R,

SR

1. EEE BTRG SO E T B R A,

2 fTFHEHI B BT

a. {#F “system controller location-led show' R R BIERIT HATRSHIESH S,

b. T BRI
system controller location-led modify -node nodel -state on
ENFET T RHRFFREE307) $o

3. fTFFELEEHT, WRESRFEHRIUTHE:
- B BIRS
© ERfEA
- BFEMHE
4. NEERELHAEY, HREQEUEFKEARELNetADD,
5. AIEEEIFRERSMIFIE BN EARRS . SR AT IR R G S5 B S ER M BT 704
6. MBEREEM, FitsciEit.
T—#RfA
HEIFEIR ASA C250 HABIFIS, BE XIEHIE"

XA HI28- ASA C250

XH] AFF ASA C250 TFiERZHRIITHIZR, LMLEEIEER, HARERERNENHNRSRE
E %o

tIRERTFRAENTNREENRS, AXEHFEFNEEXANFEAER, BEN "EEXANBMNFER
Srhig R 73 ZHEEE—NetApp AR E",
FIaZ Al
* BREABCENNRNEE:
° ONTAP ByZSH# B 12 53 4R
° BMEHRBMCH AR,
* BREAAEHTERFIFNITANILS,
* EARHAZARERKRE. B
° PUTHEM "RASTITIRRIEE
° Y5ONTAP AR EIRFRIEZ AR ZS,
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ELFIE R P iR/ ENIFIRINetApp R4 _EBYEIR,
HEIMNBE D EL,
MR BT AutoSupport. M2 BRG], HisEnmRATNITREZKBYE]):

—_

A w0 DN

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. EFI B &R T RSP BMCHELLE:
system service-processor show -node * -fields address
6. ;R & E¥Shell:
exit
7. R E—F ity e E T R BIPHIIEEE SSHE R EISPEBMCLUSITHE,
MREFEANZIET S/EZIERBR. BEAERNERFEIERFIEERIITHEE.
8. HEZHNBEPHIF TR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

3+ FE B TEStrictSynciR =, FizfTRIEI 2 SnapMirrorfY&E8%. system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

9. MNRHIMUTER, BHAEBHPNESMEHIBRRN Y
Warning: Are you sure you want to halt node <node name>? {yl|n}:
10. ERFEMEHIREE. RARETNEEFRTE.
T—FEHA?
XiAERgRE, TR SEEEohEIEAE"
FHAFE - ASA C250

HEHREFEEEMEY, EFEH ASA C250 RHRINIFE, EHUIIZGIEE TH| 88 B
BB (PSU). HITFIRENEE. REERYAEMEHRLZENFEA T

EEGAE. BFRRLE. EERESENTFIFERMZENEEERE. ARBEZBNAEERNSZHW
R SHEERFTHIAE.
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RSB TERHEN, HSHMEBNETT.
f ERLIENBIR. ENRERRAMIF. REEBRERTBER,
BREMERE. EHEEPEIIEIEE, Be prepared to interrupt the boot process.
4. E8 FRPRE, BEZMTHIBRREIFIFEF.
T—FEHA?
FEIRIRIFH ASA C250 HIFEHEMREAMNE, TE "STAHEER"
TTRHIFEE R - ASA C250

SEMIEHEE, WIERFERIAR, FHRKESHERE NetApp LA5ERE ASA C250 #148
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1 EHIPRIT, ME—EHISRIR B RAMIT IS RIRFAFERT HA K. ha-config show
FRB LA HA RSEBRABE,
2. IRANEETHNRFARS S ENRSECE LA

a. KBV HAJRZ: ha-config modify chassis ha-state
ha-state FIERI AR U TEZ—:

* ha
" mcc
* mCCIP
* non-ha
b. #INEEE®EX: ha-config show
3. MMRHEAKHITIIRIE, EEMMARNHERE D HITH L.
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* MNREFERNRBSANZRS, MAMER E EHI2SSCSITIFIEMEE cluster kernel-service
shows cluster kernel-service show' @< (fEpriviaRiER F) A B RiZT al T a2 HERE" . TS
Rl MRS A RIZ T = E’Jl_?ﬂkuo

/1 SCSI TR RS SFHEN SEBHFIEMT RRIFHRX R EREFRZA], BATRFIER
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* If you have a cluster with more than two nodes, it must be in quorum. IR &R KXZ 1':F*kj?,1:ﬁ4kﬁ§§?
iEHIZERRIEITIRR A EE R false. MAREXAZTITHIZR 2B B EREER ; BN "H1HR5
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i
1. YR ZA T AutoSupport . NIiEid EHAutoSupport ;B 222 1E B ahBIFEZRA:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
U AutoSupport JE B2 1E B Rh 672G/

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. BRABHRIE:
a. MEERITHIZBRIER ARAUTH <!

storage failover modify -node impaired node name -auto-giveback false
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BERIEHIREIREN, TRIUETRIRIEHIZE, & FRU AHSEERARVITHIZRER, EHERREER
REHEER, ARBRABIELIFIRI

£15: HTEHISRRR

FHUT RIS RIRAERBVA MY, AIMAFEREN T HIZR R,
BRERAXES AN EAREE, EEHEXELLR B [,
fEF LA T IRSRE AR R By 20 SR B T h 2R AR R ©

o iE- B R SRR IR

1. MR EAREM, BIEMREM,

2. NIRRT R B EIR IR,

3. BINFEIRLAEERR, ARMEBEIRTIRTS%,

4. BRIEHBANEHIBERMNNERES, BEEETIEGNT, ARSEHSEERHAEET,

@ NREE TERISERINB R, BRREMARFIEL (BIBEE) .
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° I

9 BAEA Y

S. FANNFHEHIZHIZRIRAM, BHERAIMNME, HEEBEFRNERE L.
6. PSR ThiTHIBI IR EEREIARE], AT EHSRRIRER.
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0 4743

9 IEHISR R IRE R

$2%: BopER

BHUTHIZRIRIRES, IR R SR RIR PRV IR EE T HI SR IR,

1. BrFFERIR.

2. fTHEIRELEIERS, AEMEBIRIR T EIR .

3. MEBIRIR T HEIRLk.

4. TRAROCIEF, UEERTHIEREHERN, AILUSEIRMITHIZSEREPHIH,

(D BEbsmea nEs, BIBNIA, NERREEs.

IR, MITHBRIRAELHE, BIREANFIEEE, URTRAMTHIZIEIRF BHEHLAEER
BE.
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o BEERIERS
9 R

o BFHEIRBEMITHISRRIR, ARLKEE,
6. BWMFERFANSHGHESITRSEROAONTT, ARFEREEENTHRISBER, BRBEREFA

2L,

HIRRESAENERS ERESH BmIERNL,

(D meemrmmEzs, BIEESREARANBITA,

$3F: BENE
EER A EHIERIT RIS RIREY, SR FUGZHITHIZFRIR P XS EFHRIRIR,
1 B EXBERIME, AEEKEERE R RITHIZHERRE T KBRR,
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" MU TRIR

2§M%ﬁﬁﬁﬁﬁﬁﬁ%Eﬂﬁﬁﬂ,#ﬁm%ﬁﬂ%m%%%ﬂ%ﬁﬂﬁﬁﬂﬁ%,%EHN@&H%

3. WHRNBIEREE FRTE,
Fa4P: BEBMNGR
BRAFUF BENT T BUR & MR I B 2SR IRTS 2 0 A BT H 8RR IR,

B THTEERNERVIRE], BEEFH 1 SHME+F18227], Due to the space constraints within the
controller module, you should also have a magnet to transfer the screw on to so that you do not lose it.

1. #H B REHTHIZRRIRP BT B R ER E R AUTHIZRIR,
BT R T EARER S BHREH THEREEER T,
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o T AT REMN FEE R HITHI SRR P EIREVERET

9 RRh T BNz HI R R PR o

2. £ 1 SHMBLT), NBETRFE TR, FREREREEEK L.
3. REmT RERMEEFRERE, AREHEEERATHIBR R EML,
4. (M 1 SHMEBLTIBNFITE BT LET,

()  #EESNRESSTEEMEY, SUTEAERR R,

585 %5 DIMM

E1%5) DIMM , B3 E DIMM HIEEMZIREHIS B EERITHIZE, ARKREES RINFHTIRE
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CD Install each DIMM into the same slot it occupied in the impaired controller module.
1. Z18303% DIMM FIEY DIMM 8 -REDF, SAER DIMM & H g,
(D) B DIMM i3855, LUBSsT DIMM BESIR RO HEIEE T,

2. FFEIRAIEHI SRR _EFRIAENAT DIMM 15HE,
3. HafR DIMM & LY DIMM BHEFEMFHITHMAUE, ARG DIMM EEENEE,

DIMM R EEIEEBER, NRLE, BEHEAN DIMM , EEHSHHESEHHNT.

4. BWHE DIMM , HBIAEYSXTFTHTSIENEE,
5 XWH% DIMM E£ ERSE,

F 6. BERER

BRmhEE+R, EXNAMEOTIRTHREUNRER QSFP M SFP , BRE RSB EE AT, KBFRrE
QSFP #1 SFP &% 3O L, FRHiEOH%.

1. BRI ISR IR PR SR R R I EHB R,
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o EH NI SRR IEE VIR

9 FAFF I I ZR R P BV T,
e BrEhRE+R.

2. T ERERXEKAFTE L.
BIRRAXELG AN RS, UEEREX LR E ik,

a. fITKERFAIREFERNFE SFP 3 QSFP EIRH B EHBIE—3,

b. £/ 1 SHATIRLZT], MZHIEHISREREBMMKE R LETEST, HRERSMBIEREK L.
C. BRERREFMERRIRL, ARKEBREENIZHSEPIEEME,

d. ¥REFRBREXNTTEERANIEHIRPRE SIS,

e £/ 1 SHEBLT], BAAITEENEFSRREBNEEF LR,

(D) HFEEEELOSTEENEN, TUTERELRERH.

3. NBRZMIEHIBIBERPEEZ—INEEFR, BEE LRPE,
4. BEHTH SFP 5 QSFP EHIEANFKEF,
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FB 7. BEHNV B

BT HIZRIRIRES, IUF NV BBt M HUE B SR IR E B IRITHI S8R IR,

1. #%2) NVMEM EEthFH 15 H M 25 BRI R 15 2 B8 0 A BO1 I 28 AR 3R

o o A W N

o PR iR K IEERYR Fo

e MIERERIR T 4 4o

e HYERMHR TITA X EBSE F&,
o 1 BBt M SZ ZRANIE B 2R R AP ER o
WEIRMESL, ARFERMEKERRRF, Rk EERRERK.

HUERBMAE TIRCEENEEHE RS, ARFEBMEBZENITFISSERPIEL,
TEEIR A RIEH B3 E R EIREIMENAT NV BBZR, HIF NV Bt 5 Bt Ee 35,

R NV Bt SR FEE

HETRRMIERA T EoIEME, ERIME ERSERSHNEMA FAEE, BARBHEAH RN

BEYF O,

RBAm T REMAE, HEREERMIL
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5 8% REITHIFER

KRB A NZHRITHISRIRS EEHUTHIZRIR G, RIS ERITHIZR R RS, AEREBRHE
2: 70 C AV

ERILUER TERE NN BENER R EERITHIZRIR,

1 MMRERLZEIBENE, BLELENE.

2. 5 EEHIBEREHITEERIET,
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(1) ISR IR
(2 BARET

3. REHISERMRIGS VAR ONTE, ARKEHSREREREEARSN—F
C) BREH SRR EIBANFAET, FRIFRSIETEXF R,

4. (WHEEMIEH QR OAL, UWEERLUARARFUBRITUATETHRIES.
C) TR LIRS BRIEERERG ZEZEITHIZREIR,

O. JFIEHI B EIR BN
a. WERMUENFIBHEETERANMIE.,
b. FINFRIEHSBRRWFTHERBAMEREE, HIHEFL,
C. RREMNEEREAMBYEFLRET,
d. AiER MREDIUEEMSNEE RS, ARBERISERERESEIEUE 7S,
e. MBIUENGITNERREiETE, ARYEtn, ERIBIENH RN

ISR ST RN, HEVAEEST T,
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f BEEREHmNER. EMTERREHIIF. AEBBRREZEIBRR,
BRMEE. ITHI2EIREIIENESN, Be prepared to interrupt the boot process.
T—FEHA?
SRIITHY ASA C250 1228, BE"MEHWIERALE",
TRHIIIERSKECE- ASA C250

SEREEM B ASA C250 £4i5| FEIEIFRIUGE, FERIEERITHBRINRRRRE
&, AREFEENRERRIRE,

TEREF ERA B ELIFEING, ERIURIEERITHIZENERFIRRRE, HREFEENLERRIRE,
$1 3. EEREHREREHIIERSEE

TN IR HA B ITIRN R IR HI2R R 50 17 AL B HP AT S2RVRY B AR 55 23 A0 B &8 HR AR AT I 2R AR 3R _E RYRS 8]
B MREEMBARTE, WAREEREGREIR EEEXEME, UFLLEF imel SR E =R

o

KFIES
BEUEERNRSE ENRASRPRIGS!

* replacement T1 R B ULIR{FP B ERZHRTI R BT <o

* health T5 52 replacement T 2 HA B2 T 5=,

LI
1. 4N replacement T3 RAFTE LOADER 1R, BIERAEZE] LOADER AR,
2. £_Healthy node . MEZRZME: cluster date show

HERFBY B B FECE RVBT X,
3. 7 LOADER 1BR7F4t, #Z replacement 1555 ERIEHAFNBYE]: show date
BEAFIRTE L GMT R0

4. WMENE, BFEEAT AL GMT #NIREHA: set date MM/dd/yyy
S. MBEME, FEEEBRT=LIEE GMT BYE]: set time hh . mm . ss
6. EMBIEFIR TN, HiA_reender T ERYRERFBTIE]: show date

BEHEAFIETE] LA GMT &R

%25 WIS EEHRN HAKRE
RIS EIRE 1A K, HELENERIRSULRENARREE.

1. FEIPET, MNIAIEHIZSRRIEFrEAH RS BER na IR ha-config show
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controller-replace-system-config-restore-and-verify.html

FRBEEHER HA RSERZABRE,
2. IR BTAVTHIZBERAANRS S ENRREE AL, FEH B ERIZE 1A state . ha-config

modify controller ha-state

ha-state BUERI LR U T EZ—:

° ha
> MCC
° mccip
° 3k ha
3. MR ETHITHIBRRAFZRES ENRFEER L, EHITHIZEEIRIGE oA state | ha-config

modify controller ha-state

4. MINMREBE®ER: ha-config show

T—SRfta?
REAWERSRES, BERTIIRE EHEE R0 B9 RHE"

BTN RS TR E S EH 5 AL ASA C250
SERIREFIIERAECE ASA C250 R4ta, ERBEMMERRAHBMDEHE,
B B A AL AR B RS E RS e

F15: ENMNRAHITHRL
FERAUTAZARIHE SRR EMEMMLLERE: "Active 1Q Config Advisor" o
g

1. FEFH L Config Advisor o

2. ANERRANES, RAERTUERIE,

3. BEMLAT R, ARKTHL. WRETFHEHMERBMEHMENEREREY, UBELRINHERS
£in)E,

4. BHBNAEE, SABKE Config Advisor B, LB HMAL,

g2 ENHEHE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. &4 RIE BTN replacement =280 HIN R SE
ID E2%, AEHIAENESE X,

IR EP BUERF1E HA X HIE1T ONTAP BIR S,

1. 90K replacement ITHIZFFEIFIER (B3R * > 1IB5F) , BRHEIFIEXHEE LOADER 127!
halt

2. 1£ replacement $£#28 LY LOADER R4k, Bohizhles, REAKRRS ID FLEMEREBERA
ID, BNy :
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

3.

4,

5.

6.

74

BEZHF waiting for giveback.. BB ERTE replacement IZHI8ITHIA £, ABMEITERRIZH|SH
WIFREBE BN RN AL ID . storage failover show

EadhHt®R, BNEH—FHES, BHZHEHE ENRS ID B8k, HRE/RTIEWMYIA ID #3# ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

FEIETIEENIEHISET, RIEREEFREFEAZOEE:
a. BHHNSRINELRT]: set -privilege advanced

‘.zéfll}IE/ \;ft:éﬁéi' )\I_Jé&*;_tﬁja UE_[L/UEL:. Y o JH:E—_H -.T__lél_ *%T*ET’T_I ( >) o

b. {RIEFE(IIZCERAE: ssystem node run -node local-node-name partner savecore
C. ¥ ‘savecore B3R e, ABBALHRE,

ST LU N L T an % 3R UE1T savecore aiSHIHE . ssystem node run -node local-node-

name partner savecore -s
d. IREIZIEENRESF: set -privilege admin

iZEI%UE’JT?ﬁ%%JLEE%TT’?ﬁ%"}Z%JJD 2. M IREEERNEIREZ R EREZIMNIERAEER. BILUT
W22 —IRRFMEEEMNZETHEE

© "EEREEREEINE R A"
° "RIRIMNERRIAE MR E A"
AR S -

N

a. MIZTTIERRIEHIZRH, RIEEHRAITHISZRITFAE: storage failover giveback -ofnode

replacement node name

replacement 1= 233G W B ZMEH ST B Bh.
MRBTERS ID FALEMEREBERS ID, WNHEN vy

() ummrEER, ETNERBRLTR
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7.

8.

10.

"BEERTER ONTAP 9 IRAR S AMERERS"

N

a. Rk, WA HAMETIRRRIF BRI LIIEE . storage failover show
storage failover show SR¥HRIHARNEE System ID changed on partner JH 2.
WIFRBEERMDECHE . storage disk show -ownership

BT replacement ¥=H23pVEER N B RFIMIRSE ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277:

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0O 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

MR A K MetroCluster BLE, 1BRITITHIZSEVIRA: MetroCluster node show

EEH#/G, MetroCluster EEEFE/LD A BEMEREERT, I, SMIRIBRETERERS, #B

F DR $R&HERIEERN The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

. WNERITHIZEX A MetroCluster BRE, MiRHIE MetroCluster IR, WRIRIEBFIEE SR MLL S AV EHISE,

JBI0IE DR £ ID FERESB B RHEENRIBFIEE,
SNREISHE TR, MBFHITIRIE:

° MetroCluster Bt &2 FHIHRE,
° replacement =28 B AL R FHAR I HBIFIE S,

"TEOT s MetroCluster EEER, HEFIBINESTE HA 125 H MetroCluster tJ#EHA B & S E k"

MRENRAXA MetroCluster BLE, BRIFREEEESMTHIZS: MetroCluster node show -
fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. IIFEMTHIZEREEEFAENSE:. vol show -node node-name

12. REEEFHBNNEZERT BEE, BMETERNEHIZSBZATE: storage failover modify
-node replacement-node-name -onreboot true
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30 RAWEI BB FrIIE RN B FHRH, MEXRREARZH,

2. RESMFOERE:  + system license add -license-code license-key , license-key...+

3. (IRFE, MIFRIBIFATIE:
a. WERGHNIFAE: license clean-up -unused -simulate
b. {NIRFIRZRIEH, BEMERAFEANIFRIE: license clean-up -unused

#2585 WIFLIFFIMETIS

1£%5 replacement T RREFERZ AT, NI LIF @8 TFEFIKO L, tNRBA T AutoSupport , NEAR
replacement T SHFESIS, HEEBWHRE.

T
1. BIFZEEORT EEREFRSBMIFEORE . network interface show -is-home false

WERERILUNG Afalse. iBEEREREFIEFIH: network interface revert -vserver * -1if

2. [ NetApp ZHE0I TEM ALK FTIS
° YNRBAT AutoSupport , iE41% AutoSupport JHE LUFMRFESIS
° WIR KB AutoSupport , IFIEA "NetApp 2" FMFETIS,
3 MEREHOBTIR. BXFMER. BBR "WEHEONTAP RERMARITEEETIRILE" AIREX

Ho

4. INRBEfMEZAutoSupportIFE . BEFEALRILE O system node autosupport invoke -node *
-type all -message MAINT=END #p<:

S MR BEHEMRIE, BEHRBAE. storage failover modify -node local -auto-giveback
true

%35 BHFEEHRE NetApp
BEREHMHIE RMA HBRRH#IEE4IRE] NetApp o "ERMHREFER"EXIFMER. BESINITH,

FE#DIMM - ASA C250

MREFERARBTE RGN, EFETRAGEESRERNCECC (AIEEHEIREIERID)EHE
BRI ZH AR EIENECCHIR). BE TR INDIMMEBESREFMEAAT/ZRBNONTAP
MSHEY. N ERTHEIZEHREIDIMM,

KXFIES
RGPRFRE EMAMH R IERIRTT; SN, BRIEARARZ .
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B RRELR B IR A MR B QIR EIRIER FRU At

$1F: XARBITHIZE

BRAZHFITHR, BOTHEERISARTS, HAELEMREIRHR, UESTESNITHIZRHE MZIRES
e B IR (AR,

KXTFULES

* NREFERPESANZRS, NHNTEKS E T HIZESCSITIFBEMEE cluster kernel- serv1ce

showo, cluster kernel-service show #i < (TEprivia IR F) Al BT Rl T R B3R HEIRE". 1%
BBl A MRS AR 1% *ﬁ,'.f“E’Ji:?ﬂkuo

/1 SCSI IR RS SFHEN SEBHTFHEMT RRIFHEX R EREFRZA], BATRFIER

o

* If you have a cluster with more than two nodes, it must be in quorum. IR EEKIXE '1':Fikj?,1:ﬁ4k?ﬂﬁﬁ?
IS EREIE TR A E E R false. MAMEXFAZHITHIZS ZAIEERZER ; FE0 "FhHa5
EERED,

HIE
1. SNRB AT AutoSupport . TIi&EiT I A AutoSupport ;8 B2 1E B oh Bl ZRF):

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

U AutoSupport JE B2 1E B Rh 672 RGN :

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BRBEHE:

a. NEERIEFIZEAIERI QML TS

storage failover modify -node impaired node name -auto-giveback false

b. 1&)\ Yy é/u\gglﬂ:fﬁ/ C‘I‘L.AZEEIET”S% Eﬁb@t%’) ”Ej-
3. BZHITHIZEE R LOADER $&RAT:

MRZIRITHIZEER .. A4 ...

LOADER 1277 BET—%,

EEFHFRE ¥ Ctr-C , AREHMERNEE v,
ARART AT EIRRR MIBTTIE BT HIZEE N EEZHITHIS:

storage failover takeover -ofnode
impaired node name -halt true

-halt true &g # N\Loaderfe R~ fifo
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T HI SRR ERA FET, BAMAFERE T HIZRRIR,
BRERAXES AN EARE, UEEHEXESGLR B fL.

1. NREERIEH, BIEMEM,

2. IR T 23 18R B R,

3. BEIRAEERR, ARMBIRPIR L.

4. FRIZHENEHIS RN ERETR, BEERTENT, ARFERIssREhiE L%,

@ NREEN T =R ERINB R, BERREMARFIE (BIBEE) .

0 AT

g BUEMNHY

O FANNFHEITHIZBRIRAM, FHEHEBRAIMNE, HEEBEFRNRE L.
6. PRI RNTHIS IR EEMVENRET, ARFTFHEH S RIRER.
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%32 F# DIMM

EEEDIMM\ 1@ FR i X E TRERRIDIMMBRES AR S FE T Hl 2R IR P EIZDIMM.  PAIGIRIRITE & BRI
TE#R,

FEF LU R AS RAG RIS R DIMM
HE-EHDIMM
1. BERiEHISRER ERIFRY DIMM o
DIMM i FE#R _EAYENE 3 3 1 . 1iE 2 F 4 AT, BN A EXLEEERLE DIMM .
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BT HEFER DIMM B9, LUER] LURIERY A MiENERAR DIMM ,
SEIEHE DIMM FMIAY DIMM 38H-EFHFF, SRS DIMM & H 1S,
%28 LA DIMM 3 H SRR HRFETARS.

MBrEEERIEHmR I EIRAR DIMM , Z{F DIMM A HIEH S1EEITT,

o > w0 DN

() fBf:DIMM 803825, LUBESERE DIMM FEAHR_EBYAA RIS,

6. TR DIMM EEENIGIE,

DIMM ZEREETEEIET. MFRRE, BEMEN DIMM , EHSHEEEHNTT
7. BKE DIMM , BIAEISSNTTH T2l NGRS,
54T REEFIZFRIR
BT HISRRRIVAN S, DIRIEHISRRRERLEENETR. ARBIE,
ERILUER TERE AR BENEP R R ERITHIZERIR,

1. MRERLRIBRE, BREMLBERNE,
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2. § HITH SRR EHITEER R,
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0 I EEIRE R

(2 BARET

3. RHTHISREIRIEANAE:
a. WIRSENH BN ETTERANUE,
b. ANFRIEHBRRMTFTHREREBANEREE, HIHEL.
C. BRIEMIEEREAMBYEFLRET,
d. BEEm TREANEENMSNEE S, ARRBEHSEREREEFLEUE LT,
e. MBUENGITRERREIIBYE, ARAEitn), BRBENGIRNENIL,

EHIZMERNSTE2EN, FHSNMENETT.
4. BEREIENBR. EMRERRLDIIF. RAERBHEREZRIER,
HREMER. EHI28BHEIIENE5. Be prepared to interrupt the boot process.

o IRIEFEEMNRIHITH L,

6. XFITHISRNTEE, FEMEIERET: storage failover giveback -ofnode
impaired node name

7. MR EBRHEMNRIE, BEHRBAE:. storage failover modify -node local -auto-giveback
true

E 5% RKEERHIRE] NetApp

REREHREHIEY RMA 1HERIGHPE SRR E] NetApp o "SR EEIFER"EXIFMERS. BEENE,

EHESSDIXEH2E s HDDIX 5h28- ASA C250

You can replace a failed drive nondisruptively while I/O is in progress.FAF 81 SSD i
S B BFIFnes%iRkohgs, BT E#E HDD BViR(EP B BT heftiRknhes,.

When a drive fails, the platform logs a warning message to the system console indicating which drive has
failed.In addition, both the fault LED on the operator display panel and the fault LED on the failed drive are
illuminated.

ez Al
© FEEIRIRThER Z A1,

FEERESBRARERTRAAHEEINEE (DQP) .
* EREEG EPIBITIL.

LUME M PEIREN2S storage disk show -brokeno

The failed drive appears in the list of failed drives.If it does not, you should wait, and then run the command
again.

() iREXENEE. WhREEREKER N S BRI EIRE R IR,
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BRI ERY S VBN R T IR ENERRIER A, WNREA T SEDSMIIE, MAFUHRIRFRISEDEHIRER " (
ONTAP 9 NetApp MIEEHIER) "HITiRIF. XERBANETEER SED 2RIl 2R FHAITRVE Y

B
* BRENTEZFERIRRNES, BB "NetApp Hardware Universe"s
* MRRFATIAEHMAMYERET, BN, BRIBRREEALZR,

KXFIAES
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W1 ;. B SSD
p
1. MREBF oD BMRIB R OIREDBEFAEN, WEELHEHEMRDE WREBH)

a. WirREBERBHBRazsHAe: storage disk option show
TR R E—IEHISSRR ERAG L,
MRERA7T BoiEohzsn e, MEESTE "Auto Assign’ " FIFER on FFEMNTHIZFIEIR) S

a. NRBEA7T BohiRchEoEe, BRBHEZMA. storage disk option modify -node
node name -autodassign off

A FIER MEHIZRRIR_EEE A B shik 28 2 Beo
2. I,
3. LImER M E IR IREhER.

REpER L EWER, RAASRARFITFHSLER—FESTHS, BB NS LERE, thih, REpzs
RERFRETER ENER (RIAE) LED MHEERMRE=IE.

() ERERBLOED (Be) LEDARAKE WERD  FERARDES, OF
RIS, SXFT VO &, MIEIENEHRTE /O SEih,

4. BRHAEIRENSS
o W FIRESRE LB T LT,
b. EROIEFRRHIBLMAR, HAB—RFRREHE,

5. BELEEH 70 H, REBENEREDES.

XIE, RGpa] LURRHIREHEE ERMIER

6. FNERIKENS:
a. EORIEFAFHAMUENBERT, AXNFEAEREDSE,
b. #%, BHIRIRzHERFLE,
c. LMt F. FERMBTLEEETRP. HELFFRAENL

BHOEIEMRADKRIEF, EESKEIERIERNTT.
7. IEIRENERAVES) (F8) LED BE=E.

SNRIREHERAVER) LED RESEE, WRTEMNBEEE, HIXch2IRVES LED LR, RRIREHERE
W E /0 [ETE#ITH, NRIREHIRE M ETEEEIER, W LED RFiAKo
8. MNREEMFZ—IREFRE, FEE LRI R,

O. MNREESB1PREAT BB O i, BFaDEE=BAEN. AERETEENRAB5E
Z573 fico



a. BFIERBENIREHES
storage disk show -container-type unassigned
TR IR E—ITHI2RR EIMA G <o
b. G NIREhES:
storage disk assign -disk disk name -owner node name
TR AR E—ITHIZRRR E N <o
R LUE BB — X DS NEE 2R,
C. MMRFE. EHEABEIIRENEEIE:
storage disk option modify -node node name -autoassign on
T TIER NSRS RIR _E S S A B ahikchas o fio
10. $REBEMREMTE) RMA i3 BEISHPEZEAHRE] NetApp o
b "NetApp ZHINREEE RVA SIBREIRIEFEIMNER,

I 2 . EBi% HDD
1. MREF N EARNBOERNB[AEN, WEERA BRI EERARHE WRERH)

C) TR LAFeh D ECIREhesFREM, ARTELIRESBRIEEENRR R Bz 2 i,
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1. ANR BT AutoSupport . T3&33 & FA AutoSupport 38 B2 1 BEhalIE 25
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E B o @251/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. #EEHE:
a. MEREATHIZRRVITH QAL T <!
storage failover modify -node impaired node name -auto-giveback false

b. N vy HIEEIRTEEREEZABAMEIR? K
3. B¥ZmIEHI2E 2N LOADER 127457 :

NRZHITHIBER ... B4 ...

LOADER & FF BET—%,

EEFRRE & Ctrl-C , ARTEHIUERIEE v,
RS T E RS MIBTTIER BT RIS R E s E (FR T 88

storage failover takeover -ofnode
impaired node name -halt true

-halt true B2 #05# N\ Loaderig =" f¥o

5628 HITERIZEER
BT H SRR AR BVA RS, DIMAAEFED FEHISRIR,
BRRAXES AN EARE, BB XELSLRB [,

1. MR EAREM, BIEMREM,

2. NIEHR T HI SRR IR,

3. BINFEIRLAEERR, ARMBEIRTIRTS%,

4. BRIERANEHISRERMNNMERES, BEEE TR, ARSEHSEERHAEET,

@ NREE TERISERINBEAYE, BRREMARFIE (BIBEE) .
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° BT
9 BUEANH!

S. FANNFHEHIZHIZRIRAM, BHERAIMNME, HEEBEFRNERE L.
6. PSR ThiTHIBI IR EEREIARE], AT EHSRRIRER.

101



0 EIRE]

9 RIS R IRE R

% 3. Fit NVMEM Ejth
EFH NVMEM Bit, EHMITHIZ SRR ENHER M, AR ERARMREIITHIZZERD,

fER LA T SREFRAR RS B E R NVMEM HEith:
ShiE-EHRNVMEMEE it
1. 3R EIH BT H B ER E A NVMEM EEith,

() ENEREFRRITFATRE.

0 PrE Rl L IEEBY R Fo

MIETERIR T L4,
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9 MUER AR TIRE #HERNE BB E R E.

G’ R Rt M2 ZRANIE I SR AR IR P ER L

RIS, ARBERMEKEmE S, FlAMEEPRER.

HUERMAE TIRAHEERNEEE RS, AR EMMEBZRMER SRRPEEH T,
M ERRPEH ERAR NV B, FHRESEMEMNTT.
RNV BtiR SR NEE,

BEEERMNIER TN ABohEME, ERIME ERSERENNEMA FREE, BARBIAHRNEN
i pa W

7. AAATREMAE, BEREBE ML,

o o A w N

54T REFFIZFRIR

BT H SR IRRPRANG S, BIRHEHISSRRENZEINESR. ARBDIE.
ERILUER TEIRE AR BENMEP R R ERITHIZRIR,

1. & EIEHIBR IR S H T R EAMEST,
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0 EHIER IR E R

9 753

2. BEhHIRR IR NS
a. WIRSENH BN ETTERANUE,
b. ANFRIEHBRRMTFTHREREBANEREE, HIHEL.
C. BRIEMIEEREAMBYEFLRET,
d. BEEm TREANEENMSNEE S, ARRBEHSEREREEFLEUE LT,
e. MBUENGITRERREIIBYE, ARAEitn), BRBENGIRNENIL,

EHIZMERNSTE2EN, FHSNMENETT.
f EERREENEIR. ENMTEHREIIIR. ARERRIEERIER,
HEREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

3. IRERBEEMNALAH T,

4. REEHIZRNEE, FEREIERIET: storage failover giveback -ofnode
impaired node name

S MR BRHEMNRIE, BEHBAE: storage failover modify -node local -auto-giveback
true

E 5% RKEERHIRE] NetApp

RIREMHEMEY RMA RBRREEFEERHIRE] NetApp o "HIfHREIFIER " EXFMAER. BERNNHE.

HIHIREIR - ASA C250

TR EJR(PSU) G BEIrPSUS EBIRRERE. IR THEIRZ%. HITIHPSUHZESR
KPSU. AEBEEEEDIHIE,

* BRENARN, HEARYER, ERBXAERIZERER PSU,
* WREP R BAN—RER—IPSUMARE R,

@ RIEMGER. TERPSUMNIFEFEI T EM D tHAEMRPSU, RANAIESEIT. EONTAP &
MiEH 8 REEXREREEKNPSURTER. BERIEMPSUALE,

- ERA R T ER .
()  ERBASTEXEMEREN PSU. BAEGIHER,

BIRIEEPSULEL RN AVZIES R ; ACHDC,
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I 1 PEIR M IR
EMIEIR AC PSU, BRI TTE,
1. MR R, HEREM,
2. {RIBIEHI &R S ZPSU_ LA B FELEDHE B ERMIPSU,
3. BFFPSURYIESRE:
a. T ERAEESS. AREMPSURTEIRZ,
4. B LREEFR. RIUMERSE. ABEEPSUALEIEHISER. LUEITFPSU,

PSUIR%E, Always use two hands to support it when removing it from the controller
(D module so that it does not suddenly swing free from the controller module and injure
you.

(1] BBePSUBIERS
(2] FE IR

O. EEHIB IR REBAPSU:

a. ANFEPSURILSHFH SRS RIRBIFF O,
b. EPSURRENITHIRER, HEIBERERNENL
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R B S P S TR & A B U
() HTRRRTRENEES. BIERPSUBNRGER AT A,
6. EHTEEPSUTL:

a. RERLEMIEEEIPSU,
b. i BIRAE E R BIRAEERIPSU,
EPSUMEMEBGE. IRSLEDN AEE,

7. ZEREMFEMAY RMA BRI SIS SRR E] NetApp o "EMFREIFEHR"EXIFMMER. 1BSNIH,

HIN 2: AIEREREBIR
EFRBERPSU. BRRUTTE,
1. WNRE R RIS, HERIEM,
2. IRIEEHI A IR EEHPSU LN BBIELEDREZFIRHIPSU,
3. BRFFPSUMYESRE:

a. {EREk ERERIRETIT T D-subE B IRLEZSS.

b. MPSUIR FEIRLHBEEKE—Z,
4. MLEEFEFR. BTUE RS, RERHPSULIHITHIZER, LUEITPSU,

(D PSU#%%E2, Always use two hands to support it when removing it from the controller

module so that it does not suddenly swing free from the controller module and injure
you.

BIRFR

(3]
0
o D-subEIE AL EIES
(3]
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o EEPSUBIERE

O. TEEHISEIR R EBRAPSU:

a. ANFEPSURILSH G H SIZRISRIRBFF O TFo
b. PSURRIENITHIBER, HEIBERERNENL

B R U S PO SR TE B & B A B
(D) ATREEARENEES. BERPSURNRSAETRIEA.
6. EHERED-sub DCHEIREL:

a. REiRLEESEAENPSU,
b. ERAEMARITRBIREEEZIPSU,

EPSUME MG, IRSLEDN NLEE,

7. ZEREMFEMA RMA BB SRS AR E] NetApp o "M REIF SR EXIFMMER. 1FSNNHE.

B SCATAT $hER - ASA C250

EEEERITHIZRERPAILE B ( Real-Time Clock , RTC) EBM, LUBMKITEERHET
[B][E] 2 B9 & ek 55 F1 N FRAE Fr A] LAR BB 1T

* BRI BS RAZIFNFAE ONTAP ML & 160

* RAFNFTAHMAFSRERET; BN, EURRRRAZH.

$1F: XARHRITHIZ

BRAZHIEHR, CUIMERERISRIRES, HAELBZEEIREEE, WESITESEH SRS MR IRITH
SRfFhEIR (AR,
XFUIAES

* MREFEANRBSANRS, MM MEREZIITHIZISCSITIAMNEHEE cluster kernel-service
shows cluster kernel-service show s (TEprivigZRIZR ) 2Rz T R TR A HERES" . ZTR
BBl MRS AR IZ T AT TR

1 SCSI IR RS SFHZN SEBHFIEMT RRIFHRX R EREFMR A, BATARFAAR

Ao

* If you have a cluster with more than two nodes, it must be in quorum. IR EEHRIAZIPEF TR EL
TS E R RIE TN A EERfalse. MABMEXFAZHRITHIZZZAIE ERERER ; FER "Fhe5
EBED"S

S
1. AR BHE 7T AutoSupport . T3&:3 E B AutoSupport 8 E 21 B EheliER =G
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LA FAutoSupport JH 228 1E B oh el 2 25 /) VB :
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BEBRIE:
a. NEERIERIZEERI QAL TS
storage failover modify -node impaired node name -auto-giveback false

b. BNy HEEIRTEELEZABMER? K
3. W= MITHIZEE R LOADER $&Rff:

MR ZHITHEZE R ... A ...

LOADER 12RfF BET—%,

EEFEFAE & Ctrl-C , ARTEEMETHREE v,

AR RSB fT MBEITIE B H s E R = HRITHIZS:

storage failover takeover -ofnode
impaired node name -halt true

-halt true & #0# N\ Loadertg &’

%28 HTEHERER
BRIEHI SRRV AR FET, BAMAAEPE T EHIZRRIR,
TERRAXER LN EIRE, WEERIEXLHLRB ML,

1. NRE W RIEH, BIEREM.

2. IR T 23 18R B R,

3. BmIRAEERR, AREMBIRPIRTL.

4. FRIZHBNEHISB RN ERETR, BEERTERF, ARRFTHIRRRHIE LR,

(D) unsEDTessmRenanmEe, FESEMNBEUET (BB .
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6. PSR ThiTHIBI IR EEREIARE], AT EHSRRIRER.
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o EIRET

(2] I SRR AR,

32 B RTC Hith
EEMR RTC Bith, BEIEHISFHRENZEN, ARKRREEDS RINFHTIER(E
ERLU TSR FRAR RIS B ER RTC Hith:
HE-EHRTCH
1. $REERSEM PR Z B8 RTC B3, AESTeRBEFFREH,
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o Gently pull tab away from the battery housing.Attention: Pulling it away
aggressively might displace the tab.

9 Lift the battery up.Note: Make a note of the polarity of the battery.

e FE Wz 58

2. MBrER RIS EN L B R A M,
3. R EIBASRMPIRZER RTC BMIER, ART2IZBEFRFREN.
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0 IERER L, FHEABNEMINEHRET,

g R RENEI, HRERFEREBERIINT L.

(D o mscests e RE B

4. BMOERYN, BREAER2LEIBMES, HERIEER.

£ 43 ENRERRISRRAIGEF IR RTC Bit/EaEE] / BHA
FHITHIBRRPNANE, BUMERFHERERZRIZHIRER, EEEHEE LHNEMEH, REREE
Eo

1. MR EHARXEENESTITHIIRIRENR, BREXA,
2. BIEHISRRNRIRS AP ONTT, ARBEHSERREREARAN—F

BT RISSRRTEEANER, FRIERSHER XM,
3. IRIEFREEM N RAH T,

NREEETEEEMREE (QSFP 3 SFP) , FICBEFEANAENERREEN.
4. BT HISREIRIE NG
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HRBENGEBEE T2 RTIUE,
BAWMFFERISRRRNTFTHERBAMNERES, HEHEEL
ReEMABEREAMNBYEFLRET,

d. AEEE TREANEENBNEE RS, ARRKEHSEREREEFLEUE LT,

e. Release your thumbs from the top of the latching mechanisms and continue pushing until the latching

mechanisms snap into place. +}ZHlIZERN T2 IHNF SHFEBLSTTF.
f EERREBNEIR. ENLTEHEREAIIIN. ARERREERIER,

o ®

(9]

HREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

9. 7£ LOADER 7RI E (F4E 28,
5. BEITHIZR LAVBYRIFI B HA:
a. fff show date LB ITIRR RIFAVITHISE LAY HHEAFNATIE]L,
b. £ B5=H2% LAY LOADER fenfit, 1ZrdialflE A,
C. iNBMNE, JEFH set date MM/dd/yyyy e 1B HER,
d NEKE, B set time hh | mm : ss @PTE GMT FIRERTE,
e. WA BARiT IS LAY B EAFN AT E],
6. 7£ LOADER R4, ¥ bye NEFIAK PCle RAEMA M, HitizHI2ZERBEh,

7. R HI2En01E0E, FHEHIMEIEFIETT. storage failover giveback -ofnode
impaired node name

8. WMREBEZHBEMNRIE, BEHBHAE:. storage failover modify -node local -auto-giveback
true

% 5% KFHPEZFHRE] NetApp

REBEMRHE RMA HEIRSIEERHIEE NetApp o "HIHHEREFEREXIFAER. BESINITH.

ASA C2500YE E:H&

LT RS BMEXHASA C250F R FBINEIENIE. 1F1AI0NetApp Hardware
Universe (HWU) T f#Itb Z & R ARV TE M

ASA C250f9F EF&

* FAECE: ASA C250%4158 HA Xt

* RAFRIBAE: 14736 PB

* A7E: 128.0000 GB

* IMERS: 2U #1FE, BE& 2 N HARHIZSHN 24 D IRGHEZIEIE
* ONTAPhRZS: ONTAP: 9.16.1P2

* PCle ' B1&: 4
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* {KONTAPhRZ~: ONTAP 9.13.1P1

mai BRAE
* A1 NAS
* #8: SAN; HAXI: 6; [RIAR=: 8.8 PB/7.9 PiB; &xAKAF: 768 GB
* A HAN; [RABE: 1.5PB/ 1.3 PiB; :ARTE: 128.0000

PN

RE 110

* MY LAKM 25 Gbps; wH: 4
* Wi LAKM 10 Gbps; wH: 4

SRENGEH
* Y LK 100 Gbps; iwH: 4
* WY LAKM 25 Gbps; iwH: 20
* WY LAKM 10 Gbps; wH: 4
* #9¥: FC 32 Gbps; #M: 16
* #i¥: NVMe/FC 32 Gbps; #®[: 16
*EwA: 0
EiEmO
s Y. LAKM 1 Gbps; iwm: 2

* #i¥: RS-232 115 Kbps; IwH: 4
* hi¥: USB 12 Mbps; ##M: 4

S FFRITF BRI
- FC
- iscsl
- NVMe/FC

ARSIRIEAE

* EIAITHER: 2906 BTU//\ET

* FIERTRIINZE: 3750 BTU//NEY
£: 543246 AF
:2U

Heh

o
Kt
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. 19 =~ IEC HIZRFRA (17.6 T~ 44.7 [EXK)
RE: 21.38" (54.3cm)

TEREMERAEE: 10°C & 35°C (50°F & 95°F) , Bik&mv]iA 3048 K (10000 HR) ; HEHMEE
8% =E 80%, A%

ETERELEE: -40°C £ 70°C (-40°F & 158°F) , Bihmes 12192 K (40000 £R) , HITEE 10%
E 5%, LAk, REE

IR WFMFAIIE (LwAd): 7.2 BE (LpAm) (BEMELIE) : 69.1dB

&t

Compliance

EMC/EMI iAJE: AMCA. FCC. ICES. KC. E&s}. VCCI

Z2INIE: BIS. CB. CSA. G_K_U-SoR. IRAM. NOM. NRCS. SONCAP. TBS
L 2/EMC/EMBAIE: EAC. UKRSEPRO

INIEZ £/EMC/EMI/RoHS: BSMI. CE DoC. UKCA DoC

trAE EMC/EMI: BS-EN-55024. BS-EN55035. CISPR 32, EN55022. EN55024. EN55032.
EN55035. EN61000-3-2. EN61000-3-3. FCC % 15 #8593 AL, ICES-003. KS C 9832, KS C 9835

ERS: ANSI/UL60950-1. ANSI/UL62368-1. BS-EN62368-1. CAN/CSA C22.2 No. 60950-1
. CAN/CSA C22.2 No. 62368-1. CNS 14336. EN60825-1. EN62368-1. IEC 62368-1. IEC60950-1. IS
13252 (58 1 &h9)

B

EF UM ERERITHIZS (BMC) IONTAPEIEIEO

* UARMERITHZR
* RS EBIR
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HRINFRE © 2026 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESLBEITFA, ANAEPZIMRIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.
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