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1. AR BT AutoSupport « N3&E:d A B AutoSupport B E 21 BrhelIiE RG]

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JHE 22 1E B oh 6 Z 2= 5%/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover modify -node impaired node name -auto-giveback false
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LOADER &R FF BET—%,

EEFRRE & Ctrl-C , ARTEHIUERIEE vo
ARSI E RS MIBTTIERE R RS R E s E (FRIRE 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderig = fFo
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10. BB RNASS BN THEENTT, ARRKEHERENGE.
N. BWERMNR, BERETEEETHEET.

MBELE, BFRLBM TR EEENENEE,

12. BB RSiE EIL:
a. KR T Em FhEE R E R,
b. F—IRFIEMEBINRNKE, AR TREBIINBRN—iE, WESEEERE,
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* FREEHNBAEIEE KR
° IRBFAEIESR (OKM): FEEECENZEIEMEHEE
° JMNEREREAEIRES (EKM): BERB N ST X!
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pem
B
1. £ LOADER B~ F, BEIBmINRIMmEIE:

boot recovery -partner
FEEETUTHR:
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. BERNMTRRERELRE,
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I3 F25E A 27 Installation complete JH B,
3. RAENEMEBR, HERUTEEZ—:
MREEIHES... 1B1E
key manager is not RSB RLEEMEINEE,
configured. Exiting.
a. FEFEREREM.
b. BRI AHIIREFMETIE:

storage failover giveback -ofnode
impaired node name

C. gifk ENEABENRIALIEE NREWERT .
key manager is BERENMZINEE, siFmEREAEES,
configured.
@ MRAFZTEIRFNZRAEIESRIE, WETHRER, HEREHAREEREFTHER
FURBLERD (IRESIMNE) o BEIBIRTR AL,

4. FEREAGRENENIEEREAERS:



WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&
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BRIGE MR B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELGTHETREIRZEMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPIE BT R IER B THIRMHEUERS, BRI REEEM+HIE[ELNetApp”s
RRMAI R TN BUR [El25NetApp - ASA C400

SNRTAIASA CA400 AR FHFHENBGHINESE, B HIEEHIREIZ5NetApp.
14:5\%.@*[] E?ﬁnﬁﬁ LX?*HYE;LE 1o

5207 "5l
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J2EIIRIE - FapihE
REME AT R RE TIEHIZ - ASA C400

BIEEEMER, WEMERS. XHEHSE. BREHNHR. BEiRERE. REN
BN RSINEE, FHIGFEHASA CA00FERARRIBENT TR,

NREHNEFERGTITRIRONTAP 9.17.1 NESMRE, BER"EENMERRF" MRENRREITHER
HAhRASBIONTAP, NIAERF BT RE T2,

o "BERNTREKX"

BEEEMBMNTRNER,

e "I BN E A SHFIRES"

MERKRBAT X2 BAEERERWHEHTT 7 INE,

e S

FEFMEIN R, 1EXAITHIZS.

o "EiRE TR

MAZEERRPIESEERN TR RRERBHNER. ARERUSBATFREIZE T RONTAPIR G,

o "B E R

MUSBIRTH2E S EIONTAPHUE., IERX G RFAHIIIIFIET =,

e "REnnE

MONATPEEhR B M E R Z A E IR R B INIRAEIER,

o "R E SR IR 0] NetApp”
REREMREME RMA X BB 83 4HIR [E] NetApp o

FrIBIRAMEREX - ASA C400

TEEMASA C400 REFMBEINTTZEl, BRERBEHAINERNVEE K, XEIFHER
TREEAESFMEAER USB INEFIRTHeE, HIIEERA ERIBIREENES,.

NREHTFERSZITHRONTAP 9.17.1 KEShRA, BER"EHENNERER". WRENRLKEITHZR
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HAhRASBIONTAP, MIAAERF B RE T2,
T—FEHA?
BEEEMSIRNENERG, BFBRNERNT R LAINEEASZSRE",

MENMZZAZFHFTIRZE- ASA C400

BRIRFERALNHER2. EFERIEBMNNT R LENINER %HE'ZH%EHK?SO KEE
HIONTAPhR A B & 32 #¥NetApp ENNE (NVE). %I?ﬂ? hIZEZ AT BNERREESER
FIEEIRT

NRENEFERSTITRIRONTAP 9.17.1 NESMRA, BER"EENMERRF" . MRENRRSITHER
HAhRASBIONTAP, MIAAERF B RE T2,

ER}

FE 1. 10F NVE ZFH THIEHIJONTAPIRAER
B E ZAIONTAPHR R BB 21 5NetApp B NNZER (NVE), LUEEE L FEHIEMAIONTAPIME SR E R BTN R

p
1. EEHONTAPR A B &S S INE |

version -v
R EIE 10no-DARE, MIEHVERFARAARZRINVE,

2. FHNE NVE ZIFAIONTAPE
° INREF NVE: TEHFEENetAppEINZEBIONTAPHIE
° INRAZIF NVE: TH AT NetAppBEMNZAIONTAPIRE

@ MNetAppZ#FML T EH ONTAPBEREIZR HTTP 3¢ FTP RS eSS (3, 1EFif
Bt REEER, EEEEIRME S,

5?’%2 [_II_LIEE"EH EE%%'H(ILA#%{ﬁEEE

EXAMPEITHIZR Z AT, BRI EEREEFRDVEEE,

p
1. MELNRZ LERT WM EREES:
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ONTAP ks
ONTAP 9. 14. 1HEShRZ

ONTAP 9.13.1 {2k

BT e
security key-manager keystore show
* MRBATEKM. EKM N&Em<SEEARTIH.,
* MRBATOKM. OKM M&E<imE L,
s MNRKEHAZAEIELE. No key manager keystores configured®
N=Es<hEIH,

security key-manager show-key-store

* MNEBATEKM. “external ME&ESSHEEHPTILH,
* NRBATOKM. ‘onboard N&fEsm<iaHsH,

* MRKRBHAZAEIEL. No key managers configured M &7E &5
Lt AFIE,

2. IRIERGPESELE T RAEESE, RITUTREZ—!

NRAKRECERAEIES:

BRI R MK AR IEERIRE, HASERITIIIER,
NRECE T EAEER (EKM 5 OKM)

a. WMAUTEASS, EREAEESRFIHIIERRIRES:

security key-manager key query

b. EEMBERHANEHRE,

AR B EMINIME,

‘Restored 1+, IFIIERZEAEIEEE (EKM 8 OKM) BB HINIER

3. BREENEAEER LA THEN RS E.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R XA EEGIEE, HASHITIIIER,
NREFARETHERRE true’ E“BIRE"FIH:
a. BN EIRAERIAME D ERHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
i, 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) B AERVEEF R T AEIERNIENSEECREZEAIE, NRESH LG
%_L-LI:I , 1B E*,%NetAppi'Zﬁo

b. EHINFIE B IRIERRHERE
security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

*onboards
c. &1 OKM 58
. PRSI SR PRIE :
set -priv advanced
BEN 'y HIRRAREERT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. & 11s B8 HIE R IRA R B EXXHFF.
MREFHRIRPEFEFHNE OKM, EEBELENHES.
iil. IREERRER:
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

KAERIZE LA ITF IR R E - ASA C400

5eAt NVE Bf NSE £55/5, BFEEXHARIIEHE. ERERTENEENRESE XiH
HIEER PR ES.

INREHTFHERSBITHIRONTAP 9.17.1 KEShRA, BER"EHEHNERER". WRENRLEITHER
HARRZSHIONTAP, MAFUERFohBEeRE T,

HI1 . KESHEE
5eR% NVE ¢ NSE 555, ERBXAZHITHIER.
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TR
1. B =HizH2s 279 LOADER $27R4F

MNRZHITHIZRETR ... B4 ...
LOADER &7 #&F ¥ ZE "Remove controller module" .
EEFEFRE .. ¥ Ctrl-C , AIBEHIUERINEE v,

AR HERRTT AR MSTEBNEHSREENEERMNERR. storage failover

S RAT)) takeover -ofnode impaired node name

LS RIEHI 28 B 7~ Waiting for giveback... BY, 3% Ctrl-C , AEEE v

2. 1£ LOADER &7~ f¥&t, A printenv LIBRFIERIIFREE, BRLFREFRBHEXHH,

() OREHRERFRTEERET, NS TEEFRElER.

IR 2 : 1THI2ER A MetroCluster B &

()  REORARFAWT A MetroCluster BE&, W/HEMILBIES B,

BRAZHITH R, EOTHEERISRAAS, AECENRERE R, UESTESEHIZRREMZIRES
e hE (IR,

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HH B EITR TR
B S E BARINE TR A E B R false. MAMEXFAZHITHIZS Z gIF ERIFHER ; BEEN "BhHas
EERED,

* NREERBIZ MetroCluster ERE, MATHIASEE MetroCluster BREIRZS, AETRATEEHRALE
ﬁﬁ'ﬂﬁ?&c\ (MetroCluster node show) °

P$IE
1. AR BT AutoSupport , N3&EZ A AutoSupport SEBZIEBTNEIEZRR]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;SHEZIF BB RGBS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. MBITIERRIIEHISZIIEHI G2 HBEMRIE:. storage failover modify - node local -auto
-giveback false

3. ¥R MITHIZE R LOADER $&RfF:

WNRZHITHZEZE R ... B4 ...
LOADER &R fF BET—%,
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NRZHEHIBETR ... BA ...
EESFHRE & Ctr-C , AREHIRREEE vo

AR RERRTN AR MSTEBNEHSREENEERMERE. storage failover

S RA)) takeover -ofnode impaired node name

L 2RI HI2s £ Waiting for giveback... BY, #& Ctr-C , AREIE v

o

IR 3 . 152U F XTI == MetroCluster #1

BRAZFITHRE, BOTHEERIZSRAAS, AECENIHUEERE, UESITESEHIZRSRS MRS
EafFfiEHE (IR,

KFUIES
* BUTTEIIRED R RERFBERATIIRS, UENBITESIZHZEME,

PIE
1. }2Z MetroCluster RS UBE R HI2S 2 B E B RIZTIEFEAVITHIZE . MetroCluster show

2. IRIEREBRET BENIR, WETRESIRME:

NRITHIZZ T2 ... A ...

2 5ol PYEHITT—D,

ENEEEES MIZITIE BRUEHIZSSITITRIALTHIRIE. MetroCluster
switchover

FEHIE, E=AER BETIEE, NNRATEE, BERRNEEAHER, WRITEBRE)R

&
MetroCluster switchover fp IR, BEAAE AL,
LHITUNR, HETIREHEDR

3. EIEITIEERERBPIBIT MetroCluster heal -phase aggregates 3%, UEHRTEIERE,

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MNRBEWE IR, ERILIER * override-vetoes” 2 EH A MetroCluster heal 8%, WRFEALLA]
TS, WRASKEESEMEILEBEIRIERNIRER,

4. {§F3 MetroCluster operation show 8 <IIHEERE B 5o
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. {FH storage aggregate show MR ERSIRE,

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. f£F MetroCluster heal -phase root-aggregates WL RBRERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

ﬁﬂ%{#g?& SR, EELIER -override-vetoes B EH A MetroCluster heal And. WIREAILLE

S8, WRSRHEBSEMRMELLEEIRERIRNE R,

7. B REEf L{FH MetroCluster operation show RS WIHEERIERTETMK:

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERHUTHIZRIR £, B EEIR,

ERETRHESFEIENIME - ASA C400

BEMRBENE, EOEH TRANERIZFER, RESNENRAEEoREEHE

USB [AJZIXEh2s.
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NREHNEFERGTITRIRONTAP 9.17.1 NESMRA, BER"EENMERRF" MRENRFEITHE
FHIRRASHIONTAP, MR FRmE T2,

B 1% HITERIZER
BIAHEHISHRIRAEBEVA M, BAMAFEFE T EHIZRRIR,

p

1. IR RN, BIEREM,

2. BIRRRIRLLEIERS, ARMEBIRFIR 4%,

3. MRS L L EIRIGE LIRS, AENEHRBER ERTRALLMN SFP (IRFE) , HE
ERA L RERR LB
REABERLEERET, UWEEERTRESLAEEREN, S4AIERF,

4. B EIRIRE MITHI SRR PENH H RTE—5o
o [ MEMMEFD, ARRRE TN,

R SR IR = MALFE R BRI4AS Lo

(EAEL yaVie

*

o BUTE =) 84t

e EHEE MANFE R BRI

6. JFTHI R ERIB 8.
R RIS EHUE HANGERY, IFHARIESZ T H B R IRAV KSR
7. B SRR AR E Lo
$2F: ERBHMNR
BRI RIZBRR PR E BB (BEIIEH SR LR FRU BREY) , AEERGAHITER,
Fraz Al
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BABHNTRNABTENE, ERFAEERBHNNMRZACERILTRNAST. BXEAEE, FEL"5%
ME7EPA" NetApp X#5iuh R _EER TR RS,

@ BHIERE) NetApp ZiFihm, FTREETRASA _statement of volatilfd o
S ER L T ohiE, EESE NN BRERBNN R

HE- BB R

SIE
1. FTENE:

FEXERRERSFEE

@ Ehef BN E

a. ¥EXERMEIBIE /IS RIRPIERE.
b. R@NEBMITHIERNEE, AEKHERLIEZET2ITANIE,
2. MITHIES BRI B H BN B Eh TR
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% 3% BEGERIIBHINR
BLENBRBINTREEREIIME, FILEEEMER USB INTZIRGIESEH BT,
FaZ
* BRTEE— USB NTFIRnHEE, ZIEnhzsEMRINLA MBR/IFAT32 , #EB=EZE/V /N 4GB

* SRTHIZRIEITHY ONTAP BGARAHEFIAVEIZS, A LAM NetApp it £ "Downloads” #3593 T4
FERZ BYBR1S:

* WIRBAT NVE , BIREBTHIRAFRIET, £H NetApp HMNE TEHRE,
° JIRKEBA NVE , BRI THIRATRIIET, EAMER NetApp BMERIER T THIRE.
* MREMRSE HA X, MBTEBMLREE,
* MRENRFEZIMIRYE, WAFENEER, BELER var XHRSE, ERIHITHRINIERBDD.
pg
1. RHERAIARSSBRR M NetApp SziFik = FEHEHE] USB IN7FIERNER.
a. KARSIRE T HEIZEIZA BN LR TIE=IE,
b. fRE4ERRSSIRK,

@ WNEREFEA Windows IZEXNNE, 1BEZER WinZip 1I2EXWE B oG, FERAEMIZET
B, %0 7-Zip 3 WinRAR o

FRERRIIRS RES P ER IR
=1

" EFI

C. ¥ Er1 XHEEHIZ USB A7FIRENEE EVTRERE Ro

@ NRARSREZBEFIX 4R, BESH" A TFASHIAFFE S ENZEMERNRSRET
HOHERDEFIX 3=,

USB INfFIEcheR L BB EFI Xk, HESZHIEHREITIRSMRE (BIOS) RAHERE.

a. NZICAHRPEE USB AEFIERES.
2. MRERXAWBERE, BEXALBRE,
3. RHEHISSERM RIS VAR O, ARBEHSEREEEARSN—F,
4. EMRESAEIRINE, HRETEENNRAHITHL.

EMAN, MREBETAEEMREE (SFP S QSFP) , BSHEMREEN

o BHIFAEBNBIR, AREMNREBRAEES.
6. 3§ USB INTFIREpZIENITHIREIR L B9 USB $E1E,

HatRIE USB MTFIKRISR REEIRE USB g MiEEH, MARE USB iEHaimOH,
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7. SERHT RIS RIRAI LR

a. RERLEBABRR, ENRERRAEIS, ARRKEREEEIR,
b. RrzHIBERFFENNE, HECSPIREEH T2,

EHISERELRE, BETHE L.
() #EsISmERBANIES, BIRAEA, UGHRREES.

EHBEIR— B 2B ERENAET, maFaEs. ESPREEE,

a. [ LiEBiERP, FEMR, LUBERBIESE, AEBERRIIBEMNSE,
b. NRMKREBHREMLEIZIRE, BEHLTEZES.
8. #% Ctrl-C 7£ LOADER 12/ RFFMELE, LIRETEEdTE,

MRERWEIMEE, B Cirl-C , EIRBETMLUShRIEIPIER, SAE halt T2 LU SHRINEIER,
9. WNRITHIZE (I FIEREI S ILLFIEIER MetroCluster 1, NIHTIAR FC EACEAIE

a. BohF4HPRI0. boot ontap maint

b. & MetroCluster i [11& B NB&ITERF: ucadmin modify -m fc -t initiator adapter name
C. halt JREIFIRI: halt

XEEE T RSB TR SE o

M USB Izh2gFapiiE BEhiE(R - ASA C400

ERFEPREMIBHNRIREE. ERILUMUSBIEEI2E SR MEMRER. FHMECH T3 =ik
RECE,

NREHNEFERGTITRIRONTAP 9.17.1 NESRE, BER"EENMERRF" MRENRREITHER
HARRASBIONTAP, MIAAERF B mE T2,

FIaZ Al
* B RERENA B EE R MR SR,
* FRINEIRE e E RGNV,
* MELHRRZEEAMNE, PR 3 R, BREEREZTEBINEREZFENNED,

p
1. EtKFEITHI2809 LOADER 2R T, M USB INTFIRENZR B o ERE

boot recovery
MEHREX M BMUR T AT,
2. HIMRTREY, WAEKRZFREIZ Enter BIERESHETHIRAER.
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3. BERIEATIEAIONTAPRRAHI S BINE var X RS
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ONTAP 9.16.0 S{E R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g Rz —!

* IRRSAERNE, EMEEIFRERERE X 1 EFBE

" IRRSERAME, BREREME",

ONTAP 9.16.1 S{E = kR4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctrl-C 8B R BB,

f ITUTRIEZ—:
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" IRRSERAME, B REME"

4. Rz a4 2ok R R xT s,
O W RIEFEEEHSBRME EEET:

/

storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:

storage failover modify -node local -auto-giveback true
7. {NRBA T AutoSupport. UER B shelE2H51:

system node autosupport invoke -node * -type all -message MAINT=END

S HN%%- ASA C400
mE BB R L=

INREHTFHERSTITHEONTAP 9.17 1 HEShRAS, BER"EIENERRF". MRENRFIZTHZE
HARRASBIONTAP, NI RFhRchmE d12.

RIECHEZAEIRSREE, STRENNSRUMERANE, NRETHECSNRRAERAM IO BAEESE, B0
BRI REREIZF AR E,
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BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager
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BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,
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BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR IR -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfEMR CFO BERMfE, AP EAEESSE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

AR 2R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

SR B AT AutoSupport. MR ER B &hIEEZRA]:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETEES (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&



KT R HlE

1. A E IR R R ST HI28 L
2. JEIREIR 11" MONTAPB SIS &,

ERBhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o
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Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. INREZATBIRiE. MWFEREE:
storage failover modify -node local -auto-giveback true

7. SNR B AT AutoSupport. MR BhelEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END

BRI BT RRIR[EI4ANetApp - ASA C400

RIBEMHREMEY RMA iR BRI S AR 4R ] NetApp o "SMHREIFIE R "B XIFAE 2.
DADALE

MAa

WA BB AR - ASA C400
EEGNFE, DIEXBHEGSERMNZRVERZESZRVEE SHERNFHTIFE,
RIS EMAGSRIERTIT; BN, ERARERRASE,

S
18
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* BRI IRED RS RAIFHIFTE ONTAP IRAE SR,
* IWREPBIEMASTE. WTNTRER, ZTRERRLESTEIRSS PEFIERD ST,

X AT HI25- ASA C400
FERERTENRENRESTE XFTIEE ZHITHI2s.

W1 1 TE AR K A 28

I EERATFAENT REBEN RS, BXEHIFEENEEXFANFMAER, BB "EEXANBHFER
SRR T e —NetApp RN E"
Fraz Al
* RREAENERNNRIEE:
° ONTAP WA EIE 5 FR.
° FMEHIZZHIBMCHI A4,
* MREIREHITERMMEN I AMIL S,
* ERAXAZ RIERIESR B, B8R
° PITHM "ALETIRRRE",
° Y5ONTAP AR EI R FHIEINAR A,
° fRRERR "Active |Q BEIRZEEFXI . B FRAHFIEMKIE. HISNRSAMS EHILED,

p

1. B SSHERFILR. HECAARMITH SALMEIRABRATH EMEFTNEATRER,
{FLEFRE & F iR/ EH1517]NetApp £ 4t L BIEHE.

HEFIMBE G ELL,

SNRBA T AutoSupport. MZRLEBIZZRA. HiERAGTTAZ KETE]:

> w0 D

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. WEFRB SBFT R AISPEBMCHthiE :
system service-processor show -node * -fields address

6. JRHEEEEShell:
exit

7. R E—S ity E AT AT S AIPHIHET SSHE R FISPEBMC LU IE#HE,
INREERNRIEE G/EICABR. FEAERNEHEERTREERIITHS,

8. HEZHWIAETHIR IR

40


https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

3t FE B TEStrictSynctR =, FizfTRIEI 2 SnapMirrorfy&E8%. system node halt -node

(D <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

0. MNRHIMUTER, BAHEBEPNEMTHEMN Y
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. EHFEMTHREE. ARETNHEEFRETR.

WEIN 2 © XFT & MetroCluster B2 & FPRYIEE] 28

BRAZHITHE, BOTHEERISRARS, HELENIHUTERE, UESITESITHIZRHE8 MRS
e B TR (AR,

KXTFULES
* BT MIRED R REREFBEFEL TS, UEANBITESIZH AR,

ST
1. ¥&Z MetroCluster RS UBREZIRITHISS ER E B2 E{TIEEMITEEISS: MetroCluster show

2. IRIBRERET BohtIif, WERTRULHR(E:

WMRITHIZFZH ... B4 ...

B Btk PEFEMITTI—D,

EN=EIE MIBTTIEBBEHIZSHITITRIAIIRIZIE: MetroCluster
switchover

KENR, BEEER EEGRER, RATEE, BRRREEAHEIR, MR EBE R

MetroCluster switchover Bp IR 1= BRRARE AT,
LHITUNR, HEDREHD R

3. FIBITIEERERFHIZIT MetroCluster heal -phase aggregates 3%, UEHRITIHIERS

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MNREBEWT R, ERILIER  override-vetoes' 23 EH A H MetroCluster heal 8%, WREALLRA]
TS, WRSKEESTMIEILEEIRIERNIRTIR,

4. {§F3 MetroCluster operation show 8 < IR ERE B 52
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. {FH storage aggregate show MR ERSIRE,

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. {5 MetroCluster heal -phase root-aggregates S IBERRS.

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MREBEWET IR, ERILIFER -override-vetoes B3 EH A MetroCluster heal 8%, WRFEHALLA]
B, MRS ESEMIEIEEEIRIERNIRT IR,

7. B REEf L{FH MetroCluster operation show RS WIHEERIERTETMK:
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. ERHUTHIZRIR £, B EEIR,

EHEE- ASA C400

RRE. BEIREIEMEFIZRRMZ BN EMTIAE. ARRRENAEERNSZH
M2 S BRI RIS,
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$£1%: HTERISER
BEEHANGE, LAMIBHAEFE TEHISRR,

1.
2.
3.

7.

NRIGHREM, BIEREM,
RN EIREEERS, ARMEIRPIR T4k,

MRS E S A EEIR S FRVRIFT, ARMERISER LIRTRALEM SFP (NRFRE) , HiR

FA A BVIER B
RSGABERLERRETR, WEEEMRELLERREN, H487/8F.

MEHIBERN AR MNE AL BRI EHEHBE—S.
| TR ANBEFS, ARRIE R ek M=l

HEAEHIZRARIR = MATAE RBETRAS o

Rl 23R IRB HAN S

R HIZRESUE HANGERY, IFHARIE S T B R IRAV KSR
REHSERBERENME, HFXEPHSZ—MEFRISRREEXET R,

$2F: BENE
BAFERIERENRRRE EERE, EBTRIT-RIMSENES,

1.
2.

©© N o O

10.

SNRIGHREM, TBIEREM,

WERE, FRMIAFMEERE—MOAD, AERBHEABE, BEHEIRMIEER LRIXT R LT
> MIET TR,
| TEXBEEROSIEF ERNBFEREH, AEm TRl ORiEF.

R RIRZ MANFERS H— o

RXBERMANFEREERL, BRACHSNFREZER, EFERSMIEDREL,

C) NERIREGE, FIRLRENERNFRENBIRRAESS, URERZAMIETREFHER

TBHABHE.
R KB IRRIRTE—55
MHRFIBENBRREE AT R,
RXBEREFONTT, ARKBEBAIE, MMTEEBNERYE.
BN BEERORIEF, EET2EEINET,
NEBEERTEL A, LEEFEBHAS.

ROiEFR LRI EASUE, BERABEFERHB-FAZMEMUE.
WHRNBEREE ERDE,
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B 3L MIgENREHARFNAEREHANFE

BT MIGENERARRNERE TIMENE, AR EERNHE,
1. MR EREH TR,

2. @A BNFERERAVESIEENERFIVIZRSH, RERTER.
3. WIRE KM, BIEFIEM,
4

-Eﬁ¢kﬁ@ﬁﬂﬁ§%ﬂ&ém%ﬁ%%m%$,H%%ﬁﬂ%ﬁ%ﬁ%%ﬂﬁﬁ&ém%$wm%%m

. BT R BNREVRIRFHIESR,

6. fEFMIBHFEPREN T BRET A FERTERE E 2R EVIR IR T E.
7 MNRERREER, BEREHER.

B 4T RETFIZFRIR

RiEHBRREERIFHIAEE. FERHE.

X TFER—HEFEER MEHISFRIRN HA X, ZEEHBERNIMFLNEE, RA—BERET2ENAE
, EMaRRERBE.

1. BHSIERITRI SRR O, AEBEHSERE RN RAN—E,
(D) wosssIBmRE BT, RIERGIETERER.

2. BIEH e EMERITRIRER, AREMERERERD.

3. FERITHISRIRALEE
a. FHEFEENBR, ENTERRANER, ARRKEREREEIR
b. EABIE RS IEHISRRIREFEANGE, BEBEABFR L

() #EsISERRANAES, BRAEA, UGHRTEES.

C. RSiE Bl Lhete, EEMMLIEHFRIER, KiEHSERTEENIFER, ARFHEHBkEED
ENE.

THeEIR— B e EEENET, meFrEn. E&EPkETE,
d. MNREHAEMHREMELEIRERE, BEMTEZILE,
e. & ctrl-c HTIEE EshdiEH E5E LOADER .

() mRRGEBERDREARL, BEEEHI LOADER T,

f. 7 LOADER 2R 7%4, M bye UEH#IMA PCle RRIEfthB 1,
g- ¥ ctri-c FBE I REHBRIMEEFIR TR

MRARSREBERNRERL, HEFERE5HE) LOADER ELL,
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4. EE FRPRE, RBEZMTHIZRREIFFEF,

SERR R B3 72- ASA C400

B IR IRE (M BIRMAR BRI IEAN A B HAR S H G SR SRR M43 NetAppo

$£1 5 BIBHKENFERN HA RS
T EIENFERY HARTS, HESENERMILASULEEHNARSREE,

1. EEPET, WE—ITHIZRIR BT A S RIRAMFER HA K

PRA MR HA KSEBR AR R,
2. MRANEETHRFRESSENRAREFLAL:

a. BN HAJKE: ha-config modify chassis ha-state
ha-state_ F9ERI LR U TEZ—:

* ha
" mcc
* mcc-2n
* mCCIP
* non-ha
b. #IANSBEEERN: ha-config show
3. MNRHKRMITIIRIE, BEFMARANERT D HITHE,
4. ENMRERSAIEEAIIEIR,

$2%: ENT EMetroClusterft E P HIEIRE
SN RIE A7 ST = MetroCluster Ei &,

B
1. BB T 22 BT enabled IRA: MetroCluster node show

ha-config show
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cluster B::> metrocluster node show
DR Configuration

Group Cluster Node State

1 cluster A
controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

DR
Mirroring Mode

enabled heal roots

enabled waiting for

2. BIFFRB SVM LHEFHRIP BB E5EM . MetroCluster SVM show
3. WIHMEERFEERITHEMRBE LIF TS EMIN5ER: MetroCluster check 1if show

4. 155

WRYEFE Eﬁkﬁ@?%%
show SR IOEIETERH

BITIEENEEPNERIT = E{FAH MetroCluster switchback #F<
S. WFYICliR{ER

EBE5ER: MetroCluster show

cluster B::> metrocluster show

LHITYIEL

LHEBWTF waiting for-switchback IRESH, YIEHRENDEIRTT:

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEBT normal IKEBY, HIEHRIESEM.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

TTHELZIIRTS,

6. EFHEILEA SnapMirror B SnapVault E2E.
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% 3P KHPESFHIRE] NetApp

REBEMRHE RMA HEIRSEERHHIEE NetApp o "HHEEFERBXIFAER. BESITH.

i
ISR R T A —ASA C400

B NERBIIRET BAVRIR R, F AR ONTAP R ER S AE R IEMATRIR R
1o
* A IRE IR EB L RE R T
* MRIEHRSRA MetroCluster BBE, MAFEF—T R ERNOMERES B UHEREMEMIIE
e B

MRXZBENERNRESE , 1FER, IR/ \TTR MetroCluster FEE FRRVIEHIZZRVIEHISF B IRIE
F$B 5 HA W28 E4EEl,. No MetroCluster-specific steps are required because the failure is
restricted to an HA pair and storage failover commands can be used to provide nondisruptive operation
during the replacement.

* BRI IEAA 4 R MR U EIBNE R FRU A,
* BTG R SR IR EHOVAR R SRR RIR, R R BT H SRR AR RS,
* ERBETEULIR D B E U MR D28 S IX ThaR 5,

* EUIRED IR R, BINgEEMRIIERIZZEE replacement 15H28, LUE replacement =28 1E 5 R
il 2SR R IERE AR ASHY ONTAP FS 5],

C ESUEERNRAZLNAUTSBHRNHS:
° RIITHIZE IS E BIRAVITHISE,
° replacement nodge T—MTiEHIES, AT ERZRAVIESISR.
° health =28 21517 LEF RUITHI S8,

* IR TIR LRI HI2S A9 H B 4 IR B A SR,

IR N ICIRHREPBRINER, MEER LN BT IZH 7] 818 BRI U 1T R R R

XiAZ T HI25- ASA C400
FERERTENRENRETE XFTIEE ZHiTHI2s,
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BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

BT SRR IR B - ASA C400

B EHITHISSEREC, B IEI FRBAIESEEE, R FRU AABEERAREH SRR
, ENFERREFRANERIZFER, ARRKARGBoIEHIFRI

%175 HTEHSFRR
BininEH SRIRABBVANS, BAMAFERE TEH SRR,

1. NREERIEH, BIEMEM,
2. BIRERIRAEIERS, AEMEIRFIR T4,

3. MR AHELR L ERIRE LIRS, AENEHSBER R TRASEIN SFP MIRFE) , HR
TR AR B,

RGABELLERRER, WEEEMRELLERREN, SH447/8F.
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4. B EIRIRE MITHI SRR PENH H RTE—o
o [ TMEMMEFD, ARRRE TN,

R SR IR = MATLFE SR BB 475 Lo

=

=) O,
2o (S
/

o BUTE =) 84
e EHEE MANFE AR BRI
6. T HI B ERIB 8.

R HIZREUE HANGERY, IFHRRE ST H B R IRAV KSR
7. B BRI AR E Lo

8. FEEIRFARVITRIER |, EAthE, BENE NS BITEXEHMIZHI S ERPEI T =00 AR

T iEl- M BB 2 PR Bl 2R AR R R i PR == BOFE AR
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PCIBIER

PCIE

#F PCle RHRRIREFIERIFRE SFP 8¢ QSFP 151R,

1. BRI HIBERPB — DA PCle RARS ERERITHBRRIR:
a.
b. AR A MIBIRAR B RE P i e _EhEdE HEE X E 75 | h.

ISR = M B IE IR TR BRI 2o

. RRIEAR, ARRKEBEBRANEH SRR,

d. BFHRAR SIRARIEEN ERHERIXTT, FRARE TREER L, SRAREEREN TR EBEET
, AERETIERAY, EHSEARLNEBIREF—.

e. WiRAR 2 EEMFE,

2. (ITFRAMR 3, HITREFR, ARBXAENLEIERBREH SRR
a. #I'F PCle RHFIRETFIERVFAE SFP 8¢ QSFP 23R,
b. AR A MIBIR AR B RE P e _EhEdE H 2@ X E 75 | Eh.
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I 124 = MIT I 2R IR IR P B S0
C. iRk, AEKBEMEFRNFTRE L,
d. MAXRERENERIRET, AR REENGETRRREE, AERBEREFIRBNEHIZIER,
6. BRBEREIFRAWITHZESP, HERAEMEBITEEERE,
f. EEIRAAIEHIZ IR R = MEFIR,
%5 6 & %) DIMM
EEEE DIMM , AERKENZHRIITHIZERBESRITHIZER,

B BUERIFRAVIERIZZRR, LUERILUE DIMM B MZ AV HIZS RIS £ B i ARV SIS R R R AAE N
T

TR UMER LT EIE, EERE NND ER DIMM MNZRBVIEHIZEIRTE Z B i AT H 23R,

& -#%51DIMM

NVDIMM: Slot 11

//

6 7 8
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128GB
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2,4,7,9
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2. ig MEEF DIMM 89751, LUERTLUZIEAY A [EE DIMM 1\ B0 A AVl 238 R R,
3. 393 NVDIMM EB IR A R IE NFTHTHI 238 IR

4. RBZHUTHIZERPRY DIMM B EERITHI SRR

() ®ERES DIMM REIIZREHIS R & RHF—E
a. IB#fah DIMM FEII) DIMM 3t £, 1§ DIMM MWIEHER3EL, B4 DIMM BHIEE,
(D) /IVDIBE DIMM #0302, LSR5 DIMM EBESIR L B0 BRI,

b. 7EFE R FARIFEHIFEIR LI FIMERAY DIMM $E1E,
C. #fR DIMM & LAY DIMM 3#HRERTFHAME, AERK DIMM EEHHENEE,

DIMM REEEEEER, BN TEN. NRLE, B8 DIMM SHEEEFRXMFTHEREN.

d. BMQZE DIMM , HIAESSOMTTHELBNIGE,
e. WHSK DIMM EEXLEFHIE,
5. ¥ NVDIMM BBt N\ E 1R,

HRIELBIEEE RS RIR Lo

B 7T REEHIZFRIR

KR E A MNZHRITHI SR IRTS E B IRIEHISIRIRG, XIS BRI RRLEINETS, AERRKEBE

LRI T

1. MRHEHRXAMBBRE, BEXALBERNE,
2. BIEHISRRHRIRSHAEPAONTT, ARBIEHSERREREARAN—F

(D) ErEERSERELEAER, RERGIETEZRM.
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° REH 2B AE

9 BE B

3. XRAEENITHIQIHOMALE, UEERLUARRZURITUTENHNES,

() Rl BaREE RS ST R,

4. STRUIEHIERIRIRAI LA
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o WERAENBR, BFEERRAHER, ASHEREEIBRE,
b. ERMEISREISEREER NG, ERHEINFE L
() #EsISERBANAES, BIRAEA, UGHRTEES.

C. BRI Bim Lhetk, EEMMLIEHFRIER, KiEHSERTEENIFER, ARFHEHBkEED
ENE.

EH2ER— B2 EEENMET, MEFBER. A&THBNEE.
d. MNRERBHLERASIERE, BERREZILE.
e. % ctrl-c HETIERE BT EH EE1E) LOADER

() MRRGEBERDREALRL, BEEEHI LOADER T,

f. 7£ LOADER 2 R"fi&t, HWIN bye UEFHIIAK PCle RAIE LM
g- % ctrl-c TR NIEH BRI NERFIR TR T



NRAGUSEERTIRAL, HEFBENE] LOADER EI,

RRHIUF RSB E - ASA C400

FTEAEHERABNELIFIRIUG, BRI URIEERIZH SENRE RAEKE, HiRES
EEMEERAILE,

$£1 T EERTHREIREHIIERSHE

TN IR HA IR TR REFRYIEHI SRR 50 17 BC & P p] SE RVBY (8] Ak 55 28 10 B B A BV Kl S8R R LRI 8]
E)D?EI HA. WNERESEIM HEARICED, MISAEERITHIZE R FEEXE(E, LUBIEE P inr] sEEYEERMmE
KFUIES

BEVEEBNRR ENAS BRSS!

* replacement T1 R IIRIEL BHEMZHRT /BT R0

* health T s 2 replacement 15 5219 HA B2 15 o

Pz
1. YN replacement T3 "ATE LOADER 1R, EERAEZE] LOADER R FTAL,

2. £_Healthy node . ¥MERZESE]: cluster date show
A EAFIEY & FREER AN X,

3. 7 LOADER 2R 4k, #2Z replacement T 55 EAYEHAFIAYE]: show date
BERFNBIEILL GMT &Ko

4 MEMNE, BEERTR LU GMT EILIRERER: set date MM/dd/yyy
SO. MNBEME, BHEBMRT S LIEE GMT BYj8]: set time hh : mm . ss
6. EMEHIEFIRTAL. HIA _reender T FAYEHAFIBGE]: show date

HERFIBS 8] LA GMT FRiRo

Step 2: Verify and set the HA state of the controller module
TSI H BHRIRE 1A R, HELERNERIRSULRENRSRE.
1. EEPET, MIREHISERIIEPTE A4 S 2R/ 1A K& ha-config show
FRB A4 HA RSERZAEE.

2. MR BTRAITHIBERAFNRSSENRRELERLER, HAEHERIRIGE 1A state . ha-config

modify controller ha-state

ha-state FIEAUSUTEZ—:
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° ha

° mcc

° mcc-2n
° mCCIP

° non-ha

3. INRBTAVTHIBERAFRE S LM ARREERILE, F/ITHIZRRIRIGE HA state . ha-config

modify controller ha-state

4. HIMEEBEEN: ha-config show

BN RFHITEEEHEN DECHLE- ASA C400
B BTN ER A IR E R EOCRASE T IRES R,

F15: EMNARRHITHRE
EA LT AEARIETHI SRR EMERNELESE . "Active 1Q Config Advisor” o
$E

1. FHEFH L Config Advisor o

2. ANBERRANES, RAEBEIZWELIE,

3. BEHMLRI*, ARKERL. BWRETFHEMERBEMEHENEREREY, UBELLINHERS
Zla] o

4. BHEENAEIRE, SAFHE Config Advisor B, UM EH AL,

29 ENMOERHE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. {8 RIEB TN replacement =425 RS
ID ek, AEWMIAENES BRI,

It ES BUERTF7E HA X HIE1T ONTAP AR S,

1. AR replacement IEHIZR A FAEIFR (B3 > B8R , BRUEAIFENXHEE LOADER #RFF:
halt

2. 7£ replacement %28 ERY LOADER 154k, Bopizhlzs, MRALGEARS ID FALEMETEBERA
ID, #E%IN v : boot ontap

3. IEFfF waiting for giveback.. HEERTE replacement I=HI281TH| & £, ABMEBITIEERIEHI2E+
IFREE BN EHBEN RS ID . storage failover show

EaLhtR, BNEH—FHES, BHZHREHE ERNRY ID BEcY, HFE/RTIEWMBYIA ID #3# ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.
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nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. EETIEENIEHIERT, BIEREERFEMIZOEE:
a. FHRANEEMNERS: set -privilege advanced

RSRTEMREHNS IR, EAUEE y . KERERSRERRTTF (*>) o

b. RIFEIIZIEEE: ssystem node run -node local-node-—-name partner savecore

C. &1F ‘savecore fp 5T, AEBALHIE,

AT LU N L T i< 3R 1547 savecore s S HYHE ssystem node run -node local-node-
name partner savecore -s

d. REZIEENRES: set -privilege admin

O MRBHEMRAREKE T FHENEME. WATIREEERNRIRATAEEEZI/IMNIRAEE. BIUT

R — AR BMEEE:
IR SR RS ER"
* RSN RN R
6. ZEFEHIS:

a. MIETTIERBIEHIZEH, RIEERAVITHIZSIFEE: storage failover giveback -ofnode

replacement node name

replacement 1= 523G W B E7Z (& H ST B B,
MRABTFARS ID ALREMEREESZRS ID, WNEAvo
() nExrwER, CAUEREZLTR,
"EIRIERTER ONTAP 9 A ST AL EARR"
a. RiFTRE, Wik HAMETIKWRRBIFERIIEE . storage failover show

storage failover show SRHIHIEANEE System ID changed on partner JH 2.
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7. BIFREEIERDE#EE: storage disk show -ownership

8.

10.
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BTF replacement 1= 288V N R RIFIRYSE ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277:

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

WMRARFAFF MetroCluster BRE, 15EITIEHIZSIIRE: MetroCluster node show
EE?&E’ MetroCluster Eﬂﬁéﬁgﬂﬁ#j%'w\ﬁ@J_.E.%'V(u, ﬂ:tﬁjs /‘éq\} It‘EIJ%g)I TE‘JEEE)H(A_M #E

F DR fifZH ERIEEEN . The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

WNRITH2EK A MetroCluster BiCE, NIRHE MetroCluster K3, WRFIGFIEE B RMLL = FRVIEH]ES,
JBI0IE DR £ ID FERESDBTRHEENRIEFIEE,

NREISHEL TR, MBBHITICRE:

° MetroCluster EZE &b FHIRIRZ,
° replacement =28 R A MENL = AR LNBIFAE S,

" 5 MetroCluster BB, HEERFAEINESTE HA 15 MetroCluster tJ#E Rl & S ER"

MNREH AL E MetroCluster itE, 1BRIEEREEEEST MEHIZE. MetroCluster node show -

fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. WIS MTHIRB R B FEMENSE:. vol show -node node-name

12. REEEFHBNNEZERT BEE, BMETERNEHIZSBZATE: storage failover modify

-node replacement-node-name -onreboot true

SRR SILFE—ASA C400

To restore your system to full operation, you must restore the NetApp Storage Encryption
configuration (if necessary), and install licenses for the new controller, and return the
failed part to NetApp, as described in the RMA instructions shipped with the kit.

%12 72 ONTAP R ABMNEHISR ZEITAIIE
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@ RBE=BoIERFIRNIITREER, FRERXEEXEPrIEFHbEit, MNRERET
30 RAWEIEI & IFRIIEZ ARV R FHBH, NMEXRITAZEF.

2. RESMFAERE:  + system license add -license-code license-key , license-key...+

3. IRFE, MIFRIFIFATIIE:
a. MEXRMHIFAIIE: license clean-up -unused -simulate

b. dNRFIRERIEH, BEMEREKEBRIFRIE: license clean-up -unused

24 WIFLIFHEMZEYIS

1£¥5 replacement T RMEFERZEI, ENIEIE LIF @S AUFEFIHO L, SARZBAT AutoSupport , T7EA
replacement T RFYS, HEEBHNRIE,

p

1. IIRZEEORS FEMETIRSESSMiFAIRE . network interface show -is-home false

WERERILUNG Afalse. B ERERERIEFIHO: network interface revert -vserver * -1if
*

2. [ NetApp ZHE0I TEMALKFTIS
° WIRBAT AutoSupport , 15&i% AutoSupport ;B ELUEMFESIS,
° YNRK/ZF AutoSupport , 1A "NetApp 25" EMFYIS,
3 MEHEOETIR. BXFMER. BBR "WEHEONTAP REBMARITEEETIRILE" AIREX

Ho

4. INRBEMEZAutoSupport#IFE . EFEALERILE O system node autosupport invoke -node *
-type all -message MAINT=END Ap<:

S MR EBEHEMRIE, BEHRBAE:. storage failover modify -node local -auto-giveback
true

% 3% YIENTES MetroCluster BEEFHRES
I ERNRIERAH RN T = MetroCluster L&

PIE
1. WIFFrET RSN T enabled IR MetroCluster node show
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BIFFRB SVM LHEFHRIP BB E5EM . MetroCluster SVM show

3. WIHMEERFEERITHEMRBE LIF TS EMIN5ER: MetroCluster check 1if show
4 EETEENERPNEAT S EEH MetroCluster switchback fSHITHIEL
5

- IFYIEIRER B ESE . MetroCluster show

HEBAT waiting for-switchback IRKSH, YIEHE(EDIEETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

LEBLT normal KSR, YIEHEIESTR. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MNRYICIEEBR KT IE A 8ETERL, SRR MetroCluster config-replication resync-status

show BR LB EEHITRIRELAVIAT,.

6. EFHEILEA SnapMirror B SnapVault E2E.
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% 4P BHPESHIRE] NetApp

REBEMRHE RMA HEIRSEERHHIEE NetApp o "HHEEFERBXIFAER. BESITH.

E#EDIMM - ASA C400

MRRFGIMAIRIEIESEIZEIERIS (ECC) HERUIEIN, MM EiRiEEss iR
B DIMM ; BN=SEARSAE R

RGP EMAFLIIERIRTT; BN, ERHEXRRA.

WA FUFREER B A MR ISR BRI ER FRU .

1P XHARHETIER
RS TENEBNRESE XAEEZ RIS,
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TN . KREHELE

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’

69


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

70

BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER

LErRESE, WASKESERRELLEERENRER,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

%28 HTEHEER
BihIAMEHIRERAEB AL, ATMIFERE T RG2S R,

1.
2.
3.

NRIGHREM, BIEREM,
RNFEIREEERS, ARMEIRPIR T4k,

MR RLESME R EIRIRE LRV, ARMERSIER LR T R54i4H SFP
ERA L RER B

REABERLEERET, UWEEERTRESLEEREN, SEAIERF.

Rraise E gt N H SRR AU H R TE—5,
B TR BEFS, ARRIES R T ek M=l
R SR IR = MATLFE R BRI4AS Lo

(WIRFE) , HR
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=7 :,7%
\.
*o =} D

E

ﬂle«_)%

9 28 MATLAE RBRTAS

6. RIEHIZRERB S,
REh SRR LAFERT, IBHRESHHE R S RIRBYERER.

7. BRI SRR R P A RYRE Lo

% 3F. FHZRS DIMM
T AZADIMMS K@ AR 5125 2302 BAFDIMM. A RKE L HFRUMSTZ R BARDIMM. AG St

DIMM,
EEILMfERL T E, HENE AT ERERAL DIMM .

®

GHE- B RS DIMM

HEMEFRERT A% DIMM BERERI=EIE, These empty sockets are populated with blanks.
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NVDIMM: Siot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

0 DIMMB{EFE

9 DIMM

e DIMM{EHE

DIMM (i FiEt& 2, 4, 13 #0115 R, NVDIMM {iIFIEHE 11 5,

1 THERE:

a. FpmNEMMEIBIE F BT HISSRIR A ERE.

b. ¥iEXNEBMITHIBERNEE, AREKEB LRREEIT2ITANIE.,
2. $REPTHIZARIR EBY DIMM o
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7.
8.

B ™EES DIMM 8975 M), AR LUZIERHRY A M N ER AR DIMM o
Z1€¥#ES) DIMM FRIBYFE T DIMM 38 -~E, R DIMM MIEREFRSEL, ZAfS% DIMM & G,

() /VDBME DIMM B930%, BUBHSesT DIMM REAR ERIA M HEMFE,

MBrERRIERERPENE EIRAN DIMM , Z DIMM B9iAFAHIEH S1EEITT,

DIMM #FEZ [BIRYER (1 iz S 4EIE RIS 750

MR EZSS LB DIMM EH B FELRTITAUE, AEK DIMM EERHBNEE,

DIMM ZEREEEHIET, ENREZHEN. WREE, 5% DIMM SHEEEFHMTHEREN.

()  EunE oMM, BIAEISNFHESENGE,

ANOIMAZEMER) DIMM BY Ei0%k, HESEHESERERAZN, FAZT DIMM MimpyiRE Lo
KHBNE.

% 4T RETHIZRIRR
BT HISRRRPA RS, SIREHISRREFREIWNETR, ARRKEBHELEFRIG

o FEHIERARIR

e 2R £ RE F) Bl

1. IIRERXAMBBRE, BXALBEXE,
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2. BIEHISRRHRIRSHAEPOAONTT, ARBEHSERREREARAN—F
@ BRI RRTEBNNFER, FFRIERGHET XM,

3. X AEENITRI QIROMAL, UEEALIARRZURITUTENHNES,
@ R LRED BHIEER ARG Z0E R EITHIZEEIR,

4. STRUEHIERIRIRAI LA

a. FHEFEENBR, ENTERRANER, ARRKEREREEIR
b. EABIE B IEHISRRIREFEANNGE, BEBEABFR L

() #EsIsEsBRANES, BIRAEA, UGHRREES.

C. RSiE Bl Lhete, EEMMLIERFIER, KiEHSSRRTEENIFES, ARFHEHBikEED
ENE.

RIS B R BRI, RRTHARE. EERIEmITR,
d MBHREFREHLEBEE, BERRLLLE,
e. ¥ ctrl-c HHIEEBohidi2HE50E] LOADER -

(D) uRFGEBERDRSRL, BEREME LOADER B,
f. £ LOADER 274, BN bye UEFIAK PCle RAIE ML H
0. # Crrl-c SRUFREE IR BRI BB,

MRARFEBERNRER, HEZEBEHE LOADER 1ET,

Step 5: Restore the controller module to operation
BLIERNRGHITHREME .. b EHS SR, AREHRBHABHRE.
1. IRIEREENNRRHITHLL,.
MEEBETNEERSE (QSFP 3 SFP) , BHICBEERAANERZEE .

2. T gsTESE, FEMEIEREIZTT. storage failover giveback -ofnode
impaired node name

B MNREREENRE, BFEMBETE: storage failover modify -node local -auto-giveback
true

% 6 & YIBIWNT = MetroCluster BB TR S

ILESRRER TS WNTI = MetroCluster BE,
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FIg
1. BB T 225 TF enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. IIEFRE SVM EEMHRES 2B E5EM: MetroCluster SVM show

3. WIHEEREEERITHERBR LIF IR EEEMIN5EA: MetroCluster check 1if show
4. FIETIEENEEHPNEAT S E#EH MetroCluster switchback S<SHITYIEL,
5

- IEYIEIRER T EK . MetroCluster show

LHEEATF waiting for-switchback KSR, YIERRIENEIETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEBLT normal ASHY, YIEHEIFTTR -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KA 8E5TR, ERILUFER MetroCluster config-replication resync-status

show BF LB EEHITHIRLAVIATS.

6. EFFEEIL{E{A SnapMirror B SnapVault BZE,
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BT H. BHEIRMRE] NetApp

REBEMMEMEY RMA i3 BEIESIEEB4HRE] NetApp » "EIMFIREIFIER"EXRIFMES. S IH,
HiER X E1ER- ASA C400

EEAHRTIARSZHER FRIBNBIRR, BHIIT—RIFENES.

@ BRI F R BEIRRMAERE T MDA BRI NERR, RETRPE, THISFERTIE
REMDHIEXRHA, BRI

ERILMER LT EIE, HEESE ANDBAERNBIER,
ohiEl- B XS

0 U 4R

9 ERS
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e XEB
o RASLED

1. NREERIEH, BEMEM.

2. MAERE, BFRARIFMEERE—NNAD, AERKENRAE, BEIERMIFEER ERISKAZRE ERF
> MITIEN 4R,

3 BEKNEEH A HIREEHEES T NBER ERER LED RBE L NERIINBRIR,
4. BT RABRROCIEF EARREH, ARA TR OB,

R RIRZ MANFERS H— o
o BNBRRMEREEN T, BRACHZSHFREZER, EEAIMIFEFEL,

C) RERIREGE, IFIRLBENERNFRAENBIRRAESS, URERAMETREFHER
BAEHE,.

6. RRXBIERBIE—,
7 BERNBERREAOXNTT, ARKEBNTE, MMREBEAE.
8. AN BRROIEF, EHTE2EEINETR,

REBEERTE 2R, CRIEFSBEHMAR.
0. BORIBFH LREFIHEASMUE, HERABIEFFERABMEAIUEMUE.
EXNBRMUBREREARZETRERS, ER LED FN=iE.

10. R8RS ERAMEEIITE, AEBHEIRERENIKI R Lo
1. REBEMFEM RMA AR HIEEHIREl NetApp o "EMHREFMER"EXFMER. BEENITH,

EENVDIMME t1- ASA C400

EFHE NVDIMM BB, SN TE TGS R, BB, TRE, AEEHTEEH
2SIRIR,

RGPRFE EMAHRGIIERIRTT; SN, BBFERRRAZS .

1T XHARHEGIER
RIBEERARAHRENTR, GaERTRIRXTREERIRIEHE.

78


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

TN . KREHELE

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER

LErRESE, WASKESERRELLEERENRER,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

%28 HTEHEER
BihIAMEHIRERAEB AL, ATMIFERE T RG2S R,

1.
2.
3.

NRIGHREM, BIEREM,
RNFEIREEERS, ARMEIRPIR T4k,

MR RLESME R EIRIRE LRV, ARMERSIER LR T R54i4H SFP
ERA L RER B

REABERLEERET, UWEEERTRESLEEREN, SEAIERF.

Rraise E gt N H SRR AU H R TE—5,
B TR BEFS, ARRIES R T ek M=l
R SR IR = MATLFE R BRI4AS Lo

(WIRFE) , HR
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e
1B

il
HEACk I[E

9 28 MATLAE RBRTAS

6. RIEHIZRERB S,
REh SRR LAFERT, IBHRESHHE R S RIRBYERER.

7. BRI SRR R P A RYRE Lo

% 34 i NVDIMM EEjth
EE NVDIMM Eith, EAF M SIS SR KR, ASISERERETESiEnRth, EENE

HlISRRIRN AR FRU REE LUIKE] NVDIMM B3,

THEZR%GE, TEGEARSN, NVDIMMLED £R715. BirEsmkE, Itk LED 18K,

TR UERLUTHE, HERE AT EER NVDIMM i,

EhiE-FEHENVDIMMEE
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o Sk
9 BEFRE

e NVDIMM E23th

1. fTFENE:

a. FBEXEFMAYBE F siiEhl s iRk A EliZE.

b. FENEBAITHBERNEE, AERKER LIFERIITLITHANMUE.
2. IEEHIZSERPIE] NVDIMM BB,
3. I EIRMIESK, ARFEBMELERNRTF, Bk MEEFER, AEMEEPIR T BI85,
4. UEBMHHR TIRCAEENEEME RS, ASESBMMEMEMIEHISRRDIEE,
5. MELZEHER L B 1R FE BB A,
6. FEMIEREEMMNFOXTT, ASERMERENGE, BEEMETNL
7. B IESLERIANIE SRR, REXFABRE,
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% 4T REREGISRER
BRI SRR IANE, YIERHISBERERTEINET, AEEEEHELHPER,

o FEHIERIRIR

9 EHISRBE Bt

1 MRERXHAMVBRE, EXALBRE.

2. BIEHISRRHRIRSHAEPOAONTT, ARBEHSERREREARAN—F
@ BRI RRTEENIFETR, FFIFRGHET X,

3. X AEEMITRIGIROAL, UEERLIARARZURITUTENHNES.
@ EREIRES BPHEERERS L ERTITH SRR,

4 SRS AR
o WERAIBAGE, ENRERRAHER, ABHEREEIIBRE,
b. ERMEFISR ISR, ERMEINFE L

() #EsISEmBaNES, BIRAEA, UGHRREES.

C. KSiE Bl _Lhefe, EEMMLUEHFRIER, KiEHSRRTEENIFES, ARFHEHBikEEN
EME.

EHBEIR— B 2B EENAET, mFRE. ESPREEE,
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d MNRHEREHLTELGATIELE, BEHLTEZISH.
€. ¥ ctrl-c FIIEE BRI EHBE LOADER

() uRFGeBERDRSL, WAREME LOADER EH,
f. #£ LOADER {274, A bye UEHTHINANK PCle -ERIEHBALE,
0. $ Ctrl-C RSN EENEIMERF R,

MRAGHEEERTIREL, HEFBEE] LOADER EI,

Step 5: Restore the controller module to operation
TR MERNRGHITEIEME. REEHISER, ARENBABHRE,
1. RIEREENNRAHITH L.
MREBETNEFRES (QSFP & SFP) , BB EERANANERRET,

2. RIXIEHIZITERE, FEMEIEEIRTT: storage failover giveback -ofnode
impaired node name

3 MREBZAEBNRE, BEMBRAT: storage failover modify -node local -auto-giveback
true

% 6 & YIEIWNT = MetroCluster B0 E PHRS
I EZXNRERZRNT = MetroCluster L&

PTIE
1. BB T 22 BT enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I9IFFRE SVM EMEFHREP BT ETM: MetroCluster SVM show
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3. WIMEEREEERITHERBS LIF IR 2T EMINTEM: MetroCluster check 1if show
4. FIETIEENERPMNERT S EFH MetroCluster switchback sR¥HITHIEL,

S. IRl ER T BE5eM: MetroCluster show

LEBT waiting for-switchback KRESH, YIEHRIENIEIEIT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEEAT normal KEBY, YIEHRIETEM. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MNRYICIEEBRKTIE A 8ETERL, ERILAER MetroCluster config-replication resync-status
show SR LB IEEHITHELIKE.

6. EFEII1E SnapMirror 55 SnapVault BZE,

BT H BHPEIRHRE] NetApp
ZRIBEMHREMIEY RMA 35H BB PRI 4R[E] NetApp o "SMFREIFIEH"EXRIFMERE. FEINITH,

EHENVDIMM - ASA C400

NRARGICRNFEMBEILERIEIRFIA NVDIMM S2ERIEITINARE, MsiEik
ITHIZZRIRPEY NVDIMM ; BUNSSBARSEE R,

RAPHFERASRERET; TN, ELFHRRAZ.
B TSR LA BN BB IR BB FRU 414
1T XHARHUETIER

ERERTENEENRIES R XHZHREIRIEH 2R,

il
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TN . KREHELE

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER

LErRESE, WASKESERRELLEERENRER,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

%28 HTEHEER
BihIAMEHIRERAEB AL, ATMIFERE T RG2S R,

1.
2.
3.

NRIGHREM, BIEREM,
RNFEIREEERS, ARMEIRPIR T4k,

MR RLESME R EIRIRE LRV, ARMERSIER LR T R54i4H SFP
ERA L RER B

REABERLEERET, UWEEERTRESLEEREN, SEAIERF.

Rraise E gt N H SRR AU H R TE—5,
B TR BEFS, ARRIES R T ek M=l
R SR IR = MATLFE R BRI4AS Lo

(WIRFE) , HR
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=7 =
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*‘) =} D

E

ﬂ@i@%
S

BUTE )8

1 HlEE MATLAE R B IAS h

6. RIEHIZRERB S,
RiEh SRR LAFERT, IBHRESHHEH SR IRBYERER.

7. BRI SRR PSR E Lo

% 3. FiE NVDIMM
EHEHENVDIMM.,  E24 511 B8 XU B TRER 89 F RUBRST SR 12 FHIR TR B F RUBRSTE S b S8 AE R R B B

s BHERSG, TEENSKR, NVDIMM LED £Xi%. BirEEmGE, Lt LED B K.
BB "F5KE

RE NVDIMM WABEMNZE, BRIFEER NVDIMM ZRILERERNS. BXIFARGR,

FEE" 7£ NetApp Z#Fubs o

BEETRARYH _statement of volatilld

()  EBRBRI Nethpp A, 7

TR UERLUTHE, HERE AT EKER NVDIMM .

®

EhiE-FEH#ENVDIMM

tEEhE R T %8 DIMM BB =i, XETHHEPIEE TR,
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NVDIMM: Slot 11

//

120 @12 1314 15 44

SLOTS
128GB
2 B P

2,4,7,9
13, 15, 18, 20

o DIMMBIE R &
9 DIMM
9 DIMM{EE

1. FTFENE, ARTEIEHISSERAIERE 11 FE NVDIMM ,
() NVDIMM 5%%: DIMM B9SMREATEL

2. ZZ\S#EE NVDIMM FRMIEYERS NVDIMM 38H-EFE, & NVDIMM MIEEFEL, SA5% NVDIMM jBHiE
EHBE—,

(D) /IVDIBE NVDIMM #0355, LIS NVDIMM FBEHR L OB (FEAIEE S,
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3. MR eIz SRR ANt B AR NVDIMM , Z{E NVDIMM B%8f, ARKHESHEENT.
NVDIMM 42 i8] BYER O R 5 A E SR B SEE RS 55

4. R FNELEE NVDIMM BIFHEE,
5. ¥ NVDIMM FEEIHNIGE,

NVDIMM ZREEAHETR, BNZTHEN. WR&H, 5% NVDIMM SHEEERMNTHEMEN.
(D) EmeE NDIMM, BIAEBONFHRLENEE,

6. /OSBRI NVDIMM By Einss, BEEIHEHESEEEANEL, 1F NVDIMM figfyER O L,
7. XEABEXE,

% 4T REREGIHRER
BRI SRR AN, YTERHISBERENTEINET, AEEEEHELHPER,

1. MMRERXHAMLBEXE, BEXALBEXE,
2. BIEHISRRNRIRSHAEPOAONTT, ARBEHSERREREARAN—F

(D) ErEERSERE ISR, RERGIETEXRM.
3 (LN ERRRHIAROHL, UEETUHARELMTU TEBRNES,
()  CRELRES BN RS EEE ISR,

4 SIS AR
o BERAENBE, BFEERRAHER, ASHEREEIBR,
b. ERMEISR ISR, ERHEINFE L

() #EsIsEsBRaNAES, BIRAEA, UGHRTEES.

C. RiE Bl Lhefk, EEMMLIEHFRIER, KiEHSRRTEENFER, ARFHEHBikEED
ENE.

ISR RR—B 2 BEEENET, mafnEs. AFEPEEMTE.

d. MREAREFHLELLEIRIGE, BEMREIZLESR.
€. ¥ ctr1-c FIIEE BRI EHBEE LOADER

() mRRGEBERDRELRL, BEEEHE LOADER KA.

f. 7 LOADER R4, M bye UEH#IMA PCle RRIEfthA 2,
g- ¥ ctri-c FBE I REHBRIMEEFIR TR
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MRARFGEBERNHER, HEFREHE] LOADER 1ED,

Step 5: Restore the controller module to operation
T NERMARGHTHIBME. EEHBRR. ARERRABNRIE
1. IRIBEREEHMNAAHTH L.
MREBH TR (QSFP I SFP) , HIEREERAAANERREE,

2. T HgsruTESE, FEIMEIEFEIZTT. storage failover giveback -ofnode
impaired node name

. MREEZHBMRIE, BEMRBHE: storage failover modify -node local -auto-giveback
true

% 6 & AT = MetroCluster EEETHNRES
IHESRRER D= WNT = MetroCluster ERE,

T
1. B BT 2B T enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BFFRE SVM LEFHREIP BB E5EM . MetroCluster SVM show

3. WIHEEREEERITHERBS) LIF IR T EMINTEM: MetroCluster check 1if show
4. EETIEENEREPHEMT S E#H MetroCluster switchback saSHITHIEL,
5

- IFY)EIRMER B BESE: MetroCluster show

LEBWTF waiting for-switchback RESH, YIEHREDEIRTT:
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HERAT normal K&, TIEHEIETEM. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KNG A 8E5TR, ERILFER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEII1E SnapMirror B SnapVault BZE,

B 7 F: BIESM4IRE] NetApp
WRBEERMNE RMA 3BRIG SIS HERE] NetApp o "SMFEEIM B R X ¥MEE. ES MA@,

EiEPCleZ| ¥ /Z+- ASA C400

BER PCle REF, BB LIKFRE SFP # QSFP RIR5FRVIER, Btk
EHIER PCle SikE+, AREFMMREITHE.

* BRILBIRE D RS RAIFHIFRE ONTAP WRAE S £
* RGPRFE EMAMHUIIERIRTT; SN, BRIEKRRARZS.

£1T XHARBITH S
RIEFERSGEAFEENAE, SR UERFRBIEXFTEERHESEE.
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®I1 . REHEE
BXRAZFIEHIEE, ERAREEH SIS, HAEUBENZRERERIZE, UESTE
AU SR A S MR I T Rl 2R B IR (R

XFIAES

* NREFEAEBSANRS, MM MENEZHITHIZSSCSITIFHEMHSHERE cluster kernel-
service show. cluster kernel-service show sp < (TEpriviaBIRT F) A Rz T 2T R AR HEL
WS ZH RN REMERESURZT RBETRS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZA, BALBRITE

a) o

[

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KR IXF T IBTTIRR
RFiEHIssE ARSI TR A E B Rfalse. MATEXFAZIITHIZFZ sIE IEAZHER ; FE0 "
B S5&ERT"

s
1. YR ZA T AutoSupport . NIEid EHAutoSupport ;B 222 1E B ah eI ZRF:

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JH 222 1E B R 62251/

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. RRBEMRA:
a. NEERIERIZEAIERI QAL Ta<:
storage failover modify -node impaired node name -auto-giveback false

b. HN\ 'y HEFIRKN CELEZABMER? "
3. ¥R MITHIZE R R LOADER $&Rff:

NRZHITHIZEZE R ... B4 ...

LOADER 1&7RfT BET—%,

EEFEFE & Ctrl-C , AREHIRTRREE vo

AR RSB AT MEBEITIEBNEHEE R EEIRITHIZS:

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# A\ Loaderfe m o
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I 2 FHIZR AT T = MetroCluster H
EBXNZIITEHIZE, BT EHRNRE, HEAZNYRESIZE, UESITIE
RV H 2R Ak M IR IT 2SR AE TR (H 2R,

RFUIES
* BRITEIHEES R REFRFERO T RS, UERNGITERNERISEMHE,

P
1. #2& MetroCluster RS LUHAE ZHITHIZE 2 S E BN EETIEERIEHIZS: MetroCluster
show

2. IRIBERERET Bk, IWERTRAULIR(E:

NRITHIZZZH0 ... BA ...

=Y =FriiAaE: PEMIT I —F,

ENEEMIES MIZTTIEERIEHISSMITITRIAIIRIE(E: MetroCluster
switchover

KB, E=AER BEEDREES, NRAIRE, BERAREERHER. WRTERR

MetroCluster switchover I\ﬂﬁ#ﬁiﬁl\ﬂﬁ: IHEREAE AR,
nvaﬁtBTﬁ HEUMRERS

l

3. FIBITIEEREEFPIBIT MetroCluster heal -phase aggregates i<, UEMNRETSHIEER
AN
Ho

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, ERJLIER  override-vetoes’ B EH A MetroCluster heal #3%, WRF
Rtk riES#, NWRASKESZEAEIEEEIRIENIRE R,

4. £/ MetroCluster operation show A< IIFIR1FR S B 5o

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

3. f#H storage aggregate show mYRERSIRE,



controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER
rIiESE, MARSEEZSTAELLEEIRIERIRT IR,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

8. ERMITHERIR L, WiFFEIR.

% 2T HTEHIZRER
i n)iEHI2RIRAEBRIA N, DIRMMAFERE FERIZRER,

1. 0%
2. BREIRAEERR, AEMBIRPIR L.

3. IAFFR ST L AL EIRIRE LR, ARMEH SRR EIR T RAL4M SFP

@R, HIERME,

T A BVIER B

RESBERLEERED, WEEERLELAEEREN, HLRTIERF.

4. e

Uy
inl

BRI E MTHISSRIR A HBE—5,

S A TEAMMEF, AERRIE TN,

(WRFE) , AR
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b SRR MALFE SR BB RS o

° BEFIB

9 2% MATLAE B TAS

6. RIEHIZRERB S,
RrEhSHRRBLAFERT , IBHRRESHHE R SR IRBVERER.
7. BRI SRR FASRYRE Lo

£ 3% FitPCle &

EFH PCle £, BATHKEIREMPER PCle £, MIEHISSERPEITE A RAVIRAR
, BHUER, PARERHRBIRIRPERRE PCle I2FAR,

SR LUER L T ohE, EESE NS BEEIR PCle £,
ohiE-FIRPCle&
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PCle 2-3 PCle 4-5

HeF R B RE F) Bt

PCIEHi%E -1

PCIIER

PCI&

1. HITEEEEMIRIRAR:
aﬁ?ﬁmﬁﬁmﬁﬁiﬁ,ﬁﬁ%ﬁﬁﬁ%ﬁﬂ%ﬁ,%Eﬁﬁﬁ%ﬂ%@ﬂﬁ%ﬁﬁ,uﬂﬁﬁm

Bo

b. #1'F PCle ~RHRIBEFFTERIFRE SFP 5 QSFP 181K,
C. RHRFAMRAM B MR BIRE H) i =) _Ehe H E@ N E 75 4% 5l

SR = MR B IE IR TR BR I =0

d. BEM RFRER, HFEERETRENTRL,
2. \RFARFPEIT PCle
a. BTohigAR, LUERILLAIE PCle o
b. #'F PCle IRARMBEMBMESLE, REBEEFZIFTHLUE,
C. X FiRFAR 2 F 3, A EENMER.
d. Bi2A F#ZER, AER PCle RMNIGEFRBREIRL, MTIMEARFEIT PCle o
3. BEIRAM PCle RSIEIEXTT, RKIt-RIEZNIGETR, AES LHREAR EONER GIREB) .

HRRF-RIERXTTEEED, FEEEPEA RN REMIZNES. PCle ROATEHHIMEIETEHE
&+,
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@ NREBERBEEDRE R, BREAERBEFEE, BEH TR, UEAUEEFHE
&, RER, AREMTEMREREERE TR,

4. EFHREIZTHR:
a. BiRA R SR ARIEEN EaVHERIFTT, FIRFRE T RIEHER L.
b. IGURETH#E N\ IR _E AU,
C. M ThEEEHH, FHES Rk EMNEEBIRFEEFFT

F4P. BIEEF

KERUFRAR 3 (EE4FS5) To EMETIEREIRA GEIHEREFR, ERKEFR
, AREHRE 3 SER. BXFAEER, BEINEFIZFER LR FRU REE,

ERILMER T EE, HESNE AT ERERKE .
EiE- B R E

o PCI Riser&
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e A IRERIRE]

e I SAm S

1. 3 SEAR (EE4HM5) -
a FHENERNNMES, FRBAIZHIRERTE, ARRHERTSITANMUE, ITHEX

=B
b. #HIF PCle RHRIRETFIERIFAE SFP 3 QSFP 1&iR,
C. FHRFRAM BRI BT D Bl _Ehek H @R E 75 %D,
IR R MIE I B IE R P B T =
d. $RiCRiR, AERFEKEFRNFEL,
2. EEEF:
a. \RHEITFFE QSFP 3% SFP &R,
b. MR EHBEWIZET, RAEBFEENEBTIREFREHBE—S.
C. BEMANKERIEIFENSH, AERKERBHENGE,
d. IFEXE R EHERIZT,
3. EIRENIEFAIR:
a. FRFAIR SIRARIGEEMEATERIR T, SR IRE FRIEHRR L.
b. &2 H#E N IR LRI,
c. MTFiERFH, FHSRBIR ENEBIRFEEFTFT.

% 5% RWREFIRIER
ESHIR RN, PIGEHIBRRETRENNET, REEEEDEAPEL,
1. MRMKEAUBRE, BXALBERE,
2 BRI ST ONT, AR EHNSIREREARAN %,
(D woBERsEReeBENESD, BIERGETEXEE,

3. IRERBEEMNARAHITH L,
MREBE TN EFLHREE (QSFP & SFP) , FIRBAEERANENERLEE,
4. SERITHISIRIRAIRE

a. FEFEENBR, ENRERRANER, ARRKEREREEIR
b. FERME BRI HISREIRFFRNNGE, BIESPREEHTEML,

IEHSEERT MG, BMERMNS L.
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() #EsIsERRANAES, BIRAEA, UGHRTEES.

EHBEIR— BB EENAET, mFaREE. ESFREEE,

a. WHEFBR Liets, EEMPLUBRIER, BIZFISERTEEANED, ARRKIEHBEEN
EfIE,

b. WP KB REHLERRE, BEHRELEE.
C. #% ctrl-c HUTIEEBEIEHBENE LOADER -
() MRRGEBERDREAR, BEREHE LOADER T,

d. 7£ LOADER 7754, BN bye UEMIAK PCle RAEMAN, Hitf=HIBREMBD.

S RikiTHI2sn1FlE, FHIMEIEFIETT. storage failover giveback -ofnode
impaired node name

6. MMREZBENRE, BEMBHET: storage failover modify -node local -auto-giveback
true

% 6 T KIEHISRRRERANEEETT

EXREHIR, CUREMHRSAHTERS, TRHBER, ARENBREHRT

1. RERE BN RAHTH
NREDHFARERE (QSFP 3L SFP) , BITSIEEANANERLET,

2. RIXIEHIZIRTEME, FEEMEIEEIZIT: storage failover giveback -ofnode
impaired node name

3. MREEZHBEMRIE, BEMBHE: storage failover modify -node local -auto-giveback
true

% 7 % YILIWT = MetroCluster it & PHERS
I ERNRIER RN T = MetroCluster ECE

PIE
1. WIFFrETAEE AT enabled IR MetroCluster node show
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BIFFRB SVM LHEFHRIP BB E5EM . MetroCluster SVM show

3. WIHMEERFEERITHEMRBE LIF TS EMIN5ER: MetroCluster check 1if show
4 EETEENERPNEAT S EEH MetroCluster switchback fSHITHIEL
5

- IFYIEIRER B ESE . MetroCluster show

HEBAT waiting for-switchback IRKSH, YIEHE(EDIEETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

LEBLT normal KSR, YIEHEIESTR. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

MNRYICIEEBR KT IE A 8ETERL, SRR MetroCluster config-replication resync-status

show BR LB EEHITRIRELAVIAT,.

6. EFHEILEA SnapMirror B SnapVault E2E.
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% 8 . KHPEIHIR[E] NetApp
HIBREHREMIE RMA #EBRHIEEM4IR[E] NetApp o "SFHERIFIER"BXRIFMEE. 1B WNIHE,
HiHR R - ASA C400

SR (PSU) S®EEFF BT PSU SHIRRVERE, hTHEIRZ, HTIHPSU HRE
B PSU ,, ZAFKEN PSU EfEZEIHEIR,

* BIRENARN, HERRER, ERBXAERIZERER PSU,
* R EP BT —RER— 1 HEIR,

@ EFEMEREH TRRERERDHAERER. RANAERIE!T, B ONTAP ZREHIG
RFEBEXEFRREER, HEIERBRALL,

()  ERBAETEXEMERN PSU. BAEGIHER,

TR UER TEURPES BEREBIR.
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0 PSUBIEFSH

9 IR EE 2R

1. NRIEE R, B IEREM,
2. IRIEEFI SR EERET BIRE LR LED HEEFIRER,
3. MFFERIR:
a. FTARREETER, ARMBIRKTEIR .
b. MEBRIR IR,
4. HITEIR:
a. g ORIEF, UERUERTEEBERMFERIIL,
b. ZTEEBEREUMINAEPEHREBIR,
C. ANFREBIRMNFAEPAIL, AEKE—S.
3. iﬂaiﬂ_%i‘z*ﬁEaiﬁiﬂé%##%ﬁ‘—ﬁﬁ%']%ﬁﬁﬂw’\]ﬁIZIRTJ%, AEBRFRREBNTHISER, BEIMERETRA
1Mo
HIERES NI EER ERIESHERBEDL
@ FB R AR EESR, BNEERREBARANAIEA,

6. " et Wi F, EHSHIRTT. "
7. ERTEEEIR L.

a. FERAEMIERE R IR EIR.
b. A EEIRL[E TE 28345 R IRLL E E B FE IR,
BEIRMEMERE, R LED MAZE,

8. IZIBEMFEMIAY RMA WA HIEER4HRE] NetApp o "EMFIREIFER"BEXFMAEE. BESIINH,

A SCRYBYFPER - ASA C400

BREEFERITHIZEIRPAYSLEIEI#E ( Real-Time Clock , RTC) EBMl, LUBEREHERET
B][E & N RS AR S M N R A AR E5E1T.

* BRI IRED RS RAIFHIFTE ONTAP WA &5 £
* RGPRFRE EMAHGIERIRTT; SN, BB RRAZ.

BRERLZINTTH RTC Bt
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1T XHAREGIER
RIBEERABAHRENTR, GaERTRIIEXTREERIRMEHR.
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TN . KREHELE

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BEI 2 ;. $EHIZR I F W T = MetroCluster H1
EBXAZHITHIZ, BHIRERHIZSRES, FEXVERYIRITHEIZS, UESITIEENITHSSSRENT
BT HI2sE B IR AR,
XFIbESE
s BAEIIRES B REFRIFERELTITARS, UENEITIEENITHIZS A,

BB
1. ¥€7 MetroCluster RS UBE ST HI2S R C B EIZTIEEAVITHIZE:. MetroCluster
show

2. IRIBRERET BohtIifR, WERTRULHR(E:

WMRITHIZZZH ... B4 ...

B Btk PEEMIT I —F,

EN=EIE MBETTIEBREHIZSMITITRIRNTIIRIZIE: MetroCluster
switchover

KENR, BEEER EERFEE, MRARE, BREEAHER, NRLERER

MetroCluster switchover [Bl@fEARAER, BEARBE AL,
Z‘E LTI, HEUIRERS

3. FIBITIEERERPIZIT MetroCluster heal -phase aggregates B%, UEHRETHIEER
A
Ro

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MREBEWT IR, EOJLIFER  override-vetoes’ S EFH A MetroCluster heal 88%, WIREF
Rtk Rl kS, ')"J,%éjtﬁl-rgiﬁﬂﬁﬂjﬂﬁﬁ?sﬁfﬁE’]E’XE/J&O

4. {§F3 MetroCluster operation show 8 < IIHEERE B 520

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. fEH storage aggregate show YREREIRS.
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. {f/ MetroCluster heal -phase root-aggregates Y BERES,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

MNREBEWT R, ERILIER -override-vetoes S EH AH MetroCluster heal 885, WR{ER

LErRESE, WASKESERRELLEERENRER,

7. EBPREEEE L MetroCluster operation show L WIHEEIRERT BT :

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERMITHERIR L, WiFFEIR.

%28 HTEHEER
BihIAMEHIRERAEB AL, ATMIFERE T RG2S R,

1.
2.
3.

NRIGHREM, BIEREM,
RNFEIREEERS, ARMEIRPIR T4k,

MR RLESME R EIRIRE LRV, ARMERSIER LR T R54i4H SFP
ERA L RER B

REABERLEERET, UWEEERTRESLEEREN, SEAIERF.

Rraise E gt N H SRR AU H R TE—5,
B TR BEFS, ARRIES R T ek M=l
R SR IR = MATLFE R BRI4AS Lo

(WIRFE) , HR
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° PATE F 8

9 28 MATLAE RBRTAS

6. RIEHIZRERB S,

REh SRR LAFERT, IBHRESHHE R S RIRBYERER.
7. BRI SRR R P A RYRE Lo
$3%: Fift RTC Bt

EEEHREEHBIERPE RTC B, ARRBNES BINFHITRIE. BX RTC HMN(IE, H5 T
FERAEH FRU TEE,

ERILMER U T aE, EESHEATRER RTC Bt
HE-ERRTCR M

[ ]

(3

= [

L#Ah =

=L
¥ T~

o FRiEEEFHR
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e HIFRTCHth

9 JEFRTCH

1. INRE R R, B IERE,
2. fTHBXE:

a. FEXEFMBBIE F EITHIsRIR A aizE,

b. BN E BMITHIRERNEE, ASRKER LEFEIT2ITANUE,
3. %, BHAEFER RTC Bith:

a. 5 FRU REE, HEIEHISER R RTC Bt

b. MR EEE MG, FHIFRHEMEE, ARG EMEMEEREH,

@ MEEZRFRENH BRY, IEER AR, BMRENS, BIERREESZZRF. B
MEESZIABINS BT EREMNE,

C. W8S FRIZ IS RN tH 4 AR et

d. 2T RTC SittiOiRl, ARG RIMRHA TH, FEBNE IR
4. BMREE, BHREETSRET BT, HARLEER
5. XMENE,
%49 EMTREHSHERAIREER RTC Bit/5RY8YE] / B
SHIZHIFRAPNANE, CRMERFIETERREREIBER, SERHR LONENES, REEH
Eo

1. MR EARXEENESTITHIBRIREMR, BREXA,
2. BIEHISRRHRIHS AP ONTT, ARBEHSRREREARAN—F

BDBIERISSERTEENNFER, FRIERSHER XY,
3. IRIEFRBEM N RAHITH L.
MREBE TN ERIRES (QSFP & SFP) , EIRBEERNENERZEEN.

4 MREHRTERIR, BEMBANLR, AEEMTERRLEER.
o, SERITHISRIRAILEE !

a. EANEFPUFERISRRRFFENNE, HEICSPIRIBEHTEMIL
IEHgERTE MG, SIEFMS L.

() #EsISEIBANES, BIRATA, UGHRREES.
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THgHE IR — B e BEEENFETR, MEFRER. HE&FPMENTE

a. ¥PiEHgim ik, FEMRBLUBRIIES, FiThssERTeEAVESR, AREBEHBiEED
EME,.

b. NRBAEFHLERASTIRILS, BENTEIZLE.

C. & ctrl-c HFIEE B IZEH E51E] LOADER

() uRFsGEDEEHRSRL, BAREME LOADER HH,

6. EETHIZE LAVETE A EHHR:
a. fff show date SLHWEBITRR RIFAVITHISE LAY HEAFNATIE]L,
b. £ Br=H2% LAY LOADER 1Rfit, 1ZrdialflE A,
C. iNBMNE, JEFH set date MM/dd/yyyy ip 1B HER,
d. MEHE, BFEM set time hh | mm : ss WPTE GMT FIERTE,
e. I\ BRIz HISE LAY B EAFNEYE],
7. 7£ LOADER 24, WA bye UEHIIAK PCle RAEMA M, HiLiTHBREMBE.

8. XX HI2EHTElE, FHIMEIEFIETT. storage failover giveback -ofnode
impaired node name

9. MR BEZHBEMNRIE, BEHBHAE:. storage failover modify -node local -auto-giveback
true

% 5% AT = MetroCluster EEETHR S
I ESBXPRE A= T = MetroCluster Bt &

B
1. B BT 2B T enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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2. I9FFRE SVM EMEFHREP 2T ETM: MetroCluster SVM show

3. IIHMEERIEIEEITHEM B LIF T2 EEMIN5TH: MetroCluster check 1if show
4. FETIEENEEHPNEAT S EEH MetroCluster switchback S<SHITYIEL,

5

- IEYIEIRER T EK . MetroCluster show

LHEEATF waiting for-switchback KSR, YIEHRENEIETT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

LHEEWTF normal RS, YIEHRIETTR.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

WNRYIEIFE EE{QETIE_]ZI'E‘E;"‘E , AETLUER MetroCluster config-replication resync-status
show IR INEIEEHITHELIIKS,

6. EFEEII1E SnapMirror B SnapVault BZE,

64 RKHPEIHIR[E] NetApp
REBEMFEME RMA JBRREHIEEHIREl NetApp o "EMHREIFER"EXFMER. BESINITH,
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MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
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