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1. SN B A T AutoSupport . MIi&iT JE A AutoSupport ;8 B2 1F B Th eI ZRF:
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. ZRABDRE:
a. NEEERIEHIZEAIESRI QAL TS
storage failover modify -node impaired node name -auto-giveback false
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LOADER & F BET—%,

EEEFRRE & Ctrl-C , ARTEHIUERIEE vo
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storage failover takeover -ofnode
impaired node name -halt true

-halt trueB#0i&# N\Loaderfe R~ fifo
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a. FEIN TG SHBEINTXNTT, ARKEREERNGR.

b. Y& B 5hoT B ThEdE ) ER.

C. {ERBEINT BRI R BT BEIE 2 £ R

BEEITREE], BNARIBIFRN .

12. R IR AR E T R FUEHI 2R RIR A,
13. XHENE:
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b. ¥@XERMARERE, EEHFANIML
14. REITHIZRER
a. FIEHISFERHKRIESHEPOFAONTT, AREEMIGEHSERENRS—F,

b. EFNEFITHERRIR, BANEDORFRLSTHITFIRERNRE, RORFREEXANUE, AGT
REBE,

1=H SRR TG B BN HE LOADER 1RRFAF M LE,

=175
YIEEMBZIRB NS, "MECH T R RONTAPBRIE"

MEFIFTRBEIRERTNTTE - ASA C800

TEASA CB00R ST MBI TRIRES, ERILBHBIRMNMTRREERE, UM
ENTRMEEE, AMEIREF, RASNEETEELANE, HHEETERNEH
mEEE, NREBAERME, REF5ISETHRENBMESE,

BB T RIMETZNFEONTAP 9.17.1 RESRAPRR . WRENFERLKISITHIZFHRZAFIONTAP
, BER"FEIEMMERER" .
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* ARG R EIERRE:
° IREFIAEIESR (OKM): FEEESCENZEBEEEME LR
° SMNERERTAEIRSE (EKM): FERBMUHT SR X4
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

S
1. 7£ LOADER 1{&7R"AT N, BHIBIINBRMmETIE:

boot recovery -partner

FEEETRUTHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BRI RRERELTE,

33252 27 Installation complete SH B,

3. RMEMEBER, HETUTHEEBZ—!
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key manager is not RARRENMNEINEE,
configured. Exiting.

a. FRHERRETHIL
b. RN RHIIEEHET

storage failover giveback -ofnode
impaired node name

c. mif EFEABMRIAEE MRERERT
key manager is BREMZEINEE. giFMEZHEES,
configured.
@ MREZRLERFZIAEERRE, WSETHIRAES, HETREHIAZEEEERIAERE
BUNMERR (IREIMNE) o BEIBFRT A4S,

4. ERERERENENIEEREZAEIES:
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WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are



9 B EEFEERRITHIZE R E ERIETT:

storage failover giveback -ofnode impaired node name

h. EH T RceRohH A IRRMEIERSE, BRI OKM ZiA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREBAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R

11
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V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX
XXX
XXX

XXX

XXX
XXX
t

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX

« XXX

XXX

« XXX

« XXX
« XXX
« XXX

« XXX

XXX

XXX

XXX

XXX

IRC2:!RC4:!SEED

XXX . XXX . XXX . XXX

XXX XXX XXX XXX

:5696.host=xxXxX.XXX.XXX.XXX

:5696.port=5696

:5696.trusted file=/cfcard/kmip/certs/CA.pem
:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

:5696.nbio=1

:5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key
:5696.ciphers="TLSv1.2:kRSA: !CAMELLIA:!IDEA:

: !eNULL: !'aNULL"
:5696.verify=true

:5696.netapp keystore uuid=<id value>

V. INREIIER, WA AT SAIONTAPEEEE UUID, &
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

BILAEA LA T 85 MR BETS

HIE

N

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&



BRIGES MR BT )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELGTHETREIRZEMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE T THIRMEIER, ErRILISHIEEHEEI4NetApp”s

R RMRI B RN Bk [E]25 NetApp - ASA C800

WNRIEBIASAF C800RZAHIFEMAM HINEIE, BRSP4 IREIZ5NetApp. 1BSIH "
ZBHEEIFM EH TTE RN E ZE B,
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J2EIIRIE - FapihE
REME AT R RE TEHIZ - ASA C800

BIEEEMER, WEMERS. XHEHSE. BREHNHR. BEiRERE. REN
BUURIIE RS jJFJI:., FHAEHASA C8007FIER G HBVE RN T,

NRERFERFIZITHZONTAP 9.17.1 SNESIRA, BER"FIEMERZR"

o "EERIMTREKX"

BEEEMBMNTRNER,

9 "B NN E R SHFIRE"

MERAKEEAT RERAEEREEIEEHTT 7N

e " K a8

HEEMENNTERE. BXRAEHIZE,

e "EiRE TR

MABSEERRPIEHERHN TR REERBIHNR. ARERUSBAFIREIZR T RIONTAPIR G,

o "BEIRERE"

MUSBIKzNZR B ENONTAPIRIR ., IERX 4R SH B IR 8,

e "E

MONATPE R B E R EZ A ERREC B IMNIZ A E SR,

o "G E SRR A NetApp”
ZIBEMHREMIEY RMA 35 B PR IR 4R 2] NetApp o

FENBohIRARERIZEK - ASA C800

TEEHASA C800 REHFRIBEIN R Z AT, BHFRREMINEMINEEK, XEIEHR
TREERESFMEAER USB WEFIREHeE, HWIEEHA ERIBIREENES.

NRENFERFIZITZEONTAP 9.17.1 HEBIRAE, EER"FEIMERZRE"
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USB N7 5
s BIREE— MBIV L FAT32 B9 USB AIFIREHEE,
* USB /AR BBHNEFHEREREM image_xxx.tgz' X,

X ES
4 "image_xxx.tgz' X HEHIE] USB NTFIREHER. A USB NTFIKEh28(EHONTAPBRR BT A It X 4o

PP B
fEFNetAppR RV R LA {4 SR B IR PR 1

I HIZEIRA
BMZIRNEEIN A, FaN AR ERNERSREXER!

© _SHITHIEE BRI IEERITHIFAYITE 28,
© _RERIEHIE_ERIITHIZRAT HA (K.

TS RHA?
BEERSISNANERG, CRBNERBDNFALOMBZHAZ RS
W EMEZZHAZFFIIAS- ASA C800

AHIRASA C800 FERZ LMNHIER 2, BREBWIERBNT R LRMEZRZFB LK
HIRS, 1EEHONTAPIRAEE ZHiNetAppBINE (NVE), HIEXFIEHIZRZAIeE
BIHEERER T AR,

SIRENEFERGISITRIRONTAP 9.17.1 SNESMRA, BER"EIEHMERR" NMRENRFETHER
HARRASHIONTAP, N AZfERF Bk E T2,

FE 1. 19E NVE ZHEH THIEMHIIONTAPERER
HBEEHIONTAPIRZAS B B 215 NetAppBINEE (NVE), LUEER LA T H IEMAIONTAPBRESEE R BN F

p
1. KB ERONTAPRRAE S T INE

version -v
MR EFE 10no-DARE, MERIEBEMRARZREINVE,

2. FHFE NVE ZHEHIONTAPE&:
° YNERTHF NVE: TEHHENetAppEINZEHIONTAPIE
° NRAZHE NVE: TEHATNetAppEINZEHIONTAPM S

@ MNetApp3z MG T EHONTAPBRREIIEH) HTTP 3¢ FTP ARSSssai At 32, 1E5Eik
Boh RS, ERFEUIRE S,
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TR 2: BIERAEERRSHENRRRE
EXAMEEH R ZA, BRI AEERLEHEOCERS.

p
1. BEECHNARS LEA T W ZREIES:

ONTAP hizx BTl
ONTAP 9. 14. 15{EShRE security key-manager keystore show

* NIRBATEKM. "EKM &R <HiE 5 H,
* MRBATOKM. "OKM NIEFEsr LRI,

* MRKREATAEES.
N =R <Ry .

ONTAP 9.13.1 Sk EERha security key-manager show-key-store

* NRBATEKM. ‘external M&7EsH<SHEEAHTIH,
* NEREATOKM. ‘“onboard M&EmSiEEH P,

"No key manager keystores configured’

* NRKRBHEZHEESE. No key managers configured M S 1ED

LT H.

2. IRIERGHESEE T RAEESE, ITUTREZ—!
NRAKECERAEIER:
EA U e et AREEH 2, HASRITRIIER.
NRECE T HAEES (EKM 5 OKM) :
a. WAUTEASS, EREREERFSHEIERRRE:

security key-manager key query

b. EFERBLERHIOETHPHIE, Restored HF, WIIETEIAEERE (EKM 5 OKM) MSHIIEER

HESEMINIME.,
3. BIREENEAEER LA STHENARESE.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R XA EEGIEE, HASHITIIIER,
NREFARETHERRE true’ E“BIRE"FIH:
a. BN EIRAERIAME D ERHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
i, 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

*onboards
c. &% OKM 55
L PR EI S RAPRIER :
set -priv advanced
BNy HIRRAREEET,
. ETREREESEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MREERIREPZEEFHME OKM, EREBLENHEE.
iil. JREEIEGIET
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

T RHtA?
BB R LOMBEAZNREE, BB XA
XAEDER LOETFohB T RIE - ASA C800

KHASA C800 FERF R IAITHIEE, UMIEEIEERAEBNBHNTRmETIIEF
REFRFIRE M,

NREHNEFERGETITRIRONTAP 9.17.1 NESMRE, BER"EENMERRF" MRENRRSITHER

HARRASEIONTAP, N AZfERFIE STz,
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TN 1 . KZSHERS
5Eh% NVE 3 NSE 55, BEEXAZHRITHIZR.

S
1. B2 HI28 2~ LOADER 12777 :

MRZHRIEHIEET ... BA ...
LOADER 12T 3£ Z "Remove controller module" o
[EEEHRFRE . & Ctr-C , AREHMERREE v,

AFRIAATREBRTT WAR MNETERNEHSERENHEZHREHIZS: storage failover
S AE)) takeover -ofnode impaired node name

L 2IRITHI2E £ 7R Waiting for giveback... BY, % Ctr-C , ABEIE v

o

2. £ LOADER ¥4, HAN printenv LUBRFIBERINIFELEE, BRLFREFEDHSEXEH,

() REHRERTRIAESET, WikhSTaREEm.

I 2 © ARG TF MetroCluster H
()  REHRARANS S MetroCluster B, B/IEMILLIBIES .

BRAZHIEHR, CUIMEREFISRIRES, HAELZEEIREEE, WESTESNEH SIS MR IRITH
MBI (AR,

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HRH T TR REF
RIS E ARG TR A EE T alse. MBMEXRAZHITH R ZAIE ERFHER ; BN "HTR5
EBRED",

* NREERBZE MetroCluster BEE, MAFAIAEEE MetroCluster IR ERES, #AETRATEBHAILE
EHIRES (MetroCluster node show) o
TIE
1. MNERBAT AutoSupport , M@ E A AutoSupport JHEZ1IEBTNEIEZES]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZ IE BB ERGIF /Y. clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NIBTTIEERITHIZSMIEHI B2 BEM3SE: storage failover modify - node local -auto
-giveback false

3. BRIITHIZE B R/ LOADER $&7R%F:
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1 USB iAfFIRchaR B NIEHI SR 1R IR LAY USB #&1E.
FtRRE USB N7 IEEER L R1EMRA USB Iz MIEIEFR, MAZE USB f=Hais O,

RiEhSRR—ERRIENRSTD, BRITRISSRRBEEDTG LA, BHEBIEER USTiEHIER R
REVFAL, PATRRIE S hRsL B4 83 IR _ EHRRD_E S RIBE L&

BHRFELEANRIR. EMTEHEREAIIN. ARERFREEIER,
BERMER. EHIZEREIIEIEE, Be prepared to interrupt the boot process.
2 Ctrl-C 7£ LOADER &5 M=1E, LIFETEEE 2.

MRKRETRIHE, 151 Ctrl-C , EEBETLIBMEI4HPIET, AREFEEHIZEUEEIMEBER,

T EMHF4?
BB RE, EFBR EHIRERE"
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IFTRIMERE,

NREHNEERSTITRIRONTAP 9.17.1 NESRA, BER"EENMERRF" . MRENRAEITHER
HAhRASBIONTAP, NI AERF B IRE T2,

FaZ Al
* BRG] B EE R MR SR,
* FRINEIRE S RE RGNV,
* BELHNRRZEEAMNE, PR 3 R, BREEREZTEBINEREZFENIED,

p
1. [EEFEITH23A9 LOADER R T, M USB INTFIREN2E B BN E BRI -

boot recovery
MEHREX M RMUR T AT,

2. HIMEREY, WABEGREIRHIZ Enter BIEZIES R E2TRHRINE R,
3. BERIEATIEAIONTAPRRAHI S BINE var XRS5
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ONTAP 9.16.0 S{E R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g Rz —!

* IRRSAERNE, EMEEIFRERERE X 1 EFBE

" IRRSERAME, BREREME",

ONTAP 9.16.1 S{E = kR4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctrl-C 8B R BB,

f ITUTRIEZ—:
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" IRRSERAME, B REME"

4. izl a4 AiE R B EC TR,
O W RIEFEEEHSBRME EEET:

storage failover giveback -fromnode local
6. NREERATBNREIRE, BEMBRAE:
storage failover modify -node local -auto-giveback true
7. AR FA T AutoSupport. NEEREBEheIFEZRE]:
system node autosupport invoke -node * -type all -message MAINT=END
TRt
BohmEREGE, BRB " MERN TR ENIE"
& Nn#E- ASA C800

TEASA C800R%EH, MEBMBEN B ERINE, UBREIEFEZEIRIF, BidiE
BIERIERAT AN, EMNAMEIRE URBIATEIENRZ 2518,

NREHNEFERGETITRIRONTAP 9.17.1 NESMRE, BER"EENMERRF" MRENRRSTHER
HARRASHIONTAP, N AZfERFaIE R E T2,

RIBEHNERAERSREEE, TAENNTRUMERSNE, NRETHECHRAEAB N EAEERS, 1H1E
EEERN RERI R BRI E,
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IREZAEIEEE (OKM )
MONTAP S Eh3R BE R AR 32 sAE 1288 (OKM) R &L

FaZ Al

BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10

30


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,
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BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR IR -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfEMR CFO BERMfE, AP EAEESSE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

AR 2R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

SR B AT AutoSupport. MR ER B &hIEEZRA]:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETEES (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&



KT R HlE

1. A E IR R R ST HI28 L
2. JEIREIR 11" MONTAPB SIS &,

ERBhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o
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Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. TER B &helEZ5:

system node autosupport invoke -node * -type all -message MAINT=END

ERMN B LEMENRE, ERERHEEHEELNetApp”s

BRI B oh T iR [El125NetApp - ASA C800

SNRIERIASA C800 FERGHHE N AR ERE, 1HFHESNHFIREIZENetApp, S

EM P REA SR B E RS A,

HAa
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MFAEE T ERIE - ASA C800

BFIQEMASA C800FERFRINIAE, BAEREMRENK, XHiEHlZE, ERAE, A
[ERIIER GBI TR .

o "HEREERER"

HENEERER, SERARAE. FREIAR. ONTAPEIEMAMHINEERIE,

e "R ERE"

HEEERANER, BHRIRR. WERIENTAR, IEERIEHIRICES,

e " KA aR"

KT R AR 2 HITH AR,

e "B RAAE"

Rt FEA AP BV A S EBIAAE T,

e "SERALFE E R

FTERERNTEARBERE, PITIREERE, FFHENFERELNetApp.

SEHHFERYEK - ASA C800

TEEHASA C800 RLFHRIHIFEZ AT, IBHRAENRINERHNNEENR, XEERIERS
FRPFFEHMAGFR S EREETT, WIEEESHEONTAP BAMEESL TR, [ERER
MAEARBERNTE,

MBI EFrB RIS A M (FIaNfERIZE/CPUSE T, FEIRAMI/O)IYIENE
BEUTEK,

* MIRRASTHIFAEEMAMIES T, TN, BEKRUTRER), "NetApp 25"
* JREXONTAPRIZA#EIR I EHE(INRZH).

* BREAEHITERFAFENITAMILE.

* BRI LA RS2 15 RIFR B ONTAPRR A fE BN E LTI,

* ERSHEELTIEN, RIZFEERZIR. NVMeIRThsMITHISSERE EHMAE. H EFRNFEENetApp
AR o

s NIFAAERTESIEM RS, For a two-node cluster, you will have a complete service outage and a
partial outage in a multi-node cluster.
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() BukE NVDIMM, FAEESOMFTHESENET,

NOTTAR EEN NVDIMM BY_Eif%k, BEEHSIFERANEML, AIF NVDIMM fRighYERE Lo
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7. B8 FRPSBUUFEENSE— NVDIMM ,
%8 & BIIBINK
B RN R EB T EREHIZSIRIR,

p
1. #3 Riser 3 FAMBIN R,

1 S+FI84T)

@ =Eibysa

BENTT BRRET

2. NIEHI SRR BN BT

a. £/ 1 S+FRLIETEERNNHRAVES], FREITRER2UE,

b. yUEBENN BN, BRI RERE LR, ARREDNTREEREEEHBE—F.
3. BRmIN RS EfTHIsERIF L&
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a. FRMNRNASSHEHEIN=NTT, ARFEEEEENGE,
b. Y& B 5hoT B T hekk 2 1R
C. ARSI TR RN FEIE R E R

BEET R, SNAEIFIBRIN .

£ 94 L PCle I£HIR
B E R BT HI2 IR,
S
1. B AR ZED B AT HIZZ &R
a. BRiRIINS ST H I EIRE BIRE TMIRTT.
BEEHIZIEIRPAVIERS | RURFR, ARG IR IR RIS SRR T,
C. M TFENBEHNFBFERANBEMNE,

o

YER, MEFBESREARINETTT, MEARGTF TR ERE,

d. EFTHEAM PCle RHEITHIFAE SFP 8¢ QSFP 11k,
2. WHR PCle IRAREE LARTE,

5510 7 RETH|BIRIR
ENRREEHISRRRAEHBE,

B
1. BRI R IRARIE SRR OXNTT, AEBITRISRRERENRGN—F

() EreERSERELENESR, RERGIETEZRY.

2. IRIEREENNRF AT
NRIEBENT /B HEE (QSFP ¢ SFP) , IFICFEEANENERZEE .
3. FERTHIBREIRAVEIR R
a. FHTHIZEIRE AN, HEIESPREEHTE2ML
EHSRRTEmAE, WEANZ L.
C) RERISSRBANFER, B7BANEKR, URBIFERZSS.
a. | bR BiEFB, EEMA, LUBRBIESH, ARBHRREISEMLE,
b. REFREABNEIR. ENREBRFRLABIF. ARRKBREEDER,

HRMER. EHI28BHEIIENE5. Be prepared to interrupt the boot process.



C. MRHKREMLRALEIRIRE, BEMTEIZEE.
4. BEIREFAEER BITHI B IME [EFIBIT!

storage failover giveback -ofnode impaired_node_name(*yﬂéfl)
S. NREXZABRE. BFEMSHAE:
storage failover modify -node local -auto-giveback true(ﬁj‘()
6. dNRBFA T AutoSupport. MEF/BUEZE LE B shelEZEM):
system node autosupport invoke -node * -type all -message MAINT=END(%&X)
T—FRMHA?
BiRIIERIASA C800iT IR G, BRE: "RRERARLE"
A EHIITRSAECE- ASA C800

BRSSO A BT, UEEMASA CB00RAREBME E 5T, B
TS RARIECRAEAOMERETEFMAR: TNBRIRREHEEIE (OKM) %,

FTEREHF ERA B ELIFEING, ErIURIEERITHIZENERFIRRRE, HREFSEENLERKIRE,

B/1Y . REHRIERSE
TN ITER HA M HIE TR REFRYIE S SRR 50 17 AL & P e SE AVEY (8] AR 55 2310 & B A VI Il S8 AR 4R LRV 8]
;EEE HA, WNEREYEIA HEARICED, MIpAEERITHIZR IR FEEXE(E, LUPIEEFinrA] sEEEERMmE

XFIES
mj:,lé\?“IEE%EI’J%,;LJ:F“}%iE%EPE’Ju

* replacement Ti R IIRELZ BH EMZIHRT R BT =0

* health T5 22 replacement T 2 H) HA B2t T 5=,

P
1. 91 replacement TI s AR7E LOADER 1R, 1B RAE=E] LOADER 2R RFb,
2. £_Healthy node . MEZRSMTE: cluster date show

HERFNEY e & FECE I X,
3. 7 LOADER 2R 7F4k, 87 replacement T 55 ERYEHAFNRYE]: show date
BEAFIRT AL GMT &R

4. MEXE, BFEBRTRLEU GMT BRIREH: set date MM/dd/yyy
SO. MNBEME, BEEBMRTE LIEE GMT BYj8]: set time hh : mm . ss
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6. EMBIRFIR TN, #iA_reender T ERYREBFBYIE]: show date

BHEAFIETE] LA GMT &R

5% 2% WIEHRENIFERN HA RS
AT H B EIR 1A K, HELENERIRKSULRENRAREKE.
1. EEIPET, MIREHISERIIEPTEAG BT 2T ERERM 1A K& ha-config show
PRABMHRT HA RSEBRZAE R
2. MR BTRAITHIBERAFNRSSENARREERLER, BAEHEERIRIGE 1A state . ha-config

modify controller ha-state

ha-state BUERTLE U TEZ—:

° ha

° mcc

° mCCIP
° non-ha

3. MNRBTAVTHIBERARFRS S BN RRECERILED, FHITHIZRIRIGE 1A state . ha-config

modify controller ha-state

4 HHANREBEEN: ha-config show

T—FRBHA?
ERFERRNFIENEBOENIERERG. BRERITEX TR ER TR,

SN RGHEITECEH EM D ECHEZ- ASA C800

R R R RIA R e BT HIEE, LUEZRIASA CB00RAREBME IEHETIT,. &
EI RS REERGERNMBREMEFIARE: TMENREZAEES (OKM) %,

F1Y: BENHRAHTHE
ERUTAZRRIHEFIZMRIRANTFMEMMLLIERE . "Active 1Q Config Advisor" o
5B

1. FHF R Config Advisor ,

2. ABMRENER, ARRHRERE.

3. BERARLIR, ARKNEHL. BRETHEHERBMBEHANERTRLF, UEEERMNERA
Zla]do

4. BEHMENANATR, SAFRZE Config Advisor BV, LIGEHMAL,
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controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

$2%. ENORCHE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. & RTEB BN replacement E 4250 HIA R SE
ID 8Bk, AEHIAEESE L,

P BGERTE HA JHIZTTONTAP BIRSE,

p

1. 90K replacement ITHIZFAFEIFIER (R * > 1IB5F) , BRHEIPIENHEE LOADER 12T
halt

2. 1% replacement 1Z28_ERY LOADER 12154k, Bopizhles, MRAKERS ID FALEMRTEBERA
ID, JEMIN v boot ontap

3. 5FF Waiting for giveback.. HERRTE replacement ITHI281THI & L, SABMNSEITIEERIEHIZEH
WIFTREE BN EEHMENRLA ID . storage failover show

EoLHHF, BYEI—FER, BHZRITHE LNARSR ID EFck, EPERTIEMRIE ID MF 1D

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. EIETIEENIEHIET, BIEREERFEMIZOIEE:
a. BRASEMNRES: set -privilege advanced

AZRTEHREHNSREXE, EIEE vy, EEEERSRMELRETH (*>)
b. RIFEfAIIZ O LA ssystem node run -node local-node-name partner savecore
. %4¥ savecore ST, AEEALHRIE,

ERI IR\ LU ep S 3R IS HE savecore en S HIHE : ssystem node run -node local-node-
name partner savecore -s
d. ROF|EENRRF: set -privilege admin

O MRBHEMBAREE T FHEINEME. NWATIREEERNZRAEAEEEZI/INIRAEE. BIUT
Az — R RTFAESE IR INAE:

° "EREIRHEREENE R A"
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AR E RS N
6. ZEiRIgE:

a. MEITIERBEHIZEH, REFIRAITHIZZANTFEE: storage failover giveback -ofnode

replacement node name

replacement =2 UREIH FEH TR B
MBHTFES ID FALEMRREBERS D, NN vo

() nRxrwER, CAUERERLTR,
"EIEATIER ONTAP 9 lRAME T BERERR"
a. XXERE, HiA HAXE TR BT ERILIEE . storage failover show
storage failover show SRHIHIHANEE System ID changed on partner JH 2.
7. WIFREBIEMO B storage disk show -ownership

BTF replacement 1= 2SR N R RIFIARYS ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. MR RHFEA MetroCluster Bt E , BRITIEHIZSAIRZS: MetroCluster node show

EE?&E; MetroCluster @EE*ER%#Z"“EWE IJ_.EI%'{kILA: ﬂ:tﬁjs %4\} %U%g:{ TEEEE)H(ILA; #E

F DR fifZH ERIEEEN . The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

9. MNRIFHIZEF A MetroCluster BBE, NIIEHE MetroCluster XS, WMRRIEFFEE R IL S FAYITEHSS,
BWIE DR X ID FERR S BB NRIBFIEE.

NREISHEU TR, MBTHITICEE:
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° MetroCluster FCE b FHIRKRES.
° replacement =28 B ML R FHAE I HBIFIE S,

"EOT 5 MetroCluster BB, HEEFIBINESTE HA 125 H MetroCluster HJ#EHR Bl & S ER"

10. NREHIRLGEK A MetroCluster BLE, BRIIRECRESTNMEHZS: MetroCluster node show -

fields configuration-state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. WIFSNMEHIZE S EEFAENE. vol show -node node-name

12. NREHEEF BN ZAT BhEE, IBMBTEENEHIZZEATE: storage failover modify
-node replacement-node—-name -onreboot true

TR ARYIERE—ASA C800

To restore your system to full operation, you must restore the NetApp Storage Encryption
configuration (if necessary), and install licenses for the new controller, and return the
failed part to NetApp, as described in the RMA instructions shipped with the kit.

551 72 ONTAP FABNIEHISEREITENIE

MREMTREEERFTEME (TRBUE) WRIIER ONTAP Thig, MAAZY replacement T3 R R IF ]
iE W FEENETFRNERNIIE, SHFHNES T RENAS B CHIIEER.

XFIAES

AERFWFANEZAZE, FEMETAHINENAHEATRER. B2, IRERATRERHTH—AAIL
DHEEWrIERN T R, WARRIFERILIIEERECE,

te5h, ERN R EERRZITFAININEARIEERTEERNTI MY, RbENRREBAT R EREZRITH
IEE Ao

FIaZ Al
VFRNER AU IR A 28 NFARTAIE T

158 90 REVEEIREIRLEVFAIER . BIREIT/E, FrBIRTFRHERARY. REBMBIFIIERSAR, ERILL
£ 24 \NAREREER, BEZERIER.
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DIMM. E#fr&xizhlas, ARRKHRESFREIZENetApp.

FaZ Al
* BRZASTHFAEAEMAMHIERET, BN, EBUMEKRRARS .
* B RREIRA A E I MNetAppU ZIRYE B o

1P XHARHETIER
ESEIE A G

BRAZFITH R, BOTHEERISRANS, AECENRERH R, NUESITESEHIZSRSRSMZIRES
EafF g HE (AR,

KTUAESS

* NREFERNESANRS, MHMEKNEZIIEH|ZESCSITIFMEMHER cluster kernel-service
show, cluster kernel-service show f3 < (TEpriviaRiZD ) Al B2 T R T R B PERES". ZT 5
BBl MRS AT RV TR,

1 SCSI IR ARSI HIZN SEBFREMT RRIFFRIK R, EREFIMRZA], BT RFAAIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R FTI TR RET
RIS E ARSI TR S EE T alse. MBMEXRAZHITH SR ZAIE ERFHER ; BER "HTR5
KEED"

SIE
1. AR BT AutoSupport « N3&5d A FAutoSupport JH E 21 BrheliE =G

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JHE 22 1E B oh 6l 2 2=/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. ZABDIRIE
a. MEERIEHIZENIEHISRAL TR
storage failover modify -node impaired node name -auto-giveback false

b. #N 'y HEEIRNEERETEZRAAMMER? "
3. B=Hirhlgs B~ LOADER $@/RfT:

MRZIHRITHZEEET. ... A4 ...
LOADER 2R BET—%,
EEFFRE ¥ Ctrl-C , AREHIERNEE v,
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INRZHIEHIBET .. B4 ...
AR TR MIBTTIEERITHI S R E S E (R H 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ &’

% 2% HTHERIZERER
TEEIRIEH SRR IRE EHUTHI BRI BVA MY, S MAFERE T K 28R IR

p
1. NREERIEH, BIEMEM.
2. fERE S T REE. EERTEIEFNSLE. RN APIE RS EEEEE IR L.

ST - HIA S5 53 A

g

il Al

@> A yg? Y§7V@¥\r/v ygy Q@g Q@? Q

00)00)g)0larsa ol g6 ol
N

3. IRERGCRS K EITHIZR RS
a. FIETEENEHSR L, RERTFEEALTRERS. HERTHMEREIRS:

storage aggregate show -raidstatus !*normal*

* YNR&<IR[E] "There are no entries matching your query. #&Ei# N F— N FH 18, MWEESTFER
SHIRENZE, o

* NRizepREEREMER, MR MEHIZEUEEAutoSupport¥idz, FHEXZRNetAppsZHFERIJLAIR
Hyi&_ﬁﬁggj]o
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system node autosupport invoke -node * -type all -message
'<message name>'

b. WENMURANEARDBEESFIERKIRENE )R

event log show -severity * -node * -message-name *disk.missing*

* $NER&<IR[E] "There are no entries matching your query.” #¥4E3# N F—4F,
* NRZGLIREMEAIEMER, EMFNMEHIZSWEAUutoSupport#iiE, HEXRENetAppZFEBi LR
B —E B,

system node autosupport invoke -node * -type all -message

'<message name>'

4. BRRBRAEER, AEMERLKRTERZ,

S. MMM EIREE FRNEAMSIH, MITHIBRIR EIR T RAEBLM SFP/QSFP &R (MIRFE) - i2 T
SIRELGNE,

REABERLEERET, WEEERTRESLEEREN, SLRPIER,

6. B EEIRE MITHISEIR PRV HRTE o
7. A TERAANHERD, ARRRE TR

R SR IR S MALFE R BB I4AS Lo
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8. RzhISRERBHAE. ARBHEBEFRIRE L,
ORISR IRIRAVRER, FEMAFERE L.

% 3 4. FiE DIMM
BT RPHRES.

EEHEDIMM. ST ME A E X E TREAIDIMMBRET R EITH 38R P BZDIMM, ARSI IR E L BIRE#
T8,
1. FTHENE:
a. FIEHISSIRR R T EXERMABIEH -
b. BN EBENBIER, AEBER LRSI THANMAIE.,
2. #1'F DIMM B, BREBIERIRAIR EAVBIE IS, AEENTRAR,.
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g 12FH4R 1 F1 DIMM $E4E 1 LU 3-6

EFHR 2 1 DIMM  $EFH4R 3 1 DIMM 19-22 1 24
}HEfE 7-10, 12-13
#115-18

o E: *HERE 2 1 14 AT, BENEREXLEIGEFZE DIMM
3. I2 FiE#ES DIMM B9A M, LUER LU IERMII A G NERER DIMM
4. Z\2¥#nh DIMM FEMIBYFE DIMM s8R, 3§ DIMM MIEIEFsEd, SA5%E DIMM & HiEiE,

() /IVDIBE DIMM #0302, LUBHE3T DIMM EBESIR L8O BRI,
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7.
8.
9.

MBS RIS RS hENH B0 DIMM , E1{E DIMM AR FIEE SHEEX5T.

DIMM #&E/0 Z iB18YER O N S 45 FE PRI SSEERT 750

% DIMM EE N\,

DIMM £ ZEEEXEEF, BRREZIEN. MREE, B/ DIMM SHEEEHXFTHEREN.

() Mz DMV, BEARIONFHELENEN,

ANOTIRREMHER) DIMM BY B4k, BEEESRRERAENL, FAZMIT DIMM MiRAIERO Lo
EREMNEHSERPE TRFRERA R
KABRE,

% 4T EMREEHIRIRIR
BRI EMEE

p
1.

B
Z3

REH S RRRIESHFAEFRIFONTT, ARRKERNSERERENRSI—F
C) BIRER SRR EIANFET, RIFRFIETIEXEF R,

RIEFZEIN RIHTHL.

MREBENTA RS (QSFP 3K SFP) , BICBEFEAXANERREEN.

TERITHIZBIRIRAVE T R 5

a. FiTHISRREFHENNE, B ESPIREEHTSRMAL
ERlgRREeMmiE, MERMNE A,

C) Rz HI SRR AVIAERY, BB AIE K, URBIFERESS,

a. M ERedEpiE I, EEMR, LUBRIEH, ARKEREIBEME.,

b. FEREIBNEIR. EMTRBREADIF. ASKEREETBIR,
HREMER. EHI28EHUEIIENE5. Be prepared to interrupt the boot process.

C. MREKREWMLERLEERE, WEMTEIXLE.

BE R FEER I HER M E [ERIETT!

storage failover giveback -ofnode impaired_node_name(*y_"&j()
NREZBBEDRE. BEHSHAE:

storage failover modify -node local -auto-giveback true(3&X)
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6. WNER BT AutoSupport. NIER/BGHZE IEBThEI =5

system node autosupport invoke -node * -type all -message MAINT=END(§+&3‘C)

% 5% KHEEFIERE NetApp
RIBREMFREIIE RMA BB EAHRE NetApp . "HHEEM B BX¥MES. FENRE,

EiSSDIXn2sak HDDIXf25- ASA C800

HASA CBO0RLFRER R EHNENFEARE, BERZBEE, BHIIZEIEIRRI
[EIREHEE. REBIRE UNLEMIKEDEE ARSI BRI R R Se1E6E,

You can replace a failed drive nondisruptively while I/O is in progress. AT 51 SSD A%
EZ R BFIFnes%iknnzs, BT E#E HDD BVR(EP B B F etz iknhes,.

When a drive fails, the platform logs a warning message to the system console indicating which drive has
failed.In addition, both the fault LED on the operator display panel and the fault LED on the failed drive are
illuminated.

a2 Al
* EEMRIREIERZ A, BEERESBRARERTRAEEINEE (DQP) .

* ERGIEFEPREBEITHS. UHEHRIEIREZS storage disk show -brokeno,

The failed drive appears in the list of failed drives.If it does not, you should wait, and then run the command
again.

() RELDASE. BoHRTEREAMNA 8 R TERMIREETIRE,

* BERE 2R SED 54593k,

BRI ERI S VBN R TR EI2RRIER AT, WMREA T SEDSMIIE, MAFUHRIRFRISEDEHIER " (
qOE%NTAP 9 NetApp INEZLRIER) "#HiTRIE, XERANETEER SED ZmlZEdFRITRE MY

* IBRENTEEZFERIRRNES. BB "NetApp Hardware Universe"s
* MRRFATHFEHMAMRYERET, BN, BRIBRRABEALZR,

KXFIAES
* EEIHIRAR BRGNS L, KehREr=BER (T o

*© EIRIKEDERAY. DEBIREIRE DB BN B NEDB 2 BFF—0 0. LUEEFEHEARSEZ IR KRN
FRFEZE
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W1 ;. B SSD
p
1. MNREBF oD BMRIB R OIREHBEFAEN, WHEELHEHEMNRIE WREBH)

a. WirREBERBHBRazsHAe: storage disk option show
TR R E—IEHISSRR ERAG L,
MRERA7T BoiEohzsn e, MEESTE "Auto Assign’ " FIFER on FFEMNTHIZFIEIR) S

a. NRBEA7T BohiRchEoEe, BRBHEZMA. storage disk option modify -node
node name -autodassign off

A FIER MEHIZRRIR_EEE A B shik 28 2 Beo
2. I,
3. LImER M E IR IREhER.

REpR L EWER, RAASRARFITFHSLER—FESTHS, BERM NS LERE, b, KEhes
RERFRETER ENER (RIAE) LED MHEERMRE=IE.

() ERERBLOED (Be) LEDARAKE WERD  FERARDES, OF
RIS, SXFT VO &, MIEIENEHRTE /O SEih,

4. BRHAEIRENSS
o W FIRESRE LB T LT,
b. EROIEFRRHIBLMAR, HAB—RFRREHE,

5. BELEEH 70 H, REBENEREDES.

XIE, RGpa] LURRHIREHEE ERMIER

6. FNERIKENS:
a. EORIEFAFHAMUENBERT, AXNFEAEREDSE,
b. #%, BHIRIRzHERFLE,
c. B LMICIEF. FERMBTLEEETRP. HELFFRAENL

BHOEIEMRADRIEF, EHESKEEIERIERNTT.
7. WIEIRENERAES) (F8) LED BE=E.

SNRIREHERAVER) LED IRESEE, WRTEMNBEEE, HIXchIRVES LED LR, RRIREHERE
WEE /0 [ETE#ITH, NRIREHIRE M ETEBEIER, N LED RFiAK

8. MREEMSZ—IRFRE, FEE LRI R,

O. MNREESB1PREAT BpiRNR DI, BFeDEER=BAEN. AERETEENRABE
Z573 fico
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a. BFIERBENIREHES
storage disk show -container-type unassigned
TR IR E—ITHI2RR EIMA G <o
b. G NIREhES:
storage disk assign -disk disk name -owner node name
TR AR E—ITHIZRRR E N <o
R LUE BB — X DS NEE 2R,
C. MMRFE. EHEABEIIRENEEIE:
storage disk option modify -node node name -autoassign on
T TIER NSRS RIR _E S S A B ahikchas o fio
10. $REBEMREMTE) RMA i3 BEISHPEZEAHRE] NetApp o
b "NetApp ZHINREEE RVA SIBREIRIEFEIMNER,

I 2 . EBi% HDD
1. MREFehHENRRNBOERNB[AEN, WEERA BRI EEARHE WREEH)

C) TR LAFeh D ECIREhesFREM, ARTELIRESBRIEEENRR R Bz 2 i,
a. WIFREEBHAEMIRIZESES: storage disk option show

TR LA E—IEHIZRRR Eim e <o
MNREAT BohIRENFHE, NEEHSTE "Auto Assign’ " FIFER on  (FEMTHIZFER)

a. NRBEA7T Bohikch2s e, BRBEZM:. storage disk option modify -node
node name -autodassign off

L BTE R MTHIZR IR 5 B ah R EhEs 7 Ao

IEff#z,

M5 EEERE TR,

BT RS R S HBMBENE L SERMIE LED MEKFEHEIXEN2E
B R IR EhER R E L BRI HL

a > W DN

RIBFERGNARE, HEEIEENSENEBIEH AT HEIRE)ES EERITRERZ A M.
fpan, TERRT —MERWRNEE, ERPURHE U THEEIRREE EmpIIRE:
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10.
1.
12.

13.

SRR RO AIBFER DT, MR IREDEE MR IR
RORIBFRERSITANUE, UEEEREEMPIRPEL,

REBHHMERRES, HHEReMiE, XAIRFERE—DHIEtE, AERANFFHEEIXEIEEM
HEE R EN o

FEOREFATIAUENERT, KFEARERhIENERTR, B, BIEEREEE

o

@ BEDERF 10, ARBRBNMEERIE. XiF, RIErALURGIHEEREEER
HIRRo

@ MR TSR IERARTEME LR, BSURENEDEET MPRIBREIEIX RN
AR —IXEIERFEER .

()  mrmsmmhEe, BRARE, BREEFRENSTE TIRENMERHSRITE,

HLOREBF, FHEREDSETEEERFRPIRT, HEEFFANEL
BHUEIEMXALKRIEF, FHESHMEIREAR0YEmERXTT.

MNREFEME — MR, BEEIE4F 9,
BERMRERIR.

MREEDSR 1 FERT BpIREENE, WFshoEREIZEAEN, ARREFTESHEABK
e e,

a. BTRFIEXRDECHIIKENZS: storage disk show -container-type unassigned
TR ATEE—ITHI2RIEIR EINGR

b. HEENIRENSE: storage disk assign -disk disk name -owner owner name
TR ATEE—ITHI2R 18R EINER <

] LU @B R — R 9 Bo 2 N IR BN 28

a. NRFE, BEHMEHEIRNESIEC: storage disk option modify -node

node name -autodassign on
BRTEM MEFISRIR EEF#/E A B ahIRehas 5 B
EIREMREMTEY RMA R BRSE & 2R (IR [E] NetApp o

@SBRI AT "NetApp 255", 888-463-8277 (db%E) , 00-800-44-638277 (EriM) =Y +800-
800-80-800 (I AHX) (UNREEE RMA RSB XEIRIZIELENEMEEE)) S
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B X F3- ASA C800

HASA C800RZHRHINE LA EHEWIZITHERE T, BEMNBERR, HAXZFM
ARG HIMEAERE, BRIBEEXAKIEESIZE, FEIFT, BERNBER, EHMR
EiThlEs, ARRHEIMHRELZNetApps

£1T XARBITH RS

Shut down the impaired controller

BXAZIEHE, TR IREREFIRIORS, HEXSEHEEITHEE, WEDITIERIEH S8 M RIITH
e B IR (2R,

KXFULES

* NREFERHIESANRS, NN MEREZIHRITHIZSSCSITIFEMEE cluster kernel-service
show. cluster kernel-service show' s (TEprivigZRiZR ) A 2Rz T R R I HERES" . ZTR
BBl ARSI T SRR TR,

1 SCSI IR RS SFHEN SEBHFIEMT RRIFHEX R AREFR 2R, BATRFIER

o

* If you have a cluster with more than two nodes, it must be in quorum IR EEKRIXFHF BTN REF
ISR EREIE TR A E E R false. MAMEXFAZHITHIZZZAIEERFER ; FEW "FhHa5
KEED"

Pz
1. A0SR BT AutoSupport . T3&:3 & F AutoSupport JH B2 1 BEh eI 2=

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
U AutoSupport JE B2 1E B Th 672G/ :
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BRBEHE:
a. MEREATHIZRAVIEH QAL T <!
storage failover modify -node impaired node name -auto-giveback false

b. N 'y HEEIIR N EESTEZABMOIR? A
3. ¥ZmIEHI2E BN LOADER 127757 :

INRZHRITHIZBER ... B4 ...
LOADER 127 F BET—%,
EEFRRE & Ctr-C , AREHIRREEE vo
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AR TR MIBTTIEERITHI S R E S E (R H 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ &’
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3. IRERGCRS K EITHIZR RS
a. FIETEENEHSR L, RERTFEEALTRERS. HERTHMEREIRS:

storage aggregate show -raidstatus !*normal*

* YNR&<IR[E] "There are no entries matching your query. #&Ei# N F— N FH 18, MWEESTFER
SHIRENZE, o

* NRizepREEREMER, MR MEHIZEUEEAutoSupport¥idz, FHEXZRNetAppsZHFERIJLAIR
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system node autosupport invoke -node * -type all -message
'<message name>'

b. WENMURANEARDBEESFIERKIRENE )R

event log show -severity * -node * -message-name *disk.missing*

* $NER&<IR[E] "There are no entries matching your query.” #¥4E3# N F—4F,
* NRZGLIREMEAIEMER, EMFNMEHIZSWEAUutoSupport#iiE, HEXRENetAppZFEBi LR
B —E B,

system node autosupport invoke -node * -type all -message

'<message name>'

4. BRRBRAEER, AEMERLKRTERZ,

S. MMM EIREE FRNEAMSIH, MITHIBRIR EIR T RAEBLM SFP/QSFP &R (MIRFE) - i2 T
SIRELGNE,

REABERLEERET, WEEERTRESLEEREN, SLRPIER,

6. B EEIRE MITHISEIR PRV HRTE o
7. A TERAANHERD, ARRRE TR

R SR IR S MALFE R BB I4AS Lo
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8. RzhISRERBHAE. ARBHEBEFRIRE L,
ORISR IRIRAVRER, FEMAFERE L.

E3Y: BN
HEIMPERNXBRR, HRAMBPIXEEREIRE,

pg
1 @I EIEH S HEIRE B E R EXBREIRAVSEE LED M E S NE RIIN G R,
2. BEFENBRRMERNSE RS, AERHXBERE RN EGZRIR PR HRE T RERR

NBEHE+RS
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p
1. BRI RIRAIRIE SRR OXNTT, AEBITHISRIRERENRGN—F

@ BIRER SRR AT, RIFRFIETIEXEF .
2. IRIEREENNRF AT
NREEETEEEMREE (QSFP 3 SFP) , FICBEFEANAENERREEN.
3. FERTHIBREIRAVEI R
a. FITHIZEIREFEANE, EEIESPREEH TE2MIL
IEhSERT G, MERMNS L.
@ RERISRRBANFER, B7BANER, URKIFERS.

a. | RS FH, EEMA, LUBRBIESH, ARBHRREEISEMLE,
b. JFHEIRLIENRIR. EMREBRAIF. ARRKEREEEIR,

HREMER. EHI28EHEIIENE5. Be prepared to interrupt the boot process.

C. NRFHAREMRELRAERRE, BENREXILSE,.
4. BI R ER RITHI B IME [EFITIT:

storage failover giveback -ofnode impaired_node_name(?&j()
S. IRELAHBHRIE. HEWMBHE:

storage failover modify -node local -auto-giveback true(ﬁif{)
6. YNRBA T AutoSupport. MEF/EUVHEE LE B eI =G

system node autosupport invoke -node * -type all -message MAINT=END(3X)

%5 KHEIBFFRE] NetApp
RIRELEREMIEY RMA BB HFEEHEE] NetApp o "EHREAER BX¥MEE. B RNTHE,

EH#NVDIMM - ASA C800

HASA C800RAFHMENNFEEGEIRELER I MEIEIRFIEI NVDIMM RESIKRAE
BY, 15E#E NVDIMM RFESE; BNESSRASRE T
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FFoa 2 Bl
* ERREEUEI MNetApp U BRI #: NVDIMM, FHHiZ NVDIMM S5ERIASA C800RLHEHA,
* BRREERATNFIEEMASYIEEIETT;, MNRBIRZ, EFEERNetAppZiF,

F15 KAZRIEHIE
KSR E RIE s,

BRAZHITH R, EOTHEERISRAAS, AECENRERHR, UESITESEHIZRSREMZIRES
EafF g hE (IR,

KTFUIAES

* NREFEAESANRS, NN MEREZHITHIZSSCSITIFEMER cluster kernel-service
show, cluster kernel-service show F < (TEpriviaRiZR ) Al B/ Rz T R T R A HFERE" . ZTh s
A B MRS URZ T REVE TR S,

51 SCSI IR RS SFHIZN SEBFREMT RRFHPRIK R, EREFMZA], BASTHRFAEIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R BT TR RLTF
RIS EARIEI TR A EE T alse. MSMEXRAZHRITH R ZAIE ERFHER ; BEN "HTR5
EBED"

T
1. SNRB AT AutoSupport . NI3&iTJE A AutoSupport ;B 222 1E B h el

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E BT 62251/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BB
a. NEERIEFIZEAIERI QAL T
storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRTEREEZAEMEIR? "
3. ¥ZRIEHI2E 2~ N LOADER 1R 457!

MRZHITHIRETR ... A4 ...
LOADER &Rt BET—%,
EEHEFE ¥ Ctrl-C , ARIEHIUERFEE v,
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storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ &’
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3. IRERGCRS K EITHIZR RS
a. FIETEENEHSR L, RERTFEEALTRERS. HERTHMEREIRS:

storage aggregate show -raidstatus !*normal*

* YNR&<IR[E] "There are no entries matching your query. #&Ei# N F— N FH 18, MWEESTFER
SHIRENZE, o

* NRizepREEREMER, MR MEHIZEUEEAutoSupport¥idz, FHEXZRNetAppsZHFERIJLAIR
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system node autosupport invoke -node * -type all -message
'<message name>'

b. WENMURANEARDBEESFIERKIRENE )R

event log show -severity * -node * -message-name *disk.missing*

* $NER&<IR[E] "There are no entries matching your query.” #¥4E3# N F—4F,
* NRZGLIREMEAIEMER, EMFNMEHIZSWEAUutoSupport#iiE, HEXRENetAppZFEBi LR
B —E B,

system node autosupport invoke -node * -type all -message

'<message name>'
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. & NVDIMM FEEiRENIGE,

NVDIMM SR BT, BRSFEN. MREHE, 5§ NVDIMM SIEMESXIFHEREA.
() EmesENDIMM, BAEEIONFHERENEE,
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1. BiEH S RROKRIG S AP OXNTT, AEBEHSRREREARAN—F
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b. EERLEIHENBIR. EFMTERREIIF. ARERREEIBER
HBIRMER. EH2EIEIIENEE), Be prepared to interrupt the boot process.

C. MRHEAREMLELAEIRILE, BENREZLE.
4. BT ERIRITHIR M E EEETT:

storage failover giveback -ofnode impaired node name(%&X)
S WIRERABEMRIE. BEMBRTE:

storage failover modify -node local -auto-giveback true(%EX)
6. WNRBFA T AutoSupport. TR ER/BUHEELE B RheIEEH):

system node autosupport invoke -node * -type all -message MAINT=END(%&X)

B 54 FHPESRHIR[E] NetApp
REBEMMEME RMA i BEGSIEEB4HRE] NetApp » "EIMFIREIFIFR"EXRIFMES. B IH,

EHNVDIMMEEt1- ASA C800

LASA C800RLAHR NV BB IRk EBE T A £ HIERT, FEMZEM, RAEHRE
KrEBHRIEMRF R R AR B, TR SEXAZINEHIZE. BIRITHIZFIER, Fif
NV BB, EfFfLET g R IR AR R HBPE S4B 025 NetAppo

T AR S 23
KA ER T HIER.

BRAZHITH R, BUETHEERISARTS, HAELEMREIRHR, UESTESNITHIZRHES MRS
ERfFiE IR (AR,

KXFUIES

* MREFERNEBSANRS, M MEKREZIITH|ZZSCSITIFMNEMHER cluster kernel-service
shows cluster kernel-service show' @< (fEpriviaRiER F) A B RiZT al T a3 HERE" . T s
BBl MRS A RIZ T RV TR,

/1 SCSI TR RS SFHEN SEBHFHEMT RRIFHRX R EREFRZA], BATRFIER

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HH B EITR T RLTF
BRI E R EIE TR A E Enfalse. MAREXAZHITHIERZAIEERFER ; 580 "HHa5
EERED,

gz
1. YR ZA T AutoSupport . M@ EHAutoSupport ;B B2 1E B &b eI ZF:
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E B o2 251N
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. ZHBHRIE:
a. NEERIEHIZEAIERI QAL TS
storage failover modify -node impaired node name -auto-giveback false

b. X\ 'y YIEHIR T EREEZLAEMEIR? "B
3. B=iTHlgs B~ LOADER 1R fT:

NRZHITHIBER ... BA ...

LOADER 127 F BET—%,

EEFHRE & Ctr-C , AREHIRTREEE vo
RS TE R MIBTTIEERIERIS R E S E R T2

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderig " fFo

%28 HTEHEEER
EE SRR RN BRI IS ERANBAR, EURMAERE TR,

p
1. IR R, BIEREM,
2. (EREIEHEE N RS, BEEREERESLE. MBFRYNFEPIIPIE IR 28883 Bt E E £ ik Lo

I - HINE I 53 EENE
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3. IRIERANRSKEITH SRR
a. EBETIEENEHSR L, REREFEEALTRERS. HERTHAREREGIRS:

storage aggregate show -raidstatus !*normal*

* R & <IR[E] "There are no entries matching your query.” #4Ei# N F— N FH 8, MEEREFEHR
KRR ENE2E. o

* NRZELREEMEMER, BEMFENMEH R EEAutoSupporttiE, FHEXZRNetAppsaHFaB 1A
B#—# B,

system node autosupport invoke -node * -type all -message
'<message name>'

b. KMEXHARANE AR ESFERKIEENEE

event log show -severity * -node * -message—-name *disk.missing¥*

* IR d<IR[E] "There are no entries matching your query. 4842# N F—,

* MRz DREEREMER, BMRMEHIZEUEEAutoSupportEiE, FHEXZENetAppZHFERI LR
Hyi&_iﬁggj]o

system node autosupport invoke -node * -type all -message

'<message name>'

4. BIREREAEESR, AEMERIETERZ,
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O. MMFFLALEIREE FRNBEAMSH, MITHIBEIR EIR T RSB SFP/QSFP &R (MIRFE) - id T

BIRELANE.,

vy

AN
ks
\N\

FRLBELLERILER, UMEETEMRESAERREN, S48 EF.

6. WHAEIRRE MTHIZR R PEUHHBE—,
7. AR BERD, ARRRE TN

e SRR IR MATLFE SR BB IS Lo

8. RzhISERBHAE. ARBHEBEFRIRE L,
LR RIS IRIRAVEER, FEMAFERBE L.

% 3 . Fit NVDIMM Ejth

Eift NVDIMM HERY75 AR MRS R B AR, A R R ITHIS R IR P,

p
1. T ERE ZHERARFHE NVDIMM EEith,
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° BXE R
9 NVDIMM B8tk
9 NVDIMM Egjth4h

o EER: T EHERFN, NVDIMM BiiTHiR LED 2IiIAMF, BREABEFENAT. BIETRE, L1t
LED R4 Ko

- REIEMESL, ARHERMIEKIEEARF, B AMEERRR, ARMEERR T BEIbL%LL,
- HYER M MBI ENIEFIZFRIRPEL, ARRKEBE—S,
- MBI FRENH E R A EE it
- B ERAEMAREER NVDIMM BXEH:
a. FEMARRNGE, ARROmTREME, UHERESEZMIL
b. R eR b IB N A RIEE, FHHRIEABIE DML,



6. %(i# NVDIMM BN E,

HRELDUEEAET,.

% 4T EMREEIRIRIR
BRI BERA EHE

PR
1. BRI RRARIE SRR OXNTT, AEFTHISRRERENRGN—F

@ BIRERSBRRT BT, RIFRFIETIEXF R,
2. IRIEREENNRF AT
NRIEBENT /B HEE (QSFP ¢ SFP) , IFICFEEANENERZEE],
3. SERTHIBREIRAVEIR R
a. FHTHIZEIRE AN, HEIESPREEH TE2ML
EREERTT G, BMERMNS L.
@ R=hISSRRBANFER, B7BNER, URBIFEZSS.

a. [ bR SR, EEMA, LUBRSIEH, ARBHRREISEMLE,
b. REFREABNEIR. ENREBRLABIF. ARRKBREEDER,

HIEMER. TH2sEREILENEEh, Be prepared to interrupt the boot process.

C. MRFHAREMREMAERRE, BENREXILSE,.
4. BIRIETFAEEZ RITHI B E [EFIEIT:

storage failover giveback -ofnode impaired_node_name(*g_'éj()
S. NRERABMRIE. FEHMBHTE:
storage failover modify -node local -auto-giveback true(3&X)

6. YNRBFA T AutoSupport. MER/BUHEELE B EhelEZMA):

system node autosupport invoke -node * -type all -message MAINT:END(F&S‘I)

% 5% RKiKEEHR[D] NetApp

REBEMFEMA RMA BRI IEE4IRE] NetApp o "EMHREFER"BEXIFMER. 5

VAL
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EHiiPClef- ASA C800

HASA C800ALHH I/0 IR LA HIE. FEARUZFHESIEEHMIINIHEER, BE
HEARINIZ /0 123, BRI EEEXATHIZS. FTIRBFERN /0 ER. EFBEoHTHIZS
» WU HPEERHIR[EINetAppo
VAR, =P

* [EATN B NetAppAUFT SR o B 1R 2R 14

s R EERATIFIEEMAMEIIIERIETT, TN, BHEAEAZH,

s BELUBILIREP B S RAZFE9FTE ONTAP IRAEE&(EA,

* RAFHFIEEMAGMIIERIETT, BN, BRMBRRASTEF.

£ 15 RAZHBIEHIEE
KSR ER IR,

BXRAZFITH R, BOTHEERISRANS, AECENRERH R, UESITESREHIZRSRSMZIRES
EafF i HE (IR,

KTUAESS

* NREFEAIESANRS, NN MEKREZHITHIZSSCSITIFEMER cluster kernel-service
show, cluster kernel-service show fp < (fEpriviaRiZD ) Al B Rz T R T K@ PERE" . 2T R
A MRS U RZ T REVE TR S,

1 SCSI IR RRSSFHIZN SEBFIEMT RRIFFRK R, EREFMRZA], BATARFIEIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R EI TR RETF
RIS E ARSI TR A S EE T alse. MBMEXRAZHITH SR ZAIE ERFHER ; BN "HTR5
KEED"

PIE
1. AR BT AutoSupport « N3&d A B AutoSupport B E 21 BoheliE RG] :

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JHE 22 1E B ah 62 2= 51/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. ZHB&IRIE:
a. MNEBEIEHIZBIEH SMAUTHS:

storage failover modify -node impaired node name -auto-giveback false

b. #N 'y HEEIRNEEREEZRAAMMER? "
3. ¥ZmiEHI2E 2R LOADER 1R 55!
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NRZHEHIBETR ... BA ...

LOADER 1&RfT BET—%,
EEEFE & Ctrl-C , ABREEMBETHREE v,
AR EIIRRAT MIBITIE BT s E N E E S HiTHI2s

storage failover takeover -ofnode
impaired node name -halt true

-halt trueB#0&# N\Loader{g R~ fifo

% 2% HTEHIZEER
TEEIRIEH IR IRE EHUTHI SR NBVA MY, S MAFERE] T RS8R IR

p
1. MR EAREM, BIEMREM,
2. fERE B P REE. BEERTEIERFNSLE. BRI APRE RS EEEEE IR L.

WS - HAIA ST 51 A

s, prIlEE

i v w\m W

%ﬁﬁw%&%%m
N OI0O)

-

A\
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f—

3. IRIERANRSKEITH SRR
a. FBETEENEHSR L, REREFEEALTRERS. HERTHREREGIRS:

storage aggregate show -raidstatus !*normal*
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* 1R a5 <IR[E] "There are no entries matching your query. ¥85# N F— M FH 18, WEETFER
QEBI]F%EED%%O o

* IR zEnREEAIEMER, BMRDIEHIZEWEAutoSupport##E, FHEX R NetApp3zHFati ATk
Bu#E—F H B

system node autosupport invoke -node * -type all -message
'<message name>'

b. KMEXHARFANEHARNRESFERKIEENEE

event log show -severity * -node * -message-name *disk.missing¥*

* YN8 4a3<iR[E] “There are no entries matching your query."#842# N T —%,

* NRZELREMEMEMER, EMHEMEHIZEUEAUutoSupport itE, HEXZENetApp3zHrEfi 1Ak
wﬂ_ﬁﬁgﬁbo

system node autosupport invoke -node * -type all -message
'<message name>'

4. BRRERAEER, AEMERLKRTERZ,

S. MFFEMEIREE FRBEAMSIH, MITHIBMRIR EIRTRAFBLM SFP/QSFP IR (MIRFE) - i T
BIRBLEUE,

RESBERLERREP, UWEEERLEALAEEREN, HLRTIERF.

6. WHAEIRIRE MTHIZBRRPEUHHBE—,
7. AR BERD, ARRR R TR ™=l

b SRR IR = MALFE SR BB IAS o
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8. RzhISERBHAE. ARRBHEBETRIRE L,
FEEERIZRRIRAVEER, FEMAFERBE L.

$IE 3. E PCle £

E#t PCle R, 1HBFRERTER L PCle RinORVALFIPRA QSFP 1 SFP, AIRMIEHISERIR EI5ER4%
R, BIRHER PCle £, BRFIZERMAE QSFP # SFP EfM%T&EIinA L, REEMERROLS,

B
1. HEEFERHNEERBREFAR 1, T2RERAR 23,
° NREHEHIZFAIR 1 A9 100GbE PCle £, BHRITSE 2-3 P BE6-7,
° NBREMIRFR 2 5 3 Fift PCle £, BRITSE4ET,
2. MIEHIESIER AP EI TR AR 1

a. EHI T AR F PCle RHHY QSFP &R,
b. SRR MBI R AR BE - 8l _E e H EA XS IEIR 5 M hest.

ISR = M BRI R R BE TR 2o
C. REEIER, BHEHBRANE, 2R LLNEREFOSHBEEGZIERNAS, BEMEHSFIRIRPIRL,
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RAHIR 1 (KERAMR) , 1{HEfE 1 H2E%E 100GbE PCle o

3. MEZFHR 1 HEITF PCle
a. BapfEftiR, LU{ERILLIIE) PCle o
b. 3ZF PCle {IRARMEBIMESZZR, ARKBHIERIFTHUE,
C. MIRARFET PCle +o

4. MIZHIBERPEIT PCle AR

a. I PCle RHR]gETETERIFRE SFP ¢ QSFP 123,
b. JEIRFIRA MBI IR BiE ) Bim L ek HEXBIEIR 5 B ek

ISR = M B IR IR TP BR I =0

C. IGECEMR, BHBEXE, EERENEREFOSREERSIERAS, FEMTHIZRRPIEL,

AEREBEFRITE Lo
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FRESS

AR 2 56 3 ERMIER

@ 12FHR 2 5 3 B9 PCle &

5. MIRFHREIT PCle &
a. BEhiRFiR, WERILLIAIE PCle .
b. #2F PCle IRARMBEMIBMESZLR, REBEEZIFTHLE,
C. & MIER M B MR _EIETN,
d. MIEFARAEIT PCle o
6. ¥ PCle R L& IURFHIRFHIE—IEES:
a. BRSIEARPH-RIEEXTT, AEEEEERNRHIRFIEE,

()  ®RKERS, EXERAREE.

b. 3 FEAM 25K 3, HE LMER,
C. ReiE ez, HEIEFARNL
7. B RAIR LT SRR R
a. FEIRIASG SiEHIZRRRE BIRET TN 75
b. SHETHIZEIRAAVERS | SULRAR, AERUIRARE R SR EIR P,
C. M FHEEBIEHBAHFEFABEMLE,



BER, BEFBESRARINERTTT, MiEARGTF TR ERE,
d. EFTHEAM PCle RHEITRIFAE SFP &R,

4T ENRREEHERR
EfR RIS RRAENR R,

p
1. BRI S RROKRIGSHAEPRFONTT, ARBEHSRREREARAN—F

() amsesIsEREemAET, RIERGIETEXRM.

2. IREREENHNARARHI T,
MREEE TN EEEREE (QSFP I SFP) , BIEREFEAAENERREEN.
3. FERITHISRERAVET R
a. FITHIBEIREFHANGE, BEIESPREEH T2 L,
IEHgERTEeMUE, SEFMS L.
@ RERISHRRBANER, B7ANER, URKIFERZS.
a. [ RSB, EEMA, LUARBIESH, ARBHFEZIMEMSE,
b. WERAIENBIR. ERMREBRLIIF,. ASKEREZETBIR,
HRMER. EH2sEREILENEE, Be prepared to interrupt the boot process.

C. MREAREWMLERLEEIRE, BEMTEIZIKE.
4. BERETFEEZ T HI B IME [EFITIT:

storage failover giveback -ofnode impaired node name(%&X)
S. NRERABHRIE. FEMBHE:
storage failover modify -node local -auto-giveback true(g"&f{)

6. WNER BT AutoSupport. MIER/BGHZE IEBTHEI =G

system node autosupport invoke -node * -type all -message MAINT=END(§+&3‘C)

B 54 FHNPESRHIR[E] NetApp
IREBEHFREMIE RMA 3BBIS S SR E] NetApp o "SHEEFEIR EX¥MES. BSNRAH,
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HiHRE R - ASA C800

HIEHYASA C800 R RIATAHEREBIRETT (PSVU) A EHRZS L IR, 15T
FEIRETT, MHRENAGBERESRETTHAENE], BERIEEE: HAXERR
S5HRENER, KA THESZ, BREERR, ARBHEREREIBIR.

FEHEER(PSU)BERT A BRPSUS BIRRVERE. R FEIRE. HITIHPSUHREBNAPSU. ARRKHEENMER
2R,

BEIRELRD, HEARER, BROXAEH2ERER PSU,

KXFIAES
IRES B BA—REBR—IPSUMEREE B,

@ REMER. TERPSUMNFEREI TR D HAEMRPSU, RAENAIEEET. EONTAP 2M
EH e RXEXERRNPSURTER. EEIEMPSUNLE,

() AP ERRESETRRMARLRENPSU, ERAGRESR,

BIRIBERIPSURE M EAMENAVIEELE | ACEDC,
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I 1 PEIR M IR
BHERZAPSU. BRI TEE,
1. WNREERIEM, IFIEHIEM,
2. {RIEEHI &2 S ZPSU_ LA B FELEDHE B EIRMIPSU,
3. BFFPSURYIESRE:
a. I ERLEIESS. AEMPSUR T EBIRL,
b. MERIR T EIRL,
4. B LIEEFM. RTIUERE. RAEEPSUALEIEHIZER. LUEITFPSU,

PSU#4E, Always use two hands to support it when removing it from the controller
@ module so that it does not suddenly swing free from the controller module and injure
you.

(1] BBPSUBIERE
(2] IR

O. TEIEHIS IR REEPSU:

a. AMFZEEAPSUNIASHFH SIEH S RIRIF OX 7T,
b. EPSURRENIZTHIRER, HEIBERERNENL

HIRRESAENERS ERESH B IERNL.

() HTRRRTRENEES. BIERPSUBNRAER T A,
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6. EFMEZPSUML:

a. FERAEIMEZEIPSUMEIR,
b. {55 IR E E 231G BBIRLZ EE EIPSU,
EPSUMRE MBS, KRSLEDR ALEE,

7. IZBEHFEMR RMA BBRREHIEER4RE] NetApp o "EMFREIFER"BEXFMER. ESRNH,

I 2: PUEIRERERIR
EFEMEMRPSU. BERBRUTTE,
1. NRE R, B IERE,
2. RIEEHI B IR EEHPSU L B ELEDHE EFERHIIPSU,
3. WFFFPSURYESRE:
a. fEAiRk EHNERIRETIT T D-sub DCAikEZR.
b. MPSUIR TALHIEEKE—,
4. [ LRERFA. BTERS. ABERKPSURLEEHISRR. LU TFPSU,

PSU%E, Always use two hands to support it when removing it from the controller
@ module so that it does not suddenly swing free from the controller module and injure
you.

(1] RAARET

9 D-subE R EBIRPSUSi 4% 128
e BIRFR

e HEEPSUBIERS

O FEIEHIBEIRRRERAPSU:
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a. ANFEFEAPSURNSHBEHE SERISRRIA O,
b. PSURRIENITHIZEIR, HEIBERERNENL

o U S P SR TE B & B A B
(D) ATREEARENEES. BOERPSURNRAETRIEA.

6. EFEED-sub DCEIRL:
a. REiRERIHAENPSU,
b. EAEMIRITR BIREAEEZIPSU,

EPSUME MG, IASLEDN NLEE,

7. ZREMFEMAY RMA BB SR ER IR E] NetApp o  "SMFREIF EHREXIFMAER. IBSNNH,

EHRSCAYAYERER - ASA C800
FHASA CB0ORATHITIEIEISH (RTC) Msty GEBEFNAMEE) , UM RAHBIEHE
BIR S BOAR S I FRAZ R 1R HIE T

FaZ Al
* FER. BRI RS SHFHIFTE ONTAPARZAE A LTI 12,
* BRRFPHFIEEHMAFESET;, &N, BUIEKRRARZF.

£ 15 RAZHRIEHIEE
KA SR ERIRTHIER.

BEXRAZPITH R, BOTREERISRIINS, AECENRER R, UESITESEHISRSRS MRS
EafF g HE (IR,
KFUES

* NREFERNESANRS, MHMEKNEZIIEH|ZZSCSITIFMEMHER cluster kernel-service
show, cluster kernel-service show f3 <% (fEpriviaRiZD ) Al BT R T R PERE" . 2T s
A MRS U RZ T RENE TR S,

1 SCSI TR ARSI HIZN SEBFIEMT RRIFHRRX R, EREFMRZA], BT RFIAIR

=}
o

* If you have a cluster with more than two nodes, it must be in quorum IR EE R AR FEI TR RET

AYIEHIEBRE R RAIZTTRR A E B R false. MATTEXARBIEH B ZATEEREER ; BESR "KTR5
EERT"
p

1. SNERB A T AutoSupport . MIi&EiT I A AutoSupport ;8 B2 1F B Th eI ZRF:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

102


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

U AutoSupport JE 222 1E B Rh 632G\
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BEEHRE:
a. NEEERIEHIZEAIESRI QML TS
storage failover modify -node impaired node name -auto-giveback false

b. X\ 'y YUEEIR T ERETELAEMEIR? "BY
3. BZHUTHIZSE R~ LOADER 1@/R%T:

NRZHEHIBET ... B4 ...

LOADER & F BET—%,

EEEFERRE # Ctrl-C , ARTELHIMETRNEE v,
AR T E RS MIBTTIEE RITHI s R E s E (R InEH 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true &g # N\ Loaderfg R~ o

%29 HTEHEER
TE BTSSR BRI GBS RN AV LERY, SETMALRERE TSI 88 H55R,

p
1. MR EAREM, BIEREM,
2. (ERBtEHE N REIE. EEREIRFISLE. LUIHRVFETFIE R EF EE E E R Lo

WS - HIA S5 51 A
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= = <]

—

-

A\

3. IRIERANRSKEITH SRR
a. EBETIEENEHSR L, REREFEEALTRERS. HERTHAREREGIRS:

storage aggregate show -raidstatus !*normal*

* R & <IR[E] "There are no entries matching your query.” #4Ei# N F— N FH 8, MEEREFEHR
KRR ENE2E. o

* NRZELREEMEMER, BEMFENMEH R EEAutoSupporttiE, FHEXZRNetAppsaHFaB 1A
B#—# B,

system node autosupport invoke -node * -type all -message
'<message name>'

b. KMEXHARANE AR ESFERKIEENEE

event log show -severity * -node * -message—-name *disk.missing¥*

* IR d<IR[E] "There are no entries matching your query. 4842# N F—,

* MRz DREEREMER, BMRMEHIZEUEEAutoSupportEiE, FHEXZENetAppZHFERI LR
Hyi&_iﬁggj]o

system node autosupport invoke -node * -type all -message

'<message name>'

4. BIREREAEESR, AEMERIETERZ,
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O. MMFFLALEIREE FRNBEAMSH, MITHIBEIR EIR T RSB SFP/QSFP &R (MIRFE) - id T
SIREBLEUE,

vy

AN
ks
\N\

FEERLERRED, UEEERREALEEREN, S48~

%_
6. WHAEIRRE MTHIZR R PEUHHBE—,
7. AR BERD, ARRRE TN

e SRR IR MATLFE SR BB IS Lo

8. RzhISERBHAE. ARBHEBEFRIRE L,
LR RIS IRIRAVEER, FEMAFERBE L.

%34 FEif RTC Bt
S5 1 ST Rt

%ﬁ RTC MNP BEEHISEERMIERZ VER2 2SR, 1BER TEANEN RERESEIEH R SR

KXTFUES
FERIERIZE £, BT Riser 2 (FRIEJAY Riser) T75; 7 VER2 =28 £, EBit{iiF DIMM Fftifr,
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Rtz HI=E
p
1. MIZHISERPEI T PClefRAR2 (FRIEHRAR):

a. I PCle RHRIgETETERIFRE SFP ¢ QSFP &3,
b. SEIRFIRA MBI IR BiE ) Bilm L ek H 8 XBIEIR 5 B iEsz.

SR = M B IE IR TP BR I 2o

C. GECER, BHBEXE, EEIR ENEREF OSBRI, BEMTHIZRIRPEE
t, ARBEBREFRNTE L.

9 AR 2 (PEREAR) BEFH

2. TEIRFAR 2 TE RTC it

106



e RTC BEtAISh=

S FEMIREHE ML, KHEIRRHEME, AEBEMEMIEPEL,

C) MEBHZRFRER L BAY, IEE R MRS, BMRENS, BIERREESZRF.
FEHEESS AR NS B T e R A E.

4. MEHEREEIT ISR AN R A FE it

. 18R RTC BMpIRIE, ARRKBEMARIH R TH, FEBANEBERF,

6. B ERE, BEREET2REREBRED, FERMER.

7. B R IR L R SRR
a. FEIRNIASG SiEHIZRRRE BIRET T M55,
b. SHEEHISEIRAPAVERS | SURAR, AERIRARE R SRR P,
C. [ FHEEIBIE HBAFEFABEME,

BERE, PEHBRSRARTAETFT, MBARGIFAITIEE R ERTR,

d. EFHEAM PCle RHEITRIFIE SFP &R,

Ver2iz a8
T
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1. #FZIDIMMKMHIEAIRTCHE I,

" BXE
9 RTC EBFI5MNE

2. BEHREEEREIMNN, FHIRRHEMNE, AERBEMEMEEFREH,

C) MEEBZRFRENH BRY, TR AR, BMRENS, BIERBEEZRF.
FEHEESS AN S A e R R E.

3. MBAE4ER TSR EY tH S 4% A ot
4. 12T RTC HRIRYE, ARFRBERAETE, KFEBNBMEF,
°. BTN, MRABTERERIEMER, HERIEER.

%49 EMTREHIEIER
BRI E R BN S,

R
1. BiEH SR RRIKRIGESHAERRNFOXNTT, AEBEHSRRERENRAN—F

C) BREGSRRT SIS, FRIFRSIETIEXF R,

2. IRIEFEENHARRHI T L.
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NREEE TS (QSFP 3 SFP) , FICBEFEANAENERREE.
3. FERTHIBREIRAVEIR R
a. FITHIZEIREFEEANE, EEIESPREEH TE2MIL
IEhSEERT e G, BMERMNS L.
@ RERISRRBANFER, B7BANEKR, URBIFEZS.

a. | EReEeBiEFH, EEMA, LUBRSIEH, ARBHRREISEMLE,
b. JFHEIRLIENRIR. EMREBRAIF. ARRKEREZEER,

HEREMER. EHI28EHUEIIENE5. Be prepared to interrupt the boot process.

C. NRFHAREMLRELRAERRE, BENREXILSE,
4. BIRIETFEEZ RITHI R E [EFEIBIT:

storage failover giveback -ofnode impaired_node_name(*y_"&j()
S. IRELABEHRIE. HEWMBHE:
storage failover modify -node local -auto-giveback true(3X)

6. SNRBA T AutoSupport. MEFR/EUVHEE LE B eI S5

system node autosupport invoke -node * -type all -message MAINT=END(3X)

% 59 FHKEIMFRE] NetApp
RIRELEREMTEY RMA BB ER RS NetApp o "EHEEIAIE A X FMIE L.

DAL
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RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
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