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e "Shut down the impaired controller"
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o "EiREE TR

MRS EBRRPEVL SRR EBEABMNTR. AEEAUSBATFIEEZEEHONTAPIRER,

e "BEIRERE"

MUSBIXzN2REENONTAPIRIR, IERX R GH NI IRE S,
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MONATp/E R BERIRHZ A E RS LB I E R EE R,

o "G PRI IRE] NetApp"
RIREMFEMEY RMA 15 B PR SR 4R [E] NetApp o

2T T BB E K- AFF C80
HEIREHNRZE. BHREEEUTER.

WIERRIVL fat32 B9 USB iAFIRENEE, HEBEIMNEMEEEREMN inage_xxx.tgz Xffo
MG XHES) image xxx.tgz FIUSBINFIRENEE. LUHHEELERERER,
B REER B R MR RS UREIRVER FRU A%
* BSAUEERRIEHIS ENAU TSB!
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° health =25 R R HIZZHT HA ECFJizH2s.

WENMNZRZAZIFHIAZS- AFF C80

EXAZIRITHIZEZ A1, IBREEBNONTAPIRZASZEE X FNetAppEINZE(NVE) UNRER
[FHRRERAEIERS,

F1H: KWELZFONTAPIRARE 21 FNetApp B INE
S EHIONTAPER A R & S NetApp BN (NVE)e IS BT FHIERMONTAPBEEXEE,
1 BAUTHO. BEEHONTAPIRARE R IFME:

version -v

SNSRI EFE 10no-DARE, NIEHIEEERATRZIENVE,

2. IRIEEMNARKRTZIINVE. HITUUTIREZ—:

° YNRZHENVE. 15 FEHFRFENetAppEIIZHIONTAPE,

° NRAZHINVE. 15 FHONTAPBRG* RER* NetAppE N,
F2F: MEXAEHREERSE
B2 XAITHI2E. 15E RTINS ZHAEIELE (External Key Manager. EKM)iX 21k & % A E 1228 (Onboard
Key Manager. OKM)QbF/ESIIRTS. R MIEEEFERNEZREERS. EENNERRERS. HIRIESHI
UEZ FARIR S R ENFE

1. BEECHNRS LERA T RAEIES:

ONTAP hfigzs BT
ONTAP 9. 14. 13 EFZhrZAs security key-manager keystore show

* NRBHATEKM. EKM N&EGSHEEFTIH,
* MREATOKM. "OKM M&1Edr< i %,

* MNRKEHAZAEIELE. No key manager keystores configured®
NEHRLHEFTIH,

ONTAP 9.13.1 S{EE R ha security key-manager show-key-store

* NRBATEKM. “external M&Eesr i H%E,
* NRBATOKM. ‘onboard N&fEm<imHsH,

* MRKRBHAZAEIEL. No key managers configured M &7E €8
L AFIE,



2. IRIERG L RBEE 7 RREESE. ERUTERZ—
KRECEZAEIESR
TR UL et X AZHITH R, %E, "KHZHEH "

EEEIMNIIRBEAEES
a. MAUTEASRSUEREREERSFNE HIIER AR,

security key-manager key query
b. HERAEIRERTIFAIERIE Restoreds

LEFE R IR Z S E TR R EKMIOKM) I A IIF SR E B RINE R,

3. IRIEENAREANZIINPRAEERER R TIAEIESE. ERUTERZ—



SMaREERE AR
RIEFIP 2RV (E Restored. HITHRENTE,

HhpiEHH{E Restored IHIRBUU T T B2 ...

true B R XFZIRITHIZE. #, "XFAZmTGHI2E"

LISMNIERIAR true a. FRUTHSRBINIZEAEIESDRIER PR ERTIFR
TR

security key-manager external restore
WMNRBLEM, KR "NetApp 25"

b. NS LUIIEFRE B IIEREAR security key-

manager key query JI@E ‘Restored B trueo

SNRFAE FRIIER AN true, MAIUR MK HAZHITH]
28 E, "XHZEHITH "

IRHEZ R EESR
RIEFIP BRI {E Restored. HITHNNTE,

Hh R tH{E Restored HIRRU T T B2 ...
true FHFHPOKMEE Bo

a. WMAFNBRRN. AF v EHIRTRIBAN “set -priv

advancedo
security key-manager onboard show-backup

c. Copy the contents of the backup information to a separate file
or your log file.

You'll need it in disaster scenarios where you might need to
manually recover OKM.

d. BEI Rt R AZHIEH R, %8, "KHZHRITHIZE"
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HIhEYEEIHH{E Restored BRBUTSRIZE ...
PUOMNIERIAR true a. i N\#REisecurity key-manager syncip<

security key-manager onboard sync

b. HIRRAY, WARNFRNF IR FRBTAEIEREE

Ho
MR EREZINIEE, BEKAR "NetApp 25"

C. J9IF Restored FIESMRIEFPANFIET “true:
security key-manager key query

d. IIFEA R T Key Manager B7R onboard, AEFIHE
ﬁiOKMGw

e WABTUBRTEREESEMNER:

security key-manager onboard show-backup

f. Copy the contents of the backup information to a separate file
or your log file.

You'll need it in disaster scenarios where you might need to
manually recover OKM.

g BRI UReMRAZHITH . %2, "XHZHREGH

XX BT 25- AFF C80
IRIRIE A T MR B NS BRI R RIS,
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BT . REHARS

BXAR L\?I%'J%%, BRRELHBREVRTS, HELEMMZERTIEE, UERTEBMTRISSSAEMZ
BT Hl SR B R R,

KFIES

* NREBFERBEBSANRLS, NATBEKNEZHITHZSSCSITIFMEMHER cluster kernel-

service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum.ﬁD%%ﬁ*ii?U@ﬁ“ﬁ‘_ﬁJﬁR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

TR

1. ANRB AT AutoSupport. M@ & AutoSupport;H B2 1B ENAIEZEF]: system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

L FAutoSupport SHEZ IEB 6B/ clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. METIVR RIFRIEHIZZ TS| 8 2 A BehRiE: storage failover modify -node local
-—auto-giveback false

@ H&EZ_Do you want to disable auto-giveback? _Bf. 3Ny

3. RRITHIZE B R/ LOADER $&7R%F:

NRZIRIEHIBEET .. A ...

LOADER 1277 BET—%,

EEFHFRE ¥ Ctrl-C , AREHIUEREIE v,

ARSI REBRERA MIBITIEEEHIZZEEREESHMITHIZE: storage

failover takeover -ofnode impaired node name

LT H 28 B 7R Waiting for giveback... BY, #& Ctrl-C , ZAR[E]
%
= Yo

JEIN 2 . $5HI2S(IF MetroCluster H1

BXAZHERE, EOMRELEHSRIRTS, HAELEMZERHIER, UEETEBTRISRSASMZ
BT H SR B R EURE,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R R ITITIRR
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REFpIEHISB AR RIS TINR S EE T false. MATIEXR AR FITHIR Z AIEE PR ; BESL

"W R5REED"

* BLFIABECEMetroClusterfEBERES, HFETRATFBAMEEKRS(netrocluster node

show)o

TR

1. MNRBAT AutoSupport , MiE@ZEA AutoSupport JHEZIEBTNEIEZES]: ssystem node
AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JBEE 2 1EBRIBIEZRFIFET: clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIAE: storage failover modify - node local

-—auto-giveback false

3. BRITHIZE B R/ LOADER $&7R%F:

MRZIRIEHEZET ...
LOADER 12T

EREFHFRIE

AGHRTRTRERRTNS (A
RGE)

B Ehs - AFF C80

B4 ...
BET—7,

% Ctrl-C , AREHIUERNEE vo

MIBTTIERRIZHIS R ENE FRIAVIEHIEE . storage

failover takeover -ofnode impaired node name

L ZRITH 28 B 7R Waiting for giveback... BY, #& Ctrl-C , fAB[E]
z
= Yo

BRI SER. MRSGEEE TRARERRER, HTRBRBEHINR. ARERS

EERRPREZNBEN .

Step 1: Replace the boot media

BEIN BRI TFRSGEREIRAE. L@ MR RE TR,
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BEnTT B E IR H

BEhiT R

1. ENFEEE. BBERANEANS KR, BERERTEIE—ENEN. XFeIHRESEFEHEEEN
PR Lo

2. BENFEEE. MREHEAREM, BIEREM,

3. B I HI SR ARER AL HH KLY = S~ SR U FHT I 2R R AV ER R -
a. [ TRIEHISR RN BE B ARREI R T hedE N8l
b. R EBRIRIR MAFE AL L9358 ~F LUKTFF ER IR,

C. I NERIRAREEERNFAEREL, FSVERERERUEN ERE. UEEERRERRITGH
BRI E AR O,

d. A TIRRSAERTR. FERMSABEEERANKBNNEE. AER TR,
e WTRAREENREH, LT EENME,



f OB AMT—Em TR, ARMMNEHIZERRPEH T RAEERIR,

o RRSEEEERMENRFBERE L. LUERTLIARBIT R
4. NEBERABEREET:

a. I T EEMERE.

b. ) LR BB KEMEERBL. AERE—S.
o BERBHNMRREIRFEFERRF:

a. FEINTNIASSHBEINTXNTT, ARKEREERENGR.

b. SABIE IR 75 AI[A T ek B En7T o

C. WTBERMA. A FIRERITFRNR. AR BERH,
6. ENRERATIERIR:

a. Fo&EEERA LR XAME,

b. B RS EERIRHITAE.

Step 2: Transfer the boot image to the boot media

BRENERBHNTBUKBEONTAPIRE, ER]LIRIENAIONTAPARSS RGN THEIUSBIAFREEE. ARB T
ZIERBENTE. MTFONTAPRRGZE] "NetApp S2HFih " BB B

FaZ Al
* MR BE— BRI 32 (kY USB A7, HEREE/1 N 4GB,

* FHEZREH|SSIEE T TRIIME IR A FEBIAIONTAPRIEI A, 1&1] LA MNetAppsziFit = Y Downloads"SB
D THMENME, FAH version -v P EREHNONTAPIREAREZFINVE, MIRGLSHIHER
*<10no- DARE>, MERIONTAPHRZASFZHFNVE,

° YIRERIONTAPHRZASIFINVE. B ER T HIRH AR, EANetAppEINE TR K,
° INRAZHNVE., BIRE THIRH PRI T HAHNetAppEINZBIIRE,
* IREMNRLERHAX . WATTEEHISZHT R EEiR O (BF He0MEE ) Z B I MAER,

p
1. NTFEHBNARS G EER "NetApp SZHFih =" BIUSBIRFFIRENER.

a. MTIE LAY"Downloads" (T &) S AR S5 RGN H I 10 A AN LBV T1F==1El,
b. AREZEARSS IR,

@ INREEA Windows 1REXAR, B70fEA WinZip 1iRENMEEohiRG, ERAEMIZEENT
B, 140 7-Zip 3% WIinRAR o

USBINfZEE BN N BB T K28 IETEIZ1TRVERZ ONTAPER (R,

a. MEIEARERFENE USB INTFIRENES.
2. JBUSBINTZIRGHZR AN R EIEEIR FAIUSB-Alx [,

HfREE USB NFISE REEIRE USB g iEEH, MARE USB iEHlaisOH.
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3. EIERITHI SRRV IR:
a. FHTHIZERE RN, BEEIESPIREEHTEMIL

EHRISERELMAE, BEHME L.
b. FgiE YA ek T ME M E,
K REMEEIRGG. BH2R RIS,
4. 1% Ctrl-C 7£ LOADER 1R RAFAMELE, APETEENITE,
MRRBRUCER, 1E# Crl-C , EFATUBHEEIFERT, AEEEEHIEUSHEIMERERF,
O. 1£ LOADER 2T iR EMLRIEE A

° NRBEIEDHCP: ifconfig e0OM -auto

@ EE BN BEREOREEINEIEELRR var XERSERE, BF5iaiTERREH2EE
SIRRIT IR FTIBEERIB 5w . You can also use the eOM port in this command.

c MRBEEEFoNEE: ifconfig e0OM -addr=filer addr -mask=netmask -gw=gateway
* filer_addr @7FERLZRY P H#illk,
* netmask ZIEEZEI HA EEx T RV BRI M LE D,
* gateway EMLEHIM X,

() rmopnusREshsg, BX¥EEE, ETUEBHERHEA help ifconfig o

[2oh%E M{%- AFF C80

WM USB IRTh28 /S5 ONTAP MR, ERNHFRAHIIBMETE,

ps
1. M LOADER #&Rfi%, M USB INEREIERBEIREMER: boot recovery

LEBREIG M USB IRI7ZIRThEE T #io

2. HIERE, ERARGESIES RE LIESAERIBIAMRE,
3. IBJ&E var XHRS:

10



IEI1: ONTAP 9 16.05FE R AR

a. EXFITHIZE E. BEIFY Do you want to restore the backup configuration now?’

B oy
b. fEZRITHIR L. HRSKIRRESE letc/ssh/ssh_host_Ossa_key B, 3% v,
C. BTN BIFHIELIHEHISS L, BRPUEHISRBENSRIIRELS]: set -privilege

advancedo

d. FBEITRR RFRIEHEHI2E L, i&fTrestore backupm<: system node restore-backup
-node local -target-address impaired node IP addresso

S CMREERBRBRINERDINIERCES, BBER "NetApp 2
e EEfTIRR BIFAESIEHI2S L, BRREHIZBME NEERTF: set -privilege admine

f. EZHIE Shlgs L, HIEBEIN was the restore backup procedure successful?’ B2
" Yo

g EXHITHIZE L, HEEFRY _would you like to use this restored copy now? 1%

.y

h. E2izHI25 £, YRR TEEREHHZSHRITHIZRNIRE v. ARRE ctrl-c ¥ ABoot Menu (
BoiSEE),

i. NBRRARFZREAND, 1H%EER Option 1 Normal Boot., HFNEEER|, "hENMNZE"

EI2: ONTAP 9. 16. 1HES AR
a. EXHITHIR L. BEAFRIRIEREENERENIR v,

MELEMRIGE, BEEHES-LERLIER syncflash partner: Restore from partner
completeo

b. FEZHTHIZE L. BRGIRTWIAERE N ESRINEIR Yo
C. EXHEHIR L. SRRRTEAERNVEEN. % Yo
d. ERHIEHEE L. SRFRTENRDTRER v,

e ERIITHIEE L. HRGIRTEEMBIRIITHIZRITIRE v. AAEHKE ctri-c'#ABoot Menu (
[BEhSRE),

f MNBRKEREAMER, 15%F Option 1 Normal Boot._, BNEEER], "iE ="

- R e S0k R B BEC I HlER.
. {8 storage failover giveback -fromnode local @< RIFITHIZS

. {8 storage failover modify -node local -auto-giveback true SEEBREE, |

REIER

. YNRBA T AutoSupport. EERRSER/BEVERIEEMEIEZRS] system node autosupport invoke
-node * -type all -message MAINT=END,

D RIS IEERN, FEXR "NetApp 235"

11
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pritedligall

EFRZED 0o

BB

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive

Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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3.

5.
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ONTAP ks
ONTAP 9 7T E R ks

NGBS METIZ,
BRRHRTRET

This option must be used
sure? (y or n):

NSRRI BRI E B R

prizEdlipull

pri e Y Epuai recover onboard keymanager

BB

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

only in disaster recovery procedures. Are you

MABERIER. ZHeF s EREAEAN.

R HRTRET

Enter the passphrase for

onboard key management:

Enter the passphrase again to confirm:

EHU)\gfﬁ'fn o
a. FENABMFEEDITHEIEE

HREMTo



BRI

Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

b. FERNREBIZARE R,
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BRI

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

NMEETREHARE, BMHEE Successfully recovered keymanager secretso

ITHPERIR A E IR,

6. MBTha R FPIERET LIRS BB ZEONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

R R e I b dh b db b b db O 4

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

AR B RUATER.

Waiting for giveback..(Press Ctrl-C to abort wait)

FERMTR L. BAUT < U LT H 2831 TEE,

storage failover giveback -fromnode local -only-cfo-aggregates true@%ﬁ()
ENERCFORERME. BT T@m<,

security key-manager onboard sync

MR A E RS SR R RS,
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

C) MERP RN WSREIEEHERFT. MARERMEAEMERS, MIREPEK. NEER
EIEMRRMZAER—XBIREE. BIERIRHMRINEITRES Za1. 1570445,

WAUTa<. WRAMBERYERD.
security key-manager key query -restored false(%f()

There are no entries matching your query.
@ TEreved Sk rhifikfalsefy. RN B REMLE

WMANUTEaL. MEEHT RETHRELS,

storage failover giveback -fromnode local
NREBZABIRIE. FRAU TS HKIER BRI,

storage failover modify -node local -auto-giveback true

AR B A T AutoSupport. IFRIAL TS RIRE BahtliERAG,

system node autosupport invoke -node * -type all -message MAINT=END

EIN2 . AR R EIRSS AL E

MONTAPE IR BIERIMNBEIAEERECE,

Faz Al

18

RN A E IR (External Key Manager. EKM)EZE. EEELTER.

—NEEFT 5 _E/cfcard/kmip/servers.cfg X R B AT U TE R :

° KMIPHRS5 28341k

° KMIPiIxH,

— N EFTRNEFIRIEBRNXMHEEIZA /cfcard/knip/certs/client.crto



* MEMERT RHE P IHRARMXHEIZE /cfcard/kmip/certs/client.keyo
* B EETRHKMIPARS ZSCAPRRIXHEIZA /cfcard/kmip/certs/CA.pemo

TR

1. Rzt e S 4EER BiniThlEs.

2. M\ONTAPE RN & FIEFET 11,
ERBEhRERG

(1) Normal Boot.
(2) Boot without /etc/rc.
(3) Change password.
(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.
(6) Update flash from backup config.
(7) Install new software first.
(8) Reboot node.
(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

HIANEBEWEFERES.

BRRAHRTRET

Do yo
Do yo
Do yo
Do yo

BRI

Enter
Enter
Enter
Enter

u have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
u have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
u have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
u have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

BMANE P ini RS 215 R0

the
the
the
the

client certificate (client.crt) file contents:
client key (client.key) file contents:
KMIP server CA(s) (CA.pem) file contents:

server configuration (servers.cfg) file contents:

19



Bl

Enter the client certificate (client.crt) file contents:

MIIDvjCCAgagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALIVT
MRMwEQYDVQQIEwWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS51
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCg5heieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]zELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

MAZEFIRMRSSHERSE. MEIERTTM.



Bl

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

5. MBEhHE 8 IR IN 1 AR EE B EhEONTAP,

BRRARTRET

RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g

kAhkkkhkkhkhkkhkkh kK hkx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. INREZHAEMRE. BRANUTHLRIERBEHRIE,
storage failover modify -node local -auto-giveback true
7. SNR BT AutoSupport. EHRAU TS FRIRE BEhelEES,

system node autosupport invoke -node * -type all -message MAINT=END
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