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e "Shut down the impaired controller”

KASHRERIITHIZR. LUEEITIERBUIEH S 8 M R HI 2R AR AR (AR,

MEGE iiiﬁi%qﬂﬁytﬂﬁﬁlﬁa)*‘ﬁb M. REBRBINR. ARFERUSBAFIEMZEERONTAPRE,

e "BEIRERE"

MUSBIRNZSEEIONTAPMYSG., EEXHARAEHIIEIFIET E,

e "E

MONATp/EEhR BT RIRHZ R E IR E IR EIER,

o "R EE SR IR [0] NetApp”
REIBEMFREMBY RMA 35t BRISERFEERHRIE] NetApp o

B REREK- AFF C80

TEEMRBENTRZEl. BFHRERUTER.

* BRERRIVIER fat32 By USB INTFIERIER, HEBAGUNFMBERFMN inage_xxx.tgz Xff.
* BT HES] image xxx.tgz FIUSBAEIREIZE. MU HEELEEFRER.

* BATRHRIRA G IR MR ER LRI EA FRU At
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WEMBE A FFHINS- AFF C80

TEXRARIITH SR Z Al BERNEERONTAPRAZE S ZHENetAppBIIZ (NVE) IR ES

IERECERIREE RS

F1Y . KNEZRIONTAPRAES X5 NetAppEINE

KEZHIONTAPRRAZR S ZHINetAppBINZ (NVE), LHE BN F FTHIEMIIONTAPIEGEXEE,

1. BITUT@L. MEEHNONTAPARE IFME:
version -v
WRIEHEIE 10n0-DARE, MIEHERAR AR ZIINVE,

2. IRIBEMNARKREZIIENVE. ITUTIREZ—:
° NRZIFNVE. 15 FEHFEENetAppEINZEAIONTAPHIE,

° PNRAZIENVE. 1F FEHONTAPIE* R{ER* NetAppEIIZ,.

F2F . HEXTIEFIREERE

BL2XAITHI2R. EELHEIINSIZAEIELE (External Key Manager. EKM)iZ 2k & 2 A E 228 (Onboard

Key Manager. OKM)&bF/ETIIRTS. RE.
]I.E‘Z "E-HE,J’ULL.\*HY?&BEO

1. BEEHNARSK LERA T ZBIREIES:

WIFEEEANEREERSE. ERENNERER. HARESHE

ONTAP hixZs BT
ONTAP 9. 14. 1 EZhRA security key-manager keystore show

* MRBATEKM. EKM NEEHRLHEEATIH,
* MRBATOKM, "OKM M7 EHLHHHTIH,
* MNRKREBHAZHEESE. No key manager keystores configured’

M =TEsr <L Ht Ry H.

ONTAP 9.13.1 S EER R 7~ security key-manager show-key-store

* MRBATEKM. external MISTEHLHHHFIH,
* MNREATOKM. ‘onboard M&1Ed< %I,
* MNRKREHAZAEIEL. No key managers configured M &S 1EHD

LHHEFH.



2. IRIERG L RBEE 7 RREESE. ERUTERZ—
KRECEZAEIESR
TR UL et X AZHITH R, %E, "KHZHEH "

EEEIMNIIRBEAEES
a. MAUTEASRSUEREREERSFNE HIIER AR,

security key-manager key query
b. HERAEIRERTIFAIERIE Restoreds

LEFE R IR Z S E TR R EKMIOKM) I A IIF SR E B RINE R,

3. IRIEENAREANZIINPRAEERER R TIAEIESE. ERUTERZ—



SMaREERE AR
RIEFIP 2RV (E Restored. HITHRENTE,

HhpiEHH{E Restored IHIRBUU T T B2 ...

true B R XFZIRITHIZE. #, "XFAZmTGHI2E"

LISMNIERIAR true a. FRUTHSRBINIZEAEIESDRIER PR ERTIFR
TR

security key-manager external restore
WMNRBLEM, KR "NetApp 25"

b. NS LUIIEFRE B IIEREAR security key-

manager key query JI@E ‘Restored B trueo

SNRFAE FRIIER AN true, MAIUR MK HAZHITH]
28 E, "XHZEHITH "

IRHEZ R EESR
RIEFIP BRI {E Restored. HITHNNTE,

Hh R tH{E Restored HIRRU T T B2 ...
true FHFHPOKMEE Bo

a. WMAFNBRRN. AF v EHIRTRIBAN “set -priv

advancedo
security key-manager onboard show-backup

c. Copy the contents of the backup information to a separate file
or your log file.

You'll need it in disaster scenarios where you might need to
manually recover OKM.

d. BEI Rt R AZHIEH R, %8, "KHZHRITHIZE"
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HIhEYEEIHH{E Restored BRBUTSRIZE ...
PUOMNIERIAR true a. i N\#REisecurity key-manager syncip<

security key-manager onboard sync

b. HIRRAY, WARNFRNF IR FRBTAEIEREE

Ho
MR EREZINIEE, BEKAR "NetApp 25"

C. J9IF Restored FIESMRIEFPANFIET “true:
security key-manager key query

d. IIFEA R T Key Manager B7R onboard, AEFIHE
ﬁiOKMGw

e WABTUBRTEREESEMNER:

security key-manager onboard show-backup

f. Copy the contents of the backup information to a separate file
or your log file.

You'll need it in disaster scenarios where you might need to
manually recover OKM.

g BRI UReMRAZHITH . %2, "XHZHREGH

KHIR L RI2E- AFF C80
ZIRER T ENEEND BX A RIS 28,


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

BT . REHARS

BXAR L\?I%'J%%, BRRELHBREVRTS, HELEMMZERTIEE, UERTEBMTRISSSAEMZ
BT Hl SR B R R,

KFIES

* NREBFERBEBSANRLS, NATBEKNEZHITHZSSCSITIFMEMHER cluster kernel-

service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum.ﬁD%%ﬁ*ii?U@ﬁ“ﬁ‘_ﬁJﬁR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

TR

1. ANRB AT AutoSupport. M@ & AutoSupport;H B2 1B ENAIEZEF]: system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

L FAutoSupport SHEZ IEB 6B/ clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. METIVR RIFRIEHIZZ TS| 8 2 A BehRiE: storage failover modify -node local
-—auto-giveback false

@ H&EZ_Do you want to disable auto-giveback? _Bf. 3Ny

3. RRITHIZE B R/ LOADER $&7R%F:

NRZIRIEHIBEET .. A ...

LOADER 1277 BET—%,

EEFHFRE ¥ Ctrl-C , AREHIUEREIE v,

ARSI REBRERA MIBITIEEEHIZZEEREESHMITHIZE: storage

failover takeover -ofnode impaired node name

LT H 28 B 7R Waiting for giveback... BY, #& Ctrl-C , ZAR[E]
%
= Yo

JEIN 2 . $5HI2S(IF MetroCluster H1

BXAZHERE, EOMRELEHSBRIRTS, HAELEMZEIRHIE, UEETEBTRISRSASMZ
BT H SR B R EURE,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R R ITITIRR
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R fISEARNEITINR A EE T alse. MAFEXAZHITHIZE 2 B IEREHER ; HEL
"W R5REED"

s BwsnfIAE B EMetroClusterfc ERES, HATAATERAMEE RS (netrocluster node
show)o
T
1. MNRBAT AutoSupport , MiE@ZEA AutoSupport JHEZIEBTNEIEZES]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JBEE 2 1EBRIBIEZRFIFET: clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIAE: storage failover modify - node local
-—auto-giveback false

3. BRITHIZE B R/ LOADER $&7R%F:

MRZIRITHIZZER .. BA ...
LOADER 1277 BET—T,
EEFHFRE % Ctrl-C , AREHIUERNEE vo

AR TR EERRT A MNESTEENERSZENEERERNEREE. storage

RARED) failover takeover -ofnode impaired node name

L ZRITH 28 B 7R Waiting for giveback... BY, #& Ctrl-C , fAB[E]
z
= Yo

FiR 37T F- AFF C80

BATIRIBITHISBER. NAATEE TRAASERR. HTZREDNR. RAEERA
BEERRPLREENBEN .

Step 1: Replace the boot media
BRI T RAAEIERRAS. mhEE MRERE TRREKIFE,
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BEhiT R

1. ENFEEE. BBERANEANS KR, BERERTEIE—ENEN. XFeIHRESEFEHEEEN
PR Lo

2. BENFEEE. MREHEAREM, BIEREM,

3. B I HI SR ARER AL HH KLY = S~ SR U FHT I 2R R AV ER R -
a. [ TRIEHISR RN BE B ARREI R T hedE N8l
b. R EBRIRIR MAFE AL L9358 ~F LUKTFF ER IR,

C. I NERIRAREEERNFAEREL, FSVERERERUEN ERE. UEEERRERRITGH
BRI E AR O,

d. A TIRRSAERTR. FERMSABEEERANKBNNEE. AER TR,
e WTRAREENREH, LT EENME,



f OB AMT—Em TR, ARMMNEHIZERRPEH T RAEERIR,

o RRSEEEERMENRFBERE L. LUERTLIARBIT R
4. NEBERABEREET:

a. I T EEMERE.

b. m) et BB KEMEERBL. AERE—S.
o BERBHNRREIRFERERRF:

a. FEINTNIASSHBEINTXTT, ARKBEREERENGR,

b. SABIE IR 75 A T ek B En7 T o

C. WTBERMA. M FIRERITFRNR. ARMFBERH.
6. ENRERATIELIR:

a. Bo&EEERR LR XA E,

b. I RS ERRIRHITEE.

Step 2: Transfer the boot image to the boot media

BZENERBIN IR EONTAPIM R, Er]LUSHENAYONTAPIRS MUYSE M TEEIUSBAIEIRsI2S. AIGB T
HIBRBHNFR. MTISONTAPREGE S "NetApp ZiFis S " BB R

Faz Al
* B AB— BRI 32 UM USB AFRENEE, HEREE/1 N 4GB,

© THE S ZRITH R IEEIEITHMSARAHERIAIONTAPRIEIZS, 8] LIMNetAppszidiL s M "Downloads"s
P THBNRIREG, A version -v Y EREHONTAPRAZR T ZIFNVE, NRGSHWEET
*<10no- DARE>, MEAIONTAPHRZSFZIFNVE,

° NRIEBIONTAPhRZASSZRINVE. BRI N IR PAVREA. ERNetAppEIIE THRE,
° YIRAZFINVE. BIRER THIRH R T H A HNetApp BN ERIR K
* MRERFEZHAN . MTFEITHIZZH T R BB IR O (B eOMEEN ) Z B L M4 ER.

p
1. NTFEHABN RS MEGHBEEE S "NetApp ZHfih =" BIUSBIANEFIREN2E],

a. MTIE_ERY"Downloads"( T &) SR ARSS IR T 2B E B A BN LR TIE=I8l,
b. fREFEARSS IR,

@ WNEREFEH Windows 1IZENNE, iBEZER WinZip 1I2ENNE B oG, FEREMIZET
B, %0 7-Zip 3 WinRAR o

USBAZIREhER N B A ZHITHIZE [ETEIE TRIMEN ONTAPIR

a. NEIZAREMFPENE USB NT7ZIXEES,
2. BUSBINTZIRGHSEIE N RS B IEIRIR EAYUSB-AlK .

FtRRE USB N7 IEEER L R1EMRE USB Iz MIEIEFR, MAZE USB f=HaisOH,

10
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3. EIERITHI SRRV IR:
a. FHTHIZERE RN, BEEIESPIREEHTEMIL

EhISSRRESME, BEAYS LA,
b. & 8iE F e e B BENE,
R REMEEIRSE. THIRRILZANEE,
4. 1% Ctrl-C 7£ LOADER B RFF=LE, LUIRTEEnE iz,
MRABTUICHE, B Crl-C , EFETS I EN, RAEEEEHIBEUSHEMERER,
S. 1£ LOADER 2R fFbis B MR IR .

° NRBEIEDHCP: ifconfig e0OM -auto

@ Eﬁgﬁﬂgﬁﬁﬁﬁ”ﬁgﬁgﬁﬁ@%ﬁﬁﬂﬁ var X4 Z& 4 HRiE], ﬁﬁ:_F’——Trliﬁ_?‘_{IET%“E’\J?’Eﬂ%'JEEEP
SIRRIT IR F 1 TIBEERIB 5w O. You can also use the eOM port in this command.
c NREBELEFONERE: ifconfig eOM -addr=filer addr -mask=netmask -gw=gateway
* filer_addr RFERSH IP ik,
* netmask ZIEEZEI HA EEx T RV BRI M LE D,
* gateway EMLEHIM X,

() rmopnusREshsg, BX¥EEE, ETUEBHERHEA help ifconfig o

BEohiER%- AFF C80
TATIM USB IXEh2E /250 ONTAP g, AR HREHIIIMET S,
S

1. M LOADER #@/R~FT4t, M USB INER=NZRBNMEME: boot recovery
LHEAR{&3E M USB IA7ZIREHEE T &

2. HIURRE, ERABGERRESRE LIESAERBERIARE,
3. R var XHERSE:

11



EIT1: ONTAP 9 16.03( 8 Rhitzs
a. EXFITHIZE E. BEIFY Do you want to restore the backup configuration now?’

B oy
b. fEZRITHIR L. HRSKIRRESE letc/ssh/ssh_host_Ossa_key B, 3% v,
C. BTN BIFHIELIHEHISS L, BRPUEHISRBENSRIIRELS]: set -privilege

advancedo

d. FBEITRR RFRIEHEHI2E L, i&fTrestore backupm<: system node restore-backup
-node local -target-address impaired node IP addresso

S CMREERBRBRINERDINIERCES, BBER "NetApp 2
e EEfTIRR BIFAESIEHI2S L, BRREHIZBME NEERTF: set -privilege admine

f. EZHIE Shlgs L, HIEBEIN was the restore backup procedure successful?’ B2
" Yo

g EXHITHIZE L, HEEFRY _would you like to use this restored copy now? 1%

.y

h. E2izHI25 £, YRR TEEREHHZSHRITHIZRNIRE v. ARRE ctrl-c ¥ ABoot Menu (
BoiSEE),

i. NBRRARFZREAND, 1H%EER Option 1 Normal Boot., HFNEEER|, "hENMNZE"

EI2: ONTAP 9. 16. 1HES A
a. EXHITHIZR L. BEAFIRIERERNERENIR v,

MELEMINGE, BEEHES-LERLIER syncflash partner: Restore from partner
completeo

b. FEZHTHIZE L. BRGIRTWIAERE N ESRINEIR Yo
C. EXHEHIR L. SRRRTEAERNVEEN. % Yo
d. ERHIEHEE L. SRFRTENRDTRER v,

e ERIITHIEE L. HRGIRTEEMBIRIITHIZRITIRE v. AAEHKE ctri-c'#ABoot Menu (
[BEhSRE),

f MNBRKEREAMER, 15%F Option 1 Normal Boot._, BNEEER], "iE ="

- R e S0k R B BEC I HlER.
. {8 storage failover giveback -fromnode local @< RIFITHIZS

. {8 storage failover modify -node local -auto-giveback true SEEBREE, |

RKHEIER

. YNRBA T AutoSupport. EERRSER/BVERIEEEIEZRS] system node autosupport invoke
-node * -type all -message MAINT=END,

D RIS IEERN, FEXR "NetApp 235"


https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com

RS 1N - AFF C80
mEERBNT R LRI,

B HERERMNT RE I EAGIHRNIRE AT E T ERRRBEAEEE(OKM). NetAppfFi#in

Z(NSE)ZNetAppEINZE(NVE) MR ZH L E,
RIBAZ LR ENZRIAEESS. BEUTENZ—. MNEshRERIEHITRE,

* R RRAREE A EIER A E"
* EDR2: ERINBEAEIRSRECE"

W EFERBEAE IR
MONTAP S B3 SiE Rk 2 TR E 1288 (OKM)Eic &L
FIaZ Al
* XROKMECERT. BHRIEAEFUTER:
° BRINSEEEENEEEE BN EAREEHREE",
* "IREBTIAEERNENER"(REX)
* BT NI R H R A B RS MM SRR EEE" 318, ARBHS.
p
1. Bizhl a4 4E T B ARTHI2E.
2. MONTAPEENHEH, MIBEHR R HIERERIE H AR,
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pritedligall

EFRZED 0o

AN =t Bl Nl

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive

Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10



ONTAP ks
ONTAP 9 7T E R ks

3. MINEESEIME TR,
BRRHRTRET

This option must be used
sure? (y or n):

4. ANERSTEELEIEM R,

prizEdlipull

pri e Y Epuai recover onboard keymanager

BB

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

only in disaster recovery procedures. Are you

MABERIER. ZHeF s EREAEAN.

R HRTRET

Enter the passphrase for

onboard key management:

Enter the passphrase again to confirm:

S. EFI'J )\ﬁlﬁ}'fn o
a. FENMABMFEEDITHIEE

HREMTo
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BRI

Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

b. FERNREBIZARE R,

mE3iE5e



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

@ NMEETREHARE, BMHEE Successfully recovered keymanager secretso
ITHPEHEBR L E I F8 1R

6. MBTha R FPIERET LIRS BB ZEONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

R R e I b dh b db b b db O 4

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

7. HINERIZBEAIER S B R TER.

Waiting for giveback..(Press Ctrl-C to abort wait)
8. EEM TR . BN T < BT H 8¢ 1T,

storage failover giveback -fromnode local -only-cfo-aggregates true@%ﬁ()
9. EEACFORGRMA. BITUTHS,

security key-manager onboard sync

10. S N E IR M R B R RIS,
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

(D MRRD L. MREIEEFRRA. MASEREREMES. WREPEK. NEEER

EERHE TN ZHE R —FEIREHE, BIEEIRFMINZITEIY Zai. 1&M44E,

WAUTa<. WRAMBERYERD.
security key-manager key query -restored false(%f()

There are no entries matching your query.
@ TEreved Sk rhifikfalsefy. RN B REMLE

WAL T, MENTR#ETHRELS,

storage failover giveback -fromnode local
NREFABERE. FRAU TS RKIERBE T,

storage failover modify -node local -auto-giveback true
SNRBA T AutoSupport. IFRINLA T an<KIME BEheIZ S,

system node autosupport invoke -node * -type all -message MAINT=END

®I2: ERINEREAEIERECE

MONTAPEEIR BERIMNIZ A E RSB

Freaz i
EiX RSN A EIEER (External Key Manager. EKM)ECE. BEELTER.

—NEEFTS = _EW/cfcard/kmip/servers.clgX FIRIAE A TE R :

> KMIPRRSS 283k,

° KMIPi%,

— NPT AHEFIHERRIIXMHEIZA /cfcard/kmip/certs/client.crto
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* MEMERT RHE P IHRARMXHEIZE /cfcard/kmip/certs/client.keyo
—PNEETRHKMIPARS 2CAPRRINHEIZS /cfcard/kmip/certs/CA.pemo

T
BIEH A AEED BIREHI28,
2. MONTAP B BhH 8 HIAFIEIN11,

1.

BEREEHRETH)
(1) Normal Boot.
(2) Boot without /etc/rc.
(3) Change password.
(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.
(6) Update flash from backup config.
(7) Install new software first.
(8) Reboot node.
(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIMETH. WINEEWEMEER.

4.

20

BRRHRTRET

Do yo
Do yo
Do yo
Do yo

HI R REY

BRI

Enter
Enter
Enter
Enter

u have
u have
u have

u have

copy of the /cfcard/kmip/certs/client.crt file? {y/n}
copy of the /cfcard/kmip/certs/client.key file? {y/n}
copy of the /cfcard/kmip/certs/CA.pem file? {y/n}

AU )]

copy of the /cfcard/kmip/servers.cfg file? {y/n}

BMANE P ini RS 215 R0

the
the
the
the

client certificate (client.crt) file contents:
client key (client.key) file contents:
KMIP server CA(s) (CA.pem) file contents:

server configuration (servers.cfg) file contents:



Bl

Enter the client certificate (client.crt) file contents:

MIIDvjCCAgagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALIVT
MRMwEQYDVQQIEwWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS51
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCg5heieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]zELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

MAZEFIRMRSSHERSE. MEIERTTM.



Bl

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

5. MBEhHE 8 IR IN 1 AR EE B EhEONTAP,

BRRARTRET

RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g

kAhkkkhkkhkhkkhkkh kK hkx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. INREZHAEMRE. BRANUTHLRIERBEHRIE,
storage failover modify -node local -auto-giveback true
7. SNR BT AutoSupport. EHRAU TS FRIRE BEhelEES,

system node autosupport invoke -node * -type all -message MAINT=END
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BPEER 4R [C]24 NetApp - AFF C80
BRIBEGREMA RMA RERIS RS 4IRE] NetApp o "SHFERIFIEMR"EXFMEE. 15
DA

HiFa

MFEEM T {ER- AFF C80
KRBT IERD BB,

o "EENFEERER"

BEEHRHNE. ERBIREREER.

e "R a8

KANEHIZE. LAENAERITLHR,

e "B HAAE"

BHAERERER. BRIEHNSMERSRRMZIBNESERNAE, URRRBEERNSRIERES
DEIiEER R

° "SERAFE R

WIENAERIHAIRTS., FHISHEEERMHIREIZENetAppo

NIFEEEHRZE K- AFF C80
NI EFT B IEHI23 A 4 (Flanf=H88/CPUR T, EBIREFMI/O)BIYIIE7E
TEEHREZE. BREEEUTER.

* RRAFPNFBEHMAEIERE T, IRFER. BREARAZR
* BRI LA RS2 REBIFRE ONTAPhR AN A A8 B IR IS #2,

* ERSHIAEEEEN. RISEEEER. NVMelFohesflizHIsERB EMIAE. HEFIRYFEENetApp
HUFTER o

* HAEEHISIE SIS ARG R, *For a two-node cluster, you will have a complete service outage and a
partial outage in a multi-node cluster.

X A3z %28- AFF C80
XA HIZS. LUERVFAERITER,
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EEERTAENTREENRS. IRENZALERIMULNTR, BEH "NEESXHAMNBET R

EBPI—NHAT",
Froazal
* FIEFRE R P i/ ENILIENetApp RS EBIEIE.
© HEIMREDEL,
* BREABNERNIRAEE:
° ONTAP By B 1R 5 E 1R,
° INRFEREMHEIZHENVE/NAE. N HNetAppiR £ 0 B 1 (OKM)EE B EI I Z L FTiE,
° HMEHIZRHIBMCH IR,
* BRECIHAEHITERAIEN T AMGS,
* ERAXAZ RINRIERER. ER:
° BUITHEAM "RSEiTIRRaE",
° Y5ONTAP AR EI R HIEINARES,
° fRRERER "Active |Q BEIREEFINI . B FRALFIEMKIE. FINRSAME EHILED,
P
1. BISSHEREIEE . HEFERAAMIEH SALMEIREBR/ITH A MERTNEATRER,.
2. XHFAutoSupportHER R AT R % K ETE] :

system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"

3. HEFRE T mAISP/BMCHthiiE :

system service-processor show -node * -fields address

4. JBHE&EEShell: exit
S. A E—F it ® 7 B E AT S8IPHIEHEIE SSHE R EISP/BMC,

MBEERNREHIS/Z AN, FERERNEREERERERISHE,
() #1755 SPBMCEENSSHAE. WEKTHE,
6. EEBRHERIR B

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

3t FE R TEStrictSynciR =, N1 TR SnapMirrorfY&E8%. system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
-quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true
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7. NRED. BAEBHTHENMEHIZZWNYY * Warning: Are you sure you want to halt node
"cluster <node-name> number"? {y|n}:

8. HAFEMEFIREE, REERTMBEFIETRT.
FEit55- AFF C80

KBRS NITFISIRRM RIS EHVIE. ARRRE
SHERBYFHFE.

HRE SRR

Pl

$£1%: HTEHER
TEEIRIEH SRR IRE EHUTH SR NBVA MY, S MAHFERE T HEHI 28R IR

1. ENFEEE. BBEANEANS I EDR. BEREREINE—ENEN. XFeIHRESEFEHEEE
PR Lo

2. B RIEHI SRR E EHEE4/5PMIRIAENVRAMKRSIERIT RS IE K. EHRNVEIT,

QB

N

) =

|H\

NVRAM K7 LED

NVRAMZRLED
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° WMRNV LEDIEX. BEET—%,

° YNSENV LEDIAKR. BEFANREL, MRNIFFHENEBISH . BRI AR RFIUREER.
- SRR R, 1B IERE,
- MIEHIZSIERER(PSU) L1k T iHIss iR R B R o

A W

() nRENRSGERERER. BT ERRSPSUIER,

()]

- MIZHI B RIRIR T R4 2 AN SFPHIQSFPIRIR(MIRFE). HICRGEEANERME,
REKBERLERRED, UWEEERLEAAEEREN, HLRTIERF.

»

- MIEHI B IEIR AP EN R A A B IR 5o
- TR BEFS, ARRE A

~

b SRR IR MALFE SR BB RS o

o BIE B

9 BIEH

8. RzhISERBHAE. ARRBHEBETRIRE L,
ReiEh SRR HAFERT, IRHRESRHE R IR IRBVERER.
9. WHFEFISE —MTHIBEREE LRTE,
% 2% BB EIA
BEEFIEpEMIBVAEFEIE ML OB EMIAETRIRE—EZRA O

1. MARSGIEERRE TR,
2. MHIFRIRTHES -
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3.

a. #F LED FAHRIEEINSAIRBIZH.
b. BORIBFHNETEITAME, UUEEMSEMNPIRFEL, AREEREEEBHIE.

IREhSER SHIFESE, IUEBEHE,
()  =TmmEe, BRARRFIEHER,
() wonsiRms. ST HMERTE, UHLHESRIAT,

IRERES N IKRNZRRYIREERIEIR. HIG BB ML BN FHRERRE T Lo

B3W . MIKENRE RS ERERYFE
BTN ENRR RSN VERE TIENAE, ARAEREERNE.

1.
2.
3.

MR R EI T 5T,

fEF MIBHAEFET T RVRTRAAE R EREIE Zhig &R R SAIE,
R B AE R IR 2R R B B RALAE R -

a. FIBHFERRYIKEhEE 5 A R RIAERIFEER A O 5T,
RRehERZEHNNAE, BEEHTE2BE,

CRIEFIE G H I m Eiet%o
a. FIREhEAIE R ANEANNAE. AER O EFHTERSR R UBE LB F.

WA A BNAEE E R SAVESILEVZRRBNZREN, ARBFER.
fﬁ?kﬁ%ﬁﬂﬁf%ﬂ&ﬁm%ﬁ%%m%$,H%%ﬁﬂﬁf%ﬂ%%ﬂﬁﬁ&ﬁm%¢mm%%%
- AR BNREVRE RSN ER,

Be sure to close the cam handle slowly so that it aligns correctly with the front of the drive carrier. &£

B, ESkHRES,

b. WRAFHHERREhBREE TR,

8. WNRHARLEMIR, BLEHIR.

TRA. ENRRETHIZERIR
RiEh R REH L EENAERHEF B 5,

1 MREITAT=RE

. ERHAE TREEREUEUXAZTSEE.

B
ENSEH SRR E BIRTT .

2. BIEHIBRERH— IR SNFERNFONTE. AR SEREENFETR,

a. FFPiE FBim etk B i E L Eo
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b. IR REM L ELLERREHMWITHIBEMHL. FHRITIERE
MNREEEI TN ER%IEEE (QSFP 3 SFP) , BB EERANANENLTEE].

3. BEE FRAPEE, BE - MEHIBRLEIFNEF.
4. BERIREMBNEIR,

@ MREEERER. BEEFSERTEEEENETRE. BERREMERIBIR.

SR R E BRI FHIARED. WRBEINEREFIETR. BERAGSEREES
boot _ontapo

SEENFEEHE- AFF C80

BT ERE 4 M RIRMAGN BRI A AR HAR S H G PR SR 4R [E]26 NetAppo

%14 BWIEHFZENFAEN HA KRS

EMIIEAFE HA RS, HENENEHIILRS ULRENRARE.

1 RPN, ME—EHISSER R RAMISEI S IRFIEEN HARS . ha-config show
RS4RI HA RS EBRZABE

2. IR AR RINRGRE 5B R SR B RILE:

a. GBI HAMKRE: ha-config modify chassis ha-state

ha-state BUERI LR U TEZ—:

" ha
* mcc(TEASAFR AR ST 4F)
b. HINKEEFX. ha-config show
3. MR EARPITUIRE, BEH N RAANERIBOHITH L.

F20 . KHFEERHREIZE NetApp

REBEMRHE RMA BB EER4IRE NetApp o "HIHHEEFERBXIFMAER. BESITH.

=Tl 28
=Hl2s B T {E7- AFF C80
REBUT TERD B ERITHI 2 IER,

o "EEEH SR ERER"
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AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JBEE 2 1EBRIBIEZRFIFET: clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIAE: storage failover modify - node local
-—auto-giveback false

3. BRITHIZE B R/ LOADER $&7R%F:

NRZHITHIEET ... |/
LOADER &R fF BET—T
IET_%ﬁB‘_C & Ctrl- C %}:T'_Hjbl.:hEa__Ej@ = Yo

AR TR EERRT A MNESTEENERSZENEERERNEREE. storage

RGKERRL) failover takeover -ofnode impaired node name

L ZRITH 28 B 7R Waiting for giveback... BY, #& Ctrl-C , fAB[E]
z
= Yo

BT HI2S1EIR- AFF C80

REHRYTEIR, T ﬁﬁﬂ?%?ﬁ?’“ﬁ%&\ ReFRUA M MZ T 23 1R RS ZE E R A RVIEH
gRIRIR. EVMEPREERANEFISER. AERREBHHELIFRIG

$1F: HTEHIZRR
TE BRI SRR BN BT H SRR BV A BT, IR MAFE RN T 1 33 1R IR,

1. ENFEIEE. MBBERANENS KR, BEEERTEIE—ENEN. XFrIHRESEFEHEEE
PR Lo

32


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

2. B RIEHI SRR G EHEE4/5PMIRIAEBNVRAMRSIERIT RS IE K. EHNVEIT,

@
/\@

Q//

<

K5
05 =

=\/H1
0 NVRAM X7 LED
9 NVRAMZ/RLED

° JNRNV LEDIER. BHRET—D,

° SNRNV LEDIAKR. EFRHANMELE. SNRANFFE BIBES 0. BB RRAZR LIRS HE B,
- NREERESM, BIEREM,
- MIZH B RIR B IR (PSU)_E ik TEHI 2SR IR B R 2k

AW

() nREHNREEMERER. B RRRSPSUIER,

)]

- NIZHIBRRIR T R4 AN SFPHIQSFPIRIR(MIRFE). HiCREZNEZMUE,
RS BERLEERET, UWEEERTTESLEEREN, S4HIERF.

6. MITHIZBSEIRPEI T AL EIRIRE,
7. A TR HEFD, ARRRE TN

33



b SRR MALFE SR BB RS o

" BIE B

9 BIEH

8. FiEhIBR RPN, AEBHEREFRIRE L,
ReiEH SR R0B MR, IBHRESRHE R 3R IRBVERER.

$25: BRRER
R RS EE IR AT 2R,
1 IR T, UEERTHE RENFEN, AILUKGEIRMITHIZRIRPAIH,

C) IR E. MIZTHIZREIRPENHET, BRKANFREE, MR ERAMTHZRRPEH
B e EEmmE.

34



° TerracESEPSUBIE RS
(2] HR

2. JHERBENREHSER, ARREE.
3. ANFZERRNSHRBESEHSBEROAONT, ARFRFEREENTHSERR, BEMERST TN

7,
R B S PO S8 TE B B B A B U
() rmemrrmmEms, BIERERBARENANTA
35 BHRE

R KRR RS 2 T A B H 8318,
1 EBIHFEXNBERNENBE RS, AERXBEREREMTHI SRR PR HRE T NBER,

(1) RBHEES
(2] RURHELR

2. BRBIERSEERANEGSRER, RAEBERBRIRNSSEHZEEIRPIF O TR LN
BIR, AERIXEBRRBNEGSRIR, BRBEAMFANBMINL,

3 WHRNBEREE AT RE,

Step 4: Move the NV battery

Move the NV battery to the replacement controller module.
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Step 9: Install the controller module
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(D SmmetisnAsia, #EAERGMT, HL24 RIS,

7. (FFAR SIS EGCGMTHI Y AIAT[E] set time hh:mm:sso. EAJLAMEIX T & date -u ep S IRENHFIGMT,
8 RIEEENFHAAEMHITILE,

SNRIGMIPR T WA 28(QSFPEISFP). RIS EEANSNEMRRTEE .
9. WEIREBNEIR.

@ MREEERER. BEEHSERT2EEENETGE. BERREMEREHIR.

RRFHIUF RSB E - AFF C80

ISR ERSGER. HIRIEEEENEERTISE,
1% BITHARSIZS

R TUIRIEISHISHEIRA HA RS, HERENEFRICRS ULRENRARSE,

1. BAIE4IFIRIN: boot ontap maint

a. H&EFF|_continue with boot? _BF. %I vo
WEEE_System ID Mismatch (RAIDALLE)ELEE, BHRA vo
2. &g\ “sysconfig -v' FHHEEKE TR
@ MREEE pendis_Mismatch, BEHRARF X,

3. MEIHH sysconfig -v. FERHFERSEREHBPHRANUEH#ITHER.
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4. BIFFFEAHREERMERE 5HA IR&:  “ha-config show
FREAMHE HA RSEBNZAER,
S MNRBTMITHISHERAFRES LN AR EARILE, FHITHIZSERIZE 0A state . ha-config

modify controller ha-state

ha-state ERI AR U TEZ—:
° ha
° mce (R3ZF)
° mccip(fEASARGH AT L)
° non-ha (F3%Z#)
6. BINGBEBE®EM: ha-config show
$F24: WIEHERYIR
1. BRBIDEACRERYIH T FIBHENRKE storage show disk -po
MRRMAMBR. BREREHERRIES L.
2. RUHHIFETN. halto

ERMEFH LT IZ5- AFF C80
WEFHEAINARIERE . ARRIEIEHEE.

Rk HI=E
WIREEA. BEENEHEEHSEMEERET.
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2.

- fELoadert@RF4L, ¥ boot ontapo
HiTHIGHE R, #&<enter>,
° WREBF_login"iRmfi. BEIETHRENT—F,

o YNREEEF]_wawaigif for nifecback . E#k<enter>#. BRI T A, AREIEATRKENT—

Zo
B R FEEZ T HIZS M E IEBIE1T: storage failover giveback -ofnode

impaired node nameo

MRERZRABRE, FEHBRE: storage failover modify -node local -auto
-giveback trueo

WR BT AutoSupport, NIEE/BUEZEIEEEIEIESAI: system node autosupport invoke
-node * -type all -message MAINT=ENDo

WREINZE(OKM)

1
2

3.

© N o g

10.

1.

12.

13.

. fLoaderte " T4, AN boot ontap mainto
. MLoaderfE R BEhEIONTAPHEE boot ontap menu. FAEIEFZFIEIN10,
WNOKMZIEFTIE, TR LUAME PRIV ZIDFEIE, A ABXR "NetApp 245"

() AEBRFEHNTLEERR.

HIERE. WAEHDBREIE.

ERTIRER, BWNIED 1" #ITEB B,

YR~ wawawaite_for vig-back B, #Z<enter>#,

RTHI M ES EREN TRHUSHER adnin.

PREEBEDT R LRMMBEROEEIERTE, FEBRHNGRER set -privilege advanced,

A5 run local partner savecoreo
IREEBITHINF: set privilege admine

TRTCECFOQQ(*E%‘%)Z storage failover giveback -fromnode local -only-cfo
—aggregates true

° YNFBEIFEIR, BEAR "NetApp 2H'
EMERETHEFFSDH, ARNERIERBIRTHIMEIRT:. storage failover show'

"storage failover show-givebacko

BiIEh e maB =BT aHEA security key-manager onboard sync
()  FosRTERLEREN\EREENOKMEIEE,

FRUTHSHRERIRIVIRE:. security key-manager key query -key-type svm-KEKo

AR Restored_%F|Z/R_TRUE_LSMIAZ, IFEER "NetApp ZHF"
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14. @i RIFFHEEZIRIEHIZZ M E IEBIETT: storage failover giveback -ofnode
impaired node nameo

15. NREZHEBERE, BEHBHETE: storage failover modify -node local -auto
-giveback trueo

16. W1 Z AT AutoSupport, MIER/EUEZIEENBIEZRG]: system node autosupport invoke
-node * -type all -message MAINT=ENDo

SRR EA B TE RS (EKM)
1. NRIBEEFEANSZIHEIESHITING, HEEHSESEEREERT =, BRAFIEFEIR

11, boot ontap menu
2. [@% 'y n LUTR:

=& A /cfcard/kmip/certs/client.crtSX FRIEIZR?  {y/n}
S& B /cfcard/kmip/certs / client keySXERIEIZ?  {y/n}
=& A /cfcard/kmip/certsSXFRIBIZ?  {y/n}

=

=& Alcfcard/kmip/servers.cfgXFIRIZA?  {y/n}
BEEHEKMIPARS 28342 {y/n}

BETHEKMIPEHEO?  {y/n}
()  toEEm. EER Netapp H'

3. BHUTER:

° BPURIEF(client.crt) XER B

° B IHEA(client.key) X R R

> KMIPBR5388CA (CA.prom)X & AR

° KMIPARS5 28389 IPHdit,

° KMIPARSS 2889w .
4. RFIETEEE. BREIRMXE, EE1"H#HITEE B,
S MERERS: storage failover showo

6. MHFREBETR LMNAMBEZLEREIYIERE, HERENBREN set -privilege advanced,

RIS run local partner savecoreo

7. BE XA FHEES RIS ME ERET: storage failover giveback -ofnode
impaired node nameo

8. MBER2HBERIE, HEHBHE: storage failover modify -node local -auto
-giveback trueo

9. WIRB AT AutoSupport, MERER/BUEZIEEEIEZRG]: system node autosupport invoke
-node * -type all -message MAINT=ENDo
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1. WP EEORT EAAEFRSEMFEORS: network interface show -is-home false

WIRERILUNG Afalse. IEEERREIEFIHO: network interface revert -vserver * -1if

*

2. WEEBFNTITION. BXEMER. BEI "NEZEONTAP REAMARITERSITIRZINE" FIREX

==

o
3 MREBZHEBNRE, BEMBATE: storage failover modify -node local -auto-giveback
true
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REREMREME RMA RIS FEER IR NetApp o "EHREFER"EXIFAER. BEINTHE.
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BXAR L\?I%'J%%, BRRELHBREVRTS, HELEMMZERTIEE, UERTEBMTRISSSAEMZ
BT Hl SR B R R,

KFIES

* NREBFERBEBSANRLS, NATBEKNEZHITHZSSCSITIFMEMHER cluster kernel-

service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum.ﬁD%%ﬁ*ii?U@ﬁ“ﬁ‘_ﬁJﬁR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

TR

1. ANRB AT AutoSupport. M@ & AutoSupport;H B2 1B ENAIEZEF]: system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

L FAutoSupport SHEZ IEB 6B/ clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. METIVR RIFRIEHIZZ TS| 8 2 A BehRiE: storage failover modify -node local
-—auto-giveback false

@ H&EZ_Do you want to disable auto-giveback? _Bf. 3Ny

3. RRITHIZE B R/ LOADER $&7R%F:

NRZIRIEHIBEET .. A ...

LOADER 1277 BET—%,

EEFHFRE ¥ Ctrl-C , AREHIUEREIE v,

ARSI REBRERA MIBITIEEEHIZZEEREESHMITHIZE: storage

failover takeover -ofnode impaired node name

LT H 28 B 7R Waiting for giveback... BY, #& Ctrl-C , ZAR[E]
%
= Yo

JEIN 2 . $5HI2S(IF MetroCluster H1

BXAZHERE, EOMRELEHSBRIRTS, HAELEMZEIRHIE, UEETEBTRISRSASMZ
BT H SR B R EURE,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R R ITITIRR
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REFpIEHISB AR RIS TINR S EE T false. MATIEXR AR FITHIR Z AIEE PR ; BESL
"W R5REED"

* BLFIABECEMetroClusterfEBERES, HFETRATFBAMEEKRS(netrocluster node
show)o
g
1. SNRB AT AutoSupport , MBI AR AutoSupport EEZIFBRNBIEZER]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JBEE 2 1EBRIBIEZRFIFET: clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIAE: storage failover modify - node local
-—auto-giveback false

3. BRITHIZE B R/ LOADER $&7R%F:

NRZHEHIBETR ... B4 ...
LOADER 127 %F BET—7,
EEEFRRE 1 Ctrl-C , ARTEHIUERIEE vo

AR TR EERRT A MNESTEENERSZENEERERNEREE. storage

RGKERRL) failover takeover -ofnode impaired node name

L ZRITH 28 B 7R Waiting for giveback... BY, #& Ctrl-C , fAB[E]
z
= Yo

% 2% HTHERIZERR
TEEIRIEH SRR IR EHUTHI BRI BVA MY, S MAFERE T H 28R IR

1. ENFEEE. ABEANEAS I EDR. BEREREINE—ENEN. XFeIHRIESEFEHEEE
PR Lo
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4. SERITHI SRRV ER R
a. FHTHIZRRE NN, BEEIESPIREEH T2
ISR TR RE, BEFMS L.

() #EsIsERmANAER, WIRAEA, UGRITESES.

b. SR FIB A LR T
(D) ;REHIBEHTLoaderB R, BIEMHSEMEHE boot_ontap

. WHIREBNEIR.
@ MREEERER. BEEFSERTEEEENETE. BERREMERZBIR.

6. B R FEEZIITHI2SME [EFIE1T: storage failover giveback -ofnode
impaired node nameo

7. MNREZREENRE, BEMBERT: storage failover modify -node local -auto-giveback
trueo

8. WIRB AT AutoSupport, MEE/EUEZIEEEIEZRG]: system node autosupport invoke
-node * -type all -message MAINT=ENDo

% 5% KHPEIRHRE] NetApp
IREBEMMEMIEY RMA 152 BEIG S EB4FRE] NetApp o "EMFIREIFIFR"EXRIFMES. S IH,

B SSDIKshzs—AFF C80
&R UTEI/OIZ1THRIB) TR M BB #2 & A P& RIS SDIR B 280

When a drive fails, the platform logs a warning message to the system console indicating which drive has
failed.In addition, both the fault LED on the operator display panel and the fault LED on the failed drive are
illuminated.

FaZ Al
* EEMRIREHERZ A, FEERELBRARESRTRAEEINEE (DQP) .

* Identify the failed disk drive by running the storage disk show -broken command from the system
console.

The failed drive appears in the list of failed drives.If it does not, you should wait, and then run the command
again.
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a. NRFE, BFEMSHAENITENEEHA: storage disk option modify -node node name
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* If you have a cluster with more than two nodes, it must be in quorum.ﬁD%%ﬁ*ii?U@ﬁ“ﬁ‘_ﬁJﬁR
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autosupport invoke -node * -type all -message MAINT=<# of hours>h
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invoke -node * -type all -message MAINT=2h

2. METIVR RIFRIEHIZZ TS| 8 2 A BehRiE: storage failover modify -node local
-—auto-giveback false

@ H&EZ_Do you want to disable auto-giveback? _Bf. 3Ny
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NRZIRIEHIBEET .. A ...

LOADER 1277 BET—%,

EEFHFRE ¥ Ctrl-C , AREHIUEREIE v,

ARSI REBRERA MIBITIEEEHIZZEEREESHMITHIZE: storage

failover takeover -ofnode impaired node name

LT H 28 B 7R Waiting for giveback... BY, #& Ctrl-C , ZAR[E]
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* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R R ITITIRR
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REFpIEHISB AR RIS TINR S EE T false. MATIEXR AR FITHIR Z AIEE PR ; BESL
"W R5REED"

* BLFIABECEMetroClusterfEBERES, HFETRATFBAMEEKRS(netrocluster node
show)o
g
1. SNRB AT AutoSupport , MBI AR AutoSupport EEZIFBRNBIEZER]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JBEE 2 1EBRIBIEZRFIFET: clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIAE: storage failover modify - node local
-—auto-giveback false

3. BRITHIZE B R/ LOADER $&7R%F:

NRZHEHIBETR ... B4 ...
LOADER 127 %F BET—7,
EEEFRRE 1 Ctrl-C , ARTEHIUERIEE vo

AR TR EERRT A MNESTEENERSZENEERERNEREE. storage

RGKERRL) failover takeover -ofnode impaired node name

L ZRITH 28 B 7R Waiting for giveback... BY, #& Ctrl-C , fAB[E]
z
= Yo

%27 BTt NVRAM RIR
EEMNVRAMIELR, BTEHFEEIEE4/5 R EIBIR. ARRREES BINFHITIRIE,

1. ENFEEE. BBEANEAS M EDR. BEREREINE—ENEN. XFeIHRIESEFEHEEE
PR Lo
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2. BENFEEE. MREHAKEM, BIEREM,
3. B I HI SR ARER AL H KLY = S~ SRUT T Hl 2R R AV ER R -
a. [ TRIEHIZR RN E B ARREI R T e N8l
b. 1= BRIRIR MAFE AL L9358 ~F LUKTFF BRI,
4. ATHERBEEIERTR. HERNMALEERERNINRE. AR T,
. MAFEFRMIERE AR NVRAM 1811

a. BT ORFABRHE.
ORI E S,

b. R i F BT EI R &,
C. MHAEFRENTFREBNVRAMIEIR, 7522 F et N CACHIATF O F R IRAL A48,

9 DIMMHE+&

6. FNVRAMIERKTEIZE I RE Lo
7. MZHNVRAMEERFZE—EHITFDIMM, AR ELEEIERARINVRAMRIRH,
8. B EHAM NVRAM HRIRL N

a. RER S EE4/5P AT ORYASIITT.

b. RIRREIZBNGER. AR ORFAY—Em L. LUSERBIE 2L,
9. EFMEREEHBIEIRA IR
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o BIEHISERERR AN, HES5PRIBERTEMAL
BHIBERRSRILE, BRI L.
b. W BT LR B
() soscReEREIERETNERRD,
10. 4RLLETBITIRA LhRREBIXIA .

M. BRI FEEZIRITH 2 M EIEFIBTT: storage failover giveback -ofnode
impaired node nameo

12 INREZABNRE, BEMBHE: storage failover modify -node local -auto-giveback
trueo

13. YR BT AutoSupport, MIFER/BEGEZIEBEhEIEZRR]: system node autosupport invoke
-node * -type all -message MAINT=ENDo

% 3 4. Eit NVRAM DIMM
BFEHNVRAMIBEIRHFFINVRAM DIMM. A EI FNVRAMIEIR, RAEHBERBRDIMM,

1. ENFEEE. BBEANEANS M EDR. BEREREIE-—ENEN. XFeIHRESEFEHEEE
PR Lo

2. RENFEEE. MREHAKEM, BIEREM,
3. B I HI SRR AL H KLY = S~ SRUTFHEHl 2R R AV ER R -
a. [ TRIEHIZR RN E . ARREI R T e N8l
b. RIS IRIR MAFE AL L9358 ~F LUKTFF BRI,
4. BRRAIS A EIRFERMIRAR T M IR SR, A TSIt
. MAFEFRMIERE AR NVRAM 1811

a. BT OREH,
ORI B S,
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b. i FI e FIRn &,
C. MHAEFREI FNVRAMIRIR, 75 7ARGF NI AT O FHRFRIR AL A8,

0 O BIE R

9 DIMMB{E£E

6. FENVRAMIERMIERRERIRE Lo
7. 3 EINVRAMIEIR A E EHAIDIMM,

()  ESENVRAMESRIIENFRUTEERS. LHEDIMMIEM A2 E,

8. M FEDIMMEIE EEHEDIMMMIEEDIRE. UEITFDIMM,

. {??%E%ﬁﬁﬁﬂ’ﬂ DIMM , F3%2% DIMM SHEfEXTT, SAER DIMM BREHNIERE, ERIMEREHER
o

10. 3§ NVRAM #RIR LR FIHFEH
a. E’fﬁﬁiﬁéiﬁ)\#ﬁ% BEIOREABARSIONRENSE. AR —ER RGO FSILUS RS E R
. EEEITHISMRIRAV IR
a. FTHISRREFHENNGE, B ESPIREEHTERMAL
ERlgRREeMAE, MEFNELEH,

b. RHiE )i _Ehe R BE &,
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SR 2 BEENAET/ELAERSE.

12. B EIRERm LR B XA B

13. B RIFFHEZIRITHIZS R E I HiETT: storage failover giveback -ofnode
impaired node nameo

14. NREZHBEHRIE, FEMBHT: storage failover modify -node local -auto-giveback
trueo

15. MNR BT AutoSupport, NMIRR/ECHEZIEBNEIEZES]: system node autosupport invoke
-node * -type all -message MAINT=ENDo

Step 4: Reassign disks
ST AEHIRN A RAIDER. AERIERE DRI B,
(D SBEBENVRAMERNA BEEHHTEME. TRSMTNVRAM DIMMBHR,
S
1. MBEHISLFEPER(T > BTE). FRHEPERHETNDEFRTH: _halt _

2. MR ERMBEFRTEL. BipizhlzE. HERRERRIDRLAMRTESZRFIDIEBEAN_Y -
3. FRFEFIFMHERME... JHE. ABENETIRR RFIZHIZZHINE BN LI RAID: storage

Failover show

e, BNEE—FER, BHRHRIEH SR LRSS ID B8, HPERTIEHRYIA ID #% ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. EIEES

a. NMBTTIVRERIFHIIEHIZEH. STEEMRENIERIZZNENE: storagetfE#159i33IE-ofnode reE#R 1=
BHR

i hlER S W B H A fEH STRUB B
NRATFRLIDALE MR REBERSID. MWNEA_Y o
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() wREEER, CANSEERUTR,
BXFAER, BEEN 'FOREGS" THMUBES .
a. ERRIEE. FIAHAE TR RIFE I LU#ITIZE . storage Failover show
storage failover show SRHIHIHANEE System ID changed on partner JH 2.
S WIFRBBIEMHDACHIAR: storage disk show -ownership

BT RN EN BN ARRID, T TRAEIF. nodetBBENEENTE R RHNRLZID 151759706

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. MRRFKFXAMetroClusterBi &, IBIITITHIZZAVIRZ: nnode show MetroCluster
EE?&E; MetroCluster @Eﬁﬁgnﬁ{qﬂj—“bil‘ag JJ—.EI%’{kIL,\, lJ:tE—J) /E/P? %u%gj%ETEEEE)IkIQ\J #E
B DR BE&HERIEE®EI, The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

7. SNR¥THISEK A MetroCluster BRE, MIAEHE MetroCluster IR, MRRIAFFE E S RMLL S _FAYIEHI2E,
JBIIE DR * ID FER R B B RMENRIGFIEE,

NREESHEU TG, MWBTHITIRE:

° MetroCluster Bg & & FHIHURZS
o SR AL FRAR R NAIFRE S,

BHE N "EET R MetroCluster EeERF, HEEFIBEINETE HA BB MetroCluster I HRiE] & 4 E k"
BXIEHEE ...

8. MNREMARGHKHAMetroClusterftE. BWIIEREEEESMNMTHIZR: nnode MetroCluster show - fields
configure-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. WIS MTHIRB R B FEMENSE:. vol show -node node-name
10. NRBAT EEMNZE. WATIERINEE,

N, B R EEESIRITHIZS M E EEIE!T: storage failover giveback -ofnode
impaired node nameo

12 INREZABNRE, BEMBHEE: storage failover modify -node local -auto-giveback
trueo

13. AR BT AutoSupport, MRR/EGHEZIEEEIEZREA]: system node autosupport invoke
-node * -type all -message MAINT=ENDo

% 5% KHPEIHRE] NetApp
REREHREHIEY RMA 35 ERIE RSB 4FR[E] NetApp o "ZRFEEIFER"EXIFMES. EENE,

EHNVE - AFF C80

To replace the NV battery, you must remove the controller module, remove the battery,
replace the battery, and then reinstall the controller module.

ALEPRFIEEMAMHUIRIERIRTT; SN, BRI RRARZ .

F1Y: KRAZHIEHIEE
fER LT EI Z — X HEiR B R iiT s,
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BT . REHARS

BXAR L\?I%'J%%, BRRELHBREVRTS, HELEMMZERTIEE, UERTEBMTRISSSAEMZ
BT Hl SR B R R,

KFIES

* NREBFERBEBSANRLS, NATBEKNEZHITHZSSCSITIFMEMHER cluster kernel-

service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum.ﬁD%%ﬁ*ii?U@ﬁ“ﬁ‘_ﬁJﬁR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

TR

1. ANRB AT AutoSupport. M@ & AutoSupport;H B2 1B ENAIEZEF]: system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

L FAutoSupport SHEZ IEB 6B/ clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. METIVR RIFRIEHIZZ TS| 8 2 A BehRiE: storage failover modify -node local
-—auto-giveback false

@ H&EZ_Do you want to disable auto-giveback? _Bf. 3Ny

3. RRITHIZE B R/ LOADER $&7R%F:

NRZIRIEHIBEET .. A ...

LOADER 1277 BET—%,

EEFHFRE ¥ Ctrl-C , AREHIUEREIE v,

ARSI REBRERA MIBITIEEEHIZZEEREESHMITHIZE: storage

failover takeover -ofnode impaired node name

LT H 28 B 7R Waiting for giveback... BY, #& Ctrl-C , ZAR[E]
%
= Yo

JEIN 2 . $5HI2S(IF MetroCluster H1

BXAZHERE, EOMRELEHSBRIRTS, HAELEMZEIRHIE, UEETEBTRISRSASMZ
BT H SR B R EURE,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R R ITITIRR
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REFpIEHISB AR RIS TINR S EE T false. MATIEXR AR FITHIR Z AIEE PR ; BESL
"W R5REED"

* BLFIABECEMetroClusterfEBERES, HFETRATFBAMEEKRS(netrocluster node
show)o
g
1. SNRB AT AutoSupport , MBI AR AutoSupport EEZIFBRNBIEZER]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JBEE 2 1EBRIBIEZRFIFET: clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIAE: storage failover modify - node local
-—auto-giveback false

3. BRITHIZE B R/ LOADER $&7R%F:

NRZHEHIBETR ... B4 ...
LOADER 127 %F BET—7,
EEEFRRE 1 Ctrl-C , ARTEHIUERIEE vo

AR TR EERRT A MNESTEENERSZENEERERNEREE. storage

RGKERRL) failover takeover -ofnode impaired node name

L ZRITH 28 B 7R Waiting for giveback... BY, #& Ctrl-C , fAB[E]
z
= Yo

% 2% HTHERIZERR
TEEIRIEH SRR IR EHUTHI BRI BVA MY, S MAFERE T H 28R IR

1. ENFEEE. ABEANEAS I EDR. BEREREINE—ENEN. XFeIHRIESEFEHEEE
PR Lo
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9 NVRAMZ/RLED

° RNV LEDIER. BERET—D,

° YNRNV LEDIAKR. EFRHANMELE. SNRANFFE BIBES 0. BB RRAZRLURSHE B,
NRIGH KRB, BIEHEM,
MIZHBRRIR BB R (PSU)_ Lk TEHI SRR IR B IR 2o

() nREHNFREERERRR. B RRRSPSUIER,
MBI IR T RAMLLURSFPRIQSFPIERNEBE). HiIRMENERIE.
BUHAREAEERIET, NEEERRESHEIRREEN, SAHTIERF.

MIZHIZR IR P E T A EIRIS &
mT™MRE P BEFS, AR R TR 8

e SRR IR S MATLFE SR BB I4AS Lo



BB

BIEH

8. FizhIsR R B LA, AEBHEREFRNRE L,

1l 2R R IRBYERERo

]
fu =S

THSRIRB LA, B RESS

K=

3% FHENVEEH

REREFIRHBIINVEI,

MIEFIZRARIRAFER & R FERINV ER .
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e NVEE RSk

- [ LR E Bt LU AR B Bk,
PrEFRME SR ARV F AMIEE PR RESL . PRI MIREER IR T FE it B4,
REMMESEENERSERPRE. ARRE—.
MEZERE R A EE it
R E R AR MA R R T HZE

a. FHMEKIBENRAIRIEE, HHRIELSEE (L,

b. YeathiBIANIEIE, AERMTREMA, UHBRAEZL,

7. 8 ENVESEEE,

o o & W N

B RISk BE TEHRIE .

£ 4T ERMREERIZRRER
EH ISR EH S,
I BESEER TIREETUBHONE, BRSSEERE X,
RS EHISERE BIRTF
2. BB ERIRI S AR ONT, ABBEHSEREREN AR — ¥,
() amREsISERELEAER, RIERGETEXRN.

3. IRERENFHRAAEIHITAE.
NRIEMIERT Wk 28(QSFPEISFP). BICFEEANANERRZEEN

@ HRIZH G B4 EEREI B R ERITHIZSR RN, DUETERBIZEIERaHEE. B8R
BUIEHIERE MISTTIRR RIFRIIZRIZR RIS IR, HETERENEEIENFRERBR.

4. SERITHI SRRV ER R
a. FHTHISERE NN, BEEIESPIREEHTEMIL
IEHSERRT MG, MERMS L.

() #EsIsERmANAER, WIREA, UGHRITEES.

b. FHiE M LRI BEUE,

NRITHIZR BTN E LoadertR/ R AT BEMMLEMBINE boot_ontaps
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5. RSB ER,
() mpesERER BESHSERELETENETE. HRRRENEEER,

6. BRI FEEZIRITHIZEME EFIEIT. storage failover giveback -ofnode
impaired node nameo

I MNREREENRE, BEMBETE: storage failover modify -node local -auto-giveback
trueo

8. YNERBA T AutoSupport, NIRFR/EVHEZIEB&IBIEZRA]: system node autosupport invoke
-node * -type all -message MAINT=ENDo

% 5% KHEEFIRE NetApp
RIBEMFREII RMA BB SIEEAHRE NetApp . "HHEEM B BX¥MEE. HELRE

I/0 FEiR

AINFNE HRI/OE IR IBEIA- AFF C80

TR LIS E R P A LR FERI/OIRIR B 9 B[R R BB/ ORRIR B A R R B Y1/ OFR IR
R PRI LUK /ORI INEI AR BRI R 5t R,

* RN/ ORER
MNEZERA LIRS ARE. BB TFHEE—MRREIMKE. RAENETERET.
* "EEIRI/OER"

BHUR EHERORRB] LU AR R EI H R B TTIRES.

AINIOELR- AFF C80

MREFHERAEG I RAEE. IBEFH/ORRLZ R AP — A BEEH. MRFIEHE
WE SR, RH THRIORRLUBE LT, AEREMER,
FreaZ Al

* 1% "NetApp Hardware Universe" LB RHTHIVORIR 5 BT AR AN B E LB THIONTAPKRA RS,

« If multiple slots are available, check the slot priorities in "NetApp Hardware Universe" and use the best one
available for your I/O module.

* HRIRFRE HEth A4 IE BiE1T.
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NRIGHREM, BIEREM,

M e A BIRFR. HARNSISLEIRITRANE R, ARM The,
MFEZR LEIT BARBE= BRI

a. BT EEEREBER ER OB

b. 3 AL H BRI REIT B ARIR

C. FFEmANDEANTAOR. ARRKRRILAME. MR MAFERE T,
L5 1/0 1RIR:

a. FFI/ORRSHEHEIEFF LI RILS X 750

b. FERIZFZHBNIGE, EETDBANGE, AERKORAN—Em LR, WRBERSE

R OB BIE
() wRFaREREN 10 BPRET S8, LA IS,

R BB R A LR EI XA E,
MLoaderf@ R i, EFBHTR:

bye
() BB ERAKIOBRTIE AL, AREI BT M.

MECHE 2R 3T eI 2S
storage failover giveback -ofnode target node name

izhles B E8 RS R
AEITRARFNT R E. MRFERTBHRE. BREER:

storage failover modify -node local -auto-giveback true
YR B AT AutoSupport. MR RBoheI 225

system node autosupport invoke -node * -type all -message MAINT=END

RUORRA MBI T IRTHN RS
TR LOB T E F A /ORR AT E U B REMB/ORIR, KI/ORIRAFNNEI TR ETHI R TR,

KFUIES
HRET BRSO N e 2 E TN R AR TIER .

2L,



= FERITIRE

NICEINIC (IwO%AERE) LIF S EHEITHIZ R X AN BT,

NICEINIC (IR ARE) BEENESAREHRIRIIEMERO, EXEFMAEE. BFSR T
% LIF"

1BENICIEZ EITZHEI/OIEIR f£F8 System Manager ¥ LIF ;K ATHEIRENE RO, 0FFHR "
T LIF"

HIE

1. INREEARESM, FIEFEEM,

&R TBER /0 #BIR LA B L.

M TSR BRI, HEARRSIALEIRIERANEIZE. AREM TiEkE.
MANFEREN T B4R 1/0 1R3R:

a. # PR,

b. R AL FI SR ETREIT B ARIR

C. BFHmANLRAMAOR. ARRKERRIEAE. MR MAFEFRE T,

A w0

HRARERER 1/O #RIRFRTEBIEE.

O. I/ORIRL FEEIHWAERH BAREE !

a. FHRIRSH BB QRIS TFo

b. RIRREIZHBNIGE, EETDBANNME, AERORAY—Em L, MRBERRHEMIL,
ERG LR ORIRERENEE IR E.

ESIFEMRED R U E T HISI R EMIRIR,

R IR R M LRt B XA B,

MINEEFRTR: _BYE_EHERNTHIZE

© ® N o

IR PR EF R PCle RMEMAH. HEHBIHT R

@ NREEEFHBIHAEER PSR . 15S W "BURT 1494308 -FE#I/OfEIRERAIE] AT 6E
R R IR K A"

10. MECIH=HISR3TIE 1T HI2E
storage failover giveback -ofnode target node name
. MMRERRAEHRE. BEBALLIEE:
storage failover modify -node local -auto-giveback true

12. AT TIREZ —!
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° WNREET TNIC /OEIRFHLEET FHHINIC /ORIR, EXE MmO Fnetworkdn < :
storage port modify -node *<node name> -port *<port name> -mode network
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EXAZHITHEE, TRNAETHISBRIVRE, HELEREEITHISE, UESITEBNERIZZSREMNT
BT RIS TF AR (AR,
FreaZ Al
If you have a cluster with more than two nodes, it must be in quorum. SR &E & KA ZPEFHIE TR RIF
RIS E ARSI TR S EE T alse. MHMEXAZHITH SR 2 AIE EREHER ; FE0 "HH=
S5&EERD",
gl

1. MNRB AT AutoSupport. i@ A EAutoSupport;H Em <2 IEBEIRIEZERAI: system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

L FAutoSupportep SR 2 1IE BB RIS clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. NETIEEIEHIZiEH 8 R A 85! storage failover modify - node local
-—auto-giveback false

3. ¥ZRIEHI2E 2N LOADER 127457 :

INRZHITHIZBER ... B4 ...
LOADER 1271 F BET—%,
EREFERRE .. & Ctrl-C , ARTEHIRREEE vo

ASGRTARERRTAT (BN BEERBRERSEIMSTERRNERSZEIITHISE. storage

RoE) failover takeover -ofnode impaired node name

L ZTH 28 B 7R Waiting for giveback... BY, #& Ctrl-C , FAR[E]
%
= Yo

I 2 $EHISRITF MetroCluster Hf
() WBRENRHERANS A MetroCluster BE, B/EAIRIESE,

BXRARBIEHIEE, COMRELHRIVRTS, AELEMZERTIEE, UERTEBTRISRSAEMT
iz hl 2R R R,

* If you have a cluster with more than two nodes, it must be in quorum J1REEE R AR HEHIITITIRR
REFRITHIZBE R RIS TRR S B2 R false. MATTEXAZHIEHIZZ Z A1 B E 0 FHER ; S
B RS&RERD",

* YNRE(FEREBIE MetroCluster Bt E, MATIAEEE MetroCluster FLENRES, HFET AL TFERH
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TE
1. tNR B AT AutoSupport. M@ EAAAutoSupportin S22 1EBEIBIEZEG]: system node
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autosupport invoke -node * -type all -message MAINT=number of hours downh

LA FAutoSupportis SR 2 1IE BB RIS clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

—_y—

2. NBITIEERIIEFIZSSRIEHI A2 ABMASE:. storage failover modify - node local
-auto-giveback false

3. B¥ZRIEHI2E 2N LOADER 127457 :

MRZHITHIZRETR ... B4 ...
LOADER &Rt BET—%,
EEHEFIE & Ctrl-C , AREHIRTRREE vo

AGRTARERRTAT (AN EERBRERSIMSTERRNEHSZEIITHISE. storage

RorEN) failover takeover -ofnode impaired node name

LY RiEI2s 7R Waiting for giveback... B, 3% Ctrl-C , ZAfS[E]
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1. MLOADERIZ =T, EFBEIT S bye

() LREEERMELIOFNEAL, AEEREHTR.

2. B AMEIEREIBIT: storagetfifEi%1%g3ik-ofnode =17 _ne name
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1. ANRIGE RIEH, B IEREM,
2. IRIBIEH SR EEHPSU LA BHIELEDHE EEMAIPSU,
3. BRFFPSURYESE:

a. yIABEREEES. AREMPSURTEIRZ.
4. [ ERERFR. HTHERE. AERKPSURLLIEHISRR, LU TFPSU,

PSURR%E, Always use two hands to support it when removing it from the controller

@ module so that it does not suddenly swing free from the controller module and injure
you.

o TerracESFPSUSIEES

O. RSP REZRAPSU:

a. ANFXEFEAPSURNSHEHESEHISSRRIFA O,
b. EPSURRIENITHISBEIR, HEIBEFERANENL

o R U S PO SR TE B & B A B B
() HTRERTREEES. WIERPSUBNRSAETR LA,
6. EIEEPSUTHL:

a. RERLEMIEZEIPSU,
b. IR E E 23 BB IRELEE EIPSU,
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EFEMEMRPSU. BERBRUTTE,
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3. BFFFPSURYESE:
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b. MPSUIR TAL&HIGEEKE—,
4. | LREEFR. RTIUMERSE. ABEEPSULALLIEHIZER. LUEITFPSU,

PSUR%Z, Always use two hands to support it when removing it from the controller
@ module so that it does not suddenly swing free from the controller module and injure
you.
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BT Hl SR B R R,

KFIES

* NREBFERBEBSANRLS, NATBEKNEZHITHZSSCSITIFMEMHER cluster kernel-

service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE
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* If you have a cluster with more than two nodes, it must be in quorum.ﬁD%%ﬁ*ii?U@ﬁ“ﬁ‘_ﬁJﬁR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

TR

1. ANRB AT AutoSupport. M@ & AutoSupport;H B2 1B ENAIEZEF]: system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

L FAutoSupport SHEZ IEB 6B/ clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. METIVR RIFRIEHIZZ TS| 8 2 A BehRiE: storage failover modify -node local
-—auto-giveback false

@ H&EZ_Do you want to disable auto-giveback? _Bf. 3Ny

3. RRITHIZE B R/ LOADER $&7R%F:

NRZIRIEHIBEET .. A ...

LOADER 1277 BET—%,

EEFHFRE ¥ Ctrl-C , AREHIUEREIE v,

ARSI REBRERA MIBITIEEEHIZZEEREESHMITHIZE: storage

failover takeover -ofnode impaired node name

LT H 28 B 7R Waiting for giveback... BY, #& Ctrl-C , ZAR[E]
%
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JEIN 2 . $5HI2S(IF MetroCluster H1
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REFpIEHISB AR RIS TINR S EE T false. MATIEXR AR FITHIR Z AIEE PR ; BESL
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* BLFIABECEMetroClusterfEBERES, HFETRATFBAMEEKRS(netrocluster node
show)o
g
1. SNRB AT AutoSupport , MBI AR AutoSupport EEZIFBRNBIEZER]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JBEE 2 1EBRIBIEZRFIFET: clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIAE: storage failover modify - node local
-—auto-giveback false

3. BRITHIZE B R/ LOADER $&7R%F:
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LOADER 127 %F BET—7,
EEEFRRE 1 Ctrl-C , ARTEHIUERIEE vo

AR TR EERRT A MNESTEENERSZENEERERNEREE. storage

RGKERRL) failover takeover -ofnode impaired node name
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@ RS QB4 EERE B R EMTRISRR. UETERRHNREWIEHGER. B8R
BUIEHIERE NIESTTIRR RIFRIZHRIZRRIGEIR. HETERNEEIIENFRERB.

4. STRIEHISRRIRNET TR
a. FiIEHISRREFHEANNGE, EEIES5FIRBEH TEMIL,
ISR TR G, MEFAMS L.
@ REHISRRBANIFERN, B7ZANEKR, URBRIFEZSS.
b. 3 E I Bim iR R EUE,
@ NRIzHIZR BT E Loaderfe R, BEAMLEMBLIE boot_ontaps
S. WHEIREBNBIR.

() wResmreR FERHBERELECENETE. $ERREREEIRR,
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6. BERAEFEEZHITHIZRME ERIET: storage failover giveback -ofnode
impaired node nameo

7. MR EEHEMNRIE, BEHRBAE:. storage failover modify -node local -auto-giveback
trueo

8. WIRB AT AutoSupport, MERR/BUEZIEEEIEZRG]: system node autosupport invoke
-node * -type all -message MAINT=ENDo

%54 EERETIEE_ CRITEIA H A
EEMRTCEM, FHNEHIRHEREHBIOSERR. BB THEIVES: rIC

date/time error. Reset date/time to default RTC power failure error XL5HE 2
FREARY. f&E] AL IS AR,

1. FEEGPKREIRITIE R HI2S LRI HAFIAETE cluster date showo

@ MRAFGEBEBTIFELL. HEEFIED Reboot node HEHIERNEZ y . AEE_Ctrl-
C_BohEIMmEiErRF

1. Z BRI EMMEREFRAATRL. EAMSKEREFBA cluster date showo
2. NBNE, B5FR set date MM/dd/yyyy S1EEXB .
3. INEMNE, BFEH set time hh | mm : ss BFE GMT FIgZERT(E],
a. I\ BinizHI2s _aY B EAFETE,
b. TEMBZFIR TR, MN_BYE_EMANAHPCle RMEMAL. ATEMBIITHIZR.
E 6 & RKHPESRHIR[E] NetApp
REBEMAMME RMA B SES4IRE] NetApp o  "EIHEREIFFIR"EXIFHAES. BESINH,.

FMARGEIEIRIR- AFF C80

AR EERRATITH RS ENEESR. 25ATRARAEENRIAGUKRBTINGE
E’Jﬁﬁ”ﬁl:lo BEERZHH AR EERRYERBEN . HIKHBIFEH S,

ARG EERRER UTREAM:

* BEINT . EFEH MEHISSRIRENEI ERB T
 BMC

© BRI
ASERERE S U RTINS ERNRO:

* RJ4581T
* USBERTT(CHY)
* USB Type-A (BB E)
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BT . REHARS

BXAR L\?I%'J%%, BRRELHBREVRTS, HELEMMZERTIEE, UERTEBMTRISSSAEMZ
BT Hl SR B R R,

KFIES

* NREBFERBEBSANRLS, NATBEKNEZHITHZSSCSITIFMEMHER cluster kernel-

service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum.ﬁD%%ﬁ*ii?U@ﬁ“ﬁ‘_ﬁJﬁR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

TR

1. ANRB AT AutoSupport. M@ & AutoSupport;H B2 1B ENAIEZEF]: system node
autosupport invoke -node * -type all -message MAINT=<# of hours>h

L FAutoSupport SHEZ IEB 6B/ clusterl:> system node autosupport
invoke -node * -type all -message MAINT=2h

2. METIVR RIFRIEHIZZ TS| 8 2 A BehRiE: storage failover modify -node local
-—auto-giveback false

@ H&EZ_Do you want to disable auto-giveback? _Bf. 3Ny

3. RRITHIZE B R/ LOADER $&7R%F:

NRZIRIEHIBEET .. A ...

LOADER 1277 BET—%,

EEFHFRE ¥ Ctrl-C , AREHIUEREIE v,

ARSI REBRERA MIBITIEEEHIZZEEREESHMITHIZE: storage

failover takeover -ofnode impaired node name

LT H 28 B 7R Waiting for giveback... BY, #& Ctrl-C , ZAR[E]
%
= Yo

JEIN 2 . $5HI2S(IF MetroCluster H1

BXAZHERE, EOMRELEHSBRIRTS, HAELEMZEIRHIE, UEETEBTRISRSASMZ
BT H SR B R EURE,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R R ITITIRR
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R fISEARNEITINR A EE T alse. MAFEXAZHITHIZE 2 B IEREHER ; HEL

"B REEERT",
s BwsnfIAE B EMetroClusterfc ERES, HATAATERAMEE RS (netrocluster node
show)o
T
1. MNRBAT AutoSupport , MiE@ZEA AutoSupport JHEZIEBTNEIEZES]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JBEE 2 1EBRIBIEZRFIFET: clusterl © * > system node
AutoSupport invoke -node * -type all -message MAINT=2h

2. NIBTTIERRITHIZSIIEHI A2 BEMIAE: storage failover modify - node local
-—auto-giveback false

3. BRITHIZE B R/ LOADER $&7R%F:

MRZIRITHIZZER .. BA ...
LOADER 1277 BET—T,
EEFHFRE % Ctrl-C , AREHIUERNEE vo

AR TR EERRT A MNESTEENERSZENEERERNEREE. storage

RARED) failover takeover -ofnode impaired node name

L ZRITH 28 B 7R Waiting for giveback... BY, #& Ctrl-C , fAB[E]
z
= Yo

$20: BMZHROVAGEERIRR
FERBRNRAGRIER,

1. ENFEEE. BBEANEAS M EDR. BEREREINE—ENEN. XFeIHRIESEFEHEEE

PR Lo

()  ®ENVRAMEZMEE. ABESE,
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UEREEHRREERPEEE

93



a. WTHEEMERH. Bih/TEiERHm LiEkE.
b. m_ iRk BEhT R K EB LG,
C. EERAREEERPRERIN:

L BB T RMASSIEEINEITT, AERHRERERNIGE,
i. ATRREITERNR. EEHSHEREMS. NEKE. BRTEaIE,
8. REARSEIBIER:
a. BEMANARRBIERRNASS RAAOXTT. AEREREREENTHIZZEIR,
bﬁﬁﬁﬁﬁ%Aﬁ@\Eﬂ&%ﬂﬁﬁ%@@ﬁ%%ﬁé\%E—Eﬁtﬁ%ﬁﬁﬂﬁuﬁﬁﬁﬁiﬂ
Ao
9. EMWAABIERIHITRE,
10. EFmEITHI SRRV EBIR:
a. RTHISRREFEFHENNE, B ESPIREEHTSRMAL
ERlgRREeMmiE, MEFNE A,
b. FeiEFSim LR RIBEMLE.
M. RS LEIRER M LIRERI XA E,
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B3 EFMEHEHISFER
BB EITHIZRRIR,
1. EMEFEFRRATAMEN_BYE .

2. BERAFHEESTIEHIRMEERIET: storage failover giveback -ofnode
impaired node nameo

3 MRBEABNRIE, BEMBAT: storage failover modify -node local -auto-giveback
trueo

4. YR FZA T AutoSupport, MIRF/BCEZIEBEI8I3ERR]: system node autosupport invoke
-node * -type all -message MAINT=ENDo

F4Y . REFFIEHEMFYIS
MRS RIEEERFEILE(TRBE)F I IERONTAPINEE. MATA LTI R LREMIFENTE, WFEBIRE
VFRIERYINRE, SEEFIEIT T REBNES B SRR,

KFUIES

AERFEFINERAZA. FEMETRNENRNAIET RER, B2, NRETRESEEFhE—BAILIN6ErF
AENTI R WA ELINEHITECEE L i AT R EERREFAININEERI B R EIEE R IF R TMY.
FE &N RIRTE_E AT R REBITFRHER R,

ez Al

VFRNER AU IR A 28 NFARTAIE T

158 90 REVEEIREIRLEVFAIIER . TIREIT/E, FrBIRFRHERAY. REBMBIFIIERSRAR, ERILL
£ 24 \NAREREER, BIERIER.

MNREHNRFRVNIZITHIZONTAP 9. 101 EEIRA, BEFERAFFRRERE IR ERERE.
BT EAFF/IFASZ Y EBNFR]" MNRERHE RFARFIBONTAPRRZS. 1FEH " NetApp
Hardware Universe"LA TREZ{= 8,

I

1. NREEIFMIFAERE, BT LREERIFREZREE "NetApp 21500 5" R FAHE PR EFS 9

o

@ %éﬁ%ﬁﬁgiﬁgﬁﬁﬂﬁﬁ#ﬂiﬁ%‘fﬁ, FREASSIX PR F R, JIRIERAETE
30 RAWEI B2 FRIIE RN B FHR Y, MEXRREARZRE,
2. RESMFAEZE:  + system license add -license-code license-key , license-key...+
3. MNRFE, MFRIBVFAIIE:
a. WEREHMIFAE: license clean-up -unused -simulate
b. INRFIRERIEHE, BEMBRARERAVIFEIIUE: license clean-up -unused
4. [ NetApp ZHEBI TEMARGRFTIS.
° YNRBAT AutoSupport , iBEA&IX AutoSupport JHE LUEMFESIS .
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