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BEIN REFERRERIERN—AEXHN_RREXH (BEIRER) . RIBEK
KECE, ERILIITHRE T E R,

B ERMINE A fat32 B USB (AEIRENEs, HEBEHMNEFEHEBEREFM inage xxx.tgz X,
EEBIRE image xxx.tgz XHEHIE USB INFIREIEE, LB GEELRESERER,
* BRBEh TR R Rl A A E R IERR var XGRS
o BHITEHMTEIR, MU HA SHEZEINELURIR var XHRS
° BHITHHTEIR, BAFENEZERTRR var XHRSR, BLEEZEEHRETHAR,
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1. BT TS <. WELHNONTAPIRAZ B ZIFNE:
version -v
NRHH EFE 10no-DARE, MIEAYEBEhRARZHEINVE,

2. IRIBIEHRKZZ T RINVE. BT TigEZ—:
° INRZHENVE. 15 FEHFENetAppBIIZHIONTAPIE,
° NBRAZFENVE. 15 FEONTAPIRE* R EA* NetApp BN,

B2H: MEXFAEHIBEERE

B2 XAITH . AR AHEINIZIAEIESE(External Key Manager. EKM)iZ 2R 225 H E 1225 (Onboard
Key Manager. OKM)QFJESHIRES. G, BWIFEEFRAMNEREES. ERENNERER. HIRIESHK
I SARVIR S KBS 1o



1. MELNRG LERA TN EREES:

ONTAP hRZ< BT
ONTAP 9. 14. 15 EFhr4s security key-manager keystore show

* NRBATEKM. "EKM NE7Ean <t A5 H.
* NRBATOKM. "OKM NIEFEdr<LHitH 5 H,

* NRKREBHEZHEESE. No key manager keystores configured’
N=Es<hE Pyt

ONTAP 9.13.1 S EER R 7~ security key-manager show-key-store

* NRBATEKM. “external M&Eer<imtHhsH,
* NRBATOKM. ‘onboard M&fEm<$iaHF5IH,

* NRKEHAZAEIEL. No key managers configured M S 1EHD
LHHPTIH,

2. iIRIERS LREME T RIEER. EEUTEIZ —,
RECEZIREIER
BRI REMXAZHITHISE, B, "XAZHRIEGE "

EEEIMNIIR BT AEES
a. WAL TR UEREREERESPHNSNIIERARS.

security key-manager key query
b. 1 EZIAEIELRY|PHERIL Restoreds

LEFE R IENZ A E IR EKMIOKM) N A IIE AR E B RINER.

3. IREEMNAAFEANZINBRAEERTZRATAEER. EEUTETZ—,



SMaREERE AR
RIEFIP 2RV (E Restored. HITHRENTE,

HhpiEHH{E Restored IHIRBUU T T B2 ...

true B R XFZIRITHIZE. #, "XFAZmTGHI2E"

LISMNIERIAR true a. FRUTHSRBINIZEAEIESDRIER PR ERTIFR
TR

security key-manager external restore
WMNRBLEM, KR "NetApp 25"

b. NS LUIIEFRE B IIEREAR security key-

manager key query JI@E ‘Restored B trueo

SNRFAE FRIIER AN true, MAIUR MK HAZHITH]
28 E, "XHZEHITH "

IRHEZ R EESR
RIEFIP BRI {E Restored. HITHNNTE,

Hh R tH{E Restored HIRRU T T B2 ...
true FHFHPOKMEE Bo

a. WMAFNBRRN. AF v EHIRTRIBAN “set -priv

advancedo
security key-manager onboard show-backup

c. Copy the contents of the backup information to a separate file
or your log file.

You'll need it in disaster scenarios where you might need to
manually recover OKM.

d. BEI Rt R AZHIEH R, %8, "KHZHRITHIZE"
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FIFRRYEEIHE Restored
PUMYERIRZA true

R TS BIRE ..

a. ¥ \#R&isecurity key-manager syncip< .
security key-manager onboard sync

b HIMRRES. WA FRNF B FIRHBHEEEDE

o
NRTERMEIDITIE, BEKR "NetApp 25"

C. I Restored FRESMIIIEZAMTIETR “true:
security key-manager key query

d. IIFRAIRE Key Manager B/R onboard, REFNE
1ﬁOKM1§l§\O

e. MABTUBTEHREESEMNMER:
security key-manager onboard show-backup

f. Copy the contents of the backup information to a separate file
or your log file.

You'll need it in disaster scenarios where you might need to
manually recover OKM.
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2. 7£ LOADER 2RI, WA printenv UIERFIERDIHIETE, Bt FEIBEXHET,

() REHRERFRTAERET, MitHS o,
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a. FIOMMIZTHIZFZRRPERE L. LUFEET,

b. $THARE R ERIBEAZET,

@ ERILURFEEB LT ITIERRE], NREAFiE. NelseFE M LieFENVEML, LU
EEHSUREIRIRTT LML BRI F5,

c. #HM HIEEFREF.

3. EMBET TR

a. TR T RN ENEERHE. FESINTBMEINTHRERGE. m LB TR, ARRREE
EMFEMTE?E’E*“P&EMHJ'O

()  EmsEmNREER RS, R TESRTERRENN R,

b. Align the edges of the replacement boot media with the boot media socket, and then gently push it into

the socket. WERB T RIBFRAE T ERMEEEEER. NAELKE. BB EMNT R HENE
NifitEo

C. BTEBIMERM. M TIREBINR. ARBRSER LGB T BiiE 2L,
4. BEMREREFR:

a. FEIR LAHHEIESREF ERHBEXNTT. ZARKREREMENERETR,

b. i ERER EN=1ERRE],

C. EfrREIONR.
o B EEHBERIPEH I EBIE R

% 3% BEoR&EmIEMNT R

ERERERSMEHIUSBRFREIZFARRGELEERNBIN T L. FIURIETRIRE. EMIUERvar
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* NREBFZHFINVE. 15 FHATNetAppEMENRE, TS0 T2 FETONTAPIRE? 2
SERASMNE? " BXFRER:

- BREZE T HBIMR A,

@ WNEREFEH Windows IZENNZE, 1BEZ70ER WinZip 1I2EXMKZ B oSG, FEREMIZETE,
590 7-Zip % WIinRAR o

RERHIIRS RES P ER Ik
=1

° EFI

i. 3 EF1 XHFEHIZI USB (NZIRTHEE EMTREE .
USB N7FIREHESN A EFI XHX, FBESRHTHIZRaTHRSME (BIOS) kAR,

i. MEIEAEBAENE USB INFERENES.
. REEEHISRIR:

a. FITHISERHRIHE SRR OMNTT, AEEEHRERRRENRAN—3,
b. EFAHEHISEIHITEE

ENRLY, MRBHTAREKRE (SFP) , BSBENRREE.
- ¥ USB NFIRzhas BN FEHI 23R IR_ERY USB E1E.
HfRIE USB MTFIKRNSR REEIRA USB g iEEH, MAR USB iEHainOH,

- BIEFIBRERE ARG, BERORIEFE USB INZRE2E, FAHMMICIEF LSTRITHIZsER
BURLOL, FCIEFHEXAMLE, ARITEERER,

EHIZE—BExeREINER, mEFBaREE.

- ¥ Ctrl-C RErEmhdiE, HEMBEFRATREL. NMRERIETEEIBEER, 5 Ctrl-C Lk ..
MRKREBRUMHES, 5% Ctrl-C , EEFEDMUUBEIEIHFRI, AREEERIZRUShEINEER.

- NFNFEPE—MERIBNARS, EMEEBRFHITHER.

REF YRR F BT LOADER =TT,

- £ LOADER 2R FFAMg B AR 2SR |

° NRBAIE DHCP : ifconfig ela -auto

@ EEEMNBEREOREEINEIEELR var XERSERE, BF5iaiTERIEH2EE
SRR IR R TIBEERB 5w . You can also use the eOM port in this command.

c NREFREFohEE:. ifconfig ela —addr=filer addr -mask=netmask -gw=gateway
—-dns=dns_addr-domain=dns domain
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* filer_addr RFERSRY IP ik,

* netmask ZIEEEI HA EEx T RV B IR ML,
* gateway ZMLEHIM X,

* dns_addr 245 LA FRARSS 236 IP il

* dns_domain @& &4 (DNS) HA.

NRFEALENESE, NWEFEMEBHRSEE URL PEATLREEZ. BRFZRSBHEN

o

() eoEnTesssesy. SXFEES, TUWEBHRRFLEA help ifconfig,

BohinE % —FAS2820
BRAZIM USB IXGhES 25 ONTAP %, MENXERSEHWKIFIFIET S,

TE
1. M LOADER #@/RTT4t, M USB INEIRmIZRBNMEME: boot recovery

HEBRERE M USB II7Z3REDER T &0

2. HIRTEY, IFWARGRITIERFE LESRETHNIRARS.
3. &R var X RL:
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IEI1: ONTAP 9 16.05FE R AR

a. EXFITHIZE E. BEIFY Do you want to restore the backup configuration now?’

B oy
b. fEZRITHIR L. HRSKIRRESE letc/ssh/ssh_host_Ossa_key B, 3% v,
C. BTN BIFHIELIHEHISS L, BRPUEHISRBENSRIIRELS]: set -privilege

advancedo

d. FBEITRR RFRIEHEHI2E L, i&fTrestore backupm<: system node restore-backup
-node local -target-address impaired node IP addresso

S CMREERBRBRINERDINIERCES, BBER "NetApp 2
e EEfTIRR BIFAESIEHI2S L, BRREHIZBME NEERTF: set -privilege admine

f. EZHIE Shlgs L, HIEBEIN was the restore backup procedure successful?’ B2
" Yo

g EXHITHIZE L, HEEFRY _would you like to use this restored copy now? 1%

.y

h. E2izHI25 £, YRR TEEREHHZSHRITHIZRNIRE v. ARRE ctrl-c ¥ ABoot Menu (
BoiSEE),

i. NBRRARFZREAND, 1H%EER Option 1 Normal Boot., HFNEEER|, "hENMNZE"

EI2: ONTAP 9. 16. 1HES AR
a. EXHITHIR L. BEAFRIRIEREENERENIR v,

MELEMRIGE, BEEHES-LERLIER syncflash partner: Restore from partner
completeo

b. FEZHTHIZE L. BRGIRTWIAERE N ESRINEIR Yo
C. EXHEHIR L. SRRRTEAERNVEEN. % Yo
d. ERHIEHEE L. SRFRTENRDTRER v,

e ERIITHIEE L. HRGIRTEEMBIRIITHIZRITIRE v. AAEHKE ctri-c'#ABoot Menu (
[BEhSRE),

f MNBRKEREAMER, 15%F Option 1 Normal Boot._, BNEEER], "iE ="

- R e S0k R B BEC I HlER.
. {8 storage failover giveback -fromnode local @< RIFITHIZS

. {8 storage failover modify -node local -auto-giveback true SEEBREE, |

REIER

. YNRBA T AutoSupport. EERRSER/BEVERIEEMEIEZRS] system node autosupport invoke
-node * -type all -message MAINT=END,

D RIS IEERN, FEXR "NetApp 235"
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AR NZ2- FAS2820
mEBRBE T RN,

T e RER N RIS IE A RR RIS E A E T E R AIRMEAEIESE(OKM). NetAppfFiEin
F(NSE)ZNetAppEME(NVE)I R ST I

RIERZ LRENTHEES. ERUTERZ—. MEHREFFEER,
I R RIRE SRR

ETR: RSB EIR SRR E

EW: RRIRHE SRS E

MONTAPE IR B FIRHE A EELR(OKM)ECE

FIaZ Al
* XROKMECERY. BHREAFGUTER:
° BRIASESCENEEEE BN ERAREEHREE"
° "IREEAEIESRNFMNER"(EX)
* BARRITI AR E A SRS MM SESC R EREE" 318, ARBHE.
p
1. Bizhl B 4 4% T B ARTHI2sE.
2. M\ONTAPEENFEERA. MBENFREHIEEFE SRR,

12


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

ONTAP ks
ONTAP 9.8 S{E S hRZs

pritedligall

EFRZED 0o

ETRBhEERG

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive

Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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3.

5.

14

ONTAP ks
ONTAP 9 7T E R ks

NGBS METIZ,
BRRHRTRET

This option must be used
sure? (y or n):

NSRRI BRI E B R

prizEdlipull

pri e Y Epuai recover onboard keymanager

BB

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

only in disaster recovery procedures. Are you

MABERIER. ZHeF s EREAEAN.

R HRTRET

Enter the passphrase for

onboard key management:

Enter the passphrase again to confirm:

EHU)\gfﬁ'fn o
a. FENABMFEEDITHEIEE

HREMTo



BRI

Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

b. FERNREBIZARE R,

mE3iE5e



BRI

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

NMEETREHARE, BMHEE Successfully recovered keymanager secretso

ITHPERIR A E IR,

6. MBTha R FPIERET LIRS BB ZEONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

R R e I b dh b db b b db O 4

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

AR B RUATER.

Waiting for giveback..(Press Ctrl-C to abort wait)

FERMTR L. BAUT < U LT H 2831 TEE,

storage failover giveback -fromnode local -only-cfo-aggregates true@%ﬁ()
ENERCFORERME. BT T@m<,

security key-manager onboard sync

MR A E RS SR R RS,
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

C) MERP RN WSREIEEHERFT. MARERMEAEMERS, MIREPEK. NEER
EIEMRRMZAER—XBIREE. BIERIRHMRINEITRES Za1. 1570445,

WAUTa<. WRAMBERYERD.
security key-manager key query -restored false(%f()

There are no entries matching your query.
@ TEreved Sk rhifikfalsefy. RN B REMLE

WMANUTEaL. MEEHT RETHRELS,

storage failover giveback -fromnode local
NREBZABIRIE. FRAU TS HKIER BRI,

storage failover modify -node local -auto-giveback true

AR B A T AutoSupport. IFRIAL TS RIRE BahtliERAG,

system node autosupport invoke -node * -type all -message MAINT=END

EIN2 . AR R EIRSS AL E

MONTAPE IR BIERIMNBEIAEERECE,

FaZ Al

18

RN A B IR (External Key Manager. EKM)EZE. EEELTER.

—NEEFT 5 _EM/cfcard/kmip/servers.cfg X HRIBI AT U TE R :

° KMIPHRS5 28341k

° KMIPiI®H,

— N EFTRNEFIRIEBRNXMHEEIZA /cfcard/kmip/certs/client.crto



* MEMERT RHE P IHRARMXHEIZE /cfcard/kmip/certs/client.keyo
* B EETRHKMIPARS ZSCAPRRIXHEIZA /cfcard/kmip/certs/CA.pemo

TR

1. Rzt e S 4EER BiniThlEs.

2. M\ONTAPE RN & FIEFET 11,
ERBEhRERG

(1) Normal Boot.
(2) Boot without /etc/rc.
(3) Change password.
(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.
(6) Update flash from backup config.
(7) Install new software first.
(8) Reboot node.
(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

HIANEBEWEFERES.

BRRHRTRET

Do yo
Do yo
Do yo
Do yo

BRI

Enter
Enter
Enter
Enter

u have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
u have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
u have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
u have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

BMANE P ini RS 215 R0

the
the
the
the

client certificate (client.crt) file contents:
client key (client.key) file contents:
KMIP server CA(s) (CA.pem) file contents:

server configuration (servers.cfg) file contents:
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Bl

Enter the client certificate (client.crt) file contents:

MIIDvjCCAgagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALIVT
MRMwEQYDVQQIEwWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS51
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCg5heieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]zELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

MAZEFIRMRSSHERSE. MEIERTTM.



Bl

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

5. MBEhHE 8 IR IN 1 AR EE B EhEONTAP,

BRRARTRET

RR b b b b b b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b Ib b b b b b b b b b b b b b b b b b b db b I b b b db b b b i g

kAhkkkhkkhkhkkhkkh kK hkx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e S b 2b b b b b I db I IR b Sh b SR S b b S db b e IR b S b 2R S b b b 2b b dh b b db b 2R db b db b Sb b e db b A b 2 db b 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. INREZHAEMRE. BRANUTHLRIERBEHRIE,
storage failover modify -node local -auto-giveback true
7. SNR BT AutoSupport. EHRAU TS FRIRE BEhelEES,

system node autosupport invoke -node * -type all -message MAINT=END
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WIREMF T RMA REESMIEL4HRE NetApp . "SHHERIFIEREXFMEE. 15
Z I,
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