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bootmedia-complete-rma-bmr.html

* XTF OKM, ERBERICERERUNEN IR,
* WFEMM, EFBEH TR LU TXXAEIE:

° [cfcard/kmip/servers.cfg > {4

° /cfcard/kmip/certs/client.crt> {5

° [cfcard/kmip/certs client.key {4,
> [cfcard/kmip/certsZ{ CA.prom3 {4,

* BMEHIERN T, KSR EREHISREXER:

—F_

_RHuEhEE_REEERITHIPERRR.
_EREEhEE_ERBUTHIZER HA thH.

178

BESIFNREKRG, ERILXAEGIEE"

KAEHIBE LSS B BB B E - FAS500f

X FAS500f FE R AT IAESIZS, URIEEEERRHEE BN RrEIZEFR R
BHARRTE M

2B ONTAP 9.18.1 NESRAA FEHBEINTHRIME TR, MRENFHEARIZITHIRZHARZE ONTAP

, BER "FrEmInERERE"

BRAZFITHEE, BOTHEERISRAAS, AECENRERE R, UESTESEHIZRSRS MRS
EafF g HE (IR,

XFIES
* MNRIBEFBHESANRS, NANMBEREZHRITH|ZZSCSITIFHEMEE cluster kernel-service

show, cluster kernel-service show fp < (TEpriviaRiZ™ ) Al B2 T R R B PERES". Z 15
E,J—_I-ﬁﬁ HE'U(M_.\ L/{&-L/(:'ﬁ-llﬁ\\ﬂql__{[i-)lklb\o

&1 SCSI IR RRSSFHIZN SEBFRIEMT RRIFPRIK R, EREFIMZA], HASTHRFAEIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R TI TR REF

BERI SR ERBMIETIVR S EE R false. MAITEXAZBITHIZZ B IEREER ; 520 BT R5
EERT"

p

14

- YR BT AutoSupport « @i EAutoSupport JH 221 Baht) 2251

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

A TFAutoSupport B S22 1E B Eh IS GIF/ B

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

ZRBRIRIE:
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https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

a. NEEERIEHIZEAIERI QMmN LTS
storage failover modify -node impaired node name -auto-giveback false

b. HN 'y HEFIRT ECEEEZABMER? "H
3. RRITHIZE B9 LOADER $&7R%F:

INRZHITHIBER ... B4 ...

LOADER &R FF BET—%,

EEFRRE & Ctrl-C , ARTEHIUERIEE vo
ARSI E RS MIBTTIERE R RS R E s E (FRIRE 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderig = fFo

T35
EAFREHIBIE, AN BB

BB RUHITTEEEIME - FAS500f

FAS500f 2RSS RFEEENEIHNECE KR, BHI2 A FHIT iz 88
Eﬂ%, HTFRHB5IFNE, EERISERPREERS|ISNR, AREHREERIZEE

H7E ONTAP 9.18.1 REEMAZA ZHFBEIBINMRIMELTR, WRENEEAFIZTHEFEIIRZASEY ONTAP
, BER "FREERRF".

BEINT BT NE T REHIZERRA, M RGBSR RREN B 7318,

515 HTEHISERIR

1. NRE W RIEH, BIEMEM.

2. NIRRT 23 18R B R

3. BEIRAEERR, ARMBIRPIRTLL.

4. MITHIZZHEIRIL T I/OFB LS,

O BRIZHMANIERISSERMMNBEREES, MIBEETET, ARBEHSEERALIAEILET,

(D) R TessERenanmEe, FESEMNBETET (BB .
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bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html

° BT

9 BUEANH!

6. AXNFHUEITHIZR BRI, FHERHME, FHSEREFRNRE L.
7. PR EIT R SRIRIE MR EFRET, ARG SRR SR,

16



0 EIRET

9 RIS R IRE R

Step 2: Replace the boot media
ERILUMER A T ISRE R8> BB BT
EIREEE Y =T Ayon

1. MIZHIZ IR P EIH BB BN

EHTHTEE RN RVIEET, BFEFER 1 SHM+F1827],. Due to the space
@ constraints within the controller module, you should also have a magnet to transfer the
screw on to so that you do not lose it.
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ENT R BT BE E EIHEHI 2R ARIR EARAVIRET

RRohT BMIE RIS RIR R o

- R 1 SHMBLT), NRIRBMA R EE TR, FRERERAEREK .
KRBT R EENEEPREREH RE—.

MBE B ERRPIEERBN R, FHFHEERIZRIR EXTFEL

d. f£F 1 SHMBLTIEBNHITEBEHT R LT,

o o

o

BNEEITRIEE], SNSRI .

e LEMNIE.



f. & EIEHISRIREFHITRERIRET,
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0 I EEIRE R

9 47253

2. RRITHERRIR
a. FHEHIZERRAIAR I SHAETRFOXNTT, AR EREREANRFHN—F
b. RrizHI B EIRT 2NN G
C. BRIEMIEEREAMBYEFLRET,
d. BEEm TREANEENMSNEE S, ARRBEHSEREREEFLEUE LT,
e. MBUENGITRERREIIBYE, ARAEitn), BRBENGIRNENIL,

IEHRISRRN TN, HSHAELST .

3. EIEEITHISIRIRIIOB L,
4. FRRZGENBIR. ENMTEERAHN, AEKRREEEER,

ITHBMRIR AR ThH7E LOADER 1RRAF M LE,

T—F1750
YEEERZREMNS, "MECH T R RONTAPERER",

MECH I = BhEsh T BRE - FAS500f

£ FAS500f RGtRR MBI TRIRER, ERILUBHEsIRM T RRERRE, MECH
TRMERE, EMETRER, RAARENZEREERH, HHEEEERNEAMERE
B, MRBATERNE, RARK5|SEEMREZRNENTE,

2B ONTAP 9.18.1 REEMAZ BB RMERE, NRENEFEERFTITHNE R AH ONTAP
, R "FEIRMRERERE"
FHaZHl
* RGN RIRAEIERRE:
° IREFZIAEIESE (OKM): FEEESCENEEEEME IR
° SNERERTAEIRSS (EKM): FERBMUHT SR X4
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pem
PR
1. 7Z LOADER & "f T, BB TREdiE:
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bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html

boot recovery -partner

BFEEETRUTHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BEBHNRRERS IR,

325 F B “Installation complete JH B
3. ARG BMEBR, HERUTHEREZ—!:

MREEILES... 12E

key manager is not RSB RLLENMEINEE,
configured. Exiting.

a. FRERRTLI.
b. BRI RHIIEEFHE=IE:

storage failover giveback -ofnode
impaired node name

C. B EMEAEIRIAINEE MRERAER T

key manager is BLEMETNEE, FIEMEEAEESS,
configured.

C) MRAGTFRFNEZREEREKE, WSETHRER, HRTEHANEEERERRERE
BUNECERE (REEIMNR) o BEZEFRRIAYLE,

S

4. FEREAGERENERIEEREAERS:
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WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

REE D BIER REVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are



9 B EEFEERRITHIZE R E ERIETT:

storage failover giveback -ofnode impaired node name

h. EH T RceRohH A IRRMEIERSE, BRI OKM ZiA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFATEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R

23
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V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX
XXX
XXX

XXX

XXX
XXX
t

XXX

XXX

« XXX
« XXX
« XXX

« XXX

« XXX

« XXX

« XXX

« XXX

« XXX
« XXX
« XXX

. XXX

XXX

« XXX

XXX

« XXX

« XXX
« XXX
« XXX

« XXX

XXX

XXX

XXX

XXX

IRC2:!RC4:!SEED

XXX . XXX . XXX . XXX

XXX XXX XXX XXX

:5696.host=xxXxX.XXX.XXX.XXX

:5696.port=5696

:5696.trusted file=/cfcard/kmip/certs/CA.pem
:5696.protocol=KMIP1 4

I1XXX.XXX.XXX.XXxX:5696.timeout=25

:5696.nbio=1

:5696.cert file=/cfcard/kmip/certs/client.cr

:5696.key file=/cfcard/kmip/certs/client.key
:5696.ciphers="TLSv1.2:kRSA: !CAMELLIA:!IDEA:

: !eNULL: !'aNULL"
:5696.verify=true

:5696.netapp keystore uuid=<id value>

V. INREIIER, WA AT SAIONTAPEEEE UUID, &
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

BILAEA LA T 85 MR BETS

HIE

N

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&



BRIGES MR B R )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELETHETREIREMESES. M LOADER IR EHEITME

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE B THIRMEIER, BRI SHIEEHEEI4NetApp”s

B PE BT BRE] NetApp - FAS500f

ZIIII% FAS500f ZAHRRIEMAMHIALR, BRHAFEE RO NetApp, BXEZER
, 1BZI "EHIREIF E T E,
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BohiRR - FopiE
BN BRFahiE TIER - FAS500f

BIEEEMER, WEMERS. XAEHE. BR5ISAR. BopREREK. REN
BURIIIE RS INEE, FFIaE R FAS500f ZERGFRIS IS .

INREHTFAERSZITHVE ONTAP 9.18.1 SNERBMRE, BEA"BMEHMINERRRF" MRENAZEEEITRE
HAhlR 48y ONTAP, MTifERFoIRMETIZ,

o "BEERBIMTRERX"

BEEEMBMNTRNER,

9 "B NN R A SHFIRE"

HRERACEAT RERAEESEESMEEHTT 7T INE

e "X HIZE"

FRERBNRE. FXEEHIEE.

e "EiRE TR

MABREBRRPIEHERH TR RERERBEHNER. ARERUSBAFIREI T RIONTAPIR G,
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Step 2: Replace the boot media
EOI LU T EHIS R ERBENE, AEBEIRBNR, MMEEHIEERPIREILEBEN BT R,

B THFEERNERVIRE], BEEFH 1 SHME+F18227], Due to the space constraints within the
controller module, you should also have a magnet to transfer the screw on to so that you do not lose it.
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1. B ERIEHI SR RIR PR IR BT,
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a. FHEHIZERRAIAR I SHAETRFOXNTT, AR ERERENRTHN—F
b. & USB iA7FIRRN2R BN\ 83 1EIR _ERY USB &,

FtRRE USB INTFIEEDER L R1EM7A USB IgEMIEIER, MAZE USB f=HaisOH,

C. BRI AT ANV

o, RN EAIAIRIL T,

e MBIENTREAMEEMSNEE RS, AERENSRABERERILUELS.

. BT RIBSE, AR, ERMENSEASIL.
BHBRRTRLEN, HSNEIETR.

0 EHEEIAHIIRRIOBLL,

h BERSEAER. ERRERRLHIF. AREREEER,

BRMES. EH8SEIREIENE50, Be prepared to interrupt the boot process.



L % Cirl-C RETEENTIIE, HEMMRFRTRAEL, MRENEABNENE, & Cul-C fik .
MRKDTIEE, 8 Cri-C , FEETLUSHIMPER, AEEERHSEUSHEINEER,
i HFAAERE—MESISN RS, ERMEEERTT B,
RYTHARENFHEGTE LOADER R,
T—$RHA?
EREHNEE, ERE BN,
M USB IRah3 F oS FRIE - FAS500f

£ FAS500f RGtRREMBVBE N TRIREE, ErRILUM USB IREhas B E & H MEC
N RIRERE,

IIRENEFERLGISITHIRE ONTAP 9.18.1 EBMRA, BER"BMENNEREF" MRENARERETRE
HAhRZ<EY ONTAP, MIABERFIRNIRE T,

FIaZ Al
* BRREIENA B E R S EE 28,
* BRIASHE 8 MERGHUE,
* RELHNRARDEAMNE, TPE 3R, BREREZTREBINEREZFENAIED,

pZ
1. 7EHPEITHI2EAY LOADER 8/RfT T, M USB AFIREhas B Ehi S s :

boot recovery
MERG R MUER THB,

2. HIRTEY, WABREMIIZ Enter SIERIES P ERHEIAE R,
3. IFEMAEATIEIONTAPRRAM S BIRE var X HR%E:
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ONTAP 9.16.0 S{FE R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* RRSAERNE, BMEEIFREREE E 1 EFBE

" IRRSERAME, BREREME"

ONTAP 9.16.1 S{E = A4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctl-C 8B R BEhR B,

f ITUTERIEZ—:
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bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
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" IRRSERAME, B REME"
4. izl a4 AiE R B EC TR,
o B RIRTFEEIE ISR ME [ERETT:
storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:
storage failover modify -node local -auto-giveback true

7. SNRBA T AutoSupport. MR BTheliEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END

F—$RA?
BEEREE, ERE R R L,

X [RINZE- FAS500f
mEBN BT R LRI,

*E*E,GE’JE%H EEERA, TAENNTBUMERZNE, NREFTHECHARARERABNZAEES, B0
BHEBN BRI IR R B,
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IREZAEIEEE (OKM )
MONTAP S Eh3 BE R AR 3 2 tAE 1288 (OKM) R &L

FaaZ Al

BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMENAYEDT:

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,
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BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

SR B AT AutoSupport. MR ER B &hIEEZRA]:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETEES (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&



KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o
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Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery
process.

*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

O — — — — — — — — —

)
)

H P O 00 J o O b w N
'_l

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

Set Onboard Key Manager recovery secrets.
Configure node for external key management.

Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. SNR B AT AutoSupport. MR BhelEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END

F—$RHa?
ERBNRLENERE, EREEHIEHHREANADD',

B R
&ME#%WWRMAﬁ%HWEB# R[5] NetApp o "ERFREIFIERBRFMES. 1

A8

UUDAL:TS

44 NetApp — FAS500f

HAEEIR T {ERIZ - FAS500f

BEEEEMRER, KAEH2E. ERAFEUSIRIERSHE(E,

FHHAEEHR FAS500f fFiE &
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SEBIHLAE,

o "HEREERER"
HENEERER, SERARSE. FIETA. ONTAPEIEMAHIHEERIE.

9 & E RS

HEEEAER, BHREIRS. WERIEMN TR, RIEERIEHITICEL.

e STk

KANEHIZE AR 2T G,

e "B HRAAE"

RPN FERBVA G S EERAETR.

o "SERALFE R

FTERERNTEZRERIE, FITIREERE, HIFHENERELNetApp,

BRI FERIEK - FAS500f

£ FAS500f REHRRINAEZAT, BHRERBEEMINERNVEE K, XEFEWIERGH
RMFFEEMMAR RS ERELIF, RIEEEEARE ONTAP HAHIEER TR, [EHVER
MAEMBENT A,

HMAE Rt EFr B =R 2R A A (FIaNf=HI28/CPUSTT. FRIRAI/O)RIYIIENFE
BEUTEK,

* BIRRFPHFIEEMAMFYES T, SN, BERRUFIRER, "NetApp sZHf"
* SREXONTAPH A EIR R FEHE(WREE)o

* MREIREHITERMMEN I AEMILES.

* BRI LA RS RFHUFRE ONTAPhR S A A B iR IS 18,

* ERSHIAEEEEN. RISEEEER. NVMelFkshasflizHIsERB EMIAE. HEFIRYFEENetApp
AR o

s MBI ERIEM RS R, For a two-node cluster, you will have a complete service outage and a
partial outage in a multi-node cluster.

T=FEMHF4?
EHATEMEKRZE, "EEERIE" .
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R E NS - FAS500f

ERGRR AR, ST B R A S SRS SRR, & B FAS500f
RO IINE

P

1. EFDBITIEF 8 IR O LUEEH BT RS,

2. TSI EERIT :

a. {#F “system controller location-led show' R R BIERIT HATRSHES S,

b. T BRI
system controller location-led modify -node nodel -state on
ENFET T RHRFFREE307) $o

3. fTFFELEEHT, WRESRFEHRIUTHE:
- B BIRS
© ERfEA
- BFEMHE
4. NEERELHAEY, HREQEUEFKEARELNetADD,
5. AIEEEIFRERSMIFIE BN EARRS . SR AT IR R G S5 B S ER M BT 704
6. MBEREEM, FitsciEit.
T—#RfA
HEIFEIR FASS00f HAEBIE, EBE £ARHI'

X Az H28— FAS500f
X7 FAS500f ZE R A HRITHIZS, LABFLERUEERELHBEFREIRN BN ARIRE 4.

I EERTFAENTREBEN RS, BXEHINPEENEEXFANFMAER, BEBN "EEXANBHFER
SRR T RAEEE—NetAppAIRE",
FreaZ Al
* RREAENERNNRIEE:
° ONTAP YA EIE 5 FR.
° FMEHIZZHIBMCHI A4,
* MREIREHITERMMEN I AMILES.
* EAXAZRIGRIESR . ER7:
o PITHM "RLAETIRRRE",
° JEONTAP AR EI R4 HIEIN AR A,
° R "Active |Q BEIZEEFNI . B FRALFIEMKIE. HINRSAMS EHMLED,
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BESSHEREIER. HECARMITHI S RLMECABMAITH A MERFNTATRER

{FLEFRE & P in/EH1517]NetApp 2 4t L BIEHE.
HIFIMERE DR,
YNRE AT AutoSupport. MZAIEBIRZEA. FHERASETITAN 2 KATE:

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

MEFTB £ T S SPZ BMCHIL:

system service-processor show -node * -fields address

IBH&EEEShell:
exit
R E—F w5 EEAT SR IPHUHEE SSHE R EISPEBMC LUSIT#HE,

REEARER G/EIEAER. FEBERNEHEERRREEREITHISE
HERBWREFNR TR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

it FE R TEStrictSynciR =, FIiE{TEIE 2 SnapMirrorfY&E8%. system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

IREBATIER, BhHEEROSMEHIEEN Y

Warning: Are you sure you want to halt node <node name>? {y|n}:
FHEMZHIREE. ARETMEREFRTN.

TEFA?

KA RIS, "EERAAE" .

FHFE - FAS500f

SHEFREFE R, 15EH FAS500f R, FHRIESIEE TEH S EREE
(PSU). EITIRXTNEE. REEIIFAMEFHRRZENEANT.

EEHANAE, BFRERLE. EERMSNEGSRERMZIBNEEERE. ARBRBNEERN ST
a2 S HEERIFHAE.
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%1% ETEHIEER

EEAAE, LAMIBAFERE TEHIZRRR,

ER U TSRS FRAR P TBERNIE; ERESH FHERIER:
EREE

1. MR EAREM, BIEREM,

2. IR R B EIR IR,

3. BINFEIRLAEERR, ARMEBEIRTIRTS%,

4. BRIEmANEHISRERANERES, BEEE TR, ARSEHSEERIHAEET,

@ NREE TERISERINB R, BRREMRRFIE (BIBEE) .

L —
=
m&-’ﬂj ‘]?E' o

o AT
9 BUENH]

5. FNUFHER SIS AT, SEBRAMIE, S TRORE L,
6. GEBISERBERSIME, HAIERNE— MR SEREE XS,
2% BRhIBIBERVE

EBBAIRTHIE M RS MELF O B AERO0E —FEETF O,

1. MARSIEERRE TR,
2. MIPRIREHZE -

a. #'F LED FAHRIEEINSAIR IR,
b. BNRIEFHETLITAME, UUERBEMPIRFEL, AEERmEEEEHIE.
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WEpEEN SHFED R, LUEB A,

() s, WRARRFIEHER,

C) IxEhERiRAESS. RAJRE/DMI EHITINE, LARAIEX EIS AT,
3. K IBMAEPRIIRENEE S HHAE P BVBRIFESRA O 375,
4. BRI EREANE, EEHT2%M,
CRIEFHE S H I m E st
O WIRmpREREDFEENNIET, AEMILHOIBFHEEERIXRNEE S IRUBIE B F.

Be sure to close the cam handle slowly so that it aligns correctly with the front of the drive carrier. £ £BY,
ESAXHRER,

6. WRFPHNERE=ERES TR,
3% MgBEHIZREARFHERE R
BRI MG ENREARGAHVERE TIENE, AEAEREZANME,

1. MR R R EI RS T,

2. @ONEIBENFER HRAVESOREVIRPONRSI, AEBRIFER,

3. WNRMEE KM, FIEHREM,
4?%?A%Eﬁﬂﬁ§%ﬁﬁ%ﬂ%ﬁ%%ﬂ%¢,E%%ﬁﬂﬁ?%ﬁ%%ﬂﬁﬁ&%ﬂ%¢%ﬂ%%m

. BHFETEBNIRENRARANIER,

6. &£/ MIBHFEPEI T RVRE DA FERTEREE FIR SR RS A E,
7 INRERREER, BEREER.

545 REITHIZRIR

RirhlssmR e REFEE. FERHRS.

X TFER—HERFEERMEHISFRIRN HA X, ZEEHBZERNINFLNEE, RA—BERET2ENE
, EMaRRNERBE.

. RIS IRIORI SHRCRIOTF O, BRI R\ RAN—E,
(D) EreERSERELEAER, RERGIETEZRY.

2. BIEHl e EMERITRIRER, AREMERERERD.
3. BB EIR NS
a. WMERBENFIBHEETERANMIE.,
b. BN FRIFHSBRRWFTHERBAMEREE, HEHFL,
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C. RREMNEEREAMBYEFLRET,

d. AiER MREDIUEENSNEE RS, ARBIERISERERESEIEUE 7,

e. MBIENGITRERRRIIBYE, ARdEtEn), BEIBENGIRNENL,
EHIERRIRN ST RN, HEVAEEST T,
f RERAIENBIR. ENREERAMIF. AEKRREESBER,

BRMEE. 1THI2EIREIIENESN, Be prepared to interrupt the boot process.

4. BEE FRFRE, BEZNITHIRLREIFHFETR,

T—HEAHA?
BHRITRY FASS00f MAEHEM LR RAMNHG, FE "SealllfaE R

SR FE % - FAS500f

SEMIEHEE, WIERFERINR, FHRFKESHERE NetApp BAFERE FAS500f #1788

HAREPHRET R,

B IR EHHTHEIRMAL BRIVIEAAERIHARES., FFSIEEHREIZENetApp.

F£ 145 WIEHIEENFEN HA RS
SN IFERY HA RS, HEVERNEHRIILKSULRRENAREE,

1 ESHIPRIT, ME—EHISRIR B RAIT IS RIRFAFERT HA KR

FRBEHHER HA RSE 4B,
2. IRANEETHNRFARS S ENRSECE LA

a. KBV HAJRZ: ha-config modify chassis ha-state
ha-state FIERI AR U TEZ—:

* ha
" mcc
* mCCIP
* non-ha
b. #INEEE®EX: ha-config show
3. MMRHEAKHITIIRIE, EEMMARNHERE D HITH L.
4. ENMRERRIEAENIEIR,

828 FBHIEE RO NetApp

ha-config show

REREMREME RMA RIS FZERHIRE NetApp o "EIHREFIEREXIFMER. BEINTHE.
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1=HI2 F IR TERAE - FAS500f

RERUTITERED BEMR FAS500f ZE RS PRVITHIES.

o "EEEHSEERER"
BEERIEHR. UDIUARREER,

9 "Shut down the impaired controller”
KA EZITHIEE. LUETTTER RIEHIZ3 45 MR IRt h s3 R (HEE,

e "B T R

BT H SR ERH T REEHEE. BFRUAHZHEIERAEHIE. ENBEPLREERATHISE. RERE
MBEH. RAREHMEZ,

e "ERH IR RRCE"
BIFERERISNRARREKE. HIREFEENRERSKIRE.

o "R

R ER RRI PR N B OB R 25,

e "SeRIT I8

JUIENetApp. HEEBIGITRL. AR REIZELUN,

FEHUTH B3I EK - FAS500f

TEE# FAS500f FERSGIFRHITHIZE 2 A0, IBHRFBENINERIINERR, XEFEWIE
ARAPRMEEMANHESERIIF, WIHEHBIRITHRERIER, FHRITHI23a0iTH
SRHEREFEIIXABEXHF.

T NEEBIIREL BIAHRRM, H LR ONTAP BRERSRAER IEFRRTRTIR S o

* FREIRThEZSREBAINIE B TF.

* IRERRYKA MetroCluster BLE, MHBHEE—T "EEERNMERESIE" UBES TN EALER
B

* BRI ESIRA GBI MR R L UREIRYE FRU At
* BRTURERI SR IR EROVAR R S RERIERISRIR, R R BT H SRR AR RS,
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* BEVEERNRE ENAU TS BHRNES
° RIE IR R IR B HRAITHIER.
° replacement ¥THlZ R —MiEHIER, BT ERZHAVIEHIZR,
° health =28 2 1TIE B RIFEH 25,

* BRTRL BRI SR B0 & 4 B IR B XA XX o

IR ER A ERAHRES BRIER, UEER LI E I 120 AT 8E& B AV Er o) Bt 1 T FEHERRo
T—FEHA?
EEEFEMZHITHIRNEKG, BFE XHZHITHIZE
KR 15 H] 28— FAS500f
X4 FAS500f f7E R ZEHRRVIEHIZE, ARG LEEIEERFHARERITHIBR N RARE .

BRAZHITH R, BOTHEERISARTS, HAECEMREIRHR, UESTESNITHIZRHES MRS
g IR (AR,

KXFUIES

* NREFERNEBSANRS, NAMEK E EHI2SSCSITIFIEMIEE cluster kernel-service
shows cluster kernel-service show' &% (fEpriviaRiER F) A B RiZT al T a3 HERE" . TS
Rl MRS A RIZ T = E’Jl_?ﬂkuo

/1 SCSI IR RS SFHEN SEBHFHEMT RRIFHRX R, EREFRZA], BATRFAER

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HH B EITR L RLTF
AT RIS E A RIE TR A E E R false. MAREXAZHITHIRZ A EERFHER ; 580 "HHa5
EERED,

Pz
1. YR ZA T AutoSupport . NIEid JEHAutoSupport ;B B2 1E B &b eI FEZRA:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
U AutoSupport JE B2 1E B Rh 672G\

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. ZHBGIIE:
a. MNEEITHIBMEE QAU TGRS

storage failover modify -node impaired node name -auto-giveback false

59


controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
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b. N vy HIEEIRTEREEZABAMEIR? "B
3. BZHUTHIZSE R~ LOADER &R %T:

IRZHITHIEETR ... B4 ...

LOADER #&7F BET—5,

EREFHFRIE & Ctrl-C , ARTEHIUERIEE vo
AR TR MIBTTIERERITHI s R E s E (R InEH 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true2#0&i# N\ Loaderti@ " o

T—HEHA?
XAERERE, BE BTG

B HUTHIZE - FAS500f

SEFREF R, Bt FAS500f RGTHRRITHI2E. BMIRBEBRRHRIESIZE, &
HHB TR BERITHIZE, REERITH R HENSE.

B FERITHISEIREY, EAIE TZMATHIZE, ¥ FRU AHBEERARVITHISBIER, EHEPREEGR
FRRVIZHIZRIRIR, AR RRBEELFR

£15: HTEHIZRRR

FHUT RIS RIRAERBVA MY, AIMAFE R E] T HIZR R R,
BRERAXES AN EAREE, BB XELLR B L.
fER LA T IRSRE AR R By 20 SR B T h 2R AR R ©

o iE- B R SRR IR

—_

- SIREE RN, IFIEREM,

2. NIRRT R B EIR IR,

3. BINFEIRLAEERR, ARMEBEIRTIRTS%,

4. BRIEHBANEHIBERMNNERES, BEEETIEGNT, ARSEHSEERHAEET,

@ NREE TERISERINB R, BRREMARFIEL (BIBEE) .
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° I

9 BAEA Y

S. FANNFHEHIZHIZRIRAM, BHERAIMNME, HEEBEFRNERE L.
6. PSR ThiTHIBI IR EEREIARE], AT EHSRRIRER.
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0 4743

9 IEHISR R IRE R

$2%: BopER

BHUTHIZRIRIRES, IR R SR RIR PRV IR EE T HI SR IR,

1. BrFFERIR.

2. fTHEIRELEIERS, AEMEBIRIR T EIR .

3. MEBIRIR T HEIRLk.

4. TRAROCIEF, UEERTHIEREHERN, AILUSEIRMITHIZSEREPHIH,

(D BEbsmea nEs, BIBNIA, NERREEs.

IR, MITHBRIRAELHE, BIREANFIEEE, URTRAMTHIZIEIRF BHEHLAEER
BE.
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o BEERIERS
9 R

o BFHEIRBEMITHISRRIR, ARLKEE,

6. BWMFERFANSHGHESITRSEROAONTT, ARFEREEENTHRISBER, BRBEREFA

2L,

R REE S VAR S E I & SR E T,
(D meemrmmEzs, BIEESREARANBITA,
$3F: BENE

AR EH R G SRRE, ST RIIT ISR IRP X EERIRIR,
1 B EXBERIME, AEEKEERE R RITHIZHERRE T KBRR,
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" MU TRIR

2§M%ﬁﬁﬁﬁﬁﬁﬁ%Eﬂﬁﬁﬂ,#ﬁm%ﬁﬂ%m%%%ﬂ%ﬁﬂﬁﬁﬂﬁ%,%EHN@&H%

3. WHRNBIEREE FRTE,
Fa4P: BEBMNGR
BRAFF BB T BUR & MR IR 2SR IRTS 2 B A BT H 8RR IR,

B THTEERNERVIRE], BEEFH 1 SHME+F18227], Due to the space constraints within the
controller module, you should also have a magnet to transfer the screw on to so that you do not lose it.

1. #H B REHTHIZRRIRP BT B R ER E R AUTHIZRIR,
BT R T EARER S BHREH THEREEER T,
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o T AT REMN FEE R HITHI SRR P EIREVERET

9 RRh T BNz HI R R PR o

2. £ 1 SHMBLT), NBETRFE TR, FREREREEEK L.
3. REmT RERMEEFRERE, AREHEEERATHIBR R EML,
4. (M 1 SHMEBLTIBNFITE BT LET,

()  #EESNRESSTEEMEY, SUTEAERR R,

585 %5 DIMM

E1%5) DIMM , B3 E DIMM HIEEMZIREHIS B EERITHIZE, ARKREES RINFHTIRE
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CD Install each DIMM into the same slot it occupied in the impaired controller module.
1. Z18303% DIMM FIEY DIMM 8 -REDF, SAER DIMM & H g,
(D) B DIMM i3855, LUBSsT DIMM BESIR RO HEIEE T,

2. FFEIRAIEHI SRR _EFRIAENAT DIMM 15HE,
3. HafR DIMM & LY DIMM BHEFEMFHITHMAUE, ARG DIMM EEENEE,

DIMM R EEIEEBER, NRLE, BEHEAN DIMM , EEHSHHESEHHNT.

4. BWHE DIMM , HBIAEYSXTFTHTSIENEE,
5 XWH% DIMM E£ ERSE,

F 6. BERER

BRmhEE+R, EXNAMEOTIRTHREUNRER QSFP M SFP , BRE RSB EE AT, KBFRrE
QSFP #1 SFP &% 3O L, FRHiEOH%.

1. BRI ISR IR PR SR R R I EHB R,
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o EH NI SRR IEE VIR

9 FAFF I I ZR R P BV T,
e BrEhRE+R.

2. T ERERXEKAFTE L.
BIRRAXELG AN RS, UEEREX LR E ik,
a. fITKERFAIREFERNFE SFP 3 QSFP EIRH B EHBIE—3,
b. £/ 1 SHATIRLZT], MZHIEHISREREBMMKE R LETEST, HRERSMBIEREK L.
C. BRERREFMERRIRL, ARKEBREENIZHSEPIEEME,
d. ¥REFRBREXNTTEERANIEHIRPRE SIS,
e £/ 1 SHEBLT], BAAITEENEFSRREBNEEF LR,

(D) HFEEEELOSTEENEN, TUTERELRERH.

3. NBRZMIEHIBIBERPEEZ—INEEFR, BEE LRPE,
4. BEHTH SFP 5 QSFP EHIEANFKEF,
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E 7% BEINV EH
FIRITHISEIREY, KU NV B M 2T H 23 1R IR 18 = BRI HI23RIR,
1. $#E NVMEM EBtFIE E M SR RIS R IR E IR AT HIZIEIR,

o PR iR K IEERYR Fo

e MIERERIR T 4 4o

e HYERMHR TITA X EBSE F&,
o 1 BBt M SZ ZRANIE B 2R R AP ER o
WEIRMESL, ARFERMEKERRRF, Rk EERRERK.

HUERBMAE TIRCEENEEHE RS, ARFEBMEBZENITFISSERPIEL,
TEEIR A RIEH B3 E R EIREIMENAT NV BBZR, HIF NV Bt 5 Bt Ee 35,
R NV Bt SR FEE

HETRRMIERA T EoIEME, ERIME ERSERSHNEMA FAEE, BARBHEAH RN
BEYF O,

7. BARTREMA, BERESIEDL

o o A W N
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5 8% REITHIFER

KRB A NZHRITHISRIRS EEHUTHIZRIR G, RIS ERITHIZR R RS, AEREBRHE
2: 70 C AV

ERILUER TERE NN BENER R EERITHIZRIR,

1 MMRERLZEIBENE, BLELENE.

2. 5 EEHIBEREHITEERIET,
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(1) ISR IR
(2 BARET

3. REHISERMRIGS VAR ONTE, ARKEHSREREREEARSN—F
C) BREH SRR EIBANFAET, FRIFRSIETEXF R,

4. (WHEEMIEH QR OAL, UWEERLUARARFUBRITUATETHRIES.
C) TR LIRS BRIEERERG ZEZEITHIZREIR,

O. JFIEHI B EIR BN
a. WERMUENFIBHEETERANMIE.,
b. FINFRIEHSBRRWFTHERBAMEREE, HIHEFL,
C. RREMNEEREAMBYEFLRET,
d. AiER MREDIUEEMSNEE RS, ARBERISERERESEIEUE 7S,
e. MBIUENGITNERREiETE, ARYEtn, ERIBIENH RN

ISR ST RN, HEVAEEST T,

70



f BEEREHmNER. EMTERREHIIF. AEBBRREZEIBRR,
BRMEE. ITHI2EIREIIENESN, Be prepared to interrupt the boot process.
T—FEHA?
BRIIFE FAS500f =628 5, HTE " MEHWIIRARARLE"
HEIRHIIIE RS ECE— FAS500f

SEREMH B FASS00f R4S | SEHEFIRING, EREBRIEFRITHISEMNRERRSE
8, AREFEENRERAIKE,

FTEREF ERA B ELIPENG, ERTURIEERITFIZENERFIRRRE, HREFSEENLERKIRE,
$1 3. AEREHREREHIERSEE

TN HA B ITIRN R TR HI2R R R 50 17 AL B HP AT S2RVRY B AR 55 230 B &8 R AR T I 2R AR 3R _E RYRS 8]
B MREEMBARTE, WAREEREREIR EEEXEME, UFLLE S imel SR E =R

o

KFIES
BSWEERNRSG ENRATRPRIGRS!

* replacement T1 R B ULIR{FP B ERZHRTI R BT <o

* health T5 52 replacement T 2 H) HA B2 T 5=,

S
1. 4N replacement T3 RAFTE LOADER Rk, BIERAEZE] LOADER AR,
2. £_Healthy node . MEZRZME: cluster date show

HERFBY B B FECE RVBT X,
3. 7 LOADER 1BR7F4t, #Z replacement 1555 ERIEHAFNBYE]: show date
BEAFIRTE L GMT R0

4. WMENE, BFEEAT AL GMT #NIREHA: set date MM/dd/yyy
S. MBEME, FEEEBRT=LIEE GMT BYE]: set time hh . mm . ss
6. EMBIEFIR TN, HiA_reender T ERYRERFBTIE]: show date

BEHEAFIETE] LA GMT &R

%25 WIS EEHRN HAKRE
RIS EIRE 1A K, HELENERIRSULRENARREE.

1. FEIPET, MNIAIEHIZSRRIEFrEAH RS BER na IR ha-config show
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FRBEEHER HA RSERZABRE,
2. IR BTAVTHIZBERAANRS S ENRREE AL, FEH B ERIZE 1A state . ha-config

modify controller ha-state

ha-state BUERI LR U T EZ—:

° ha
> MCC
° mccip
° 3k ha
3. MR ETHITHIBRRAFZRES ENRFEER L, EHITHIZEEIRIGE oA state | ha-config

modify controller ha-state

4. MINMREBE®ER: ha-config show

T—SRfta?
REAWERSRES, BERTIIRE EHEE R0 B9 RHE"

EHEE RGBS BHiE— FAS500f
SERREFIIERAECE FASS00f R4tE, BFREMERAAHEMDECHEE,
B B A AL AR B RS E RS e

F15: ENMNRAHITHRL
FERAUTAZARIHE SRR EMEMMLLERE: "Active 1Q Config Advisor" o
g

1. FEFH L Config Advisor o

2. ANERRANES, RAERTUERIE,

3. BEMLAT R, ARKTHL. WRETFHEHMERBMEHMENEREREY, UBELRINHERS
£in)E,

4. BHBNAEE, SABKE Config Advisor B, LB HMAL,

g2 ENHEHE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. & RIE BTN replacement =280 HIN R SE
ID E2%, AEHIAENESE X,

IR EP BUERF1E HA X HIE1T ONTAP BIR S,

1. 90K replacement ITHIZFFEIFIER (B3R * > 1IB5F) , BRHEIFIEXHEE LOADER 127!
halt

2. 1£ replacement $£#28 LY LOADER R4k, Bohizhles, REAKRRS ID FLEMEREBERA
ID, BNy :

72


controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

3. 5% F waiting for giveback.. HEBERTE replacement 1THIgizHIA £, ABRMEITEENEHI2ET
WIFREBE BN RN AL ID . storage failover show

EadhHt®R, BNEH—FHES, BHZHEHE ENRS ID B8k, HRE/RTIEWMYIA ID #3# ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. EETIEENIEHERT, BT ERFEMIZOEE:
a. BHHNSRINELRT]: set -privilege advanced

‘.zéfll}IE/ \;ft:éﬁéi' )\I_Jé&*;_tﬁja UE_[L/UEL:. Y o JH:E—_H -.T__lél_ *%T*ET’T_I ( >) o

b. {RIEFE(IIZCERAE: ssystem node run -node local-node-name partner savecore
C. ¥ ‘savecore B3R e, ABBALHRE,

ST LU N L T an % 3R UE1T savecore aiSHIHE . ssystem node run -node local-node-

name partner savecore -s
d. IREIZIEENRESF: set -privilege admin

5. iZEI%UE’J??ﬁ%%,;LEE%T??11%"}2%% 2. M IREEERNEIREZ R EREZIMNIERAEER. BILUT
WiZZ —IRRFMEEENZETHEE

- SRR B AR
SRR AR
6. SEIIE:

N

a. MIZTTIERRIEHIZRH, RIEEHRAITHISZRITFAE: storage failover giveback -ofnode

replacement node name

replacement 1= 233G W B ZMEH ST B Bh.
MRBTERS ID FALEMEREBERS ID, WNHEN vy

() ummrEER, ETNERBRLTR
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"BEERTER ONTAP 9 IRAR S AMERERS"

N

a. Rk, WA HAMETIRRRIF BRI LIIEE . storage failover show
storage failover show SR¥HRIHARNEE System ID changed on partner JH 2.
7. WIFREEIEMD I storage disk show -ownership

BT replacement ¥=H23pVEER N B RFIMIRSE ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277:

nodel> “storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0O 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. MR ARYHEKA MetroCluster BRE , BRITIEHIZEAVIRZS: MetroCluster node show
EEHG, MetroCluster CEEZEE /DA EMEREERE, Y, ENMNEHEBEEREERERS, HE

F DR $R&HERIEERN The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

9. dNRIEHIZZEFA MetroCluster FEE, MIARHE MetroCluster R, MIRFIGFIEE RN = EAYITHISE,
JBI0IE DR £ ID FERESB B RHEENRIBFIEE,

SNREISHE TR, MBFHITIRIE:

° MetroCluster Bt &2 FHIHRE,
° replacement =28 BRI R FHARIHBIFIE S,

"TEOT s MetroCluster EEER, HEFIBINESTE HA 125 H MetroCluster tJ#EHA B & S E k"

10. WNREHRFAFXA MetroCluster BRE, BRIIEEEEESTMTHISE: MetroCluster node show -
fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. IIFEMTHIZEREEEFAENSE:. vol show -node node-name

12. REEEFHBNNEZERT BEE, BMETERNEHIZSBZATE: storage failover modify
-node replacement-node-name -onreboot true

T—HRHA?

EMERRASAENIEHERS, FERITIHRE TRITHIZEER",

FTERHEH 2 E R - FAS500f

FE5ERY FAS500f RFERVIT e B LU S H ST 2i51T, BHATURE NetApp FEMZBEE (
WERKE) , HAFITHIZESLZEFANE, ARBBIEEMEIRE] NetApp, INEHHIHR
RMA 1% BARR PR,

551 7 ONTAP B RIzHISR L EITEIE

MRZHMTR/EEERFEME (TRYE) WEIER ONTAP Theg, MWAAZA replacement T3 R R EHTIFE]
iE MTFAREBNEFRNERNIIE, SETHNS T RENAS B CHEERR.

KFUIES

ERFFENERAZA, FEMETIHENDRNAIHEATRER, B2, IRERTREEHFH—AAIL
HEEVFRIHERI T R, MR RIFERILINEERIECE,

t5h, ER R EERRZITFAINIEARIEERTEERTFIMY, RbENRIREBAT R EREZRITH
IR

Fraz Al

WANEZ AU IR A 28 NFARBIET

158 90 RIVEIIREIRLEFANIER . ZIRIIE /G, FIEIRFANERRN. KEGMIIFRNERSAR, &MU
£ 24 NRLEFMEER, HEIZERALR,

NRENAFRVIEITEIRONTAP 9. 101X EShRAs, FERAPFMRAERE "FiRERER
2. FATEMAFFIFASELS EHIFA"s MNRIEFHHTERFAHIVIIBONTAPARZAS. 1S NetApp
Hardware Universe"LA T fREE ZE B,

75


controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://hwu.netapp.com
https://hwu.netapp.com

TR

1. E'E%%E%E’\Jﬁiﬁﬁzﬁ%ﬂ, BT LIRERE VR RIIER A "NetApp S2HFib R TEARFTFANE FRFRBISFFER D

@ AR =BEmhERPIRIFINEEA, HRERXEIXHPRYEFapE i, NREREET
30 KWW EIB B FeIEZ AN B FHMY, MEXARRAZR,

2. RESMFOERE:  + system license add -license-code license-key , license-key...+

3. NRFE, MBRIAFEIIE:
a. IERMFHEMIFEIE: license clean-up -unused -simulate

b. tNRFNIRERIEH, BEMPRARERAVIFEIUE: license clean-up -unused

#2585 WIFLIFFIMETIS

1£%5 replacement T RREFERZ AT, NI LIF @8 TFEFIKO L, tNRBA T AutoSupport , NEAR
replacement T RFYS, HEEBIRE.

T
1. BIFZEEORT EEREFRSBMIFEORE . network interface show -is-home false

WERERILUNG Afalse. iBEEREREFIEFIH: network interface revert -vserver * -1if
*

2. [ NetApp ZHE0I TEM ALK FTIS
° YR BT AutoSupport , 15&IX AutoSupport SEHELUEMRFSS .
° YNERK/ZF AutoSupport , AR "NetApp =" FMFTIS,
3 MEREHOBTIR. BXFMER. BBR "WEHEONTAP RERMARITEEETIRILE" AIREX

Ho

4. INRBEfMEZAutoSupportIFE . BEFEALRILE O system node autosupport invoke -node *
-type all -message MAINT=END #p<:

S MR BEHEMRIE, BEHRBAE. storage failover modify -node local -auto-giveback
true

% 3 & BRFESHIERE] NetApp

1RIBE RN RMA 35 BBIS USSR ¢HRE NetApp o "SHEEEFIBH A X¥ME L. 53 N H,

E it DIMM - FAS500f

MBREFRASKBEIHEIRGIM. BEFETRRSIERERICECC (AIEEEIREIED)5HE
RS Z AR EIEMECCHEIR). BE R TR I DIMMBESRIFHE AL T ZEEIONTAP
MESHEY. NN EiES2sHrIDIMM,

AR St BB RESET; TN, ERRABERRATE,

(RN FS IR FE LA A BN MR EET L R E BB A FRU A4

76


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com
https://mysupport.netapp.com
https://mysupport.netapp.com
https://mysupport.netapp.com
https://mysupport.netapp.com
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

$1F: XARBITHIZE

BRAZHIEHR, CUIMERERISRIRES, HELBZEIREEE, WESTESNEH SIS MR IRITH
SRfFhE IR (AR,

XFIAES
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* If you have a cluster with more than two nodes, it must be in quorum. J1REEFKIAE |J1¢ﬁ§21§1ﬂk/ﬁ§§?
BRI E R TR A E R false. MAREXAZHITH SR ZAIE ERFER ; B0 "¥Ta5
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1. MNRBAT AutoSupport . M3&EZ JEFAAutoSupport JH 22 1E B RIEIZR S

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LAFAutoSupport JH 228 1E B ah eI 2 S5 /) VB :
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover modify -node impaired node name -auto-giveback false
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You can replace a failed drive nondisruptively while I/O is in progress. AT 81 SSD A%
ES 8 BT IEhe%IRnh2s, AT ER HDD BIR(EP B BT etk IRohas.

When a drive fails, the platform logs a warning message to the system console indicating which drive has
failed.In addition, both the fault LED on the operator display panel and the fault LED on the failed drive are
illuminated.

FriaZ a0
* EEIRIREHIERZ A, B RRELRHRESMRENERZINEE (DQP) .
* ERGIEFHARIETHRS. URAEKEIXENES storage disk show -brokeno

The failed drive appears in the list of failed drives.If it does not, you should wait, and then run the command
again.
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1. MREBF oD BMRIB R OIREDBEFAEN, WEELHEHEMRDE WREBH)

a. WirREBERBHBRazsHAe: storage disk option show
TR R E—IEHISSRR ERAG L,
MRERA7T BoiEohzsn e, MEESTE "Auto Assign’ " FIFER on FFEMNTHIZFIEIR) S

a. NRBEA7T BohiRchEoEe, BRBHEZMA. storage disk option modify -node
node name -autodassign off
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REpER L EWER, RAASRARFITFHSLER—FESTHS, BB NS LERE, thih, REpzs
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RIS, SXFT VO &, MIEIENEHRTE /O SEih,
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b. EROIEFRRHIBLMAR, HAB—RFRREHE,

5. BELEEH 70 H, REBENEREDES.

XIE, RGpa] LURRHIREHEE ERMIER

6. FNERIKENS:
a. EORIEFAFHAMUENBERT, AXNFEAEREDSE,
b. #%, BHIRIRzHERFLE,
c. LMt F. FERMBTLEEETRP. HELFFRAENL

BHOEIEMRADKRIEF, EESKEIERIERNTT.
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a. BFIERBENIREHES
storage disk show -container-type unassigned
TR IR E—ITHI2RR EIMA G <o
b. G NIREhES:
storage disk assign -disk disk name -owner node name
TR AR E—ITHIZRRR E N <o
R LUE BB — X DS NEE 2R,
C. MMRFE. EHEABEIIRENEEIE:
storage disk option modify -node node name -autoassign on
T TIER NSRS RIR _E S S A B ahikchas o fio
10. $REBEMREMTE) RMA i3 BEISHPEZEAHRE] NetApp o
b "NetApp ZHINREEE RVA SIBREIRIEFEIMNER,

I 2 . EBi% HDD
1. MREF N EARNBOERNB[AEN, WEERA BRI EERARHE WRERH)

C) TR LAFeh D ECIREhesFREM, ARTELIRESBRIEEENRR R Bz 2 i,
a. WIFREEBHAEMIRIZESES: storage disk option show

TR LA E—IEHIZRRR Eim e <o
MNREAT BohIRENFHE, NEEHSTE "Auto Assign’ " FIFER on  (FEMTHIZFER)

a. NRBEA7T Bohikch2s e, BRBEZM:. storage disk option modify -node
node name -autodassign off

L BTE R MTHIZR IR 5 B ah R EhEs 7 Ao

IEff#z,

M5 EEERE TR,

BT RS R S HBMBENE L SERMIE LED MEKFEHEIXEN2E
B R IR EhER R E L BRI HL
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RIEBHHMERRES, HHEReMiE, XAIRFERE—DHIEtE, AERANFFHEEIXEIEEM
HEE IR EN o

EOREFAFIAUENERT, KFEAEERchENERTER, B, BIEEREHEE

o

@ BEDERF 10, ARBRBNMEERIE. XiF, RERALURGIHEEREEER
HIRRo

@ MR TSR IERARTEME LR, BSURENEDEET MPRIBREIEIX RN
AR —IXEIERFEER .

()  mrmsmmhEe, BRARE, BREEFRENSTE TIRENMERHSRITE,

HLOREBF, FHEREDSETEEERFRPIRT, HEEFFANEL
BHUEIEMXALKRIEF, FHESHMEIREAR0YEmERXTT.

MNREFEME — MR, BEEIE4F 9,
BERMRERIR.

MREEDSR 1 FERT BpIREENE, WFshoEREIZEAEN, ARREFTESHEABK
e e,

a. B RFIEXRDECHIIKENZS: storage disk show -container-type unassigned
TR ATEE—ITHI2RIEIR EINGR

b. HEENIRENSE: storage disk assign -disk disk name -owner owner name
TR ATEE—ITHI2R 18R EINER <

] LU @B R — R 9 Bo 2 N IR BN 28

a. NRFE, BEHMEHEIRNESIEC: storage disk option modify -node

node name -autodassign on
BRTEM MEFISRIR EEF#/E A B ahIRehas 5 B
EIREMREMTEY RMA R BSE & 2R R[] NetApp o

@SBRI AT "NetApp 255", 888-463-8277 (db%E) , 00-800-44-638277 (EriM) =Y +800-
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$1F: XARHBITHIZE
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XFIAES

* MNREFEANIESANZRS, MIKTBER E FiTHI28SCSITIFBIEMIER cluster kernel-service
shows cluster kernel-service show' s (TEprivisZRIZR F) A 2R 2T R TR AR HEIRES". %15
BRI MRS L,(&iﬁ*ﬁ,'ﬁﬁ’\]iiﬁiﬁ%?o

/1 SCSI TR RS SFHEN SEBHFIEMT RRIFHRX R EREFMRZA], BATARFIAR

o

* If you have a cluster with more than two nodes, it must be in quorum. IR &£ & KILE ﬁﬂikjl:‘fﬂkfﬁﬂﬁ
HiEHI S ERRAE TR A E Enfalse. MATEXAZRIZFIZR Z IR IERIBER ; 550 HHR5
SERD"

p
1. YNRB AT AutoSupport . Mi&EZ JEFAutoSupport JE 22 1E BRI EIE S

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
U AutoSupport JB B2 1E B Rh eI G\
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BRARHRA:
a. NEEERIEHIZEAIESRI QAL TS
storage failover modify -node impaired node name -auto-giveback false

b. N vy Y EEIRTEEEEZHABHMER? K
3. BZHUTHIZSE R~ LOADER 1@/R%T:
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LOADER 127 %F BET—%,
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impaired node name -halt true
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BRERAXES AN EARE, UEENEXESLFRB L.

1. NREERIEH, BEREM.

2. IR T B3 18R B R,

3. BEIRLEERR, SAREMBIRPIRTL.

4. FRIZHBNEHISB RN ERESR, BEERTERF, ARRFTHIRRRHIE LR,
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89



6. PR RNTHIS SR EEMVEARET, ARFTFHEH S RIRER.

EeE]

IR E R

B3L: BMNARB

BEXE, BH TN AESERNXBERA R EERIFHXERR,
TR LAE AR A N AR RAR AR S BB XA |

ohiEl- B4 XL

1 BN EEH S HIRE S S E E R ENBRIRFZEE LED REEELNE R X EIR,
2. BIHERBEREME, AERXERIREER HITHIZRIRREH T KERIR,

90


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ccfa6665-2c2b-4571-ae79-ac5b015c19fc

Z_ N

% & 4 T,

MUBEIR
3. BEMANBRIRIVIASSITHIZBERPHFA O, AERKERARNXBEIRENEH S ER,

%4y ENREEHHERR
BHEHISRIRPIANE, ERAERSNAERENRRETFISZERABHE.
1. & EIEHIEBR IR S H T R EAMEET,

91



IEHISRRIRER

ENRY]

2. BB RN A -

a. WIRBENH B EETERANMLE,
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d. AiER MREAUEEMSNEE RS, ARBERIREREREEEEUE S,
e. MBUENGITNERRERIgE, AR4sts), ERISENH RN
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EHBER— BB EENAET, mIFBE. EEHREEE,
IERISRRN TN, HSHAELETT.
3. IRIEREEMNARGHITHL,

4. RZREITEHIZRRIENE, FEMEIERIEIT: storage failover giveback -ofnode
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impaired node name

S. MREBEZHBMIE, BEMRBHE: storage failover modify -node local -auto-giveback
true

E 5% KHPEEHIR[E] NetApp
REBEMAMME RMA B SEES4IRE] NetApp o  "EIHEREFEIR"EXIFHAEE. ESIIH,.

Biiay LK E+— FAS500f

BEMEAERENFKER, BIRT4%UNFRE SFP 3 QSFP &1k, Bk, &
Z % SFP of QSFP {#RHEF N E#HIThLE. EXREFNEKE R, BUNEREHN%R
A Kz SFP o, QSFP &R,

* BRI IR E D RS RAIFHIFIE ONTAP WAL 5 £
* RERHFTEEMARLIIERIRTT; BN, ERHEXRRA.
$1F: XHARBUTHIZE

BRAZHITH R, BOTHEERISRANS, AECENRERERE, UESTESNIEHIZRSE MZIRES
Eafr g fE (IR,

KXTFULES

* NREFEAESANRS, NN MEREZHITHIZSSCSITIFEMER cluster kernel-service
showo cluster kernel-service show @< (fEpriviaRiER F) A B ZTH Rl TR HERE" . ZTh R
Be] MRS AR IZ T R TR

1 SCSI TNA RS SHEN SEFHPHEMT RIRFHPEX R, ERRER A, BIASTHRFIAIR

o

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA HRH BT TR RLF
BRI E ARG TR A E E T alse. MSMEXRAZHITH R ZAIE ERFHER ; BER "HTR5
EBED"

pZ
1. AR BT AutoSupport . 3@ E B AutoSupport 8 B 21 BEheIiEZG:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E BT 6@ 251N
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. BRBERIE:
a. MEEERIZHIZRRVITHI AL T <.

storage failover modify -node impaired node name -auto-giveback false
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storage failover takeover -ofnode
impaired node name -halt true
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USB 12 Mbps 4

PRI AERILS

CIFS; FC; iSCSI; NFSv3; NFSv4.0; NFSv4.1; NFSv4.2; NVMe/FC; NVMe/TCP; S3; # NAS HJ S3
; SMB 2.0; SMB 2.1; SMB 2.x; SMB 3.0; SMB 3.1; SMB 3.1.1;

RAFEMIE

BARITHER . 2642 BTU//)\EY

RIFER THITHE: 3476 BTU/BY

: 54.3F% (24.62F7)

:2U

D193, FE IEC MIZRtnE (17.6 3<F, 44.7 [EXK)
RE: 21.38" (54.3 cm)

TERENSRNIEE: 10°C £ 35°C (50°F £ 95°F) , #@ikaxm A& 3048 KX (10000 HR) ; HEXEE
8% FE 80%, TIRE

o e
i

&t
Kt

ETERELEE: -40°C £ 70°C (-40°F £ 158°F) , Bihme: 12192 K (40000 H£R) , HITEE 10%
= 95%, A&, REk

BERIRE. FRTEINE (LwAd): 7.2; AE (LpAm) GEMEMUE) : 69.1 70

Compliance

EMC/EMI JAIE: AMCA. FCC. ICES. KC. E&%. VCCI

LZ2INE: BIS. CB. CSA. G_K_U-SoR. IRAM. NOM. NRCS. SONCAP. TBS
ZE/EMC/EMIIAIE: EAC. UKRSEPRO

INEZR£/EMC/EMI/RoHS: BSMI. CE DoC. UKCA DoC

#rHE EMC/EMI: BS-EN-55024. BS-EN55035. CISPR 32, EN55022. EN55024. EN55032.
EN55035. EN61000-3-2. EN61000-3-3. FCC % 15 #853 A2, ICES-003. KS C 9832, KS C 9835

IEZRS: ANSI/UL60950-1. ANSI/UL62368-1. BS-EN62368-1. CAN/CSA C22.2 No. 60950-1
. CAN/CSA C22.2 No. 62368-1. CNS 14336. EN60825-1. EN62368-1. IEC 62368-1. IEC60950-1. IS
13252 (% 1 &93)

=R A

ETFUXMBIEREETHIE (BMC) MIONTAPEIREZO; TTRAERIZHIZE; TARMIEREBIR; @ SAS &
FEXTSMERMIZR#H 1T SAS R EIE;
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