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* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HRH T TR RETF
AR E ARSI TR A EE T alse. MSMEXRAZHITH SR ZAIE EREHER ; 50 "HTR5
KEED"

PIE
1. AR BT AutoSupport « N3&E:d A B AutoSupport B E 21 BrhelIiE RG]

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JHE 22 1E B oh 6 Z 2= 5%/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. BRBERIE


bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

a. NEEERIEHIZEAIERI QMmN LTS
storage failover modify -node impaired node name -auto-giveback false

b. HN 'y HEFIRT ECEEEZABMER? "H
3. RRITHIZE B9 LOADER $&7R%F:

INRZHITHIBER ... B4 ...

LOADER &R FF BET—%,

EEFRRE & Ctrl-C , ARTEHIUERIEE vo
ARSI E RS MIBTTIERE R RS R E s E (FRIRE 28

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderig = fFo

T35
EAFREHIBIE, AN BB

BB R HITE SN IRE - FAS500f

FAS500f AR5 | SN RFEEZNEHNEE R, BHLIIZEEHN THITHiTH 88
Iiﬂ%, HTFRHB5IFNE, EEGRISERPREERS|ISNER, AREHREERIZEE

2B ONTAP 9.18.1 NESRAZAZFEMBMN RIMETIE. MRENFERLISITHIZFHMRZAH ONTAP
, BER "FrEMInERER",

BT BRI T NE T ARERSERA, B8 MRS PEIREH S EREN Al 718,

$1F: HTEHIZRIR

1. MR EAREM, BIEMREM,

2. MIEHR RIS EIR IR,

3. BINFEIRLAEERR, ARMBIRTIRTS%,

4. MEEHIZRRIRIL T I/OFB S,

O BRIEZRMAIZRIZERHMNNBERED, MIBREE TR, ARKEHBREEANNEILEYT,

(D  WREDTEHSRRESEIEE, BEREANIRUET (BIBES) .


bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html

° BT
9 BUEANH!

6. AXNFHUEITHIZR BRI, FHERHME, FHSEREFRNRE L.
7. PR EIT R SRIRIE MR EFRET, ARG SRR SR,




0 EIRET

9 RIS R IRE R

Step 2: Replace the boot media
TR AE R LA RS RA% D B E MR B BT
E-BHREET TR

1. MIEH B ER P B H BRI B 7T

EHTHTEE BN RVEET, EFEEFER 1 SHM1+F1827], Due to the space
constraints within the controller module, you should also have a magnet to transfer the
screw on to so that you do not lose it.
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a. FHEHIZERRAIAR I SHAETRFOXNTT, AR EREREANRFHN—F
b. RrizHI B EIRT 2NN G
C. BRIEMIEEREAMBYEFLRET,
d. BEEm TREANEENMSNEE S, ARRBEHSEREREEFLEUE LT,
e. MBUENGITRERREIIBYE, ARAEitn), BRBENGIRNENIL,

IEHRISRRN TN, HSHAELST .

3. EIEEITHISIRIRIIOB L,
4. FRRZGENBIR. ENMTEERAHN, AEKRREEEER,

ITHBMRIR AR ThH7E LOADER 1RRAF M LE,

T—F1750
YEEERZ BN RS, "MECH T R RONTAPERER",

MEEXN T REsIRsI TR E - FAS500f

£ FAS500f RAGHRREMBIBEINTILERE, ErRILBEBENTRIRESE, MECx
TRMERE, EMETRER, RAARENZEEEERA, HHEEEERNEAMERE
B, MREATERNE, RAK5ISEEMMEZRNENTE,
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* BECHZAEERRE:
° IREZIAEERR (OKM): FEEESCEMNZIERIEN S0 HE
° SMNERERSAEIERE (EKM): FERB MM RRILUT X!
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem
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boot recovery -partner

BFEEETRUTHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. BEBHNRRERS IR,

325 F B “Installation complete JH B
3. ARG BMEBR, HERUTHEREZ—!:

MREEILES... 12E

key manager is not RSB RLLENMEINEE,
configured. Exiting.

a. FRERRTLI.
b. BRI RHIIEEFHE=IE:

storage failover giveback -ofnode
impaired node name

C. B EMEAEIRIAINEE MRERAER T

key manager is BLEMETNEE, FIEMEEAEESS,
configured.

C) MRAGTFRFNEZREEREKE, WSETHRER, HRTEHANEEERERRERE
BUNECERE (REEIMNR) o BEZEFRRIAYLE,

S

4. FEREAGERENERIEEREAERS:

10



WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREBAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127l

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&

13



BRIGES MR BT )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELGTHETREIRZEMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

2178
EIXRONTAPBME BT mIEE T THIRMEIER, ErRILISHIEEHEEI4NetApp”s

R PE B a7 T BUR[E] NetApp - FAS500f

ﬂD% FAS500f ZAFRIENMAMFHINALR, BRAFEEHREL NetApp, BXEZER
, 1BEI "EHIREIF] S T E,
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BohiER - FopinE
RENN REEIRE TR - FAS500f

BIEEEMER, WEMERS. XHEHISE. BR5|ISAR. BaRERE. WREN
BN RSINGE, FHIAFEH FAS500f FERATRISI ST,

NREHNEFERSTITHIZ ONTAP 9.18.1 NEBHRA, BFER"BEHENERER" MRENRFERETTE
HAhR 4By ONTAP, MTifERFoIRIMETIR.

o "BERNTREKX"

BEEEMBMNTRNER,

e "I BN E A SHFIRES"

MERKRBAT X2 BAEERERWHEHTT 7 INE,

e S

FEFMEIN R, 1EXAITHIZS.

o "EiRE TR

MAZEERRPIESEERN TR RRERBHNER. ARERUSBATFREIZE T RONTAPIR G,

o "B E R

MUSBIRTH2E S EIONTAPHUE., IERX G RFAHIIIIFIET =,

e "REnnE

MONATPEEhR B M E R Z A E IR R B INIRAEIER,

o "R E SR IR 0] NetApp”
REREMREME RMA X BB 83 4HIR [E] NetApp o

FeiRN RIRENEK - FAS500f

TEEM FAS500f REFRIBTN TR, IBEHFRAEMINEMRINNEER, XEEHERE
BE—TEAESFMEAER USB NEFIRENEE, HRIEHNEREINSEILEIER.

IIRENEFERGISITHIRE ONTAP 9.18.1 EBMRA, BHER"BMENNERERF" IRENARERETE
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HAhRR4sBY ONTAP, MTifERFoIRIMETIR.

USB A7F#
s BRIEE—MEN LA FAT32 B9 USB [N7ZIREHER.

* USB A A BBHNEFHEREREM image_xxx.tgz X,

X ES
4 "image_xxx.tgz X HEHIE] USB INFIREHER. A USB NFIREh28(EHONTAPBRR B A b X4,

AP B
fEFNetAppR RV R LA {4 SR B IR R PR 1

EHIRIRA
BMZIRNEEIN A, Fa<N AR ERNEHSREXER!

© _ZHRITHIEE BRI IEERITHIPAYITE 28,
© _RERIEHIE B RIITHIZRAT HA (K.

T—HRH4?
EEERISNENERE, CEEREEHNE LHNEEAZ SRS,
WENMEZRZFHFHIRE- FAS500f

EHRFERG LNBIERE. EFRBERIEEN R ERINEZRSHFRS, REE
FIONTAPhRZAS B S < NetApp B IIF(NVE). XAEHIZRZ Al BOERAEERE SR
TERS.

S 1 1E NVE L T HEHRMONTAPIME

R EBIONTAPRAS 2 B L HNetAppBINE (NVE), LUEER I FHIERNIONTAPBE SR EHEENN o

g
1. HEEHONTAPK A B S S INE .

version -v
MR EIE 10n0-DARE, MIEHIERFARAARZRINVE,

2. FHTE NVE ZIFHIONTAPE (% :
° NERZHEF NVE: TEHHEANetAppEINZHIONTAPIRER
° NRAEZHF NVE: THATNetAppEIIZBIONTAPERER

@ MNetAppszEMiE FEONTAPBME SR HTTP 2 FTP ARSSEe sl At 432, 1EE it
BN RrEES, SEEE MGG,
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TR 2: BIERAEERRSHENRRRE
EXAMEEH R ZA, BRI AEERLEHEOCERS.

p
1. BEECHNARS LEA T W ZREIES:

ONTAP hizx BTl
ONTAP 9. 14. 15{EShRE security key-manager keystore show

* NIRBATEKM. "EKM &R <HiE 5 H,
* MRBATOKM. "OKM NIEFEsr LRI,

* MRKREATAEES.
N =R <Ry .

"No key manager keystores configured’

ONTAP 9.13.1 Sk EERha security key-manager show-key-store

* MNBRBATEKM. external MISEH<SHEHFIH,
* MNERBHETOKM. ‘onboard M&TEer< I H,
* NRKRBHEZHEESE. No key managers configured M S 1ED

LT H.

2. IRIERGHESEE T RAEESE, ITUTREZ—!
NRAKECERAEIER:
EA U e et AREEH 2, HASRITRIIER.
NRECE T HAEES (EKM 5 OKM) :
a. WAUTEASS, EREREERFSHEIERRRE:

security key-manager key query

b. EFERBLERHIOETHPHIE, Restored HF, WIIETEIAEERE (EKM 5 OKM) MSHIIEER

HESEMINIME.,
3. BIREENEAEER LA STHENARESE.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R XA EEGIEE, HASHITIIIER,
NREFARETHERRE true’ E“BIRE"FIH:
a. BN EIRAERIAME D ERHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
i, 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

*onboards
c. &% OKM 55
L PR EI S RAPRIER :
set -priv advanced
BNy HIRRAREEET,
. ETREREESEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MREERIREPZEEFHME OKM, EREBLENHEE.
iil. JREEIEGIET
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.
T—FEAA?
BRI R LENMBERAXHEIRSGE, BRE XHEHIZE"

X A= 28— FAS500f

5tk NVE i NSE £5/5, EFEEXRHARIIERSE. ERERTENEENZREDE XA
R ER BT 2R,

®EI1 . KZSHECE

5eR NVE 8¢ NSE 1£55/5, BHREXHRRITHIZE.

20


bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html

PIE
1. BSHiTHI28 2~ LOADER 127!

MNRZHITHIRER ... B4 ...
LOADER &7 #&F ¥ ZE "Remove controller module" .
EEFFRE .. ¥ Ctrl-C , ZAIFEHIUERNEE v,

AR RERRTN WAR METEBNEHSREENEERMVERR. storage failover

SN )) takeover -ofnode impaired node name

L 2T 28 £ Waiting for giveback... BY, #& Ctr-C , AREIE v

o

2. 12 LOADER #7754, BN printenv MIBRFIBEHIMEEE, BaHREFIBEXHEF,

() OREHRERFRTEERET, NS TEEFRElER.

I 2 ¢ $2HIZEIF MetroCluster 57
()  OREORARFAWT A MetroCluster BEE, W/HEMILBIES B,

BRAZFITH R, BOTHEERISRAAS, AECENRERH R, UESITESEHIZRSRSMZIRES
EafF g HE (IR,

* If you have a cluster with more than two nodes, it must be in quorum. IR EEKRIXFHF T IBTTIRR REF
ISR EREIE TR A EE R false. MAMEXFAZHITHIZZZAIEERFER ; BEW "FhHa5
KERD"

* NREERZ MetroCluster Bt&, MAMMBIACECE MetroCluster BLEIRZS, HETRATERHEAELE
BHRE (MetroCluster node show) °
P$IE
1. R BT AutoSupport , N3&E:Z AR AutoSupport SEBZIEBTNBIEZR|: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AF AutoSupport JHEZIFE BN EGIF /NS . clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NMBEITIERRIEHISIEHI G2 HBEMRIE. storage failover modify - node local -auto
-giveback false

3. ¥ MITHIZEE R LOADER $&RFF:

NRZHITHEZE R ... BA ...
LOADER 127RfF BET—%,
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NRZHEHIBETR ... BA ...
EESFHRE & Ctr-C , AREHIRREEE vo

AR RERRTN AR MSTEBNEHSREENEERMERE. storage failover

S RA)) takeover -ofnode impaired node name

L 2RI HI2s £ Waiting for giveback... BY, #& Ctr-C , AREIE v

o

T—EfHta?
KiAElEE, BRE BB

BB A ESFERERE - FAS500f

FAS500f R HFRIECINT FEEBRRIBIGEE IR, BIEREH TRAAEER
R, HTREBBEHN R, KEBREHNHR, ARER USB INEFIRENEFEIRE ONTAP
SR E S v ayilea

IIRENEFERGISITHIRE ONTAP 9.18.1 NEBMRA, BER'BMEHNERERF" IRENRARERETRE
HAhRZSHY ONTAP, MAIBUERFIRENME T,

BEHEENTE, SOME FTR[NEHSRRR, REBNBN TG EHREERE] USB NFIREIER.

15 HFEFRER

DI EEFISSRPNAL, BIEMRGPEFERIRER, REBDTRHRER SR,
S

1. SR, BERE,

2. IR TSR REB T,

3. BRERLETSE, REMERPRFAL

4. NIEEHISRIBIRIE FIORL.

5. BATRIENRHIRERFNHERES, R TR, AEBRHRER T,

@ NRAEE M EHSSRRETBRIEYE, SRREMRSFIEL (BIBEEE)
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° BT

9 BUEANH!

6. AXNFHUEITHIZR BRI, FHERHME, FHSEREFRNRE L.
7. PR EIT R SRIRIE MR EFRET, ARG SRR SR,
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0 EIRET

9 RIS R IRE R

Step 2: Replace the boot media
R LU EN T THI s RIR ERENE, AEBERBNNR, MMEEHIZSIRRPHRE 2 EREN BT R

B THTEERNERVIZES], BFEEFH 1 S+ F18227], Due to the space constraints within the
controller module, you should also have a magnet to transfer the screw on to so that you do not lose it.

TR LUER NIRRT BB B RN
HE-EREENT T
1. 1R EH B HRIEHI R RIR P IR B 7T B
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o ENT R BT BE E EIHEHI 2R ARIR EARAVIRET

9 RRohT BMIE RIS RIR R o

2. £ 1 SHMBLT), NZIRBEINTRLEETEST, HRERSMIE#K L.
3. RRMBINMREEMEEPRRIEEH BT,

4. MpERRBCRIRPEHERBING, FREEEH SRR E37F 2L,

o fEf 1 SHWIEBRLIENFITER N B LAY,

() #RESNELOBITEEMAN, TNTESEREERA,
%35 BEDRKERIEDNR

BRENERBHNEULERHMRE, FILEFEERER USB NEFRhEERBRIRE,

s BAEB—1 USB INTFIRENZS, ZIRahes E&=Nt 8 MBR/FAT32 , HEBR=ZE/V/ 4GB

* S5SZIEHIZRIEITH ONTAP BEhRASHEFRVEIZS, ERILAM NetApp 2454~ ERY "Downloads” &85 &

FERZ BYBR 1S
° JIRBAT NVE , BRI THIRAFRIET, £ NetApp HMNE THRE,
° IRKEA NVE , BRI THIRATRIET, EAMER NetApp SMERIER T THIRE.
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* IRENRLRZ HA X, MBTEBMLEEE,
* MRENRRRIRILARS, WAFEMLKERE, BERR var XHERGE, BATRITHIMNIERBR.
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a. EHEMNBIARSZ G M NetApp ZHFihm FEHEHIZ] USB NTFIREHES.
b. FARSSIMEG FEEE IR A B LM T (E= 8.
C. FRIEZEIRSS MR,

@ MR E[EA Windows IREXAZR, E70EH WinZip 1IZENNE B ahigR, EAEMIZENT
B, 530 7-Zip 8§ WinRAR o

FREZERIARS BRES R AR K

= /boot
= EFI

d. ¥ EFI )Xk E 4% USB N7ZIRTHEE FRYTRERE o

@ NRRSMGIEBEFINXMHR, 155" TFFASTIAFFE SHEohE&EME MRS IRE T
SR DEFIX BN,

USB INfFIKzhas B A EFI Xk, HESZHIEHREITIRSMRE (BIOS) hRAHERE,

e. MEICABPENL USB (KEFIRE)28.
L INRERREIERNE, BRELBXE,
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g B LERISSRREHTEEMEL],

(1
P2} BFAEST

I BRIRER

- RHERBERAI R IR SRR OXNTT, AR EREREANRFN—F
- ¥ USB INFIRzhasHENIEHIZERIR _ERY USB HE1E.

FtRRE USB INTFIEEDER L R1EM7A USB IgEMIEIER, MAZE USB f=HaisOH,

- RIS RIRTT 2 HENNAE:

R eEMBEEREAMBYEFLRE,
BiHER THREFBRENSBNERFE, ARRKEHSRREREEFILEUE LS,
MEIENHITRERRERIBE, ARMEIR), BRIBENSFIRAEML

EHRISRRN TN, HSHAELSTT.
BRI HIZRRIRI/ OB 4,

h BERSEAER. ERRERRLHIF. AREREEER,

BRMES. EH8SEIREIENE50, Be prepared to interrupt the boot process.
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i #% Ctrl-C H¥fEENT2, HEMSEFIRTAREL, MREENEEBEMEDN, 5% Cirl-C #uk ..
NEFERIHEE, &% Ctrl-C , HEBETUSHIILEPER, REEERHRLUEIIMERER,
. TFHEPE—MEHIRNARS, EEEEEHITHEE,
RAFTIAREThH(=E7E LOADER 2R 4k,
T—$2HA4?
FREMNERE, BEE BHTEME",
M USB X8 FaiEohi Bk E - FAS500f

£ FAS500f ZGtRREHBB ML EE, ErRILUM USB IREhas B ohiE & H MEC
MR RIMERE,

IBIEHTRERAISITHE ONTAP 9.18.1 RERMRA, BEA EHEHINERE NBENRAEESTR
HARRZSH ONTAP, MMAUBRAT R TIE.

FIaZ Al
* BRREIENA B E R B ST 28,
* BRIASHEE S MERGHUE,
* MECHNRARDERME. PR 3, EFEREZSEAINERERENIED,

p
1. 7EHPEIE 2809 LOADER 2R T, M USB INTFIERNZR B an iR S iR .

boot recovery
MEFREFRMUR THB.

2. HIRTEY, WABRZINEIZ Enter SIERIES H ERHEIAE R,
3. BEAIEATIEAIONTAPRRAMI S BIRE var X RS
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ONTAP 9.16.0 S{E R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* RRSAERNE, BMEEIFREREE E 1 EFBE

" IRRSERAME, BREREME"

ONTAP 9.16.1 S{E = kR4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctrl-C 8B R BB,

f ITUTRIEZ—:

* IRREAERNE, BMNEEIFREFERE X 1 EFBE
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

" IRRSERAME, B REME"
4. izl a4 AiE R B EC TR,
o B RIRTFEEIE ISR ME [EEETT:
storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:
storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. NERE&helES5:

system node autosupport invoke -node * -type all -message MAINT=END

F—$RA?
BEMEREE, ERE R BRI,

R R IN%5- FAS500f
MmEBNXBoINTR_LEBINMNER

RIECHNZAEERSREXEE, TAENNTRUMERSNE, NRETHECHRAEAM N EAEER, 1H1L
BEERN RERI R BRI E,
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

IREZAEIEEE (OKM )
MONTAP S Eh3R BE R AR 32 sAE 1288 (OKM) R &L

FaZ Al

BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMENAYEDT:

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR IR -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfEMR CFO BERMfE, AP EAEESSE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

AR 2R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&
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KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. TER B &helEZ5:

system node autosupport invoke -node * -type all -message MAINT=END

T EHA4?
ERMN B LEMENRE, ERERHEEHEELNetApp”s

B FEER 4B [E]28 NetApp — FAS500f

RIREHREMA RMA SBRSESES 4R [E] NetApp o "SMFREFI SR EXIFAEE. I
AL

HAa
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MFAEEIRTERIE - FAS500f

BEEREMENR, XAEHIZE. ERVFEURIERSIZIE, FFiaE#Rk FAS500f (&%
SEBIHAE.

o "HEREERER"

HENEERER, SERARAE. FREIAR. ONTAPEIEMAMHINEERIE,

e "R ERRE"

HEEERANER, BHRIRR. WERIENTAR, IEERIEHIRICES,

e " KA aR"

KT R AR 2 HITH AR,

e "B RAAE"

Rt FEA AP BV A S EBIAAE T,

e "SERALFE E R

FTERERNTEARBERE, PITIREERE, FFHENFERELNetApp.

BN FEAIEK - FAS500f

EEH FAS500f REFRBINFEZRT, BHRFRFHERNERNBEER, XEFWIERSH
MFrEEMMAR RS IERELIF, RIEEEEHAR ONTAP HAHIEER TR, [EHRBVER
MAEMBENTE,

MBI EFTB RIS A Mt (FIaNERIZE/CPURE T, FEIRAMI/O)HYIENE
BEUTEK,

* MIRRASTHIFAEEMAMIEE T, TN, BEKRUTRER), "NetApp 25"
* JREXONTAPRIZA#EIR I EHE(INRZH).

* BREAEHITERFAFENITAMILE.

* BRI LA RS2 15 RIFR B ONTAPRR A fE BN E LTI,

* ERSHEELTIEN, RIZFEERZIR. NVMeIRThsMITHISSERE EHMAE. H EFRNFEENetApp
AR o

s NIFAAERTESIEM RS, For a two-node cluster, you will have a complete service outage and a
partial outage in a multi-node cluster.
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* FRERRNERZRERNIE S T 1Fo

* NREBIRGEA MetroCluster BE, NAMNEF—T "EEERIMEREIR" UHE ST N ERLE
EP R

* BRI HRIRA G B MR R R IREIBYE FRU At
* BT RI SRR EROVARE S EKENERISRIR, R R EIEH SRR AR RS,
* BB IIRF D BB UEMIX T3 B IR EhER 5,

* BHIRESE B, BB MSIRITHIZTEE replacement 15428, LUE replacement 1542875 5 |R1E
22 1S IRAEE R A< ONTAP FEH0,

* BEUEERNRR ENAU TS EPRGS
°© R SR R IE R EIRAYITHIEE.
° replacement fTHlgz 2 — T HiEHIEE, BT ERZHBIITHIZ,
° health =28 21517 IE & BIEH2%,

* IR R R 2R B0 S % HBIR B XA A Ho

ISR AR GHSIES BIIER, LUEER L B2 th Al B 5 M R A T A FEHE R
FT—$ 242
EEEERIREHBNERE, LEE XAZREES
XA =128 — FAS500f
X FAS500f fFERFAHHIEHIZS, LABGIEEIERRHAREIRITHIZRNNARIRE S

BRAZFITH R, BOTHEERISRANS, AECENRERH R, UESTESEHIZRSRSEMZIRES
EafF g HE (IR,

KTFUAES

* MNRIBERABISANRS, NANMBEREZHRITH|IZZSCSITIFHEMEE cluster kernel-service
show, cluster kernel-service show f < (TEpriviEaRiZ™ ) Al B2 T R R B PERES". ZTP 5
E,J—_I-ﬁﬁ HE'U(M_.\ L/{&lz(ﬂﬁ IE E,Jl_fj)lkn_.\o

51 SCSI IR RRSSFHIZN SEBFRIEMT RRIFHPRIK R, EREFMR A, BASTHRFIAIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R BT TR REF
RIS E ARG TR A A E E T alse. MBMEXAZHITH SR ZAIE ERFHER ; FE0 "H1H =
EBRED"

T
1. SNRB AT AutoSupport . Ni&E T A AutoSupport B 222 1E B h el S=F:

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

A TFAutoSupport B S22 1E B Eh IS BRI/ B
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. ZRABDRE:
a. NEEERIEHIZEAIESRI QAL TS
storage failover modify -node impaired node name -auto-giveback false

b. Ny HEBFIRT EEEEZABMER? "
3. RRITHIZE B R/ LOADER $&7R%F:

INRZHEHIBET ... B4 ...

LOADER & F BET—%,

EEEFRRE & Ctrl-C , ARTEHIUERIEE vo
AR T E DR MIBTTIERE RITHI s R E s E (R InE R8s

storage failover takeover -ofnode
impaired node name -halt true

-halt trueB#0i&# N\Loaderfe R~ fifo

T—FEHA?
XHAERERE, BE "B

BT HI2s - FAS500f

SEFREF R, Bt FAS500f RGTHRRITH2E. BRI BEBRRHBESIZE, &
HHBEhE|EiRITHIEE, REERITH A ENSD.

EEGITHIZSEIREYS, EXNEHTSRMETIZE, & FRU A4 EERANEHIZRER, EVAPRETR
FMIEHIZER, RAEBRKBIIELIFIE.

$£1%: HTEHSEER

BT HIZRIRIRAERRVA RS, MR E TR 8RR,
BRHERAXESAN EARE, UEENEXESLRB L.
fE R LU IRSRE F=AS R By 20 IR B Il 23R

EhiEl- B 2R R IR

1. NREERIEH, BIEREI.
2. IR T 23 18R B R
3. BEIRAEERR, AREMBIRPIRTL.
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4. FRIZHBNEHISBRRAMOERETR, PSR TERF, AR RHINE LR,

NREE TR SSERINB A, BRREMRSFIE (BIBEEE) .

o PRI

9 BEAH!

S FMFHUEZHRIZBEREMN, FHEBFHHAME, HREREFRNRE L.
6. PRI RNTHISEIREEMVEARET, AEFTFHEHRISRIRER.

50



7. BN EN

B

EHER IR =R
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B2H: BHER
BHUTHIZRIRIRES, IR RIREH SRR PRV IRTS EE T HI SRR IR,

1. BrFFERIR.

2. fTHERIRELEIERS, AEMEBIRIK T EIR .

3. MEBIRIR T HEIRLk.

4. TRFROCIEF, UEERTHIEREHIER, AILUSEIRMITHIZSEREPHIH,

(D BEbsmea nEs, BIBNTA, NERREEs.

BIRAE. MITHIBRIRPEULHE, BIREANFIEEE, URTRAMTHIZIEIRF BHEHLAEER
BE.
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o BEERIERS
9 R

o BFHEIRBEMITHISRRIR, ARLKEE,

6. BWMFERFANSHGHESITRSEROAONTT, ARFEREEENTHRISBER, BRBEREFA

2L,

R REE S VAR S E I & SR E T,
(D meemrmmEzs, BIEESREARANBITA,
%35 BHRE

AEE A EHERIT RIS RIREY, SR TUF R BT HIZRRIRPBI XS EEHIRIR,
1B ERBERIME, AEREKEERE R HITHISERRE T KBRR,
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" MU TRIR

2§M%ﬁﬁﬁﬁﬁﬁﬁ%Eﬂﬁﬁﬂ,#ﬁm%ﬁﬂ%m%%%ﬂ%ﬁﬂﬁﬁﬂﬁ%,%EHN@&H%

3. WHRNBIEREE FRTE,
B4T. BHBMNER
BRAAUF BB T BUR & MR I HIZR IR IRTS 2 B A BT H 2R IR,

EHNTAHATEERNNFRRET, EEBFER 1 SHME+F1827], Due to the space constraints within the
controller module, you should also have a magnet to transfer the screw on to so that you do not lose it.

1. B RE IS SRR B Th T B H S E B AUTHI SRR,
BEINT R FEm AR E S BHE FTH=[EEER T3,
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o T AT REMN FEE R HITHI SRR P EIREVERET

9 RRh T BNz HI R R PR o

2. £ 1 SHMBLT), NBETRPE TR, FREREREEEK L.
3. REmT RERMEEFRERE, AREHEEERATHIBR R EML,
4. (M 1 SHMEBLTIBNFITE BT LET,

()  #EESNRESSTEEMEY, SUTEAERR R,

% 5. #%5h DIMM

E155) DIMM , 75#%Z DIMM HIFEMZHITHISR B EERITHIEE, ARRRSES BINF#1T#E.
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CD Install each DIMM into the same slot it occupied in the impaired controller module.
1. Z18303% DIMM FIEY DIMM 8 -REDF, SAER DIMM & H g,
(D) B DIMM i3855, LUBSsT DIMM BESIR RO HEIEE T,

2. FFEIRAIEHI SRR _EFRIAENAT DIMM 15HE,
3. HafR DIMM & LY DIMM BHEFEMFHITHMAUE, ARG DIMM EEENEE,

DIMM ELEIEEEED, NREH, BEMEAN DIMM , FESHEESEHMTT.
4. BWHE DIMM , HBIAEYSXTFTHTSIENEE,
5 XWH% DIMM E£ ERSE,
E6F. BEEEE

BRoIREFR, BOTMEOFRTHEURER QSFP #l SFP , BXRERBEEMANITHIEE, KAE
QSFP #1 SFP Ef L &2 w0 £, HAKOHML.

1. R BIRUE ISR SRR SR R R HE R,
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o EH NI SRR IEE VIR

9 FAFF I I ZR R P BV T,
e BrEhRE+R.

2. T ERERXEKAFTE L.
BIRRAXELG AN RS, UEEREX LR E ik,
a. fITKERFAIREFERNFE SFP 3 QSFP EIRH B EHBIE—3,
b. £/ 1 SHATIRLZT], MZHIEHISREREBMMKE R LETEST, HRERSMBIEREK L.
C. BRERREFMERRIRL, ARKEBREENIZHSEPIEEME,
d. ¥REFRBREXNTTEERANIEHIRPRE SIS,
e £/ 1 SHEBLT], BAAITEENEFSRREBNEEF LR,

(D) HFEEEELOSTEENEN, TUTERELRERH.

3. NBRZMIEHIBIBERPEEZ—INEEFR, BEE LRPE,
4. BEHTH SFP 5 QSFP EHIEANFKEF,

57



BT BNV B
BT HISSIEIRET, AT NV B M SIEH 2SR RS E T ITHI28 IR,
1. #E NVMEM EEith 335 E M SIS HIZS R IR E B AT HI28 18R,

o Bt EhiEKEEmRI®E T

e MIERERIR T 4 4o

e MYERMHAR TITE XN EBDE F &,
o R BBt M SZ RN B 2R IR AR EX o

RIS, ARBERMEREmRRS, FiEAMEEPRER.

U MHIE TRCEENEENE RS, ARRKFEMMEBEMERMITHIZRERRPIRH,
R AT HI SRR EIEIMERAY NV BBtZE, FH4& NV BBt 5 B3R R 75,

R NV iSRS

AEEERMIER T AETIEME, BRIME ERSERENNEMA LAVEHE, BAHBEAF RN
mRYF O,

o o A W N
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7. BARTREMA, BEREBIERL

58 T REITHIZFIRIR

RFrE A NZHRIZHI SRR EERIEHISRIRG, BT ERIEHIBRRLZERNETD, ARRKEBE
LEIPIR T

ERILUER TERE AR BIENER L EERITHIZERIR,

1. IRHERLRILBRE, FREBEXNE,

2. § HITH SRR EHIT ERI R,
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(1) ISR IR
(2 BARET

3. REHISERMRIGS VAR ONTE, ARKEHSREREREEARSN—F
C) BREH SRR EIBANFAET, FRIFRSIETEXF R,

4. (WHEEMIEH QR OAL, UWEERLUARARFUBRITUATETHRIES.
C) TR LIRS BRIEERERG ZEZEITHIZREIR,

O. JFIEHI B EIR BN
a. WERMUENFIBHEETERANMIE.,
b. FINFRIEHSBRRWFTHERBAMEREE, HIHEFL,
C. RREMNEEREAMBYEFLRET,
d. AiER MREDIUEEMSNEE RS, ARBERISERERESEIEUE 7S,
e. MBIUENGITNERREiETE, ARYEtn, ERIBIENH RN

ISR ST RN, HEVAEEST T,
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f BEEREHmNER. EMTERREHIIF. AEBBRREZEIBRR,
BRMEE. ITHI2EIREIIENESN, Be prepared to interrupt the boot process.
T—FEHA?
BRIIFE FAS500f i£HI28f5, HTE " MEHWIIRARARLE"
R RFHIIE RSB E— FAS500f

SEREM B FAS500f R4:5 | SELEIFIRIVG, EEBRRIEFRITHISEARERRSE
&, AREFEENRERAIKE,

TEREF ERA B ELIFEING, ERIURIEERITHIZENERFIRRRE, HREFSEEFELERRIRE,
£ 1% AEREHIREIREHRIERSE

TN IR HA I TR RIFRYIE S SR IR SR 17 AL & P m] SE RVBY (8] Ak 55 2810 B B A VI Kl S8 AR R LRV 8]
MEHR, WRBSEF B HARLES, WAREE eGSR LEEXERE, UbLLEF inel R EES T+

o

KFILAES
BESVEEBNRR ENAS BRSS!

* replacement T REIIR(EL BHEIRZIRT RB9FH R
* health T5 22 replacement T mH) HA BEExt T 5=,

g
1. 4N replacement T RFTE LOADER 1R, B RAEEE LOADER AR,

2. 7£_Healthy node . ¥ERSATE]: cluster date show
A EAFIEY B & FREE R X,

3. £ LOADER &4, #7 replacement 155 FHIBHAFIATIE]: show date
BERFNBIEILL GMT &R

4. NERE, BFESATA LU GMT BXIEEHEA: set date MM/dd/yyy
SO. MNBME, BEBMRT S LIEE GMT BYj8]: set time hh | mm . ss
6. EMNHERE T, #ik_reender T EBIBHEAFIBSE]: show date

HERFNBYIEILL GMT &R7Ro

% 2 4. WIFHISEITHIZEH HA RS
TEANISIETHIZ ISR A RS, HEMERNERIIRSULRENARSES,

1. TEEIPIENT, METHIZSERIIEFr B AR S BEERIAY 1o IR ha-config show
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FRBLAMHEY HA RZSER AR,
2. NRBTRAITHIBERAFNRSSENARREERLER, BHEHEERIRIGE 1A state . ha-config

modify controller ha-state

ha-state BI{ERI AR TFEZ—:

° ha
> MCC
° mccip
° 3E ha
3. MR ETHITHIBRRAFRE S ENRFEER L, B RITHIZEERIZE HA state | ha-config

modify controller ha-state

4. MINRBEBEEN: ha-config show
T—HRHA?
MEHWERARERS, BENITIIBIE BHIEE RS H B,

S E AR HEH D OCHEE— FAS500f
STRIRE HIRIERAAACE FASS00f A4 fG, BEESEMEEARHENDOCHE,
B B RN R E R DRSS TR S B,

F1L: EMNARHITHRE

EALUT A ERIETHISSRIRAFEN M ERE . "Active 1Q Config Advisor” o
B

1. FEiF%E Config Advisor o

2. GANBRAZNES, AERETWELIE.

3. BERARIIR, AEKNETHY. BRETHEHERBMBEHEAYIERTRLF, UEEERNNERA
Zn)E,

4. BEHEMNANATR, SASZE Config Advisor BHItH, LISEHMAEL,
$2%. ENOCHEE

If the storage system is in an HA pair, the system ID of the new controller module is automatically assigned to
the disks when the giveback occurs at the end of the procedure. &4 RIE BTN replacement =528 HIN R SE
ID Bk, AEMWIAEESE R,

IR EP BAUERF1E HA X HIE1T ONTAP BIR S,

1. 90K replacement 1THIZFAFEIFIER (B3R * > 1IB5F) , BRHEIFIEXHEE LOADER 12T
halt

2. £ replacement =28 LY LOADER 1e/nfit, Bohizhlzs, WRAFRHRS ID AL EBEZRASR

62


controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
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controller-replace-recable-reassign-disks.html
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

ID, BRIANy:

3. EFfF waiting for giveback.. HEERTE replacement I=HI28 1T & £, ABMEBITIEERIEHI2E+

IIFREBE BN EHBEN RS ID . storage failover show

Eaphatd, BNEE—FER, BHRHRIEH SR LRSS ID BEc, HPERTIEHRYIA ID #H ID

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. TIETIEENIEFISEF, BIERSESRFEMIZOIEE:

a. BERNEENRES: set -privilege advanced
AR TREHREFENESRELN, EAIUEE v, KEEETRSRERRETT (*>) o

b. RIFEAIZEEE: ssystem node run -node local-node—-name partner savecore

C. %1% ‘savecore fp ¥ 5T, AEBALIE,

R LR AN T en SR 547 savecore s SRYHE . ssystem node run -node local-node-
name partner savecore -s

d. IREIFIEENERF: set -privilege admin

S MREHNEHARRE T FHEIEME. WATIREEERNZRAZAEEEZINIRAEE. BIUT

9T — R R MBI

Ut L o oz
RSN A B A
6. SEFEHIS:

a. NIETTIERBIEHIZE, RIEEMAVITHIZSFEE: storage failover giveback -ofnode

replacement node name

replacement 1= 234G W B L 7Z (& H ST B Bh.
MRBTES ID FALEMEREBEERS ID, WNHEN vy

() nRxEwTR, CANERERLTR
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7.

8.

10.
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"EHGER TR ONTAP 9 RS R A EEERAS"

V]

- RiRERRE, BIAHAEITIREBF B LIZEE . storage failover show
storage failover show VAR EE System ID changed on partner JH S,
INFR BB ERDECHRE . storage disk show -ownership

BT replacement =23 BVHEE N B RHEYRYE ID - In the following example, the disks owned by node1
now show the new system ID, 1873775277

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

MR RFFXF MetroCluster BRE, 1BIEITIEHIZSHRAS: MetroCluster node show

EEM/G, MetroCluster EEERZE/LDHA REMETEERS, I, SMIHISKETRBEERS, HiE
DR BE&HERIEFE®EI, The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

WNRITHIZEF A MetroCluster BRE, NIIRIE MetroCluster IR, WRRIAFFEE BRI S _EAYITHISS,
BWIE DR X ID FERR B BB MNRIBFIES,

NREESHEU TG, MWBTHITIRE:

° MetroCluster Bt &2 FHIHRE,
° replacement ¥ 28 RN = RGN LNBIFRE S,

"TEY T MetroCluster BEEEA, MEFIBENSTE HA E2EH MetroCluster iR ARIE & 4 E L

NREARSEF A MetroCluster Bt E, BRI R EREST NEHI2S: MetroCluster node show -
fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

M. IIFEMTHIZEREEEFAENSE:. vol show -node node-name

12. REEEFHBNNEZERT BEE, BMETERNEHIZSBZATE: storage failover modify
-node replacement-node-name -onreboot true
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2. ZEFMFONEESA:  + system license add -license-code license-key , license-key...+

3. NRFE, MBRIAFFIIIE:
a. MEXRMGHMIFAIIE: license clean-up -unused -simulate

b. tNRFNIRERIEM, BEMBRARFERAVIFEIUE: license clean-up -unused

#5245 WIFLIFEIMEYIS

£ replacement TR MEERZHI, SN LIF @MU TFHEEIRO L, WRBAT AutoSupport , MEAR
replacement T R FYS, HEBEBHNRE,

PIE
1. BIFBEEORT EEAEFRSEMEFEORS: network interface show -is-home false

WERERILUNG Ffalse. IBBEFRFREIETIKO: network interface revert -vserver * -1if
2. [@ NetApp ZIEFZRI TEMARLFTS,
> WNERFHAT AutoSupport , &A% AutoSupport JHELUEMESIS,
° 1R K ZF AutoSupport , IFIER "NetApp Z 5" FMFESIS,
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4. INREf AL AutoSupportEIFE . BEEALRILE O system node autosupport invoke -node *
-type all -message MAINT=END me

S MR BRHEMNRIE, BEHBAE:. storage failover modify -node local -auto-giveback
true
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* If you have a cluster with more than two nodes, it must be in quorum.!ll]%%ﬁﬂiijj?']ﬂliﬁ_ﬁi]ﬂﬁ?ﬂEﬁ?
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1. 3NR BT AutoSupport . T3&33 & FA AutoSupport 38 B2 1 BEh eI 2=

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
A FAutoSupport ;B S 2 1E B Eh SIS B/ \EY
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. BRABHRIE:
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storage failover modify -node impaired node name -auto-giveback false
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2. NIRRT RIS EIR IR,

3. BINFRIRLAEERR, ARMBIRTIR TS %,

4. FRIZHRNEHISRRMMOHERETR, BEERTENT, AR EhhiE %,

@ NREE TR S ERINB R, BERREMRRFIE (BIBEE) .
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O ANFHEZHIZZRIRFM, FHERAILIE, HEEBREFRNERE L.
6. FEIHHALTHTHIZRRIR EERVENRT], ARFTFHZRISERER.
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EEMRDIMM, EX T fEAEXETREBRIDIMMRIIIR R EITH 2R IR P EIZDIMM, ARG E D BRI 3
TER,

R LAE AR AR SRR AR PRI P IR B DIMM
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1. BEHUTHIZR R E1RFE) DIMM o
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%28 LA DIMM 3 H SRR HRFETARS.

MBrEEERIEHmR I EIRAR DIMM , Z{F DIMM A HIEH S1EEITT,

o > w0 DN

() fBf:DIMM 803825, LUBESERE DIMM FEAHR_EBYAA RIS,

6. KERAM DIMM EEIENIEIE,
DIMM ZEREETEEIET. MFRRE, BEMEN DIMM , EHSHEEEHNTT
7. BKE DIMM , BIAEISSNTTH T2l NGRS,

B 4T RETHIZFER
BT HI SRR RRVAN G, DR RIS RIRE R R,
TR LUER TEIRE AR BENEP R X ERITHIZERIR,

1. MMRHRLRIBXE, BREMBENE,

71
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IEHISRRIRER

ENRY]

3. RHEHISREIRIEANAE:
a. WIRBENH B EETERANMLE,
b. FFRIEHSBRRWFTHERBAMEREE, HIHFL,
C. BRIEMDIEREAMBYEFLRET,
d. BEfEm TREAMERENSNER S, ARRBEHNSEREREEFLEUE LT,
e. MBUENGITNERRERIgE, AR4sts), ERISENH RN
EHBEIR— BB EENAET, mIFBRRE,
IERISRRN TN, HSHAELETT.

4. (UAEENEH G ROHL, UWEERTLUARRFURITUTETHREES,

()  CRELRES BN LRSEEE IR,

% 5% KHFEIHR[E] NetApp
REBEMMEMEY RMA i3 BEISESIEEB4HRE] NetApp » "EIMFIREIFIFR"EXRIFMERS. S IH,

B SSD IXnh2Esl HDD JX5h2s— AFF C190

You can replace a failed drive nondisruptively while I/O is in progress.FAF8E1# SSD Ay
EZ R BFIFnes%iknhzs, BT E#E HDD BViR(EPE BT etz iRknhzs,

When a drive fails, the platform logs a warning message to the system console indicating which drive has
failed.In addition, both the fault LED on the operator display panel and the fault LED on the failed drive are
illuminated.
Froaz il
* EEMIRREEZ A, HERRELRFTRESEMRANEEINEE (DQP) .
A
~

* ERGIEHIERETHS. AEHEIXGNES storage disk show -brokeno

The failed drive appears in the list of failed drives.If it does not, you should wait, and then run the command
again.
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ONTAP 9 NetApp NIESRIER) "HITIRME, XEHBENABTEEKR SED 2 Z A AHRITHE M

B
* BRENTFEZFERIRIES. BB "NetApp Hardware Universe"s
* MRAFTHFAEEMARIERIETT, B, BHIBEARARZH,
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W1 ;. B SSD
p
1. MNREBF oD BMRIB R OIREHBEFAEN, WHEELHEHEMNRIE WREBH)

a. WirREBERBHBRazsHAe: storage disk option show
TR R E—IEHISSRR ERAG L,
MRERA7T BoiEohzsn e, MEESTE "Auto Assign’ " FIFER on FFEMNTHIZFIEIR) S

a. NRBEA7T BohiRchEoEe, BRBHEZMA. storage disk option modify -node
node name -autodassign off

A FIER MEHIZRRIR_EEE A B shik 28 2 Beo
2. I,
3. LImER M E IR IREhER.

REpR L EWER, RAASRARFITFHSLER—FESTHS, BERM NS LERE, b, KEhes
RERFRETER ENER (RIAE) LED MHEERMRE=IE.

() ERERBLOED (Be) LEDARAKE WERD  FERARDES, OF
RIS, SXFT VO &, MIEIENEHRTE /O SEih,

4. BRHAEIRENSS
o W FIRESRE LB T LT,
b. EROIEFRRHIBLMAR, HAB—RFRREHE,

5. BELEEH 70 H, REBENEREDES.

XIE, RGpa] LURRHIREHEE ERMIER

6. FNERIKENS:
a. EORIEFAFHAMUENBERT, AXNFEAEREDSE,
b. #%, BHIRIRzHERFLE,
c. B LMICIBF. FERMBRLEEETRP. HELFFRAENL

BHOEIEMRADRIEF, EHESKEEIERIERNTT.
7. WIEIRENERAES) (F8) LED BE=E.

SNRIREHERAVER) LED IRESEE, WRTEMNBEEE, HIXchIRVES LED LR, RRIREHERE
WEE /0 [ETE#ITH, NRIREHIRE M ETEBEIER, N LED RFiAK

8. MREEMSZ—IRFRE, FEE LRI R,

O. MNREESB1PREAT BpiRNR DI, BFeDEER=BAEN. AERETEENRABE
Z573 fico
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a. BFIERBENIREHES
storage disk show -container-type unassigned
TR IR E—ITHI2RR EIMA G <o
b. G NIREhES:
storage disk assign -disk disk name -owner node name
TR AR E—ITHIZRRR E N <o
R LUE BB — X DS NEE 2R,
C. MMRFE. EHEABEIIRENEEIE:
storage disk option modify -node node name -autoassign on
T TIER NSRS RIR _E S S A B ahikchas o fio
10. $REBEMREMTE) RMA i3 BEISHPEZEAHRE] NetApp o
b "NetApp ZHINREEE RVA SIBREIRIEFEIMNER,

I 2 . EBi% HDD
1. MREFehHENRRNBOERNB[AEN, WEERA BRI EEARHE WREEH)

C) TR LAFeh D ECIREhesFREM, ARTELIRESBRIEEENRR R Bz 2 i,
a. WIFREEBHAEMIRIZESES: storage disk option show

TR LA E—IEHIZRRR Eim e <o
MNREAT BohIRENFHE, NEEHSTE "Auto Assign’ " FIFER on  (FEMTHIZFER)

a. NRBEA7T Bohikch2s e, BRBEZM:. storage disk option modify -node
node name -autodassign off

L BTE R MTHIZR IR 5 B ah R EhEs 7 Ao

IEff#z,

M5 EEERE TR,

BT RS R S HBMBENE L SERMIE LED MEKFEHEIXEN2E
B R IR EhER R E L BRI HL

a > W DN

RIBFERGNARE, HEEIEENSENEBIEH AT HEIRE)ES EERITRERZ A M.
fpan, TERRT —MERWRNEE, ERPURHE U THEEIRREE EmpIIRE:
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10.
1.
12.

13.

SRR RO AIBFER DT, MR IREDEE MR IR
RORIBFRERSITANUE, UEEEREEMPIRPEL,

REBHHMERRES, HHEReMiE, XAIRFERE—DHIEtE, AERANFFHEEIXEIEEM
HEE R EN o

FEOREFATIAUENERT, KFEARERhIENERTR, B, BIEEREEE

o

@ BEDERF 10, ARBRBNMEERIE. XiF, RIErALURGIHEEREEER
HIRRo

@ MR TSR IERARTEME LR, BSURENEDEET MPRIBREIEIX RN
AR —IXEIERFEER .

()  mrmsmmhEe, BRARE, BREEFRENSTE TIRENMERHSRITE,

HLOREBF, FHEREDSETEEERFRPIRT, HEEFFANEL
BHUEIEMXALKRIEF, FHESHMEIREAR0YEmERXTT.

MNREFEME — MR, BEEIE4F 9,
BERMRERIR.

MREEDSR 1 FERT BpIREENE, WFshoEREIZEAEN, ARREFTESHEABK
e e,

a. BTRFIEXRDECHIIKENZS: storage disk show -container-type unassigned
TR ATEE—ITHI2RIEIR EINGR

b. HEENIRENSE: storage disk assign -disk disk name -owner owner name
TR ATEE—ITHI2R 18R EINER <

] LU @B R — R 9 Bo 2 N IR BN 28

a. NRFE, BEHMEHEIRNESIEC: storage disk option modify -node

node name -autodassign on
BRTEM MEFISRIR EEF#/E A B ahIRehas 5 B
EIREMREMTEY RMA R BRSE & 2R (IR [E] NetApp o

@SBRI AT "NetApp 255", 888-463-8277 (db%E) , 00-800-44-638277 (EriM) =Y +800-
800-80-800 (I AHX) (UNREEE RMA RSB XEIRIZIELENEMEEE)) S
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MR RS IS, 1518 BB e R AR,

£1T XAZBIEH S

BRAZHITH R, BOTHEERISARTS, AELEMRERER, UESTESNITHIZRHE MRS
SRR AR,

XFUIES
* NREFERBRESANRS, NHMEKREZIITH|ZZSCSITIFMEHMHEE cluster kernel-service

showo “cluster kernel-service show' #5% (fEprivEaRIER F) Bl B RIZT 2T S FR RS ZT
AR MRS AR IZ T 2 BT,

1 SCSI IR RS SFHEN SEBHFIEMT RRIFHRX R AREFR A, BITERFIER

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE{FKRIXE |1¢ik121—_1ﬂk/ﬁ§§¥
B SR EREIE TR A EE R false. MAMEXFAZHITHIZZZAIEERZRER ; BEW "FhHa5
KEED"

p

1.

3.
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YR BT AutoSupport 5@ JAAAutoSupport JEE 2 1E B ThBIEZRG):
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E B o6 @251/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
HRERHRE:
a. NEEERIEHIZEAIERI QMmN LTS

storage failover modify -node impaired node name -auto-giveback false

b. N vy HEEIRTEREEZHBAMEIR? "B
BT HI28 29 LOADER @R 5T :

MRZIEHIBET ... M4 ...
LOADER &7 #F BRET—%,
[EEERRE ¥ Ctrl-C , AREHIRTIHEE v,
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storage failover takeover -ofnode
impaired node name -halt true

-halt true 2 #0& # N\ Loadertg i~ &’

%29 HTEFIEER
EIKBERE, BRMAUERED T 5818
BRI LA LENE EATE, MUBEAIEX L LR B Lk

1. NREERIEH, BIEREM,

2. IR T 23 18R B R,

3. BEIRAEERR, AREMBIRPIRTL.

4. FRIZHBNEHISRRAMMERESR, BEERTERF, AR RHIE LR,

(D  WREDTEHSRRESEIEE, BEREANIRUET (BIBUS) .

AT
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O ANFHHTHIZBRIRFMM, FHEBALNME, FHRBEEREFRNERE L.
6. PRI RNTHIS SR EEMVEARET, AEFIFHEHI S RIRER.
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EHISRIRER

£33 BRNAE

EERNR, B TREGENRBERFGHERARHIRBER
ERTLAER U TR R R S BN

EHiE- B

1 B EEH S HIRE S ST E R ENBRIRIFZIE LED RHEE XS NE R X EFER,
2. BIFERBERIME, AERXERREER HITHIZEIREEH T RKBREIR,
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BHEHISSRIRPIVANE, ERAERSNAERENRREEFSZERABHE.
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ENRY]

2. BB RN A -

a. WIRBENH B EETERANMLE,

b. FFRIEHSBRRWNFTHERBAMEREE, BIHS
C. BRIEMDIEREAMBYEFLRET,

d. AiER MREAUEEMSNEE RS, ARBERIREREREEEEUE S,
e. MBUENGITNERRERIgE, AR4sts), ERISENH RN

of

1k,

Y

{

EHBER— BB EENAET, mIFBE. EEHREEE,
IERISRRN TN, HSHAELETT.
3. IRIEREEMNARGHITHL,

4. RZEITEHIZRRIENE, FEMEIERIEIT: storage failover giveback -ofnode
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impaired node name

S. MREBEZHBMIE, BEMRBHE: storage failover modify -node local -auto-giveback
true

% 5% BHFESHRE] NetApp
REBEMMEME RMA 2 BEGSIEER4HRE] NetApp » "HIMFIREIFIFR"EXRIFHAES. S H,

BEg L EKE-R— FAS500f

EFERAEBENFREFR, @w\éﬁﬁ? i 2% U FFE SFP 5{ QSFP &R, T|i£, FH
T4 SFP 3 QSFP IR H BN RHI1TH L. ELTEMNEKEFR, BN TERE SIS
%A K2 SFP T QSFP &R,

* BRI IRE D RS RAIFHIFRE ONTAP WRAE S ER
RSGPRFRE EMAMHRIERIRTT; SN, BRI ARARZ .

£1T XARBITH S

BXRAZFITH R, BOTHERERISRAINS, AECENERER R, UESITESERISRSRS MRS
EafF g HE (IR,

KXFIAES
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S. MREBEZHBMIE, BEMRBHE: storage failover modify -node local -auto-giveback
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EREEIRIHISISRATIIEIETS (Real-Time Clock , RTC) M, UBKIEEHES
BRI B R SRR SS R FRAZ R B LSBT

* BRI OB IR ES B S RAFFHIPRA ONTAP IRALSER
* RGPRFEEMAFRGRIERRTT; SN, BB RKAZH.

£1T AR S

BRAZHITH R, EUTHEERISARTS, AECERERER, UWESTESNIZHIZRHES MZIRES
ERfF BT (AR,

KXTFULES

* MNRIBERBNESANRS, NAMEREZIRITHIZZSCSITIFEMEE cluster kernel-service
show. cluster kernel-service show' % (TEprivigZRiZR ) A 2Rz T R TR HERES" . ZTR
BT MRS AR T BB TR,

/1 SCSI TR ARG EHEEN SEEFPHEMT RRFMMEX R, ERRTIRZH], BB RFIAIR

o

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA HH T TR RLF
RIS E ARG TR A EE T alse. MSMEXRAZHITH R ZAIE ERFHER ; FEN "HTa5
EBED"

S
1. MNERB AT AutoSupport « M5&idiE B AutoSupport JH 222 1EBheIE =5

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JH 222 1E B oh @251/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. BB
a. MEREATHIZRAVIEH QAL T e <!
storage failover modify -node impaired node name -auto-giveback false

b. N vy HIEEIRTEEREEZABAMEIR? K
3. B¥ZmIEHI2E 2N LOADER 18R 4%F:

MRZIEHIBET ... M4 ..
LOADER &7 #F BRET—%,
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NRZHEHIBETR ... BA ...

EEFRRE & Ctr-C , AREHIRREEE vo
RS E RS MIBTTIEBRT RIS R E N E FR T HI=E

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderig R i’

%28 HTEHEEER
RIS BRI AA LR, BFMAAERED T IRl 8 R
MR LEMENE EATE, MUBEAIEX L LR B TR,

1. MR EAREM, BIEMREM,

2. NIRRT HI 2R EIR R IR,

3. BINFEIRLAEERS, ARMBEIRTIR T4,

4. BRIEHmANEHISERMNNMERES, BEHEETIERT, ARSEHSEERIHAEET,

(D) anREDTossmReranmEe, FESEMNBETET (BB .

EHIAT
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BUEANH!

O FANNFHEHZHIZRIRAM, FHEHEBAIMNE, HEEBEFRNRE L.
6. PSR ThiTHIBREIR EERENARE], AR RIRER.

B

EHIER IR IR =R

7. BN ESE.
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% 3% B RTC A
EEH RTC By, BERFIBRHREIZEN, AERBREES BIRFHTEE
BRI E A I TSRS RAS S R E R RTC Aaith:
BhiE- B IRRTCEH
1. REIBAEAI IR ZIEH RTC Bith, SARTELRBRE-RFREN .
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RBrERRANHBmINE. R EophiHbREFTESIAL RS,

(2
R,

() ETemmm,
(3
SRtV e

B RGE o

2. MBrERRB TR EN H E R A s itho
3. REEARM PR ZEIRY RTC BMIEER, ARTeRBRESFIREN.
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IEREA L, BB NBBINTERE T,
RREBERENEI, AHRFEHEBERINT L,

(D zomaTesEEnstRE SR,

4. BUKEREN, BREST2TEIEMES, HERMEER,

%49 EMTREHHERAIREER RTC Bit/5rI8YE / HEA
SRITHIZRAPNANE, CRMERFNETERRERGIBER, SBLEHR LONENESN, REEH
Eo

SR

1. MNREARXEENESITHIBRIRER, BREXH,
2. BIEHISRRNRIRS AP ONTT, ARBEHSERREREARAN—F

BB RISSRRTEENNER, FRIERSHET X,
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3. IRIEFREEMNRAH T,
MNREEEI TN ER%IEEE (QSFP 3 SFP) , BB EERANANERLTEE].

4 MREHRTRIR, BEMBANLR, AREMTERRLEER.
O. BRI BRI BN

a. HIRBIENH BN EETTERANMLE,

b. FANFRIZTHSBRRMFTHERBAMEREE, HBIHEFL,

C. BRIEMIEEREAMBYEFLRET,

d. BEEm TREAVNEENSNEE RS, ARRKEHSEREREEFLEUE LT,
e. MBUEMNGITRERRERUBIE, AL, BRBENGIRNENL

IEHISRR— B R2BEEENAET, MaFnrEs. AEREEMIE.

f. 7£ LOADER T2 E Szl 28,
EHRISRRN TN, HSHAELSTT.

6. EFTH|23 ERBTIEAIBHA:
a. f£f show date SIEEZITINR RIFAVITHISZ LAY B EAFNETE],
b. £ BtriZH25 LAY LOADER 12/R Ik, 1ZEEEH HHA,
C. tNBWME, EFEMA set date MM/dd/yyyy B8 E A ER.
d. WNEHE, 5fFM set time hh | mm : ss BPE GMT FIgERE,
e. Ml BiniTHlgs L8y B EAFIATIEL,
7. £ LOADER #27RTHt, HN bye UEMFIAK PCle RFAIEMAA M, HitizhI2ZEM S50,

8. XIRIEHIBEHITEME, FHIMEIEEIBIT: storage failover giveback -ofnode
impaired node name

0. MNREEZHBMRIE, BEMRBHE: storage failover modify -node local -auto-giveback
true

59 THEIRETE
RIBREMFREIIE RMA SIS EAHRE NetApp . "HHEEM B BXEMEE. HELRE
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