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4.

3 RHEMEBER, HETUTHEEZ—!

NREBIHE... 1R1F

key manager is not RARLZEMEIIRE,
configured. Exiting.

a. FRHERRETHI.
b. BRI RHIIEEFHE=IE]:

storage failover giveback -ofnode
impaired node name

. gifE EFEABEmhRATIEE NREWHEZRT
key manager is EREMEINEE, RiFMEZEAEER,
configured.
@ MRAFT AR ZAEESRMLE, WETHIFHES, HETERASEERERIAEE
PR ERDE (IRESIMNE) o BEIBIRTR AL,

EREEEEEENENIEEREZAEIESE.



WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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12

0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&
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BRIGES MR BT )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELGTHETREIRZEMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

T35
7R RONTAPEE B 35 A E B THHR MRS, Bal S M E R EI4NetApp',

AR ERNPERN BT REMFR[El45NetApp - FAS50

SNRIEH FASS0 FERGHNREMAM L ERE, SRR HIREILENetApp. B "

ZBHEEIFM EH TTE RN E ZE B,
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BENRE - FohihE
BEEFEIE TIERTE - FAS50

FrhhE BoEEE A USB XG2S IEONTAPEFH L3 F| FAS50 ,%,,Laﬁﬁiﬁiﬁabmﬁ
o HRAZ MNetApp s S FEMENAONTAPIRE MG HZEE S 13 USB IR5h28, SR
f&, FERERIFH USB IRahizs T EIRIE, BREAAMEDEEBITRE.

MRIEHNRFAITITRIEONTAP 9.17.1 NESHRZ, EFER"BIEMERER" .
B, KEMEER, xAiTHgs, FRENEA, FH USB Kot mEMER, FHEVENEHRNEMEIR

o "BERBNTREKX"

BEEMBMNTRNER,

9 "M BRI E A"

HRERAEEBAT RERAEESREEMHEERTT 7T INER

e "Shut down the impaired controller”
FEFEMBEENERMN. EXEAETER.

o "R R

MEZIGEERIZRPZFRE RN B BN A R BIRNB TR, ARER USB NEFIREIZR L MONTAPRER,

e "B E R

MUSBIRN2EEEIONTAPMYSG., EEREXHRALHIIEIMET =,

e "R "

MONTAPE B B E R Z A ERSRE B S IMNIE IR E SR,

"R SR IR (E] NetApp"
REBEMHFEMTEY RMA 1% BBEHFE SR 4R E] NetApp o

FoRsNTRIRENEK - FAS50
I FASS0 ZERAFNBIN R ZEI, BHFERKERINERNNER S, XEIEHR
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TIRBEERESFMEAER USB NFIRENEE, HINIEERE ERNERBNZE.

USB N77H
s BIREE— MBIV L R FAT32 B9 USB AI1FIREHEE,
* USB A A BBHNEFHEBREREM image_xxx.tgz' X,

X
£l “image_xxx.tgz X EHZ USB (AFERNEE. EA USB INFIERN2R ZHONTAPBRIREP R E A LS o

HFER
fEFANetApptR (R R AE {4 SR B IR PR 1

i HIRIRA
ERZRNBHN T, FadNAEERNERREXEE:

© _ZHRITHIEE BRI IEERITHIPRYITE 28,
© _RERIEHIRE_ERIBITHIZRAT HA (K.

T RMt4?
EEERIISHENERE, CRBEHEREHNFE LHONEBAZHIRS
WEFRMNTRIRERNNEXFF - FAS50

BRFREFEERSELNEERZ S, BEEVIFERHN R LENNBZIALIFNRS, BEE
FIONTAPHRZAS @B 2 3NetApp B INZE(NVE). XFAITHIZE 2 HI. BN EZIAEIERETL
FIEIRZS

HIB 1 KB NVE Zi5H FHIEHONTAPBYS

HE ERIONTAPER S 25 L 15NetApp B NEE (NVE), LUEEHE L FEIERRIONTAPRMESRBHRE T T F,

p
1. EEHONTAPK A B S 2 INZE

version -v
MR EIE 10no-DARE, MIEHIERAR AR ZIINVE,

2. THME NVE ZHFHIONTAPHE&:
° YNRTHF NVE: TEHFENetAppEINZHIONTAPIE
° YNRAZIF NVE: THATNetAppEINZZHIONTAPRRE

@ MNetAppszEMiE FEONTAPBUE R EH HTTP 2 FTP ARSSEeEi At 432, 1EE it
BN REER, SEEE &R,
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TR 2: BIERAEERRSHENRRRE
EXAMEEH R ZA, BRI AEERLEHEOCERS.

p
1. BEECHNARS LEA T W ZREIES:

ONTAP hizx BTl
ONTAP 9. 14. 15{EShRE security key-manager keystore show

* NIRBATEKM. "EKM &R <HiE 5 H,
* MRBATOKM. "OKM NIEFEsr LRI,

* MRKREATAEES.
N =R <Ry .

"No key manager keystores configured’

ONTAP 9.13.1 Sk EERha security key-manager show-key-store

* MNBRBATEKM. external MISEH<SHEHFIH,
* MNERBHETOKM. ‘onboard M&TEer< I H,
* NRKRBHEZHEESE. No key managers configured M S 1ED

LT H.

2. IRIERGHESEE T RAEESE, ITUTREZ—!
NRAKECERAEIER:
EA U e et AREEH 2, HASRITRIIER.
NRECE T HAEES (EKM 5 OKM) :
a. WAUTEASS, EREREERFSHEIERRRE:

security key-manager key query

b. EFERBLERHIOETHPHIE, Restored HF, WIIETEIAEERE (EKM 5 OKM) MSHIIEER

HESEMINIME.,
3. BIREENEAEER LA STHENARESE.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R XA EEGIEE, HASHITIIIER,
NREFARETHERRE true’ E“BIRE"FIH:
a. BN EIRAERIAME D ERHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
i, 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

ik Restored B8R true WFIEESMWIEZIAN Key Manager HEE

*onboards
c. &7 OKM 5 8.:
. R B SR PRAET -
set -priv advanced
BN Ty BB,
. BTREAEEEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MRAEFHIRPBEEFoINE OKM, BREEELEHER.
iil. JREEIEGIET
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.
T—FEAA?
BB ERNINBEZRHFNRSE, EFE XAEHEE"

KAFE RIS AR TF BT E - FAS50

K] FAS50 fFERS AR HRVIEHIEE, UMIEBEEAAEF RN RIRE SRR
RGRE M.
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TN . KRERARS

BRAZBEHEE, EOMRERLHRIVRT, AELEMZERGIE, UERTEBITRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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IR 2 . $5EHIBSiI T MetroCluster #1

BXRARBIEHEE, COMRERLHSRIVRTS, AELEMZERTIEE, UEETERTHRISSSAEMZ
BTl SR B R R,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEE KA R HEHITITIRR

RiFRERISSEARNBITINR S EE T alse. MAFIEXAZHITHISE 2 AIE ERTHR ; 550"
BrHR5KERD"

s BwsnIAE iR EMetroClusterfc RS, HETRATFEBAMEERKES:
metrocluster node show
g
1. YR ZA T AutoSupport « M@ JEHAutoSupport ;B 22 1E B &b eI ZRF:

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

LA FAutoSupport JEE 221 B ah el = 2= 61/ 6

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZHBHRIE:
a. NEERIEHIZEAIERI QAL TR
storage failover modify -node local -auto-giveback false

b. N 'y HIEEIIR N EESETEZABMOIR? "AY
3. ¥ZRIEHI2E 2R N LOADER 127R4%F:

MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—T,
EEFFRE ¥ Ctrl-C , ABREHIHMERFEE vo

AGHRTRERRTT WA MNSTEENEHSRENEERRERE:
RorEN)
storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderfe o

TSR A?
RASHIRE, ERE ERENR
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“system location-led on &5,

FENBEE=1TENLED: R EREREIRLE—N SN EHIZEE—1 Location LEDs remain illuminated for
30 minutes.

eI LR NGRS EH X system location-led off, MIRERHBELEDESEILEIEA. BJURNGSE
CEEIRES system location-led showo

£15: HTEHISE
TEE T 2R el B ITHISE N EBRVA MBS MBMAFEPEN T IEH 28,

FaZ Al
HIREFERSTHFMEEMAMFIEREIRT, SN, BRBAEEKR. "NetApp ZH"ARBHASIETIZ.

p7
1. EZHEHgE £ HERNV LEDIE K,

SNV LEDRREY, *IHBETTA. IR EHIE FRARITHIZS,

@ SNRNV LEDINIR(EZFE). WRREEFHITRE. EBAFFHNV LEDIE K, B2, SRR
SEEE D . BREKR. "NetApp 2" AEBHEILTIE,
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()  wEPsuREBEFX.

NRIEEETF... B4 ...
mPSU a. FTFFHBIREEE SR

b. MPSULIRTFEIRL. HIEBE—S,

BERPSU a. 7 T D-subE R EEIRLZEZSE ERIMFEIEET]o
b. MPSULKTFEIRL. HIREBE—S,

3. MZHizHIZE LI FRrE %L,
IREREB AR E
4. MR IITHIZE
TE2RT BN ER R h 288 F M MIE SIS A M) R (E:

To

N\ Neo

@
4

EIEHIZRRIMIR. MIMEEEIE R & UBRRFW,

* BN B RAEIFMR. KiERIZEMFER BT,

RIEpEY. FRSMIZRISERHE. ARERREE—LES. BHSHIE,
* FERISE LA, ERSEERISRES. ARBEBRETRARE L.

e MRFE. BEERFWNUTFEZL)URERE .

O BIEHIRRMTER R k.
6. FEIH IR EIRIBET LUT RIS IPE. ARTHIRE.
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$2F: ERBEHMNR
BEMBHNR. BEERISAHREE. ARERREENS BIRF#HITRE

1. MR EAREM, BIEMREM,
2. MBRBENT TR

BT RE

BT RBREURKEBIN R AR.

BREm HRESISN NG, UELESISNREIMNRE REFIMETI.

REMIES5| S BRBv i NEE L.

3. REBNBINR:
a. MBI/ TRV e FRERE BT .
b. 3B a7 T BIRvEIEIRE NEiEE,
C. ERHNHMNSE—in. REBBFREFRTHHMUE). BRERA MEBNTRB—iK. BEIEEFEL. AR
B E BN BRBE FIMiL,
Step 3: Reinstall the controller

RizhlssEmeEENAES. EFEEMBHME,

XFUIAES
TEE2TRT EfMREEh R Ehls F MRS MR 8vigtE. IREERERISEMRZESIENSE,
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9 }I;f{?’fﬁ?ﬁ?:—fﬁLX#%?%%U%%E%HE)\M%’E\ ARERFR TR, EEEHISETEM
e RFmeREREUE. HERNEFEIUEENL

p

1. G EEHIERIPE. AR IEdiaietRs]. BT ERLL,
2. BiEhIZmANAE—F,

BEEIREESTERNONT. AGERFMERRMEHNS.
(D) wreEnSsmeE UE. BIELIRREETEXR.
3. BHAEMEEIEHS; B2, LHEIEERAENBEPSU),

@ HBfRIEH QB4 EEREITHR. BNERERRERERISTERNIEH T IREEE .
FER T RE R R R IER BT,

Step 4: Transfer the boot image to the boot media
BLRENERBENTBUSBEONTAPIREG. EILEFEZEFERAUSBIAFIRENZRZHMONTAPIRE,
FraZal

* BRAE— T ERR R 32 (iIF USB INTFERREE, HEREE/ 4GB,

* BRIURAE SRBEHI SR EEEITRIONTAPIG R AAERIAVRIZA, &R LAMNetAppszHFih = ERERD TH
FERZAIARME: "L

° YISRSZHINVE. IFRIR T HIRHAFRIIAA. EANetAppEIIE FEBRE,
° INRAZHNVE., BIRE THIRH PRI T H A HNetAppEINZBIIRE,
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* BATTEERISRNT R BRI O (B N e0MER ) Z B I MAER

p
1. NTFEHMBNARS G EES "NetApp SZHFih =" BIUSBIAFIRENER.

a. MTIE EBY"Downloads"( T &) S AR S5 IR G S H I 10 A AN LBV TF==1El,
b. fREZEARSSIRR,

@ WMREB(EA Windows IRINNE, 1E70ER WinZip IREXNK B ohiRER. ERAEMEEIT

B, 140 7-Zip 3% WIinRAR o

USBINZEEhER N BB T K28 IETEIZ1TRVER ONTAPRR (R,

a. MEICAEBPENL USB REFIERI2S.
2. USBIRF IR TR 1 N\ IR 128 _ERIUSB-AlR .

HafRR USB INTFIKEha8 L ETEIRA USB IRERIEES, MAZ USB IZH &iwOH,
3. KRMEHERTTRRENNAE:
a. AT, EEEFISRS PIRIERHA TERMIL

() sEsissmANEN. BIRNTE. SNATESRFEES,

@ EHISRTERemAYAERR. EMEITERIZZRIGEIR,
a. [a LhefisHlssF N, FHERREHE L
4. 1% Ctrl-C 7£ LOADER 1R RAFAMELE, ARPETEENITE,
MRKREBRUIHES, 5% Ctrl-C , EEFEMUUBEIEIHIFRI, AREEERIZRUShENEER.
S. REIRAEMMEEDZHITHISE LAEIR(PSU).
EPSUME M. IRSLEDN HLEE,

NREBEEHIEE... B4 ...
RmPSU a. FERZEAPSU,

b. {5 BIRZ[E RE 2R B E FE IRERo

BimPSU a. FD-subBEREIRLIEZIHENAPSU,
b. I XRENSHEIRE]. JED-subBE B IR&AIEIZSEEEPSU,

F—HRHar
BREHNRE, ERE EHRERE",
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M USB Rzp28 FapiRE B Eh7T T - FAS50

£ FAS50 FERGHRLEMNBMNMRIRER, ERIUM USB IRohss FohE iSRG
» UMEFAF T RIRERE,

Fraz Al
* BRREIENA B E R SRR,
* FRINEIRE e IEREHNIUE.,
* BELHRRZEEAMNE. P8 3 R, BREEREZTEBINENREZFENED,

p
1. TEHFEIEHI2309 LOADER 2R T, M USB INTFIREN2E B Eh R E BRI -

boot recovery
MEHREX M RMUR T AT,

2. HIRTEY, WABREIEIZ Enter FIEZIES P ERHEIAE R,
3. BEAERTEHNONTAP AN S EIRE var X4 FRL%:
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ONTAP 9.16.0 S{E R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* RRSAERNE, BMEEIFREREE E 1 EFBE

" IRRSERAME, BREREME"

ONTAP 9.16.1 S{E = kR4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctrl-C 8B R BB,

f ITUTRIEZ—:

* IRREAERNE, BMNEEIFREFERE X 1 EFBE
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" IRRSERAME, B REME"

4. izl a4 AiE R B EC TR,
O W RIEFEEEHSBRME EEET:

storage failover giveback -fromnode local
6. NREERATBNREIRE, BEMBRAE:
storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. NERE&helES5:

system node autosupport invoke -node * -type all -message MAINT=END

TS RHtA?
BEEREE, SBE EEHN R ENMNE,
FrRohEEIRENNEZH - FAS50

£ FAS50 FERFRNEMB NI LMEME, UHERFSNEIERIP. BRIZEE
WIFZTARI A, BN AMERE UL BIERNZ 2151,

RIBERRAEIRSRRE, STRENNSRUMERANE, NRETHELCHNRRAERAM IO BAEES, B0
BEERN REREIZF AR E,
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IREZAEIEEE (OKM )
MONTAP S Eh3R BE R AR 32 sAE 1288 (OKM) R &L

FaZ Al

BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMENAYEDT:

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,
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10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR IR -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfEMR CFO BERMfE, AP EAEESSE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

AR 2R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&

37



38

KT R HlE

1. A E IR R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,
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BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. INREZATBIRiE. MWFEREE:
storage failover modify -node local -auto-giveback true

7. SNR B AT AutoSupport. MR BhelEZ=A:

system node autosupport invoke -node * -type all -message MAINT=END
T—HRAA?
ERMNMREMENERE, BREFHIEHEEILNetApp”s

B PEER4IR[E]28NetApp - FAS50

INERFASS0RFGERRIENAM LK EHRIZ. IBRHFEERHIREILENetApp,  "ER IR [EIF1 E H#"
ﬁ?&ﬁém'fmlu\\ 1ﬁ mﬁﬁo

PRIR B FIRIR—FAS50

ERTI AR FASS0 M RAMIER R SRS RS S M A M EZ R NVMe
SSD EFFiER (NEEFER) .
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FraZ a0
EHNEFERAROIRRIFERMS, BAERRTENBER:

* BNEREASKLIAGERTEERENEREFRIRIIZER SR,

* BRHNEFRRONS RESENEFRRAGHEFNEE, ERUREBEMRFNHNE.

. Eﬁ%,’%éﬁﬂlﬂE@FﬁﬁﬁT’@éﬂ##B%\éﬁEﬁﬁﬁ; MRKRIEFIBIT. BEKR. "NetApp TR AEHEAHEE
p

1. IEHAEEM,

2. MNFRERGIEEE] TR,

3. WY EFEIRAIE 2IRIAEFENERLEDIEI R EHIENEFIEIR,

RAFRRA] LU T IR Eh2RHEER08023 5,
4. MFREFIRIR

(1) R RE MR HRE DT OB T,
(2] BT ORIEF. EHER5 TR,
(3] EANRIEFHIERBHIEMNRER. HAS—RFRER,

IFEMRIRET, IBRANFXIEREE,

o. ELERTON. AEBENBEREFER,

6. REBREFEIR:
a. EORIEFLAFIAUENERT. ARFENER,
b. I2i2Hnh. HERRIFLE,


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

C. §LMICIBF. EERTLEEEFRF. FIHNFAEL
BHOEIEXRALIEF. EHSRIRKREIERNT

7. BIAMERAVERN(Z &) LEDSHE,
8. EMREFHEARSIEIMAIER.
9. IZREMHEMIA RMA 5B SIS 4FIRE] NetApp o "ERHREIFMEREXFMER. BESRNHE,

HAa

NFEEHR T {ER—FAS50
REBUUT TERIE S BEMIER FASS0 ZE R A8,

o "EENFEERER"

BEEGIE. EUITHRFEER,

9 " KA Es"

KAEHIRE. LUEXAERITAR.

e "B HRAAE"

BRAARERRGEEA . HAEFRR. FHSREBRMNERMZEWREERE. UAERHEE
52N EE S EEBFIE.

e "TERALFE E R

FIEAFERIHARTS. FHREFEERHREIZE NetApp.

M EHE K- FAS50

EEMR FAS50 FERFZRINAEZAT, IBHERREMN BRIV EENK, XEERIERSH
HFFE EMthAR BB IERET, RIEEESHE ERNERREUNMBENT R,

BEEUTERMEEEIL

2K

* BB S R ARE SHERE. hIERTHRMER. MAERTHE.
* FRERARDNFAEHMARFROIIERIZT, MRRESETIT. BEKR. "NetApp HAEBHAEIT

o
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ARE

* NI ERIEM AR, For a two-node cluster, you will have a complete service outage and a
partial outage in a multi-node cluster.

* A L R A TG ONTAPKR A FAAAE B IS A2,

- RGBSR, BIQEERNIR. Rahss. (EIREIIRHS A SIS R4,
T—HRHA?

EEERNENERE, EBE XAEHE,

HEEEHRAFE - FAS50

W IRFRIFRIAAE. JIEEHRAA A LIS ARIC B4z Hl SR IRIR, EF TR FAS50 RAEH
BUrBIAAE,

S
1. EEZR BT B mOLEEH BT RS
2. TR B R RAT
a. {#H “system controller location-led show' B R BIERIT HATRSHESE S,
b. THUEIRIT:

system controller location-led modify -node nodel -state on
AT RIRIF =305 $0

3. fTHF BRI, BREOEFE U TRE:
- BUHBHRS
© EBHEA
- BT ENME
4. WEEREHAEY, FRIEEEUEFRIEAHEELNetApp,
5. MATEIEEITEIE RGP FBANE LTSS, AT R RE S S B AEts ER B H 4.
6. MEERAIEH, IR SEiEH,
T—HRH4?
EEEITEIR FASS0 HURIBIES, BB X5

XAz Hl28- FAS50
IR FER . XFIFASS0TEERFARRITHIZS. LB LEHIEERHRRASIRE L,

W RERFEENT SEBNEAS. BXEAPERNEEXANEMAEE, B8N "EEXANBINEER
YRR TS ISR —NetApp HIIRE",

Fazal
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HBREEB VBRI ENE:
° ONTAP BYZH# B 12 53 4R
° TR HBMCHI IR %,
RRERBRTERAIFENITANILS,
ERXHAZ FIBRIESS .
° PITHEM "RAETTIRRINE"
° Y5ONTAP AR EIRFRIZINhRZS,
° FRFAEMIEE "Active 1Q REHREEFINIL" B FRALYRINEMKE. FIMNAZHAMA LFILED,

7K

RLEFREZ iR/ EHN1A18]NetApp 2 4t LRI EHE.
IR E D ELL,
SNRBA T AutoSupport. MZLEBIRZRA. HiERAGTNIT AN Z KETE]:

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

HEFRA 8T mBYSPEBMCHELE

system service-processor show -node * -fields address

IR EEEEShell:
exit
- FA E—F APy HAEAT S IPHIbEIT SSHE R RISPEBMCLUSIE# E,

NREEANZRER Q/EICABR. BEAEENEFEEREREERIIEN SR,
HERIRIAETFNR TR

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

3t F{E R TEStrictSynciR T, FIE1TEIEIZ SnapMirrorfY5E8#: system node halt -node

(:) <nodel>,<node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

NRHBIMATIER, BAEEFRIESMEHISEEN Yy
Warning: Are you sure you want to halt node <node name>? {y|n}:

FEHENERISREE. ARETRMAREFRTRY.
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b. 242, HEEERFRERFLE,
¢ 5 LMt F. EEFERTEB/APIR. HEEFFANEL

BHVEIEXALREF. ERSEFRRVIEEERNTT.

d MRFE. WHREFERES IR,
O, REHMRo
6. REIRLENERDITHIZRPBIRIR(PSU),

PSURBIRIMES. IRSLEDN 24 E,

() wEmER. BHsEInED.

MREBEHIEE... B4 ...
RmPSU a. FERZEAPSU,

b. A HEIRLE E 23 E R BB IR

BiRPSU a. ¥D-subE R EBIRLIEZZIHAPSU,
b. T EREISHEIEE]. ED-subBE R IRAIEERETEZEPSU,

7. NRIFFIZRBEIE LoadertR T IBEMBRNITHSS:

boot ontap

8. EHFTHAutoSupport:

system node autosupport invoke -node * -type all -message MAINT=END

TS RHtA?
EERBIRFASSONEH S AGERREIHPYE, CRE THIEER"
ST A E —FAS50

IIEMAERIHARTS. ARG HRIES 4R EI4A NetApp A SEFASS0N FE B iR 2P RE
_io

1% WIEHLENIFER HA RS
SAFIIENFANHARS. HELERERIRSULEEFERSEE,
1. PR T EE—THI8 L. B RAMITHIZZFAEIHARS:

ha-config show

FREHHER HA RSERZABRE,
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2. NRANEETHRARS S ENFHERSEE R LA:
a. IGENFERY HA RS

ha-config modify chassis HA-state
HARSHIER 9_ha_o HARSHIERIUIZUNEZ—: *ha*_MCC _(TEASAFRARZ 2 H)
a. WwINREEEX:

ha-config show

3. R HAREMNEFERFHERBONITIARIE. FEMBHITIIRME,

B2 FHIEEMHREIZANetApp
REREMREHE RMA B FEER4HIEE NetApp o "HHREFEREXIFAER. BEINTH.

= 28
1= Hlas B T {E;R—FAS50
REBLUTIERIES B EH FAS50 18R Z Y15 H 28,

o "EEITHISEERER"

BEERITHIEE. BIREREER.

e "Shut down the impaired controller”
KHSEERTITHRE. UEEITERNITHIZR 88 MRS iR HEURE.
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AR BRI HARC EEFASSOFIE R AR T EPAS EIERET. HRIARSREE S
HIH T HERFRIE R,
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15 RIHAREIRE
1,1_" \/E-IQ_L'LJ-.E HA ?I%U%%E,J)Iklu\\ #T‘_«Z‘EETE%’TEHKULXEEE??{%%JLEEEO

1.

B EHFIRT
boot ontap maint
a. YEEF| _continue with boot? _BF. N vo
YNREEFI_System ID Mismatch (RFEIDFALE)ESHHEHE, EHA vo
BN “sysconfig -v HIBFK B RAR
()  @REEE pendis_Mismatch. SEBRAEFEH,
MIIHE sysconfig -v. BB FES SH RSN RMERTHR,
KIEFREAH RS BER HAKRE:
ha-config show
FREAHRY HA RSEB N AEE,
NREBTHIEHRRARSSENEERREE LA, BIRE HAEHIZRAVKE:
ha-config modify controller ha
HARSHERT AR A TEZ—:

° ha
° mce (RZH)
° mccip(fEASARZH AT )
° non-ha (FZ#F)
IR EBEE:

ha-config show

g2 WIEHETIR

1.

MBS R R T e RN

storage show disk -p

NRZMEMBA. BOERLHENRRIEL X

2. RHEPET:
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BEFHIIEFASSORANAARER, ERE TEHE

I 88 —FAS50

BFERRIERIN IR L BRI, LUEFASSORARILIMEIER BT, IEHER

RAAFERNMNEREMS . TME. REZHEESE(OKM)INZE IINRE A EIEE(EKM)
Iz,
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967][1&“‘
IR TR T HI28 8 IE HiE1T.

3
1. Loaderf@ " fF%k, HA boot ontapo
2. BiITH&HBELER. <enter>,
° INREF_login"tenf. BEIEHRENT—F,

° ?E%f@gﬁu_wawaigif for nifecback_. iE¥Z<enter>$. BRI TR, ARRIETHRENT—

3. BT ARIFEEZ T HIZRMEIEEITIT. storage failover giveback -ofnode
impaired node name

4. NREZABMNRIE. BEHBAE: storage failover modify -node local -auto
-giveback true

5. YNERBA T AutoSupport. MIRR/BVHZIEB&IBIEZRR]: system node autosupport invoke
-node * -type all -message MAINT=END

RENDZE(OKM)
BERFMEHETHIZRME EEIE1T.

TR
1. #Loaderf@ " fF%t, HA boot ontap maint,

2. MLoaderti@ R BEhEIONTAPHIE boot ontap menu. FAMEIEIFIEII10,
3. WIANOKMZ LGB,
() FosmRRETEHABLES,
4. HIRTRE. RASMHERIE.
S. FEBTIREA. BMNIED 1" H#HITIEE B,
6. Y ER wawawaite_for vig-back BF. IZ<enter>i#,
7. BIEH M EBERNTRHUSMNER adnin,.
8. (XRIXCFORE(IREBH). storage failover giveback -fromnode local -only-cfo

—aggregates true
()  mBEIEER, WA Nethpp 255

0. EMERETHEZRNH, ARKEHREERBRENMERS: storage failover show H

"storage failover show-givebacko

10. AHHEIERRRE:
a. FHzhl e LR EAEHE.

b. B TR/ DRI security key-manager onboard sync


https://support.netapp.com
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https://support.netapp.com
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1.

12.

13.

()  AGaRREHIER N ERSTENOKMEE.

C. IOIFRFAIRES: security key-manager key query -restored false
FREYE. WMHANERERER
NRAEE BTERRFARBARPAEFENZIAID), B5HKR. "NetApp s2H"

BRI TFIEEZIRITHI2SME EEIE1T: storage failover giveback -ofnode
impaired node name

MREZREBRIE. BEHBAE: storage failover modify -node local -auto
-giveback true

WRBA T AutoSupport. NERE/BUEZEIEEREIESAI: system node autosupport invoke
-node * -type all -message MAINT=END

SN ERZEAE IR R (EKM)
BEMNZEHEEHIZEME EEIEIT.

p

1.

2.

3.

4,
5.

MR RECERINPBAEERAITNE, HARFSBEAEEREEATR, FRAFHIEFRI

11, boot ontap menu

NRHIXLEEH, FREFELEE v 'n

=& HB/cfcard/kmip/certs/client.crtSX4HBIBIZ?  {y/n}
=& Alcfcard/kmip/certs / client.keyXHFHIEIZS?  {y/n}
=& A /cfcard/kmip/certsSXFHIBIZ?  {y/n}

=& H/cfcard/kmip/servers.cfgXXRIRIZAS?  {y/n}
EE2EHMEKMIPARS 283042 {y/n}

EETHEKMIPEHRO?  {y/n}
()  waEEmE. SEBER Nethpp 5,

REUTER:

o BFIIFH(client.crt) X EFRA

° B IHEA(client.key) XHFRAR

° KMIPBRS328CA (CA.prom)XHRA

° KMIPARSS 2889 IPtitiE

° KMIPARSS 28891%

SiciTRER. BRBIBHRE, EFE"1HITIERE B,

OEIEEIRE . storage failover show

3N

.
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6. BERAEFEEZHITHIZRME ERIET: storage failover giveback -ofnode
impaired node name

7. MR EE2HEMHNRIE. BEHRBAE: storage failover modify -node local -auto
-giveback true

8. IR BT AutoSupport. MER/BUEZIEEEIEZRG]: system node autosupport invoke
-node * -type all -message MAINT=END

T—HEAA?
KR FERENREBIBNERSEGE. BEBERITEX TG R ER TR,

SEEIT |2 EH—FAS50

ESERFASS0 RS VITHIZS B, B RENetAppFENMBIE(NREE). AREHRE
Hl28 E RIEFAERVIFANE, F TR, #iIAZ5EEO(Logical Interface. Logical Interface

. Logical Interface. f&i#FfLogical Interface. f&#FfLogical Interface. f&i#RfLogical
Interface. f&i#FLogical Interface. f&i#f/ILogical Interface. E#F/ILogical Interface.
EifEE. AMHEFRIZERNEYIS. ARRHRIESIMFIREIZENetApp.

55 1% 7£ ONTAP FABNIEHISELEITAIIE

MRS TR EEFERSEENE (TEYE) FrIER ONTAP Ih8E, MW replacement T8 R REFTIFR]
i MFEBINEFHENIIEE, £EPNENTRENAE B SHNEERR.
FHAZ Hl
MRENARRRVIEITHEONTAP 9. 10 1HESIRA, BERFMMRNERE "TREREREZE. ATE
HONTAPE & EMIFE]", WRERHTE RFHIVIAONTAPIRZS. 525" NetApp Hardware Universe"LA T fR8E
ZER.
KXFUAES

* EREFINERAZE, REMEFIENIRNAIEHEATRER, B2, NIRSRTREEHTH—A

BULCIEEIFRIENI T =, WA RIFECRULETHEERACE.

UESh, FES R EERIRE U AIMBERTAE R EER M A EHUF AN, EIERRRIESRT S EREER
W ENER R,
* YENERSANARA 28 MERHIE

* 188 90 RMVERIIRLZRIFANER . BRIIEE, FAEIRTFANERAN. ZEBRIFANERRG, &
FILATE 24 /NS RLERFAEER, HEIZERALR,

* IR REA MetroCluster BcE, HELSR EMFAETRIIEEIR, WELIEIZAE], #TE replacement T3
R EREFIEEH,
HIE

1. If you need new license keys, obtain replacement license keys on the "NetApp 3Z#Fuh 5" in the My Support
section under Software licenses.
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@ RBE=BoIERFIRNIITREER, FRERXEEXEPrIEFHbEit, MNRERET
30 RAWEIEI & IFRIIEZ ARV R FHBH, NMEXRITAZEF.

2. RESMFAERE:  + system license add -license-code license-key , license-key...+

3. IRFE, MIFRIFIFATIIE:
a. MEXRMHIFAIE: license clean-up -unused -simulate

b. dNRFIRERIEH, BEMEREKEBRIFRIE: license clean-up -unused

F258 . WIESIFs. AMFYISHEEEHETIKR

1£%§ replacement T RMEFERZEI, ENIEIE LIF @S AUFEFIHO L, SARZBAT AutoSupport , T7EA
replacement T RFYS, HEEBHNRIE,

p

1. IIRZEEORS FEME T RS SMiFAIRE . network interface show -is-home false

WERERILUNG Afalse. B ERERERIEFIHO: network interface revert -vserver * -1if
*

2. [ NetApp ZHE0I TEMALKFTIS
° WIRBAT AutoSupport , 15&i% AutoSupport ;B ELUEMFESIS,
° YNRK/ZF AutoSupport , 1A "NetApp 25" EMFYIS,
3 MEHEOETIR. BXFMER. BBR "WEHEONTAP REBMARITEEETIRILE" AIREX

Ho

4. INRBEMEZAutoSupport#IFE . EFEALERILE O system node autosupport invoke -node *
-type all -message MAINT=END Ap<:

S MR EBEHEMRIE, BEHRBAE:. storage failover modify -node local -auto-giveback
true

58 3 & FHFEEMHIRE] NetApp

REREAREME RMA RIS FZER RO NetApp o "EHREFIEREXIFAER. BEINTHE.

E#DIMM - FAS50

SNRNET ZRIRTA IE A AT IERIARTFIRIR, 5 FAS50 FERSHH DIMM, Ltk
RFRAIEERELEFERSSEIONTAP, BMEEGEXARHIVERISE. KEBKR, B
# DIMM. EFHREERIZE, ARFEESRRELNetApp,
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MRFE. EBAIL3TAFEEARME(E®) LED. UEBELYNRELS X EMUZEMNEFER S, FHASSHER
ZIBMC#4i\ “system location-led on 5%

FRAZEBE=1EALED: #ERErEIRLE—1. 81 FEHI28E—1 Location LEDs remain illuminated
for 30 minutes.

B LRGSR HEH XA system location-led offo MIREFAMELEDERRIIEREN. AJLUBNGSRE
KERERE system location-led showo

£ 15 KAZHITHIE
ERLI TR — X H SR BRI H28.
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TN . KRERARS

BRAZBEHEE, EOMRERLHRIVRT, AELEMZERGIE, UERTEBITRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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IR 2 . $5EHIBSiI T MetroCluster #1

BXRARBIEHEE, COMRERLHSRIVRTS, AELEMZERTIEE, UEETERTHRISSSAEMZ
BTl SR B R R,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEE KA R HEHITITIRR

RiFRERISSEARNBITINR S EE T alse. MAFIEXAZHITHISE 2 AIE ERTHR ; 550"
BrHR5KERD"

s BwsnIAE iR EMetroClusterfc RS, HETRATFEBAMEERKES:
metrocluster node show
g
1. YR ZA T AutoSupport « M@ JEHAutoSupport ;B 22 1E B &b eI ZRF:

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

LA FAutoSupport JEE 221 B ah el = 2= 61/ 6

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZHBHRIE:
a. NEERIEHIZEAIERI QAL TR
storage failover modify -node local -auto-giveback false

b. N 'y HIEEIIR N EESETEZABMOIR? "AY
3. ¥ZRIEHI2E 2R N LOADER 127R4%F:

MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—T,
EEHEFTE & Ctrl-C , AREHIRTRREE vo

AGHRTRAEERRT AN NEBITERENEHIZSEESEEZhirhEs
RorEN)
storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderfe o

$ 2% TR
BT HISR B IR HISR R BT, ATMAAERE THH28.
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() CAUFHHSEIBHRAE, ARTEIRESBERNEEN R EHEHESE.

a. BirRR e A EMRa2E7AC:

storage disk option show

TR A E—ITHIZE BN <,

MRBAT BRI D E. WEHIEETR on EFIH "Auto Assign(HTFEHMEHIZE).
b. WNRBAT BrhIRchEENEL. ERHEMA:

storage disk option modify -node node name -autoassign off
B IE R M 28 L2 A B IR Eh28 7 B

2. I,
3. MTFERSTIEEE TR,
4. LR A N E MR IREhER.

WEpe R EHER, RATPMAGITRIGIER—FESHE, BTRP I REISFLERE, tb5h, EahRsRiE
ERETER EFNETR (RIAE) LED MEIK&NER =i,

C) HEEIREDEE ERES) ((R8) LED AIRER=E (RERIE) , RTREHHEER, EFRKA
MR, XFRR /O AL, RIEIEENEEEA 1/0 &R,

S. MpRHPEIRTHES :

(1] TR IRRNS R E L OB HURE LT OB T

(2] MR OIBF. (EIREER S TR B,
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e ERMICIEF RN B HIEMEIER. HAS—RFE DR,
E”—F[.H:Ej.]%gﬁj: 1ﬁyu,\ﬁﬁﬂyq’:§?$ﬁ:iio

()  eTFESSSH. ERERRELERRTIENE,

6. BELEFF 70, AEBBABNERRR.
7. FBNBAIREHES
a. EORIEFLATITAUENERT. BRFHENIEDZS,
b. 1252, HEWKRNRFLE,
¢ LEORIEF. ERsIETEBEEEFIRFT. FEEFFAEL

BESHERIEMXFOIEF, FHS5IKEEERERITTT.
8. IOUFIRBhEs RN E TN (éi@) LED 28 %=

NRIXTHAZAYER) LED RE=E, NRREKENB[BEBEB, HIXHZAER) LED ANREY, RRIKEIEEERE
B /O EfE#1THR, MR EHIEZEBLIER, N LED KA F.

0. MREEMB—IRER, FEE LRPE,
10. EMREFHERAEEMAIER.

M. NRFUIEN R EM R E R T BB N, BFHHRREEFMEN, AEREFEZENRHABMEK
wEs e

a. BFIAERAENIRE)ES:
storage disk show -container-type unassigned
TR EE—ITHIZE B2,
b. S ECENIEENES:
storage disk assign -disk disk name -owner owner name
TR E—ITHIZE LA <,
SR LUERBE T — R D B2 IR EhER.
C. MIRFE. ENSAEMENRIE:
storage disk option modify -node node name -autoassign on
B TE R MES 28 L E TS A B IR Eh28 57 B,
12. IREBEMFREMTE RMA 353 BEIS R PE R 4R 2] NetApp o

BHARALZR. "NetApp ZHWMREFERMARS K EIRMIZ S EVEMEER), 15T E888-463-8277 (
Jt3E) . 00-800-44-638277 (EriM) B¢+800-800-80-800 (IAMIX) . //2025-11-17 ontap-systems-
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internal/issues/1391

FH X FEiRR- FAS50

WNERFASS0RAZLH I X BEIRRE IR SRIZI TR T, IBEFHZNEIRR. RAXSE
Mo RAGEFAFI RN RE, FHLIIEGIEXAITHIZE. HTIEHIZE. BENE. ERTER
Hll28 UK R B PE 2B IR [EINetAppo

KXTFULES

WMRFE. EALITHEERAMUE(E®) LED. UEBEUMEASXEMNZEMNEFEERS, FHASSHER
E|BMCH i “system location-led on &5,

FRAZEABE=1"EMLED: BEREREIRLE—. 81 EHIZEE—1 Location LEDs remain illuminated
for 30 minutes.

BRI LR SB E XA system location-led off. MIREBAHELEDE=IRRIEEIEK. AN DK
KERERE system location-led showo

£1T: XHARHEGIER
R U TR — XA S R a8,
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TN . KRERARS

BRAZBEHEE, EOMRERLHRIVRT, AELEMZERGIE, UERTEBITRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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IR 2 . $5EHIBSiI T MetroCluster #1

BXRARBIEHEE, COMRERLHSRIVRTS, AELEMZERTIEE, UEETERTHRISSSAEMZ
BTl SR B R R,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEE KA R HEHITITIRR

RiFRERISSEARNBITINR S EE T alse. MAFIEXAZHITHISE 2 AIE ERTHR ; 550"
BrHR5KERD"

s BwsnIAE iR EMetroClusterfc RS, HETRATFEBAMEERKES:
metrocluster node show
g
1. YR ZA T AutoSupport « M@ JEHAutoSupport ;B 22 1E B &b eI ZRF:

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

LA FAutoSupport JEE 221 B ah el = 2= 61/ 6

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZHBHRIE:
a. NEERIEHIZEAIERI QAL TR
storage failover modify -node local -auto-giveback false

b. N 'y HIEEIIR N EESETEZABMOIR? "AY
3. ¥ZRIEHI2E 2R N LOADER 127R4%F:

MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—T,
EEHEFTE & Ctrl-C , AREHIRTRREE vo

AGHRTRAEERRT AN NEBITERENEHIZSEESEEZhirhEs
RorEN)
storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderfe o

$ 2% TR
BT HISR B IR HISR R BT, ATMAAERE THH28.
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FIaZ Al
HBRFERSFRAEEMAMIESET; BN, EUIFEKR. "NetApp ZF AIGBAEIETE,

TR
1. e HITHI2E £ FAIRNV LEDIR K,

LNV LEDIRREY, 3Z3HETTR. AIUL2ME N H 25,

@ SNERNV LEDIAMK(ER ). MRTRIEEHITRE. EOMFFTNV LEDE R, B2, WRANKT
SRtEEE BN . BREKR. "NetApp 2" AEBHELILTIE,

NV LEDfi F#& 128 _EAINVEIFREEA,

v’v.v.:.v’v.v.v’v veow
@,

S %
()%%% 24

0:000
X
»® %
i x )

4,.0.0.0.0.0.0.0.0.0 @,
() e a%a%4%2%0%¢% % %20 :’:i
“ g 0 - ! - (Y n
QD

(1) 1245152+ HINVEFRFILED

1 MR EAREM, BIEREM,
2. W R sR AR IR

()  wEPEsuRESBEFE.

SNSRI ... Ba ...
AmPSU a. {TFBIRAEE RS,

b. MPSULER TR, HREBE—3,

BERmPSU a. 7R D-subE IR ERE S R BHEIERE]
b. MPSU LR TR, HREBE—S

3. MEHITHIZE ER TATE 4%,
IRERFEEAGRYEIR I E
4. MR HITHIRE
TERR T R 2R R H 8 F R MIZ RIS A M 10 B9 iR(E:
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e

Y 4

0 EIEHIZRRIRIR. MIMEEEE F& URRFW,
9 * HEFEREIFR. FiEHlZEMAREIR EET,

HIzpRY. FRSMIZRISEPHE. ARERREE LB, BHSHE,
* FrEhEahlME. RIS ETHIsRRER. AR EREFRNRE L.

(3] MRBE. BEREFRT RS0 UEEBT.

o. WRHIERAIEIRIRT] LUTHE ISP E. ARITHPE.

3 TR
EFRNRE. FHTHERNR. REEBHNBEHITER,

318
1. B S A IS B RS AERARE.
2. EITHERE:
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EEXBERNBESMR,

KRR EER A i,

3 BERBANBSSIRMTTHRIEN. AEATH. HEXNREESRTEEEERHEETR,

4T ENREEHERR
Rzt B ERNAERHERBE,

KFUES
TER2RT BRI H SR HISR F MRS MR 8iRE. IRERERTRISEMZESENSE,

y 4

0 SNRTELEEITH R B EIRR RIS FM( RSSO UEERZ L. BRER TREEKT
&,
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9 RFMEE—F LR SRERBAE. ARERFRTHE. EEEHSETE0

fiL,
(3] BFMEREREME. FERNEFSHEIML.
R

1. & HizHIRirE. ARIREHIERIEIeRE]. BRTENLE,
2. BiEHImANE—F

REwREESHAETRIFOXNTT. ARERFMERHERNTE S,

() #mrggeTzE. EIRRHBRSEAE

3. B & BAERIITHIZE LAVTRI QIR OMEIC AR, UEECABREEHSEMBHIEREITH S

\;‘ﬁ,I%\O
() ieamEsE B R,

4. FizhIsE TR AIE:
a. ANEFR. EEEFISRS PIRIEMHA T2 ML

() #eEsismB e, BMRALE. SNTESERREES.
b. [ LHERIEHIS TR, FHERREHEIL,
(D) BRENSASTRRRFNEHSHERE. HEReEREIERE TR,

S IRIEREEMMNITHIRHITRE,
6. WEIRAEINEETBIRPSU),

EPSUMEHEBRE. IRELEDN L E,

NREBEIIEE... B4 ...
AmPSU a. FERZEAPSU,

b. A HEIRLE E 23 E E BB IRL.
BmPSU a. RD-subE M IR IER B ENPSU,
b. ITEFMBIENEIRE]. ED-subEREBIRLLIEZIREEEPSU,

7. B REEFEEZRITRISEE ERIET:

storage failover giveback -ofnode impaired node name



8. MBITIRR REFAVIZHIZRAVITHI B IR R B Eh3IE |
storage failover modify -node local -auto-giveback true
9. tNRBA T AutoSupport , MRE (BUHEINEI) BinZEFIeIE:

system node autosupport invoke -node * -type all -message MAINT=END

% 59 FHEIFFIRE] NetApp
FRIREERENIE RMA BB SFEEIHRE NetApp o "EMHEEIM B BXFMEE. HE R,

I/0 1&EIR

/0 TRIRHEF A - FAS50

FASS50 ZE RS A AR EHY RECER I/0 fRIR, LUERMSERMEae. EHRMEIN
BENBEEHIEIRIREY, 0. PUSERSER /10 RREXEE,

&R AGERAMREISERLRY 1/0 BIREAREISERIAY I/0 BIRREIREFER SRR EHRFEN /0 1HIR, SEHERIHE
FEEKREY, ERTLAAEREEF HA /O 1RIR, EIRRTLUE 1/0 RIRANINZI B A A B EE R St

* ARANI/ORER
AINERINYIOBIRAI LIRS TTRE . MMA B FHREME—N/OBIRE L HIE. FHEARSIRIERIET.
* PR 110 1RER"

ERILIAFMEY /0 RIRFIBIRFLE 1/0 1RIR, LIBEFEASERIERERPRS. THERNITFZERN
A SERAE R

EFEALETRE, BNFERFLTUSITONTAP 9.17.1 HESHRE, HEHERENRAEK,
* "EEIRI/OER"
B A EHERN/OERAI LI FHEARE R HREBITIRS.

AII— IO IR—FAS50
BOBRIARINEIFASS0FME R P, LUL R IEZEFFT BRASKAIBSUEREREES .

LA RIEENERIENEREERE . R LURI/ORIRINZIFASS0FE R AR (F5 AR B RIL A I/ORIRFH
EEA B REFRII/OEIR),

KFILAES
NRFE. BALUTAFMEASMUE(ER) LED. UEMELWES NEURZMNEFHERS. EASSHER

FIBMCH4a\ “system location-led on #5%

FRAZEBE=1"EMLED: BEREREIRLE—. 81 EHIZEE—1 Location LEDs remain illuminated
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for 30 minutes.

R RN S E X system location-led off, WRERHELED
MEEIRE system location-led showo

ERRIER, FIBARLR

gl
ot
K

TB1. XARBITHIBRER
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TN . KRERARS

BRAZBEHEE, EOMRERLHRIVRT, AELEMZERGIE, UERTEBITRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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3%1512: MetroClusterft &

BXRARBIEHEE, EOMRELHRIVRTS, AELEMZERTIE, UEETEBTRISSSAEMNZ
BT Hl SR B R R,

* If you have a cluster with more than two nodes, it must be in quorum. IR EEE KA R R IITITIRR

RiFpERISSEARNBITINR S EE T alse. MAGIEXAZHITHISE 2 fIE ERTHR ; 550"
BrHR5KERD"

s BwsnIAE iR EMetroClusterfc RS, HETRATFEBAMEERKES:
metrocluster node show
g
1. YR ZA T AutoSupport « M@ JEHAutoSupport ;B 22 1E B &b eI ZRF:

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

LA FAutoSupport JEE 221 B ah el = 2= 61/ 6

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZHBHRIE:
a. NEERIEHIZEAIERI QAL TR
storage failover modify -node local -auto-giveback false

b. HN 'y YIEEIRTEEREZLAEMEIR? "iF
3. ¥ZRIEHI2E 2R N LOADER 127R4%F:

MNRSHRITHIZBETR ... B4 ...
LOADER &Rt BET—T,
EEFFRE ¥ Ctrl-C , ABREHIHMERFEE vo

AGHRTRERRTT WA MNSTEENEHSRENEERRERE:
RorEN)
storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderfe o

2% ANFTHINOMEIR

MRFERGEE I BIEE. BEHBIORRLEEIHF— I AEER, NRFIEHEIEIESA. BEITIHI
BIOERUB =T, ARREHIER,
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ez Al
* ¥2& "NetApp Hardware Universe" LARFTRII/ORRIR 5 I TZ i RS IS EEEIZTRIONTAPRR A FR S

« If multiple slots are available, check the slot priorities in "NetApp Hardware Universe" and use the best one
available for your I/O module.

* FHRASPRAEEMAGTOAEREIT, MRRERET. BEEKR. "NetApp ZH"ARBHREIT

2o
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RVOIERAINE P R EAE
TR LU TR/ ORI E BB A BRI FhE R 5.

p
1. MR EAREM, BIEMREM,
2. EERBEHIE £, NBEAMEIERETI/OERRER,

REAI/OEIBN LR ARIR. LB LRI LI BARIR A 1S SEMCE K,

TEVOHERRER b BESH et BAARTT LIAAFT o

9 EREMB-FEMERE TR OHRIERAI L 428,

3. REHTHYIOMEIR .
a. RI/ORR ST HZHHEF O BIIA S 750
b. JE/OBIRIZAZHENIEAE . FIRIGIEIR MR NI 2R

-
»
&) AE R A MBY R EFIENe R ETHNI/ORIR,

C. Bt hefe EAZIRET AT R,
4. ERSLR I ORIREEEIEEIRE-

NRLET FEIORIR, IFIRRPFTAR L ENS224HE IR A N EA L "FURIN TR
S. MLoaderf@/ Rt EFBEIRHITHIZE: bye

BB BITHIER = BRI I/ORIRME A,
6. B REFIEERRITHIZE M E ERIETT:

storage failover giveback -ofnode impaired_node_name("y_"&f()
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7. BE ERBE. FIORRARINEI S — M zhEs,
8. MIBTTHR REFRVITHISRBVITHI SRR BEN3E -

storage failover modify -node local -auto-giveback true
9. NRBA T AutoSupport , MRE (BUEINE]) BohZRFIGIE: +

system node autosupport invoke -node * -type all -message MAINT=END
RIORR AN ST IEFTRI RS
eI OB EI I A I/OBRHT HA B L RMA/OKIR, FI/ORRAMNETLIEFTHN RS,

RFUIES
HIRIE T SRR OR RN I e 2 B TR R BRI LU B

= RENITIRE
NICEINIC (i E#548[=]) LIF FEEIZHIZRR X F8Y B it
NICZINIC (I%O#AR) BEENESBRERSRIEMERO, BXFMES. BB T
% LIF"
IBIENICEIZZITZ(EI/OIRIR £/ System Manager ¥ LIF XA B EIARRNEIRO, 0HFAR "
T8 LIF"
p

1. MNREEAREM, BIEREM,
2. IERIITHIER L. IR T BARI/OBIR ERFIBE TR L.
3. MEzET 25 RIS B 4RI/ OfRIR :

o EBSE HESL I/ OIRISHEIRET LUITHA
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e ERAEMNB R OIRE FEMERRTTRI/ORRMIT RIS Fhit,

4. FEHTORR L KB B AnEE T
a. 3§ 110 IR SHREIASZ I TFo
b. JE/OBIRIZAZHENIEAE . FIRISIEIR E MR N5,

TR LUER AN R SAETRIRETHENI/ORRIR,

C. JIRAY £t hEke BAZRET LUT &Ko
S. fERLEIGIORREZE TS E IR E-

NRLETFEIORIR, FIRRPFTR L ENS224HE IR A N E AL "FURIN TR

6. EEI/OERAIFEIFRES B, TEIEH B PRIEREMI/ORRIR,
7. M LOADER RS EH B ZHRATITHIZE

bye
BB EHRITHIZRE S ERV LI/ ORI E A 4,
8. WY R FEER BT H SR ME EEET:
storage failover giveback -ofnode impaired node name
9. NIBTTIR REFRVITHISRBUITHI SRR B EN3E -
storage failover modify -node local -auto-giveback true

10. $NRBA T AutoSupport , MRS (BUREHIG]) BRnZREIe1E:

system node autosupport invoke -node * -type all -message MAINT=END

N INRERET NIC RIR, BERFESNMEOMNERRIUEERN network:

storage port modify -node node name -port port name -mode network

12. WE—MEHIBRES ERPE,

PR 1/0 1RIR - FASS50

NRIRREEHZH EFHERFHEFRE ONTAP IRAER, MR UPEIR FAS50 fFHER

SEFHRYLAR M 1/0 1=K,

EIGEIR 10 1RIR, IBMREFERSN G ONTAP hRAER, HERIFEFEARZM /0 R, MHKRHIEERIE

R, EERIRREA, BEERRMERIERRNE, HRLIHENRRIRE NetApp,
KFUIES
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* PR /0 IRIRBIREEE B IVKFER /0 RIRZ BT, ERBHITFEEE,
* RS 1/0 HIREY, Fan < AT IEMBITHISEM 1/0 g

°© _ZHUEHIR_REEMER /0 BRIRAVITHIZE.
o _RRERITHIZE_RRBUTHIERAT HA (L.

* BRILWTAERERASUE (BE6) 15717, UBBKREMRZMIFERY. £A SSH &R BMC i

A “system location-led on' &<

FRRASEB=1ENLED: #ERETr@EmiRLE—. 8M5EHI2E E—1 Location LEDs remain
illuminated for 30 minutes.

R AN S EH X system location-led off, MRERHELEDE=ERIEEIEXN. AL NG
LHRUEERS system location-led showo

TR BREFERAFHEEFEN

AR, BNEERFLIUETT ONTAP 9.17.1 XEBRA, HELHEFHERFLIHEIEZITH ONTAP
ARASHIFRE XK.

98

@ NRIEHNEFERLARIZIT ONTAP 9.17.1 SNESAS, HEFHELENEFERIITITH ONTAP
WRAEIFREER, ML EERIRESER, BAER "Eif 1/0 BIRIZF",



ONTAP 9.17.1 5 9.18.1RC
* ISIETEEAEMEY /0 BRPURIRIEE 4 REISPEEFEMN HA /O 1RIR, TTAER /0 1RIREE,

© EEWEEEN HA /O RIRBYITHIZE (RiTHIZE) SMELKEE T EBNSFNHITHIZE. MR
/0 HRIREIERFE, NN BHITIRE,

FWFNTREE, ERART ARG NMTHZSEE HIKEDN /0 3R, FittE—iTH|28E8nIsEB6h
BB, (REEEHE /0 RRpiEHzs (ZHRTHI23) BEREREEGIZRNY, A ZiFhiEk. RiEkR
/0 ERZMEMARPRTHIE—T 7%,
SR LB AN T a2 RIIEZHITHIZS B T R INIEE 7 #FEITH28 "storage failover show 5<%
WRERHEWNTHIZZHY /0 HIRB IR, BHEXR "NetApp 2"

. ﬁﬁ’\]@ﬁ%%?ﬁﬁﬂ%%?ﬁﬂﬁ — MU THENE 4 PAYEEEERD HA 1/0 3R, A NEEEF HA /O 18

* BNEERASAENT R (BRI HE IR EBREE,

* FREARPNFEHMARFROIIERIZT, NRRESETIT. BEEKR. "NetApp THAIGHEAE:
ipuEES

ONTAP 9.18.1GA S E S AR

* ISEERIBRIEMEERRILUAN /0 B3R, ZiEEABER TR, HANZFRHENERROAS, H
BEFUH /0 RIR, TTRELL I/0 RRFEE,

BB AT #AE5L MetroCluster BYimORILIKRF 1/0 #&IRA AT HYER

* BIEERS (BN SRTEREE) TUABFHEASRSZIFNERHENT R

s EEPHFRIE T RE TSI THEEIRY ONTAP iz (ONTAP 9.18.1GA Sk EEkRAS) ZiziTHEE
ONTAP RZAEBIARE 4T 5o

INREBRFHTIREBITARFRY ONTAP hzs, MARAESHRAEER:, RSZ5RGER 110 1RIR,

* FHERSPRERISE T UL TFUTREZ—!
° MMMEHIZRER A LUSEIHIZTT 10 (RRIEEHHE) -

° WIRIHE R HBER /0 RIR5 2y, HRERISTERMAEER TR, WE—ITH2EETELT
BERS.

EFLERT, BT /O RIRMEE, ONTAP RILLBEMEREE—IzHI2s. FIi, MREIMMEER /0
RREESMERERD (ZEHIS ERIFTE B SREEERIEXH) , ONTAP ZBMHITIEE.

* FERRPHFAEHMARSHOAERIZTT;, MRKRESETIT. BEEKR. "NetApp H"AGHAHE:
ipuEEN
TR 2: EEBEFHERSEN 10 FKIRIEIE
ERFFERSM /0 RREHE, LUER LIZSMEN T B IESIRRY 1/0 1RIR:
p
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5.

100

- IEMgHEH,

M IEFERY 1/0 #RIRFPIR T L,
BHE RSN AR, UEHEEAIRETRElEMERIMEENIKRC.

/0 RRNM B IR (mONMATFREEXERS) ; B2 ﬁD%?LE%%LEFﬂﬁiku, HEE
@ NeasE— T ERETHSERRD, JU'HE'F%%‘C%%ZQEEJJE

KRTBGEFFADH, UMRSTRIEMZED LIF SR, ARSSITEE,

WNER B A T AutoSupport . T5&E:d I8 BB AutoSupport JE S22 1E B E16IE =G

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

%0, LLUFAutoSupportiH B &NEI B shZ G162 K/ Vb

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

- IRIBEFERFEITHY ONTAP MR LUINATHIZREVATS, FABHEIE:
ONTAP it &f#F B4 ...
9.17.1 5% MRSZHEFIREZE T REE RREMRE!
9.18.1RC e

a. MRIIEHIZREvERI AL o<

storage failover modify -node local
—auto-giveback false

b. J‘%)\ Yy HERIRT RS ERAB6EIR?
H\

9.181GAXE WMRME—IxHIBEHZERGIFN ERBMK

= hizs *
MJ% EREVSE Sl IS D NN
e~

storage failover modify -node local
-auto-giveback false

b. i%)\ Yy HEERIR T ERSERRABREIER
i)

9.18.1GATE FWNMEHIBHERNHIZTIIO (| BET—F,
= hiR s RftidE)

K& LSRR 110 EIRMARS FIEERFHRARIR, LUESIFE:
a. AT an<:



system controller slot module remove -node impaired node name -slot
slot number

b. BN 'y HEFIRREARLLEET?
FIan, UTeLEERTR 2 (RIITHIZE) LRGN 4 RRVBIERIREER, HET—FIUREBMH
HIHS:

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. IIEREHIERY 1/0 HRIRE XA BIR:

system controller slot module show

WIHEERN BN powered-off TEHIEIRIR N EAEE RS Y “status™ 5!,

TR 3. PUBIRR EHIFRT 110 1RIR
R & EHFER 10 HEIRSFMBY 1/0 BERAGEHE

p
1. NREERIEH, BIEMEM.
2. KEIFBOIEHI RS LRI T R AEHERY 1/0 153K

. oa@§§
NQO N an((l ] Q. = EEA\, ®
e @5 ] T S <
w (@ ® = 0 m
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RS Hede /O IRFEHEMRE] AT

ERENREORE FEMAMBERRITR /0 BHRMEFIZEPHILH.

3. REEM I/O 1EIR:
a. ¥ /0 R EIGEEIN ST,
b. IR 1/0 IEIRSTEHENIGIE, IR /0 RIREMRIENEZSS,

TR LUERAEMNRREMEMREFRITRIEN 1/0 1&IR,
C. B Ehefe EAZIRET LT E,
4. EETEHE 1/0 1R,

TR 4 (EEHR 10 RIREA
REHRAY 1/0 HRIREXA, JWIE /O RRiFOEMINAIAN, WIHGEEEER, FARKIE /O HIRETBNHHIR

7l

KFIES
B /O EIRHBFIROME R EFEIRSE, LIF FEREMRA 1/0 HiR,

p
1. EEEHR 1/O HRIREXAN :

a. AUTHS:

system controller slot module insert -node impaired node name -slot
slot number

b. HN 'y HEFIRR EARLLEET?
WM HRIA 1/0 BRIRERINEAL (FFHl. IR HIRNER)
g0, LATFan<fETR 2 (RHizhHed) LrYHEE 4 BV, HERIZIEMIIATES:

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2Z will be

powered on and initialized.
Do you want to continue? {y|n}: "y’

The module has been successfully powered on, initialized and placed into

service.
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2. I9IE 1/0 R LB MRS T ERIIIEL:
a. NZHUEHIZEIEH S RA L TS
event log show -event *hotplug.init*

()  EEFENEE BRSO ERE /14 e,

N 2 R— 1% hotplug.init.success EMS 4, 157 /0 &R EME NEOERINEED.

fBgn, AT ER /0 i e4b 1 eda HIFIIGILATH:

node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

a. NRHOFIBURK, BEE EMS BEUTREXRBNEESE,
3. IO 1/0 BIRIGIE R BB H E S

system controller slot module show
s N BRSBTS N powered-on, EIt /0 RRATLIETT,
4. HaiA /0 BREERANH BTIR A,
MZIIEHIZRRERI QAT <
system controller config show -node local -slot slot number
9NR 1/0 BHRE TN HIRG, NEmHFEER /0 BIRER, SFEENROES.
g0, xtFiEE 4 FREY /0 R, EROZERIFMTF A TREAREL
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node?2:

Node:
Sub- Device/

node?2

Slot slot Information

:> system controller config show -node local -slot 4

QSFP Serial Number:
d0:39:ea:59:69:75

QSFP Serial Number:

d0:39:ea:59:69:74

(auto-100g cr4-fd-

CISCO-BIZLINK
L45593-D218-D10
LCC2807GJFM-B

(auto-100g cr4-fd-

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341

20

032403001370

4 - Dual 40G/100G Ethernet Controller CX6-DX
ed4a MAC Address:
up)
QSFP Vendor:
QSFP Part Number:
ed4b MAC Address:
up)
QSFP Vendor:
QSFP Part Number:
Device Type:
Firmware Version:
Part Number:
Hardware Revision:
Serial Number:
SRS MEFHEAKLEREIT

B R EEENERSRRHFEMETE (REFE) |

mEBmEIR (RIEFRE) . Wik LIF UFEFiKO LUK
E3/E A AutoSupport BEIERGIBIE, BEHERA IKE@J

BIETTRS.

HIE

1. RIBENEE R R IETIEITHY ONTAP RRZAS UK I HIZRRRES, ERIEENITHSS EXEEF#EHME Bohx
®:
ONTAP iz 4 B4 ...
91718 MRZIREHIZSEEE TRERE  a BY3EEESTE, FaTEENITHRmELE
9.18.1RC 28 BT

104

storage failover giveback -ofnode
healthy node name

MEZ5EH 2R BVE R 8 T E B a5

storage failover modify -node local
-auto-giveback true



ONTAP higds  5fF |/

9.181GAE MRE—ITHIBEERERSEN a Jsiiif_f_i‘é Hzfg=i8], KEEENIEHREME
SN * wiz

storage failover giveback -ofnode
controller that was taken over name

b. M#RIEERYITHI 23 AVITHI B R E BRI

storage failover modify -node local
-auto-giveback true

9.18.1GAKE FHNMEHIFEEERFHIEITIIO (| BET—%,
=ShRas TRHEIE)
2. P EEORT FERAEERSSMIFEOIRE . network interface show -is-home false

WRERILUNG Afalse. IBEERREIEFIHO: network interface revert -vserver * -1if

3. YN B T AutoSupport. MR [R B EheI %=

system node autosupport invoke -node * -type all -message MAINT=end

55 6 & FHFEEHIRE] NetApp
REREMREME RMA HEIRSKFEER IR NetApp o "EHREFIEREXIFMAER. BEITH.

BHEI/OIRIR- FAS50
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FHRAZEABE=1"EMLED: REREREIRLE—N. 81 EHIZEE—1 Location LEDs remain illuminated
for 30 minutes.
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* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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BTl SR B R R,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEE KA R HEHITITIRR

RiFRERISSEARNBITINR S EE T alse. MAFIEXAZHITHISE 2 AIE ERTHR ; 550"
BrHR5KERD"

s BwsnIAE iR EMetroClusterfc RS, HETRATFEBAMEERKES:
metrocluster node show
g
1. YR ZA T AutoSupport « M@ JEHAutoSupport ;B 22 1E B &b eI ZRF:

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

LA FAutoSupport JEE 221 B ah el = 2= 61/ 6

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZHBHRIE:
a. NEERIEHIZEAIERI QAL TR
storage failover modify -node local -auto-giveback false

b. N 'y HIEEIIR N EESETEZABMOIR? "AY
3. ¥ZRIEHI2E 2R N LOADER 127R4%F:

MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—T,
EEFFRE ¥ Ctrl-C , ABREHIHMERFEE vo

AGHRTRERRTT WA MNSTEENEHSRENEERRERE:
RorEN)
storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderfe o
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2. BRI FEER TG SR IME EEET:

storage failover giveback -ofnode impaired node name
3. NIBTTIVR REFRUIZHI R BUIZHI B R R B h3E :

storage failover modify -node local -auto-giveback true
4. WIRBA T AutoSupport, NERBzheESEA:

system node autosupport invoke -node * -type all -message MAINT=END

F 4% KSR E] NetApp

REBEMFEM RMA JBRRHIEEHIREl NetApp o "EMHREIFMER"EXFMER. BESNITH,

SEHENVEE - FAS50

HEMAIRRAEEN N IMMIER, 15FE# FASS0 FHEARZLFH NV Bith, RAERRE
BT HRERIF X B ARG E. BMIREGEXAZRHRVERIZE. BRERIZSEER, it
NV BBt BT REITHIZRIR AN EE SRR A4 NetAppo

FIaZ Al
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MRFE. EAILFTAFEHASUE(EE) LED. UEBELWNEAREUREMNEFEERY, (EASSHER

ZIBMCH%i\ “system location-led on 5%

FRAEALEBE=1EMLED: #ERErEIRLE—1. 8 MEHIZE_E—1 Location LEDs remain illuminated
for 30 minutes.

AU D EH KT system location-led offo MIREFHELEDERRICIERE N, AJLUIBANGSRE
OEEIRZ system location-led showo
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* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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* If you have a cluster with more than two nodes, it must be in quorum. J1REEE KA R HEHITITIRR
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s BwsnIAE iR EMetroClusterfc RS, HETRATFEBAMEERKES:
metrocluster node show
g
1. YR ZA T AutoSupport « M@ JEHAutoSupport ;B 22 1E B &b eI ZRF:

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

LA FAutoSupport JEE 221 B ah el = 2= 61/ 6

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZHBHRIE:
a. NEERIEHIZEAIERI QAL TR
storage failover modify -node local -auto-giveback false

b. N 'y HIEEIIR N EESETEZABMOIR? "AY
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MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—T,
EEHEFTE & Ctrl-C , AREHIRTRREE vo
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RorEN)
storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderfe o
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o ?gg?é&@ﬁ%‘]éﬁEi@ﬁﬁﬁiﬁ?’:’“ﬁﬂ%ﬁ?*ﬁ(-ﬁ%ﬁm)L‘MEE%%Hj\ BRERE TR KT
9 }I;f{?’fﬁ?&?:—fﬁLX#%?&*%U%%E%HE)\M%’E\ ARERFR TR, EEEHISETEM
e RFmeREREUE. HERNEFEIUEENL

p

1. G EEHIERIPE. AR IEdiaietRs]. BT ERLL,
2. BiEhIZmANAE—F,

BRBISEESTERNF M. ASERAFRERRSHIHS.
() wxrgsms. BOREHERLEAE,

3. Rz & BANERIITHIZE ERVTRI QiR OMEIR AR, UEECABREETSENBHIERTH S
HSo

(D) wehsmEsEmEiagD L.

4. BiEHRTeRNIE:
a. AT, EERFISS PIRIERHAF T2

() #EsIsmBANES. AMRALE. BNTESEREES.
b. [ LA ISR TR, FEAREHETIL,
() EREHSNETRERFORHSRGERE. FrsEErEERE T ERE,

. IRIEFEEF N IEHISRHITRE,
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6. WEIRAEIEETBIRPSU),
EPSUME MR, IASLEDN NLEE,

MREBEHIEE... BA ...
AmPSU a. FERZEAPSU,

b. A HEIRLE E 23 E E BB R,

BRPSU a. ¥D-subBE R IR&IEEZZRIENAPSU,
b. T XFMEFEHEIEST. ED-subE R RAIEIERETEZEPSU,

7. BERAFREER I R IME EREIETT!
storage failover giveback -ofnode impaired node name
8. MIETTIRR REFHI=HIZRAYIZHI S E R B 5h 3% |
storage failover modify -node local -auto-giveback true

9. WNRBEA T AutoSupport , MRS (BUEHIF]) BahZFIE1E:

system node autosupport invoke -node * -type all -message MAINT=END

E 54 FHPEIRHIRE] NetApp
IREBEHREHTAY RMA 3R BEIEHRFESR4EE] NetApp o "SRRI ER"EXIFMEE. BESNE,

Replace a power supply - FAS50
2 FAS50 RSP MK EREIREE (PSU) R EMIESHEET, FEIRZE

U RAGRSERWIRETITAERNE ), BRIIZEERFSER PSU %EﬁﬁliﬁFF\ #i"F

FIRZ. EREERY PSU, ARKEEMERRIEIR.

XFIAES
* HREP R BN—RER—IPSUMARS R,

PSU BRI BRI #UER, EARUXHALHIZEHKELR PSU,

* BB B7EARETRAMESFRUAFFMANRENIPSU, BIBAGRXFER,
* IBRIEERPSUREEMAENAIR(ES R © ACEDC,

* IRFE. BALFTAEEARARMEES) LED. LEBELUYEANEMURFMFHERS, EASSHE

FEIBMCHEHIN “system location-led on" &<,

FRAZEABE=1EMLED: RERETREIRLE—. 81 EHIZEE—1 Location LEDs remain
illuminated for 30 minutes.
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TR SR EXF system location-led off. MIREAFRHWELEDESEAERIEN. BTN
MYRIEEERS system location-led showo
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prira D P57 A
BEHRITMPSU. BRMUTHE,

gl

1. MR E R, BERIEM,

2. IRIEFEHI B IR E S B PSU_ LA B E/RLEDHE HIBFERIPSU,
3. yTHBIRLETE2E. MPSUBTFEEIRSZ. AIGMPSUR TRIFEL,

@ PSUSRHE BB %,

4. EITRPSU:

(1) B L HERPSUFIREAT(IE, REMEE.
(2] FRBIERTHG RS, NSHIRPRTPSU,

RPSUMIZHIgE AL, RRAS—RFEHEE,

PSUSRIE, MIZHISE EEITIRpIsRed, S MINT Sipiases,
(D LIBLESAM SIS HIBahTER A R R A ROEFA R
2%,
0. BEREHPSU:

a. AMFZEPSURTASH K HE SizHlIZeh A OX 75,
b. FPSURREENIZHIR. EEWERETRAIML

PSURBES A ERERE2S IEMEME & H B [ Bl E 2 (Lo

() rmemmRmmEss. BPSUBNEHISIEMAALE,
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a. [ TR FR. EELEERET
6. WHIRAEIMEETIPSU. AEEMABIRLEEEEE EIR.

EPSUME MG, RSLEDN NEE,
7. REREAREME RMA BB EFEEHRE] NetApp o "EIMFREIFIERBXIFMEE. FEILTHE,

WEI 2: PIEREREIR

EFMEMPSU. BERUTTE,

g

1. WNRE R RIS, HEREM,

2. {RIERFI A 1I%H B BB PSU LML & ZRLEDHE H IV FERIPSU,
3. BFFPSURYIESRE:

(D) PsupmmERA%
a. §7FD-subEL R FBRATEE 28 L UFIEIEEIRET
SRAPHETHRERR T MEIHET R 1)AID-subE RS RLIEIEB(NE2).

b. MPSULIRTFEIRZ. HIFEHKIE—,
4. HI'FPSU:

a. BFMmE LR IEHKEAE. ARTEE.
b. AHEREFREEREURRMERE,
C. F¥PSUMIEHISEFHIL. FAS—RFZEHES,

(D PSURE, MizHlZs LEN NIRRT, IBRRANFIZEHE. UREMTH 2
HETIMER A GRERARHNRE,

(1] BFARET
9 D-subE 7 EEJEPS U JE4% T 508

120


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

(3] AR AR

o TerracESEPSUBIE RS

S. HENERPSU:

a. AMFZIEPSUNBSH B HSEH BRI O,
b. JFPSURRBAIZHIZE. EEMERETRANIML

PSUTE AEREZSB MM ELE EFIES, MREIAAPSURERMAL. BHESTE,
@ FEBRIAAIREELE. FPSUBNIEHISRMEIA T E.
a. @ FIEEFM. FHTEERET.
6. EFMEIED-subERRIRE:
EPSUMEMEBGE. IRSLEDN AEE,

a. }D-subE M IREIERESEEAPSU,
b. T EMINIENEIRE]. ED-subE R BIRLIEZREEEPSU,
7. ZEREMFEMAY RMA BB SR SRR E]l NetApp o "EMFREIF SR EXIFMMER. 1BSNIHE,

RSB A $hER - FAS50

it FAS50 ZERFFAISERTES SR (RTC) Bt CEEMAMAINEM) , URFRKKT &
HaetE[E L B BR S FI N AR R FRIFIE T,

Froa 2 &

ZHERATRIFTE St A ERA A E BiE(T; MBREEET. BERR. "NetApp T REFHEILITIZ,

KXTFULES

* BRI AR R Y STRFRIPT A ONTAPhR A fE A LT 720

*WRFE. EOILFTAFEHASME(EE®) LED. MUEBELWNES XN EMRFMNEFEHERSR. F£HASSHE
FEIBMCHEHIN “system location-led on' &5 <

FHEREASZEB=1ENLED: RERETEIRLE—D. 8 M5EFI28 E—1 Location LEDs remain
illuminated for 30 minutes.

R LR NGRS EH KX system location-led off, MIRERHHELEDE=EIEEIEXN. A LR NG
SRWEBERE system location-led showo
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1T XHAREGIER
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TN . KRERARS

BRAZBEHEE, EOMRERLHRIVRT, AELEMZERGIE, UERTEBITRISSSAEMNZ
BT Hl SR B R R,

KXFIES

* NREFEANEBSANRS, NHMENEZRITHIZZSCSITIFHEMHSHER cluster kernel-
service show, cluster kernel-service show #r < (TEpriva IR F) Al B/ BT R AR i
WS ZH R BEMERESURZT REETKS.

/1 SCSI IR RS S HEN SEBFHEMT RIRIFPER R, EREBIRZ A, BIALBRITE

8] &,

* If you have a cluster with more than two nodes, it must be in quorum. IR EE KA R ETITIRR
RFPIERIBSE R RIEI TR A EE T alse. MR AZHITH SR 2 AIE ERER ; FE0 "
RBoR5&RERD"

S
1. MNERB AT AutoSupport « M5&3d i B AutoSupport JH S22 1EBheI 2R

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

LR AutoSupport JHEZE 1E B T2 25N

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZEBERIE
a. MERITHIZRAVIEH SN <

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRNEERETEZRAAMMER? i
3. ¥ZmiEHI2E 2R LOADER 12755 :

NRZIRITHZEEE. ... B4 ...

LOADER 2R BET—%,

[EEERFRE ¥ Ctrl-C , AREHIUERNEE vo
AFAIR AT IR R MIBITIEBEHI S E T EZHITHIZS

storage failover takeover -ofnode
impaired node name -halt true

-halt true B35 N\ Loaderig R i’
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IR 2 . $5EHIBSiI T MetroCluster #1

BXRARBIEHEE, COMRERLHSRIVRTS, AELEMZERTIEE, UEETERTHRISSSAEMZ
BTl SR B R R,

* If you have a cluster with more than two nodes, it must be in quorum. J1REEE KA R HEHITITIRR

RiFRERISSEARNBITINR S EE T alse. MAFIEXAZHITHISE 2 AIE ERTHR ; 550"
BrHR5KERD"

s BwsnIAE iR EMetroClusterfc RS, HETRATFEBAMEERKES:
metrocluster node show
g
1. YR ZA T AutoSupport « M@ JEHAutoSupport ;B 22 1E B &b eI ZRF:

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

LA FAutoSupport JEE 221 B ah el = 2= 61/ 6

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

2. ZHBHRIE:
a. NEERIEHIZEAIERI QAL TR
storage failover modify -node local -auto-giveback false

b. N 'y HIEEIIR N EESETEZABMOIR? "AY
3. ¥ZRIEHI2E 2R N LOADER 127R4%F:

MNRZHITHIZRER ... B4 ...
LOADER &Rt BET—T,
EEHEFTE & Ctrl-C , AREHIRTRREE vo

AGHRTRAEERRT AN NEBITERENEHIZSEESEEZhirhEs
RorEN)
storage failover takeover -ofnode
impaired node name -halt true

-halt true B #0&# N\ Loaderfe o

$ 2% TR
BT HISR B IR HISR R BT, ATMAAERE THH28.
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AmPSU a. {TFBIRAEE RS,
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BERmPSU a. 7R D-subE IR ERE S R BHEIERE]
b. MPSU LR TR, HREBE—S
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0 EIEHIZRRIRIR. MIMEEEE F& URRFW,
9 * HEFEREIFR. FiEHlZEMAREIR EET,

HIzpRY. FRSMIZRISEPHE. ARERREE LB, BHSHE,

* FrEhEahlME. RIS ETHIsRRER. AR EREFRNRE L.

(3] MRBE. BEREFRT RS0 UEEBT.

o. WRHIERAIEIRIRT] LUTHE ISP E. ARITHPE.

%34 FEiR RTC Bt
T REHIEHRTCE M, ARREBIRANIRTCHE,
B RERILINFTHY RTC Bt

L
1. #% RTC =i,
2. FITFRTCHEM::
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ZAEHEARRTCEM. EHSHEMER—ERE,

RRTCHMMHESZ IR,

3. REFARTCREM:
a. MBLR#ER G AR FREN t B A FE .
b. IME M. EREM EMMSEAIN SERERMSERR.
c. BEMU—EREBABMLE, ARBEENEILNE, FHT2EEERBETR,
d BMEERN. BRET2EEESEMER. HEREER,

£ 4T BENREEH R
K= Hl SR E R R RN AR HEFH BB,

KFUILES
TER2RT EMREEh SR hlR F MM RIS MR 8iRE. IRERERERISENTESENSE,
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e RFmeREREUE. HERNEFEIUEENL
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1. G EEHIERIPE. AR IEdiaietRs]. BT ERLL,
2. BiEhIZmANAE—F,

BRBISEESTERNF M. ASERAFRERRSHIHS.
() wxrgsms. BOREHERLEAE,

3. Rz & BANERIITHIZE ERVTRI QiR OMEIR AR, UEECABREETSENBHIERTH S
HSo

(D) wehsmEsEmEiagD L.

4. BiEHRTeRNIE:
a. AT, EERFISS PIRIERHAF T2

() #EsIsmBANES. AMRALE. BNTESEREES.
b. [ LA ISR TR, FEAREHETIL,
() EREHSNETRERFORHSRGERE. FrsEErEERE T ERE,

. IRIEFEEF N IEHISRHITRE,
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6. Y EIRAEIMEZEDEIR(PSU),
EPSUMRE MBS, KRSLEDR ALEE,

MREBEHIEE... BA ...
AmPSU a. RFeIREHENPSU,

b. A HEIRLE E 23 E E BB R,

BiRPSU a. ¥D-subE R EBIRLLIEZIHAPSU,
b. T ZREIEHEIRE]. BED-subBE R EEIRAIEIESEE EPSU,

7. B REEFEER TR E EEIETT:

storage failover giveback -ofnode impaired node name

8. MIBTTIRR REFRUIZHIZRBUIZH B 1E R B 5h 3%

storage failover modify -node local -auto-giveback true

9. WNRBEA T AutoSupport , MRS (BUEHIF]) BahZFIE1E:

system node autosupport invoke -node * -type all -message MAINT=END

$£5% . EETHE LR EMBHA

EEMRTCEM, BT HERSHBIOSEEG. TFEFILUTHIZER: RrRTC
@ date/time error. Reset date/time to default RTC power failure error XL5HE
%Dj/HHEI]\ l_.\__]-Lxé&éj‘JttL—l*Io

1. TEfemRrYiTRIzE £, % REAFIATE):

cluster date show

@ MRERASKEBEBIREL. 1HEFIEIN "Reboot node' HEHIIR RN y « ARG
¥ Ctrl-C_/=anhE|Loader,

2. EZHUTHIZR £, 7£ LOADER /R T FMaZEREIF B HA:

cluster date show

a. NRFE, EXAHA:

set date mm/dd/yyyy
b. MNRFE, FRERMEIAITERE (GMT):

set time hh:mm:ss
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C. HaiA BEARIBYEL
3. #ELoaderfR R fF4t. BN “bye UEFHNIAKIORIRFEMAM. AEILITHIRERBR.

E 6 & FHPESRHIR[E] NetApp
REBEMHMEME RMA i3 BEESIEEEB4HRE] NetApp » "HIMFIREIFIFR"EXRIFMES. S IH,
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