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¥ _Ctrl-c_i#ENBoIRE,

- NRARFEAERNE, 5% _Option 1 Normal Boot._, EM3%E

B, "CRERAEER"

. BT B SRR R BL 3T S8,
. fEF3_storagetfPE 4% #% 331%-from node local_ap < R IFIEHI28,

I YNREEA_storagetflfEi%#%1E24-node local -auto-R ik truem <

BRABERE. NWERB T,

. 1R Z AT AutoSupport. i51FER_system node AutoSupport

invoke -node *-type all -message Maint=end_#n <% /R/BUHEELE

Epelfe =318
A NRUEIRERM, BEKR "NetApp 25

8 N2 —FAST0FIFAS90

mEERB TR LRI,

B1Y . ERIRBEAEES

B FERE S IZFIAIHEREIS BT E TR A T IR Z AEIER(OKM). NetAppfFfiEiNE (NSE)

i NetApp BN (NVE )R SIS B,

®

p
1. BiEH G S L0E T BiriEH 2.

NREF T NSESINVE LARAREH S SMBRIAEIRSE. MR RTE M IZFIGEHIRATISRE,

2. MONATpEEIH B HER L TERZ — IR FER B A E R E.
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https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com

%I BAERHEHEERRSREENRS
MONATpEEhR BT RIRHZ A E RS E.

Fa2Z Al
EROKMECERY, FELUTESR:
* BRIANEECENEEEIE BN EAREEREE",
* "IREEAEIESFNER"(ENX)
* BT AR H R A SRS MM RS CENEEEE" 318, ARBAL.

g
1. MONTAPBoh3 £ HEFIEIN10:

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2? 10

2. HIAE IR EUREE, This option must be used only in disaster recovery procedures. Are you sure?
(yorn)’'y

3. WAEEESCEMNZEBIEER X,
()  wAEREEN. BEHATRERETRA,
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. MANBENER. BENABMFIEEMNITMLEILERENDTT.
FERARERAREER,

11
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Enter the backup data:
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4567890123456789012345678901234567890123456789012345678901234567
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ MREREHAR, B74EE Successfully recovered keymanager
secrets. HITHPEHIFRUEEEIR,

6. MBEhF 8 FEIRIEIN1 AR EE B EhEONTAP,

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. BIAEHIBSRIEHIE B8R waiting for giveback..(Press Ctrl-C to abort wait)
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8. MECH T IR EE X ITHI2s . _storage#P&E4%:#% 3 1E-frofnode local -only—cfo-Aggregates true _

9. (NfEFACFORARBNG. 1BfT_security key-manager onboard sync_#<:
10. IR EZ A E IR R EECE B E RIS

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

1. HIRFAERAYBRS . security key-manager key query-reRestored false

There are no entries matching your query.

() tEreveds¥ihifikialsest, T ETEALR

12. NECH T T B & . storagetfif&4:75-from node local

®I2: BEINIRAEERRSREENRS
MONATp/EEhR BT RIMNPEZ A E ISR E.

J-T#L‘Zﬁﬁ

RFEIMPEZAEIESREKMELE. BHEEUTER:

© BEBER—PNERT = _EM/cfcard/kmip/servers.cigXXFHIEIZS. SEUTER:
* KMIPARSS 283k,
* KMIPi® [,

p

—NEET A HE F imIE B8/ cfeard/kmip/certs/client.crtSX YR8,
—NERT A EFiEE A LK/ cfcard/kmip/certs client.keySXHFRIEIZS,
—NEET S KMIPARS3 28 CARY/cfcard/kmip/certs /CA.pm X4 EIEIZS,

1. MONTAP S Eh3 8 HhiA Rk 11,



Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. FIRRE. MIAEBWRERRER:
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y

EHAILUER U TR

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}tn
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. A NMETRIREEXER:
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. MERTERTEM

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.



5. MBEhHE 8 iR I%kIN 1 ML B EhEONTAP,

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A AR A A A A A A A A A A A A A A A A AR KKk ko k
* ok ok ok ok kkkk ok ok ok ok kk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.
Selection (1-11)7? 1

$24 . FTERBTRER
EEEEHE. B SR aSeEH R RER B R BRI,
1. mEESIamT:

MRIEHSER ... B4 ...
BRI BEDEC,
EEFERE REECx 2R

b. T@Eﬁ_storageﬁiﬁﬁiﬁ%show_ﬁ%‘%\ﬁﬁi}\ Birizhl2s B AT HITIRE,

2. {#F_storagetfl[E4:T5351E-fronode local -only -cfo-Aggregates truedp 515 I & 45 15 ERC I HIZR H 3T
pSEeati Erredin

° IR LEEELEREMRM, FYIREARIEHE, ERUEREEEED, HRIWEIEREEN

o

° IR LRBN T RARME TRK. BHFFSOH. UEHAFRAEEN T RZEIRED,

° YR d<HE NDMP , SnapMirror ¢ SnapVault #iZMEN, HRZALHE. EXFMAEE, FESIHE
[ZBISCAS RN
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E[F3DT. AREER_storagetfifEi % show i LB IEEZZ IR,
7Ecluster-shel 2T, %\_network interface show -is-home false_#<. FIHEAR7EE FiTHI2eMiEO L
HZiEEO,
WMRFIH TEAEO false, 1EER_netint revserver cluster -lif _nokename_#p< 3§ Xtz iREREIE T
i S
RiTHl e st = BInITHIZS. JAIFIBTT_version -v_gp < UG EONTAPARZN,
{#H storage encryption disk show &E&HIH,
f£/8_security key-manager key query i< ERFIHEIERS 2 L FEN S M IRIEEANZEAID,
° 9NR restored column = yes/true , MRTECTHEIRIIE, HAIHETH BRI,
° YR Key Manager type = external # Restored FI=LIIMIERIAS yes/true, 1BE
FA_security key-manager External Restore_#< R &4 10IEZ BHIZHEID,

() mmessm, ERAEPZS.

° 1R Key Manager type =onboard #l Restored F=LISMIMEMAR yes/true, BFER_security
key-manager onboard sync_fr<RF B EGT R LTR/DEIREZ TR,

88/ _security key-manager key query_#r< IIEPRTE S 9KIE Restored ZFARIY= yes/true o

- FHEH B4 L0k R BoriEhlEs.

. {FH storage failover giveback -fromnode local @< 3ILITHIES,
10.
1.

MR EMER_storagei’fE4%T51E-node local -auto-Riktruefs SRR BRIR. MR BEH3TE.

YR BT AutoSupport. 1EfEA_system node AutoSupport invoke -node *-type all -message Maint=end_
i LIER/BUHR LE B el A,

ISR SR 4R [E]25 NetApp—FAS70F1FAS90

RRBEMAHEY RMA HBRRSIES 4R E] NetApp o "SIMHEREIFER"EXIFMER. 18
DAL
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