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BRI

BEh7T R E A — FAS8200

THEFAS8200R 4t LRIBTINT RER, H THARNERG X, BN REFERFEBER
EANERBEIRMEAEMHB B EIRE M, IRIBERINSECE, SR LIRITIERRrTIE
] (HA XEZREING) P ER (REEBRR) o

FAS8200 R A X F MBI RIMERRF. FAFFEIBNERE,

B BiFE R AT R ERN—HEXHEN _RRAXMH (BohRE) . RIBEHNSKZEE, EaILURITE
cR B EY kT S

T ERRIUEN fat32 By USB IEEERNEE, HEREUNEFHEEERTFM inage_xxx.tgz Xffo
BRI image xxx.tgz XHFEHIE] USB IN7FIREHeE, LAMHHGEEIRESEDFER.
* BB RV ERFARET S EERERIEEIR var XHHRSE:
° BHITHRPUIER, MR HA IHERERINS LUER var XHERT.
© BMITHETER, EAFENKZEZAAER var XIFRYE, BHIEFEEMBIIRR,
* BRAIUR R RAR (R B O MR IS MUK EIRYE AL FRU 4B 1%
* B EERNTR ENRAU TS BARNGS:
© BT R EEEEPRITENNT o
c BITRARHFHT R _ R2RRT R HA RN TR,

KENMZBRIALZFFIRES- FAS8200

TEXFFAS8200 A 4 E HINEPERVITHIZR Z B, IBIIEMNEBZAZIFIRES. I IEEE
KEONTAPHRZS 5 NetAppEINE (NVE) IRAEM. WIERIREIRSRIE UNREDNEE
B, URREBRHINHEIRERRENHIERZ S,

FAS8200 2 45 FohB B M RIMERF. A2 FEEIRIMNTHRIRE.

TR 1. KE NVE ZHFH THIEFHAIONTAPIREG:
M EBIONTAPER S 2 5 15 NetApp B INEE (NVE), LUEEHE L FEIEHRIONTAPRME SRR AT T F.

p
1. B ERONTAPRR A Z S T INE

version -v

YNSRI BE 10n0-DARE, MIERIERBFARAFRIFFNVE,



2. FHTE NVE ZIFHIONTAPE (% :
° IRTHF NVE: FTHFENetAppEINZEHIONTAPRME
° YNRAZHF NVE: THEHATNetAppBEINZHIONTAPERE

@ MNetAppsz s FEONTAPBME R EH HTTP 2 FTP ARSSEe sl At 432, 1EE it
Bt RAERER, EEEEIRMES S,

ExAHEIERIRERZ A, BRIERAEERCEHENVERS.

TR
1. BEEHNRS LER T RREIES:

ONTAP higzs BT
ONTAP 9. 14. 15 EFZhrZs security key-manager keystore show

* MREATEKM. "EKM NS Lt syt
* NRBATOKM. "OKM N&fEdm <t yIt,

* MBREAZAEIEL. No key manager keystores configured
NEs <L AIL,

ONTAP 9.13.1 Sk EERhia security key-manager show-key-store

* MNRBEATEKM. ‘external M&Es<SiEmE 5+,
* MEBHATOKM. ‘onboard M&fEes<imt 5 H,
* MRKBHARAEIEL. No key managers configured M &7E &8

LHILEFIL,
2. IRIBRFHEREEE T HAEIRE, RITUTERIEZ—:
MRAPLEZHEER:
TR R XA IEEGIEE, HASHITIIIER
NRECE 7T EAEER (EKM Z( OKM) :
a. WAUTEAHS, ERBHEERPINEIERAIRS:
security key-manager key query

b. EERMHERHNEREDHE, "Restored i+, IFIETZHEELE (EKM 3 OKM) HIEPIIEER
ARTBEMINME,

3. EREENEAEER LA THEN RS E.



HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R X HASRIEEGIEE, HASHITIIIER,
NREFARETHERRE true’ T“BIRE"FIH:
a. BN EIRAERIAME D EHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
il. 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:



a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

ik Restored B8R true WFIEESMWIEZIAN Key Manager HEE

*onboards
c. &7 OKM 5 8.:
. R B SR PRAET -
set -priv advanced
BN Ty BB,
. BTREAEEEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MRAEFHIRPBEEFoINE OKM, BREEELEHER.
iil. JREIEIRGIE
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

X Az niT 28— FAS8200

R 1 . REHARS

STERNENEfR, XHAIFAS8200R 4t L HIHFERYITHISE, thIZaiERizHIZEHE
LOADER #&~ff, HIRBHMREEUMSE, LU EEERISEUBRBHNE, BiED
BRARSEEMSR.

FAS8200 R A X F MBI T RIMERF. FAFFEIBHNRRE,



EI 1 . KEWRSK
5ER NVE 3¢ NSE £55/5, BREXAZHITHIZ:.

p
1. K245 28 29 LOADER 2R 1T -

MRZIRIEFIEET ... BA ...
LOADER 12T 3£ Z "Remove controller module" o
EEFEFE .. & Ctrl-C , AREHMERNEE v,

AGHRTRAEERRTT AR METEBNEHSREENEERRAITHEEE. storage failover

éf‘ﬁ'ﬁ) takeover -ofnode impaired node name

L2IRITHI28 £ 7R Waiting for giveback... BY, &% Ctr-C , ABEIE v

2. 7£ LOADER 2RI, WA printenv HRFIERDIHFETE, Bt FEIBEXHES,

() REHRERFRTAERET, Mt TaeRelEm.

EIN 2 @ $5HI28R A MetroCluster &
() WBREHFRLHERANS A MetroCluster BE, B/EAIRIESE,

BXRAZHITHR, BUTHEERISARTS, HAELEMREIRHR, UESITESNITHIZREES MZIRES
SRfFfE IR (AR,

* If you have a cluster with more than two nodes, it must be in quorum IR EEEKIXE |J1¢F%k"5?, ”ﬂk/ﬁﬂﬁ?
AR E ARSI TR A A EE T alse. MBMEXRAZHITH R ZAIE EREHER ; BE0 "FTR5
SEREL,

* NREERBZ MetroCluster BEE, MATFHIAEEE MetroCluster FBEERTES, HAETRATFEBHAILE
EHRES (MetroCluster node show) o

iz
1. ANRBAT AutoSupport , NiETAA AutoSupport EEEIFBRIEIEZER: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZIE BB EREGIF/NES: clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. MBITIEERIIEHIZRMIEHI S 2 BEMAIE:. storage failover modify - node local -auto
-giveback false

3. B4z Hlgs 29 LOADER @71 !


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

MNRZHITHEZE R ... BA ...
LOADER 1&RfT BET—%,

EEFFRE ¥ Ctrl-C , AREHIERNEE v,

AR EERRTT AR METEBNEHSRRENEERRAITEEE. storage failover

FHEET) takeover -ofnode impaired node name

L2IRITHI2E £ Waiting for giveback... Y, &% Ctr-C , ABEIE v

o

eI 3 . EHIZS LT XTI = MetroCluster Hf

BRAZHIEHRE, CUIMERERISIRES, HELERTITEEE, UESITESEH 88 MR IRz H
ERfF B IR (AR,

KFILES
* BT IIREDR RERFBFRELATHRS, UEABITESIZH MR,

T
1. 187 MetroCluster RS LUBE ST HI2S B C B EIET EFEAVITHI2E:. MetroCluster show
2. RIBRTRET B, R TRASIRE:

WRITHIZFZH ... B4 ...

B Baptik PEEMITTI—D,

*Bnhtif MIBTTIEBBEHIZSHITITRIALIIRIEIE. MetroCluster
switchover

KER, BEEER EEGRER, NRAEE, BRRREEAHFER, MR EBE R

MetroCluster switchover Bp wRAE, BEARAZR,
LHITUIR, HEUHREHTR

3. EIBITIE EHIEEEPIEIT MetroCluster heal -phase aggregates e, UEFHRTHIERS.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

MNREBEWT IR, ERILIER ° override-vetoes” 2 E#FH A MetroCluster heal 3%, WREALLA]
B, WRSRKESTAEILEEIRIENRE R,

4. £/ MetroCluster operation show &SI 1ERT B 5o



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. {FH storage aggregate show MR ERSIRE,

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-az2

raid dp, mirrored, normal...
6. {f MetroCluster heal -phase root-aggregates mSBERES,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

QD%WE? AR, EEILUER -override-vetoes B EFH &L MetroCluster heal f1%, WIREALLA]
B8, WRSKEESTAMEILEERENRER,

7. B REEf L{FH MetroCluster operation show RS WIHEERIERTETMK:

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. ERHUTHIZRIR £, B EEIR,

B E T Fi— FAS8200

EHRFAS82001ZHlIZFRIR EHIER RN Ihid12 S fE MAIAEREX tHiTHI SRR, Y18
BB BAN, £ USB NEFREIEFEMREEREIERNN R, URKERARE
FEREEITRS.



FAS8200 24N F BB HNM B EIZF. FHFEBHNFRIRE.

$£1%: HTER
EAERIRANAN, EURENRFRETEGISBER, ARBHTEBER HER,

1. NREERIEH, BIEREM.

2. INFPREAIEL L EIRIRE FRIRE, ARMEHSERR LR TRALLAN SFP (MIRFR) , HE
FA A BVIER B

REABERLEERET, WEEERRELLAEEREN, SL4HIERF.

3. NIz ERM A ARME T AL ERREH R EBE—5.

1733

ORI F

o [ THIMACIEF, FRRITRISHRIRIE HAE.



REhIgR R LAAERY, BRRESFHTRISRIRAVKED,

£2H: BRENNR
SRR BR R BB B R RO BRI T E

1. NREERIEH, BIEREM.
2. fEFATESUTHIZEIR LA FRU BRI EIRThN .

i® 7,
| Y
3 BEMARING LNESRE, BEMN BRI, AR B Fi.
() FrRESAREER LR, E TR AR,
4 BEREDARDES BN FIEHT, AEEEBRENGE,
5 RERIAG, BREELEREHEE.
WEBE, FIRHEIHA TG EIENEH,

6. MR RLES BN RINE ERBIE R,



7. & LiIERISRIRIN S

£ 3% KRG EmEIENT R

&0 LU B 2R USB INERIZIE RAAMGLEIZRBINR. B2, EMEIRESEHREE
R var Xt RS,

* AR — BRIV 32 Ul USB AFIREheE, HEREE/7N 4GB,

@ tar.gzX MM EEE D4 GBI DX Lo ®EIR32 TBH XBIANATLLUAER2 TB.
{BWindows R & T B (ff#0diskpart) L& 1432 GBLL_EAI32 GBI X,

* 52 HI2RIa1THY ONTAP MUYRARZASHEREIAVEIZAS, ZRILAM NetApp SZiFuh = _EAY "Downloads” 2B &
FER ARG

° YIRBAT NVE , BRI THIRAFRIET, A NetApp BMNE TFHRE,
° WNRAKRBRANVE , BHRBETHIRHPNIET, E1ER NetApp BINERBR T FEME,
* NREWRFERE HA X, WATEHRMEERE,
* MREPRFEZIMIRY, WAFENEER, BEER var XHRFEH, EBOTRITHINERBR,

a. FIEHISSERHRIGESHEROAONTT, ARFEFSEREREARSN—F,
b. BFRFELLERRE, HRIEFEEINRARHITHL.

EMLRT, WMREBHIMTNLEKEKRE (SFP) , BILEHMREEN.
C. 1§ USB NTFIERIs il NIEHIZRIRIR LRY USB g,
iR USB NFISR REEITA USB igEmIEEH, MARE USB iEHaisOH.

d. BITHIBERTLNRGTR, HRORIBFEF USB iNEFRENE, BIEMORIEF UTERITHI2 &
REUFLAL, FORIEFHEXAMUE, ARITEEMEL,

EhB—BEReREINER, mIFFREE.

e. #% Ctrl-C B eI 2, HEMBREFRRTMEL, NREZEEBEEEREE, 1BHK Ctrl-C ik ...
MRRERICHE, 151 Ctrl-C , EERETLIBMEI4HPIRET, AREFEHIZEUEEIMEBER,

f SHFNBEPE—MTRIRNRE, EMEEBRHTHRIR,
RATFIRREIFHFETE LOADER R4

0. 7£ LOADER 2R fFhig EMES IR |

* NREFIE DHCP . ifconfig ela -auto

FERENBRFEOREESMEIEEZTIR var XIERSHRE, BT5aTEERE
@ PSRRI ETEEEMRIE . You can also use the eOM port in this
command.

10



" NRERLEFDNERE: ifconfig ela -addr=filer addr -mask=netmask -gw=gateway
-dns=dns_addr-domain=dns domain

* filer_addr 2TFERZHY IP ik,

* netmask BEZE HA Boxt T SV EIEMKZHI WKL,
* gateway EMLEHIM X,

* dns_addr Z W45 LA FRARSS 236 IP ik,

* dns_domain BIHZ A% (DNS) EH#E.

MRFEALENESE, NWEFEMNEBEIRSEE URL PEATLRERE, BREERSRN
]

@ BRIZORTEREAMSY. BXFARGE, JUEEMHRERFAMEA help ifconfig

o

h. SNRIEHISRAL FIEFRRL I EZR MetroCluster 1, MATEIR FC iEFACERELE
.. BEhEIEIFER: boot ontap maint

ii. 3 MetroCluster i [1IRENBEIFERF: ucadmin modify -m fc -t initiator
adapter name

iil. halt IREIFRI: halt
X B OFTE R ST S BB SE N,

2 oh i E IR — FAS8200

7IFAS8200% 4 L, M USB IXEh2RESHONTAPIRE MR, LUIRE BN F. ZIIEEE
M USB [AZEIREN2EEEN. MENXERS. WIBFET S U NEEHISSIREEEizT, B
TEEURTF RA BT T INT mMetroClusterfit EH,

FAS8200 2 4N FohBEI M RIMERF. N2 FEEIRIMN RIS,

T 1 . KEHARSE
D B USB IXGHER B ONTAP I, TERENXERSEHKIIIMET S,
IIRMES BERIRAAAFEANT R MetroCluster B &,

p
1. M LOADER #&7R#F4k, M USB iAFIEmNZRBoIREMAE: boot recovery

HEBRERE M USB N7 3R EHER T &o

2. BIRRE, BRARGERHIESRE HIES RN ERNBIAME,
3. F[E var XHE&RS:

11



MRERY ... B4 ...
PR IE a. JAGIRTELRENEKEN, K yo
b. FETIR RFMIZHIRGBENSEINRES: set

-privilege advanced

C. J&1T restore backup #5<%: ssystem node restore-backup
-node local -target-address
impaired node ip address

d. BizH|2sMmENEERLRF: set -privilege admin
e. HRASKIRTEFERERENRER, Ky
f ERARTENBITHIZRE, & vo

T L& a. SRSHRTERRENEREN, #n,
b. RFRTINENBINRS
c. MERBFRBEHRIERE * NENEEEHAE * (BPNF) EI

MRAFRTEREER, BFRyvo

4. BERTIETSRTEISE !
a. 154228 2~ LOADER 12715
b. 5/ printenv G ¥NEIMELEIRE,

C. MNRIFBETERIZTNHEAIRE, 1A setenv environment-variable-name changed-
value B3 HFHITIENR,

d. 5/ savenv S RTFFMAIEN,

S. F— 1M EURFENRARE:
c MNBEMASKEE TIRBZEHAEIES, NSE I NVE , BHRE RIEFEXE OKM , NSE # NVE
© MRENRARLEIRFZAEIES, NSE I NVE , BERAESTHHHNTE,

6. £ LOADER &4k, BN boot ontap %,

MREEE ... A ...
ERRTN BET—%,
EFREEFEFRE a. BRIFCxHEHIZR.
b. £ storage failover show <IN BITITHIZE B ERITFH
1TRIE,

7. BEH QLR BT HlER.

8. {# storage failover giveback -fromnode local Bi<3ILIEHI2R.

12



9. EEBHR R, FM net int -is-home false MLKWEFIEZO,
WMRFEIZEOSS "false" , IHER net int revert spPIEXEZEORRLETIEO,

10. RIEH B GLB EEEEMITHIZE, AFIBIT version -v 3L LIEE ONTAP hitZs,

M. /A storage failover modify -node local -auto-giveback true SRSZEBERAEE, &
REZER.

I 2 . FEHIBS AT XTI = MetroCluster H1
BAM USB JREH2R B 50 ONTAP IS HIGIFIFIBET 2,
IR ET BERH S RAKEANT = MetroCluster Bt E,

PR
1. M LOADER #&7R#F4k, M USB iAFIEENERBoIREMA: boot recovery

HEBRERE M USB IN7F3REDER T &o

2. HIMRTEY, FWARGRTIERFE LIESHETRIRARS.
3. REMKE, BRihtFRIEIZ:

a. SAGRTETRRENEEN, & no

b. URFIRTEENRN, R v FFAERRRENIMT.

RN, BREEFPEREMNEE,

4. ERSGBEoHEY, 183 Press Ctrl-C for Boot Menu HBEG ctr1-c, HEET Boot Menu Bfi%E
FEIEIN 6

S. WIFIRT & BT RIS E,
a. A 2R LOADER R fTo
b. {FH printenv SR ENFIBELTEILE,

C. MNRIFIBETERIZTNEAIRE, 1AM setenv environment-variable-name changed-
value A M EHITIEL

d. M savenv S FREMEIEN
e. EFEMT R,

YIEIN T = MetroCluster B0 EHHIEE 55— FAS8200

EX T mMetroClusterfic EF TR BT R EMRG, FHFAS8200& 4 1TMetroClustert]Jik
[El21E, ISR EIEWIET SAEMEEIM (SVM) BFIRES, HITELRE S, HHIAEE MR
SRERTTIRE, BEFR SVM MZsithiz £ thig (iR,

FAS8200 A AN FoIBoIN BRI EIREF. FAZIFEMBIINRRE,
I ERXRIERAZGRNT = MetroCluster L&

13



I
1. BB T 22 BT enabled IRA: MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery

2 entries were displayed.

2. I9IFFRE SVM EMEFREP BT EM:. MetroCluster SVM show

3. IIHMEERIEIEEITHEM B LIF B2 EEMIN5TM: MetroCluster check 1if show
4. FETIEENEEHPNEFIT S E#H MetroCluster switchback S<SHITYIEL,
5

. WIEYIEIRER T ESK . MetroCluster show

LHEEATF waiting for-switchback KSR, YIEHR(ENEIETIT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEBLT normal IKERY, YIEHEIETR. -

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEER KNG A 8E5TR, ERILU#FER MetroCluster config-replication resync-status

show BF LB EEHITHIRLAVIATS.

6. EFFEEIL{E{A SnapMirror 8 SnapVault BZE,

14



R ENIN%- FAS8200

EFAS8200 R VMBI B EMEMZBRE, ILAEEETNERRRIZAEESE
(OKM). NetAppfFfiEfNZ (NSE) BNetAppEINZE (NVE) RAKEREHNIE, UHERR
ENHIENLRMNRSRIERIET.

FAS8200 R AT F BN RIMERRERF. FAFFEIBHN TS,

RIEEHNERAEERSREEE, TAENNTRUMERSNE, NRETHECHREEAB N EAEERS, 1HE
EEERN RERI R R HRINILE,

15



IREZAEIEEE (OKM )
MONTAP S Eh3 BE R AR 3 2 tAE 1288 (OKM) R &L

FaaZ Al

BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMENAYEDT:

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFFE RS, SERITS,
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BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.

21
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

SR B AT AutoSupport. MR ER B &hIEEZRA]:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETEES (EKM)
MONTAPE o ER RN R IAEIRSALE,

FraZ a0
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg' X4 a3, KMIP AR5 283tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiiE+H)
*/cfcard/kmip/certs/client.key X4 (Z P IHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP fz5528 CA IEH)

&



KT R HlE

1. A E IR R R ST HI28 L
2. JEIREIR 11" MONTAPB SIS &,

ERBhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o

23
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Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. TER B &helEZ5:

system node autosupport invoke -node * -type all -message MAINT=END

S PE SR 4R [E]25 NetApp - FAS8200

&,.\\EffFBJﬁBﬁE’J RMA 15 B EE SR 4R [E] NetApp o "SMHE[EIFIEHR"E XIFMES.
Dy T
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