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1. MELNARG LERAT M ERERS:

ONTAP hR7s BITIER S
ONTAP 9. 14. 15 ESZhRZs security key-manager keystore show

* IRBATEKM. EKM NE&EHGSHETIH,
* MNREATOKM. "OKM M&tEdr< i F5d,

* NRKBHAZHAEESE. No key manager keystores configured’
NaEm<ShmEPyIH,

ONTAP 9.13.1 SRER kA security key-manager show-key-store

* MNBERATEKM. ‘external M&Em<HmHFFIH,
* NRBHATOKM. ‘onboard N&fE<iamtHsH,
* MNRRERAZHAEESE. No key managers configured M S 1EwD

LTI,
2. RIBAZHESHE T BAEIER, FITUTIREZ—!
NRKREEZAEIER:
TR R et X NIETHIZE, HASEHMITXIIER.
NRECE 7T HAEIER (EKM 5 OKM)
a. WALUTEEGS, EFEREERPEHEIERRIRS
security key-manager key query

b. EEHHE %#ﬁ_EEPE’JfEO ‘Restored' ¥, ILFIHETREAEIEE (EKM 5 OKM) BISHISIEE
HERSERIINE

3. BIREENEAEER LA THEN RS E:



HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R X HASRIEEGIEE, HASHITIIIER,
NREFARETHERRE true’ T“BIRE"FIH:
a. BN EIRAERIAME D EHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, Restored I+,

NRFIERBEER true T BIRE"FIH:
a. &1 OKM 58
L PRSI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
il. 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:



a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

ik Restored B8R true WFIEESMWIEZIAN Key Manager HEE

*onboards
c. &7 OKM 5 8.:
. R B SR PRAET -
set -priv advanced
BN Ty BB,
. BTREAEEEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MRAEFHIRPBEEFoINE OKM, BREEELEHER.
iil. JREIEIRGIE
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.
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PIE
1. BSHiTHI28 2~ LOADER 127!

MNRZHITHIRER ... B4 ...
LOADER &7 #&F ¥ ZE "Remove controller module" .
EEFFRE .. ¥ Ctrl-C , ZAIFEHIUERNEE v,

AR RERRTN WAR METEBNEHSREENEERMVERR. storage failover

SN )) takeover -ofnode impaired node name

Y2 RIEHI 28 B 7R Waiting for giveback... BY, 3% Ctrl-C , RAEEE v

o

2. 12 LOADER #7754, BN printenv MIBRFIBEHIMEEE, BaHREFIBEXHEF,

() OREHRERFRTEERET, NS TEEFRElER.

1IN 2 ;. 3=HIZE(1F MetroCluster B

5L NVE 50 NSE (E515, BREXAZHITHS
() WBREHFRLHERANS A MetroCluster BE, B/EAILRIESE,

BRAZHITH R, BUTHEERISARES, AECEMRERHR, UESTESNITHIZRHES MZIRES
ERfFhE IR (AR,

* If you have a cluster with more than two nodes, it must be in quorum. IR EERIAZIPEFIZITIRREL
AUEHI R E AN TR A EE R false. MHMATEXAZHITHIEE Z B EREER ; 520 BT a5
SEED"

* INREFEHABRE MetroCluster FtE, NMAAHIABEE MetroCluster FEERS, HETRLATFEBHAILE
EHVRE (MetroCluster node show) o
TE
1. tNRBA T AutoSupport , N5EID A AutoSupport JHEZE1IEBMEIEZRE]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZIF BB ERGIF /NS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NBETIERBIEH2SiEH| S 2B EmIRIE: storage failover modify - node local -auto
-giveback false

3. B¥ZnIEHI2E 2N LOADER 127457 :
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MNRZHITHEZE R ... BA ...
LOADER 1&RfT BET—%,

EEFFRE ¥ Ctrl-C , AREHIERNEE v,

AR EERRTT AR METEBNEHSRRENEERRAITEEE. storage failover

FHEET) takeover -ofnode impaired node name

L2IRITHI2E £ Waiting for giveback... Y, &% Ctr-C , ABEIE v

o

I 3 1 1THIES T INT = MetroCluster Ff
5eRE NVE 3 NSE 525, EEEXFAZHRITH 28,

BXRAZFITHRE, BOTRERERISRAAS, AECENIHUEE RS, UESITESEHIZSRSRS MRS
EafF g HE (AR,

KXFIES
* BRIEIHRES R REFRTFERL T RS, UERBITERNERISEMHE,

T
1. 7 MetroCluster RELUHEZHRITHIZR 2T E BIIREIEITIEEHIIEHI8S: MetroCluster show
2. IRIBRTRET B, RIBTRAISE:

MRITHIZZZ ... A4 ...

2 Btk PYEHITT—D,

R Bohiik MIZITIE B RUEHIZZATITRIALIHIZIE:. MetroCluster
switchover

FEHIE, E=AER BEERTIAES, NNRATEE, BERRDEEAHER, WRITERRE)R

i
MetroCluster switchover & R, BERARATF
LTHITUIMR, HEUMMBERER

3. TEIBITIE EMIEEEHIEIT MetroCluster heal -phase aggregates e, UENRTHIERS.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

WMREBEWS R, EILUER  override-vetoes” B¥EH A MetroCluster heal W%, NREMILA]
B, WRASRKESZTMEILEERIENRE R,



4. {§F3 MetroCluster operation show &8 < IR ER T B 52

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. ffH storage aggregate show SR ERESIIRE.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. f£F MetroCluster heal -phase root-aggregates I LIBERRS.

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

MRBEWE R, EAILIFERA -override-vetoes S EM A MetroCluster heal W%, WRFEMAILLE]
EEE, WRRRKERTAMELLBERERNIRE R,
7. B REEF L{EH MetroCluster operation show BRSWIHEEIRIERTETMK:
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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BB RHESTFEIREoIRE - FAS8300 71 FAS8700

BEHEWBNE, SOE TFTRFNVEHISFRR, REBNBN TG BHREERE] USB NFIREIER.



IIRIENEFERLGISITRIRONTAP 9.17.1 SNEShRA, BER"EIEHMERR" MRENRFETHER
HARRZSHIONTAP, MAFERFohB e Tz,

$£1%: BN EGZER
ZIFREFISRRNERRIAN, DIMAAERE FEHIERR,
ERTLAER T ahE, 1EESS AKS B MY RE TR,

EhiE- PRI HIBR15IR

IR
1. INREMKIEH, BRI,
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ERAT A AERR LB
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BHME&T, MBEEH TR (SFP QSFP) , ESHEMREET
e. ¥ USB NfFIRRN2RIENIZHIBRIELR _ERY USB 1618,
MR USB INfFIRENES RAEEATE USB & MIEIET, MARZ USB BHaHmOH.
f. SERRIEHI SRR =L :
L RIEHISRREER AN, BIES5PIREEHTEHMIL
EHRISERELMAE, BEFNMR L
C) FrhI SR HUB NIRRT, BZRNE K, URRFEES,
LA EREEBEFIS, EMR, BRSBTS, ARBERRIBEMLE,
i. JFERREIENRIR. ENMRERREAHIF. AERBREEIBIR,
BIRMER. EH 2 EIEIIENEE), Be prepared to interrupt the boot process.

iil. NREREMREMSAEIRINE, BENREZIRSE.
g. #Z Ctrl-C 7£ LOADER 2R fFAMELE, LIFRETERNI R,

?@%f&?ﬂiﬂﬁﬂﬁtiﬁ%, 51 Ctrl-C , EFETLUSENEILEIFIET, A halt ITHISELUSEIEIMNEE
Fo

h. 4NRI=HIBZ 0 F B LT 1EIER MetroCluster 1, NIAILUER FC iEAC23ACE
i. BEhEI4IFER: boot ontap maint

ii. 3 MetroCluster i[1IEENBIFEF. ucadmin modify -m fc -t initiator
adapter name

iii. halt IR[EI4IFET: halt
XL B MO R 45 B BhEY SEfif

M USB IKzh2s Foiiik E fRohit - FAS8300 1 FAS8700

TERGRRENNBHNRLES. BRI LUMUSBRENEENMEBRE. HMEH T RiE
RECE.

IIRIENEFERLGISITHIRONTAP 9.17.1 SNEShRA, BER"EEMERR" MRENRFETHER
HARRZSHIONTAP, MAIFUERFohBaRE TR,

FraZ Al
* IBRREIENA B E R B S EE 28,
* BRIACHEE a8 MERGHUE,
* MECHNRAZDERME. TPE 3, EFERERSERAINEREFENIED,

p
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1. EHFEEHIEEH) LOADER f2Rf T, M USB AR ahas B aniRE bR :
boot recovery
MEREXFRMUR T AT,

2. HIRTEY, WABREMIEIZ Enter IEZIES R ERAEINE R,
3. BEAERTEHNONTAP AN S EIRE var X4 RS



ONTAP 9.16.0 S{E R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g Rz —!

* MRRSAERNE, EMEEIFREREE X 1 EFBE

" IRRSERAME, BREMEME",

ONTAP 9.16.1 S{E = kR4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT R,

Y SAGIRTHEXERN, 15K Ctrl-C' SIEE R BB,

f ITUTERIEZ—:

* IRRSAERNE, BMEEIFRERERE R 1 ERBE
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

ﬂﬂ%%au@ﬁﬁm] xp) 1ﬁ$§ lJ"'|" 7][1%""0

4. izl a4 AiE R B EC TR,
O W RIEFEEEHSBRME EEET:

storage failover giveback -fromnode local
6. NRERA T BehiRiEINEE, BEMBATE:

storage failover modify -node local -auto-giveback true
7. {NRBA T AutoSupport. UER B shelE2H51:

system node autosupport invoke -node * -type all -message MAINT=END

ENNZ - FAS8300F1FAS8700
iR E BB FR LIS

SIRIENEFERGISITHIRONTAP 9.17.1 SNEShRA, BER"EIEHMERR" MRENRFETHER
HHH&Z!KE’JONTAP, N5 51 A F B R sh I E T 720

RIBEHRAEIESRRE, TRENNTRUMERFNE. NRETHECHNRAERM I BAEES, B0

7k19

BRI R E I IR R RHHRRIZE
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IREZAEIEEE (OKM )
MONTAP S Eh3 BE R AR 3 2 tAE 1288 (OKM) R &L

FaaZ Al

BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMENAYEDT:

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,



BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



22

10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIZE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.



1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

YR BT AutoSupport. AR B ahtl E22=F1:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friaz a0
MB—PEHT REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X4 a3, KMIP AR5 283tk Alim O
*/cfcard/kmip/certs/client.crt' XX (FFiiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IE$)

&

23
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KT R HlE

1. A E IR R E R R ST HI28 L
2. JEFREIR 11" MONTAPB SIS &,

EREhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o



Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,

25



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. TER B &helEZ5:

system node autosupport invoke -node * -type all -message MAINT=END

BRI B SN R B2 NetApp - FAS8300F1FAS8700

REBREMFEMBEY RMA 15 BB R PE SR 4IR[E] NetApp » "EFHIREIFIE IR "H XiFMEE.
%JI_IL:J\EO
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