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BRI

BT R EREIA—FAS9000

BN RFERFEBMIMERNERAX MBI RAEXHE (BihRE) . FAS9000R%:
ZFF IR RRERRF. FFEMBIHNTRRE,

BT iEFE R AR ERN—HEXHEN _RARAXMH (BohRE) . RIBEHNSKZECE, ERILITE
cR BT EY kT B

You must have a USB flash drive, formatted to FAT32, with the appropriate amount of storage to hold the
image xxx.tgz.

IEERITRE image xxx.tgz XHEHIF USB (AfFIEENEE, UHAGSEIRELERER,

*© BB TRV TR Rl 5 A E B R IEEIR var XIHFRSE:

° BHITAPUER, HAXNAREERIINZNATER var XERG, —PIFEFH HAWEE—1R
#8 e0S iEHE, BTEEZEEH var config o

o BHMITHETER, EAFEMNZEZAAER var XHRSE, BHEEFEEHRBIIRAR,
* BRTRHRIRA MG IR MR ER LRI EA FRU At
ESWEERNT R ENAU TS RHANEG<S:
° RPN R EEEHEFRITEPRIT R
c BITRARFHTR _ 8RBT R HA BB TR,

VEMZRZRFFARES

MR FEERENHIELRS, BEEMITIEIIN R EMNINZZATIFBERIRS, KEE
FIONTAPHRAS B B X5 NetAppEINE (NVE), HIEXAITH B2 sl ERPEESES
WFEEIRES. FASO000ARANZFFoIBoIN IR EREF. AXIFEMBEINHRIRE,
FIZ 1. K0E NVE XHFH TEHIEHEIONTAPERE:

HaE SBIONTAPKR AN 2 & 2 NetApp B INER (NVE), LUBERI L TH EFONTAPRYE SRE R B 5H 7T o

TR
1. EEHONTAPR AN B &S S INE |

version -v
R EIE 10no-DARE, MIEHVERFIR AR ZRINVE,

2. FHNE NVE ZIFRIONTAPE
° INREF NVE: TEHFEENetAppEINZEBIONTAPHE
° NIRRT NVE: THABNetAppEINZEAIONTAPER G



@ MNetApp3z /UL T EHONTAPIRREIIER) HTTP 3¢ FTP ARSSsEaiAstth >3k, £k
Bt R RES, ERFE ARG

EXAHEIEHISRZ R, BRIERAEERCEHENUVERR.

p
1. MELNARG LERAT M ERERS:

ONTAP hR7s BITIER S
ONTAP 9. 14. 15 ESZhRZs security key-manager keystore show

* IRBATEKM. EKM NE&EHGSHETIH,
* MNREATOKM. "OKM M&tEdr< i F5d,

* NRKBHAZHAEESE. No key manager keystores configured’
NaEm<ShmEPyIH,

ONTAP 9.13.1 SRER kA security key-manager show-key-store

* MNBERATEKM. ‘external M&Em<HmHFFIH,
* NRBHATOKM. ‘onboard N&fE<iamtHsH,
* MNRRERAZHAEESE. No key managers configured M S 1EwD

LTI,
2. RIBAZHESHE T BAEIER, FITUTIREZ—!
NRKREEZAEIER:
TR R et X NIETHIZE, HASEHMITXIIER.
NRECE T HAEIER (EKM 5 OKM)
a. WALUTERGS, EFEREERPEHEIERRIRS
security key-manager key query

b. EEHHE %#ﬁ_EEPE’JfEO ‘Restored' ¥, ILFIHETREAEIEE (EKM 5 OKM) BISHISIEE
HERSERIINE

3. BIREENEAEER LA THEN RS E:



HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R X HASRIEEGIEE, HASHITIIIER,
NREFARETHERRE true’ T“BIRE"FIH:
a. BN EIRAERIAME D EHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
il. 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:



a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

ik Restored B8R true WFIEESMWIEZIAN Key Manager HEE

*onboards
c. &7 OKM 5 8.:
. R B SR PRAET -
set -priv advanced
BN Ty BB,
. BTREAEEEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MRAEFHIRPBEEFoINE OKM, BREEELEHER.
iil. JREIEIRGIE
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

X A= inESlzs- FAS9000

GRS SR BIERIER XA S S ST, FASO000 RSN ZIFE TR RN B
2R, FLIEAMRBRIHN RS,

I’ 1 . KSRGS

5ERE NVE 3¢ NSE £ /5, EEEXFAZHRITH 2.
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1. BZ2HTHI2E 2/~ LOADER 12/ :

MNMRZHITHIZRETR ... A4 ...
LOADER 1&RfF 2 "Remove controller module" o
FHESEFRE .. & Ctrl-C , AREHIRETRNEE v,

AFRIAATHREBRTT AR MNETERNEH SR ERENHEZHOEHIZS: storage failover

grEtg) takeover -ofnode impaired node name

‘_—leh? SH#128 B 7R Waiting for giveback... B, #% Ctrl-C , ZABEIE v

2. 72 LOADER 7754, WA printenv MIBRFIBBEHIMEEE, BiaHREFIBEXHEF,

() OREHRERFRTEERET, NS TR,

&N 2 ;. 175281 F MetroCluster #1

After completing the NVE or NSE tasks, you need to complete the shutdown of the impaired node.7¥E: 1R
BHARARANT = MetroCluster EtE, B7EBIRIES B,

BRAZHITHR, EOTHEERISARES, HAECEREIRHR, UESTESNITHIZRHE MZIRES
e B TR (AR,

* If you have a cluster with more than two nodes, it must be in quorum. J1REE KA Z R Z TR BT
BE RIS ARG TIOR A E R R false. MHATEXAZHITEIZE Z FISEERBER ; BEW "BTHR5
EHRD",

* YNRE(FEABIE MetroCluster Bt E, MAJHIAEEE MetroCluster FLENRES, FETRATFEBRREILE
EHVRE (MetroCluster node show) o
SIE
1. tNR B AT AutoSupport , NI5EIDEAA AutoSupport JHEZE1IEBMEIEZRS]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport ;HEZ IFBohIB RGBS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NBETIERBIEH2SiTH S 2R EmIRIE: storage failover modify - node local -auto
-giveback false

3. B¥ZmIEHI2E 2N LOADER 12757 :

MREZIEHIBET ... M4 ...
LOADER &7 fF BRET—%,
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NRZHEHIBETR ... BA ...
EESFHRE & Ctr-C , AREHIRREEE vo

AR RERRTN AR MSTEBNEHSREENEERMERE. storage failover

S RA)) takeover -ofnode impaired node name

L 2RI HI2s £ Waiting for giveback... BY, #& Ctr-C , AREIE v

Option 3: Controller is in a two-node MetroCluster

5eAk NVE 3¢ NSE f£55/5, BRBEXAZIRT Ro
()  OREORARAWT A MetroCluster BEE, W/HEMLLBIESE.

BXRAZFITHRE, BOTHEERISRANS, AECENRERH R, UESITESNERISRSRSMZIRES
EafF g HE (IR,

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HH BT TR T RLTF
RIS ERRIE TR A E E T alse. MSREXRAZHITH R ZAIE ERFHER ; BN "HTR5
EBED

* NREFEHBIZE MetroCluster Bt E, MATMFIAEECE MetroCluster ILEIRZES, HEATHRATFEREAILE
EHIRES (MetroCluster node show) o

TE
1. MNERBAT AutoSupport , i@ AR AutoSupport JHEZ1IEBTNBIEZES]: ssystem node

AutoSupport invoke -node * -type all -message MAINT=number of hours downh

AT AutoSupport JHEZ IEBEIEIEREREGIF /NS clusterl : * > system node AutoSupport
invoke -node * -type all -message MAINT=2h

2. NIBTTIEERITHIZSMIEHI B2 BEMASE: storage failover modify - node local -auto
-giveback false

3. B¥EMITHIZE TR LOADER $&RFF:

NRZHITHEZE R ... B4 ...
LOADER 12RfF BET—%,
EEFEFRE & Ctrl-C , AREEMETHREE v,

AFRTINARBRTN AR MBITESNEGSERENEEZRMERES: storage failover
SrE) takeover -ofnode impaired node name

L2IRITHI2s £ 7R Waiting for giveback... BY, &% Ctr-C , ABEIE v
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DIEN T RIEH SRR, REBNBEN TG EEREERE] USB NFIREER.
$£ 14 HTEH S
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1 MNREEAREM, BIEREM,

2. NZHUTHIZERIR T 404k, HIREFSENERUE,
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BEBFE

BrhiT R

1. BRSNS EOEERE, BRHNFEMEINEREN, AEREEEREEH R,
()  EmsEsNREER AR, RAXETESRNEHRENF.

2. BFERBRINRBASS BN RIEENTT, ARRKEERENGE,
3 BRI, WRETEEETHER,
MBERE, BIHBHN RFAREEMENEE,

4. mT™ERIN RLUES BN RN ERBIE R,

O. EMTREITHIBRIERE, HEASRIEHRERE FAVEMS TRFER LAEENTT, AR EREE
NELo

% 3T BEREEHEISENT R

TR LUEREREMEN USB NEFREIZFAGMELEIBNBEIN . B2, EUTIEIIRFED BEAEIE
R var XA

* B MEBE— BRI 32 (kY USB iAFIEEEE, HEBREZ/DN 4GB,



* 5RITHIZRIEITHY ONTAP BEGARAHEFEIAVEIZS, A LAM NetApp 2#fihm Y "Downloads” #3593 T4
MERZAIAR

* YIRBAT NVE , BRI THIRAFRIET, £H NetApp HMNE TFHRE,
° JIRKEA NVE , BRI THIRATRIET, EAMER NetApp SMERIER T FHIRE.
* MRENRARIRILALG, WAFEMLERE, BELR var XHRSH, GOIHRITIINIERBE.

p

1 BRI RIRARIE SRR OXNTT, AERKTHISRIRERENRGN—F
2. IRIEREENITHI SR ERH T,

3. & USB NFIRENZR BN IEHBRIEIR ERY USB g,

HfREE USB MFIRNSR REEIRE USB g MiEEH, MARE USB iEHainOH,

4. RITHIBERTLENRSETR, BEROBIEFEF USB NFIRENEE, AT UUFEIEHISRIRTE
2, ARROREFHREXAME.

— BT RREETRIVAER, EMSHIBRE.

5. 1% Ctrl-C /S chid 2, HEMBRERRTFTAMEL, MREREFBEIEEE, 75 Ctrl-C Lk ...
MRRERIHES, EZ Cirl-C , EFETMLUBEhEIEIFER, AEEEDRUBHEINERER,

6. 72 LOADER 2T ig B MR IEELEL .

° NRBAIE DHCP . ifconfig ela -auto

@ TEENBRKOREERMBEERT var XERFKERRE, AT5ETRIRT
T RPRRTRETEENERRO. EHaILUELs<LPER eOM ik,

c MREREFohEE:. ifconfig ela —addr=filer addr -mask=netmask -gw=gateway
—-dns=dns_addr-domain=dns_ domain

* filer_addr RFERSZR IP Hidit,

* netmask BIEZE] HA EoXt T RV E IR ML,
* gateway ZMLERIMI XK,

* dns_addr @M LR RARS28HY IP ik,

* dns_domain BIHZ RS (DNS) H#E.

NRFEALENESE, NWEFEMEBEIRSEE URL PEATEREER. BRFERSBHEN

o

() copnTesEsnesy, SXFMES, TUEEHRRFLEA help ifcontig,

7. SNSRI HIB (N FIER R s LA IEIZER) MetroCluster 1, NIAIAIR FC iEHCERARE

a. FEpFEIHEIPER: boot ontap maint

10



b. J% MetroCluster % [1I& & NBEHIEF:

C. halt iIR[EIFIET: halt
XL B OB 7E R 45 B BhBY SEf

[R5 E M{E—FAS9000

MIREBREEHZH T RNTREUR T RAEZ ST mMetroClusterft &

o FASQ000RLNIFFEIB TN RIMEREF. FNZFEIBRMNTEIRE.

BFMRERGB NIRRT R NRESTBRIVRT AR ZEERAWT R MetroCluster BCE.

I EARZSHARGRENIRERE

ITATM USB IREH28/2 50 ONTAP MU%, REXHRSHKIFIfMET S,

IIRMES BERAGR RAARAXANT = MetroCluster B &,

p

1. M LOADER #2R%H4k, M USB INFIEENERBEIEME . boot recovery

LEBREIG M USB IA7FIRThEE T #o

2. HIRTREY, IFMARGRZIFIERZFE LIESRETHNIRARS.

3. XF var XS :

MREIRYS ... B4 ...
PR IER a. SRSHRTERRENEREN, &y,

b.

BT RIFHN T RIS ENSRIRES: set -privilege
advanced

1&1T restore backup #i<¥: ssystem node restore-backup
-node local -target-address
impaired node ip address

BHRMmENEERALT: set -privilege admin
HASGIRTEERERENEER, &y,
ERGIRTEMBS TR, &y,

- HRSHR T ERIRENERERN, #n,

AoR R ERBI RS
METRBRERERE * NEDEEEHRAE * (BFRNF) &

NRAFRTIEREEN, BRyvo

ucadmin modify -m fc -t initiator adapter name

11



MRENRL ... B4 ...

TMLEERE, KA MetroCluster IP a. HRAFZIRREEFRFHERER, ¥ no
b. RGN ENBIR S
C. 15 iISCS| FEEEIEET M.

=y

R B T TN B AR

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).

d. MERERBERER * NEMEREEMAE * (APIRE) &R

MNRAFIRTESREEH, B vo

4. R EERTVRIRE

12

a. B A 2T LOADER 121

b. £/ printenv YR EFELTEIRE,

C. MNRMIETERIZTNEAIRE, 15FH setenv environment-variable- -name___ changed-

value BB LXMW EHITEL,

d. fF savenv L RFFIMIAIEL,
—PMERTENARREKE:
* NRENRSKEE T IR Z AL,
* MRENRSERECERHEZAEESS,

NSE 3¢ NVE , 5% ZE RIEFEEE OKM , NSE # NVE
NSE 3% NVE , B5ElATT RS E,



6. 7£ LOADER 24, ¥ boot ontap %%

*INREEF ... Ala ..*
BRIETR BET—F,
[EEFEFRE a. FREFCHTI A
b. i storage failover show SR¥LHIABINT REERFHT
ik

~

- RER a5 4EE R ECN T R
. {#H storage failover giveback -fromnode local BF<3IETI &,

. EERHRTRTA, FH net int -is-home false ApSEIZIEIE,

o o

MRAEFHZOTNR "false” , B net int revert SR XLEROEEEIHE FiH,

10. BIEHEGLBERENTR, ARIETT version —v BLLUEE ONTAP RS,

M. {8 storage failover modify -node local -auto-giveback true SPSREABNREE, A

REZER.

IR 2 1 7ENT & MetroCluster B & B2 ohi S &
IRATM USB IRTH2E 25N ONTAP UG HISIEIFIET £,
IHIRET BE RS AR EANT = MetroCluster Bt E,

TE
1. M LOADER #@/R~TT4t, M USB INER=IZRENMEME: boot recovery

LEBREIE M USB IA7FIRThEE T #o

2. HIMRTEY, IFMARGRITIERFE LESRETHNIRARS.
3. REMRE, BihtFEIIE:

a. SRAGRTERRENEEN, & no

b. URFIRTEENBN, & v FFARERRRENIMT.

RO RE, GRS RS EIER.

4. ERFZBoHES, 1EFE Press Ctrl-C for Boot Menu HEE ctrl-c, HEET Boot Menu Bk
Bk 6

S. WM R T ERTIRTHIIZE,
a. #1527 LOADER R,
b. 5/ printenv GA¥KNEIMELEIRE,

C. MNRMMETERIZTNEAIRE, 15FMH setenv environment-variable-name changed-

13



value BRI HHITIEN,
d. £/ savenv Sp L IRTFFTHMATER,
e EFRIMTRo

EXNTI mMetroClusterfit Z (FAS9000) A t]][o] 52

SERBEI T RER G, #1TMetroClustert/]#i1&(F, FAS9000RFNZFEREN7 T Bl
ERRF. ARFEMEMNMRIE.,

I ERNRIERA RN T = MetroCluster ELE

SIE
1. IWIFFrE T RS T enabled IR . MetroCluster node show

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BIEFTE SVM EMEHRILS BEEFRM: MetroCluster SVM show

3. WIHESIRMFIETEHITIERBE) LIF T EEEMINTEM: MetroCluster check 1if show
4. BT EENERTMEAIT = L#A MetroCluster switchback B HITHIEL

S. WIEYIEHRMEREE5EM: MetroCluster show

LHEEAT waiting for-switchback KSR, YIERRIENEETIT:

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

HEBT normal IKEBY, YIEHRIEEM. -

14



cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

NRYIEIEZEER KNG A 8E5TR, ERILUFERA MetroCluster config-replication resync-status
show IR IREIEEHITHELIIKS,

6. EFEIL{F SnapMirror ¢ SnapVault BB &,

RENNZE- FAS9000

IE BB TR LRIINE . FAS9000RFNZIFF RN RMERRF. FZIFEME
TR E.

RIECHNERAEERSREXEE, TAENNTRUMERSNE, NRETHECHRAEAMNEAEERS, 7L
BEERN RERI R RIERINILE,

15



IREZAEIEEE (OKM )
MONTAP S Eh3 BE R AR 3 2 tAE 1288 (OKM) R &L

FaaZ Al

BRAREEESEFUTER:
* NSRS CENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10

16
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFFE RS, SERITS,
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BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR HIEE -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfER CFO BERMfE, AP EAEESE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.

21
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

IR 8R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

SR B AT AutoSupport. MR ER B &hIEEZRA]:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friaz a0
MB—PEHT REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X4 a3, KMIP AR5 283tk Alim O
*/cfcard/kmip/certs/client.crt' XX (FFiiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IE$)

&



KT R HlE

1. A E IR R E R R ST HI28 L
2. JEIREIR 11" MONTAPB SIS &,

ERBhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o

23
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Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

6. MNRFLAHT BERE. WERE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. TER B &helEZ5:

system node autosupport invoke -node * -type all -message MAINT=END

St FE ER 4R [B]25 NetApp - FAS9000
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