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a. BEHIBRRIRBSIETOFONT, REBEHBERBRR ARSI L,

b. IRIEREEH ISR TH L

C. BERISERELENRSAD, BRABTEIF USB NFEHS, BORMORET SRS
SR, AEBAREFREXALE,
BB BReREINESD, RATFHET.

MBRDTUHE, W Crl-C , ERATARHEEFEN, ATERRHSEEHTNZIZT.

9. WNRITHISIOITFIEME I AT IEIER MetroCluster 1, MMTURR FC iEHI2RME
a. FEpEIAEIPE: boot ontap maint

b. & MetroCluster it [1i& B NEEIFEF: ucadmin modify -m fc -t ininitiator
adapter name

C. halt iR[EI4IFET: halt

=178
YIEEMZHBEN/G, "M T RIERONTAPERE",

MERIRHFT R BRRE RN TR - FAS9500

EFASO500 RS REMBEoIN IR S, ERILUBHMBHEINTRMETE, NG
UHETRMERE, EMEIRER, RASKNEEEERANE, HHEETERNER
MEZRE, WREBAERME, RFEG5|IFETHRENNMETE,

BHENBE N RIMEFIZNIEONTAP 9.17.1 RESRAERRZZHF. NRENFERFZITHNERHAMAAIONTAP
, BER"FHEMmERER" .
FIaZal
* HWELHNEZAEIERKEE:
° IREEIAEIESE (OKM): FEECENZEZIENEHEE
° SMEREEAEIESS (EKM): RERBMUAHT AT XH:
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

PIE
1. £ LOADER 12" F, BolBEmNRMmETIE:

boot recovery -partner
FERERUTHR:

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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It 5e

"7

REMELIZ,

FiH S “Installation complete ;& 2.

GHENRRER, AERUTERZ—:

MREBINLHE...

key manager is not
configured. Exiting.

key manager is
configured.

@ MRAGTFRFNEZREESREKE, WSETHIRER, HRTEHANESEERERRERE

1R

RARLEMEIIRE,

a. FRFERETHI,

b. BFRT AHIREMETIE:

storage failover giveback -ofnode
impaired node name

C. HifE EFEAENEEIAE MREWER T

F[UNECERE (REEIMNR) o BOEZEFRTR UYL,

ERESEEENENIEEREZAEIERSE.



WREZIAEIERE (OKM)
AR TIU TN HEBHREITRNREIEN 10:

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

you sure? (y or n):

a. HN 'y EiRTRBIAEE S E G OKM EdiE,
b. HIURTREY, FRAVEHZAEIEZ,

C. HIMHIARTE, BEXIMARN,

d. HIETEY, MAFERZAEERNEHEE.

RE R E D BIERREVRA

Enter the passphrase for onboard key management:

e mIEMEEE, BElmMHTR]

e NN AIS o
mEdETRE, TREEHRBE. UTMEERBMERIN:

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f TRERG, RERAREMETEAHERIET.

Are
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0 BERIAFEERIIEH R ME EREIETT!
storage failover giveback -ofnode impaired node name
h. ZHF TR BHHARRMEERS G, RS EFHFN OKM ZA:

security key-manager onboard sync

AIfE EHE A EIRIEIRE MRERER T

HNEREREREETESE (EKM )
RARTUTHEHF BRI TR EIED 11:

key manager is configured.
Entering Bootmenu Option 11...

a. HIEREY, BERAEKMEEEIRE:
L JERABPIRIEBIIAZR, /cfcard/kmip/certs/client.crt X4 :

BREFIREPAETTA

i. IBMANEFIRZEXHNAZS, /cfcard/kmip/certs/client.key {4 :

BTREPIRERXHFABEIRG

iii. MIATFRIEN KMIP ARS8 CA(s) XHHRIAR: /cfecard/kmip/certs/CA.pem’ SXi:

ERKMIPARSS 28 X (A A R



V. B NBRSSESECE XA /cfcard/kmip/servers.cfg X 14 :

ERIRSBEREXHRBE R

XXX XXX . XXX .XXX:5696.host=xxXxX.XXX.XXX.XXX

XXX XXX . XXX .Xxx:5696.port=5696

XXX .XXX.XxXX.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
XXX .XXX.XXX.xxXX:5696.protocol=KMIP1 4
I1xXxXX.XXX.XXX.xxx:5696.timeout=25

XXX . XXX .XXX.XxXx:5696.nbio=1

XXX .XXX.XXX.xxxX:5696.cert file=/cfcard/kmip/certs/client.cr
t

XXX .XXX.XxX.xxx:5696.key file=/cfcard/kmip/certs/client.key
XXX XXX . XXX .XxX:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA:!IDEA:
!RC2:!RC4:!SEED: !eNULL: !'aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX .XXX.XXX.xxX:5696.netapp keystore uuid=<id value>

V. INRBIIER, BN NET SBIONTAPERE UUID, EaUERAUTHSMKET ST
B UUID: ‘cluster identify show #5%

ERONTAPEEE UUID 127

Notice: bootarg.mgwd.cluster uuid is not set or is empty.
Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

vi. IIRBIERT, BRATRRIENNEZEOMLE:
" IR 8y 1P itk
" IR R LB
= FAIARIRAY 1P it

&
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BRIGES MR BT )

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. FIFEAMEIRE:
- WNRIREZE kmip2_client: Successfully imported the keys from external key server:
XXX XXX XXX.XXX:5696 HIHERE TR, EKM BREEMIIME. ZIEMNET RIREHERAY
HHEBRT R, #HET—D,
" MRZFPMERY, RARELGTHETREIRZEMESES. M LOADER IR EHEITE

U = boot recovery -partner



ETRERREERNE S HENRA

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C TRERR, RIERREEMEELHEREIT.
d. B RIEFEEITHIR M E EEIETT:

storage failover giveback -ofnode impaired node name

AITE EHE A ETIREIEE NRERERT -

o WIRBRABNRE, FEHBA:

storage failover modify -node local -auto-giveback true

6. ANR B T AutoSupport. NEE B &he 22

system node autosupport invoke -node * -type all -message MAINT=END

T35
7R RONTAPEE B 35 A E B THHR MRS, Bal S M E R EI4NetApp',

B AR EHPERN BT FuR B4 NetApp - FAS9500

ISR HIFASOS00 RARETEE MR H IS, I EER B EANetADp, TEEH "2
14:5\%.@*[] E?ﬁnﬁﬁ LX?#(HYE&‘?{E 1o
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BohiRE - FapirE
BEH RF S TIERIE - FAS9500

BIEEEMER, WEMERS. XHEHE. BREHNHR. BaiREREK. REN
BRI RSINEE, FHIAFEMFASIS0077E RF R B BT Lo

NREHNEFERGETITRIRONTAP 9.17.1 NESRE, BER"EENMERRF" . MRENRFEEITHER
HAhRASBIONTAP, NIAERF BT RE T2,

o "BEERNTREKX"

BEEEMBMNTRNER,

e "B NN E A SHFIRES"

MERKRBAT X2 BAEERERWHEHTT 7 INE,

e S

FEFMEIN R, 1EXAITHIZS.

o "EiRE TR

MAZEERRPIESEERN TR RRERBHNER. ARERUSBATFREIZE T RONTAPIR G,

o "B E R

MUSBIRTH2E S EIONTAPHUE., IERX G RFAHIIIIFIET =,

e "REnnE

MONATPEEhR B M E R Z A E IR R B INIRAEIER,

o "R E SR IR 0] NetApp”
REREMREME RMA X BB 83 4HIR [E] NetApp o

FEIBMNTBRIMEREXR - FAS9500

EEMFASIS00R SR BEINRZAET, BHRIRBEMNERNLBEER, XEEHRE
MEEAEIFEAEN USB INEFRTNEE, FHIWIEERE ERIVEIRENZE.

INREHTFERGZITHRONTAP 9.17.1 XEShRZ, BER"EHEHNERER". WRENRLEITHER
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HAhRZASEIONTAP, NATfERFoIEEIRE T2,

USB A7F#
s BRIEE—MEN LA FAT32 B9 USB [N7ZIREHER.

* USB A A BBHNEFHEREREM image_xxx.tgz X,

X ES
4 "image_xxx.tgz X HEHIE] USB INFIREHER. A USB NFIREh28(EHONTAPBRR B A b X4,

AP B
fEFNetAppR RV R LA {4 SR B IR R PR 1

EHIRIRA
BMZIRNEEIN A, Fa<N AR ERNEHSREXER!

© _ZHRITHIEE BRI IEERITHIPAYITE 28,
© _RERIEHIE B RIITHIZRAT HA (K.

T—HRH4?
EEERISNENERE, CEEREEHNE LHNEEAZ SRS,
REMZZAZFFNIRZ- FAS9500

BHRERFERALNHER 2. EFERIEBHN R ENNZEZRZFFRS. 0EE
HIONTAPhR A B S 2 FNetAppENNE(NVE). XAIEHIZZ 2 /1. BN ERRAEEREEL
FIEEIIRZ

IIRENEFERGISITRIRONTAP 9.17.1 SNESMRA, BER"EIEHMERR" MRENRFETHER
HARRASEIONTAP, N AZfERFeE e T2,

FE 1. 19E NVE ZHEH THIEMHIONTAPERER
HBEEHIONTAPIRZAS B B 215 NetAppBINEE (NVE), LUEER LU T H IEFAIONTAPBRGSEE R BN H.

p
1. KB ERIONTAPRR A ZE ST INE

version -v
MRFMHEIE 10n0-DARE, MIEHIEEIRARZIHFNVE,

2. FHFE NVE ZHEHIONTAPE&:
° INRZFF NVE: TEHHENetAppEINZEHIONTAPHI G
° NRAZHE NVE: TEHATNetAppEINZEHIONTAPS:

@ MNetApp3z MG T EHONTAPBRIR R ISR HTTP 3¢ FTP ARSSssai At 32, 1E5Eik
Boh RS, ERFEUIREGSI .
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TR 2: BIERAEERRSHENRRRE
EXAMEEH R ZA, BRI AEERLEHEOCERS.

p
1. BEECHNARS LEA T W ZREIES:

ONTAP hizx BTl
ONTAP 9. 14. 15{EShRE security key-manager keystore show

* NIRBATEKM. "EKM &R <HiE 5 H,
* MRBATOKM. "OKM NIEFEsr LRI,

* MRKREATAEES.
N =R <Ry .

"No key manager keystores configured’

ONTAP 9.13.1 Sk EERha security key-manager show-key-store

* MNBRBATEKM. external MISEH<SHEHFIH,
* MNERBHETOKM. ‘onboard M&TEer< I H,
* NRKRBHEZHEESE. No key managers configured M S 1ED

LT H.

2. IRIERGHESEE T RAEESE, ITUTREZ—!
NRAKECERAEIER:
EA U e et AREEH 2, HASRITRIIER.
NRECE T HAEES (EKM 5 OKM) :
a. WAUTEASS, EREREERFSHEIERRRE:

security key-manager key query

b. EFERBLERHIOETHPHIE, Restored HF, WIIETEIAEERE (EKM 5 OKM) MSHIIEER

HESEMINIME.,
3. BIREENEAEER LA STHENARESE.
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HNEREZEAETESS (EKM )
RIESESTH UL T, "Restored I F,

NRFAERBEHER true EBIRE !
BRI R XA EEGIEE, HASHITIIIER,
NREFARETHERRE true’ E“BIRE"FIH:
a. BN EIRAERIAME D ERHPHFE TR
security key-manager external restore
INRABSHITERY, TBEXRENetAppZ s,
b. HIAFRE S IIEZBHEMES
security key-manager key query
Haik "Restored SRR “true & A FFIE S HRIEER.
C. MNRPIERAMEME, WrJUAREMKFAHEITHIEFHUSEHITRNIZR,

IREZEAEIEE (OKM )
RIESESTH U TS E, "Restored I+,

NRFIERBEER true' 7E“BIRE"FIH:
a. &1 OKM 58
L PR EI S RAPRIER :
set -priv advanced
BNy SRR ERRT,
. BRBAEEEMER:
security key-manager onboard show-backup
ii. &5 B8 HIEI R IRA S B E XX,
MREEHRIRPEEFHNE OKM, EEBELENHES.
i, 13 [O]EIE ST
set -priv admin
b. R UL LMK IEITEIEE, HYLERITRIIER

NREFIRERRERZE true T EME"7H:
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a. EFIRFEREES:
security key-manager onboard sync
HIRREY, BN 32 MFEENFERFAHSHNBRREERT,.

C) XEEERVEE EHZRAE RSN ENEESTERBEE, NRELEIERD
5B, BB RENetAppziF,

b. IBEHINFIE B IIEERHEME
security key-manager key query

1A Restored ' FIEB/R “true WFAIEBMRIEZEAFM "Key Manager RERE

*onboards
c. &% OKM 55
L PR EI S RAPRIER :
set -priv advanced
BNy HIRRAREEET,
. ETREREESEMER:
security key-manager onboard show-backup
ii. Y& BB RIRAS 3R B E S,
MREERIREPZEEFHME OKM, EREBLENHEE.
iil. JREEIEGIET
set -priv admin

d. eI T et XAHMEIETEE, HBRERITXIER.

XAz Hgs LU 1T FERIR T RIRE - FAS9500
B LRI 2 — R A SIS 2T 28,
5ER NVE 3¢ NSE 555, BREEXFAZHRT R

INREHITFERSEITHRONTAP 9.17.1 NESMRA, BER"EEHNERER". WRENRLSITHER
HAhRASBIONTAP, MIAAERF B mE T2,

BXAZHIEHE, TRIREREFIRIORS, HELESEHEEITHIEE, UEDITIERIEH S8 MR IITH
e B IR (AR,
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KTFUAES

* NRIEFERBNESANRS, NHATER E T HIZ8SCSITIFIEMIEE cluster kernel-service
showo “cluster kernel-service show' #5% (fEprivEaRIER F)B] B RIZT 2T S ZRHEAE" . &T
RE] MRS UL T = E’Jl_f‘ﬁlkuo

1 SCSI TIR RS SBHEN SEHPHEMT RIRFHPEX R, ERRERZA], BASTHRFIEIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA HH B TITR T RLTF
RIS ERRIE TR A EE T alse. MSMEXAZHITH R ZAIE ERFHER ; BER "HTR5
EBED"

P
1. 3NR BT AutoSupport . T3&33 7E FAAutoSupport JH B2 1 BEhelIiE 2=

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LR AutoSupport JHEZE 1E B oh 6 @251/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. SRBEHRE:
8. MEEEREISIREIAHALTHS

storage failover modify -node impaired node name -auto-giveback false

b. X\ 'y YIEBIR T EREELAEMEIR? "B
3. B=irHlgs B~ LOADER 1@/ fT:

NRZHITHIBER ... Ba ...

LOADER 1271 F BET—%,

EEFHFRE & Ctr-C , AREHIRREEE vo
RS TEIBRTAT MIBTTIEERIERIS R E S E (R T2

storage failover takeover -ofnode
impaired node name -halt true

-halt true B #U&# N\ Loaderig R i’

BB RAEEFEIETNIRE - FAS9500

TR FERISSERR,. EI AT AHERIZRRR. HEIH B RIEH S REMNT R Al
RRGEmEIBEREMNT .
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2. WIRENBSNS LB EEE, BEDNFEMEINAREN, AEEEEEAHEH R,
()  wosEsnREER LRSS, B ETERRHEESESN R,

3. RERBINMRENLSS BT BEENTT, ARRBERERENGE,
4 WERIMNE, BRET2EEEEHEET.

MBELE, BRLBMNT R EENENEE,

S. @RI RLUES BEI T RIMT LR SIE R,
6. EMREEHIBIERE, HERRIEHISRRRE HEHS TRIER ERBEXTT, ARRIEH B IERER
NEUL,

£33 BERGEREIBHNTR

ST LAfE A B L& USB INEFERIZFAFMGLEINERBIN R BE, ENIMIEIRIED BEREE
R var X RS

Faazal
* B EE— BRI 32 (IRY USB AFIEEEE, HEBREE/1 N 4GB,

* FHESZHREH|SSIEE T THIIME IR ZASFERIAIONTAPRIEI A, f&7] LA MNetAppsz it = Y Downloads"SB
DTHENRG . FH version -v ML EREHNONTAPMRARE ZIFNVE, MNRFLSHIEETR
*<10no- DARE>, MERIONTAPhRZASFZIFNVE,

° YNREHIONTAPHRASZHEFNVE., BIZEB T HIRH PRGN, FEHANetAppBEINE T &M G,
° WNRALZIFNVE. BIRR T HIRH P A T EH A HNetAppE MBI R E,
* NREHNARRBMILERSE, WAZEWLERE, BEXE var XHRAR, ERTRITIINYER B0,
T
1. N B R TEHANMRS MG, BBEEMNTEHHES "NetApp ZHFiL R "FIUSBIAFEIREN2S.
a. MTTE_EM"Downloads" (T~ &) 8 E R AR S BRG T & B £ 1 A BN LB TE= 8o
b. fRE4EARSSRER,

@ WNEREFEA Windows 12BN, 1BEZER WinZip 1I2EXWE B oG, FERAEMIZET
&, %0 7-Zip 8 WinRAR o

USBINTZERpER N BB T K2 IETEIZ1TRIERZ ONTAPBR (R,

2. BT HIZS IR R I SR A O, AEBTHZREREZEENRAKIN—F,
3. RIEEEEHWITHSSEHITHRE,
4. 3% USB NFIRBhes il NITH 28 1EIR L8 USB 1&1E,
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HtRRG USB INTFIEEER LR EMRA USB IREMIEIER, MAZ USB f=HaimOH,

S. FTHISRIRTLNRSGH, WRORIEFEF USB INTFIREN2E, AN IETF UEIEHI SRR
2, ARRKOREFHEEXAME.

iThlR—BReREENAER, mIFIBEL.

6. #%Z Ctrl-C BT E, HEMBEFRTAMEL, NREIEEBEREE, HIZ Ctrl-C ALk ...
MRKREBRICHE, 18R Ctrl-C , EFEMUBHEEFER, AEE T2 UREIMEER,

7. INRIZHIZSOLFIEFRBL S EETIERER MetroCluster R, MMAAUEIR FC 1EEC2RERE

a. FEpFEIHEIFER . boot ontap maint

b. }EMetroClusteriz 1I& BEN/EEIZs: ucadmin modify -m fc -t initiator adapter name
C. halt JR[EIZEFIRIL: halt

XEETE G TE RSB BhEY Lo

M USB IXch28FohiE B shi TR - FAS9500

ERFEPREMIBHNTTIRERE. ERILIMUSBIREIZR o MEMRER. FHMECH T il
JRECE.

IIRENEFERGISITRIRONTAP 9.17.1 SNEShRA, BER"EIEDMERR" MRENREETHER
HARRASEIONTAP, N AZfERFEIE R E T2,

gz Al
* BIRREIENA B E R B S EE 28,
* BRIACHE a8 MERGHUE,
* RELHNRAZRDEAMNE. TPRE 3R, BREREZTREBINEREZFENIED,

pZ
1. 7EBPEITHI28AY LOADER $8/RfAT T, M USB AFIREh2s B Bhi S pRis :

boot recovery
MERGE R MUER TR,

2. HIRTEY, WABRZIIIZ Enter IEZIES T ERHEIAE R,
3. IBERERTEHNONTAP AT EIRE var X4 RS
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ONTAP 9.16.0 S{E R A2
W ZFUTHIAMESIEIERIATR U T B :

a.

EHERESIZE L. T v HREE ‘Do you want to restore the backup
configuration now?

EHfEIERIsR L MNREIMRTR, I8 Y B /etc/ssh/ssh_host_ecdsa_key.
EREIERIZE £ BRI FIZRINRE S B NSk

set -privilege advanced
TEEHIEHIZR £ BEITMESE DG

system node restore-backup -node local -target-address
impaired node IP address

() mREINTFRMEANHE, B RENetAppIIS,

TEafETHIs L REIEERRT:
set -privilege admin

EHEESIZE L. T v HIREE ‘Was the restore backup procedure successful?

EfEIEHIZS L BT vy HIREE .would you like to use this restored copy
now?

FifEERlEE L BT Y HIRRERN, # Cil-C HIEERIBmREN,
TRt hlEs . AT T g EZ —!

* RRSAERNE, BMEEIFREREE E 1 EFBE

" IRRSERAME, BREREME"

ONTAP 9.16.1 S{E = kR4
I HIZS TR A TS B

a.

e.

ERSERTERENEREN. & Yo

mEIERE, RERUTHER: syncflash partner: Restore from partner
complete

Y SRTIAMRE SR,

B Y HRSRTERMENEERN.

BY SRGRTERT RN,

Y SAGIRTHEXERN, 15K Ctrl-C 8B R BB,

f ITUTRIEZ—:
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ﬂﬂ%%au@ﬁﬁm] xp) 1ﬁ$§ lJ"'|" 7][1%""0

4. izl a4 AiE R B EC TR,
O W RIEFEEEHSBRME EEET:

storage failover giveback -fromnode local

6. MMREEA T BohiRIEINEE, REHBAE:

storage failover modify -node local -auto-giveback true

7. 9NRBA T AutoSupport. NERE&helES5:

system node autosupport invoke -node * -type all -message MAINT=END

X ENN%%- FAS9500
mEZEXB TR LA

INREHTFHERSTITHEONTAP 9.17 1 HEShRAS, BER"EIENERRF". MRENRFIZTHZE

HARRASEIONTAP, N AZfERFEIEERE T2,

RIECRRIAEIRSE R, STRENNTSRUME RFME,
BRI REREIZF AR E,

NREFHECHNRSERB N EIREER, B

25


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

IREZAEIEEE (OKM )
MONTAP S Eh3R BE R AR 32 sAE 1288 (OKM) R &L

FaZ Al

BRAREEESEFUTER:
* ERANEECENEEEIEN "EREREAEE"
* "IREEAEIESENFNER"

* EAUTARRIEHERSRE ERMEEIEM & iiE:

RIEIE 2

P

X T SRITHI2S:

1. BRI A S BRI H 28 L

2. MONTAPEEhFEH, EFMEN YLD

ONTAP hRrZs priz 21 gvll
ONTAP 9.8 SR EShRZS IR0,
BB ERA

"SNAIIIEAR E A SR E IR R () AL EEEERY

Please choose one of the following:

all disks.

1) Normal Boot.

2) Boot without /etc/rc.

3) Change password.

4) Clean configuration and initialize

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery

secrets.

(11) Configure node for external key

management.

Selection (1-11)2? 10
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ONTAP (R i1yl
ONTAP 9 7R ERhRZA EFRPRIAIN recover onboard keymanager

7/

BB ERA

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

5) Maintenance mode boot.

(

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

Selection (1-19)7?
recover onboard keymanager

3. WIS, EHINERSEMREMELIZ:
BRRHRTRET

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

4. MNEESCENERZIEM X,
MNEEEY, EHafRREMEBARS.
BRI
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

o BHANEMEER:

a. ¥E5M5M BEGIN BACKUP 17ZI END BACKUP 1THIFRERS, SIERITS,
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BRI

Enter the backup data:

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. M ANRBLERE, BRREER,
mELETN, FETUTHES:

Successfully recovered keymanager secrets.



BRI

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ MRETHHHERAEUTARS, B7N#HEEIE{E. Successfully recovered
keymanager secrets . H{THPEHIFRULEEIR,

6. 3R 1" MBI B4R R ThiH NONTAP,



10.

BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

A Hlgg TR e EmUTMER:

Waiting for giveback..(Press Ctrl-C to abort wait)

KT ERINFIERIZSE

AR IR -

storage failover giveback -fromnode local -only-cfo-aggregates true
KT RIIEHIRE:

{XfEMR CFO BERMfE, AP EAEESSE:

security key-manager onboard sync

HIGRREY, WMAERSCERRSEAEIESRTEE.
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1.

12.

13.

14.

BRI

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

(D NRED AT, MREISEHETRT, FESHEMES. MRRAPKY, NTEREISEE
R ZAIETHEIRERS. B7HERE, HEHRGEILERRPRIIALE,

HIAFREZRYIERY .

security key-manager key query -restored false

ZE R AMNREERER, MREMERER, BFEERTHS, BEIRBEERELENLL,
KT AR HIZE:

AR 2R

storage failover giveback -fromnode local

NRFERT Bk, WERE:

storage failover modify -node local -auto-giveback true

SR B AT AutoSupport. MR ER B &hIEEZRA]:

system node autosupport invoke -node * -type all -message MAINT=END

SNEBZIAETERS (EKM)
MONTAPE o ER RN R IAEIRSALE,

Friazal
MB—PEET REEDPREUTXHE:

p

*Icfcard/kmip/servers.cfg X {43, KMIP AR5 28tk Alim O
*/cfcard/kmip/certs/client.crt' XX (& FiIiE+H)
*/cfcard/kmip/certs/client.key X4 (ZFIHZEH)
/cfcard/kmip/certs/CA.pem X (KMIP 5528 CA IEH)

&



KT R HlE

1. A E IR R R ST HI28 L
2. JEIREIR 11" MONTAPB SIS &,

ERBhRERA

3. HIMERAY, FHRIAEEWRERIFRER:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.

) Set Onboard Key Manager recovery secrets.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7)
(8)
(9)
(10
(1

1) Configure node for external key management.
Selection (1-11)2 11

BRI

4. HIRREY, FRATFPRNRSSRES:

o

e o

®

Do you have a copy
{y/n}
Do you have a copy
{y/n}
Do you have a copy
Do you have a copy

of the

of the

of the
of the

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

WMAEPIRIER (clientert) XHHIAZR, 81E BEGIN 1751 END 17,

- BAEFmZE (clientkey) XHHIRNZE, B#E BEGIN #1 END 17

N KMIP BR5588 CA(s) (CA.pem) XHRZA, BFE BEGIN 1 END 17,

BHAKMIPARSS 28 Pt

- HIN KMIP fRSZ88im 0 (3% Enter $2{ERERIAIRO 5696) o
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Bl

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

WmEPIETTR, HERUTHR:
Successfully recovered keymanager secrets.
Er vt
System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

O. JEFRETN 1" MIBBISR B ER R Th i NONTAP,



BRI

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. MNREZATBmRE. MERE:
storage failover modify -node local -auto-giveback true
7. AR B AT AutoSupport. TR BEheiERZA):

system node autosupport invoke -node * -type all -message MAINT=END

R & EBFEN B BT Uk [ElZ5NetApp - FAS9500

RIBEMHREMEY RMA iR BRI EEE SR 4R NetApp o "EMHREIFIER"EXIFAER. 1B
DADALE

MAa

B4 55- FAS9500
FroaZ Al

EERYAE, BOEFEIR, X5, EHIZEER, /0 =R, DCPM 1R, #1 USB
LED RMZ BRI LRI, MISETIRBAFTERRERHE, KB
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MRREML, ARFAGZEEIERET.
RERIFTE H A RERET; BN, EURRRRARZ,
T IATSS

* BRILUB IR ED RS RAHFHIFTE ONTAP IRASE SR,
* MREPBIEMA ST MW RER, STREFELET2IRSPERFERD i,

X AR T HI28—FAS9500
XA Z T 28—FAS9500

ERREATFAEENTREEENRS. AXTHIFERFNEESXFANFAGE, BS0 "E
T XM B ohFE RSk R 5 Z=tem—NetApp AR E",
Froaz Al
* RREAENERNNRIEE:
° ONTAP WA EIE 5 FR.
° FNMEHIZZHIBMCHEI A4,
* MREIREHITERMMEN I AMIES.
* ERAXAZ RIERIESR B, B8R
° PITHM "ASE TR E",
° Y5ONTAP AR EI R FH9E AR A,
° fRREIRRR "Active |Q BEIRZEFMNIS . B FRALFIERSIE. HINRSHAMS EHILED,
TB
1. WY SSHEREIER. NEFERIMITH BHLMECSER/ITH B NEBTNEAT RER.
ELEFIB R F i/ EVIFRINetApp R4 _EBYELIR,
HIFIMNBE DL,
NRB AT AutoSupport. TEIEBIESEG. HIERARATNITAIN Z KBTI

> w0 D

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

S. WEFRB ST RAISPEBMCHtIE :
system service-processor show -node * -fields address

6. JRHEEEEShell:
exit

7. B i T AT S AIPHIEEE SSHE REISPEIBMC LS IR #H .
INREERNRIEE G/EICABR. FEAERNEHEERTRESRIITHS,
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

3t FE R TEStrictSynciR T, FIE1TEIEI 2 SnapMirrorfY&E8#. system node halt -node

(:) <nodel>, <node2> -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

O. (IRBMUTER, FEAEEPHNES MTHIBMN Y
Warning: Are you sure you want to halt node <node name>? {y|n}:
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PITHFrAMEMEITIRORISE "W{@H T A _cluster-HEATY check with A script IN ONTAP"
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BT HAutoSupport (EEREIFEEE): system node autosupport invoke -node * -type
all -message MAINT=end
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* fRREMR)ER "Active |Q FEEIREEFI XL (Active 1Q B FEE—LEAT ) KA IE NN B fEAutoSupport—FiiA
HEREBFER)

* J&1T "Active |Q Config Advisor"

s FRKNBERFBITIROR "WN{EH1T A cluster-HEATY check_with A script_IN ONTAP"
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* If your system is in a MetroCluster configuration, you must review the section "2 IF i I E12{EH " to
determine whether you should use this procedure.
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MR B AT AutoSupport . N5&@d I8 AutoSupport JE 222 1EBEI6IEZEG):
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
A FAutoSupport ;B S 2 1E B Eh eI 25 GIF/ B
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storage failover modify -node impaired node name -auto-giveback false
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NRZHEHIBETR ... BA ...

LOADER 1&RfT BET—%,
EEEFE & Ctrl-C , ABREEMBETHREE v,
AR EIIRRAT MIBITIE BT s E N E E S HiTHI2s

storage failover takeover -ofnode
impaired node name -halt true

-halt trueB#0&# N\Loader{g R~ fifo

SERIT ) SRR IR {4 —FAS9500

BEHRITHBRRE, SOTH TRRTR, ¥ FRU AHEEERANERIZEEIR, £
AP R EBIRARIEH SRR, ARBRREBHNELIFIRI.

IR EiE R T RA A NI HI 2815 2 F U HI2sr 2 NI,

B —B T HIZRRIR. STROIAE

515 HTERIZRER

RihaEHSRRASANS, BTN RGRE MG EER, ARBE MRS ER ERER.

P

1. INRE R AR, B IERE,

2. NZIIEHISSIEIRIR T 4iLR, HIRERSARIER(IE.

3. BB IEF LM Terra cotta 358, BEEIEMBIAIE,

ohiEl-H BRI SRR IR
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C) BB R ER e, EAXE R RERIIEERE RN B,

3. BRmIN TR EMTHIZER, KB RALESIBEEINTITT, ARRKERREENGE,
4. WERIMNE, BRET2EEEEHEET.
MEXE, BRLBEMNT R BEERENEE,
o. [ ™MERBIHNTBLUES BN BSMNE LRI BIE R H.
%83 % RS DIMM

2155 DIMM , B E] DIMM FIGE MBI EERIEHRE, ARRBRIEED RINF #1712



Ver2i= H2sMIDIMMIERESR L, ZHMIDIMMERE S B L. DIMMIGER S HEE Tk,

C) BEDIMME EFITHISHEIREY. ITREDIMMREE 52T HI 2R BRI NEER S /LB,
EDIMMIEHEGIE. ES I Ver2iTh| 2215k FIIFRUTEE,
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2. FHEIEHIZSER_ERY DIMM o
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4. SZ\E#nh DIMM FEMIBYFE DIMM s8R, 3§ DIMM MIEIEFs#EH, A58 DIMM & HiEiE,

(D) /IVDIBE DIMM #0382, LUBHE3T DIMM EBESIR RO HEIEE S,

(1] DIMM 3438 F
@’ DIMM

5. HEBNELE DIMM HIEHE,
6. HfRiEiEss LAY DIMM B2 FELTFITHMUE, RS DIMM EEBENEE,

DIMM REEEFEEMR, ERRESEN. MREH, 5% DIMM SiEEHXFHEFIEN
()  Buk®E DIMM , BBARIOXTHRSENEN,

7. ¥ DIMM EE NGRS,
DIMM ELEBEIEEEESD, BNRAZIEN. NRLE, 5% DIMM SiGEEHXTTHERIEN.
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(2] AL e

(D EreERSERELEAESR, BERGIETEXEY.
4 RN EBAEHIAWOALE, UBETLUFRRELAT TS B RNES,
()  CRELRES BN LRSEEE IR,

5. SERLIEHIS LRI B R
o MEWKEFREHALEELE, BEFRBLLE.
b. RIS A, EEESPIRIEEH =R,
(D wmmsms e, BEORIEK, URRTFEES.

IEHISRR— B2 BEIEENAET, maFnrEs. A&EREEMIE.

a. FiEdl SRR R F e R BE U E,
b. I Press Ctrl-C for Boot Menu B, & ctr1-c UHBTEENIEIE,
C. iR L EshE] LOADER o

R RHIGUE RS ALE—FAS9500

g;ﬁ}?,ﬁ%ﬁ:ﬁﬁli EAUIIEEAERISENRARSREE. AREFEEMEERSIR

£ 1T REHPRIEERERIZREIR R RS E]
TN HA B ITIRN R IRV HIZR R R 80 17 AL B H AT S RVRY B AR 55 230 B &8 HR AR R I 2R AR 3R _ERYRS (8]
{Ii)ﬂ?El Hlo SNRESTEIF] BEARILES, MBI EHUTHIZRRIR FEEXE(E, LUBLEE A iRAsER AT B E R T+

KFIES
BEYWEERNRSE ENRATRPRIGRS!

* replacement T1 R B ULIR{EP BRERZHTI R BT <o

* health T5 =2 replacement T5 2 HA B2 T 5=,

-
1. 4N replacement T3 RAFTE LOADER R, BIERAEZE] LOADER AR,

2. £_Healthy node E. MEZRZME: cluster date show
HHEAFE B & FE &R X,

3. 7 LOADER 2R %F4k, #8%7 replacement 1555 ERIEHAFNAYE]: show date
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HERFNBYIEILL GMT &R7Ro

4 MEME, BEERTR LU GMT ELIRERHR: set date MM/dd/yyy
5. NBEME, BEBKT S LIEE GMT B8] set time hh | mm . ss
6. ENMNHRFIRTATL. #IA_reender T FRIBEHAFIATE]: show date

BERFNESIEILL GMT KR7Ro
5% 2 & WIPHREREFIZSERM HA RS
TR BERE HA KT, HELENERIRSULERENRAREE,

1. EAEPRNT, NEHRAIEHISRIRIGIEFIEAHMES E748F HA state ¢ ha-config show

MRENARRAT ... FrEAHEY HA RSN A "mecip” -
HA Xt ha

A MetroCluster FC configuration = MCC
with four or more nodes

L%t MetroCluster IP B0 & mccip

2. MR ETHITHIBERAFNRSSENRRELERLER, HAEHERIRILE 1A state . ha-config

modify controller ha-state

3. MNREBTHNFERFARSS LM ARREERILE, F/YFEIRE 1A state . ha-config modify

chassis ha-state

BN RRHTTHL—FAS9500
I ERNFENNSERETL, REFRAVRESE,

F15. ENNARHITHE
T TS HI B ARIR B F A R E R E 1 TIR B

p
1. EFNARHITHL,
2. Verify that the cabling is correct by using "Active |Q Config Advisor"s
a. F#iF %% Config Advisor o
b. MABRFZNER, ARPEEUELIE.

C. BHMLETFR, ARKNENL, BWERETMEHEREMEHEENERERED, UEEELRINE
el R £kin)lo
d. BHEMNAYETR, AS0ZE Config Advisor B4, B HMAL,
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(D 4t ID MEEDEE ST NVRAM RIRA, ZIRRI T SITHISSRIR R ERRRD, F2E
il SRR IR BB B RZ Ao

B2%. EMOCHE

MREFERAMT HA XS, NERESTBREAXEREE, MITHSSERNASL ID 2B RAHE.
TIEBTh replacement TI RBYHAIAR S ID BN, ARRIAENES B X,

It eSS BUERF7E HA X HIE1T ONTAP RS,

1. W0R replacement TR FLEIFER (B3 *> 8577 , BRUEEIFERAHEZINFEFRERF:
halt

2. £ replacement iR LK) LOADER #27R154, BEiTiR, WRFAFZRRS ID FLEMRTEERERS D
» JEHWIN y o boot ontap

3. Wait until the waiting for giveback.. message is displayed on the replacement node console and
then, from the healthy node, verify that the new partner system ID has been automatically assigned:
storage failover show

EaSHEd, FNEI—FHEE, BESHRTAINRS ID BER, HEREMAMIA IDFFHID. EU
T, node2 BEHITEMR, RS ID /3 151759706 o

nodel> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4 MBEITRAREFNTRF, BIEEEERFEAZOLME:

a. BHHNERINELT]: set -privilege advanced
AFIRTEREHF NSRRI, EAUEE v WEEERESRERRERT (*>)

b. RIFEfAIIZ O LA ssystem node run -node local-node-name partner savecore

C. %1% savecore i8S 5T, AEBALHIE,

AT LU N LU R e < 3R 1547 savecore s SR E . ssystem node run -node local-node-
name partner savecore -s

d. REZIEENRES: set -privilege admin

S MREHNEMBARRE T FHIEME. WATIREECERNESRATAEEEZI/IMNIRAEE. BIUT
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22 IR IREFERENE TR
© "EEREEREEINE R A"
° "RIRIMNEREIAEEMEE A"

r;:':

a. MBITEBNTRP, REEEIRTTRMNEFEME: storage failover giveback -ofnode
replacement node name

replacement_ T1 SRR EIEFEH RS T,
MRATFARS ID FREMEREBRRA ID, MNEAN vy o

() nRxEWTR, CANERERLTR,

ﬁ;&ﬁém'fn S 1ﬁ %EEjJ F'I'-] 7 ﬂl’x%%é;}o

a. After the giveback has been completed, confirm that the HA pair is healthy and that takeover is
possible: storage failover show

storage failover show SRHIRIHARNEE System ID changed on partner JH 2.
7. WIFREEIEMDEC#E . storage disk show -ownership

BT replacement T R BV N BRFVRL ID . EUUTRAIH, nodel IHBEMNHEEIER RHNEARSL ID
1873775277

nodel> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0O_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. MR ALK MetroCluster BRE , BRITT AR MetroCluster node show
EEH#/S, MetroCluster CEEE DA REME R EERE, IHH, 8/ TRBERCERERS, HEH
DR BEHERIEFEREo MetroCluster node show -fields node-SystemID fp< g E/RIH
%éﬁ ID E lJ MetroCluster EEE I‘KEIEI%jkn_.\jju:o

9. AR T EXKA MetroCluster BB, NIFRHE MetroCluster JRES, MRFRIGFIEEERNMEILS FMT S, 5%
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. I NMN T RSB EEFREMNSE:. vol show -node node-name
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-node replacement-node-name -onreboot true
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LR AutoSupport JH 222 1E B R 6@ 251/
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. BRBERIE:
a. MEEERIZHIZRAVITHI AL T <.

storage failover modify -node impaired node name -auto-giveback false

b. N 'y HIEEIRTEREEZAEAMEIR? "
3. ¥ZmIEHI2E 2N LOADER 127R4%F:

58


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

MNRZHITHEZE R ... BA ...
LOADER 1&RfT BET—%,

EFEERIE % Ctrl-C , AREHIMRREEE v,

AR T E RS MIBTTIEERITHI S R E s E (R InEH 28

storage failover takeover -ofnode
impaired node name -halt true

-halt trueB#0&# N\Loader{g R~ fifo

%29 HTEHZRER
EFEHEHIBRINAL, EUTEMRARE TEGIBER, REBE TEHBER EHER.

5

1. MMRE R, JFEREM,

2. NZHRIEHIZSESRIR T 404k, HIRESANIEZIE,

3. MBI IEF M Terra cotta 325, BERIEHAEBIAIE,

ohiEl-MIFRIE ] 28

@JSnirfL*@#—#ﬂ-
- i

—

(

N

030203939

040 4000040
ey
OR300 OR300
SO0 0303 0030538
(SO RS RICRLEe SIS RS Ste Rt

0300 S
S reraelerterserterieitaterte ey

OOOOOOO O7070

03030000080
52026262630
ORS00I OZ0R 0308030
OOOOOOOOOOOOOOOQOOOOOOOOOOOOO
OOOOOOOOOOOOOOOOOOOOOOOOOOOOO
RS

SR02R 02023226262 326263635
lepearetaetartaietatarcleieleimieietactectareteret

S
2
S,
s
o
QS

O

0100 A0 (OO O QO OO O
030303030 3030505060 52595S
R

o
20

OO0
SRR
e SRR
SRR

S aster s ytsrckercle)

RSO FRS

o

O
L0003

epete Wieiela el

o
RO,
RO
RO
S
= 522000
TR0
SRR
Ryertarde)
0RRS,
SRS
RO
S

O,
O,

O
Q.

(1) ORI FRERIRE


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=5e029a19-8acc-4fa1-be5d-ae78004b365a

(2] AL e

4. TR ORIBF, EHE2RENME, ARRTHISEREHE.
RriEh R R0 HAFERT, IBHRESRHE R IR IRBVERER.

S. BiTHIBRRNERP LRETFRNFE L, FTERENECRE, BERBEITHHBERNER, AF
| ER SRR E MR SRR PR Ho

‘. RIS R IRE BUEIRH

% 3 4. FiE DIMM
TEH DIMM , SEIERSISRRHRIITH], ABRBISES BIRRE TR,

Ver2iZ 52 HIDIMMIERERR V. ZRFMIDIMMEER B R/ DIMMIERERS HEBEE K,
C) RDIMM#E EEHIZRRIRET . IHIDIMME EE SRR ERERINIERERS/IE. B
XDIMMIEIEIE. 155 I Ver2iz s EFRUTREE.
p
1. INRE AR, FIEFREM,
2. REPITHIZREIR LAY DIMM 6

60



I NINlely

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

0,

A
‘H\\\\%
474741 !

L1

Py
I

IO TN

17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

3. $BIBHETh DIMM PR DIMM BUI-E S, 15 DIMM AIEBREEL, ZAEH DIMM FBHIEH.
() /DB DIMM B930%, BUBESST DIMM FEAHR A HENFE ST,

SiE- B HEDIMM

o DIMM 3#H88£E

DIMM

61


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d62a4c7c-8296-4d60-9981-ae78004b36f7
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d62a4c7c-8296-4d60-9981-ae78004b36f7
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d62a4c7c-8296-4d60-9981-ae78004b36f7
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d62a4c7c-8296-4d60-9981-ae78004b36f7
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d62a4c7c-8296-4d60-9981-ae78004b36f7
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d62a4c7c-8296-4d60-9981-ae78004b36f7
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d62a4c7c-8296-4d60-9981-ae78004b36f7
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d62a4c7c-8296-4d60-9981-ae78004b36f7
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d62a4c7c-8296-4d60-9981-ae78004b36f7

4. MBrERsRIERIRPENE EIRARN DIMM , 2 DIMM BABHIGH SIEEITT,
DIMM 4R Z [BIHYER O N 5 HHAE FR RIS IS TFo
O. HRERESE LR DIMM BHEBFELFITAMUE, AFRK DIMM EEENGEE.
DIMM REEEEEETR, ENREZIEAN. MFLH, 151 DIMM SEEEMMATHENEN.

() Mz DMV, BEARIONFHELENEN,

6. /\OiRE i) DIMM B9 £i0%, HERESERERAZML, RAZITF DIMM MimsyERA Lo
7. & LTRSS RIRIN S

£ 4% TEEHIZE

RAMREEITHRISRIRG, ERIFHEHIZSRRIR LR R RGN FEH B EiRFR S

NFER—HEREERMEHISFRIRG HA X, REIFHBERNINFLNEE, AA—BERHET2ENIE
, EMERIRNERBE.

pA

1. NREERIEH, BIERE.

2. MR HARBHITHIBER LRSS, BHITER,

o SRR R E BE IR H

3. REHISERM RIS VAR O, ARBEHSEREEEARGN—F

ohiE- R 23

62


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=f2aa14b4-0d95-4109-b410-ae78004b35c9

1
¢

\

@ (@ (@

|
(@0

|

= e |
—
Q e

020303080

Q0

OO AO~O~OAO,
Q!

\

I

03030303039
020926269690
RRAG6A6262636063636262

O

O 3200220202000 060006060

02030303080
92020962690
IR retartortarctenie

“‘_“E:‘\

203000000930303032:
O

= (=
o
o
o
o

GG

22880
oSS8s
25

O 400 (0 (O O O 1O O
030303330 3030605069505939
R

O 00

O
O

S)
QOO

QLR
R

5
502

QPR
SRR
SRR
VO%OOO
RO
R0
0RO

20

00/-7\

)

=3
S
55

O

Q;
QO
O
(o)
Q.

(1] ORI F R

(2] ORIEF

(D) wosasBEmRE BT, RIERGIETEREY.
4 NSRRI AROMLE, UEETLUADRGLAITI TS S RIES,
()  CRELRES B RSEEE ISR,
5. SEREHIS RN EH 2
o MRHAEHRBHLEDOE, FENRLLGE.
b. RIS NN, BEESRRIBEHRSMI,
EHISERESRIE, HEIRE LF
(D) BERBERBANES, BORIEA, UGRPEES.
RIS SR B R L ERIENAETR, HATFIAREH,
a. ELRERSENS, EHMY, LSRN, AEFERENNENE.

% 5% BHPEIHR[E] NetApp

RREHMHE RMA HBRH#EE4RE] NetApp o "EMHEREFMERBEXIFMER. BESNIE

o

63


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

TR R ERE

~

ﬁ

A
N l&,\l \5)

N

FEEI TR R A s E UL

&R, MANFERMIER DCPM 1&IR[5, 8 DCPM RIRAVITHISRIRER T HMIEH B R S —MERISSRIRZ b, R

FHREXARFRF.

7R
AL

EiEIR- FAS9 500

~

y

EIR(DCPM)

~

IR

/

I E

Gl s

1)

/

¥

N

1,

HEET—ENR DCPM #&3R, HEBw

~

tEYE %

/

MEBGRETT HIERFERY DCPM 18IR, AR EEMNHEY DCPM &2

~,
N

ﬁ

).

/.
N

A
7

BB#
W

N,

~

7

LED , #EIREHFER DCPM 1&RIR,

N

e

EEIT DCPM #RIR[E R D PN EMAFEFRY DCPM #&IR, BMARXRITHI2REKHo

7
AT

N,

®

4. L TFIERIEF AT Terra cotta BiEIRH, AE1E DCPM 1&EiRBE HFE,

NREIRHIAFZ, It LED B 2R EIRIAE,

BIDCPMIEIR, EEHMAFEPRE T, AELEFIHEIIDCPMIEIR,
shiE-ifR/ZEDCPM

EFERARHH DCPM iR, &

1. NREERIEH, BEREM.

2. P RASIEERERFAEEBE—,
3. BIEERSHIEAY

%1% Fit DCPM 1&1R
BRo

EHiEENVRAM11E
ERHEREENVRAM118
EMMNFEFRE THERIR Z 7], Edb

. 00%;’0;’0 0000000C

EX-1:

9080808B03B0 | [£2080R0BaRgsesd3u5%
(eialsieiiesle!
0908050
S9S0R0
0802050
SRS
(61508155 551}
535205050
(61851155}
595283830 | | & S
00050 )
OEIR0R0EIT00 | | 9935880=0 06968350
3 5005050 | | SOR0S00K0863530%0

IS e e/s s s e et s
SRR
50520805520309050)
C00508055R0R03030

OROROROXOROROR0RC

(o)
[ex<erge]
Ox0,
OOR0%
O

i

2XoKo¥o Kok | | So80Z0x0R0%0X0RoR0S
5959095 | | 909020809080 508050

3055852 5 || SE0RaRRERRERRER0
S90ROLOH L 520205959536 9550,
230259685 2 || 95808525 803050508%!
595859555 THEA0 | | S0Z20E020 08095958

023 ORERHIS | | SRERZOECPOTEIERS

585

P02 500908088803050509
0555825552580 | | 63303090R305530%0 || @ @
35ROV | | SR EROROSOROEEREI0

0308 0GRS | | SRECERERERGTERARET0 || 00202
30808 885558550 | [ S3030R0303050303030 || O5T330Q
0-OY OPGPEPE0G | (©Y0Y0Y0YEY0Y0Y0-0Y0 || 0505050

B2

o

de

\

RILEEE, 28 LED BRANF. SIRFREF, MW

~

EANRBAME, IRIAG LED SRR, NSRS

/

DCPM #&RAY Terra cotta $iE %5
ERFERERARIT AR B7RITIEIRENT O, MRERRZHEN, BERTTIER

FREEBAAE.

[
®

o. 1§ DCPM #EIREKRIGSHFEAOXTT, ARKEERBANME, BEIERANE

64


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=c067cf9d-35b8-4fbe-9573-ae78004c2328

B,

F25. HERBEM

SRR St e X BB S A BERERIAN BB, MNRETEZERCERM, NAIZRESHRENE RMA
HEH:HEE/‘I'HLEI NetApp o

"ReE B HANIEA"

% 35 BFESHIR[E] NetApp
REBEMMEME RMA 2 B SEER4HRE] NetApp » "HIMFIREIFIFR"EXRIFHAES. S ITH,

E i X F5—FAS9500
TR RS SR TR EER, EUFHhT—RISE RIS

@ EFEMFERE TREEROHAERER. RANAERIE!T, {8 ONTAP SRZH| & &IX
BXBERERNVER, BEIEHRERAL,
p
1. INRE AR, FIEFEM,

2 MERE, BRABIAFNEERE—MNNAD, AEREAEE, EEHERMFEESR ERKARE ERFF
» MITEI TR,

3. BENEEH AHIREEHEES MNBRIR ERET LED RIAE L IME RN EER,
4. T XEEIR LK Terra cotta 1%5H, ARRKNBEREERIHIGE, BERAENZSHFHEZER,

@ NERRIREFE, BIRERENERNFIRENBRIRARES, URHERAMIEFIREFHER
BHIABEE.

shE -/ R XU

65


https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://library.netapp.com/ecm/ecm_download_file/ECMP12475945
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=86b0ed39-1083-4b3a-9e9c-ae78004c2ffc

I%\\ iﬁ%meﬁo

o
=
=

ki

\

B

HFEN

S
SISOy =P SES i)

=

B3

e
iL
=]

BB L

8. IZBEMHEMIAY RMA i BRR &SR] NetApp o "

1/0 1&IR

~

Z
%

92200000

I LED £IAINRIER,

BHAE

a5

~

<
/

BN

N
/

Terra cotta BERI%5A

RXES
BIEXTT, ARBHEIRERENIKGR

A
A

RRBEREIMENEE, RIAE

6. BERNBIERINESHAETHFONT, RAEEEBANE, B
IN—M/OFEIR—FAS9500

5. BRBBRBIE—,
7. LR SIRR

7

2

TEERREFMRLGFR NIC SifF(EEHEC 28 B IVFTRY NIC SFiEEACEs, B0

ZRHB NIC FEEECER AN RGBSR BB PR B RGN /0 3R,

ez Al

NIV

1

* 07 "NetApp Hardware Universe" H{RHT /0 BIRS EIEEIBTITHI RS ONTAP IR,

=
Bx

B9 1/0 #RIRAY

lard
&

FECE,

* MNBEZN oI FGHE, BEPREEEMRTS "NetApp Hardware Universe" FERERT
* BEXAk

7w

Iz

SEITFIA 110 1RiR,

H&E

NG

FRiERE

HTE

T 2S ,
T hlERo

e B 1

A
A

=
7N
&Ju\l

;

P

N0 170 1RIR,

<
/

NNFTRYBLEERAY /0 3R, ARIEBS

N

* HIRFFE Bt A IE BiE1T.

66


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://hwu.netapp.com/
https://hwu.netapp.com/

TEA. KRBT HIZFRIR
ERLI TR — X SR E R IR H28.

67



68

TN . KRERARS

BRAZBEHEE, EOMRERLHRIVRT, AELEMZERGIE, UERTEBITRISSSAEMNZ
BT Hl SR B R R,

Faz Al

If you have a cluster with more than two nodes, it must be in quorum.ﬁﬂ%%ﬁikitiﬂ@ﬁ"ﬁﬁ?ﬂk?ﬂEﬁ?
RIS EARMEI TR S EE T alse. MSMEXAZHITH SR ZAIE ERFHER ; 550 K1
S5&EERD",

S
1. 3R BT AutoSupport. @i A AutoSupport;H Ber S22 1B EI8IEZEAI: system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

L FAutoSupportep SR 2 1IE BB RIS clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. NEHEHISRRITHI S A EhRIE:

storage failover modify -node impaired-node -auto-giveback-of false
() 4EEIEESREBERD? ', BRA v

a. MRZHFITHIBLEBINERIEE, WATTMRERITH ST HA B, ARBRRH
IrHlEs. ORGP IERBUEHIERNIT BB,

system ha interconnect link off -node healthy-node -1ink 0
system ha interconnect link off -node healthy-node -1link 1

3. BZRITHIZE B~/ LOADER 1R FF:

NRZHITHIZEZER .. B4 ...
LOADER 12/~ fT BET—F,

RAGRTARERRTAT (BN EERBRERSIMSTERRNEHSZEIITHISE. storage

E A ) failover takeover -ofnode impaired node name

élm'h? S 28 B 7R Waiting for giveback... B, % Ctrl-C , $A/g[al
|:| Yo

BRI 2 ¢ 324281 F MetroCluster &7
()  REORARFAWT A MetroCluster BE&, W/NEMILBIESE,

BRAZHIERRE, CRIMERLRISIRES, AELBEERHE, WESTESNERSREMT
iz hlZR iR R,
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* If you have a cluster with more than two nodes, it must be in quorum. J1R&EE# KX Z! FF:EJZJ:‘T‘_I%?R
RIFHIEHIZSSERSAE TR A E 2 false. MMAEXFAZHITHIZS 2 BIR ERZER ; 1550 "
B RS5EERD,

* NRIEFERBIZE MetroCluster BtE, MATIASEE MetroCluster ILEIRZES, HETRATFERH
E..I-.E-%E’JU(”_,\ (MetroCluster node show) °
S
1. A0SR BT AutoSupport. N@id JAAAutoSupportes S22 1E B EhAIZRZEF|: system node
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g USB LED #&tk

a. FITHIRG, HREIWASIERA /S8 LED USB &R,

b. BThIFIBLAER S 38 AR IR,

C. IEIRMIERFRIY, UMFESHIRNERE. B0IEESRS,
2. REEFM LED USB 1&1k:

a

- BIRREFERMNTT, EESRRIAAMROFEIAME LRERFAB SRR IEERIRIRZEEIIE
Ho

b. RRRENIER, EEHSHFETEML,
NRRREBEIEHEZE PR, WRIAEIRIES,

%29 ROEEHRNF
1. SRIBEMFRENI RMA B SIS EHRE NetApp o "EMHREIM S EXIFAES. BELRE,

FEHENVRAMEIRF/ZINVRAM DIMM—FAS9500

NVRAM 1&E3iRE NVRAM11 #1 DIMM £BR. You can replace a failed NVRAM module or
the DIMMSs inside the NVRAM module. ZEE & £ EA NVRAM 1&E3R, AU E ML
FAPEIT, ¥ DIMM BEERIER, AGRKEMRI NVRAM 1RIRLZEEINFEH,

BFMAINVRAM DIMM. ST MHFEFET FNVRAMIEIR, EHERFP L EHERDIMM, AREHRR
FENVRAMEEIR,

KFUIES
BT RS ID JRE NVRAM 18R, Ft, MRERIEIR, NWEFIHAREEEEFRDELHTNRRE D

gz Al
* FREHEIRER L IIES T 1%,
* IRERRFMT HAXF, MEHEHBZLAEBIZE SEEIRA NVRAM RIRKEXBIIEH] 2R,
* IRESBRERLITAE:
© RPTHISR R IE B H P RITHEIR BT 2R,
° BITIERBEHZR R R FEHl2sa) HA BExdirhles.
© RS R R RHE BER DS SHNVRAMRIR KEXAVITHI SR IRAP B, You must reassign the

disks when directed to in the procedure.Completing the disk reassignment before giveback can cause
issues.

* BT HRIRA A ER ) MR R R UREIBYEC FRU At
* ERBEEIIRED B EME MHE SHE LR,
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£1T: XARBITH S

BRAZHITHER, BOTHEERISARTS, HAELEMREIRHR, UESTESNITHIZRSES MRS
ERfFhE IR (AR,

Friaz Al

If you have a cluster with more than two nodes, it must be in quorum JIREBERIXEH LB TINR RIFAIE
%'J%%T'L’E%%D BITRAA EZRfalse. MAMEXFAZHITHIZZ Z B ERFHER ; SN "B R55EHE

Z o

S
1. 3R BT AutoSupport. @i A AutoSupportH Ber S22 IEBEI8IEZEAI: system node

autosupport invoke -node * -type all -message MAINT=number of hours downh

LI FAutoSupportip SR 2 1IE BB REAIF /NS clusterl:*> system node autosupport
invoke -node * -type all -message MAINT=2h

2. NZHUTHIZRAITH S A BIRIE
storage failover modify -node impaired-node -auto-giveback-of false
() 4eEIEESREBmERD? ', BRA v

a. IRZHUEHIBLZRHUERIRE, WM MERITHIZFETT HA Bk, ARBRIRHITH
2R XRGFELERBHEHIBEHIT B EI3IE

system ha interconnect link off -node healthy-node -1ink 0
system ha interconnect link off -node healthy-node -1link 1
3. BZHITHIZEE R LOADER $RRFT:
NRZHITHIEET .. BA ...

LOADER & F BET—%,

AGRTARERRTT AR EEZHRENRIMNBITEBITHISSRELITHISE. storage

S AE)) failover takeover -ofnode impaired node name

LRI HI2E B7R Waiting for giveback... BY, 3% Ctrl-C , ABEIE v

o

% 2. FEift NVRAM 1&IR
EEMNVRAMIZR, BREETHERIETeR. FHERSES BIRNFH TR,

p
1. NREERIEM, EBIEREM,
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2. MAFERRIERE AR NVRAM 151
a. WTIHF MRS,
ORI BMANFERS Ho
b. m FHese N8, BEFIEHAFKFMAE,
NVRAM ERMAFEF D BHZ LT,
C. $imh NVRAM BRRMERYHLS, KEMFFERE T

ShiE- EHNVRAMIRIR

-Q

0a0,
S5 BB B BB,

(1) U0 MNP T BAAS

[2) 0 Fgitse AR

3. ¥ NVRAM IERME—MEEMNRE L, B TEE NVRAM IR ENEEPERT, ARTEREEEKREN
EIEF, &M NVRAM i8R EigH,
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4. MIB NVRAM &RIRPZFNET DIMM , AEREZEZIERARN NVRAM &RiR,
S. & &R FRER.
6. KERAN NVRAM EIRLEFIVFEF

a. FRRSHEE 6 PHFEF ORNASM T

b. RIRREZIZBNIGE, BIHEFENRHESH /0 LEBFRS /0 MILHEMS, AR 10 LRFHi—
Hr L#, DR RRBEEL,

% 3 4. Tt NVRAM DIMM
EFE# NVRAM EIRFHEY NVRAM DIMM , f&AZ0ETF NVRAM 1&E3R, $TFZAEIR, AEE#EBR DIMM o

p
1. R R, BIEMREM,
2. MHFEFRIERE AR NVRAM #51R

a. B MEFENESHNOEFB.
MBI RTS H.

b. M TFheMIEHB, BEIHLATFKFEALE,
NVRAM IR MHFER D EHE LR T,

C. fiIzh NVRAM BRMIERVALF , BEMAFERE T,

ShiE- FENVRAMAEIR
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3. 3 NVRAM ERHMAE— MR EMNRE L, M TRE NVRAM &R EHEEBERT, AREREEERAN
EIAT, &M NVRAM &R EiEH,

 §

° BIRPERH

@g DIMM #1 DIMM 3482 F

4. ¥ F| NVRAM IR EPEEIRA DIMM , FASIET DIMM BIEEEFHE DIMM MIEERIREREEET,
o. REFMAM DIMM , F5 A2 DIMM SHEfEFTT, REIE DIMM BER#ENEE, BIBEREBER
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1L
6. & FER ERER.
7. ¥ NVRAM IR LR EIHAEH
a. FRRSHEE 6 FHFEF ORISR T
b. RIRREIZBNIGE, BIHEFHNRESH /0 MIEFBIFIRS /0 MILHEMS, AR 10 LRFHi—
BHrR L#, DRRRBEERL,

% 4. FEif FRU GEHB TR
FEif FRU [5, BAEHEHIRHISER
ENINFRRFRA TR EE ONTAP , JBHIN bye o

$£5% . BMOECHE
B E Boh BRIz HIZRR HIA RS ID B, ARHIAESEE BRI,

(D SeaEsNRAVERNA BEERSERE. MASMATNVRAM DIMMES,

g
1. MNREMARIEHIR O FHFER(ETR > B7H). BHAFRAHZEILOADERIETRT: halt

2. TERIEHIZS ERLOADERIERATL. BrnizHlzs. MNRRFARRKIDALEMEREBEZRSID. 1B
AYo

3. FRRE.. ITHBIEFIE LRBER—FEE. HPOAEMRIER, ARG, EETEENEHIZE L. IR
BEBDEHEEX RAID: storage failover show

ELHET, BYEI—FER, BHZRITHE LNARSR ID EFck, HPERTIEMRIE ID MFH 1D

o In the following example, node2 has undergone replacement and has a new system ID of 151759706.

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. EIEHER

a. NIETTIERBIEHIZE, RIEEMAVITHIZSHFEE: storage failover giveback -ofnode
replacement node name
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S. WIFRE IS BCHEE |

6. NRARLEXA MetroCluster AL E,

7. WNRE

82

BXEAER, BE

EEifE,

B AT HI SR IR M B F fEH TS Bl

NRABATFHRY ID FEEMRTEBERS ID, MR yo

WNRZE

®

a. xFemfE

» BN HAXTZITIOR RYF BRI LURE

FRER, EEUERERITR,
R FEHRES S EAUEET R,

storage failover show

storage failover show fTHIMIEAREE System ID changed on partner JH S,

nodel:> storage

Disk Aggregate
Pool

Reserver

1.0.0 aggr0 1
151759706 PoolO
1.0.1 aggr0 1
151759706 Pool0

|28 A MetroCluster f2 &,
JHI0IE DR * ID FER BT B RHMENFRIBFIEE,

storage disk show -ownership

disk show -ownership

BTFEAERISANEEN BTRIINARS ID. ZEUTTRAHR. nodetHENHENERRHNARSID
151759706

DR Home 1ID

Home Owner DR Home Home ID Owner ID

nodel nodel - 151759706 151759706

nodel nodel 151759706 151759706
1B SITITHIZEAVIRZS . MetroCluster node show

MetroCluster ECBERZ /LD WA BeMEZEEIRTS, L, SMEHIZRRS
Fi DR $5H ERIERERX. The metrocluster node show -fields node-systemid command
output displays the old system ID until the MetroCluster configuration returns to a normal state.

M1RHE MetroCluster R, WRRIGFIEER

NRER R AT, WATHITIEIRE:

° MetroCluster B & b FHIHUIR S,

- B

B3R ML = FHARAHRIFIEE,

RXEDS = _ERYE

EREERERS, HE

22,

F2 N "E0NT &= MetroCluster EL B, HAEFIEINNASTE HA EEH] MetroCluster J#EERE] & £ B K"

BXEAER ...
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8. MREHNARSLF A MetroCluster L&, IBERIEETERESTMEHISS: MetroCluster node show -
fields configuration-state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. W MTHIRESFEMEMNSE:. vol show -node node-name
10. ANRBAT FHEME. NHIUERINEE,
M. MREEEFEHNEZERT BoZE, BMNETERNITHIZSBHATE: storage failover modify

-node replacement-node-name -onreboot true

E 6 & FHPESRHIR[E] NetApp
REBEMHHKME RMA iR BBEHSESHIRE] NetApp o  "SFHEEIFFREXIFMAEE. BB INNH,

AIHIR R - FAS9500
BB REEXA. MAME TEREUMZE., EEMITASKER,
AEFREEMAEAGFSNNIEREIET, BN, SR ARERF,

KXFIAES
* BIRATRB A RYER.
* HREP BT —RER— 1 HEIR,

(D EIFEMEREH TRRERERDHAERER. RANAERIE!T, B ONTAP ZEEHIS
RixEXBRREANER, BRERERNLE,

* REHPBENEIR,
* BRI E#ITEREIRE.

()  ERBASTEXETEREN PSU. BALEIHER,

p

83


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

84

- RIEIERI B R E S 80Ed BIR LAY LED MEEERIVEIR.

NRIGHREM, BIEREM,
XK FRIR B ER R A -

a. XHBIR EBYEIRF XK.

b. sTHREIRAEER, AEMEIRKRTEIRL,
RAEEBIRFAH_LRY Terra cotta #&5, SASIERIRMANFEFHIL.
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HIREARITINE, REERRE.

()  HEEEARGE, WIRATA, CTESRTESES.
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a. FERAEMIEREBIR,
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EEEFERITHIZERPAITETET$F ( Real-Time Clock , RTC) i1, LUBEKEEERHEY
[B][E) R G AR S FI N A2+ BT AR ERIB 1T
* RGBS B E RAZIFMFTE ONTAP RRALE 4150

AAPIFTE AP RERET, BN, CUFHEREARZE.

F1d. XA/ TR

BXRAZFITH R, BOTHEERISRINS, AECENRER R, UESITESERISRSRS MRS
Zair iR kiR,
KFUES

* MNRBFERABESANRS, NANMBEREZHITH|IZZSCSITIFEMERE cluster kernel-service
show, cluster kernel-service show f3 < (fEpriviaRiZ ) Al BT R T R @RS 2T R
E,J_.”EH &U(n_.\ L/(&lz(ﬂﬁ 5 E,JL'??&IL.\O

1 SCSI TR RRSSFHIZN SEBFIEMT RRIFFRX R, EREFMZA], BT RFAAIR

=}
o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R FEI TR REF

AYIEHIEBRE R RAIETIRR A E B R false. MATTEX AR H B ZATEEREER ; BN KT A5
EERZT"
p

1. SNERB A T AutoSupport . TIi&iT JE A AutoSupport ;8 B2 1F B Th eI ZRF:
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LA FAutoSupport JH 228 1E B oh el 2 S5 /) VB :
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. Z2EBEmRIE:
a. NEERIERIZEERI QAL TS
storage failover modify -node impaired node name -auto-giveback false

b. #H N 'y HEEIRTEREELABEIR? "
3. B¥ZMITHIZEE R LOADER $&RfF:

MRZIRITHZEEET. ... BA ...
LOADER 12 BET—%,
[EEERFRE ¥ Ctrl-C , AREHIERNEE v,
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