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WIERASGREEERARERAEESNEMEHE

e "Shut down the impaired controller"
KA EZIITHIEE. UETITER RIEHIZ3 45 MR IR hl a3 R (HEUE,

e "EHREEIT R

MRS EBERPENE B ERSIN RHALEZERBIN R, AGFERUSBREFEIRGIZSFEONTAPIUGE M EI &
B R

e "BEIRERE"

MUSBIEEIZEBEIONTAPIRE., IERX A RAHIIEIFIR T &,

e "mE

MONATpEEIR BIEFEIRHZ A EERECE S /NI E A E RS,

o " PR SR IRE] NetApp”
ZEBEMAHMB RMA B SIESR R[] NetApp o

BT RERERK- ASA AT0f1ASA A90
EEMBEINT R ZE. IBRFRERUTENRK,

* You must have a USB flash drive, formatted to FAT32, with the appropriate amount of storage to hold the
image xxx.tgz.

BRI X ER] image_xxx.tgz FIUSBANEFKRZE. HUMABELILIRERER,
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* BSEYUEERIEHISE ENAU TS BRSS!
° B _IEhISR B B EHEPRITHEIR BT 2R,
° health =25 R R HIZRHT HA ECITHEHI2s.
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ERARIIERISHNERENNBZRRRS ZH, BOTREZHITH RIS, 8
BEIREH R EIEEZITR ONTAP hitds,

If you have a cluster with more than two nodes, it must be in quorum JIREEEFARIXEPEL BTN RIFAIE
I ERBNE TR AL EE T false. WHMTEXFAZHITHE 2 AIE ERER ; FEN Ko 5585 F
N

KEZRS FHPINVESINSE
EXAZHITHZEZ . EEBERIIRAS G EREREeRAEIRSH BB,

WIFReZIAEERE

B
1. {#/_security key-manager keyStore show S HHEZHAEER TN T EIRE. BXFAEE. B5S
T "security key-manager keyStore show3-ff 51"

@ RATRER B HM R AT IR LA, HKAEIE kMIP. AKV M Gep, MAIAXLEERIA LIRS
HIARZERE fi%ﬁ ﬁzﬁlﬂi‘ifiﬁﬁ external onboard o
c NRKXEBREMIEEH. BRE "KHAZHRIEHEIZE XA R

c NRGBLETEE. MWRRAEL security key-manager TFERES. BEEER Key Manager
*i*n’iklb\o

2. {#F3_security key-manager key query_#¥ ERESNHER Key Manager o
° YR Key Manager KB ER external BY|ER, Restored 'true’MA] UL MK FZIHRITHIZR-
° YN Key Manager BREH onboard , #H Restored FIE/R true, MEETHR—LEHMTE,

° YR Key Manager B/REA external , M Restored YERBRUIMNIEMAARNS true, NEBEETH

— LRI o
° YR Key Manager B/REE! onboard , M Restored FIBREEUIMNMIEMAR true, WEETH
— BRI R,

3. YN Key Manager REE/R onboard B Restored F)B/R true, MFHEHOKMEE:
A EARARRTELRERIAN v set -priv advanced

b. NGBS UBTRIABIEE R security key-manager onboard show-backup

¢ KEHERNABTEHNZIRRIMFRATX M . EAIRFEFHIRE OKM HRHRL T, EREE
Eo


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html

d. &AL etXAZHTHIZ:.
4. 418 Key Manager BREE! onboard , #H Restored FIRREUIMNIERAZR true:
a. W AR#FHsecurity key-manager syncis < : security key-manager onboard sync
@ ERTRLBMARNFHNFERFIREEAEEZEEE, MR ERHEZEITE. 7
BXZNetAppz#FEBiJo "mysupport.netapp.com"”
b. IIIF Restored FIEFMNIIEERNTIER true : security key-manager key query
C. IGIFRBIZE R Key Manager Z/R onboard, AREFHEHHFOKMEE,

d. MANDSTUETTIRBEIEEMS A security key-manager onboard show-backup

e FEMERNATEHEIRRIMAR BTN . EAIRFEFHME OKM WISHER T, EHE
Eo

f AR /X AT HIER.

S. 1R Key Manager BREE! external , #H Restored FIERRFEUINIERAR true:

a. BIMNPEAEEFMRIEZHRRINEEFFTIFAETR: security key-manager external
restore

WMRBSEM, HEITEXRNetAppZIFER] "mysupport.netapp.com”s

b. ¥IFR T Restored AFFEBMNIIEEAERY true : security key-manager key query
C. WA IR &MX AR IRITHI 2SR,

XAEH23- ASA AT0FIASA A90
SERL NVE 3 NSE 5575, EREXATHITHEN. XAEETRITHE,

BRAZHITH R, BOTHEERISRANS, AECERERERE, UESTESNIZHIZRSRE MRS
et (IR,

KXTFULES

* NREFEAESANRS, NN MEKREZHITHIZSSCSITIFEMER cluster kernel-service
show. cluster kernel-service show s (TEprivigZRiZ F)AI 2R T REBM. ZTHSRBHEIRS. 2T s
Be] MRS AR IZ T A TR

1 SCSI TIA RS SHEN SEFHPHEMT RIRFHPEX R, ERRERZA, BASTHRFIEIR

o

* If you have a cluster with more than two nodes, it must be in quorum IR EE KA R BT TR RLTF
RIS E ARG TR A EE T alse. MSMEXRAZHITH R ZAIE ERFHER ; BER "HTR5
EBED"

TR

1. AR BT AutoSupport. @i EAEAutoSupport;H EZ1EBENRIFEZES|: system node autosupport
invoke -node * -type all -message MAINT=<# of hours>h
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U FAutoSupport JHEZ IEBE6IEB R/ clusterl:> system node autosupport invoke
-node * -type all -message MAINT=2h

2. NMBEITIERREHISBIIEHI G2 HBEMRIE. storage failover modify - node local -auto
-giveback false

(D LIZEE_Do you want to disable auto-giveback? _Bf. Ny,

3. BRIITHIZE B R/ LOADER $&7R%F:

NRZHEHIBET ... BA ...

LOADER 127 %F BET—%,

EEERE & Ctrl-C , ARTEHIUERIEE vo

RO RSRRT MIBITESNERIZBZENEERHRIEHIE. storage failover

takeover -ofnode impaired node name

USRI 28 2R Waiting for giveback... B, 3% Ctrl-C , ZABEIE v

)
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SEBRRPLEZNSIFN .

Step 1: Replace the boot media
BINMRAUTRAEEERAL. BT MRFRE FRREIAFAL,
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1. ENFEEE. BBERANEANS M EDR. BEEERTEIE-—ENEN. XFeIHRESEFEHEEE
PR Lo

2. BENFEEE. MREHAKREM, BIEREM,

3. BRI HI SRR NI K49 = e~ SRBTFH= HI SRR R AV IR -
a. [ MRIERISRRIR O BE M. AR | TR MmN 8
b. RIS ARIR MATFE L HZ9 352 ~F LABTF 8831

C. I NERI AR EEERNFAEREL, FSVERERERUEN EIRE. UEEERRERRINGH
EEREEIE AR O,



d. ETIRERSAERTR. FERMSAERERANBNNEE. AER TR,
e WTRAREEONREH, OITEENME,
f RO AMT—Em TR, ARMNEHIZRRIRPEH T RAEERIR,
0 RRSEERRENRFBERE L. UERTLIARBT .
4. NEBERARIERE B TR
a. I TFEaEMERE.
b. A e Bah B KEMEERBH. AERE—S.
o BERBHNMRREIARFERERF:
a. FENTRNIASSHBEINTXNTT, ARKEREERNGR.
b. FABIE IR 75 A T e B AT B
C. WTBERMA. A FIRRITFRNR. AR BERH,
6. EMLRASEIRERER:
a. Fo& BTN P LB XA E,
b. I ARG EERIRHFITEE.

Step 2: Transfer the boot image to the boot media
TLENBLBHNRIZEONTAPHEG., FIEHEEFERUSBANFIRMZZMONTAPE,
FrIaZ Al

* B MABE— BRI 32 Ul USB NFEIRENEE, HEBREE/V N 4GB,

* B HRE SR BITHIZR IEE B TRIONTAPBR SR AABEIRIEI A4S, &R LAMNetAppsz it = EBYER D T &
MR RIBRIR "2

° INRZFFNVE. BB TEHIZH TRV, EANetAppEMNE FEM K,
° JIRAFINVE. B R THILH R T H A HNetApp BN ERIR K
* MREMNRFRHAX . WATTEEFIRHT < EIR O (BF He0MEE) Z B2 I MARERE,
p
1. NTHMERNARSIREHIFEER] "NetApp SZHFik =" BIUSBIRFIEEIZE,
a. MTTE _EAY"Downloads" (&) HEEG RS MG T HEIEIC A BN LR T =,
b. FREFEARSS IR,

@ MR EEA Windows IREXAZR, E7EH WinZip 1IZEINE B ahigR, EAEMIZENT
B, 5130 7-Zip 8f WinRAR o

USBINFIR B8 N BB ST 2S IE T  TRUMEN ONTAPBR R,

C. MZEiZZEBNEHY USB AI7ZIE5N2s,
2. BUSBINTZIRGHSE BN R B IEIRIR FAYUSB-AlK,
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HtRRG USB INTFIEEER LR EMRA USB IREMIEIER, MAZ USB f=HaimOH,

3. EFMEREEHBIRIRA IR
a. WTHISERFFEHEANNE, EEICSFIREEHTEML,

ERlgRRTEeMm G, MEFNE A,
b. FeiEFSim LR RIBEMLE,
REREMEEIRASG. £HI2RFIZENEE.
4. 1% Ctrl-C 72 LOADER R RAFAMZLE, AFPETEENITE,
MRAKREBRUIHES, 15 Ctrl-C , EEETLUBEIEIMPRI, AREEERIZRUShENEER.
O. 7£ LOADER 2T iR B LR EE A

° NREFLEDHCP: ifconfig eOM -auto

@ EEEN BRI OREEINEIEELRR var XERSHAE, BT 5iaiTERRIEH2EH
SRR R TIEER BN . You can also use the eOM port in this command.

c NRBECEFONERE: ifconfig eOM -addr=filer addr -mask=netmask -gw=gateway

* filer_addr @FERSR IP ik,
* netmask BE#&E HA BExt 1 R BV E IR ML AY LS H#8T,
* gateway ZMILEHIR X

() rmopnTEREsmsg, BX¥EEE, CTUEBHERHLEA help ifconfig o

Bohil S i{%- ASA A70F51ASA A90

B USB IXchas B ONTAP %, MEXAHRAHIIEBFIETL S,

-
1. MINEREFRTRAL. MUSBRAEIRRIZZEIREME: _boot_recovery _

LEBRERIG M USB IA7ZIRTNEE T #o

2. HIRTEY, BRAMGEMEEZFE LIESHETRNEAME,
l_’_ 5 var X RS
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BA ...

a.

EZHERIZE E. BEIFNR Y Do you want to restore

the backup configuration now?

EXRERIEE L, SRAGIRTESNE Y_
/etc/ssh/ssh host ecdsa keyo

EEITIR BFRE N ITEHIZE L. BT HIZSRBE NS RINRLE
%1 set-PRILEGE advanced,

EETRR RFMECIHEHIZE E. iTfTrestore backupm$
. system node reRestore -backup -node local -target-address=
#1_none_ip_address.

YED MRERRRARINERUINIERDER, BBKR "NetApp 2
'

EIETIEEMEAIEFIE . BRIEHBMENEIER: set
-PRILEGE ADMIN,
ERHTHIzE L, BE Jﬁiﬁ_y_Was the restore backup

procedure successful?o

ERHERIZE L, BEINR vy .would you like to use

this restored copy now?e

EZHEHIZE L. ERFRTENBHIZHIEHIZENE v ( RAE
& _Ctrl-c_BHNBIRE,

WRAFAAFEEMNE, 5i%E_Option 1 Normal Boot._, FN%%
B, "ERZHEER"

BiTH B S LSRR Bo 1528,
fEF8_storagetfifE 4% 1% 321%-from node local &< 32185 #1128,

PUESRREDEE storageﬁiﬁaiﬁ%ﬁ“& node local -auto-3Ziftruedp <
ZHEERE. WEEBEEhRE,

WNRZ AT AutoSupport. 15{EF_system node AutoSupport
invoke -node *-type all -message Maint=end_# <% /R/BGHEE 1E

Epelfe =31
A NRUIEIIERM, BEKR "NetApp 25
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MBRSLIEEIBT ...
ONTAP 9. 16. 1E{ESHRZ

B1Y . ERIRBEAEES

EAE RS R IR IHERANIR BT RSE TR R 7T IRFEZHEIE2Z(OKM). NetAppfFfENZ (NSE)
i NetApp BN (NVE )RS S B,

®

1. Bizhl a4 4E T B ARTHI2E.
2. MONATpEEIH B HER L TERZ — IR FER B A E R E.

BA ...
a. ERHIERIE L. SRRRTERENDEREN. & y o

MEIEMINGE, BEiEHa-LERIER
syncflash partner: Restore from partner
completeo

- ERBIERIEE L. SRERTHIANERENES I, & _y o
- ERBIERIZE L. SRERTEERERRNEEN. % y .

- ERBEERSR L. SRSRTENRITRE. & y o

- ERBUERIZE L. ERARTENBHRIEHIRENE v AS

¥ _Ctrl-c_i#ENBoIRE,

- NRARFEAERNE, 5% _Option 1 Normal Boot._, EM3%E

B, "CRERAEER"

. BT B SRR R BL 3T S8,
. fEF3_storagetfPE 4% #% 331%-from node local_ap < R IFIEHI28,

I YNREEA_storagetflfEi%#%1E24-node local -auto-R ik truem <

BRABERE. NWERB T,

. 1R Z AT AutoSupport. i51FER_system node AutoSupport

invoke -node *-type all -message Maint=end_#n <% /R/BUHEELE

Epelfe =318
A NRUEIRERM, BEKR "NetApp 25

R En23- ASA AT0FIASA A90
MmEEBERBE T RN,

NREF T NSESINVE LARAREH S SMBRIAEIRSE. MR RTE M IZFIGEHIRATISRE,
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%I BAERHEHEERRSREENRS
MONATpEEhR BT RIRHZ A E RS E.

Fa2Z Al
EROKMECERY, FELUTESR:
* BRIANEECENEEEIE BN EAREEREE",
* "IREEAEIESFNER"(ENX)
* BT AR H R A SRS MM RS CENEEEE" 318, ARBAL.

g
1. MONTAPBoh3 £ HEFIEIN10:

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2? 10

2. HIAE IR EUREE, This option must be used only in disaster recovery procedures. Are you sure?
(yorn)’'y

3. WAEEESCEMNZEBIEER X,
()  wAEREEN. BEHATRERETRA,
Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
4. MANBENER. BENABMFIEEMNITMLEILERENDTT.
FERARERAREER,
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ MREREHAR, B74EE Successfully recovered keymanager
secrets. HITHPEHIFRUEEEIR,

6. MBEhF 8 FEIRIEIN1 AR EE B EhEONTAP,

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 1

7. BIAEHIBSRIEHIE B8R waiting for giveback..(Press Ctrl-C to abort wait)



8. MECH T IR EE X ITHI2s . _storage#P&E4%:#% 3 1E-frofnode local -only—cfo-Aggregates true _

9. (NfEFACFORARBNG. 1BfT_security key-manager onboard sync_#<:
10. IR EZ A E IR R EECE B E RIS

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

1. HIRFAERAYBRS . security key-manager key query-reRestored false

There are no entries matching your query.

() tEreveds¥ihifikialsest, T ETEALR

12. NECH T T B & . storagetfif&4:75-from node local

®I2: BEINIRAEERRSREENRS
MONATp/EEhR BT RIMNPEZ A E ISR E.

J-T#L‘Zﬁﬁ

RFEIMPEZAEIESREKMELE. BHEEUTER:

© BEBER—PNERT = _EM/cfcard/kmip/servers.cigXXFHIEIZS. SEUTER:
* KMIPARSS 283k,
* KMIPi® [,

p

—NEET A HE F imIE B8/ cfeard/kmip/certs/client.crtSX YR8,
—NERT A EFiEE A LK/ cfcard/kmip/certs client.keySXHFRIEIZS,
—NEET S KMIPARS3 28 CARY/cfcard/kmip/certs /CA.pm X4 EIEIZS,

1. MONTAP S Eh3 8 HhiA Rk 11,
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 11

2. FIRRE. MIAEBWRERRER:
8. Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}Yy
b. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y
C. Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n} Yy

d. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y

EHAILUER U TR

€. Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}tn
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y
3. A NMETRIREEXER:
d. Enter the client certificate (client.crt) file contents:
b. Enter the client key (client.key) file contents:
C. Enter the KMIP server CA(s) (CA.pem) file contents:

d. Enter the server configuration (servers.cfg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. MERTERTEM

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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5. MBEhHE 8 iR I%kIN 1 ML B EhEONTAP,

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A AR A A A A A A A A A A A A A A A A AR KKk ko k
* ok ok ok ok kkkk ok ok ok ok kk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)7? 1

SERB BT BRI

HEERMGE. BYTRRANEHREFERTRBHN RERITE,
1. 1EEH S RL:

MRIEHSER ... B4 ...
BRI BEDEC,
EEFERE REECx 2R

b. T@Eﬁ_storageﬁiﬁﬁiﬁ%show_ﬁ%‘%\ﬁﬁi}\ Birizhl2s B AT HITIRE,

2. {#F_storagetfl[E4:T5351E-fronode local -only -cfo-Aggregates truedp 515 I & 45 15 ERC I HIZR H 3T
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& B il 28 77 fifo
° IR LEEELEREMRM, FYIREARIEHE, ERUEREEEED, HRIWEIEREEN

o

 NRIHBSHEEEN TR RMRE MEM. BFEFS2H. UMEHAFRAERN T R ZEEL,
° YR d<HE NDMP , SnapMirror ¢ SnapVault #iZMEN, HRZALHE. EXFMAEE, FESIHE

RIS



E[F3DT. AREER_storagetfifEi % show i LB IEEZZ IR,
7Ecluster-shel 2T, %\_network interface show -is-home false_#<. FIHEAR7EE FiTHI2eMiEO L
HZiEEO,
WMRFIH TEAEO false, 1EER_netint revserver cluster -lif _nokename_#p< 3§ Xtz iREREIE T
i S
RiTHl e st = BInITHIZS. JAIFIBTT_version -v_gp < UG EONTAPARZN,
{#H storage encryption disk show &E&HIH,
f£/8_security key-manager key query i< ERFIHEIERS 2 L FEN S M IRIEEANZEAID,
° 9NR restored column = yes/true , MRTECTHEIRIIE, HAIHETH BRI,
° YR Key Manager type = external # Restored FI=LIIMIERIAS yes/true, 1BE
FA_security key-manager External Restore_#< R &4 10IEZ BHIZHEID,

() mmessm, ERAEPZS.

° 1R Key Manager type =onboard #l Restored F=LISMIMEMAR yes/true, BFER_security
key-manager onboard sync_fr<RF B EGT R LTR/DEIREZ TR,

88/ _security key-manager key query_#r< IIEPRTE S 9KIE Restored ZFARIY= yes/true o

- FHEH B4 L0k R BoriEhlEs.

. {FH storage failover giveback -fromnode local @< 3ILITHIES,
10.
1.

MR EMER_storagei’fE4%T51E-node local -auto-Riktruefs SRR BRIR. MR BEH3TE.

YR BT AutoSupport. 1EfEA_system node AutoSupport invoke -node *-type all -message Maint=end_
i LIER/BUHR LE B el A,

ISR SR 4R [E]25NetApp - ASA A7T0F1ASA A90

RRBEMAHEY RMA HBRRSIES 4R E] NetApp o "SIMHEREIFER"EXIFMER. 18
DAL
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