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. set % FE Efthes < B R(DEFAULT)

* system node autosupport
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vsadmin-readonly © EEECHAF KA AEZENERESR
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service-processor, ssh, M telneto
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-vserver &% service-processors

EH— L REIXTEIIAA, service-processor BERRS system service-processor ssh add-
allowed-addresses, AF< system service-processor api-service AJATFTEHEEFIER,
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B4 publickey BB BMHEIE. ARRATEEEMNIIERNZEBRT.

[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:

clusterl::>

MONTAP 94788, nsswitch RAIBR{ERISE B BIRIES A publickeyo
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clusterl::*> security login show -vserver clusterl

vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.

R EIZ#(diag)tk 255

FHREAASRE—TBANIZEIKS diag . BEILUER diag KPR EPHRITHRFEHRESS systemshell, %
diag P M —A BT @35 ihRsystemshell Ytk diag systemshells

@ systemshellf1XEX diag kP BT H#HITEKIZE. HifRFEZIZHNEERS. HENXERASF
S TER. UHITBREHIRRES. P HMIYAF diag systemshell AF—REEBN,

FaZal
EIARIZH] systemshell, BANERARLIRE diag t(KF %Y security login password. (&NfEFR
SRERNHTHEN diag B,

g
1. %8 diag K AP

clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)

diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

node-01%
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TIE
1. f£AOpenSSL. @EiTiEITIA T <SERMIES:

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'

#Eﬁ%#%iﬁi%m’m,itiﬁﬁn%m’g test.pem TFHEA key.outo NFHRCNSONTAPH F DA
Wo

2. BEETU T o SHEHIR R M ATEPHRNA. EONTAPAH LBRFALE SR A4 (prom) M 2L tIE+
AR

security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. EHONTAPUATFE Fim@idSSLi#TiAR). HENXHTAPIARIAEFID,

security ssl modify -vserver clusterl -client-enabled true
security login create -user-or-group-name cert user -application ontapi
—authmethod cert -role admin -vserver clusterl

FEUTRAIFR. AFID cert_user MAEBRBA. AIEAKTIEBEMINIERAPISLE. BT ERONTAPhR
EVE R EIRESDK PythonfilZs cert user STFPRR:



#!/usr/bin/python

import sys
sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-
manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set _style(style)

.set server cert verification (0)

n n n n n n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")
output = s.invoke elem(api)
if (output.results status() == "failed"):
r = output.results reason()
)

)

print ("Failed: " + str(r
sys.exit (2)

ontap version = output.child get string("version")
print ("V: " + ontap version)

ZB AR5 R 2 RONTAPhRZNo

./version.py

V: NetApp Release 9.5RCl: Sat Nov 10 05:13:42 UTC 2018

4. B{EFHONTAP REST APIHITEFIEBHBMHIIE. EMU TS E:
a. fEONTAPH., EXhttpIAEIBIEFID:

security login create -user-or-group-name cert user -application http

—authmethod cert -role admin -vserver clusterl

10



b. FELinuxEFim L. BITUTES. UEEF X EMRONTAPARZA:

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": 0
by
" links": {
"self": {
"href": "/api/cluster"

L
* “EFER TONTAPHINetApp 5 B IR SDKH TR T IF B S A 10" (H7)
IEFHTFREST APIFJONTAP OAuth2.0EF <SR S50

EAETIEFBRIBMHIRIENENRTG A, ERILUMREST APIERETOAuth2. 0 RIS
gﬁiIEO

MONTAP 9.14.1FF84. 4@7u;&$§1§ﬁaﬁﬁﬂzﬁy(OAuth2 O)IEZZHIFTONTAPE R HYIAIE], o] LUfERE
fTONTAPERREACELLINAE. EIEONTAPES 21T ME. System ManagerflIREST APl, B2. RBEHE iR
{EFIREST APIi}AIONTAPET, Zl'ﬁ‘éE‘ZFHOAuch O FIF RHZEHLRER

OAuth2. 0% FEEX T BB P ik P B3 10IERZ S,

BRERAOAUth2.08IFHE R, 1BE N "B XFEHOAUuth2. 0i# 1T S I IEAIZINEIONTAP S,

BERNELSI

BN L 2P S EEERALN R, ENURERTARNE AR ESITE, XEENR
HNRAIEERFRERER. BEKEER., FRHERURILEKFBF(E. ONTAPHR
B ERME T —ER MM IR AR R 2 451iR) L,

BV A IO RE

BEZFHARR AP K/ RES. JEN AT E(EIESRE). ONTAPZ LU T IhEE
* ECEEIRBLGREISER DT NEFFHAREFAEH
* BREFHNKMEFELR
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* EX K IETEEHRS!
* EAF KA SRR
* BREREHESEE

© BRIEAEA
(D)  =EE#gEFEAsecurity login Role confighim < #TER.

SHA-5123%7 13

N TIEREZR L. ONTAP 95 #FSHA-2Z B AR, HEVAEASHA-51234 # 6 Z2 s BB E I #H1 TG
oo BIFRMEEREA LIRIEF 2K SR BIE Ko

FHLREIONTAP 9.0 EShRAS G, RENZBAEREAONTAP 9O Ak P {HEIEEAMDSM A K EL, 1B=2. NetApp
EIIEINAP ERERE. BXEAP K IR ELEISHA-S12R SR,

BT BRI INRE. BRI RITIU T ES:
* BRSEERARSTEAFIKS,
clusterl::*> security login show -user-or-group-name NewAdmin -fields

hash-function
vserver user-or-group-name application authentication-method hash-

function

clusterl NewAdmin console password shab12
clusterl NewAdmin ontapi password shab512
clusterl NewAdmin ssh password shab12

* (EfERIEEMR T RE(FIOMDS)RIIK P IEHA. MTmsR&I A AT TRAE RIS EEN:

clusterl::*> security login expire-password -vserver * -username * -hash

—-function md5

* EREREERRRMNEEIEK .

clusterl::*> security login lock -vserver * -username * -hash-function
md5

SEHEIESVMANAEBAF TEIRAIBIEIEH KL autosupport o MRBTLXEE, WBHREKM. EhH
AIANBER T, HRERAE P RECEZ,

c BEERFPHFREIEFHEEL autosupport « IBBITUTHS:
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::> set advanced

::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown
Second Authentication Method2: none

o EGERINIRFERE(BIAE: SHA512). 1BIE

TUTHS:

::> security login password -username autosupport

BHEIRENTATREE,

security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: shab512
Second Authentication Method2: none

ONTAP iR 75 SR M B 7 2 35 1 WV SRR E SR AVEN R I S #o
MO14MFFIE. BRIRVE MM BIEMNSIEM,. MXLEMNGER FHLENONTAP,

FREZBRLISE AR &R E.
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B
username-minlength
username-alphanum
passwd-minlength
passwd-alphanum

passwd-min-special-
chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts

lockout-duration

disallowed-reuse

change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits
passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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Nt
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O
Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited

RBEEIESE

XESHEIBONTAPRAABIENEESI,

a
ﬁ
/

LATIRIA
217 w,%,,m;:@mﬂ BIFREMRABRNXRES, REDWHVTIHEEADIESSH, TelnetilRSH, H

F. S EESGSITHNRZENTIMTERESL K. NetAppﬁi?.'!LlM@Fﬁ SSHiEd i3 1TiHr]ONTAPHZ R
7’57%0
SSHECE

9 A security ssh show BREEMSVMBISSHEPRRE X, BIRHIMACEZELE ., BRI SEFE
XL E A B RS RIE E R AMEN S DI E R — R SRR AU NEH#HITIRS 28 & 91T,
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clusterl::> security ssh show

Vserver Ciphers Key Exchange Algorithms MAC Algorithms

nsadhanacluster-2

aes256-ctr, diffie-helman-group- hmac-sha2-256
aesl92-ctr, exchange-sha256, hmac-sha2-512
aesl28-ctr ecdh-sha2-nistp384

vsO0 aesl28-gcm curve25519-sha256 hmac-shal

vsl aes256-ctr, diffie-hellman-group- hmac-shal-96
aesl92-ctr, exchange-sha256 hmac-sha2-256
aesl28-ctr, ecdh-sha2-nistp384 hmac-sha2-256-
3des-cbc, ecdh-sha2-nistpb12 etm
aesl28-gcm hmac-sha2-512

3 entries were displayed.

B RHEE

BIEREE. ARJUREMRER. EEGEENRERMUIERERANFRMF A FHERRAFERRR
g, XM ERBTRIINARLHEMERNTE. S<ATF security login banner modify EEER
g, ESSHAIZHISIREERIIER. ERMBERESMNINES BRIRIE. MBSO IANG|S (" IEiE
K. MLLFRBIFrT.

clusterl::> security login banner modify -vserver clusterl -message
"Authorized users ONLY!"

ERIEES

B A8

vserver ERLL SIS ET A BEEIRAISVM, FREEEESVMI R FMEER R E
Bo SEELFIAHERERTENCHEEMNEIESVMBEIAEE,

message HAESH OB TIEEEREBES. NREHKETEREBES. NAAEHIESVME
SERERERERE, IEEHESVMHNEREREEBEEHEFHENE R, BB
ESVMEREBEEENFRERSTFER. BRLHLESHRSE-"SEE5FEH,
MRFEALSH. NEREEFSEESRITR(WIRNITEEOLSIZIZI TR ). EMAES
HITRNEREREEE. B7EETAEEH. RABRTEUXREARBNEER. URXE
FRENEEHE R UEESRITR,
JEASCIIFRF 4 J{E A Unicode UTF-8,

uri (ftp
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B WA
http)://(hostname IPv4®

ERILSEIEE NP T HERMEIEIIURI

HEKEARBBII2048F T, JEASCIFRFAT L Unicode UTF-81& iR H
SHER
‘security login motd modify SR TFEMEHER (Message of the Day. MOTD),

MOTDRD AFEE: EERFIHMOTDIREIESVMEFIHIMOTD, EFEEIESVMIIEEEShelllWHFEIRESE R
MFHE: EBRFBMOTD. FBERIZSVMAISVMLLSFIBIMOTD,

RFE. EEHEEGIUESTSVM ERREBNRAAEELSIFIMOTD, MREHEERASVMERTE
ERAIFIMOTD. MERFLSVMHNARAZEIERLFITHE. RAEEHEERTREERANEREELH
HIH S

MOTDE#k 1585
Vserver EARALLSEHIEEEEHEMOTDRISVM, FHRAEEEIESVMARAMMENERELRFIRH

[[s%Ye}
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MOTDZ#X iR

message IERNESHATATEE RS, MRERALLSHR. NIMOTDRREER ST WRKIE
ERSHUIIMNIERIBE -vserver . RABRTEUREARBNES. URXEH
LHARDE S I U E1TR. FEASCIFRFLIMLAUnicode UTF-81& R igft, THER
MBS ERUTEXFIHSEMNAR:

N\ BN RAFR

* \b -THH(IXEZFSLNUXESR)

*\C -EEERIFR

*\d-EERTALISENYFIE

*\t -EERT R LGB HFIRTE

* \I -fE\LIF IPHIE(HIEIEHI & LU#HTT console HR)
*\1-BRIGEBRETENERIZHIE console)
\L-APEEEPEAT S LN ERER

* \m -H1 2351

* \n -TIREEIESVMATR

*\N-BRAFPHEHR

* \o -5\OEEAFLILinuxFrE 14,

* \O-TRHAIDNSIHE, HEE. WMHIUATRERE. AIENZ.
* \r -RHERES

* \s -BRIERHRE

* \u AT R ESERREEEShell R1ER, W TEEEER . FiBclustershel A,
NFEHIESVMEIES: (NPRIZEIESVMAVEEIZ1E.

* \U-5#E \u, 1BE user MINNZL users KM
*\v -BRHIEB R F RTS8
\wW-BRAPEEETIEDNSIE (who)

BXTEONTAPHECESRERNFAER, 55N "EXEHEEBONTAPIIE",
LITHRERIEEN
RIS SITRERIEEIN N300, BN FHIERESENSEENIFEEE.

fEF system timeout show MEPERHFGIITRARIEEN, BIREBIE. F#H system timeout
modify -timeout <minutes> TR

fEFANetApp ONTAP A 4 & 122811 TWebifir]
WMRONTAPEEREENFEHRERRAEMA R TITRERIFRMEIEERE. 15FEHNetApp ONTAPRAEIE
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25, EEAWebARSHEONTAPHI®. EIANER FRATERARE. Hel@EIEa3#TihR. WRERZDNS
FIPv4gIPveiiit, IEET RN E8EMENIE https://cluster-management-LIF,

NREREABTRRFILED, VWARARIET—FES, BRIWIERBRAE. SR LRIAXER A4 L1715
MR LIRS EF E REIEBMAAE (CA)Z RN FIEBLUAITIRS 88 B 10501,

MONTAP 9.37F%8. ONTAPR A EIEER ] LUARFER LT M S171C1B S (SAML) B4 IEIE,

ONTAPRA A EIEZZFISAMLE {HIIE

SAML 2.02—H/ 7ZRARITIIRE. ERTERTESAMLIE =7 51112 HA2~ (Identity Provider. Idp)fi
R ALFrigEIdpIR B BIFFIHRITMFA. FHREEEN R RER(Single Sign On. SSO)HYIF.

SAMLEEREX T =1 AR M. IdpHiRSIEHE. TONTAPLHEH. EAEEIHEIONTAPARAEIESS

X NetApp Active 1Q Unified Manageri[A]JONTAPHE B EIE G, IdpEE = IdpH . MONTAP 9.3F18. X
FMicrosoft Active DirectoryB% & RS2 (ADFS)F1FFRShbboleth Idp, MONTAP 9.12. 1748, CiscoliZE= X F
Hldp. ARSBIEMEEHEAETONTAPHRISAMLINEE. FIEONTAPRLE IR T Active 1Q Unified Manager Web
N FRERFER.

5SSHNRAREEEIZRE. EEESAMLEAIIEG. ONTAPAZAEIERNONTAPARS B R LRI ERTE
MEEERBISAML ldp#HITE R, FEEENERFAFIKF. BRASAMLEMIIEE. FaEEMNA
EFEERACNIERP RIS HIIES A sanl http ontapi o

BRESAMLB IS, NIEONTAPHEREIRER A G LUNINBIEFHSAMLE S IRIE S EE X EESAML
IdpiA RV EMFIMHK, http ontapi o WREENZIZETSAMLEABIEIE. NXLLEFHKFAFEE password
FRMNNBREFNEERABENFHMIKIESE nttp ontapi « FIEATAHMONTAPS A ICIERIN BIERF R
M console FIONTAPR A E IR,

BESAML IdP/5. IdPREREIdPRI YA A(BIaNiEE B Rih1a) ¥ (Lightweight-Directory Access Protocol

. LDAP). Active Directory (AD). Kerberos. Zi5%E)HITONTAP System Managerifinl & 19303iE, BB A
FldpRH—8, BSUHAREONTAPHEEENMK, ABMERIdp B M IIIES AR A FID,

B8 NetAppISiEAYIdPs B FEMicrosoft ADFS. Cisco DuoFl1FFiEShbboleth IdP.

MONTAP 9.14. 1744, Cisco DuoR] FBYESSHRYE — N B P IRIEFEZ,

BXEATONTAPRLAEIESE. Active IQ Unified ManagerfISSHRIMFARYIFAAE B, 158N "TR-4647
{ONTAP 9 ZRE R B HIIE) "o

ONTAP System Manager;F%2/]

MONTAP 9.11.17F48. ONTAPAZEERFIIRMHANNE. BPEHEERBUAEES, XEREFREET
AR E RN

Security Insight TRICA

B = Telnet NetApp BIVERAZ S Shell (SSH) #{TREEIEIAIA,
BB AiztEShell (RSH) NetApp I EFASSH#H TR LIZ 2 A1l
AutoSupportiIETEFREAR L 2N AutoSupportRECE @S 558 . HTTPS A,
KEBRGIRIEEE RER MRANEHLETRERE. WETES,

SSH [EEEAAR 2 NRSSHERFTLZLMAF M. NERES.
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Security Insight

FEERINTPARSS 2R A
RINEER AP RE

EhRRFBATE: %88 Snapshot g

FhZBREFA1E: 22 FSnapshot B ohffiB&
FR BRSNS RRGE

FHBASVMECE B T ERNRHFRP

KRECEZHLFPolicy

BB EHERREFRIPENER

EZ2HE2R/FIPS 14026/

BB NERHICE B

R
NRECEMNTPARSBHME/NT3. NERES,

WMRAEREARIANE K, (admingidiag) & R |System
Manager. HEHEXLEKRFRBIE. NENIGEBIE,

— N HZ N EERKTIE B HISnapshot g,
BA—1EHZ 1N EI&E Snapshot B EhIBR.
ZNEXFEEMRRERP. BERHITEE,
ZSVMEZ R FEHERRMHRIP. BREKH#ITRE.
FRHANAS SVMIEEFPolicy,

ZNMEERBMEF IR, B LT EMELR
KRBA2BFIPS 14024 1%

B FHBF. webhookZ SNMPFERH EAKREDE FizoE A,

B XONTAP System Manager/AZRrIFMESE, FEM "ONTAP System Manager/EZ2 /1314

System Manager&iZ8at

EAILAE L System Manager=i&iFEaNERY, BIAIFETNERIEYIE N300 5. BRI FRILLFRIBRIENZIES

HEEEE.

() mERETSAML. NEEmHBEeIdp EHREEH,

TE
1 R ERIRE
2. P UREE"S, #iE S

3. FHFERNERETR, BA— NN TF2R180Z BN D HE, HEWN0"ZRE,

4 ERRE

ONTAP B EHEIHF{RIF

NT /W EELENERRZEMENARITADTEHITNTE. ONTAPE E#MRNHFRIPTIEER 2
MEIEAHME. DWONESRIEGHERRER. HERRAER L BAEERA,

FR T {ERYMNER FPolicy FEF 1T 91 (UBA) 45 & NetApp Data Infrastructure Insights Storage Workload Security
FINetApp FPolicy E1EINHESRAHITEMRIFLMFNFABLEZIM, ONTAP 9.10.1 IB5|NT B EENFRIRMHBA
. ONTAPEX#ERMUFIFEREARNENV LAEEFES (ML) Thee, ZINeEnIEEME T /EAFIEIF LIRS
KRB NEERG, EhiES5 UBA RERESD, LUERESSNIE] UBA A MEIMNIKE,

BXRIDENEZSFAER, BN TSR REHINetAppif R T5 52" ONTAP B T IHRIP AL
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FHREERAFEZ

B FONTAPEHEIZH ZImiZ R 4t A SRS B KMARF M FILRITREIE, LIRSS 2FAT A
ESplunkFL2EREMHEERRS

MZFMARAEAERE. BENEZERNTEWRRIFEERE, IiN BEFRFKET)UNREZRSEL

E@’E‘E’\J%E\ﬂﬁéﬂﬂﬁéiﬁ FEEHRMN. NMTRER2EFNMGP. ElaFURer A EREBEMEZE

EREAMCEE S AT EIRGIAN RN RRHERLRE . HNHHRKHERES. Eib. NetApp IR ARRRE
SRR eMEHH I ReNEFEIREUE,

RS ABRUE
f#HH cluster log-forwarding create P NIEEHEIEREIEBAER % Bir.

S
ERUTSHECE cluster log-forwarding create #p me:

* TBREN. IWRMRER TR A EINRS BN EN R EIPv4TKIPvEtE,
—-destination <Remote InetAddress>
* *BffiRH. X2 BRSSP BYE .
[-port <integer>]
AERAN XA TFEERLIEERS.

[-protocol \{udp-unencrypted|tcp-unencrypted|tcp-encrypted}]

AEEAMNAIUERUTMEZ—:

° udp-unencrypted(RX)T L2 RFERN B #IER NN,
° tcp-unencrypted(RX)LLEMMITCP,
° tecp-encrypted(RX)FEAERHIEZ 2 (Transport Layer Security. TLS)BITCP,

* *EIEBRARS 23TNIR. RIS EEE Htrue. MBI A TR & BRENERBREIEES 9, XETE
X FERHRIEIE T (ERY. ZEABEIRE Mtrue tcpencrypted o

[-verify-server \{true|false}]
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ARG ATIE, WERRTRABENRAZASIA,

[-facility <Syslog Facility>]

s *BhdEEMIR, *BE. % cluster log-forwarding create R RBIT KiXInternetiTHE 2
¥ (Internet Control Message Protocol. ICMP) pingteZEBiFe B AR MRFEEIFE. Wiz RK
Mo BULEIREN true A5 pingteE. LUEET AR BArEtECE B o

[-force [true]]

@ NetAppZIf#EH cluster log-forwarding iR iRHIEIER -tcp-encrypted £E,

FiHEAl

FRIFBARGNEBNEEN FEPNEERARNREMHIPEXEE, ONTAPFERAREMNEHRE T KE
BXBRALFBENER. DENEEFER. XEMENENLET ULeA A ERMTZHENLE S,

‘event notification

create LR EHIHIRRE XN —AEHIFTENLEXE — P HZ BN ET. UTFRFIERT
EHBMEEM event notification show®

%, HRERT BREENSHE LSBT,

clusterl::> event notification create —-filter-name filterl -destinations
email dest,syslog dest,snmp-traphost

clusterl::> event notification show
ID Filter Name Destinations

1 filterl email dest, syslog dest, snmp-traphost

ONTAPRAITEAENNZR

EREMEBWNZ. ROIEHFBNFRPEREGE. 1BERETEHHINetAppEEINZIHE
FHRHEINetAppEIIZE/NetAppREME . XFMHNLHEIIEEFIPS-140-208iE. INRFE
FHEHVGEI SETRENONTISSFER. ZBRAARERFESDEB IR E(CSFC)itx!
HNER, BRI UAEGEENRGE N ZMNTNENZE T NEUER IR Z 2RI,

TRNBIEMEN FERERS. RENERF ARFRIPSRSEIFEEE,

ONTAP 98B =M A B3 B A IBFR 4 (Federal Information Processing Standard. FIPS) 140-289%5 N%kiE
MERRRSE:
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* NetAppfFfi#il % (NSE )2 — M fE R BN R 2E BB HRR S 5

* NetApp HI1% (NVE) B—MHIHRRS R, IFEMEMIKENREE FRERBIESHITNE, EXMER
T, SMEHE— R,

* NetApp BEMZE (NAE) B—MAHRERS R, STRRMERIKNZEEEE FREASIESHITME, TXMIE
wE, BTREEHAEW—EH.

NSE. NVEFINAER]LUERIMBZHAEENIRFZHEIEE(OKM), NSE. NVE 1 NAE BIERARF0E ONTAP
HTEERNETINEE, B2, NVE %HA%AEE HIEMPBRTPHBR. NAE E25RAEEHIBERHMPZH.

f&Bh NSE. NVE 5{ NAE, OKM AT NEIEIRME T IR I MmMZEMR AR

NVE. NAEFIOKM{ERONTAPHNIZIEIR, CryptoModF|TECMVP FIPS 140-288iFRRTZFRp, B5H, "FIPS
140-21E PiRS4144"

EBHIROKMECE . 1BfFEH security key-manager onboard enable i, ERBEIINSZIREETIREN
TjJ\lM(Key ManagementEEﬁT’FETﬂ\lM\ KMIP)Z$HE 1828, 151 security key-manager external
enable 87%. MONTAP 9.67F84. IMEBZRIABEIRRIZIFLTHP, FH -vserver <vserver name> B¥A
FESVME AIMNBZRIAEIE, 9.6 Z818MRAA. Itk security key-manager setup #n<FFEZEOKMF
HNEREREAEIRSS. WTIREZHAEIE. WEEERS|ISRERNEERTHA FEEOKMMZISIZIE L EFM H it

= 9&0

AT RARM T B ECE
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through

the steps to add boot information.

Enter the following commands at any time

"help" or "?" if you want to have a question clarified,

"back" if you want to change your answers to previous questions, and
"exit" if you want to quit the key manager setup wizard. Any changes
you made before typing "exit" will be applied.

Restart the key manager setup wizard with "security key-manager setup". To
accept a default

or omit a question, do not enter a value.

Would you like to configure onboard key management? {yes, no} [yes]:

Enter the cluster-wide passphrase for onboard key management. To continue

the configuration, enter the passphrase, otherwise

type "exit":

Re-enter the cluster-wide passphrase:

After configuring onboard key management, save the encrypted configuration
data

in a safe location so that you can use it if you need to perform a manual

recovery

operation. To view the data, use the "security key-manager backup show"

command.

MONTAP 9.4FF88. &R LU trueit N 54 &R ~enable-cc-mode security key-manager setup .
UEXRBFIEENBERAZENEE, X FONTAP 9.6 ESHRA, 3185 security key-manager

onboard enable -cc-mode-enabled yeso

MONTAP 9.4F45. IERILUER BB SRR secure-purge THRETHE"HEIR"E A TNVERE LRYEIE,
BAMEE LSRR RERTEMIEN RPRERIE. U TanAREERRSVM VS1_Evoll EEMIFRRI

clusterl::> volume encryption secure-purge start -vserver vsl -volume voll

MONTAP 9.7FF88. WMNRBEZEVEIFANIE. BEEOKMEIMNBZHAEIERE. BREANSE. NERINERTEE
FANAEFINVE, BRIANERT. S7ENAEERS LAIENAES. MEIENAER S EESBIAGIENVES, EaILUEAN
TS REBEEZINISE:

clusterl::*> options -option-name
encryption.data at rest encryption.disable by default true

MONTAP 9.6748. &R AEASVMSERE NER PRV HIESVMECE IMBRIAEIR, MRSHAIFRHRISME
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FEMER— I —HARBISVMERHEIE. NtSEREG IR, RBELEHRFR SYVM EES7 8EihI
ZHEFPHER, BXRFMER. BB "TEONTAP 9.6 2 E=hii A 2 FASMEZE T EIE" ONTAPX AR,

MONTAP 9.11. 1748, ERLUBETESVM LIEE X Z ARG SHBM —RERRSHFREESEHRIVIMNIZRE
IZRRSRBHERE. BXFARER. BBN TESEEIUIMIEHMRSS 28" ONTAPSUE A,

MONTAP 9.13. 1788, &R LLTESystem Managerd Bl BN Z IR EIResIRSE 8. BXRIFMER. A8l "EiF
GNEREREAEIEEE" ONTAPSI S HAY,

LHREHIME

AT HREENEIEINZINEE. ERILUERTLS 1.280SnapMirror. SnapVaultg{FlexCache
IR AN EEBE 2 B AIONTAPEUR E F SR EH TN

TAREME . FEHEHEFIEURN. BRI LS K —NONTAP EEHEEE) 55— MEEHHA B RIPIX LE
Bz, XAFRI LB RSB SEL I R EE T EERIE AR S,

MONTAP 9.6FF14. SEEBFZEMZZ A FISnapMirror. SnapVaultfllFlexCacheZEONTAPEUES HITHREIRHTLS
1.2 AES-256 GCMINZE X 1F, MEZLEIHNERNES ZENWMHEZEE (PSk) #HITIRE.

MREFFERANSE. NVEFINAES R ARRMFRIFTNEIE. MIER] UFHRKEIONTAP 9.65% 5 = v LAfE S & 3t

ENNZRER IR IR,

ERNESWERXNEZ BNFAEHIEHTINE, B0, fEEMASnapMirrorEy, JREBNES S BIrEENES
ZBIBFRE I EE B UNFIE SnapMirrork REHITINE . BAREEBA T EENEMBNEREXNEZ B &IX
BESCE3E

MONTAP 9.6F18. FIMEEBNEXAIIINBREME., EXFONTAP 9.6 2 Hit|EZNEENEXRBRAMNE. &4
TG REBF I EIrERFHLRE.6, LI EATER cluster peer modify R RERNESMBEIRE

BN ES BN AERER N ENE,

TR LRI A I E X R, LUETZONTAP 9.6 EAERMNEME. M TFRFIFR:

On the Destination Cluster Peer

cluster2::> cluster peer modify clusterl -auth-status-admin use-
authentication -encryption-protocol-proposed tls-psk

When prompted enter a passphrase.
On the Source Cluster Peer

clusterl::> cluster peer modify cluster2 -auth-status-admin use-
authentication -encryption-protocol-proposed tls-psk

When prompted enter the same passphrase you created in the previous step.
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IPsecIETFATE, ONTAPTEZHIRTIL T {EMAIPsec, EXEF]AInternetZ $A3Z1% (Internet Key Exchange. IKE)
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RENNEEEE FERIPsecifE. BEBIERREERIUEE(SPD)ZENATENSVM IPH#iit, &
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On the Destination Cluster Peer
clusterl::> security ipsec config modify -is-enabled true

clusterl::> security ipsec policy create -vserver vsl -name test34 -local
-ip-subnets 192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32

When prompted enter and confirm the pre shared secret (PSK).

BXER
"HEETEONTAPHA EEAIPL 2"

ONTAPAHAJFIPSIR T LA TLSFISSLE IR

FIPS 140-2tEME T R 2R AT MEBERNLZEER. AT FRIPFIHENNBERSEHHY
BURERE. FIPS 140-2iEERTMERIR, MAZ T m. 2R, PERESRY. ME
RIRZBERENISTHUEMN R 2 ThRERVF E A G (B . . BHSHX=ENAESE).

EFRFIPS 14025 M1 =R IMONTAP 9N ZASMEBRI R MR ATEIS. NetAppigZ BT EBIEHIG1ARIIR
BIEEF AR LA EIRE,

MONTAP 9.11.1F0TLS 1.3%2#FH4E. ERILUISIEFIPS 140-2,

@ FIPSEREE A FONTAPFIFE SBMC,

NetApp ONTAPHIFIPSIER EC &
NetApp ONTAPEAFIPSIEREIE. A NI FEFULEME 2RI

* M9.11.1 9. 11 1FF84. SNEREBATFIPS 14026 &R, MTLSv1. TLSv1.1F1SSLV3FHEAR. B
BTSLv1.2FTSLVI 3RFERARS. ESMONTAP ORZFIMNINEMALNIEES. NRBHAFIPS 140-
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* }F9.11.1ZBTHIONTAPKRZS. TNREA TFIPS 14028 4=, MTLSVIFSSLVIERISHEZR. X
BTLSVIAFITLSVI 2R B FIRES. B FIPS 140-2 §fIERE, ONTAP =PHLEEREAEA TLSv1
SSLv3 , WNRFH FIPS 140-2 §HET, ASIEEZA, TLSv1 M SSLv3 BRFZARS, 1B TLSv1.2
3¢ TLSv1.1 I TLSv1.2 ERBA, BEFEURTLaINEE,

* "NetAppIBELLIEHR(INCSM) BIEITFIPS 140-2 14R563F, AHREETF RIS,

@ NISTE1RZFIPS-140-2t1/E. NCSMIG#EHTTFIPS-140-2F1FIPS-140-25%3iF, PRBFIPS 140-25G3E
RF2026F9821HENHERS. IR RINEE—RZEREF,
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Nl

clusterl::*> security config modify -interface SSL -supported-protocols
TLSvl.2 -supported-cipher-suites
PSK:DHE:ECDHE: !LOW: !aNULL: 'EXP: !eNULL: ! 3DES: ! kDH: ! kECDH

ik y B MR, BXPFSHIFMAER, 1S MU "NetApp BE"

HXER
"BXER (S B AMRAR A (FIPS) kiR 140"
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WFHSAAME. FAITONTAP Webihlalf) B E S BFEBAM & HinfoSecHbg, 74
FRAE L. NetAppRIEMZRRECATZNRFIED. UEHEHASVYMIEASSLIRS
BEHTHINRIE.

O] LAER security certificate generate-csr s EMIEPRERIBER(CSR). HEMR security
certificate install ¥ EEMCAREIEAIIEHR,
-
1. BEORBALNCAR RN TIER. BHRITUTIEE:
a. £pCSR,

b. 12BN MBLRICAERCSRIERMFIEF, Fla0. EAMicrosoft Active DirectoryiiF 3R
ZWebFRHE. ¥%| <CA server name>/certsrv FHIEKRIEH,

C. TEONTAPHZREIHFIEH,

EXAIE ARSI

B AEHIEFRIRZS Y (Online Certificate Status Protocol. OCSP)fig. fEATLSIES (I
SNLDAPZLTLS)HIONTAPL BIER AT LRI FIEPIRES. NAEFFWEIEZMmE. &
TEKRINERIEE. SfEIER.

OCSPILEIEH R H5FR (Certificate Revocation List. CRL)EIEIHEE U FIE P LA
AINERT, OCSPIEPRBELRTERRS. AJLUERAMLHTH security config ocsp enable

-app name WAER, EHFNHAERFZAILUE "autosupport. « audit log. fabricpool. ems.
kmip ldap ad ldap_nis_namemap\ﬁﬁ ‘all, WA LEESEMNELRT,
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29


https://blog.netapp.com/protecting-your-data-perfect-forward-secrecy-pfs-with-netapp-ontap/
https://blog.netapp.com/protecting-your-data-perfect-forward-secrecy-pfs-with-netapp-ontap/
https://blog.netapp.com/protecting-your-data-perfect-forward-secrecy-pfs-with-netapp-ontap/
https://blog.netapp.com/protecting-your-data-perfect-forward-secrecy-pfs-with-netapp-ontap/
https://blog.netapp.com/protecting-your-data-perfect-forward-secrecy-pfs-with-netapp-ontap/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/
https://www.netapp.com/esg/trust-center/compliance/fips-140/

NetAppiZ 1T LU T IR1E:

* AP SIEEREE.
* ERAAHERIARITEN.

PR E LM AR

g
aes256-ctr
aes192-ctr
aes128-ctr
aes256-cbc
aes192-cbc
aes128-cbc
ES128-GCM
ES256-GCM
3des-cbc

%1 FAESHI3DES A FRINZR

BEARTIR

B X-ff/RE-40-33#%- SHA256 (SHA-2)
B EE-ffRE-40-33 - SHAT (SH-1)

i Eb-fifi/RE2-4014-SHA1T (SHA-1)

B X-FfRE-2H1-SHA1 (SH-1)

ONTAPE 15 LA TR EVIAESHI3DES M RN ZZ (B FR AN ZEED)

* HMAC-SHA1

* hmac-sha1-96

+ HMAC-MD5

* hmac-md5-96

* HMAC-£ #i81£160

+ UMAC-64

+ UMAC-64

+ UMAC-128

* hmac-sha2-256

* hmac-sha2-512

* HMAC-SHA1-ETM

* HMAC-SHA1-96-ETM
* HMAC-SHA2-256-ETM
* HMAC-SHA2-512 ETM
* HMAC-MD5-ETM

* HMAC-MD5-96-ETM

* HMAC-#2£160-ETM
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* UMAC-64-ETM
* UMAC-128-ETM

(D)  ssHEEEBEMFONTAPHITABMC,

NetApp AutoSupport
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X AENRAIBZIFASZIF S ENHELXEEMFEAER. FABERT. BREE
FHRERZN. RAZBARNetAppitRZF R IZERAutoSupportE 2. LtEIh. AutoSupport
ERBRRE24/N\E FIAENetApp AT A IXHE . 24/ N\EIBY BB A R EN. EFIES
HLARNEZIFHPABBE. HINSE B ENACES

QEEEEIEG A BERITAutoSupport EIR (L E). SVM EIEF&HAE AutoSupport i5RI R, AT IAZEA
AutoSupport IhgE. 1B2. NetAppiEiN/ERALtINEE. EAutoSupportE Bi F7E7FiE R 4 IR AR BN
BUFNFREE, IHAERT. BMEZAAutoSupport. RZ S U EEAutoSupport(s B3HIG E1ZME7E A,

B XAutoSupport HEMNEZFMAEE. SIEIMEETEESHNABTUNRTRLEEIEENKIZEMNE. BFEIX
o "NetApp#i=FHiia)"

AutoSupport/H B B2 BUREIE. SFERRTUTEIL

* BEXH

* BXRBEFRAN LT XAAXEE
* ECEMIRSEIE

* EREE

AutoSupportSZ#FEFRHTTPSHISMTPEHiNi. HTF AutoSupport JHE RIS, NetApp s2ZUEEINER
HTTPS {EA1A NetApp 23308 1&1X AutoSupport JHEBIERIAE R Y.

Eoh. IR FIF system node autosupport modify BniEEAutoSupportiiERIBFR(FIU0. NetAppH:
AZHR. ARNATEERSIEUNHE). i SERFEIETE B LXENFEAutoSupporti#48(E 2 (FIaN 14 sEEK
B, BEXHE),

B2 HAutoSupport. 1R system node autosupport modify -state disable A<

P ER BT 18] fp I

REERILUEIONTAPF i B &R ERRIX. BHEAFEE. (BIEw A E MLEETE] i
WNTP)ARSS 28, UEEDS=IMEBNTPARSS 23[F 2 Se8¥ AT El,

SNRER BB ER, AJRESHIRE, RELEFTLUBIONTAPFINRERE FRIBIX. BHEAFAE. EEY
ECE M EY(NTP)ARSS 88 LA SR E¥ R ] S SMEENTPARSS 28 A 2 o

M ONTAP 9.5 745, ERILAA NTP AR5 8 ECE MRS 1D I0IE.

FHRGSRZELIKEE10 N IMEINTPARSS28 cluster time-service ntp server create o, NTRIETT
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RAMBERSRE. NEMF=TINENTPARSS 28 5 BB KEX.
BXTEONTAPHECENTPRIFAER, BE M "EEEENE (NREHEER)

NASX R Ak~ (CIFS T{EZH)

TEAR P IRSRIIEIONTAPHRR A RIBE T 5EFAIR S HIIESE —REIIH—BR
21RIP, {FF vserver cifs session show BRI BETRIFZSRSHEXIFHMEE.
BIEIPEE. BMERIENS. HXMRAF B IeIEEE,

MONTAP 9FF 84, &I IE TEAHECECIFSARS 28, EFCIFSE R in= A4S ME XA P MARIZIRS 23
HITERRIE. TEARPIRSRIIEAONTAPRAARIEM T SEAH B M RIESE —HNIIM—ELE2F
P, BRCECIFSARSSES. 151 vserver cifs create 895, BIECIFSARS2EE. ERILUEENMANCIFSIE
N T{EH, BEMANIIELH. 1BER -workgroup B8, RAEBEWNT:

clusterl::> vserver cifs create -vserver vsl -cifs-server CIFSSERVERL
-workgroup Sales

@ TE4RHE T TAICIFSARSS 231X 5 Windows NT LAN Manager (NTLM)S4 3. fiR%
HKerberos &3,

NetAppZZIN X CIFS TEAERANTLME D IIEThRE. WU4EPALMNZ 2P, BERIECIFSTEMiP. NetAppiE
WER vserver cifs session show SBSERSHIPFHEXINAZIFMAERE. BIFEIPER. BHIQIENH.
X R ZsF0 B 7 I8 IE LB,

NASX R EEIZ

%ASS(#F%%E”:‘?%E’\JEE%HZ%T D ANTEEREA. FREN FZFR I EEXE

REFENIE, ONTAP EENMERS ZPRM T ESHEREHFAES. BT NAS XHRFELSHIE
MIFIRER SR T BRBARTE, FRIEN TR RMEEXREE, BT ONTAP REUHIEZINEE, CIFS
HIZFAE SR EIHEEENEE, XBIFAGEE (BEUTAD) S5ENEH—EIER:

* XfF. XHEFRMHEZR

* BUEE. fECREMIERAYSC I

* XREXIA R A

* RSB AR EIHK

* XHRRER

B HEIZECE
EU B FICIFSHRA BEAE BB EF vserver audit create MOBIRHIKAE, RIMERT. &

ZESEREARNMERCIRTS R, NRE " TRHRSH FRPIEE 7 ETHEREFOED. WA LERZED. H
fth B SEHZEMECEIFAE S EER TR, BIRRE. —FrieR BN UTFXAERHT — MRl
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;Egﬁs Hepfd 7 — M EZEE. ZEEERETHENEAKHR. HIE—FPFRERR12: 3037

clusterl::> vserver audit create -vserver vsl -destination /audit log
-rotate-schedule-month all -rotate-schedule-dayofweek all -rotate-schedule
-hour 12 -rotate-schedule-minute 30

CIFSERIZEF
CIFSEIZEAINT:

C XHH=Z: EERBXGRM. BRHBPRCIFSMELZNEMEIZEH vserver cifs shareo
* Audit policy change: fEREXSBLHEA. BRASEEZREISERFZEN vserver audito

* BPIKP: ERIESMIFRAHCIFSEUNIXEF. BA. ZRASEsHt P ik - 5 E & o B B & pY
HiZE S, EHFFA vserver cifs users—-and-groups local-group LYK vserver
services name-service unix-user FF%,

* Z2f: FREBGITTEXGLENERMBIPRAMCIFSIHUNIXLZ AN, EMBEIZEMH vserver cifs

users—-and-groups local-group vserver services name-service unix-group o

* BRI EN . EERASSETHRUECIFSAE P S CIFSAAMMNPRIY A BEiZE 4 vserver cifs users-

and-groups privilege o

@ IEINRER T RgEAINEE. EERAILIBTIINENSIERF NAEEERRAITRITIENE.

REST APIXINASE %I =20

ONTAPAFEIEANKFEAREST APIARIFIR/ESMB/CIFS/NFSEINFS {4, BRIAREST APIREEFHONTAPE
B FRiz1T. ERESTAPIGS LT RANASHIZH S, bIh. FHEREST APIEY. ONTAPEIEG A LHE X
TR, BR. REmSHEIERAEFTSBAEERANXEEAREST AP TAIRE,

ST AR EREST APIA &

& e] OB B R RE BT RESTIHIEJONTAPERIREST APIF &R [ LEONTAPE IR A FREST API#HTT XX 1A
m), BEEEMAE. BERUTIE,

@ /api/storage/volumes REST APl AR F X H4ihir]l, System Manager F1E M GUI REFERE
KelE. EEMNEBNSE,

p
1. QIB— M HMIRESTAE. LABTEERNEFHES. EaLUARRBEMREST AP,

clusterl::> security login rest-role create nofiles -vserver clusterl
"/api/storage/volumes" -access none

clusterl::> security login rest-role create nofiles -vserver clusterl
"/api" -access all
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2. BEERIKF DRAEELE—SHEENIREST APIAE,

clusterl::> security login modify -user-or-group-name userl -application
http -authentication-method password -vserver clusterl -role nofile

@ NREFAIEREONTAPEE EIRRIKF FERAREST API#ITXX4HikE], MHEEE R "CIEMINEE
RIKP HZRRRBFRIEAEKS",

BECEFMSHACIFS SMBEZMEE

BRI R EMERASMBE R, BERREEAFNEFP IR ENRAEASZ R ERH T
Fria] AR ISR RIPData FabricB9LZ £ 4. SMBERZBEINIISMBEEEREEEEN
FRAFHITHRIP

XFIAES

SMBIMXZ X+ RS ZRABY— 1 E WEIME T 797 XX —HifK. ONTAP 9f#/R7S R ERTTIAR/ESMBE
BNEH, SMBEZJHREFEASNZPIEZENREFRSRIERREHRIBABRLHIRME. MR
{FData Fabricl&Z £, BEEKIESMBEERETEBEBMNEZRIMILEH.,

BARETMHEEEE. RIAMERTEZHASMBER. ENetAppiaZIZiNERE, IttFh. ONTAPHRRAFRIXL
FSMBINE. WiinZE, XMA A UEEEMNEM FRemEREE. RIAMBERT, SMB MELFEZEER
o 1B2E. NetAppiEif&EASMBINZE,

SMB 2.0 BEMRAMEZIFLDAPE R MEE, TR (FHIEEXR)FMEZNNE) I #ERSVMAActive DirectoryfRSS
B2 ENZRDIEE, SMB 3.0MEERAIIESZIFINEAESHFES (Intel AES NDAIZE, Intel AES NIEG#H TAES
B, FEZIFIAIESERTIRR T B RE,

p

1. BERREMBHASMBER, 15 vserver cifs security modify SsSHEIISHMES -is
-signing-required 8B true. BEENLUTEERAI:

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock
-skew 3 -kerberos-ticket-age 8 -is-signing-required true

2. EFPENSASMBEIMME, i5FH vserver cifs security modify MSHIWIESEHESR -is
-smb-encryption-required IREBN true. BEEMUTEERSG:
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clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption
-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required

vserver is-smb-encryption-required

NFSZ 4

SFHANEFHRENNERR. SFEANSFERNE R mnERS SEEERNRE S
HATILES. AHE A EE P imipihiaR. SFHREANEDES—NFHAN, 78t
NRE P, IRFHREEZZ N, NXERNREZEBENESHRETPIETIR
P T,

BRI R REMPHZ0. BEit. ONTAPRERASHHISAERFINFSEBIAMNIR. R QAR5
EBHNEOEF I, SHEBOS— RS ISEAN, AFMESIEARHDER. SHRBSEIEX

B BTFEEFFIHENENNN. LIENERBHERR TERIELH BT NIRKIELIER )P hX &/
HIER, I EESHE NERHIARE .

@ BERFIREBILAERE. SVMEATEFEEAEREMNNFHREE. — I SVMAILESZ1TS
HERBK,

MM NG R EBRMN RS | wSRE, MRENMANSEFIHLE. WSERZMUEIR. MASLEEMMRN, 40
KRB LEHMN, & ERKFRIELIE,

S ANED N B LA 54K E & P im A R R |

© RIXERNE P iRERN X4 HRIIN(FIM. NFSv4ESMB)

* BPImARRRT (Fl90, EHZEL 1P k)

* FRIHATHITEMRIENR2ER (U, Kerberos v5. NTLMZZAUATT_SYS)
MRENRUIEE T 21N MBEFHSEP—PHSPIEFERLE. WZMUAER.
THISHEREEES AR U TSNS HAN

* —-protocol nfs

* —clientmatch 10.1.16.0/255.255.255.0

* -rorule any

* —-rwrule any

RERBRE T EFIHZWETIERIE . X="MAR%INDANRE. BRENMBRBF N TFEERFIDBER
i 0)o HTHRILINFITERZEXEBEN AL EIEAIETTHBIRN:
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SN AR R RS2 EI N

% P iIRREIE RS AT IA&S
EERER R

J+

i
=

R

i

BRAF Rk

BRRAFPIRE

UTFRX=AASRHE— T SRNERRERE:

*ER
=
* MR
UTLLEBERERTF -superuser B
* krb5

* NTLM
* R4

THIRISEREE RV
MREFHNRSLR...

5ihias st R £ 3EITE,
SHENRELBTINE, BiRSRaEET

noneo

S5EENRELBANE, HEHNSHAEEED

noneo

Kerberos 5f1Krb5p

M ONTAP 9 F5,

TEHIIEUAREE a2 A SEHTINE

15 EBRTAIRSH Kerberos 5 B19381E (krb5p)o
, LB EAREANEFIRIRS 22 BNFIEREFTINE
B, ONTAPRERTS Z=Z1FKerberos 128f.L*EI2561.LAES?JI]

XL RSB NS & F iR R 2R BT
=P

-rorule)
RiF(-rorule)fiEE (-rwrule()
Hi¥(-rorule)fll -superuser

R (-rorule)fliEE (-rwrule)f] -superuser

RE...

=P in{ERE B S P IDEWZ R SBYIAIE),

B R IREROZR R 8IRRISER. FHZWA P IDBESEEE
EHNERBBARF -anon o

P i A=W ENZE S B EREIRRAR,

®

ﬁtﬁﬁﬁ;uzzﬁﬁﬁa: —superuser %%&\
E Atk S a4 BEnone. BIERIETE
b=yl s

Krbp5 HIIEEAERENL e
, WRBIERERMET, KEIRIPE
o B‘r"’ﬂ\ﬂﬁg'@?ﬂﬂﬁﬁﬁ%ﬂ& SHERTRIE. MR

krb5SpiE 7L T SRESTHRE PR E A, FIRENMERI krbSpFHIIEFS EAIBIESMIIESE. MULTRA
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Fr:

clusterl::> vserver export-policy check-access -vserver vsl -client-ip
10.22.32.42 -volume flex vol -authentication-method krbb5p -protocol nfs3
—access- type read

ERREBRNAMNERNEE

XFERNERE. UEMLDAPRSHNEWERRIER 2. WAERET —MERE
FTLSHILDAPRIELR £ 1EM 57,

BT E2EEAZARAFIALDAPE R A HEIRNTTE Y, BHINESKTLDAPE M A HMIEHITMNE. LUER
AR ERSEER, SYMEMRIELZ2IRESLDAPIRS 25 LRI AANISEMRIN, BRIAERT. LDAPE
BMEELTFERRS,
T
1. EEAILIhEE. BFERSEUEIT vserver cifs security modify #3% session-security-for-
ad-ldap o
LDAPZ £ INEEEIN

° i BIME, TERHEE
° Sign: XLDAPRE#HITES
° Seal: MLDAPREHITEZME
HFENEESHERRN. XEFRENREATZET. NERALDAPSESE, BE.
@ WMRERTZEET., WERATFSHER, b MRERALHSIEESIH. WEKIAME

JInone,

UTREERSG:

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock
-skew 3 -kerberos-ticket-age 8 -session-security-for-ad-ldap seal

Bl#ZEFH{E A NetApp FPolicy

TR LM EAFPolicy. XZONTAPER RS RAVEAIRAN. IFERUHNAERER
BIEANMKEXHFIRENR, ERANNARFZ —=FELENHEHT2E. X2—
#NetApp SaaSN FAIER. EIEFEFNIEGIEGIFRFRNRE B EIEAR. LR
wEE 2N SN BT

WIAEGIE— X BINL 2B, 7T I LU I S A R XX SR ERN R gE I3 F AR BN L 2HIPEXE
B, ATRUEXGTRENGRES]. ONTAPE R Z=(ERNetApp FPolicyZhat,
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Al LURIE KBS B X4 EREE, FPolicy B THEEMEAKNALIERBEZENEFIRALKIIRIEIEK. FHla0el
. T, EndHMIBR. MONTAP 9FFIA. FPolicy XHipa@RIELRSEEI 71558, BEMiTiEHMiEemLg
FhfTiR PR E RE o

P

1. BFBEFPolicyIhRE. MM ERmLRIIEFPolicyREg vserver fpolicy policy createo

HSh NREMFPolicy EEMKES . BEMA -cvents BH. BIONTAPRIEHITIML
() = TIumsmBnmeaRsE. BERERSEHRRIAE. HEE

-privilege-user-name S,

AT AR T 8132 FPolicy B9 -

clusterl::> vserver fpolicy policy create -vserver vsl.example.com
-policy-name vsl pol -events cserver evt,vlel -engine native -is
-mandatory true -allow-privileged-access no -is-passthrough-read-enabled
false

2. Q)EEFPolicysRB&/5. M IERGSBATE vserver fpolicy enable, MERSIERIEEFPolicys BRI
FeREIAF o

(D FPolicylliFiFEEE. RNMRZ MR TE— X HipRESH. MhZIRFERE TR
BRI,

BUR XA T BT B AFPolicy REE HER S IIEACERNRHIECE vserver fpolicy show :

clusterl::> vserver fpolicy enable -vserver vs2.example.com -policy-name
vs2 pol -sequence-number 5

clusterl::> vserver fpolicy show

Vserver Policy Name Sequence Status
Engine
vsl.example.com vsl pol
vs2.example.com vs2 pol
external

2 entries were displayed.

FPolicylZ38IhAE

ONTAP 98E L F & T PFMARBIFPolicyiEaR I EE,
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i

Fimikes T setattr MPIFRE X B RIECHEVER,

R HEREEE

INRAEF TR TEITH FPolicy HEQEEZZEH%EP%E, NITEABTHAIE] £ LAY FPolicy BRI EREEFMET =
Eo 3 FPolicy lRS32MEEANEY, EXIWEIFMEREMER, HAIMEET RIREXLEER, 7E-RETHAE AT L
FhEEARY e KEAEE N KX 10 ﬁj\ﬂ!o

ONTAPHLIFAENEZEHHE

LIFR EEHEXFEN PN S £ EGERIROZM(WWPN). fliiate. Fikd. TP,
EIEEZ MmO R UM AIE SRR, S SRR M L XFEBOEES GO
BB LIF, THRSINLIFABHNZESIBIEIEXEE,

LIFA&
LIFRErLUIEUTAE:

* $IELIF: 5SVMXEBATSEF im@EHILIF,

* SELIF: BTESEPNT R ZEEHERNRENLIF,

* TREELIF: BT AP I EIREEPE T R ALIF,
* SREELF: MBIERREHSE-EEEONLIF

* SEEfEILIF: BT EBEEEERE. SHMERRILIF,

BETMLIFEENZEHE
Data LIF EEILIF TEBELIF EREIE LIF 858 LIF
EEREETHIPFN & = = = S
A
BEEERENEK? B 2 & S =
BRIABA NI SRR [RHIERE SN & s FRHI14E1RR
&= = = =

Bﬁk ElIEI:l__rEA-EX b=
?

* AF&EELIFERSH . XEVERENFRMEREE. AtEXIIFEZeREMNE ENE
@ FBIPFR_L,

* LIFRGKITANZEETBEW L,

BTHAXRIP LIFVEZER, BSH "N LIF BERAEREE" ZNTUEERE T MONTAP 9.10.1 FFHERY
LIF ARSSERESRVIFAE 20

%TME?&&DH@UL%HE%%B%E’JE571:.u, 18 # network interface service-policy create i<
pp 78%0
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I IwmOZ 2%

R T RITHI R IR FATREZ M AR R IEL N EFEN T2V, FIAA
g, NEMHERS(IPS)ME MR 2ig &S HMBERMIRMIL &R ISH RS X ONTAPRY;
B, BREIUMNFRFFTRREMIFNEN TG ZE. IERZ2TMEM RS NI R REZIRAYIAIR

HYR LR ER 77

= B thi}MimEa
AR5 i/ i 15 BH
SSH 22/TCP SSH&E R
telnet 23/TCP TIEE R
Domain 53/TCP 2 RS2
HTTP 80/TCP HTTP
80/UDP
rpcbind 111/TCP 111/UDP AR ET BAR
NTP 123/UDP PIZE B (8] Y
nsrpc 135/TCP MicrosoftiZi2:d #21E A

Netbios—-name

137/TCP 137/UDP

NetBIOS & FRARSS

netbios-ssn 139/TCP NetBIOS fREZ=1E
SNMP 161/UDP SNMP

HTTPS 443/TCP REEEE. http
microsoft-ds 445/TCP Microsoft B RARS
IPsec 500/UDP EEMihiNE 2%
mount 635/UDP NFS &

named 953/UDP BIRFIPHZ

NFS 2049/UDP 2049/TCP NFS fR$S 2855TIPI#HE
nrv 2050/TCP NetAppiZtiZ B 1Y
iscsi 3260/TCP iISCSI BHrimMA
Lockd 4045/TCP 4045/UDP NFS SiE TP #HE
NFS 4046/TCP NFS mountftf¥
acp-proto 4046/UDP 1Bt Y
rquotad 4049/UDP NFS Rquotad 1Y
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AR5

krb524
IPsec

acp

Mdns
HTTPS
TELNET
HTTPS
RSH
KMIP
ndmp
cifs DLEIRA
TLS
Iscsi
SSH

vsun

NetApp A Zhiz

i 1 1Y
900
902
904
905
910
911
913
914
915
918
920
921
924

w0/ #hY
4444/UDP
4500/UDP

5125/UDP 5133/UDP
5144/TCP

5353/UDP
5986/UDP
8023/TCP
8443/TCP
8514/TCP
9877/TCP
10000/TCP
40001/TCP
50000/TCP
65200/TCP
65502/TCP
65503/TCP

WtEA

Kerberos 524
BEWMhN R M
HEENEREHIREC

%% DNS

HTTPSIHOA: alf = HliiY

T RSEETelnet

W FEE: HTTPSER7MTTEAFREITA
T RSEE RSH

KMIPZ F i 1 (1 PR A EB s 3t E41)

NDMP

CIFSILiEim

FHERTeY

iISCSIH O
REINFT

vsun

WiEA

NetApp £28% RPC
NetApp &&f RPC
NetApp &8 RPC
NetApp 58 RPC
NetApp &&f RPC
NetApp £8% RPC
NetApp 58 RPC
NetApp &&f RPC
NetApp &2f RPC
NetApp 58 RPC
NetApp &&f RPC
NetApp &2f RPC
NetApp &8% RPC

41



i 1 1Y
925
927
928
929
931
932
933
934
935
936
937
939
940
951
954
955
956
958
961
963
964
966
967
7810
7811
7812
7813
7814
7815
7816
7817
7818
7819
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WiEA

NetApp &£2% RPC
NetApp &&f RPC
NetApp &8f RPC
NetApp &8% RPC
NetApp &&f RPC
NetApp &2f RPC
NetApp &8% RPC
NetApp &&f RPC
NetApp &8f RPC
NetApp &8% RPC
NetApp &&f RPC
NetApp &&f RPC
NetApp &8% RPC
NetApp &8 RPC
NetApp &8f RPC
NetApp &8% RPC
NetApp £28% RPC
NetApp &&f RPC
NetApp £8% RPC
NetApp £28% RPC
NetApp &&f RPC
NetApp £8% RPC
NetApp £28% RPC
NetApp &&f RPC
NetApp &8% RPC
NetApp £28% RPC
NetApp &&f RPC
NetApp &8% RPC
NetApp £8% RPC
NetApp &&f RPC
NetApp &2f RPC
NetApp &8% RPC
NetApp &&f RPC



w0/ P
7820
7821
7822
7823
7824

WiEA

NetApp &£2% RPC
NetApp &&f RPC
NetApp &8f RPC
NetApp &8% RPC
NetApp &&f RPC
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