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admin 286 FiEam< B R(DEFAULT)
admin-no-fsa(MONTAP 9.12.1 /5 * FiEa < BR(DEFAULT)
FrigiEt)
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role
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role delete

° security login
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volume file show-disk- autosupport
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* set /"

* system node autosupport

backup I8
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It “autosupport’ fa ¥ 53 Ed44 AutoSupport OnDemandfERHIFRE X “autosupport’
Fo ONTAPE[BLEEEEREMIBRLE “autosupport i, b5, ONTAPIRSFELE IS A& ol
“autosupport 43 Lt B F K
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vsadmin © BIEECHARPIKF ZMZEENZAER
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* $11TSnapLockiR{E. BFFAMIBRERIM

s BEEHiX: NFS. SMB. iSCSI. FC. FCoE.
NVMe/FCFINVMe/TCP

* ERERRSS: DNS. LDAPFINIS
© BEEEL

IR EREAR RO

* WIESVMBIETTIOR

vsadmin-volume - EEECIHARKF AZEBHERER
- BIES. BEEMPRI
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* BIELUN
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vsadmin-protocol * BIEB AP KA MR ZRIAER

* FeE Y : NFS. SMB. iSCSI. FC. FCoE.
NVMe/FCHINVMe/TCP

- BBEARSS: DNS. LDAPFINIS
* EHEELUN

© EEWED

© BIESVMAIEITIRR

vsadmin-backup © BIEECSHNAFIKFAEZEREBHZRER
* EENDMPIRIE
* BEXRENBIRENE/ES
* &I SnapMirrorx &R
* EEETWNEER

vsadmin-snaplock © BIEECSHNARFKF AEREBNZRER
- BB, BE%ERI
« BIBEIEA. qtrees. REBFICHF
* $11T7SnapLockiRfE. ELIELUN TS MIBR
* EEE Y : NFSFISMB
* BEcERRSS: DNS. LDAPFINIS
© EEE
* IIENREREAIM A EO

vsadmin-readonly - BEEECHAF KA AMEENERES
* BIFSVMRVIETTIRR
* EiERARIEO
* EESHLUN
* BEERRSMH

N RRERFRE
NEERAERATIREERAEMIFRIEER, FJREMEEFE console, http, ontapi, rsh, snmp,

service-processor, ssh, #l telneto

BB EIGE N service-processor AR FAP MRS AIELZVIHNIR, WWRIEBEIZEN service-
processor, MMAIEIZ -authentication-method BEIEE N password , FARSZIEFNEZFF
password B3¥iE, SVMARFIKPTTAEILRARSGIERS. Ak, HSHGE NN, RMERMNEER T EEHEH

—vserver %é& service—processoro



EH— L REIXTEIIAA, service-processor BERARS system service-processor ssh add-
allowed-addresses, AF< system service-processor api-service RAJATFEHEEFIER,

HFRLEE. TelnetFliTiZShell (RSH)BINMFEARE. FEHNetAppRiNEAZ £ Shell (SSHHITRLIT
2iAE), NREERM—FEETelnetsiRSH. NHXAEHEEN

AT security protocol modify {EERRSHHMTelnettVINBEEFSCEAE, BIBERRAFERIEEN,
EEEFP B ARSHMTelnet trueo

SIS A
authentication 522 B FIEER FERNE M IIES .

=LV Eal W pr WiER

cert SSLIEBEHIIIE
community SNMP F{AF &
domain Active Directory B{4I83E
nsswitch LDAPEENIS {7 383E
password =0

publickey NHZIRSHINIE

usm SNMPRRFR RE1EE

()  aFmuReRR. FELERNS,

MONTAP 9.3FF18. ZAHISSHIKF Bl LAEAFE AR Z RIS AR FTHANERZ A I admin
publickey passwordo. FRT -authentication-method BRHBIFEL security login ZFM AN
T— BN FEL -second-authentication-method o publickey BJLEE “password I8EN
—authentication-method 8 -second-authentication-methodo 1BE&. ESSHEHIEERE]. IIiF
YRE N publickey SR EMHWIE. AERATTEEEMIEIENEIEIRT.

[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:

clusterl::>

MONTAP 9.4FF%8, nsswitch BJA{ERIE B {PI0UES %L publickeyo

MONTAP 9.12. 1784, FIDO21R] B FEAYukiKeylEH B P IIRIZ R EMFIDO2EBIKEHITSSHE 4 Ie
i,

MONTAP 9.13.1. 784

* domain KPR B{ERMIE —_MBNIIESE publickeyo

* BEFREN—REENEREEENRNIGEERS (totp, ZRARERIRNEFANE _MBHWIESZNS
PIIERERZ —



* SSHAHZSALUSIEFIIFAHBIARE. XEIEBIFTESSHEREIA TR HURN T,

BXONTAPRHEIEZE. Active IQ Unified ManagerfISSHR Z R Z B IRIE(MFA)MIEEE, B8 "TR-
4647: (ONTAP 9 ZREESABIIE) "

RINE K

NMIRFIEESK, . RANEERACAUERRENRAEFHITIIR,. daghkP 1Finie
#4iShell. HERBERRARSFFARRE UM THEHRES

BERNBRINEEIK, . admin # diage

MR 2— TN EENRTLEN. BERSHRE. SFENAR. XLKF 2R KA FEERPERENAIHE
MERERBK,, ENEBEEMRERTHIGAKS . HEMKREREEXIZRBHEIAKS . AT R
7. ONTAPZ#FpRFIE R RKF

@ TEMBRSRERZRNEKR,, WREERMBRK,, WEEHBEY, BEHLEAENK
Fo *NetApp B *EH lock L BIEEAAZTENNENK,

BAMIUKAR—TNERNR LA, {8 NetApp SRZUEEIN it MASHbK - 776 2 R ERIK 2 B9RRo

5l stk

EY|HAMMK, . 181517889, security login show

clusterl::*> security login show -vserver clusterl

vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.

R E 12 (diag)tk P 65

FREAASIRE— B ANIZEIKS diag . EEILUER diag KPR EPHRITHRFEHFRESS systemshell, %
diag KPP M —A BT @ as < ihRlsystemshell Ytk diag systemshell,

(D systemshellf1XEX diag kP BT H#HITEKIZE. HifRFEZIZHNERS. HENXERASZEF
IS TER. UHITBEHIRRES. P MIYF diag systemshell AF—REEBN,
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Faazai
IR ZHI systemshell, BAIEAMBLIRE diag tKFE security login password. f&MN{EMA
REIBENHAHERAEN diag BB,

PIE
1. &8 diag KPP AP

clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

node-01%
Yoy A\
ZEIBRI9E

MONTAP 9.11. 1788, ErILAER ZEIE R IOUE(MAV)E 2 1FF 12 (E (N fRE iR
BR)NERFIEEEERMESAERIT. XEATUBLEREEMNEER,. EREEERD
LA ENEREAHITAE B E S MBRERE,

EEEMAVEIELLTAA:

* "I H SN EE MR (RENX)
* "BRZEERIIEINAE"(3EX)
A IEAER GINES S

FTRAREER. REMAVHLEAFREER(MAVERER)F BEHXETR,
BRMAVE. RS TMREPREFE=1TRE.

1. S ERER, SBRBEMIER
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3. #tHEfR. AP SERiR(Fo
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FBENEHIMAV. NetAppZ I EMFEMAVIRIEEREIR, Fli. BEREFMAVAIIINA volume delete
FRIREHUNE. FERUERBENGR S EREEXLES,

BXMAVRIEZIFAER, BESN "ONTAPZ B G I0IESE",

Snapshot$iiE

IRER S E B —SnapLockIfgE. FIEIERIRKES LRYREHARFohel B e 2 A RIMIER
RYIRER, RIEHIERN BN ILEE N AR EE S MFFRER —RONTAP RS EAYIR

177
i

ONTAP 9.12.15| N T IRERBIEIIAE, REBBIEBIRANHENIREBHE. BATHEEESnapLockiF el IEH#IMA
fkComplianceBd . {BIREBHIE S5 SnapLock Complianced{SnapLock Enterprise LX. &EESEHMNFHEE
5. FWi&SnapLock Enterprise—##. ©T;A{&SnapLock Compliance BRF{RIFRBYIETZMERM N, 515

REZEI SnapvaulingFEEI R A GAELL. XB—TE0H, AILUIREME RS EMERRIR. LIRRIEIR
RIS,

BXEFMER, BES N "SnapshotfiE X"

IKEETIEHAIAPHE]

HIERETIEBNEMIRIE. MARHETREST APIENetApp 57 BEIEMESDK APl
IAIONTAPHY B F IDFIZZE5 519 3630F

() EHRESTAPIETFIEBMSHIMIENERTE, EEA EFOAUN2 0SS HIIE, )

RE LR TS B REREONTAP A AR B S ZiFH,
HIE
1. fEFOpenSSL. EEIEITUToSERIES:

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'
LaR SR EMBR NN AHIEB B NN test . pem TAEIA key.oute RFRCNSONTAPAF IDAERY
o

2. BEETU T SHEHIUR RIS AHIEBAIAZR. TEONTAPH LABRFAEIRER {4 (prom)i& T 22 HIEH
SIS
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security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. EHONTAPLUATFE Fim@idSSLi# TiAR). HENXBETFTAPIARIIAEFID,

security ssl modify -vserver clusterl -client-enabled true
security login create -user-or-group-name cert user -application ontapi
-authmethod cert -role admin -vserver clusterl

FLLFRGIF. BAFID cert_user EEBRBA. AIERLTIERSHIIERIAPILR. AT ERONTAPIR
AR E RS EEESDK Pythonfil A cert user $ATFFIR:

#!/usr/bin/python

import sys

sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-
manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set _style(style)

.set server cert verification (0)

n n n n n n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")

output = s.invoke elem(api)

if (output.results status() == "failed"):
r = output.results reason()
print ("Failed: " + str(r))

sys.exit (2)

ontap version = output.child get string("version")
print ("V: " + ontap version)



Z B2 Y 4a R 2 TRONTAPAR S,

./version.py

V: NetApp Release 9.5RC1l: Sat Nov 10 05:13:42 UTC 2018

4. BEAONTAP REST APIITETFIEBHBHNIIE. BMUA TS E:
a. fEONTAPH., EXhttpifRIAIEFID:

security login create -user-or-group-name cert user -application http
—authmethod cert -role admin -vserver clusterl

b. ZELinuxZF IR E. BITUTH<S. UHRHFERNEMRONTAPRRZS:

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": 0
by
" links": {
"self": {
"href": "/api/cluster"

BZER
* "{ERIEHA TONTAPHINetApp 7 B SDKIF TR FIEBHI S I8 ()

iEFFREST APIFUONTAP OAuth2.0EF <M B9 583F

EREFEBHNEMRIENERTE. A LIIREST APIERE FOAUth2.0$ FEM B 1%
I9F,

MONTAP 9.14.1F4. &8 LUK E A BEEI (OAUth2. 0 ESRIZHIXTONTAPERERYIAIR], o] LUERE
TONTAPEIRREACE ILINEE. BIEONTAPS<1TRME. System ManagerflIREST APl, BE2. RBEUEFin
fEFAREST API3IA[BJONTAPEY, 7 BERZ FHOAuth2 O FN I RIEHIIR SR,

OAuth2. 0% FEERU T A P ik B 9 38IERY D,
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BXFEHAOAUth2.0FFAE B, 1BE N "B X EHOAUth2. 03 TN IO IEFIFEZINIONTAP S

ERMEGSR

BRHREMIPTGEEERARARE. AN UKER TAHRNEAEENITE, XEER
FRGIEER AR EmER. FRREER. FRHERUKRILEKPEEFE. ONTAPRIR
HERREET —ERSEMIEERB X LR LR,

HTEY A K = THRE

EX AR RIS, ENSHRE(BIESE). ONTAPSZIFLITIh8E:

- RETNRELGEHSER VT, N EFHRATFHE

- BRERAWEBEER

" XK PR RA

-3 )alivaber

© RREBIREEHEE

* BRIBER

(D)  =mE#gEFEAsecurity login Role confighim < #TER.

SHA-512% 1%

NTIEBEEFELZ M. ONTAP O HFSHA-2Z RIS H R ER . HERIAERSHA-5123F #i Gl 2 E RV 2R 1TIR
o IBERMBIERIX A LURIEZEMEik A TS BiEK .

FLREIONTAP 9.0 EShRAS G RENZBAEAONTAP 9O F K Pl EEAMD5M K EL, 1B=2. NetApp
RN AP ERENE. BXERAPKPIEEELTSMSHA-S1288R A E,

BT HERIEAINRE. BRI RITIU T ES:
* BRSIEERE R A IKS
clusterl::*> security login show -user-or-group-name NewAdmin -fields

hash-function
vserver user-or-group-name application authentication-method hash-

function

clusterl NewAdmin console password shab12
clusterl NewAdmin ontapi password shab12
clusterl NewAdmin ssh password shab12

* (EERIEEMR T RE(FIOMDS)RIIK P HA. MTsR&I A A 7E TRE RIS EREN:
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clusterl::*> security login expire-password -vserver * -username * -hash

—-function md5
* FERFERIEERAH R ZEBIE

clusterl::*> security login lock -vserver * -username * -hash-function
md5

ﬁ‘%ﬁ EESVMEPE’JV\]“BFHF'%/EM'J MBI EKER autosupport o MERIATLTREE, IARIBKRM. FA
INERT. LERERR P REEEZRD.

c BEERFPHZBIBRERE autosupport « BHBITU TGRS

::> set advanced
::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown

Second Authentication Method2: none

o B EFIRFRE(EGAE: SHA512). BT THS:

::> security login password -username autosupport

BHEIRENTATREE,



security login show -user-or-group-name autosupport

User Name

Vserver:
or Group Name:
Application:

Authentication Method:
Remote Switch IP Address:

Role Name:

Account Locked:

Comment Text:

Whether Ns-switch Group:

Password

Hash Function:

Second Authentication Method2:

AR

clusterl
autosupport
console
password
autosupport
no

no

shab512

none

ONTAP f#/R75 SR MR B H 2T L SRESE R AVEN HI D S

-instance

M4 NFFIA. BRIME MM BIEMNSIEM,. MXLEMNLER FHLENONTAP,

FREZERY SRR ZARE.

Bk
username-minlength
username—-alphanum
passwd-minlength
passwd-alphanum

passwd-min-special-
chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts

lockout-duration

disallowed-reuse

iER

B A2 A P B K E PR
BR&EFEHF

B G D K PR

Gt

B R

PR
ZE At E ()

FETERERNERY

R

SRR MBIRARREL

RABEHR (X)

B ER&ENTERD

0, FBIENKF

AIMER 0, RRIKF
E—XK
6

IJi

3-16

BRI
3-64

BRI
0-64

0-unlimited

0 == IZBMTHA

BRZ

ARIFEI R & SSHi#E
TER

&=/ 6
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B
change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits
passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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3569
EBEAUZAMER (R
SRBREREEHIE
R (%)
RN EFET
REARA)
BUOASFEFREIRS)
B R RE R
BRA)

AP EIEAZ AR ES
HE (R)

P IFTENK G HA
KA S HRZ B FHEESD

;Iﬁ?é,t\ﬁ’ﬂﬂ‘aﬁjt%és’éﬁiﬂﬂ (X

EININ

0, RFABBNEFHF

T

0, RFEFBEASTET

7

0, RRAFBUFFAN
TRRE, "TIMAKEE
BSHES

ZEFE%'J, TR XA

TCRRMI, RRIETEEDIKA
AT

SEE

0-64

0-64

0-64

0, RNEREINERITY
1R B2 FA P 22 S B HA

b = ZUHRRT {B)0 UK T
FIEETHPRE!

bk = JEE B PREI AU
ik ZIERBYE]



Nt
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited
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