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Net. TcpipHeapSize 32.

Net.TcpipHeapMax 1024 MB
NFS.MaxVolumes 256
NFS41.MaxVolumes 256
NFS.MaxQueueDepth 128 E=H
NFS.HeartbeatMaxFailures 10
NFS.HeartbeatFrequency 12
NFS.HeartbeatTimeout 5
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security login rest-role create -role <role-name>
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name>
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>

/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>

/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
-access all

security login rest-role create -role <role-name>

/api/storage/namespaces -access all

security login rest-role create -role <role-name>
/api/storage/gos/policies -access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>

/api/snapmirror/policies -access read create

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/storage/luns



security login rest-role create -role <role-name> -api

/api/storage/file/clone -access

read create

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

/api/cluster/licensing/licenses

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

-role <role—-name>

-role <role—-name>

-role <role—-name>

—access readonly

-role <role—-name>

-role <role—-name>

-role <role—-name>

services/name-mappings -access readonly

security login rest-role create

-role <role—-name>

/api/network/ethernet/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/interfaces -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/logins -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/ip/interfaces -access readonly

security login rest-role create

-role <role—-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-



/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services -access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api

/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -—-api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers

—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/metrocluster -access readonly

LI, XFFONTAP 9.16.0 K EEhRA. IHEITUTaR<:
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security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

JTFASA ONTAP R2& % FHY9.16. 1 N ESRAS. iIEfTU TS

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

FEFVMware vSphere ONTAP APIFISVMSEEIR A F 6 ONTAPT A

BITU e elZRBPIAENIRRY SVM SEERAF

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>
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security login rest-role create -role <role-name> -api /api/storage/luns
—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers
—access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver-name>



security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-—

name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role—-name> -apli /api/svm/svms

-access readonly -vserver <vserver-name>

IE5h. IFFONTAP 9.16.0 e EShias. 1BETUA TS !

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

BEALRETAPIRIZNAGLIZETAPIBFAR. BETUTH<:



security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

Nl

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

BT T anHEBIK P H B R EE R EAI
security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

Nl

security login unlock -username testvpsraall -vserver Cl stil60-cluster

¥iE T VMware vSphere 10.1HFAIONTAP ZAFH%Z10.38 F

FFFEAJISON 072 7 £ EHCEI A P AER FVMware vSphere 10.189ONTAPZERAF. EX A admin
Privilegesff I L FONTAP&S €T R E i < F4%210.3hRo

S F = mIEe
*« VSC
* VSCHIVASA Provider

* VSCAHISRA
* VSC. VASA ProviderflSRA,

£ BfPrivileges:

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve"-access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem show"-access
all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem host show"-
access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem map show"-
access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve sho-interface"-access
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read

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname
access all

"vserver nve subsystem host add"-

"vserver nve subsystem map add"-

U

"vserver nve"-access all

"vserver nve subsystem delete"-

"vserver nve subsystem host remove"-

"vserver nve subsystem map remove"-

3t FEHjsonX &Rl T SVMSEERI A F B9iE A FVMware vSphere 10.1BIONTAPTEAF. BEWNEIERA

P PrivilegesfEFIONTAPE 21T R E e 2 FKE110.3hR,
SVM Privileges:

security login Role create -Role <existing-role-name> nve -cmddirname
nve<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
access all -vserver nv<vserver-name>

"vserver nve"-access all -vserver

"vserver nve subsystem show"-access

"vserver nve subsystem host show"-

"vserver nve subsystem map show"-

security login Role create -Role <existing-role-name>-cmddirname "vserver nve sho-interface"™access read

-vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
nve<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
access all -vserver nv<vserver-name>

"vserver nve subsystem host add"-

"vserver nve subsystem map add"-

"

"vserver nve"-access all -vserver

"vserver nve subsystem delete"-

"vserver nve subsystem host remove"-

"vserver nve subsystem map remove"-
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BEERALTEHS, 15%6< vserver nvme namespace show H vserver nvme subset show FRINZEIME A .

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

$BiERFVMware vSphere 10.3F FFIONTAP T E A4 Z10.4F F

MONTAP 9.16.1 FF8&, 3FONTAP tools for VMware vSphereF+4&F) 10.4 AP,

WRIERFVMware vSphere 10.309ONTAP T EBFHEESCE R F 2 A JIJSONXHFIONTAP 9.16. 1 E S
AR BIZRY. IEXEIER A PrivilegesEFONTAPSE TR E L FHKEI10.4hR 48,

I F = mINEE
*« VVSC
* VSCHIVASA Provider

* VSCHISRA
* VSC. VASA ProviderflSRA,

£ E¥Privileges:

security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

B 1FEEiRAINZE] ONTAP tools

fEFONTAP tools for VMware vSphere, A& ESXi EN AN ERZE SR, EaIL
ERELEEFT, SVM, BAMetroClustersz#f, HIOIBIEPURREEERE., EnJLIfE
FAONTAPITEEIE235k vSphere B IR EFEfGln, WITIEHRE, HEEEENEF
EUE§¥EZi£LJ\/

EEXMAINEFERERRR, IBEONTAPTAEREPFERERED SVM &R, MEMEFIRNIHEER vCenter
Server AlH, ONTAPILEJIS SVM 513 vCenter Server LUH{TvVolsB, VMFS #B1ZEESE, *F VMFS
BIEEAMEN SRA TIER, EoJLIER SVM EiEMEZ 2 FMETEER.

%ﬁhuéﬁﬁﬁ%ﬁfm, JETEONTAPT A EIE2 P FHONTAPEEEIR, 2REMREHRZIFAIIER, LURS!
wWol BEIEFTENEERE, EZHEFPIER, En]ZstiARm SVM AP REIBvVolsEiEFE,

YNERONTAPHIS A T MetroClustersz 5, MR REEF N BREBEE A 2 /BEFMEFIHIMNo
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FHAZ H
BB BEEESENNETAEZARZMN (SAN) FE, ONTAPRZ(ER SAN FERKIRF&EEH SVM BIE LIF,
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TR
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https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. [FREIEEELRENRHERIER T VMware vSpherelIONTAP T EEE R EIREF.
3. Mibt=iERE B G IE
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() ssPuiPveitHEIRE R,
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WHEER, R R HIREMetroCluster Wt E 17 iR IHAVIF AR B
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P w N
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BN SVM AP
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@ ONTAPZZHITUIRMLIEIS, FE/TONTAPTAS,
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HEEE
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XEXo
B
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2. EREEEERREIREAIERATVMware vSphereBJIONTAP T EBEAEIEE R,
3. M= rhiEEvCenter,
4. EREEZEITEMESIRM vCenter Server LN ER LIRS,
S. MNTHIFEH, FFERESATIK vCenter Server L XBXH &SR,

7 ONTAP tools R E MLEi5A]

BINERT, BRIFECEMLEILR, TNM ESXi ENLIMIFRE IP tlt#BaAmaS
HREEHR, ERILUEATHREE, XATFRTE IP kiRl SNRMHEREY ESXi EH=1H
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g
1. & FF|vSphere Client,
2. (R ER S B E S T I E i ENetApp ONTAP tools*s
3. TONTAPTAMEMEET, ¥E I8E > EEMLKIAR > fik.

EAMSNIPHt, BEAES. SEE. TRFINERHE(CIDR)FHX=ENAGDIRIIR.
4 JERE

£ ONTAP tools FH el I IETFEE

HIETE NSRBI RSCIBEUIREMERN, ONTAPTARKHERIIFEEMENL, HE
X SIERAE PR BBV RES 7 /2 A X481,

AHEGEZAES vCenter Server i1 ONTAP T BB IEMHURTEME 2 BN B 12/EE

MIEFTFONTAP tools for VMware vSphereFF48, ONTAPTENEIEEFMEXQIEFRE igroup, EHHFA igroup
BETEIRFMERX, F igroup BRETEIEN. ERILIMONTAPARSAEIERROIEFE igroup, HERTIIRIE
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VMFS $iE#7ERE, MAHRERONTAPLE, &% "EIE SAN EaIzEH igroup" THREZER.

EEMANFEHIZTHRIEFELIE, ONTAPTAZR VMFS BUBEFMESBIFE igroup EXNERE igroups
A RE(EAFEARYFE igroup KEIBFRIEIEFME. EAONTAPTARESL REST API SRERHRE igroup.
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BIE— M EEURIEMEE
MIEFFONTAP tools for VMware vSphereF4g, ERILITEASA 2 Z4 LEIEABS thin.vwol HEEINZ
B AIVVOIsEIETZ E. VASA IRIEIEFTERIE vWol BUREMEITBIE— AR BB NR o
VASA IRIHEEF AR NZA R RS,
FreaZ i
* BRIBR A RMBEIE SVM,
* MR EAIEE vCenter; £ VASA Provider,
* fTASA 2 FERLZH, SVM NBRSTE] SVM P HERS,
g
1. &R E|vSphere Client,
2. GRETZENRG. EVEEFHIIBRPL, ARBIEE * NetApp ONTAPTE* > * QI HUEEE"
3. EHE"vols BUBTRIERE AT,
4. N EURTFAEE B A N E B

(D ASARAGEHHEMEEAISCSIHFCHNL

o. EEETHPEIRMIEEFERERIStorage VM,
6. ESRETT:

° MNREFAF BEN S LKL, BHRTE vCenter FXFAEXRIZITAI. BINEREFEALLIE
o
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