79 VMware vSphere fit& ONTAP T &
ONTAP tools for VMware vSphere 10

NetApp
September 29, 2025

This PDF was generated from https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-
10/configure/add-vcenter.html on September 29, 2025. Always check docs.netapp.com for the latest.



H=x

79 VMware vSphere Bt & ONTAP T &
& vCenter Server SLEIZRINEIONTAPTA
fEFIONTAP A A vCenter Server S2{55EAR VASA 121412
fEFONTAPT A% NFS VAAI i+
ECEESXiENIRE
FCEBESXifRS 2L EMBINIEE
BBESXiEHE
FCEONTAPH F A BHIXIR
SVMESBREFER
FHtIZEONTAPEF AR
$3iE R FVMware vSphere 10.1FFBIONTAP T EAH4EI10.3HF
$E1E A FVMware vSphere 10.3F P BIONTAP T EAKEI10.4FHF
BEERHAIZIONTAPTAR
B EfERIRSvCenter ServerSEf5IFE B
FCEMLE1A1a]
BIERSIREMERE

oo O A W W OLWODN -2 A -

- A A A A o
c O 0 O O W



77 VMware vSphere it & ONTAP TH

¥4 vCenter Server 2575 I01E]ONTAP LA

$5vCenter ServerSEfflRNNZENERFVMware vSphereBJONTAP LA, MUEE. BB
fRiPvCenter ServerifiZ HBYEINEURTZEEZE. 0% vCenter Server 9—15]51, TER
EX CAIEBAEETE ONTAP TEME vCenter Server Z B #H{TE L@

XFIAES
ONTAPIAL vCenter Server ££5%, FIH#ZM vSphere ZEFIRHITECE. REMEIRRIFEFHEETS,

T
1. $TFF Web 5585335 FILAF URL: https://<ONTAPtoolsIP>:8443/virtualization/ui/
2. (FREIEEFERAERMAYER FVMware vSphereFJONTAP T ABE R EEE R,

3. & vCenter *>*IN*LAE \vCenter Servers2fil, iEiRMHERIvCenter IP#IIEEEN R, BFP R, FHBM
RIFHE Bo

4. EEE&ETR, BnhFREX vCenter Server SIEF (81) =X FEh L%,
BAEEEE A, EIREvCenterEFIAINEIONTAPTE, EBrLSIZEEX AT, MELE

BEEERMIRNERAIKF, BXIFMEE. B2 "FvCenter Server RBACSIEH
FVMware vSphere 10BJONTAP AL &FA" o

¥ vCenter ServerLFIRIMEIONTAPTES Bonfii & LU FI21E:

* ONTAPLE¥ vCenter & imtdE M AintgiE 4,

* IEHREHEFIAPIEY B E X Privileges¥ K F§ FvCenter ServersZfl,
* BIEBEXABUEERR.

* ttiEHF=7EVSphere AR RE L ERAIRES

{EFHONTAP I E[A vCenter Server S5 A3 VASA 1Z1H12F

fEFHONTAP tools for VMware vSphere¥s VASA 121HF2F £ % vCenter Server 3=,
FEEETFHERENEIE. vWolsSZHUKRSONTAPR S LB VMware Live Site Recovery
1R EHIEE R A /I BT BEo

VASA 1R{HF2F1& B B /RFiZE vCenter Server B EMIATS.
B
1. &R ZF|vSphere Cliento
2. EEFEGER D TRV REES > NetApp ONTAP tools*s
3. FEFRIGE>VASA IRIHIZEFIRE”, ONTAPTAE R VASA IRIHIZFE AR A EM
4. FEEFEM R LUEMVASA Provider,


https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html
https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere-10/concepts/rbac-vcenter-use.html

S. BN VASA IRIHIEFHR MM EE. BRRRGEEsFTE. HFMNM T, BERKEIKEN 8 & 256 1
FRZI8,

6. R *SEM

7. RUEMARIFTIES, ONTAPTEXERE MM VASA IREZFHVRES. BFRFIRZS,
T—%175h
ISIFE /S FABIVASA Provider2 & 5! 1EvCenter ClientfJVASA Provider T ;
B

1. #3%| vCenter Server 2,

2. FARBEREESER,

3. EFREFEIRERER>IRE Y, WIIERTEEHYIHERBRVASA Provider,

EFHONTAP I E L% NFS VAAI &

NFS vStorage API for Array Integration (NFS VAAI) {43 VMware vSphere %E#%%I NFS
1Z6EFES, EAIERAONTAP tools for VMware vSphereZeZE VAAI #ifh, X5 1F NFS 726%
PEFIARE ESXi ENIEELEIZMERIE,
Fazai
* & "“EATF VMware VAAI f9 NetApp NFS it "L,
* FRIRERERESXiENMVvSphere 7.0U3RHEHMEFHERARALUK.14.1 9.14 1K E AR A,
* HEHINFSEURTEERE,
S
1. & FE|vSphere Client,
WERRIRAE 2 TR RES T >* NetApp ONTAP tools*s
1#%EHE*Settings*>*NFS VAAI Tools*,
MREBLER VAAI $EE_EZF] vCenter Server, 1B1E MBRRA FiEiE B, NRFEE, FIxF LR
NS FHIESRR " vib' X, FARIEE Upload i34 EEEIONTAP A,
EREESXiEN LR ERBERENFS VAARHRIESXiEN. AEEF Rk

o o A w N

vSphere Web Client (X 2R A LA LEEZIEHT ESXi W ERIUTEIREES S MisREHE,
7. REGEFEHEFHBESXiFEN.
EEEN ESXi M1/, ONTAP tools for VMware vSpheres B&itelIF B A NFS VAAI &,
T—F2MH4a?
24 NFS VAAI {4 HEF BT ESXi THGE, ECE VAAI BIAEEM NFS SHER, HBEEOBENNHE
UTEK:
* FBXHBIONTAPE A1F NFSv4 R,


https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab

* RAFPMARAR, HEMEERXETHAVFER NFSv4,
* TEHERBY NFS BR3528 LI E VAAI SZHHED,

BEER, BE2R "AVAAIRAEEH L E FFHAINFSS H R MINENE,

BEXER
" HEET NFS B9 VMware vStorage"
"BRRZANFSV4.0"

"ONTAPZ#ENFSv4.2"

BB ESXiTEHNIEE

ECE ESXi k5528 ZMIENEBNSER B TIPSR AMENTE . NRERZATH
,» ERLBHSERB I E D FMHERZ.

ACEESXifRZ 2 L REMBIISE
iIEAF VMware vSphere B ONTAP TREANEHIGERIEE NetApp FERSH ESXi ENZ R IREM
HBA EBIIRE,

XFUtES

L A2 AR E—LEaTE], AFEUATEMZEN RS H, EaUERRES ERPEEHE.

B

. fEVMware vSphere Web ClientlETITaES . wEF*EHFEFES

. fEVMware vSphere Web Clientdy RS X TTE L, i%EENetApp ONTAPHEHHAEES FEY*VMware tools*s
. BEERTVMware vSphereFJONTAP T G A A (15 E1R)PE ESXiENIEA 4+,

RN ARIOS B .

- N ARENENISE EOF, EEEERUEANtAppEFIRENEN, AREEFET—D

—_

a A W DN

()  EALEAESKEMLIEE LA,

(o)

- EIRETTEF. REFEERZE.
- ERBENRTR, REXLEEHEFE Complet's FaIUERIEESERTIRERHAE,

~

GEBESXiENE

fEFFONTAP tools for VMware vSpherefE ESXi A LIREEBINFEME, USEMREMEMNHIERRTE, TR
FENetApp it i& B X LE(E,

&EILATE ESXi EH EIRELATE:


https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels

HBA/CNAEFC2R IR &
RUTESEISERRINE:
* Disk.QFullSampleSize
* Disk.QFullThreshold
* Emulex FC HBA #8Bf
* QLogic FC HBA &Y
MPIOIZE
MPIO i & NINetAppFERIIAFRERIT. MPIO REXFRERIEHERE

MFEEREIFRRER S LUN BIREFHEHTIILN, EEEF (VMW_PSP_RR) BZiIEZREE (PSP) B9 E
FERBELURS MR, A IOPS EM 1000 IREN 1,

@ MPIO & B RNERATF NVMe. NVMe/FC 1 NVMe/TCP #i¥,

NFS &

28 RBIHERER. ..
Net.TcpipHeapSize 32.
Net.TcpipHeapMax 1024 MB
NFS.MaxVolumes 256
NFS41.MaxVolumes 256
NFS.MaxQueueDepth 128 E S
NFS.HeartbeatMaxFailures 10
NFS.HeartbeatFrequency 12
NFS.HeartbeatTimeout 5

ECEONTAPR - A MR

fEFHONTAP tools for VMware vSphereFIONTAP System Manager B9 ONTAP TEHH
JSON X hFfERImECE P A el iR,

Freazal

* EF https://<ONTAPtoolsIP>:8443/virtualization/user-privileges/users_roles.zip MONTAP tools for VMware
vSphere FEONTAPPrivilegesX . T & zip X4/, BEEZMAE N JSON X4, BCEASA r2 RERE
FAASA r2 %5 ER) JSON X4

@ ERI LIRS B4R | SR B IRE R AR (SVM) RaIRIBAF . SNREAREER user_roles.json
X, FHRRAFAEERENRER SVM 1R,

* LUEFHERRNEERRNRER,.



T
1. REVE T EM https://<ONTAPtoolsIP>:8443/virtualization/user-privileges/users_roles.zip X154
2. [FREHNEHEIEIPHIULARIONTAPR ST E IR,
3. EREEGANRERER. EEERF:
a. ERERHONTAPITAEAR, HEiE &8 > 88 > "APNAE T,
b. ZFZE SVM ONTAPTAEAFR, HEF FhE SVM>RE>" AR NAE TR,
C. fEAPTIZE Add*,
d. FEYRMARPIHEER. T B &

e. *JEEIFEFH L EONTAPPrivilegesJSON X1, XFIEASAr2 R4t, i%E4F users_roles.json XfF; X
FASATr2 &4, %% users_roles_ ASAr2.json X1

ONTAPI A& BMERS=RFE,
f. MTFHISE B %R S INEEN*VSC. VASA Provider 1 SRA*,
ONTAPTASRIEEERNF= RINEEB AR AT FE.

g- BAFRRRIA P 2 E,
h ERAFPTFENNR (RIL. SIETFME. BoiFtE. HREFME. NAS/SAN B6) , ARREERM*.

ONTAPTERMTHWAERNAR ., EUEEEEENAE THNR,

SVME S REFEK

fEF SVM P EiREC B SUETZMEZER, ONTAP tools for VMware vSpherefE #3E7Zi&ZE POST APl g ERIER
& 6%, ONTAPPHLE SVM R TERMETEI SVM RS L@, Tel@E5 281, EAONTAP REST
API 5% CLI 3% SVM MY EIFRENER S,

REST API.

PATCH "/api/svm/svms/f16£f0935-5281-11e8-b94d-005056b46485"
'{"aggregates": {"name": ["aggrl", "aggr2", "aggr3"]}}"

ONTAPHS<{THME:

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type-————>"——>""""""> —————————————7= ——————— —————————— ———————
—————————————— svm_test still5 vsim ucs630f aggrl

online 10.11GB vmdisk non-snaplock



FEIeIEONTAPAFFIAE
T JSON XHENEI FahbI2 A A,

1. FRERHNEREIEIPHILENONTAPRAEESES,
2. (FABIEPrivilegesE REIEE,

a. BECESBONTAPTREMAR, H%E &8 > 188 > AFPNAG,

b. ZFLELKEE SYM ONTAPTEMA®, 15i%E Z6E SVM > 188 > AFfAR.
3. A

a. fE*roles* &R FEFE*Add*,

b. I N*FAEZI AR FAES.

AN*REST API BR1Z*H M T HIF IR FIEEFE AR FR,

C. FIMFRBEFFENAPIHREES,
4. QIEMAR:
a. 7E*USERS*&R T ik *ADD*,
b. X RMAF*IHEER, EFRAEIER"
C. WNFAFE%
d. M_EERY*Create Roles*# B H I i RYIEIEERole*s

e. MANBERF AN BEEFMN S A0S %, ONTAPIFIHTTPRHLEMN BIER, HEB RIS
B Jy*Password*

L RERAESMMREF R .
FEERERCEEEAFFRIRERRYI®
ATFIHT KA JSON XHHIIFEE R /RS AFFIRIRENIR, MRERATAMTER, 5ER

JSON X, FAIERAONTAP tools for VMware vSphereFE Z MR EEONTAP L i#17A B #YiEEY
PR

e LUEFR API A8 ThAE

API RG] RF

/API/cluster % EHBILERM
IAPI/cluster-licensing /#FBI3E iz TR E YA E BT BT E
IAPI/cluster-node Qi FRELM

Japi/ R/ iz R IR

lapilREM/AE iz AR

IAP|/storage/Aggregates i %Z?Eﬁﬁ%ﬁéﬁﬂﬁ,ﬁﬂ BIVR &S =iEE
IAP/storage/cluster iz FRENERBEAR 5\ == (BN SR EhiE



/API/storage/disks L RENER & X BEROR AR
IAPI|/storage/QoS/H B IEEN/BIEMEER QoS # VM RIS EIE
/apl/SVM/SVM iz TEZAH R INEEBEBSIREY SVM B2 &,
IAPI/network/IP/#Z0] iz ANEEGR - REEIE LIF SEEE
£E/ISVM
IAPI|/storage/availability 43 X Rix SAZ &I, iEFTFONTAP 9.16.1
K EShRASFIASA r2 24
/api/cluster/metrocluster ik FKEXMetroCluster RS EC B 1F 45

I%\ o

FETFVMware vSphere ONTAP APIVEELSEE A F 6IZONTAPT A

(D PATCH 1&FFIEUEFHE LN BMERFELRIL. QE. BIFHERNR, RIOMNRAIEZSHT
ERIZABIE R,

BEBERU. I, BRMERKARIETONTAP API KA F Al LIBIEONTAP TR T{E.
BB EAFREPrivilegesBZRESCEAR BIBITUT®L!

security login rest-role create -role <role-name> -api
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name> -api

/api/protocols/san/igroups -access all

security login rest-role create -role <role-name> -—-api
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings —-access all

security login rest-role create -role <role-name> -api
/api/snapmirror/relationships -access all



security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
—access all

security login rest-role create -role <role-name>
/api/storage/namespaces —-access all

security login rest-role create -role <role-name>
/api/storage/qos/policies -access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>

/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api /api/storage/luns

-api

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name>
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
/api/cluster/licensing/licenses -access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

-api

-api /api/cluster

-api /api/cluster/jobs

-api

-api /api/cluster/nodes

-api /api/cluster/peers



—access readonly

security login rest-role create -role <role-name> -api /api/name-
services/name-mappings -access readonly

security login rest-role create -role <role-name> -api

/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api

/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -—-api
/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly



security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api

/api/cluster/metrocluster -access readonly

b, XFTFONTAP 9.16.0 R EES A, HEITU TS

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

31FASA ONTAP R2R 4 L 19.16. 1 M ESRAS. i TU TS

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

FEFVMware vSphere ONTAP APIFISVMSEERHF 6IZONTAPT A

BITUT a2 eI ZAERENIRE SVM SEERF !
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security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>



security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns
—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create -vserver <vserver-name>
security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

11
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—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs
-—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> —-api /api/cluster/peers
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/fc/logins -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-
name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/security/roles
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly -vserver <vserver-name>



security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/svm/peers
—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms
-access readonly -vserver <vserver-name>

Itoh. XFTFONTAP 9.16.0 R ES A, HZITUTHS

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

EHEALERETAPIRIZHAREIZETAPIVFAR . BT TH<

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>
Nl

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

BT T e SREBIK P H B REERE AR
security login unlock -user <user-name> -vserver <cluster-or-vserver-name>
BN

security login unlock -username testvpsraall -vserver Cl stil60-cluster

&R FVMware vSphere 10.1F P EHJONTAP TE A ZI10.3FF

JHFEAJSON B T EE8SEE B P AiEA T VMware vSphere 10.1FJONTAPTEAF. iExAFadmin
Privileges{EF LA FONTAPA L1THRE R < H L E110.3hR

Xt F = amIheE
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*+ VSC

* VSCAHIVASA Provider

* VSCHISRA

* VSC. VASA ProviderfISRA,

£ B+Privileges:

"

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve"-access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem show"-access
all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem host show"-
access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem map show"-
access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve sho-interface"-access
read

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem host add"-
access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem map add"-
access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve"-access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem delete"-
access all

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem host remove"-
access all

U

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem map remove"-
access all

I FERjsonX 4 BI7 T SVMSEER A A MiERFVMware vSphere 10.189ONTAPTEBF. EWEIRERA
FPrivilegesfEFIONTAP# R <17 R E i < 4% E10.3hR,

SVM Privileges:

U

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve"-access all -vserver
nve<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem show"-access
all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem host show"-
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem map show"-
access all -vserver nv<vserver-name>

14



security login Role create -Role <existing-role-name>-cmddirname "vserver nve sho-interface"-access read
-vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem host add"-
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem map add"-
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve"-access all -vserver
nve<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem delete"-
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem host remove"-
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem map remove"-
access all -vserver nv<vserver-name>

EEALUTHS, 158m< vserver nvme namespace show 1 vserver nvme subset show FINEIIE AT,

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

$¥iEAFVMware vSphere 10.3F P FJONTAP A A% EI10.4F F

MONTAP 9.16.1 FF#4, JEONTAP tools for VMware vSphereH4% %) 10.4 AP,

WMRIEAFVMware vSphere 10.3ONTAP T AR FWEEHCEIAF 2 FAJSONXHHIONTAP 9.16. 15 E &
AR BIZZRY. X EIER A PrivilegesfEFIONTAPER T 1TRE A < HKE10.4hR 7N,

S F = mIEe:
*« VSC
* VSCHIVASA Provider

* VSCHISRA
* VSC. VASA ProviderflSRA,

£ BfPrivileges:
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security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

BEERIRAMIZEIONTAPTA

F:'l_uﬁl—r?'a?ﬁ%i: Sl ARINEIONTAPT AR, &I EEM vCenter Server B &M & IREURTERE

BEAMAINFERERER, JBEONTAPTAREPFEAERED SVM &iF, XEFEEIH{GERTIEER vCenter
Server, ONTAPTI EJ% SVM B84%E] vCenter Server LUH#{TvWolsZ, VMFS $UEEMEEREIE, WF VMFS #iE
Z6EF0 SRA TER, EuILUEA SVM 1B, MITELBEMETHIERE,

TR LIfEFONTAP TR EEERIONTAPE R IR A2 BEEER. £RFMHEER LI TIERKIRS!
vWol EEEFTRNERAIR. EZHEPIRES, ERILUEDRAFN SVM P RERvWolsBiEFiE,

EONTAPZ SR /E FAMetroClustersz #558Y, 1FREEFM BATERE AN E N A e 2 BEMER WA,

FFHaz Al
RINIBEEaSEMNETTEZHABIR (SAN) FEE, ONTAPRZEMA SAN FEERIRFIEEF SVM B2 LIF,
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VMFS $iE#7ERE, MAHRERONTAPLE, &% "EIE SAN EaIzEH igroup" THREZER.

EEMANFEHIZTHRIEFELIE, ONTAPTAZR VMFS BUBEFMESBIFE igroup EXNERE igroups
A RE(EAFEARYFE igroup KEIBFRIEIEFME. EAONTAPTARESL REST API SRERHRE igroup.
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