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security login rest-role create -role <role-name>
/api/application/consistency-groups -access all

security login rest-role create -role <role-name>
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>
/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

-api

-api

-api

-api

-api

-api

-api



security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>

/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
—access all

security login rest-role create -role <role-name>

/api/storage/namespaces -access all

security login rest-role create -role <role-name>
/api/storage/qos/policies -access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name>

/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>
—access readonly

security login rest-role create -role <role-name>

/api/cluster/licensing/licenses -access readonly

-api

-api

-api

-api

/api/storage/luns

/api/cluster

/api/cluster/jobs



security login rest-role create -role <role-name> -api

—access readonly

security login rest-role create -role <role-name> -api

—access readonly

security login rest-role create

-role <role-name> -api

services/name-mappings -access readonly

security login rest-role create

-role <role-name> -api

/api/network/ethernet/ports -access readonly

security login rest-role create

-role <role-name> -api

/api/network/fc/interfaces -access readonly

security login rest-role create

-role <role-name> -api

/api/network/fc/logins —-access readonly

security login rest-role create

-role <role-name> -api

/api/network/fc/ports -access readonly

security login rest-role create

-role <role-name> -api

/api/network/ip/interfaces -access readonly

security login rest-role create

/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create

-role <role-name> -api

-role <role-name> -api

/api/protocols/nvme/interfaces -access readonly

security login rest-role create
/api/protocols/san/fcp/services

security login rest-role create

-role <role-name> -api
—access readonly

-role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly

security login rest-role create

-role <role-name> -api

/api/security/accounts -access readonly

security login rest-role create
—access readonly

security login rest-role create
/api/storage/aggregates -access

security login rest-role create

-role <role-name> -api

-role <role-name> -api
readonly

-role <role-name> -api

/api/cluster/nodes

/api/cluster/peers

/api/name-

/api/security/roles



/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role—-name> -apl /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms

—access readonly

IEgh. 3FFONTAP 9.16.0 X EShRAS. 1BEfTU TS :

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

FEFVMware vSphere ONTAP APIFISVMSEEIR A F 62 ONTAPT A
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security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api

/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api



/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs

-access readonly -vserver <vserver-name>

11
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security login rest-role create -role <role-name> -api /api/cluster/peers
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins —access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-

name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>



security login rest-role create -role <role-name> -api /api/svm/peers

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

—access readonly -vserver <vserver-name>

LESh. IFFONTAP 9.16.0 & EEhRAS. HETU TS

security login rest-role create -role <role-name> -api
/api/storage/storage-units —-access all -vserver <vserver-name>

BEALRETAPIRIZMNAGLIRZETAPIRIFAR. BETUTH<!

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

w5

security login create -user-or-group-name testvpsraall -application http
—-authentication-method password -role
OTV_ 10 VP SRA Discovery Create Modify Destroy -vserver Cl stiléO-cluster

ZREMRIKFHE. BEETUTHTUBERMNEERER IR
security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

i

security login unlock -username testvpsraall -vserver Cl stil60O-cluster

$%iEFFVMware vSphere 10.1 P AIONTAP ZEH%EI10.38F

WRIERFVMware vSphere 10.1890ONTAP T E B 2fFERjsonX 48 ZHNEESCEAF . AfERadminE R
EONTAPSS1TRE LIETU TS, UHALKEI0.3hR,
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+ VSC
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* VSC. VASA ProviderfISRA,
£ E¥Privileges:
security login Role create -Role <existing-role-name> nve -cmddirname

security login Role create -Role <existing-role-name> nve -cmddirname
all

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname
read

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname
access all

security login Role create -Role <existing-role-name> nve -cmddirname
access all

"

"vserver nve"-access all

"vserver nve subsystem show"-access

"vserver nve subsystem host show"-

"vserver nve subsystem map show"-

"vserver nve sho-interface"-access

"vserver nve subsystem host add"-

"vserver nve subsystem map add"-

"

"vserver nve"-access all

"vserver nve subsystem delete"-

"vserver nve subsystem host remove"-

"vserver nve subsystem map remove"-

WRIERAFVMware vSphere 10.1FIONTAP TR F 2 Ajson X 4 EIEINSVMSEE A, i5#EBadminfF

EONTAPEHLITRE LBEITU Tai<. UFALKEI10.3kR,
SVM Privileges:

security login Role create -Role <existing-role-name> nve -cmddirname
nve<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname
access all -vserver nv<vserver-name>

"vserver nve"-access all -vserver

"vserver nve subsystem show"-access

"vserver nve subsystem host show"-

"vserver nve subsystem map show"-

security login Role create -Role <existing-role-name>-cmddirname "vserver nve sho-interface"™access read

-vserver nv<vserver-name>

14



security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem host add"-
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem map add"-
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve"-access all -vserver
nve<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem delete"-
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem host remove"-
access all -vserver nv<vserver-name>

security login Role create -Role <existing-role-name> nve -cmddirname "vserver nve subsystem map remove"-
access all -vserver nv<vserver-name>

mIMEAERINEGES vserver nvexeds & = ialshow_F_vserver nvserver subsystem show_FIRMMIL T &<,

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify
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