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netapp-ontap-tools-for- Select a name and folder %
vmware-vsphere-10.5-

1740090540 - New Specify a unique name and target location
Virtual Machine from
Content Libra ry Virtual machine name: demooty

Select a location for the virtual machine.
1 Select a creation type
v @ vcf-vcOl.ontappmtme.openenglab.netapp.com

Pl (] Raleigh

2 Select a template

3 Select a name and folder

[ | Customize the operating system

[l tomize this virtual machine's hardware
CANCEL ‘ BACK ‘ NEXT

EFE—IHENZER, ARER T2 (Fik) EFZELL BT EEZREIMIL
BEERRFAEE, ARERT—F%

PSRRI, AR Next*,

ERECEMBERINREFNE, AEERE Next*s

NENRMEEFEITME, AEEET—F%

- £ BEXER 0%, HEXET

B



netapp-ontap-tools-for- Customize template X
vmware-vsphere-10.5- O s i e L1 W U U1 1y L S 101 O I Wi DN AT

tools
1773361740 - New o
Virtual Machine from
Content lerary ONTAP tools virtual IP address* ONTAP tools uses this IP address for internal communication
O
1 Select a name and folder
vCenter Server configuration for ONTAP tools 3 settings
2 Select a compute resource EepovEEE
vCenter Server hosthame* Enter the hostname of the target vCenter Server for ONTAP tools
3 Review details deployment.
O
4 License agreements
vCenter Server username Enter the user principal name of the vCenter Server account (for
. . &
5 Select storage (user@domain.com) example, username@vsphere.local).
backup@vsphere.local
| n r
6 Selectnetworks vCenter Server password* Enter the vCenter Server password to authenticate your login.

7 Customize template Password @ O

Password is required.

Confirm Password @

CANCEL BACK NEXT

*BE R TUE LR ER RN ERE A F Y.
FALERUTFE:

@ ° FHE: N ONTAP tools VM B, BHERBERNENZEI.
° ONTAP tools IP address. X Fifir] ONTAP tools WFEEIERE,
° IPv4 address: X FiZHWT shell #1 SSH 150 LU TS HIBRFNLEIF T & IP Hbik,

WNREFEHNEL vCenter [ DNS ZFF, iBEHFRXLLEZFRE DNS FIEHEEMT.
@ vCenter #1238 Z ONTAP tools i&#&HJ vCenter Server S=fFIRYE R,

YR EITIW vCenter ARSS2RFRFNHEPE ONTAP THE (IEEIEEE— vCenter LHIFHEES —PIM)
, WATLAFEE ONTAP TEM vCenter LIS RA R, ErILULIE—NERHB vCenter AR MAE,

HURFHEE OVF RIRFTERNIR. FHERIESI "ONTAP tools for VMware vSphere 10 FREL &I

&' PEIHR AT,

FFTFIEH ONTAP tools EIERY vCenter 3215, iEfafR vCenter BRIk BB EIEANIR,

c FNMBVABEFE (A-Z. a-z) « BF (0-9) MEFF () . BEEWL, BHEERIE IPve ik

ETEN
() Fszisaipve. @2 IPv6 Al IPv4 HI5EED VLAN SR EE.

> ONTAP tools IP it 5 ONTAP tools J@EHEEREO,
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° IPv4 B REEER IP AN, ATBEFET S EBHEIZE shell #1 SSH iA18], LUHITIRXF4R,
12. &8 vCenter Server 8.0.3 hikZsBY, 7£ BENXEEH EOF, B CPU Ui 1 WEHEIR S LRI

HAIf
4|
AEo
netapp-ontap-tools-for- Customize hardware %
vmware-vsphere-10.5-
1773361740 - NeW Configure the virtual machine hardware
Virtual Machine from Virtual Hardware VM Options Advanced Parameters

Content Library

ADD NEW DEVICE v

1 Select a name and folder v CPU* 9 v @
2 Select a compute resource
Cores per Socket 1
Sockets: 9
3 Review details
CPU Hot Plug Enable CPU Hot Add
4 License agreements
Reservation 10305 vV MHz
5 Select storage
Limit Unlimited v MHz
6 Select networks
Shares Normal o
7 Customize template
Hardware virtualization D Expose hardware assisted virtualization to the guest OS
8 Customize hardware
Performance Counters ([O) Enable virtualized CPU performance counters
Scheduling Affinity ®
~ [ g ISy P
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netapp-ontap-tools-for- Customize hardware y
VmWare-VSphere-1O,5- L Unmniey iz

1773361740 - New

Virtual Machine from Shares Normal 5

Content Library

Hardware virtualization D Expose hardware assisted virtualization to the guest OS
1 Select a name and folder . .

Performance Counters [O) Enable virtualized CPU performance counters
2 Select a compute resource i -

Scheduling Affinity ®
3 Review details 1/O MMU () Enabled
4 License agreements v Memory * 18 vV GB v
5 Select storage

Reservation 9 v  GB
6 Select networks C] Reserve all guest memory (All locked)

L .. v

7 Customize template Limit Unlimited ME

8 Customize hardware Shares %/ .

Memory Hot Plug Enable

> Hard disks * 5 total | 348 GB

CANCEL BACK NEXT

1. EEESETHEORRFMAES, EE TS
BIEEEESE, HEZERTE vSphere {E551=H,

14. IRKEF BB VM BRI, FETMESBRE VM.

1ER] LATEREHMALEY Web 12l & RERER R EHE

43R OVF ?E%':F'???’_ £5, WSHIM—PEE, R RIER, EREMFHESM, #TLHENEN
, AT OKo BEZXNMSKBREMARD, MR=ZXRZHEEBENAEE, WREIIZFEL, BITER
I EEIXR

=242

WREEER vCenter Server 7.0.3 ZBZ T ONTAP tools for VMware vSphere, i&E7ISFEGIRIBUT S Bie
Eo

1. EFRE| vCenter B i

7 ONTAP tools T3 IR,

. %3 Inventories THJ ONTAP tools for VMware vSphere FEi#l, FAfS1%#F Edit settings 7E17
£ CPU JEINT, 3% Enable CPU hot add £i%4E

T RFHEIE, SR RFERER R B A SR,
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HEBR ONTAP tools ZREEIR

yﬂ%ﬁﬂgﬂ%l\ﬂﬁ, 1ﬁ7é<E E IL:\*D%Elf‘ftEDJ L/L Iiﬁ*uﬁgljelﬂﬂﬁo }‘A ONTAP tools for
VMware vSphere 10.5 748, M Pod W& B EIRLIEE13ERE MongoDB. RabbitMQ
*D Vault E,JEIL:\j L/L&Fﬁﬁ Pod Eﬁ'{k/u\*ﬂ?ﬁk_o ;(&W‘/ﬁ\"IET_ELﬁ ONTAP tools HE EI:E
HYERE FIRMHRY, 1858 7 ol 2R FEHIREES o

WERBSXfF

& LAM ONTAP tools Manager AR R E I HATETIUE ONTAP tools for VMware vSphere BB EX 5.
BAZIFAREREREWERSTH, UEBRRE-,

@ M ONTAP tools Manager £ 5 B E B EFRE vCenter Server SSfIBNFRE HE. M vCenter EF
inF P R E 4K B EREREEER vCenter Server,

p

1. M Web %528 551 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAEREHAIEIR A ONTAP tools for VMware vSphere B2 R EIBE R
3. MiB4=H3%3F Log Bundles.

LR (ERTRE R R L7 BT Bl

4. %E1F*Generate* LI B E S
S. Eﬁ)\ E lu\?mgB@E/‘J$T_L ) %Eﬁt—'_?ﬁ*Generate*o

& tar.gz XHEHBHRIXL KA o

BB TS EBER vCenter BRI REERKBE

TB
1. & %3 vSphere B i,
2. £ vSphere Client ET19, %% #F > BEWYE > £
3. IR AEMPETEHERBEIRI T, £, ErIUERTHRD, THAIEZE—EME,

()  HmBTEHaREREE 3 Xl 72 /ALK BRI,

HEFIRA

7£ ONTAP tools for VMware vSphere 2. E#BoiflinE1E(E RE, BB IEIRNE. HiREAE
fii#g, HEAgimiuRnasln@EnE, F=IRrzEAPIEE TIER.

FrE 1z A EEICRTE /var/log Ei"FE’J ansible-perl-errors.log X/, UG EREFAR DD, tkBAEXH
BEEIRIBMEH Ansible £55
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@ KRIVRMBEIRABESE, MRERNAFERLERMERLGR, BRAZTRER.

TR T EIREMMENBI X H R,
FIR(Eg
00
01
02
03
04
05
06
07
08
09

BIRARRE = UMK THAR RS E TIEREIR:

HEEIRAE
049

050
053

054
055

059

060

fiZ 32 R

firstboot-network-config.pl, mode deploy
firstboot-network-config.pl, EI\ K
firstboot-inputs-validation.pl
firstboot-deploy-otv-ng.pl, ZFE, HA
firstboot-deploy-otv-ng.pl, ZBE, 3IE HA
firstboot-deploy-otv-ng.pl, reboot
firstboot-deploy-otv-ng.pl, #+£%&, HA
firstboot-deploy-otv-ng.pl, #%%, 3E HA
firstboot-otv-recovery.pl

post-deploy-upgrade.pl

TER IS

X FRILEFNIE, perl FIAEIER -

ROECE]

SSH ZIAERKRIK EMBHMEEI (VM)

ToERE RKE2

HETU TSRS HEHBohEREIM
., HEFIBZE: sudo rke2-
killall.sh (FTE 1) sudo rke2-
uninstall.sh (FFE BT o

1% E kubeconfig kI BMEE

ToEERE MR

KubeVip ZFE LK

BRERERE RN

WMRFEFME pod, BEFRF pod
HEEE, AREMBME VM
BHEHE.

HfRIEZPZHAERHAY Kubernetes
THIERI A IP H#ihEF] ONTAP
tools IP #iit/E FAEEIAY VLAN, #
BRZT NN P ik, wReTERFR
BRERIEH, BEHRB. BN,
EMIE,

E i) =10
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061

062

065
066

088

089

096
108
114

EEhEIRAE
067
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AR5 EERW

ONTAP tools AR5 EFE LY

Swagger T1E URL ARA]5]d]
WXIEPRISHAERE & B R

79 journald BC & HEH KK

EREASRREEXHFNFTE
EN

LEMNSEER RS
MFig TE B AR

'\gzonQODB EEPHRENERERK
Il

T1ER
Z4F rke2-server B8,

7E ntv-system @3 TEPHRITEA
B Kubernetes J&it, %0 get pods
. getrs. getsvc %, LUIRENEZ
FAEE, HEF Ivar/log/ansible-
perl-errors.log # /var/log/ansible-
run.log FIVERIREE, AREHEL
Zo

BEXEZFMESHNERINE, 5
£ Ivar/log/ansible-perl-errors.log
FREEIREE.

BHEE

AT T RIELUMR S /5T TR -
* B 121 shell,

* 3517 'sudo perl
/home/maint/scripts/post-
deploy-upgrade.pl
--postDeploy' A<

* JHHE /var/log/post-deploy-
upgrade.log FHIEE.

W ESHERIMIBIENREHE
PNMLIZE, EEI =TSR
Hith EHH BB EHEIM

EHBRMEEMUL.

MR IPE LM H B REIZEE 114
, JETERUTESE:

* BAIZHT shello

* BITLULTFE<: sudo perl
/home/maint/scripts/pos
t-deploy-upgrade.pl
-—internal cert update
collection

* FEEUTMIEREE:
/var/log/otvng/post-
deploy-upgrade.log
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101

102

103

088

089

To;EEE Maint/Console AR %
=

TEEEBHIFATHE (Console)
R Z B HR B RIBR RS S 4

A REEREM4ER AT G
AR &EE.

7J journald Fo& B &KW,

B EASRREEXHFNFTE
R

NESHEE R ENREHE
PR E, SR USRI
Hth WA BB EIREIM

BHEE VM,
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fidE ONTAP tools for VMware vSphere

¥ vCenter Server 3277 /M%] ONTAP tools

¥ vCenter Server 325775 10%] ONTAP tools for VMware vSphere, MUEEE. EIEMERP
vCenter Server MBI EINEIETZE. HINZ 1 vCenter Server LB, FEEHENX
CA IEB A BETE ONTAP tools F18 1 vCenter Server Z[a#H{TLLE S,

XTFIES
ONTAP tools 5 vCenter Server 5%, AJE3#ZM vSphere B IHHITECE. RIBASIBFRIPEEEES,

¥ vCenter Server SLIFRINZE] ONTAP tools & B Ehfitk LA T8k

* ONTAP tools ¥ vCenter & P imifth M Aimi2 i o

* HH{F APl BIEE X Privileges ¥R AT vCenter Server 325,
* BIEBEXABUEERR.

* }&EMHTE vSphere AR R E LERARES .

Faazal
* HtR vCenter fRSS2FIEHEEEE DNS # IP #uht R ENBEREREZARBIT (SAN) ¥ &, fl40:

X509v3 extensions:
X509v3 Subject Alternative Name:
DNS: vcenter.example.com, DNS: vcenter, IP Address: 192.168.0.50

MRIEPBAEIE SAN B, oiE SAN I EXRESIEHAY DNS ¢ IP #iitE, NI ONTAP tools I#ERJRES
HFIEBIUEEE IR TR K.

* SAN IFAE B HFHMMEE vCenter Server FIEMLEATIRAF (PNID), PNID 1 DNS & #Rz48E B AI7E DNS
HRARITo

s BIWERAETSREREZ (FQDN) 2B vCenter Server, HRIEFHHAI SAN €25 DNS
Name=machine_FQDN, LURISREREMEMEZH,

* BXFHAER, S VMware 34!
o "REIfRIR TS ERERZ vSphere IEHEXK"
° "B vCenter i+ EH SSL IEFBE MGERBMAENAZEZBVIER"
° "R FREEAB (SAN) FEAEE PNID, BRMEERGER"

@ WE FQDN A H, EaILUE PNID & IP #hhk, HI§ IP thitE47F SAN Bh, B2
» VMware R,

Eig
1. ¥T7F Web 58533 %) URL: https://<ONTAPtoolsIP>:8443/virtualization/ui/

38


https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-authentication/vsphere-security-certificates-authentication/certificate-requirements-for-different-solution-paths-authentication.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/316601/replace-vcenter-machine-ssl-certificate.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html
https://knowledge.broadcom.com/external/article/406282/error-subject-alternate-name-san-field-d.html

2. {FFAERZHAIEIR A ONTAP tools for VMware vSphere BIE R ZEIREE R,

3. % vCenters > “IN*LAE N vCenter ARSZ 85521, iBIRMEER vCenter IP HuttsFAZ. AR, Bi5
MisOFEAE R

4. EEFEIR, BnhFKEY vCenter ARSZBEBIEF (B s(FEh L%,
BT EEIERKS AR vCentersEFIRINZEI ONTAP tools, ERILIBIER S BEIERMKS HIY

() mEmmAEXAE. BX¥BER, BESEE vCenter Server RBAC 5 ONTAP tools for
VMware vSphere 10 & &ER"

7£ ONTAP tools #[a vCenter Server L5153} VASA Provider

fEF ONTAP tools for VMware vSphere [a] vCenter Server S255E A VASA Provider, X
FERILATE ONTAP &4t LB RETFERIRIEIE. vWols X#UMNS VMware Live Site
Recovery 1&&HI5E M

VASA Provider 1§ & R T%EE vCenter RS 28 A9 AR

B

1. ZR% vSphere ZF i,

2. TEiEHER ) TIEEREES L > NetApp ONTAP tools.

3. 1%$% Settings > VASA Provider settings. ONTAP tools ¥ VASA Provider ¥ AFRES ER AR
4. JEF M REER VASA Providero
5

- B\ VASA Provider R ERE. BRRZEEESFH. HFENTIZE, BBEAANT 8 T 256 NFRT
Zidl

6. I EM

7. BIEMFAITTERIFS, ONTAP tools 3§ 2/REFMHEY VASA Provider BUIRES. BFFFIARZS,
T—%
ISIFEE R VASA Provider & E7E vCenter i VASA Provider FHIH:
BB

1. #3%| vCenter Server £,

2. FRBEEREESER,

3. EFEFEIRME > ifB. WIABERYILEEREAM VASA Provider,

{5 ONTAP tools & %E NFS VAAI ifift

NFS vStorage API for Array Integration (NFS VAAI) {43 VMware vSphere %E#%%I NFS
171#P%5%), 1M ONTAP tools for VMware vSphere &3t VAAI #ifF, X#¥, NFS 764
FIMERT MR R LT EIRIE, MATEH ESXi FHAIE,

Fraz Al

39


../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html
../concepts/rbac-vcenter-use.html

* T# "EBT VMware VAAI B NetApp NFS " ik,
* WIRERY ESXi EHEHE vSphere 7.0 U3 (R THERMZA) 1 ONTAP 9.14.1 LESRZS,
* HEF NFS $URFMEE,
SB
1. &R 3| vSphere B i,
2. (EHRHERSD TEFRIEF L > NetApp ONTAP tools,
3. %% E* > NFS VAAI TR,
4. flﬁl%f@iE‘.ﬂ% VAAI f&ff 1% F] vCenter Server, IFE*IIEMNRAHIZFEk*, NREEKLE, HEF LE

o

WEFHIERE " vib X, RARIEE EEE X LEE] ONTAP tools,
6. 3%#% Install on ESXi host, EREZREE NFS VAAI FEER ESXi 4, FAEi%ER Install,

o

vSphere Web Z P i B o] IALREIHE R ESXi THl. ERIUERIENEST N MITREHE,
7. REGEFoHEFHBE ESXi .
BB ESXi £H1E, ONTAP tools for VMware vSphere & Bhi&iNIF B A NFS VAAI 1.
T—F2MH4?
L3 NFS VAAI IR H BB ESXi THGE, J VAAI BIAEHEE NFS SHER, HRERSEERINFERE
UTFEK:

* t8%8Y ONTAP % 221F NFSv4 JEH.
* root AP {59 root, FHBETEFRA junction R EFHER A IFER NFSv4,
* VAAI ZHFEIMTEAEX NFS fRSB88 LR E,

BXEFMEER, BESN A VAAI BIARHZHELE R NFS SH R SIHRENE,

BXES
"ZIFET NFS 89 VMware vStorage"

"B A NFSv4.0"

"ONTAP %t NFSv4.2 f9sz 5"

7£ ONTAP tools & ESXi FHIKE

FCE ESXi k55288 ZMIENEMNSER B TEIFSEETAMEMNTE . NRERZATH
, ERBIBETREIE D FHERZ,

FCE ESXi fkS52:Z R ZMEILE

ONTAP tools for VMware vSphere 10 EHIEEBERIES NetApp FERSR ESXi EHZRFIGEF HBA BHE
=

40


https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://mysupport.netapp.com/site/products/all/details/nfsplugin-vmware-vaai/downloads-tab
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://kb.netapp.com/on-prem/ontap/DM/VAAI/VAAI-KBs/Configure_the_correct_NFS_export_policies_for_VAAI_copy_offload
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/support-vmware-vstorage-over-nfs-concept.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/enable-disable-nfsv40-task.html
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv42-concept.html#nfs-v4-2-security-labels

KFIAES
2 e Re R E—EREYE], BEAIUATENREN RSN H. SR RENES ERPEEHE.

g
1. M VMware vSphere Web B imETIH, EFENVIMELE
2. 1£ VMware vSphere Web B IiGHYREA XA L, EHEHEH T1%EE NetApp ONTAP tools,
3. %l ONTAP tools for VMware vSphere @8R (1XFR4HR) #HY ESXi Host compliance o
4. %#*Apply Recommended Settings*§%#%,
5. B NAKENENISE EOP, EREFMUUSER NetApp #HFIRENEN, REERT—F%

()  &AILURH ESXi THUEE LFIME.

6. IFIRBRET, RIBEEEEREEE,
7. EEEERT, BEEHEE Finish* G0 U EETS RIS,
BB ESXi THE

&£ ONTAP tools for VMware vSphere 7£ ESXi 4l LI EBSFIEME, ULMREMRENHIERZ, TR
& NetApp Mt 1% B XLE(E,

BILATE ESXi M EIRE LA TFE:

HBA/CNA &fc28 i &
RUTSHIKENRIAME:

* Disk.QFullSampleSize
* Disk.QFullThreshold

* Emulex FC HBA 88
* QLogic FC HBA &Y
MPIO & &
MPIO I E 1 NetApp FERSIERRERTR. MPIO IEBEXABRRERFEHERT,

FWFSMHEIFEHERED LUN BUBFAEKHITIXEY, HEEEIR (VMW _PSP_RR) BRRIEFHE (PSP) B9
METENSE LIRS MRE. FEA IOPS EM 1000 88BN 10

@ MPIO 2B RZERT NVMe. NVMe/FC 1 NVMe/TCP #i%e

NFS g &
S BIEREA. ...
Net.TcpipHeapSize 32

41



Net.TcpipHeapMax 1024 MB

NFS.MaxVolumes 256
NFS41.MaxVolumes 256
NFS.MaxQueueDepth 128 ES
NFS.HeartbeatMaxFailures 10
NFS.HeartbeatFrequency 12
NFS.HeartbeatTimeout 5

79 ONTAP tools fdE ONTAP AR A BMNE

EALLER D A {ERERF VMware vSphere B ONTAP tools 1 ONTAP System Manager
NEMEEIHECE ONTAP AR AR, ErILUEARMEY JSON XHaEcAate, o
SZAFMAR, HAHIEEERK, NARENRERR,

Faz Al

* EF https://<ONTAPtoolsIP>:8443/virtualization/user-privileges/users_roles.zip M ONTAP tools for
VMware vSphere T#; ONTAP Privileges X1, T# zip X#f5, ESHEIF JSON X4, BCE ASAr2
RGBT, BERFET ASAr2 BY JSON X4,

@ Bl ATEEE B R 5 S B IR TE R AR (SVM) RAIBIERF . SRAEEMA user_roles.json XX {4
, RfRAF AEMENRE SVM 135,

* FREFEEIRNEEANRER.
Al
1. IREVE T EM https://<ONTAPtoolsIP>:8443/virtualization/user-privileges/users_roles.zip X4
2. {ERSEEMEREIE IP HilkihiR) ONTAP System Managers
3. FREERNRERIIEEH. BREAF:
a. EECELEF ONTAP tools AP, 1L 558 > 1RE > BFNAG® Bk
b. ZEfgE SVM ONTAP tools FiF, 15if%#¥ Storage SVM > Settings > Users and Roles &%,
C. "R TEEAI,
d. TR IHEER, EF I

e. *X5*LU%EIEFH LfZ ONTAP Privileges JSON Xff, XF3IE ASAr2 &4, i#F users_roles.json {4
; T ASAr2 45, iE$E users_roles_ASAr2.json X1,

ONTAP tools = B&H7E Product FEZ,

f. MThIFIRAIEZFEFRINEES VSC, VASA Provider and SRA,
ONTAP tools FRIEEEZFER ™~ mINEE B oA AR F.

9. BRNFIEEF 2N,

42



h. ERFAFEER Privileges (Discovery. Create Storage. Modify Storage. Destroy Storage
. NAS/SAN Role) , REEF*Add*

ONTAP tools MFAEIERF, ErUEERENAE TEE Privileges.

SVME ST EK

A SVM AP EIEA B #URETEERT, ONTAP tools for VMware vSphere 27E8ETZE POST AP| 35 ERIER
& LAIEE, ONTAP £FELE SVM BFERMETEI SVM NEES FoIEE, TRIRBE A1, EEH ONTAP
REST API 8 CLI ¥ SVM BEIRIFFERNER S,

REST API:

PATCH "/api/svm/svms/£16£0935-5281-11e8-b94d-005056b46485"
'{"aggregates": {"name": ["aggrl", "aggr2", "aggr3"]}}"'

ONTAP CLI:

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type———————==="==== —————————————= ——————— o ——————— ———————
—————————————— svm_test still5 vsim ucs630f aggrl
online 10.11GB vmdisk non-snaplock

FrhtlE ONTAP AFFIAE

7228 JSON XHRIBER T FohelZBARNAE.

1. {ERREEREEIETE IP Hulikifia] ONTAP System Managers
2. FREERNEERIIEE,

a. ZFCELEEF ONTAP tools A, IHIAF R > 188 > AFNAR.

b. ZEIEEEE SVM ONTAP tools fifs, 151k#R 77(E SVM > 18 & > AFRMALE,
3. Bl

a. EF A R TH AR

b. N AEZEMF AR FAEE.

701 REST API Path 7 M A5 R AEZRHRIAR,

C. RIFFEXEN APl HREEX,
4. QIEARF:
a. £ fF RT%EE AR
b. TR F*3HEER, 1%EE*System Manager*s

43



C. WNHPE%
d. MEReIRAe P EPEENETNPER FE"
e. M ABR T IHENRNN AREFNEMIIESE. ONTAPI # HTTP BRU4FHINAER, SRR

77 Password,
f QB IR NER*HRE R P,
FEERESBIEAEERAFMRNRENRYIR
LTImESIL T7&F JSON XHHIFERER 2B CES AP TRNRENIR. MREHEAMTENRN, EER
JSON X#H8IZZFF, [FJ ONTAP tools for VMware vSphere 7£ ONTAP _Ei#{TEZ B INE B RN ZIEZENAY
Ro

AT LAERS AP BRI ThAE :

API AR BT
/api/cluster b EHREA
/api/cluster/licensing/licenses =E5d XA E I R IERYF R &
/api/cluster/nodes [=FFd TFREBRM
/api/security/accounts L NIR AL
/api/security/roles =P Y E
lapi/storage/aggregates iz fﬁ?&ﬁ'—ﬁﬁ/%ﬁﬂﬁ,ﬁﬂ BN R S =EE
/api/storage/cluster [=Erd SRV B4R =S AR A R MR
/api/storage/disks [=F5 IRENER &R R EXRVRE AR
/api/storage/qos/policies AN/ BB QoS 1 VM REKE1E
/api/svm/svms =P AR INEE BRI FREY SVM BRE .
/api/network/ip/interfaces HiE AINFEESS - IRFIEE LIF SEERE
£B/SVM
/api/storage/availability-zones [=FF4 SAZ &I, iEFTF ONTAP 9.16.1
K EShRASF ASA r2 &4t
/api/cluster/metrocluster [=Pr FRBX MetroCluster IR SFIECE 14

A
S
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security login rest-role create -role <role-name>
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name>
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>

/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>

/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
-access all

security login rest-role create -role <role-name>

/api/storage/namespaces -access all

security login rest-role create -role <role-name>
/api/storage/gos/policies -access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>

/api/snapmirror/policies -access read create

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/storage/luns
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security login rest-role create -role <role-name> -api

/api/storage/file/clone -access

read create

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

/api/cluster/licensing/licenses

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

-role <role—-name>

-role <role—-name>

-role <role—-name>

—access readonly

-role <role—-name>

-role <role—-name>

-role <role—-name>

services/name-mappings -access readonly

security login rest-role create

-role <role—-name>

/api/network/ethernet/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/interfaces -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/logins -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/ip/interfaces -access readonly

security login rest-role create

-role <role—-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-



/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services -access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api

/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -—-api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers

—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/metrocluster -access readonly

Itoh, 3FF ONTAP hRZs 9.16.0 RESARA, HEITU TS
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security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

3+F ONTAP hRZx 9.16.1 REShRE LB ASA2 R4, BITUTHS:

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

79 VMware vSphere #1725 F ONTAP API B9 SVM SEEIFF#J ONTAP tools

BT e LISIZ B BFRENIRE SVM SEERIAF

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>
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security login rest-role create -role <role-name> -api /api/storage/luns
—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver-name>

49



security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-—

name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role—-name> -apli /api/svm/svms

-access readonly -vserver <vserver-name>

IEgh, XFF ONTAP hiRZs 9.16.0 RESARZA, HETU TS

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

BEAUAIRIENET AP WA GRIEFNET API AR, BEITUTH<:
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security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

w5

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

BT T ap < RARDINK A, H BB EEREAIR
security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

i

security login unlock -username testvpsraall -vserver Cl stil60-cluster

3% ONTAP tools for VMware vSphere 10.1 BFPF4%Z 10.3 BB

FFFEA JSON X6 T EESEEFAF A ONTAP tools for VMware vSphere 10.1 FIF, iEEREERAFE
12 RAMPRAYLLT ONTAP CLI 85 HL&E 10.3 AR,

S F = mIEe:
*« VSC
* VVSC #1 VASA Provider

* VSC # SRA
* VSC. VASA Provider 1 SRA,

SRR
security login role create -role <existing-role-name> -cmddirname "vserver nvme namespace show" -access all
security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem show" -access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme show-interface" -access read
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security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname

security login role create -role <existing-role-name> -cmddirname
-access all

security login role create -role <existing-role-name> -cmddirname
-access all

"vserver nvme subsystem host add" -access

"vserver nvme subsystem map add" -access

"vserver nvme namespace delete" -access

"vserver nvme subsystem delete" -access all

"vserver nvme subsystem host remove"”

"vserver nvme subsystem map remove"

FFEBFER json XHAIZER SVM SEEIAF#) ONTAP tools for VMware vSphere 10.1 FiF, EEHEEERE

AP YPRERY ONTAP CLI L HLRE 10.3 A4S,

SVM R :

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

"vserver nvme namespace show" -access all

"vserver nvme subsystem show" -access all

"vserver nvme subsystem host show"

"vserver nvme subsystem map show"

"vserver nvme show-interface" -access read

"vserver nvme subsystem host add" -access

"vserver nvme subsystem map add" -access

"vserver nvme namespace delete" -access

"vserver nvme subsystem delete" -access all

"vserver nvme subsystem host remove"”

"vserver nvme subsystem map remove"

EBEALTEHS, 5% vserver nvme namespace show ] vserver nvme subsystem show 7 iNE G £
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vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

¥6iEFF VMware vSphere #J ONTAP tools 10.3 FBF #H4&Z 10.4 FAF

M ONTAP 9.16.1 FFt&, I5iEATF VMware vSphere B9 ONTAP tools 10.3 AR H4&Z] 10.4 AP,

FHFfERA JSON X6 7 EESTEIAF H ONTAP irZ&A 9.16.1 S E ShRZHY ONTAP tools for VMware
vSphere 10.3 BB, BFEAEEEEGZAFEL ONTAP CLI s 2 H4KE 10.4 AR,

FF = mInee
« VSC
* VSC #1 VASA Provider

* VSC #1 SRA
* VSC. VASA Provider #1 SRA,

SREFANIR:

security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

B 1FEEiRAINE] ONTAP tools

3 ONTAP tools for VMware vSphere A& ESXi FNURIMEREZE SR, &eILim
HERI SVM. B MetroCluster 324, HIIEIEBULML2EE. o] LUER
ONTAP tools Manager 3 vSphere B FInEcBEFEEL, BITIEPRES, HEEBEENG
FohEM A E R

BEAMABINFMEGR, ETE ONTAP tools REAFEAER S SVM EiE, ASMFMHEEIR{IIFTIZE vCenter
Server A]F, ONTAP tools 3§ SVM B44%] vCenter Server, LU#{T vWols 8 VMFS $UEZESIE, T
VMFS $3E7FEH SRA TIER, EelLUER SVM EiE, MR 2FMETERE,

RARMERFEFEEN, 51 ONTAP tools Manager e ONTAP &E¥5HE, SRTFHEMHRELILTIFRES
iR%! vWol EEFIRRIEEER. EZHEFHIER, ERILFEDHZM SVM AR LIERE vols #HiEFHEX.
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ME, RgEamRe:

* YNRKBRETESR LUN, ONTAP RGRMIFRF igroup.

* HHRIBE IR 2 MIFRIEE LUN BRETEIEIEF igroup, XEEERUEATF ONTAP tools BEIEAY igroup, F
1EAF BE X IR igroup.

5l 4:
B E IR TR E

TERAZ: [MIER] DS1 (lun1): host2 (ign2)
R

» DS1lIgroup:

78



> host2lgroup — (ign2: lun1)
RFNF igroup B#IER, PRIES—PMEIBEFMEXERX igroup. F igroup A= 2 U MHIBR

5
EBEEXX igroup FEIEZMNUEEMEX

Workflow:
* [8U32] DS2 (lun2): host1 (ign1), host2 (ign2)
* [J%] DS3 (lun3): host1 (ign1), host3 (ign3)
SR
» Customlgroup1:
> host1lgroup — (ign1: lun2, lun3)

o host2Ilgroup — (ign2: lun2)
> host3lgroup — (ign3: lun3)

Customlgroup1 24 DS2 8IZE#, 5 DS3 EMF, F igroup EEZERM FEIESEH, & 1F igroup BR5TE
HFEX LUN,

SKhtEfl6:
fpR B E X AR igroup FHI—MUBTFEX,

T{E7%: [MIBR] DS2 (lun2): host1 (ign1), host2 (ign2)
R
» Customigroup1:
> host1lgroup — (ign1: lun3)
> host3lgroup — (ign3: lun3)
* BPfsE Customlgroup1 REH, HWAIGEMRPR.

* WNRKBREHE(R LUN, ONTAP RZEIEMIBR host2Igroups
* KB host1lgroup, EAEEMEIZEI DS3 #Y lun3, TIEEARSIUME, B AMIBREE X igroup.

SEhEf7
¥R vWols #iEFMEE (RINE)

Workflow:
¥ Ea:
[BFF] DS4 (lun4): host4 (ign4)
» DS4lIgroup: host4lgroup — (ign4: lun4)

VER:
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[BFF] DS4 (lun4, lun5): host4 (ign4)
* DS4lIgroup: host4lgroup — (ign4: lun4, lun5)
LERHE S —1HRY LUN, FHISEBRGTEIIABRYF igroup host4lgroup.

SErEf5I8:
We4E vols BiEFEE (MERE)

Workflow:
ZE AT
[U4E] DS4 (lund, lun5): host4 (ign4)
» DS4lgroup: host4lgroup — (ign4: lun4, lun5)
gERE
[We4E] DS4 (lun4): host4 (iqn4)
» DS4lIgroup: host4lgroup — (ign4: lun4)
FEEHY LUN (lun5) B MF igroup FECEMEY, REE/DBF—BRETEY LUN, igroup MIEREFENIRS.

SShE9:
M ONTAP tools 9 i¥# %! 10 (igroup #3E1L)

TR

ONTAP tools for VMware vSPhere 9.x iR &Rz 1553 & igroup. 7EF#E] 10.3 HE=ArAHAE], #70FF igroup
MBI R BREN,

EAEaE:

[[E#] DS6 (lun6, lun7): host6 (ign6), host7 (iqgn7) — Classiclgroup1 (ign6 & ign7 : lun6, lun7)
ONTAP tools 9.x Zi81FE1 igroup BZMNEEhEE, MAFBHEIHIT X —ENBRET.
TBfa:

[[E#] DS6 (lun6, lun7): host6 (ign6), host7 (ign7) — Classiclgroup1: otv_Classiclgroup1 (ign6é & iqn7 : lun6,
lun7)

5 HAIE):

* FEXRigroup (Classiclgroup1)o
* [R%A igroup {£FH otv_ BIZRE®E, FHALF igroup.

R T ERRIRE,
M ONTAP tools 10.5P2 745, Ti%5RY igroup TERBEAEHEHRMIER. ERERRRAT, EEHY igroup MR
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BRo IEERBUTILR:

* BiERH igroup TiAEHIEFMRXEEFR,
* BENX igroups (APENX) KZA=HMPER, HEMATUESER.

XTI
"% Figroups"

FHREE

S HERE&ITH| ONTAP tools for VMware vSphere B NFS $UEZEIARIANZ P imi R, S HEEETE ONTAP
RFAPOEMERE, IJ5 NFS HUREFEMESFERUSLELNEH. SMSHERBETINAR, XLEFNE
EARFIFRNERIG (IP ks FW) UKRFEONE (RiEHEE) .

7£ ONTAP tools for VMware vSphere 81l NFS #UEFMHEXE, ErLOEEMAENSHRE, WrILIeIEH
NS HEEE, AEKESHRENATFHIREEEX, BERAGENERHEAELRE,

7EHT ESXi 41 L3R NFS $3B7Z65EF, ONTAP tools for VMware vSphere &3 #1189 IP #utbRINE 5tk
BEEXBIA SHERER, X, HiEVITHELIEMNS L ERIEEN A RSIEEE,

LIZM ESXi ENMIBRELENE NFS $#3B7ZMEXES, ONTAP tools for VMware vSphere & M S H S A IBR =4
89 IP ik, R ZBEEHMENIEEFERZSHER, SEERRR. ZHEMER NFS #UREMEXE, INRZSHEK
BRI RIE M EIRETZEX EA, ONTAP tools for VMware vSphere 5 IB& 5iZ30BFMEX X BRI S H SRR,
MNRSHEEEWER, WEREEN IP L, RMEERENR. BFFHIEEFEEXEY, SHREIGBUESEEN IP
WHDEIAFHERER, LUE ONTAP ARG el LIEEERIARIEN T,

EARSEFEXPFEEFASLREN, DESLRBNSANIBITE. ESEASHRIEEN, AILUERN
BYEA IP SALFTINERES. MIFFENENHERAZE S HRBIIIEFMEXE, FaMiRxRE, EeRFAE, BF
ZMEREA 1P tudk, RAZRBESEMBREFEXEZ. FTENEEEASHERE, RAXAESERPME

R [a] &,

X E-
"Bl T R AR

ONTAP tools %A/ & IE igroup

NREEBTEIE ONTAP tools VM #1 ONTAP FE RS, 5S4 T #2 igroup BY1T, 455!
EERHIEFMEMIE ONTAP tools EIERVIFIRIEZTNE] ONTAP tools BIERVIFIRAY, ZSDIST
28 ONTAP tools for VMware vSphere d1{aI&RRFEIE igroup. ©AT T HEFEHANRZASH
HETERE igroup IRE Z BRVITAHERBIBEEE B

M ONTAP tools for VMware vSphere 10.4 744, ONTAP tools & B &hBlIiEF4EF ONTAP 1 vCenter 315, M

mE{ VMware 3B OIFBERREEEFEEIE, M ONTAP tools for VMware vSphere 10.5 P2 744, T
igroup FE B ANT = B ohflibR.

REITRIEE

* ONTAP tools B2 VMFS $UEZEEREREM igroup: SMNUEEFME L TX—1X igroup, 81N EH—
NF igroupo
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https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html

* LUN BREYRZFFF igroups
* BEXX igroup AJ ABEEIBTFEXER.
* TEEEEAM ONTAP tools 9.x 3 igroupo

Igroup =X

ONTAP tools for VMware vSphere TEfH_E T X4 IE igroup.

3E ONTAP tools EIERY igroup

ERFMEEIER, EOLI7E ONTAP A4 LRI FEWERELSLEWH igroup, TEIERT BIZETE ONTAP H8ER
H igroupe

[ native-igroup )

host_initiators_3

host_initiators_1

host_initiators_2

ONTAP tools ZEIERY igroup
ECIEREIRTZMERERT, ONTAP tools for VMware vSphere S7EfiELE# 87 igroup.

Bla0, FEEN 1. 2 # 3 LRIEFES datastore1, FHEEMN 3. 4 1 5 LOIEMEHFFHEIEEE
(datastore2) BY, ONTAP tools REFEH4K igroup LLHTTEMEE,
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( datastore1-parent-igroup J

Y

(husti-child-igroupj (hnstz-child-igmupj (husts-child-igmupj

host_initiators_1

host_initiators_2

host_initiators_3

[ datastore1-parent-igroup ] [ datastore2-parent-igroup j
.-’/’..
r_eusé
_./",
v - 2 v
i
(hosﬁ-child»igroup] [host%child-igroup] (hosts-child-igroupj (hosM«child-igroupj [hoslﬁ-child-igrnup]

mRITH

v v
host_initiators_1 host_initiators_3 host_initiators_5
host_initiators_2 host_initiators_4

BIREIEFEX HIE igroup FEXEB=HT, ONTAP tools ZRIEEAIARIERE igroup 514,

* %K igroup FRRIET otv_<vcguid> <host parent datacenterMoref> <datastore name>

* Figroup FEEIRIL: otv_<hostMoref> <vcguid>

ONTAP Z 4R ETE Parent Initiator Group FE&H ERRHF igroup ZIEIHIX R,

RIS ZHITTA

= R4 igroup 174 F igroup 174
EAAZRIA igroup IREBIIE GIEEIARY ONTAP tools  1RIBEEESIEFHRF
HEIRTFIEX EIEAIAL igroupo igroupo

LUN BRESFIA] 1%

LUN BRESEF igroup. %
$IRTFEE SR R1E vCenter
Server EFER,
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= R4 igroup 179
BEfEABEENX igroup BFF RERIBEERCIEEE
BIEEIEEEX XA igroupo

EHEFHEEDIERE EREHERIAENEE
SEEHENIMEEEX M ARER igroups
igroup

PBUETZMEXH igroup E = ONTAP tools TEEEIE

ONTAP # vCenter Fzsith FXXHEIEXR igroup HR

B, SAISH ONTAP BB 44 igroup &R,
tools &1

BENX igroup ERF API 174

¥ igroup 179 LUN BRESFNR] I

HENEEN, RERIM HEIEFMEX LUN BRETE

BRIENLRF igroups B ERIHCIENF

igroup. HIEFMHEXERTE

vCenter Server #1,

F igroup ARIBEENR FrEdEEFERX LUN @I X
BSHEEFERTY B BXRYF igroup BRET, #4E

FHEX ERTE vCenter
Server #1,

ONTAP tools £/ otv_  BaizsBRIFAE,
RIZRE e RIRIA igroup,  BIRGIEIBUEFHER

HREERTARREWFR  igroup TE & INEREIHAL

BYF igroupo 12,

£ ONTAP tools FAF SREF, ERILIERIZMIEEFMEE M THYIRERIMERIBENX KL igroup.

API ZHFEREINTTH. BRESUEFEXEEIZPERIER igroup, 1HTE AP IERB A E R igroup

UUID,

@ DEEEEFRABENX igroup. M ONTAP tools 9.x IEF5H] igroup FEEEE A, FHEM ONTAP

tools 10.5 P2 a8, EAFBEAR =B,

ANEIFTE RV IR E

O
VS

RIS EIETE ONTAP 248 VMware IFEF 612 igroup FIEIETEMEX , N ONTAP tools R BIBXLEXT

R, XS WIFM igroup &1,

Created natively and
not managed by
ONTAP tools

Created natively and
not managed by
ONTAP tools

( custom_igroup1 )4

host_initiators 1

host_initiators_2

EHIEFMEXRIZE, ONTAP tools IRBIFH EMBHREFAEXIRGTRY igroup , AREREREFRTEN.

igroup TEFUBTZEERT, A igroup fEH “otv_Hi
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A2
éFX
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ONTAP tools :
managed (GUStﬂm_lgl'ﬂUp1 ] “—

managed

ONTAP tools | . '
':::ﬁ"ﬁ “E{; ~ otv_custom_igroup1 | datastore1

host_initiators_3

l ONTAP tools

host_initiators_1

host_initiators_2

ONTAP tools for VMware vSphere A0 IS EIEE ONTAP R4 63 B RMET 2 FIE1Z BT 5E1EE] ONTAP
tools BY igroup. TEAINITFEH, ONTAP tools {XEEIRIRGTE| B & I EIEZMEBIARLE igroup; EAM igroup HAR#E
"séiio

SEFAAIMAZAH igroups

ONTAP tools EIEZILRIZAAH igroup /=, % igroup 7EF T RIZHIEEFER B E X Beh2sH R M FRIFIRF A
Ho

WEURTFAEX LUN BRETEIFISE LRV F igroup, B30 otv NativeIgrouple
ONTAP tools for VMware vSphere A= MEEFATEREH ONTAP tools EIRTN R EHZZIEIBEER ONTAP &
IR igroupo

T fi# ONTAP tools Manager FBFP R E

ONTAP tools for VMware vSphere 2§ %P, ZFEIEZ 1 vCenter Server S,

ONTAP tools Manager @— " &7F Web B9Z=HIE, AT EIE ONTAP tools for VMware vSphere. vCenter
Server L. FEEHIISERE (WEATAM (HA) TR E) -

ONTAP tools Manager AJ#2 LU TR INRE:

s BIFEEYR - EEMTIEE ONTAP tools for VMware vSphere & FHIZR,
- BEEMERR - AIFEIE ONTAP ZiE&EE, HIBe(12BMEtE] vCenter Server 321,
* &1E vCenter Server {7l - 7£ ONTAP tools FFRINFIEIE vCenter Server 24,

o IR - MSIEFNIEIR M ONTAP tools HEfE SR EA] ONTAP tools Manager REIRBEINFZE, ErILIR
BEIEERIRfEL. AENEANANREEFIFAEE, SERENFES. RERKRSUEEREIRIFH
8. WFEEFESHEL, BEFZITUEEERMRS. XFFEL, BEERELITHRES A
58,
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s FHASREE - IERT XL ONTAP tools for VMware vSphere 1T FEHER.
* BIEEE - FRBEX CAIERBIREERIER, HEITTHRF VASA Provider 1 ONTAP tools BJIEH,
« EEZ - F{ VASA Provider #1 SRA BZHL,
* EIIREILE - BELE ONTAP tools 1%, SIEERA HAMT BHaA/.
Z1}18) ONTAP tools Manager, EMNIS2REEH

https://<ONTAPtoolsIP>:8443/virtualization/ui/, FHEAZFZHAEIEHEEY ONTAP tools for
VMware vSphere B R EREE R,

“ ONTAP tools Manager

«

Overview

| {7 Overview

0 Alerts

Er e —— Appliance Alerts Last 24 hours
B vCenters
= Size Small
= dels Q HA® Enabled
0g bundles o alerts
[E] Log bundl No als
Healthy VASA Provider ® Enabled
[ER Certificates
SRAQ®D Enabled
{6 Settings
VIEW DETAILS VIEW ALL ALERTS (0)
vCenters Storage backends
N
No storage backends added
Healthy
VIEW ALL VCENTERS (1) VIEW ALL STORAGE BACKENDS (0)
ONTAP tools nodes
vee-lab3-vm41 vee-lab3-vm184 vee-lab3-vm187
E @ Healthy E @ Healthy E @ Healthy
5 Deploy_OVA_b29c029_998 & Deploy_OVA_b29c029_9982 5 Deploy_OVA_b29c029_9983
VIEW DETAILS VIEW DETAILS VIEW DETAILS

31 35 BH

K& 1% & EE T ONTAP tools I§EHEIRRE. ECEIF
SELUNEERRSIRES. BEEREEZER, BHiEE
View details §#1%, MRBHKEFIKE, ZFREERE
VREFFRER, BEIERTH.

ZiR+ 4R R BRIRE RIS 2AY ONTAP tools 4R, H1HE HA
TRRER, LB B R ITIERERERIFAE
IR, 1ZHEEIG R PmA EIR A i Z R DU,

vCenters & 3% vCenters =R ONTAP tools BIEHFTIE

vCenter Server SLHIBNETTIRM. &R LUE &R AEL
MFEEEESE vCenter ¥R, ZHEEESME
BEEXMELFINE ZEEMTTHE,
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2l WiER

FiERRFT FHEiEi £ 277 ONTAP tools FEZEHIFRE ONTAP
FEEEMNBITIORMERRTS, Er OB ERAEN
NEZREESNMEHERIFAEE, ZEEHEESME

BEMMEREEZE S NITH.

ONTAP tools Ti &8 ONTAP tools TR FERNEEFHIET =, SFETa

BIR. BB REHMEZER. EF EFFH
SR UBEERETRNESZFMEE. [NOTE] £3F

HABCER, XETENMTR. E HARER, BEX=

A
| T—‘ﬁﬁno

EI2 ONTAP tools Manager & &

/w45 ONTAP tools AutoSupport & &

B/X 7 VMware vSphere B2 & ONTAP tools for VMware vSphere BY, ERIAERT
AutoSupport & FBARS. ESTERRAE 24 /NIEBAZIFLEER.

% F3 AutoSupport

£ AutoSupport [&, ERABIRE T FHFN .

@ EVREF AutoSupport BRVIRE, EAXABNFINREENA AR, BENEEEA AutoSupport,
RSO SBEERMPENEFRER, EFBINERIERS.

p

1. M Web %528 551 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAEREHAIEIR A ONTAP tools for VMware vSphere BI2 R EIEE R,
3. EENRE > BN > *RIEHIE,

4. BY3H%$E AutoSupport EHRHRZE K.

BT AutoSupport {32 URL
EE#7 AutoSupport 1{I2 URL, LUE AutoSupport ThaEEIS UIRARSS 2B EUE, MMEIM L 2EFH.

p

1. M Web 3552825 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAZPZHAIENHR AT ONTAP tools for VMware vSphere BIER EIEE T,
3. M= HRIEIEG B,

4. EFIGE > BN > *RIEHIET,

5. MANERH I URLFHREFEE K.
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YNSREA AutoSupport, MIESEAAIE URL.

¥ NTP fRZ 287~ 11Z] ONTAP tools
BN NTP RSZ281FHEE, LUEZD ONTAP tools 1&&BIBTEH,

TR

1. M Web 33552825 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAZRZHAIEIHR AT ONTAP tools for VMware vSphere BIER EIRE R,
3. FEFEE* > NTP RS 28 > *RiE* £,
4. MNESHIRSTERER R (FQDN). IPv4 3% IPv6 ik,

R R R UEEENNE,

7 ONTAP tools FIEE VASA Provider 1 SRA £iE

INRIESIET VASA Provider 3¢ SRA £, mILIEA ONTAP tools Manager S EIRFE1]
EENHZE, HFEHNEKEXNNT 8 Bl 256 MNERFZIE,
HIE

1. M Web %3288 /E5h ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAZPZEHAIEHR LAY ONTAP tools for VMware vSphere BIR R EIRE F,
3. JE#E*EE* > VASA Provider / SRA £ > *E BT ATL,

4. BNFHIAFR D,

5 EF MR N AT R,

458 ONTAP tools IR E

M ONTAP tools for VMware vSphere 10.5 78, BRRINBER T2BRA&KDINEE, FHE 10
DHEE—RED. B UZBEDIRERHIIINE,

BNELAEDR, RATSEELE ONTAP tools {FFIMEN RPO, ZAEMALNIRMENEH X, EBRILUES
PREERN 10 E| 60 25z aiIE,
PIE

1. M Web %528 25 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAZREEAIEHR LAY ONTAP tools for VMware vSphere BIR R EIRE F,
3. IEFENRE > B > RENET
4. FEREEOS, EUZREEMNIRERDIIE,

88



J=F ONTAP tools RS

fERT LAEEF ONTAP tools Manager B EIERZ S, LABH VASA Provider. § A vVols
Ao & LUK fEEF ONTAP tools Manager #1T AR E (SRA) FARSS.

p

1. M Web 35528 =5 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAZREHAIEIHR LAY ONTAP tools for VMware vSphere BIR R EIRE F,

3. (EBLRER D PIEFRIEIREFIRE

4. 11 ARS &5y, ERILURIEEE R A VASA Provider. vWols BRES NS (SRA) FaliERS
BRBHERSE, 78132 VASA Provider 1 SRA EiE, XLEHER T1E vCenter fRSS 28 LoEMsiEH

VASA Provider #1 SRA 53, P& REEEEFE. HFM T, ZEKENNTT 8 B 256 M+
&]o

() 7emEEEARS 28T, HHRE ONTAP tools BI2H) vCenter Server BRI LARLS,

*AIFS AN vWols BeE*ETXNTEE A VASA Provider BREBTE R, RIS 174§ vVols #3EM ONTAP tools
9.xx ¥ %% ONTAP tools 10.5,

B ONTAP tools I &IEE

&£/ ONTAP tools Manager # & ONTAP tools for VMware vSphere EC&, 742 EMNT
R EHEASEEM (HA). EFRIABERT, ONTAP tools for VMware vSphere & & &8E
NETR. FHARE

FHAZ &

* RGN OVA RIS TR 1 EB1EE OVARRA, Tim 1 &A1& ONTAP tools for VMware vSphere
OVA FIZRIATI o

* HIRE B ACPURRIMAMNTEAER.

. %vCenter Ars3ERH, BAEMERRS (DRS) BalkRFIiRENED Bk, BE HAE, KEERNEEH
&flo

* HAIRBEFW TR ENRN NS,

p

1. M Web %528 25 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {ERAZNEHAEIREA ONTAP tools for VMware vSphere BIBREEE R,
3. IEHLRER S PIERRIBIREIRE
4. 7T Configuration 243, ¥ AT mANHBHE HABE, /A vCenter Server EIEHITEN,

£ HAEBCER, AIUESRRREFEFAGER. RHUESREENED.
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@ 7£ ONTAP tools for VMware vSphere 1, RAFEMNT SRR, REEBINTI EAD. 7E3E
HARER, (NZFPERE, 7 HAKRED, SIFHRENARES,

S. fEM HAIIIRSHIE A HABCE. 72 HAIRE TIE L, BHR:

° AAERBT ONTAP tools Tis VM iB1THIE— vCenter Server, vCenter Server SRR THRIEM T
OVA fRIRLUIH#ITIR & E Ko

* ¥E4 ONTAP tools VBN K EEERBEE ESXi T4 E, MW B ERR AR,
() BRHARER, BEEMEEE HA £ SRE,

6. 1f Edit Appliance Settings & [fY HA settings 2853, ERILUGATI R 2 #1 3 BIF4HES. ONTAP tools
for VMware vSphere 7 HA IS B ZF=1T 5,

ONTAP tools fEFB ¥ 1 MG #ARE STUERASMMNAT, LUGSH IR, EaILlE
() #IRSHBE—RZABEWARIE. QBT ONTAP tools BIET & LA IPV6 HIALEY,
7 BN ELP 15 A 1Pv6 HEE#ARE .

HRIRE ESXi EHNEE—4 ONTAP tools VM, SR EI T— NSO, ZHSWIERN.
7. EEWHE SRS B R B,

T—FEA?
R TNE R ERBRVRTS. SR LAER R ID MEIALERERRE IR & IRE LIRS,

9NR HA BRBXRWEFHT RSN HE", BESHEREA HA ZEIHIER vCenter FBYHT VMo

AEMER LR Alerts iEIR%IH T ONTAP tools for VMware vSphere FYZ4R,

¥ VMware vSphere FA1711%Z] ONTAP tools

B FAY VMware vSphere EH17I1%E] ONTAP tools for VMware vSphere, LUEIEF{RIFE
M EBEIREF6E.,

p

1. RBUTUE LN TERZE EHARIE VMware vSphere ££8%:  "tNEMERRIEN | T TERE ESX 4
FRINZE) vSphere &8¢

2. 7MNENS, FITE ONTAP tools £, AGTEMKEIRPIESE Discover, FRFERMIETM. HE, &
AT AFRIT IR EN A TE R

&
HrENILTER ONTAP tools for VMware vSphere KIMFIEIR, &0] LIk EIRH TN EREIREEX,

X E
* "EEE vWols HEFEE" R EN L.

* "$EH NFS A1 VMFS #UEFHEX" T EN Lo
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&I LUER ONTAP tools Manager fliB&< /5 ONTAP 2%,

1. M Web %528 25 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAZREEAIEIHR LAY ONTAP tools for VMware vSphere BIR R EIRE F.
3. MMMint=Hri%$E Storage Backends,

4. EERERIBRIFMEELS

o. EEFEHRIES R FHi%E Remove,

FiEeImEYE T AL E

FhERRTIEY | LA FERR. S UTERINEERRE ERITRIFME. EOAIREREIE, BREESEET
MEDF SVM E#iT,

ERREBNFERUERAMEE, WTRES, BERIRFETIIIRKLIEME. EoEilirEFiEEim.
WEIHEHRT UTFAER:

© FEFHAIRES

* RERER

* BXREMINERESR

EBFAER, GINERRSHEIEBE.

* MEER, WRMKHY IP KO, WFF SVM, ERSRFMEHER,

s FERIREAFFESIL Priviegeso XTFF SVM, EEEXREFMEEIHER. ONTAP tools (RIEE T EEHIF
fi#f5in L8R Privieges, WR¥ SVM HFIMAEFE#EER, WAREER Privieges 58,

* Y SVM HEEFHNDBEMISE N "true"BY, ASA 2 RAKHRNEENEFEEREIRTR,

y )52‘3: ASAT2 SVM &%, RETRABE portlet, X% SVM SiEEM D ERBHIRE N "true"ly, 7 EER=]

* XF ASAr2 SVM £4;, EXREFEEHDETRFHIEE,
" O" AR HE X ZEONFAE R,
"AHEEIN-RIRHEXBEYIRNIFHAEE

7£ ONTAP tools FEIE vCenter Server 3=
vCenter Server LFIRRPEET S, AFEIEHIEN. EIMVMEFERR.

KFi#EEiR5S vCenter Server SLlfRFRKEX

vCenter fRS5285|RTTH B T RXENEFHEEIREE. 81 vCenter BRSZ 25 L FIET I LUE R S 178 /R iR KEX T REFR
KEXo

TR
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1. M Web 3352825 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

fEFAEREHAEIRHEAY ONTAP tools for VMware vSphere BIE R EREF,
MIMBA=hIEIRFREERY vCenter Server 3241,
ER B S8 GIm XL ARPRXELAY vCenter Server EINHEBH RIS,

¥R *Dissociate storage backend*s

a > W DN

&% vCenter AR5 255215
BB LU T BEEX vCenter Server S,

1. M Web %3 288/E5h ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/
fEFAZPEHAIBIRAY ONTAP tools for VMware vSphere BIER EIRE F,
M= FiE$RE BB vCenter Server 32
EFRBIER vCenter Server EINMEERRIRS, AEEE 1824
E+&24 vCenter* O, WANBAF A, ZEMEOFHAEE
EEERFHIEE Modify*s

o o & W DN

fiB% vCenter Server 32
TEMIFR vCenter Server Z &1, &% MFHIIRFIETE G

1. M Web %328 /E5h ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAZRZHAIEHR LAY ONTAP tools for VMware vSphere BIRR EIRE F,
3. M= AhiEiRiE R vCenter Server 245
4. FEREMIBRAY vCenter Server EHMEFEIRS, A% Remove,

(D 0k vCenter Server I, MARFETELFEN

7 ONTAP tools HfiliB& vCenter Server LIRS, 1§ B ITLATIRIE:
* {EERAEM
* RGN RFIIEH B e EMIER.

£537 vCenter Server if$H

% vCenter iEPEME T HAsk 212 HAEY, ONTAP tools 2iB1{&, 4E1T vCenter ik P /G, BFERUTTBEEIE
F 1% ONTAP tools:

1. Z 53 ONTAP tools ITFZiZ K shello
2. MiZWf shell FREXEEITHY vCenter JEH:
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echo | openssl s client connect <vcenter>:443 2>&1 | sed -n '/-BEGIN
CERTIFICATE/, /END CERTIFICATE/p'

3. MRIEHRFE Base 64 ASCII 183X, HEIEFARTTMLERTT, Fla0:

—-——{}BEGIN CERTIFICATE{}---
MIIFUzCCA7ugAwIBAgIJANOgLapcl50SMAOGCSgGSIb3DOEBCWUAMIGIMOWWCGYD
VQQODDAN2Y zExFDASBgoJkiadk/IsZAEZFgRkZW1VvMRUWEWYKCZImiZPyLGQBGRYF
bG93YWwxCzAJIBgNVBAYTAIVTMRMwWEQYDVQOQIDAPDYWxpZm9ybml hMRwwGgYDVQQOK
DBN2YzEuZGVtby5uZXRhcHAUY2 9tMOwwCgYDVQQLDANMTO0QwHhcNMjQwNDA1IMTgw
NTE4WhcNMj YwNDAIMTgwNTE4W)BzMRwwGgYDVQQDDBN2YzEuZGVtby5uZXRhcHAuU
Y29tMQOswCQYDVQQGEWJVUzZETMBEGALIUECAWKQ2FsaWZvcembpYTESMBAGA1UEBwwJ
UGFsbyBBbHRVMQ8wDQYDVQQKDAZOZXRBcHAXDDAKBgNVBASMAOxPRDCCAaIwDQYJ
KoZIhvcNAQEBBQADggGPADCCAYoCggGBALUBOCWMtA2gvIC/OTw/ 7xucvPVuM+b8 7y 7F8g5J
1rpM3JY90ZChMgHO3AV/88rbErfQ/gUlbrJ3u9Gks4e20Z7F£312ZKhWRuUJD1IN27Z
0tc/gp90N9GxaVvELovg/pdjaZ8xiXCxa6bpiicrIJd9WngMH1gmxP2PIBDxXxMDBWBG
gwsfs5H7VGIMIYks61ViNsGcloOEWEAFOMfoB3Jt sWpPWg6+jBual0Jm7/aFCU+Ht
mykrOgaV7muegoiBQuDmad4EkATI31D7Z21UgJQawl57NTk4RW3TFcbtViBHIkM54Hr
iVvm0cl+2BZNi/QTMh/MkWV2dYXJI3NuNlggfzFY+bUfkzkR4SneMkOHX3JoNNYDJV
siO7bL+k/Pxgl27NVIhuCoVJAlcI7ak=

—-——{}END CERTIFICATE{}---

4. EFMEHBHESEARE LS pem T BRI AEX .

5. M Web %528 /25h ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

6. {EAEFZHAEIRMHAY ONTAP tools for VMware vSphere BIE R EIEE R,
7. MBI HREFRE AR vCenter Server 3241

99



8. EEFEIEIIM vCenter Server ZMNEEEIRS, AGFIEE Bk
9. 7£4&2X vCenter* B, WANAF &, BBMNHOFHES.
10. _EAEERFEE Modify*,

BXES
"ECEImiZ I RiAIR"

‘=EIE ONTAP tools jF#

ZRZHABIZRIA D ONTAP tools #1 VASA Provider £ BZEZiEH, EoJLUEH ONTAP
tools Manager REELITILIE R EBEIRABENX CAIER, £% vCenter ZEH, F
ERBEENX CAIIEH,

Froa 2 B

EFFaT B, ERZEE TS :

* BRETRIEZIN IP HutEAYI R,
* RRINAH B MIT nslookup, FHIAERRMTAIEREY IP ik,
* {FAEZ T ONTAP tools IP it ZRHIIE T,

@ ONTAP tools IP #itiE W BRESEIST 2 PREE R (FQDN), IERN B EEEAENEAEENARZMEH
BRETE] ONTAP tools IP #hsiERYAEE] FQDN,

(D BEEACAERIEBEIESEEIES,
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F+4% ONTAP tools iF#H

ONTAP tools EIM-EERIEPRE (BER/ICALR) MBBFFMER, E2EHE, RINBERTEE
BEZERIEP, ErIUSITIERIIEIERFHLE CA,

TIE

1. M Web %528 25 ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {EFAEPEHAIEIR LAY ONTAP tools for VMware vSphere BI2 G EIEE o
3. FEEHIEF* > ONTAP tools > *£IT*UEITIER,

NRIEPEITEASEDEEIR, ERIUSITIER, SUEHEEN CAERE, SUTRTAA, AHEEN
B, RIERSIBIER. FA3A. R CAMPEIERIFAER.

(D =EsTiEsze, RHERLTEERS, HEEHEE ONTAP tools Manager S,
4. BEBERIEPAHLENBEN CAIEP, i5i%EIF Certificates > ONTAP tools > Upgrade to CA ik
o
o FERIMEON, LERSHED, RSBEBILI. 1R CAIEBAPEESX I
b. AR ELEFUGEBH M IP §) FQDN, HFARIES.

()  wABsRZE, RARRTFEERES, GHEEH ONTAP tools Manager .

F+4% VASA Provider iE+

ONTAP tools for VMware vSphere Z$E 7 &R T VASA Provider B EZIEH, X, 3T vWols #iEF
i, REEBEE— vCenter Server 25, HIEEIEZ 1 vCenter Server L H A EEXLELFI EEB
vVols IHEERY, EERBEEZIIPEXRNBEENX CAIEH,

S

1. M Web 33 %528/25h ONTAP tools Manager:
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. {FFAZPZHAIEIR AT ONTAP tools for VMware vSphere BIER EIRE T,
3. 1%&#% Certificates > VASA Provider I ONTAP tools > Renew L4 TiEH,
4. %$% Certificates > VASA Provider 5 ONTAP tools > Upgrade to CA B EZERIEPHEKENEENX
CAiE$,
a. EREEOR, LERSIMED. IRS[ILHBIAEA. 1R CAIEBFPERER X4,
b. N AHELERKILIERAI 1 EII%28 IP B9 FQDN, HALRIES.

()  wAssmzE, RAOBRRTFEERES, THEH ONTAP tools Manager R,
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75515] ONTAP tools for VMware vSphere #4iF15%| &

T #iZ ONTAP tools EiFizdlE

ONTAP tools for VMware vSphere BY4E3R1EHI S EEEES EIEN BIEF. RAFMNLZIL
o UL EMEERMAEIPEID. EMZFHRYE. ICERELRA. BIE TLS iIgEU&
B BiTiZiZ i,

ZBZE ONTAP tools for VMware vSphere [5, SIRTT:AIFN4IFIEHIE, BM vCenter Server 2 VMware
tools, f#F "maint AR ZFEBHAENSENZREIEER. FH nano TP root B RITHI S PREX M

() eEEEERTRsEE . dag AR EER,

1ENIZEA B ERER ONTAP tools for VMware vSphere B EIN-ERiFRI4IFITHI G, HEER u BY,
HIPIEHI B B 5.

= JET
N REFECE 1. BTRRSBREHE

2. 24 ONTAP tools BREZHBEES!
3. BEROEPEIEITE

—_—

ARARE EHENEIML
KA

B 'maint’ B3
B X

BN jail BERA/N (jail)
FR

L VMware Tools

N o o &~ w0 N

—

2R IP HUHSE
ETEEERLE
BUHZERISE
ETESKRE
BCAEE SR
RRXER

Ping 41
RIREANEE

MEEE

@ N o o > w0 N
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—_—

2SOl

fcE ONTAP tools FYIZFZIZHfTIA(E]
& e U ECE ONTAP tools for VMware vSphere,

Feazai
HER vCenter Server 3252 VASA Provider ¥ &o

KXFUIES
fiEF SSH iplRlIZET AP KA B8 LUT RS

* BRBUE SSH RATF— T ERIKF .

- IHIE)IZ#f Shell

. BAZZIZHTIAIR

. 12# vCenter FDEIE
- ITED

IEF diag AP BY SSH ifia),

* MIAMERZ—BY, RKEBX diag BFKABY SSH iiia:

° BYE]EHA,
ERSESTREFRIH.

o &BR{ER SSH LA diag BR B &R,

TE
1. M vCenter BRSS28FTFHZHIE I VASA Providero

PR S 0ER,
#N "4 LL%ESE Support and Diagnostics.
i\ "2°LL%$E Enable remote diagnostics access,
I FHEERRA v LS B2 iZBiAR,
BNIZTIZIZ BT R 265,

o o A W N

T Efth ONTAP tools T = F/Z5h SSH
REBEEMT S FER) SSH, REAREFHE.

FFeaZ /i
HER vCenter Server 3£5/Z BB VASA Provider ¥ &,

RFUIES
TEALZE, EEIT TR LEEEITE,

p
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1. M vCenter fRS3833TFH=H & E VASA Providero
PR BMER

& Enter 4 &3ZF 215127,

I 1" LU%ESE Access diagnostic shell,

Iy DUREL,

iz{T8n % sudo systemct| restart ssho

© o & W N

E ¥ ONTAP tools Y vCenter Server £iE

&) LUE R 4PIT S 8 B H vCenter Server SLFIEE,
AR =]

CEERGHIFERERER.

XFIES

MNRBEIZFENRT vCenter Server E1E, EFERILTREEHEN,

FE

1. M vCenter fRS32833THH=H & E VASA Providero
2. PIFRARSHER.

3. BN 2 LUARRAREEE RS,

4. B\ "8 LAFEY vCenter £,

E 2% ONTAP tools FHIIEBIIEFRE

%ﬁi*q R—F) 1IE:BQJ1IE$FII_,\LHZF%'{kIL;\ (12§jj true) o ﬁﬂ% g l_ SAN 1.|-.E:EJ$_L =,
B LS ONTAP FEEIRIE BT E IR B N false. HIEBERIERA T vCenter Server iiE
H,
Fiaz gl
CEERGHIPFARERER,
T

1. £ vCenter fR%5287, $TFF ONTAP tools BJIZHI &,

2. YHIPRFRBHER

3. # "1"LLi%#% Application Configuration 25,

4. | 3 UEBGERIIET S,

éﬁyﬁilﬁ%uI:lJ.LTlIE%EIﬁﬁE*T\ILAjk/u\, #*ﬁ%ﬁ@?i&?ﬁ%&o

S HIN"Y"UANIAARE, BWAN"n"LUEUH.
BRIEBWIENE (8ER true) BF, ONTAP tools RIEFFEEFREHeRFHEEEFERERZHERAM (SAN)
BEH, WMEREEGEHEREE SAN BIEH, N EZERIEBRIE. ERALINEZE, BRIEFIEFERIR
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EAEEAET SAN IEH. MRFMIEBEIERE (K& false) , ONTAP tools ¥R IFE BEEEREE

IHAYIEFIEIUE.
WIEFERmAYET SAN RUIEH
NHRESBEMEWMIIE, BIIEFIEFMEEHREERAET SAN FUIEH:

1. 510 ONTAP BRI PREESFEHESZHERBR (SAN) %8,
2. ik SAN B 5 ONTAP EIE |P ks DNS & FRak & ITED,
3. HRATFEH N ONTAP K4 B 5iF+ SAN B R IP #thtital DNS & FRITED,

BEXES AT IEERIIERE, HifEfR ONTAP RAREEM.

UFERRAIERT ERENER:

HGBuBGK r2]JonWe/kjoKTUnkjwwW7feDI747RUuFrthcvTDghBNWL76j1ihNp1VX7
vOSDWMaVdecTeU1X/1X3gMxiL+tU4p9SbKVpQwehijM/ziOLNC784EYIOSQ7qVob

6f21mfP0OJHbgs5fLimINFFUL2DQIDAQA80Qw0jBABgNVHREEEOT43hwShsSHAKXsgi9z
dGkyMjAtdnNpbS1zcjAIMWUTY20uY2Rs LmdkbC51bmdsYWjuZKThcPHauY29nt
BgkghkiGO9wQBAQsFAAOCCAQAEEagptz11RN7PLUJUo-SSQEXBsFS/3IHr0+sSIMZDzm
4P24kbxQZbfryy6BitKGF4LeAidOhgyxc3y9iv4zK1x85f1NgiTnVgAe8' KYNoyD6
IEwppDUEOeVNZIZQjrz9QjUAAF9if]jg8+SKriphoXnYYUiM6éutvobPMG8cR8Gca
jilibiMMO1K6rD7Ng+7+ydUCAwBQwMDDwdn8+7RIRdKgwgxS()DLegcCSILSWFLwbMc
2GBv8VM839m OKUAKXSDGWIBZ5nSHQAN1i7MU3AES7Nzkv63KGEQI T/ 5Wr1DmOwlf
osl4geeeMRigrAbFL6EHMsOMSPOS521rtTrlrjBooB22r0tyDA--

—---—END CERTIFICATE----

Certificate Information:

o Common Name: test.xyz.com

Q Subject Alternative Names: IP Address: xxx.XX.xxx.xxx, test.xyz.com
Q Organization: Self-signed-certificate

o Organization Unit:

0 Locality: N/A

@ state: N/A

Q Country: XX

o Valid From: March 8, 2026

@ valid To: March 7, 2028

o Issuer: test.xyz.com, Self-signed-certificate

0 Serial Number: 640c2752bd2c972c5775180070cfdd2120809%ee
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ONTAP tools 1B

ONTAP tools for VMware vSphere {2 BN EIEFERIR S, BETE vCenter &
PimAREE S X 15 5% NetApp ONTAP tools for VMware vSphere fE{FEFRES, AP
FREIGBAEEBE S T, EFIREET R UEE BN SR EER S

EHWURES B REXMBEMITIR (NEDE—REET ONTAP FERIMIEFMEXMEE) UK MEEEE
o BRIAEPMICRE, REZETAESHERXNBEEFEXESR,

BURTEEERSTIH T ONTAP tools for VMware vSphere &I B8RRI 8T ONTAP 7ZEREURTEMEE,
AR 14 BEFE IR

RIS e M= S 1 A N il L

BIRREI

ONTAP T EMEIWI IR E EEEM

ONTAP tools for VMware vSphere Z1%FrE T ELX BN EMINERE, BEFGTE
(vMotion) . {X7Efi& (Storage vMotion) WUKEEFREIIBEEIITEMZEMEAS TRE,
R E TR T HERERIIERR I R R EMWN X BE ERENRERE, TICKBEHIEEE

FEBYGNAT,

T RRIPEIE N
TR LU ZRIPRIE TS 2

* R[E ESXi EA LEREHEFE
* [B— ESXi XM LN REFRBLEFEX
* R[E ESXi EM LA RERBHIEFME

INRR EIAHLEISZIEM FlexVol &, RIOFEREMIIE S EIRMZERTTHRIEX . MREMILEIZEIRRER
ESXi EHEMEBERIFE, NAZRESKE FlexVol HrTEENfFo

BXIBEMUNESR, 1ESM Broadcom X#4: "vSphere AT >Z"
T ERIRIPRYEE AL
TR LIS ZARIFRI I e R R LA T E
* EARAEHIERE— FlexVol EHFE—A 2%
A ZRNEIMNIFEE B EHE— FlexVol HERYTTEIEX 4
* EAEFILANARE FlexVol HEHE—1 A28
EREIZEIMIR FlexVol EF, JTHIESHIGER e EIMIFAE B HITERH.
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https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html
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https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vcenter-and-host-management/migrating-virtual-machines-host-management.html

* FNEIMAEEEL vWols FHEIFEX
ERE T ZEINE FlexVol &5, FTiIBEBXHIEEREMWVIEAE S #H1TEN.

VMware BHiRZHF5EE] VM BRI EIA
IR FRIP RN TR A TR,
EXEZIFMER, 1ES M Broadcom A4 : "GIE BT s fERIEIAL"

REPMILIRER

ONTAP tools @345/ VMware TERIZSHFREIMIVIRIR, REZZ AT NIHFSHMEFF &SRR ERRIR
Ro Ef FEEBERETENRERBBUERIF, TR LKEEEITEMIZSEARENHIEER,

&0 LIRS STV BB R LR FIRENPE—EUE IR CEERERESHIRE, aTRETFREMNERZhEI—
BIRE) o FRLE %Eﬂ, BN7EHIR 2 HifEA VMware Tools BRFHRMEGERIFTIEINE, W2, BXIREHER
MITHIBLR, 15S17 "vSphere YR REEHLAR",

P BRI IEAEEA TP RS S EBHELL BB, ONTAP tools TAERAZFZIFEN ], MR
() mUNASNERE, NBRCEERR, RE7EBEMHESTER ONTAP tools BEHN—
PRSI HIBHERE R,

TEASAR FRASZ L, EPWIRBITARBTHMEMESRE, REBERIEN. BB, VASA Provider
MARIZREEEIZE LUN HEH IOPS, XHIEIMMES, VASA Provider B LUN HZF IOPS,

BXEEREIMRIBNESR, 1550 Broadcom 35 " ARBEEE ML

K EINHTF2E] ONTAP tools Y vVols $UETEAERE

TR LU REHAALM NFS A1 VMFS BEFHXESZIEINE (VWols) #IEEFMHEX, LUFIA
ETRIRREPWIEIEMEM vWols ThEE, vVols #EEMEX EIGaeSmE BN TIER
EXo

FaZ Al

fafR VASA Provider RTEITXIEBBEREIMI LIZTT. WARFEIT VASA Provider BT E] vWols %1
EEEX, WEERITEREERRE, ST vWols BUETFMEX EBYEIMIATE IR,

RFUIES

LIZM NFS # VMFS $UETZETT5 2 vWols $3E7FHERS, vCenter Server TEM VMFS $GEZ & oIEUER S
ER BT IETER (VAAI) EIERY vStorage API, {EM NFS VMDK X4 oh#iBIN A2 EH. VAAI EIEEE 1]
D ENBI T3

g

1. G PEETHNEIMNFHIEE Migrate*s

2. 3#%#% Change storage only, A% Next,

3. S BIHNEIREMEXTHEEE LA E IR, BIMWIEMESRERF vWol BUREEX,
4. BEFRIGEFHEEFE Finish*
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i, £ HABEBZRF, VM ERE, HMEAD VM EHNZEZBEEH.
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ONTAP tools for VMware vSphere

Standard mode (defauit)
Reset maintenance user's password

NetApp
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ETREE—BMA. & (BF ONTAP £4t) . FiEET (LUN/ERTIE) FIRE,
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7. MIBREENZ ONTAP tools for VMware vSphere B vCenter BRS328Lfl, iE50% "E1E vCenter Server 52
",

8. M vCenter Server %4 ONTAP tools for VMware vSphere REH4EE TR BREE IAA Lo
T—FEHA?
"HiF% FlexVol &"

1%, ONTAP tools /i FlexVol &

LIS L A ONTAP £85ATF ONTAP tools for VMware SFER, ©atI2iFZRERMN
FlexVol %, fllf& ONTAP tools for VMware vSphere /5, &R IR FlexVol & LU BIEE
B RERZ I,
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1. M ONTAP tools BIBTI & VM H T #i# ONTAP tools for VMware vSphere FIZBZBHAY, BT U THSUKEE
ERERAY: cat /opt/netapp/meta/ansible_vars.yaml | grep -i protocol

WRZ iISCS| #BE, EREHMIFR igroups.

JREX FlexVol volume 53R, kubectl describe persistentvolumes | grep internalName | awk -F'=" {print $2}'
M vCenter ARZS 28 FRMIBREIAL. EZR "MIFFANEFEMVMFIVMEER",
fHFR FlexVol &, 1EZi5 "Hill% FlexVol volume”, 7E CLI 85 HIRNFATIN FlexVol &8 LIRS,

TEEBE iSCSI FIERT, M ONTAP EERZHMIBR SAN igroup. EEIR "EFFEIE SAN BrpzEil
igroups"s

a &~ W DN
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F+4% ONTAP tools for VMware vSphere
M ONTAP tools for VMware vSphere 10.x #4k%) 10.5

&/ LLM ONTAP tools for VMware vSphere 10.3 8¢ 10.4 F4k%| 10.5, B2, EM
ONTAP tools 10.0. 10.1 ¢ 10.2 HKkZ] 10.5, EwAZndeHLRE] 10.3 5% 10.4, RS BRdks:
FHRE] 10.50

* WF ASAr2 R4, FIREFLZFEAIHAK (SAZ) 2/, BHFRIE ONTAP tools for VMware
vSphere A4k% 10.5, FIF ONTAP A4E] 9.16.1,

@ * SN M ONTAP tools for VMware vSphere 10.3 8 10.4 F4&ZI 10.5 LMK, NMTEELR, fE
FAE RPO S IREBIME RIXRIGE, *F ONTAP tools for VMware vSphere 10.2 KB R hr7s
, JBFRAZ RPO XRIEE,

FIaZ Al
* RIRFTE T RIS TFIERTS.

. Eﬁﬁ ONTAP RFEHMEH AR vCenter IEBHEREAZED N 5 Ko MNRIEFIRANIH, WALRFEK
o

* BHRFME T R LEE S EN 100 GB NERMHE,.
* W REERETS TRPAIELE.

IBEAKAY SRR SNMEANA S TR BCPU (Rl N7E(GB) BHETE)(G
CPU (#ily) 17(GB) #/=iE(GB) ) B)

JEHANE 9 18 350 9 18 350

JEHARE 13 26 350 13 26 350

HA Small 9 18 350 27 54 1050

HA Medium 13 26 350 39 78 1050

HA Large 17 34 350 51 102 1050

* HRE B FACPUMRAMMHER,
* BRI RPO &1, HHARTE vCenter EFIRFRE R R—1E. ARAI FHENDXHR,
* Bi#HTTIR RPO &17. B, 7EIF HABRES, ERILITEALLZAT/I ONTAP tools REHMREFERAIR IR,

BXREMNMERIFAER, BB "RESDIZE" M "IE ONTAP tools IZE"

P
1. 3% ONTAP tools for VMware vSphere 74k I1SO E{ERIRNAEE,
2. EEEMNITIEF, EFIRE > RIEIRE, BiRBIEEIWEN, BRITUTIRE:
a. EEAT = _ LB diag shell
b. iITITUATF&<:

grep sourceHost /opt/netapp/meta/ansible vars.yaml
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. 1£ CD/DVD drive FEX FHV4REEIZ B & [ Hi%F content library 1SO file,
- 4% 1ISO X4, 1% CD/DVD IRzhas*F IV B 1E, AEREHE.
- 7£ vCenter fR55289, FTF ONTAP tools B9IZHI &,

- PR R S0 E R,

. BN 2 LU%ERE System Configuration 328,

- I 6 LUSEEFHER %I,

- BIRREHEMR vCenter 1R, XZFEE ONTAP tools BY vCenter £,

© 00 N o o A~ W

WRIEIEER ONTAP TRBII vCenter Server $aFMEIHR—BNZEIEEE— vCenter SLEIHEIES—
AN, EELUAFEE ONTAP TAEM vCenter LRI D EEZIRAE. ETLUSIE—NEEH vCenter HFH
fAt, HUSTHEE OVF #IRFTENMNIR, #F4ER1EE 0 "ONTAP tools for VMware vSphere 10 6]
SAe hHIHNAE,

33 FIEH ONTAP tools EIEHY vCenter 3215l, 155k vCenter APtk EEE R AR,

TEARIRETR, MRERMBHANNEFEEREDRMEREERRT (SAN) FEB, BRKERTR, fBRRD
SAN, MNREIEFFERIIE SAN BIER TSR, ARBUREHTT, BRTEERENRENN, FENX
=S

10. FHERES, FBERRITLUTRE:

a. MXIEPRLITEREAN 1 F, HEBIRLUEIR SRA IERCEEH LEHM 10.5 iEFCe8EY, SRAIERMBEN
HAREM 10 FERN 1 Fo

b. EARHREHFEFEK
C. ONTAP # vCenter Server JE P IIEFHAINE] ONTAP tools AR
d & ERBR
=%
F4RE] ONTAP tools for VMware vSphere 10.5 5
* BERFERITENKIEREHE (—FRW) S9T%IER,
* E)Z; ONTAP tools 10.4 3 10.3 SRA i&fc2sH £1% 10.5 SRA iEHACES tar X4

* L% SRAEELE tar [FIE1T install 85, $AfG, EFIIHE SRA EHCE3LAEH VMware Site Recovery
Storage Replication Adapters D1,

FRfa, ERILL:

* NEERAFRRERARS
* MIEHAIREIBE| HAIRE
* K HANRECEY REIFE HA R, st BE HA REIIREIRCE,

HBXER
"M ONTAP tools for VMware vSphere 9.xx i£#%%/ 10.5"
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ONTAP tools A iEim{ S

7£ ONTAP tools for VMware vSphere F4ki2{EHAE], Erge=BEIEBIRHLIE, HiRAE
NEMUE, EFFiuRrain@efE, E=URnZEAFRREE TER.

FrE 8% HEERIC RTE ansible-perl-errors.log X4, WA ERERFFR AT, tAEXGESEIRMIEML
T Ansible 1£55,

() #RRemERRBREss, NEERNAGERSERRBASE, BRREREL,

TRIE T FHRABBMERAIXHE S,

IR fil s 2 R

00 firstboot-network-config.pl, mode deploy
01 firstboot-network-config.pl, EIFL%
02 firstboot-inputs-validation.pl

03 firstboot-deploy-otv-ng.pl, ZFE, HA
04 firstboot-deploy-otv-ng.pl, ZB&E, IF HA
05 firstboot-deploy-otv-ng.pl, reboot

06 firstboot-deploy-otv-ng.pl, #%%, HA
07 firstboot-deploy-otv-ng.pl, F4&, IE HA
08 firstboot-otv-recovery.pl

09 post-deploy-upgrade.pl

IR RE = (USRI T AR E LIEREIR:

FHREEIR D TER R Z
052 ISO AIEES HaihrAtERE), thrlae RS HYRIARAFREAR ISO hRdi#
Eb HFihRk A= AR oar B

068 DebianZX 4 G [BIRKL BEFERASE RPO EFIREBHIREH
SR,

069 BRI BEFERASE RPO EFIREBIIRE H
SidFH %K.

070 T AR E 17 -

071 Kubernetes E£8H i1 TR AE -

074 H# 1SO KK ¥#& Ivar/log/upgrade-run.log H &
RFRo

075 FHEFTH BRI SR,

076 EMRFARRY BEFERASE RPO ETIREBIIRE H
FidFA R
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FHR IR RS
077

078

079

080

081

082

083

084

087

088

089

095

096
097

098

099

TER
EMEREIRKI

Operator F4R g

BRIFRERKRIK

ARSFARRM

AR5 EIRAW

MAEZZMIFRIB ARG K I

illES-cgvie ST

¥ JobManager 2&[B1 4 F=IF1E KK

ARETBRM.

7 journald EC & BE K

EEE A TR RECE XA
e

BIERSEFARKY

LEMSEER RS
ENEFALRARS KW

% dockercred secret M ntv-system
SRS FREEREFHE<IE
KK

ToIESUIERTIE HDD

fRRTT %

BEAZE RPO SETRIBRRIMEH
EiRAR

BEAZE RPO SETRIBRIMEFH
Bl Ao

BEAZ RPO AT RIBHIMEFH
B AR

BEAZ RPO BEATIRIBHIMEH
B R

BEAZ RPO BEATIRIBHMEFH
ERAR

BEEAZ RPO BETIRIBHIMEH
EiRAR

BEEAZ RPO BETIRIBHIMEH
EiRAR

BEHRITU TS BRIME ST FA

¢k, 1.)2F Diagnostic Shell 2.i51T
< sudo perl
/home/maint/scripts/post-deploy-
upgrade.pl --postupgrade 3.15E &
Ivar/log/post-deploy-upgrade.log H
NBEE

BRITU TS BRRIME/FerF

¢k, 1.)2F Diagnostic Shell 2.i51T
sudo perl /home/maint/scripts/post-
deploy-upgrade.pl --postupgrade &5
% 3.35&%F /var/log/post-deploy-
upgrade.log FRIHE

KESHE VM NENREH VM
MEIE, ERIUZEER VM T
B EMENHENRB .

HidHRK,

BRIERFZAEKTLIME, ONTAP tools
RSB EHE, #FB9 Pod 51T,
KEARBEHERAR,

BEEAZ RPO BETIRIBHMEFH
ERAR

CEARBEHERAR.

WMRE HA ZPE, NPFHFT HDD 7
FFrET A, WNRZIE HA ZE,
MEHFr HDD FMNEI—T =,
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FHRIEIRAES TER IS

109 BINKABEIREY KWEARBSHERAR.
110 R A B EHRRY BFEAZE RPO SETIREBRIMEFH
BidAR.
111 E# RKE2 BY eted EBRIESHAN KEARBSHERXAR.
112 HENSFHREERER RN -
13 RSB T = LRV ZRIRK K CEARBEEHERAR.
104 T REMBEIRY BN FHNEMBEIT Ao
100 RAZEIREKK -
051 ST ERRR ARKK BREARBASEHERAR.
056 PR TR 1 R &R
090 Fh#fEimA vCenter BIIERIRIER  HKEALKBEEM
L% Ivar/log/cert_validation_error.log #

BESXMH, RRERAAR.
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FHRIEIRAES TER IS

114 MongoDB &£ & HNEIEREHAK MRARKKHERHEIRAES 114
i , ERITUTER:

1. EZFET A ERNALR ISO H
BRIZEINT,

2. 4 1SO M SSH &iF#EH 3T
5 .

i e

sudo mount
/dev/cdrom

sudo mount -o

loop, ro
/dev/cdrom/APPLIANC
E UPGRADE. bin
/upgrade

3. &% Debian B

sudo dpkg -iE
/upgrade/dists/sque
eze/main/binary-
amd64/vplatform.deb
sudo dpkg -iE
/upgrade/dists/sque
eze/main/binary-
amd64/vpupgrader.de
b

sudo dpkg -iE
/upgrade/dists/sque
eze/main/binary-
amd64/vmware-
tools.deb

4. EHMEERXHE:

sudo cp
/upgrade/APPLIANCE
BUILD /

5. J@id B AIZHr shell Fz1TULT
e, MESHMNER:
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C) M ONTAP tools for VMware vSphere 10.3 788, F%#FZ RPO,

VAT AR "INRMARZS 10.0 ALRE] 10.1 LK, @0fEI1RRE ONTAP tools for VMwares¥Sishepe'r 1

/home/maint/scripts
/post-deploy-
upgrade.pl
-—internal cert upd
ate collection

wE
/var/log/otvng/post-
deploy—upgrade.logﬂ@E
=+

ICNO

6. EfiBRHTR:

sudo bash
/home/maint/scripts
/vault decrypt.sh
cd
/home/maint/rke2-pb
sudo ansible-
playbook site.yaml
--tags

restart nodes
--skip-tags

debian upgrade, kern
el upgrade,rescan s
csi bus, source iso,
eject upgrade,mount
Iso,upgradeNodes, re
gistryUpg,deleteOld
Images,wait, checkRe
achability,delete o
tv_cr,uninstall tri
dent,del trident im
ages, refresh resour
ces,ntp configure,n
tpd uninstall

7. PITARETE:
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sudo perl
/home/maint/scripts
/post-deploy-
upgrade.pl
--postupgrade
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}% ONTAP tools for VMware vSphere 9.xx ¥+ %
10.5

M ONTAP tools for VMware vSphere 9.xx i %l 10.5

¥ NetApp ONTAP tools for VMware vSphere & & M7 9.xx :E#F 10.5 EEFEILIE
, ARBTREEHEEENmEHNERINEE.

&R LLM ONTAP tools for VMware vSphere 9.12D1. 9.13D2 #[ 9.13P2 hrasiE#5 %] ONTAP tools for VMware
vSphere 10.5.

WREAE NFS M VMFS $#iEEMEX, HEIGEFEHE vWols F3EFMEX, N R EEHZ ONTAP tools 9.xx FH3f
2Z ONTAP tools 10.5, B2, MREZNEETS vWols FUEEZMEX, M5 VASA Provider 1 SRA B

TRER T XAMHAERER FERE IR,

NRIEEE vVols FIEFMEX NRIKEREE NFS 71 VMFS #iEFEX

HIE: 1."1T1% VASA Provider" 2. "6 VM FHEERER" R 1. NERIIRIZHMIER ONTAP tools 9.xx. 1EEI]
"G01E MIREE FRIBR OTV 9.xx" NetApp Z1iREXE,
2."BREMECEIERF VMware vSphere 10.5 B9
ONTAP tools for VMware vSphere" 3."8 %1 SRA" 4. "
B2 VM FERER"

M ONTAP tools for VMware vSphere 9.xx iX#%| 10.5 /5, 5 NVMe/FC 1YY vVols #iEE
() #smERaTERME, E ONTAP tools 10.5 [ NVMe-oF 15 VMFS BB A
=28

1T%% VASA Provider 71 ONTAP tools FE#7 SRA

REBART RRYS B VASA Provider M ONTAP tools for VMware vSphere 9.xx 3E#% %!
ONTAP tools for VMware vSphere 10.5, #8E#T VMware Live Site Recovery 1&& _LBI7F
EEFIEACES (SRA).

1T%% VASA Provider BV I
1. BIEERHT VMware vSphere BYIHE ONTAP tools L/E A Derby PORT 1527, &R root B Fi@d
SSH EREI CLl, Ala, BITUT&H<:

iptables -I INPUT 1 -p tcp --dport 1527 -3 ACCEPT

2. EREER T VMware vSphere 10.5 B9 ONTAP tools for VMware vSphere B9 OVA,

3. BETHH vCenter Server SLEIFRNNZE] ONTAP tools for VMware vSphere 10.5 hiiZA&</, BXiFMES, 15
£ "7 vCenter Server 243",
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4. "[ZF VASA Provider" BRSZ I TFERTF VMware vSphere 10.5 B9 ONTAP tools _E,

S. M ONTAP tools $&{#H vCenter fRS328 API AN ETF SR, B X1F A G St il rREmn i
Fim SR EARINFE R B
6. JRENIFIRI LR LASEIE REST APl 1EK, EALITRE], BEEBFMRNSEE FIFRENE,

=~ _F

curl --request POST \

--location "https://S$FQDN_IP PORT/virtualization/api/vl/auth/vcenter-
login" \

--header "Content-Type: application/json" \

—--header "Accept: */*" \

-d '{"username": "SMYUSER", "password": "SMYPASSWORD", "vcenter
hostname": "SMYVCENTER"}'

EFIHRFIN FREIAYIGR L hE,

sudo umount -1 -f
7. M Swagger 3 Postman Z# LT APl LL#ITiER. /upgrade

sudo umount. -1 -—f

curl -X POST
"\https://xx.xxX.xx.xx:8443/virtualization/api/vl/vcenters/{vcguid}/migra
tion-jobs"

. 10. BFFEhET A
&R LB I URL 3417] Swagger: https://SFQDN _IP_PORT/, 1’7"J§8: EHEEE T
https://10.67.25.33:8443/,

sudo reboot -f
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HTTP /&2 fik =
It REST API AAER LT A 7EM RS,

HTTP /5%
POST

Rh IR
2%

Curl 7=l

curl -X POST 'https://<OTV-NG-
IP>:8443/virtualization/api/vl/vcenters/<vcguid>/migration-jobs'
-—header 'x-auth: <auth token>'
--header 'Content-Type: application/json'

-—-data '{

"otv ip": "xx.xx.xx.xx",

"vasa provider credentials":

"username": "xxxxx",
"password": "kxkxkxn

}I

"database password": "x*xxxxn

} |

HAhR4EBBIIERIEX

"otv ip": "xx.xXx.xx.xx",

"vasa provider credentials":

"username": "xxxxx",

"password": "MEFxxAKKxM

JSON Z#aitH Rl

ZOUREAEI IR, REFELIRRTT, UEET—THER,

{

iz e
/api/v1

\
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"id": 123,
"migration id": "d50073ce-35b4-4c51-9d2e-4ce66£802c35",

"status": "running"

8. B Swagger FRYLLT URI REOEIRES:

curl
"\https://xx.xx.xx.xxx:8443/virtualization/api/jobmanager/v2/jobs/<JobId

>?includeSubJobsAndTasks=true’

A L= R NEBEIRER dE, (FlTemE, ERlLmNhERE TSRS

9. {#F3 ONTAP tools for VMware vSphere 33t VASA Provider, BX¥iEH, 15& "+ VASA Provider"s
10. 33F VASA Provider jEff:
a. 7£ vSphere EFim, FAEl vCenter fRZ 28
b. %% Configure > Storage Providers.
c. A E—HHSEMBY VASA Provider R ATEL
1. ERLTHEZ1E ONTAP tools for VMware vSphere 72fi#H 47 9.10/9.11/9.12/9.13 VASA Provider RS

a. £ ONTAP tools 9.x H1, FTFF Web =&,

b. JhREIFIERIS.

C. B\ "1 LL%$F Application Configuration &,

d. 3N 5 LU= LE VASA Provider 1 SRA iR,

€. 7 vSphere EF xR, SfiEl vCenter fRS28, AEEFELE" > FERHER.
f. EFIEATF ONTAP TR 9.x BB 4k VASA Provider, FAEEZFHIFR*

|HEY VASA Provider {£1Ef5, vCenter AR 28G5 [E %155 ONTAP tools for VMware vSphere, FRE%L
EEEXFEIMAIYRIA1E), FH ONTAP tools for VMware vSphere 2RSS

12. EF%EY NFS #1 VMFS #UBEEMEXELUREMEX &R IEL ST HILTE ONTAP tools for VMware vSphere
10.5 #7, XETREEEKIX 30 2 §Pp9ATiEl, EMSmEm EEEE AT,

13. 7£ Swagger 3¢ Postman F{ERLLT APl HiiT4N T E#
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../configure/registration-process.html
../configure/registration-process.html
../configure/registration-process.html
../configure/registration-process.html

HTTP /&2 fik =

Itb REST API AR LT EMRR.

HTTP 757% RiZ
PATCH /api/v1
SbIBARY

gL

7£ Swagger FERLLT URI:

curl -X PATCH
“\https://xx.xx.xx.xx:8443/virtualization/api/vl/vcenters/<vcenter i
d>/migration-jobs/<migration id>"

HTTP F5iEMim=

It REST API EBER LT A EMiRS.

HTTP 5% g
PATCH /api/v1
ULl

=37

7£ Swagger FERALLT URI:

curl -X PATCH
"\https://xx.xx.xx.xx:8443/virtualization/api/vl/vcenters/<vcenter i
d>/migration-jobs/<migration id>"

Curl /=5l

curl -X PATCH
“\https://xx.xx.xx.xx:8443/virtualization/api/vl/vcenters/56d373bd-
4163-44f9-a872-9adabb008ca9/migration-jobs/d50073ce-35b4-4c51-9d2e-
4ce66f802c35°

JSON iRl
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"id": 123,
"migration id": "d50073ce-35b4-4c51-9d2e-4ce66£802c35",

"status": "running"

@ FESE 7 HiR[EAY 'migration_id' {E{E/9 PATCH API JABE®AY <migration_id>, XtF patch
1821, BEREXAZ,

@ UUID 2MaRZ post-migrate API B [B1AYFEF UUID,

BIT#T I APl /5, FREEIWIIRT S FHE K,
T—%
SRTEFEFIE ONTAP tools 10.5 3%l vCenter Server &, IBRITUTESE:
* FRFRIER, RABRIEEIE NV LEIER,
s EFREUEEEX A EIVIREZR, 55, FENEEVRTEN. SUEEEXMNEMYINEE. NIRRT
£1F, B @EREEIRK,
FkfE, MNREMHHIESHMERESETER, BERUTTBERNRFERE:

1. BRBBIBEMEEFHEEFEHE* > VM Storage policies,
2. &4 VM storage policy compliance FTHIS MRS E R Out-of-date,
3. #%&$EStorage VMEEBRFIABR AIVM,
4. JFAF A,
5. WM FEERBE MM FTHEMIEREETHEM.
HEXER
* "THRIEATF VMware vSphere 10 RBAC HJ ONTAP tools"
* "M ONTAP tools for VMware vSphere 10.x F£k = 10.5"

EFEEHIEEC2 (SRA) TR

FaZ Al

EMEitF, ZERFNERENZEMNEINETHLUE, MrER2EPWIRRIRENLUE, VMware
Live Site Recovery [ A& RE 2R MEITRIFRE U RZHRIPIESMME L SBFAER. EREITHIE

, CLEANUP #] REPROTECT #ZlI#%5F, M TEST #1 RUN ZRHRIFEARS. XRAILL[EESFHITX
EME, 3% SRA Zal, IFRIA—TNERLTFRFRIFRS, 5—MNERLFMERS.

@ RBIERLZ BN EERERIPOTEERS, B7F6ETES. BRI ZE, BHERERR
PEIEETM. MREAPITIEHKERR, SRRIILEEREHTRIR.
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1. BT HEE VMware Site Recovery FfliBfiEFF VMware vSphere 9.xx B9 ONTAP tools SRA i&fc2s

2. %3 VMware Live Site Recovery EeEEIETIH,
a. ¥£%| Storage Replication Adapter 343,
b. M&BEES HE %R Reset configuration,
C. MBS KEFER Delete,
3. ERIPAMME LS EHITXESE,
a. ";2F ONTAP tools for VMware vSphere ARS3"

b. fEF "7 VMware Live Site Recovery %% EAIE SRA" RIS A VMware vSphere 10.5 SRA i&HEC 28
EZE ONTAP tools,

C. 7£ VMware Live Site Recovery R L, i&1T Discover Arrays #l Discover Devices, HIANREETRS
T RIHEE,
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{5/ REST API SCIL B Eh1k

T fiZ2 ONTAP tools REST API

ONTAP tools for VMware vSphere 10 E—ERTEIMWIEGREREEMN TR, ©8iE—
TMEKH RESTAPI, Er]LUSEBEE U RIERN—3859,

REST Web ARSZSE

RVIRSIEH (REST) B— AT EIEDHI Web MARFRIFIN, B Web iRSS API B9i%it. ERILT —
ERTAAETRSBHNRFAEERERSHRAK,

RIFRMNRERR

RRE REST Web AkSNARRFHERLAN, 181t REST API ERIMEZMAIAES:

RAARAEHETIRSB[/NARE
TE X T RRSHABRR S IRE

B PN TR AT LUEE BRI E X BYH B R E R E R RS,

HTTP B S

B AEEDIY (HTTP) B Web BRSEFinflARS 288 A TXMEXFRIVERHNN. EEEET ERiIEFE

. IREX. FHAMIEREY CRUD A, HTTP MY EIEERMMRIARSK AR MR RS D,

JSON #UEREI{

E%ﬁ;ﬂ: HEMNATA, BREIAETE JavaScript IMRFRTRE (JSON)o JSON BN AR E R IR
LT AT, BT ERRERSRIMRIREIREER.

ZeH

Z 242 RESTAPI W—1MEEHHE. BR7THATRIFME L HTTP ,,.Lgﬁﬁf’éﬁaul:;zél’f (TLS) thi =z 5h

, ONTAP tools for VMware vSphere 10 REST API ;A fEHiFR S ITE NI, BEEFREUARSHEIIEE
BFE%: APl EA.

XFRTIEK

ONTAP tools for VMware vSphere 10 REST API LIEIH A XMITAZEIEK, HERETHERERESHE,
ERZRNEERKNEA BRI ESHITRS LIE,

ONTAP tools Manager I£15%
1EN1Z£ ;& ONTAP tools Manager IFiE /1N A o

REIN

ONTAP tools for VMware vSphere 10 f£F8 vSphere IZfZ 4 ZRMHITIE, 124 (B81FX REST API 92
) 7RI BN AIETT,

ONTAP tools IP it
ONTAP tools for VMware vSphere 10 AFF 7 —~ IP ik, JEIANBITHEERE T —1MMX, EFEEEVIRES
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BHAERIZMNE, ZMADE D ECA NS T EiIY AR A, ZhiitE ONTAP tools Manager FBF SREfEM,
A B FE1Eih18) Swagger X4 TUE A REST API,

1 REST API

B$ 73BT VMware vSphere 10 REST API #J ONTAP tools Z4F, ONTAP &85 E 2 REST AP
o ONTAP tools Manager f£F ONTAP REST API {fEAR FimRMITSEZMEEXINES, BSHIEE, XE
API ZE?E_LE.THE,JO ﬁ;’éﬁémﬂz s 1ﬁ%|ﬁj 'ONTAP E?:\j]ﬂf; o

ONTAP tools REST API S2hi¥ 4= 2

B REST B 7T —EEBAMNEARNRELE, B8 API BTSSRI fERI& AR
o 7E{EF ONTAP tools for VMware vSphere 10 REST API ZFil, ENZ#AEKEIGITA
o

REST API 83& /11N &R RSS!, 30 vCenters #1 Aggregates, iBEE "API 2E" I THREZEE.

4N{Ai4ia) REST API

1EA] LLEIE ONTAP tools IP #ititA1i% [13/18) ONTAP tools for VMware vSphere 10 REST AP, 5% URL 828
ZEsy, BE:

* ONTAP tools IP #3t#035 0
* API hig4s

* BIREF

* BERIR

EATIEVIIIS EHREECE IP ik, MimOEE A 8443, XF & ONTAP tools for VMware vSphere 10 32
, URLME—Ho2—HH,;, RERFEXINFERREIRRZEBFARE,

(D UTmAR 1P B OERATFRAE N, CEEN BN BRI,

IR B AR SIEAR S5 BV
https://10.61.25.34:8443/virtualization/api/vl/auth/login

Itt URL FTAFER POST A A1EKIARICHE,

5l vCenter ARZ523H97R
https://10.61.25.34:8443/virtualization/api/vl/vcenters

Itt URL AT BFEA GET F57A1E KB E X B vCenter AR 23 61515R,

HTTP 45 82

iEAF VMware vSphere 10 BY ONTAP tools for VMware vSphere REST API £/ HTTP ffEXS#31% Rk
FIFMEESHITIRIE. HTTP SCIMEVIFE 2 AT
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