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Net.TcpipHeapMax 1024 MB

NFS.MaxVolumes 256
NFS41.MaxVolumes 256
NFS.MaxQueueDepth 128 ES
NFS.HeartbeatMaxFailures 10
NFS.HeartbeatFrequency 12
NFS.HeartbeatTimeout 5
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security login rest-role create -role <role-name>
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name>
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>

/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>

/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
-access all

security login rest-role create -role <role-name>

/api/storage/namespaces -access all

security login rest-role create -role <role-name>
/api/storage/gos/policies -access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>

/api/snapmirror/policies -access read create

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/storage/luns



security login rest-role create -role <role-name> -api

/api/storage/file/clone -access

read create

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -api

/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

/api/cluster/licensing/licenses

security login rest-role create
—access readonly

security login rest-role create
—access readonly

security login rest-role create

-role <role—-name>

-role <role—-name>

-role <role—-name>

—access readonly

-role <role—-name>

-role <role—-name>

-role <role—-name>

services/name-mappings -access readonly

security login rest-role create

-role <role—-name>

/api/network/ethernet/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/interfaces -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/logins -access readonly

security login rest-role create

-role <role—-name>

/api/network/fc/ports -access readonly

security login rest-role create

-role <role—-name>

/api/network/ip/interfaces -access readonly

security login rest-role create

-role <role—-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-



/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services -access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api

/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -—-api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers

—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/metrocluster -access readonly

Itoh, 3FF ONTAP hRZs 9.16.0 RESARA, HEITU TS
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security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

3+F ONTAP hRZx 9.16.1 REShRE LB ASA2 R4, BITUTHS:

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

79 VMware vSphere #1725 F ONTAP API B9 SVM SEEIFF#J ONTAP tools

BT e LISIZ B BFRENIRE SVM SEERIAF

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>



12

security login rest-role create -role <role-name> -api /api/storage/luns
—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers
—access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver-name>



security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-—

name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role—-name> -apli /api/svm/svms

-access readonly -vserver <vserver-name>

IEgh, XFF ONTAP hiRZs 9.16.0 RESARZA, HETU TS

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

BEAUAIRIENET AP WA GRIEFNET API AR, BEITUTH<:



security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

w5

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

BT T ap < RARDINK A, H BB EEREAIR
security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

i

security login unlock -username testvpsraall -vserver Cl stil60-cluster

3% ONTAP tools for VMware vSphere 10.1 BFPF4%Z 10.3 BB

FFFEA JSON X6 T EESEEFAF A ONTAP tools for VMware vSphere 10.1 FIF, iEEREERAFE
12 RAMPRAYLLT ONTAP CLI 85 HL&E 10.3 AR,

S F = mIEe:
*« VSC
* VVSC #1 VASA Provider

* VSC # SRA
* VSC. VASA Provider 1 SRA,

SRR
security login role create -role <existing-role-name> -cmddirname "vserver nvme namespace show" -access all
security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem show" -access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme show-interface" -access read
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security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname
all

security login role create -role <existing-role-name> -cmddirname

security login role create -role <existing-role-name> -cmddirname
-access all

security login role create -role <existing-role-name> -cmddirname
-access all

"vserver nvme subsystem host add" -access

"vserver nvme subsystem map add" -access

"vserver nvme namespace delete" -access

"vserver nvme subsystem delete" -access all

"vserver nvme subsystem host remove"”

"vserver nvme subsystem map remove"

FFEBFER json XHAIZER SVM SEEIAF#) ONTAP tools for VMware vSphere 10.1 FiF, EEHEEERE

AP PRERY ONTAP CLI L HLRE 10.3 A4S,

SVM R :

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname
-access all -vserver <vserver-name>

"vserver nvme namespace show" -access all

"vserver nvme subsystem show" -access all

"vserver nvme subsystem host show"

"vserver nvme subsystem map show"

"vserver nvme show-interface" -access read

"vserver nvme subsystem host add" -access

"vserver nvme subsystem map add" -access

"vserver nvme namespace delete" -access

"vserver nvme subsystem delete" -access all

"vserver nvme subsystem host remove"”

"vserver nvme subsystem map remove"

EBEALTEHS, 5% vserver nvme namespace show F vserver nvme subsystem show 7 iNE G £
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=

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

¥6iEFF VMware vSphere #J ONTAP tools 10.3 FBF #H4&Z 10.4 FAF

M ONTAP 9.16.1 FFt&, I5iEATF VMware vSphere B9 ONTAP tools 10.3 AR H4&Z] 10.4 AP,

FHFfERA JSON X6 7 EESTEIAF H ONTAP irZ&A 9.16.1 S E ShRZHY ONTAP tools for VMware
vSphere 10.3 BB, BFEAEEEEGZAFEL ONTAP CLI s 2 H4KE 10.4 AR,

FF = mInee
« VSC
* VSC #1 VASA Provider

* VSC #1 SRA
* VSC. VASA Provider #1 SRA,

SREFANIR:

security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

B 1FEEiRAINE] ONTAP tools

3 ONTAP tools for VMware vSphere A& ESXi FNURIMEREZE SR, &eILim
HERI SVM. B MetroCluster 324, HIIEIEBULML2EE. o] LUER
ONTAP tools Manager 3 vSphere B FInEcBEFEEL, BITIEPRES, HEEBEENG
FohEM A E R

BEAMABINFMEGR, ETE ONTAP tools REAFEAER S SVM EiE, ASMFMHEEIR{IIFTIZE vCenter
Server A]F, ONTAP tools 3§ SVM B44%] vCenter Server, LU#{T vWols 8 VMFS $UEZESIE, T
VMFS $3E7FEH SRA TIER, EelLUER SVM EiE, MR 2FMETERE,

RARMERFEFEEN, 51 ONTAP tools Manager e ONTAP &E¥5HE, SRTFHEMHRELILTIFRES
iR%! vWol EEFIRRIEEER. EZHEFHIER, ERILFEDHZM SVM AR LIERE vols #HiEFHEX.

BXeRMAMEHERNESER, B KB X&E: "OTV 10: tARFHEREFEMAHIEE"
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