i&FFVMware vSphereBJONTAP L A X 1Y
ONTAP tools for VMware vSphere 9.13

NetApp
December 17, 2025

This PDF was generated from https://docs.netapp.com/zh-cn/ontap-tools-vmware-vsphere/index.html on
December 17, 2025. Always check docs.netapp.com for the latest.



H=x

iEFFVMware vSpherefJONTAP T X4
&1T15EA
B
ONTAPI E#LiA
Virtual Storage Console (VSC)
VASA 1RfftiZF
Storage Replication Adapter ( SRA)
VVOL BY VASA Provider B2 &
FEERMEMEIRE
ETFAenihniEs)
ONTAP THEFPETFAEMIHEHEHTR
vCenter Server X RBILH AL ER 5
B X vCenter Server S ECHIEAI PRIV E =
ONTAP T EMFHIERTE
ONTAPTEESFRFERIFN
ONTAP ZfiEH4:#1 vSphere TR AIIFR

NMEIAERTF VMware vSphere 9 ONTAP TEEZE ONTAP ETFAGAILRIEH

79 ONTAP TEERES A%
VMware vSphere HA
VMware vSphere &5
ONTAP T EX##H MetroCluster B &
MetroClusterft EF1ONTAP LR
MetroCluster BLEH VASA Provider
MetroCluster BB EFISRA
ZREFMFLK ONTAP TH
iEFAF VMware vSphere #J ONTAP TEMEFAFPSETLER
ERAFIE ONTAP TERFNIEI £
iEFF ONTAP TAR VMware =EMEFEEL
iEATF VMware vSphere B ONTAP T EREAI]
TR
Z8ZE ONTAP TA
ZRE ONTAP TEMEK
ONTAPT AmimAER
ONTAP TEM=TEFMIMMEEEEK
ONTAP TEZHFNEMASR, WHNNBRER
EZRE ONTAP T EAFESEM
ZRE ONTAP T2
WA FE ONTAP THE
W{AIERE ONTAP THE

© 00 O OO O O b B W W W WDN -

W W N N N DN DN DN DNMNDMNNMNDN "2 A A A A A
O O ©W N O O o o1 W =~ ~ N o o o o ovwor b BB WDN O O



B VASA Provider LD & EINEIRIF(EE
L4 NFS VAAI #ifF
7BPR vSphere EEME THIGEHRHE
F4k ONTAP TA
FREIS=FThRAEY ONTAP TH
F+4% Storage Replication Adapter
ftE ONTAP THA
BAFAEE ONTAP TEMIIER
ECEESXiENIRE
FEEESXiENARS 2R LM EFENIZE
fEF8 ONTAP TRIKER ESXi EHE
FCETIRIERAR
FLE FIR1ERGZMIA
1ZE Windows FIR{ERFRIBRE
% & Solaris FIRERFARIERE
A Linux FIRERARIREBINE
£ %vCenter ServerIMEHEMONTAPT AN EK
FCE ONTAP TEEIEI
FERERNXHIZE IPv4 5§ IPv6
AN ERYF R
ERRFMZ 8B BAEIRFEEER
73 Virtual Storage Console EF&4 AL SSL IEH
FLEFHARSR
ONTAP T EEM#EARSAMAR
MIFERERS
BNFERS
BEFED
EMEFERFNEN
RIFEFEERAARETAR
FcEZERIFE
fcERF AR
e EFMETREECE X
EEINEE AL B XX AR
BIEEMEIIRERR & XY
B4 BT REEC & X
FCESURTEERE
e E A EIREMEE
BEIRTEE MRS B TE 6B ThREEC B XX
5 EE QoS KL
KR ER S T a M NEMEThEE AL B XX
2 & VVOL iETEERE

32
32
33
34
34
36
37
37
37
37
38
40
40
41
41
42
43
44
44
45
45
46
47
47
47
48
49
49
50
51
51
52
52
54
58
59
59
63
64
64
65



BEHFE VVol BiRFEMERE
B L £ B A i
RIPEIRTFAEEF EEIMAN
BF SRA LURIFEUIBTZIERE
FEERTREMENFERS
79 SAN IF1EFEZE Storage Replication Adapter
NEEY BIIFIERLE Storage Replication Adapter
EHEME i REREFFEASRMEEESRA
7£ SRM i&& LACE SRA
B3 SRA EiE
¥ Windows SRM iF#% %I SRM i&#&
79 VVOL #iETF(E AL E 8 H LURIF RE A
HNIMEHIEEMEELE VVol 24
RIPARZIRIPBI RN
e EZRIPuL S MM E ik =
L& VM T2fiE 588
e ERIPA
2 RIP L R A0 MRS Uk s EE X
FoE =R uh S S i S 2R
KIFEFINEFEERS
EIE ONTAP T A
BIRHIREMEE
FEEMEN EESEIREERE
EEBIRFEER
YmiE VVOL BURETENERE
M VVOL #IETFiE R AR TFiE
M VVol BURTEAEE IR TEE
H#H VVOL BUEEEE
BIEEI
TR e EIANBY E RSN
BEAEPWIEREE VVOL BUREFMEE
T EERIBFEIIEEE & X EIMA
VASAEIE
fEF ONTAP TER&IX ESXi ENILE
i8] ONTAP T E4pizHla
ONTAP T E4PITHI SR
Virtual Storage Console 1 VASA Provider BEX %
FEHEEREG
¥ VASA Provider BECE 7 SSH
[ =y el Gl
WEBEXH

67
68
70
70
71
71
72
73
73
74
74
75
76
78
78
78
79
80
80
84
86
86
86
86
87
87
89
89
90
90
90
91
91
92
93
93
95
96
96
97
97



BEZAFAE 98

ST EIETEAEER Vol IRERIIERE 98
ONTAP T E#UBTFEEM VVOL IREHAR 98
FERESE BRI ITIEREEIE 102
fER VVol {5 BIR DIt EEEIE 103

VASA Provider k¥ E 104

PRESL)E 105

A 105

AR 105

EF| 105

PRRABLER 105

FERIRACES 105



iEFFVMware vSphereFJONTAP T E XY



A1TIER
R ERT VMware vSphere BIILHRA ONTAP TANEEREE, QECEENRM
, BHIEE, EEFTHIRS.

BXFAER, 5B " (EFFVMware vSphere 9.138JONTAP T E & 1TiHEA) "


https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886292

*E% / L;\

ONTAP T E#IiA

i& A FVMware vSphereBYONTAP T B v A ANetAppfEif RFAHIVMwareIF iR R I RE
MIRHiREIRE R EEEIR, ©EEERALUEIZREEvCenter ServerFHITEE. MTIE
{EVMwareIf 15 BT EFI IR E IR,

ONTAP TAR]5 vSphere Client %Eﬁz, fEICRERREAESEF (Single Sign-On, SSO) RS, TEES
“vCenter ServerSZFIgVIfiER, REEIEMSMvCenter ServerSZIEHMEE R EHEEAMHIONTAP TASZ

s

ONTAP T AEFMEMNMAGRREE D TESR N EREERYINEE,

VMware vSphere ClientififF T B S 155G IhEEE R ElvSphere Client. M FHEvCenter ServerdiaiT, X
BRI LREES. HoEaT BEKXEvSpherelfME B TRE M-

Virtual Storage Console (VSC)
£/ VSC sl LIRITIA TS

* 79 VSC MTFHEIT RIS RN iEizHIZs, DERBURIRENIR, SRA I VASA Provider $J 7] X L4zl
aa

* ELEHURFAERE
* #51F vCenter Server IR EURTFEEN EEIMABI 4 EE
 BIERNMEIEREFAEMNIAIRES] (RBAC) XEHIBIERXM vCenter Server X RAJIAIA:
° vSphere W&, FIGNEIMHNFNLIETZMERE
XLEIFRI@IT vCenter Server RBAC H1TEE,
° ONTAP 7£fi
FHER SR ONTAP RBAC #1TEIE,
* BEENEIMEREE NetApp FHERY ESXi EVIIENISE
fEMAERT VMware vStorage APIs for Array Integration ( VAAI) B9 NFS $E4 R LA VSC BL B2 1EH KM
%, EAT VAAI BY NFS B —MNIREEE, BT ESXi EN EZEM VMware BRINHERE, BT
VMware VAAI 3461, B LUGFELAES MIEE ENEN B DN FEMES . o] ATEPES KSR ITHEEECE A RESR
REES, LURD ESXi EN ERTEAE. BIAREEHIIEEN=EBIFNEHEERIIRS VSC RIERYEEE.

VSC KRHfHiEA T VAAI BY NetApp NFS fift. B2, ERILIM NetApp il m FEILAMFRE R FHIRENL
WL R,

VASA 1ZHEF

i&FF ONTAP AY VASA Provider £/ VMware vSphere APIs for Storage Awareness ( VASA) EHEx
VMware vSphere f£FRZERIE B %3%% vCenter Server . ONTAP TEBE¥ VASA Provider 5 VSC &R



—i2, fEF VASA Provider A LI ITIL TES .

* BicE VMware 4% (VVOL) #UBREERE
* BIEFMERFEREEXY, NENIFREXFENFERS&IER (SLO)
* WIFRUREFMEENZETIRERCE X 2B SR
REBEER, UBEESHNRSEEIFRERVNRTELZHES
v

© WSIEEPWIREE (Virtual Machine Disk , VMDK ) Vol #ETFERE L eIZRIEIMIB £ RE

Storage Replication Adapter ( SRA)
B SRA #IEH 5 VMware Site Recovery Manager (SRM) £&FRGE, SR LERERERRE
vCenter Server #IBFEEFMEIMUN. BT SRA , EBAILNZFEIPILSMMRELSERAETFESINES (ABR
) > EEAEBRIEH#HITRERE,

*c EBXEE

"NetApp "

VVOL B VASA Provider it &

& LIERIE AT ONTAP B9 VASA Provider SIZFEIE VMware EilE (VVOL) , &
UERE, RiE, MR VVOL $UEEFMEE, EHrlLl@ VVOL FUR1EMEERINEE
M VVOL #IEFEEFRREREE. LUESREN. EUEREMNEES N EIWE
Z* VMDK ,

— P FlexVol $IEFEER—MEER R (LT NEEFE) PN — 1P HZ P VMwareBAHM. — MNMEMWLRI LS
E—1 VVOL BiEFHEESNZ T VVOL BiEfFiEET.

RAEOI LIRS E Z M FlexVol EHIVVoIEIETEMEE. BEME:PRIFTEFlexVol HEH I FEHERRIH
W (NFS. iSCSI. FCPENVMe/FC)LAK#B[EHIStorage Virtual Machine (SVM).

BAEETHRREEEMEIFAEE, §, ERXHEEESILEMEIREE FlexVol &, & FlexVol &7HRINE!
VVOL $iRFMEERS, FHASBEEEFEMER, FHHLEE VM EEERREHI VMware BRE R TR E2EE&EMN
&

BIFE— VOL $IEEMEERE S Z D FlexVol &, LURSMHEENRE. BT FlexVol £

() B LUN RS, IRSIT EIWLNNKE, Fit, S1551 Flexvol HAILUBEE WOL MIBH
FEFRAEREE S AL,

FIRBETRED, BRTAERERN VVol HUBEEEEISEE MR E X M. &R LA VVOL FEFMHEEIERE—
NIHZ S VASA Provider IZEINRERC B X . IR AT LUATEIZZER 285 B ah eI RAVER VVOL BURTE EENS
EEIATEETNREER B XXM
EEIMVIEZE 5L VMDK 6I7Z2HAiE], VASA Provider £1RIEZEECSIZRELEM VVOL ,

* *EEE ¢

VMware vSphere fEFLLE VVOL $3RTFEEREFMEECEE Ro


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

£ SAN (3R) K, FiER—1 4 GBRILUN,

7£ NFS L, LWEREE VM EEEXH, Flil vinx XHURIEREM VVOL #iEFEENET.
© o EE

It VWOL Bl &1 ERRERMAFR X

7£ SAN FjiEF, Itk LUN 5 E K/ B[R,

£ NFS 7R, tESXHRI ARG AL R K/ VB

¥F7E ONTAP &8 9.8 KE=hA LEEERNS ™ NFS #4348 VVOL , FiE VMDK &= A LAmts
IOPS , HFIHEMILRFMEREFEIT.

.« 3xi
Itk VVOL B7EBSHREIMANES BUERRY, FTER A EIAET HIER,
£ SAN 5, It LUN 5@ AERIMER,
7£ NFS kiR, X 4RNSEMRERIEE,

. * g7z >
NRELIE VM IREREIERE T RFFIRERIET, N=eIZL VVOL .
£ SAN HEAR, Itk LUN 5@ REARIMER.
7£ NFS 5HR,  tbXXHRNS ERFAR/EE,

FeE A EIRE

&I UE A VMware BY Site Recovery Manager ( SRM ) 7E vCenter Server HeIZME
EAREMEIGE,

VASA Provider IL7ERIE T Storage Replication Adapter ( SRA) BIIhEE, MNREBEEIETOLFEE VVOL
BURTEMEEE, WEME VVOL HIRF#EE, BXFRIMETEE SRA BIRIHITREME, 1E Site Recovery
Manager (SRM) A, AT RIPIE RIS ILRHFITIE, ZEILRENGE, SRMEBEN T—594%
RIgE—EYI3E, F SRM BEBSEMEALKHTERE, ULRMREMLEEES, FEEMEFIXZH], ERME
£ SRM HgIE— s =X,

bR Z<89 ONTAP T AL &iEFEREY SnapMirror BREH1TRMEME

VMware Site Recovery Manager (SRM) R{EFA SRA BIE VVOL #IBFMHENAMME. M
() 28 VASA Provider ¥ ONTAP 9.7 REBH#RASERE L8 VWOL BURTF £ T2 HIATHIER:
B,

1E2 0 "[E A Storage Replication Adapter" ZBHEES B,

quick_resyncIhBEEHE



&R LUB B quick_resynctfii& ATESRAFHITEFHRIPAIERIZ(E, XERTEE S SnapMirrork ZBYEFR
TN EBIEEMERE. quick resyncir SR INRBIENERRTRE. RAEMRETASEERAEEEZTE
FHEMEFHE, BIAMERT. F=EHMHquick_resync, ZEiXEMAquick_resynctis

* ENRTRRBRAENE.
* B EMEDHNEENS LRERE R RENEENEREER,

BT BB Aquick_resynctris:

PR

1. BREITHEIEMR /https://<IP address>:9083 AFRHEETFWebMar S1THRME.

2. BfT@mS vp updateconfig -key=snapmirror.quick.resync.enabled -value=trueo
3. iz1T88% vp reloadconfige

BT AemiainiEs]
ONTAP T ERETABHIHRITHIBIA

vCenter Server et T E T A BRIARIES] ( Role-Based Access Control , RBAC )
B] AFIEHIXS vSphere 3FRMIAIE, TEiEATFVMware vSphereBIONTAP® T A A

, vCenter Server RBACS5ONTAP RBACE & A, MAEREBFRILIIEEFEM#ASL
IR RITHILLEONTAP T AES,

ERINTERES, EXTEBIEYH vCenter Server RBAC R, ${TESZHAE. ONTAPLE&LKERAF
BvCenter ServertXfR. AEBIRERFBONTAPI R,

O LR R (MR AIR ) 1% E vCenter Server IR, G, &R LLETPRHIFEEXLEAPRAFE
[T e i

vCenter Server A PRAVLERKER 5
vCenter Server FIIRFINIR, MAZENIE. B vCenter Server I REBELE =MAH
vCenter Server S & LA T4 M
C = IHEZIMUR (R)
XEERPRTE X 7 AP e LRI THIESS .
* vSphere R
HREESHIB IR,
* BPEA
FAFSATE X 7R I T ESS.

TEFRR, BRENR, BUOMAEME=NER,



@ FIcEAH, kBSHERT vCenter Server FRVAAH, BEFERRIEIT vCenter Server FIR{ER
FRRZE S

Parmission Operating system

Admin creates
users and groups.

vCenter Admin sets
up permissions.

Either
Group or Group
Managed Role
Object 1.
¢ o
Privilege: User

ST
iEAF VMware vSphere BJ ONTAP T A BB i 4F
* R4 vCenter Server 31X
XLEAFABE vCenter Server —iCHz (i,
* ONTAPTAZA1HY

XEFNZ N EONTAPTEESENXR. EIIRONTAPTAMFER.

ONTAPT EESEEEEONTAPT ELZ AN, HEEvCenter ServerdsH4Fi%, XLEARE AR "role” "
o —MMRAIUAEEZMUR, XERNGERTEEFRE vCenter Server BIAEF,

@ AT EfkvCenter Server RBACHYfEF. ONTAPTARE T Z MRS, XEMERABEEHT
1TONTAPZEESREFERNFIEONTAP LA L A A 4F .

INRELRT EMRFBIIR, NS RREXBABRNIEH, ARBERUERBEHMEHIR,

* IXPR * A *ES

NetApp ONTAP Tools iZfl& > & * VSC EIEH iEFAFVMware vSpherefJFf

B . VSC FIE HONTAPLEMVASA Providerk
RRESBEEEEM

* VSC Rix

NetApp Virt'gal Sto'[age Console > vSC BER & FVMware vSphereFJONTAP
ETRENERE > E1F5 TAEMSEFENEEEEXGMEE
privilege.nvpfVSC.VASAGroup.co 1% EHHXHIVASA ProviderfE53,

m.netapp.nvpf.label > BIF



vSphere W&
MRS vSphere W& %BX, ffliN vCenter Server , ESXi T4, BN, #IREFMHE, BIEFL, FXER,
&R LUAESE vSphere MR D EAE, RIEHECLS vSphere IRAIINE, vCenter Server BIHEE i BT LAFTiZ %

KPITHLEAES . MW TFONTAPTEZAES. REEERXXMARRI(vCenter Server) D ECHILIEIR. TARETE
R E LA LD ECHIDIENFR, VAAI HRFAHEIERRSN, HPSE AR ESXi IR,

A4

f&B] LAE A Active Directory ({4t vCenter Server it 8#1) IRERFFMAFH, ARG, &R LfERvCenter
Serveri¥fRAXLEA P AR FIHRNIR. FEEEBHITIHENONTAPTAES,

X%vCenter ServertlfRiERFONTAP I EvCenter . M ERFIEATFVMware vSphere®
HERAONTAPTE, ZHANERT. EAFVMware vSphere BEIE RHIONTAP AN~ REETSE
HIRNPR. AEENES AR,

BHENARPMASERAE, tIT@EIMAN vCenter Server I RFFREEN A EIHIEIIIE,

B X5 vCenter Server S ECFEXNI PRI ZE S

71/ vCenter Server f[ERY, FEBFIE/LNER. EATF VMware vSphere B9 ONTAP
T AESERERINEBURF &5 BRI & 5 A P E BN R fE 1T BVIR(E,
P ECARUR

QEEFZERFIXT vSphere WRIELZHIAHRIES, FHFEIKE vCenter Server IR, BN, EaILUIUBER S
NEFR, BINRER, EAILUUBARFRE vSphere IR,

TR BRI ERTE T A AT LAITRIONTAPTAES.

B, ATHERESTN, BONEESHEDENR, FIIRNR. MRESFTEZONRTERTIHE
\‘/F?phere MR (BINRERESS) , HNEMFNREAZRIF vSphere WR (FIINFHERSE) , WESHIXMIE
EXMERT, EALUKENR, EHBTFREYE, ERETUANFREDEEMNR, HECLFRIABINRE

BREBEMRELEBABINIR, XERE, ERLURI N FRIABINRRIRE 7 ECLA RIS SR H B F AL & B
FRBVSEE,

Fgﬂ RAFNLERBERREINEERINER, SNRGFARMNR (WLIFARHE) DER

FEFNE vSphere IR

TR PRE R B F3F vSphere W Ro BN, FERS AR vSphere WR. MRERMBEWNFHEARAHITIER
HERMRBR. WHTEEE AR RS ELLAONTAPTERM R, HAEE aJ 2 ER LA RAIvSphere 3 Ko

g0, EfAIEEONTAP TR AMNNEUBLI FiE R 4" S RE L TR IT R K7 73 Bo

ECANR
&) ABERHE L — MR,



NRER T EMUIRFIIIR, WSZARRREXBAFA NN, AREMER, UEREMEHINIR.

ONTAP T EMimmtnERE

77 EfkvCenter Serverf XA E T A & Y7 A)1EH](Role-Based Access Control. RBAC)
HIfER. ONTAPTHiZH THAEONTAPTEA®. ATATFHITXREONTAPTAMES, It
S BE—IRIZAR. JRTEEER. BREHRITEAES.

EONTAPTEABAEG R HITONTAPTAESFAERONTAP TR L A4S ZlvCenter Serverfil, It
hh, XEBBRHITIRE, UEERBERZHFR vCenter Server iR EB RV

IENERR, CALRERERREREHIRERR.
()  ERONTAPTAFAEEIRMMIAN, IREABREMHAR. UEARAEANTA,

e U@ Id B vSphere ClientE I H R * A E*SKEEFONTAP T ANERE,

WEIONTAPTAERMHIAE., ErILITUTES:

* e * o) B *
VSC B R IRMHHITERIE ONTAP T EESSFRERFRIE 45tlvCenter

Server3AONTAP T 2% A5,

VSC His IREIFONTAP T AN R ZIARINPR, XA AR
i&FFVMware vSphereFI{ERIONTAP TEMITZIH
[B)3T I BV 1E,

VSC Bt & RHE B FEPT B HIFRE & #lvCenter ServeriFiY

FONTAPT AL AN, EaILUMITUTES:

© SIS ERIET AR
* SHERBIEEAERE
* ERERXREFHEIEEEXHNER

fEFONTAP AR /ERABRYEN

fERIERF VMware vSphere B8R /& ONTAP TR, MEEREEN,

EBANEREITERR, MRXEFH. ONTAPTERESAALNBEEFMIIENR. REEFIELER
FHRONTAPTANEHNEABE X, XiFr] UHARXLE A BN TERERTVMware vSphereBYONTAP T A
ARAS LA PR =2 2 1 89vCenter Serverhfi 2EB 2 & #HY,

B, ERUERNEABEERIBEENIFRESEHRNATR. BRITIHNEE. EUEHONTAPTAINER
. ARFEEFNAE, BItIEFAR. BMEERBNHARONTAPTAWindowsfRSS. EHLEILURELL
At

EaI LB L T A EAONTAPTAINEAR:



* XFTBEONTAPT A S FEHAREONTAPT ARG,
EXMERT. fREAGRRET AFPHITONTAPTAESFrENFE R
* EHAGUYT BRAPATURITHES.

iél?%ﬁ?)ﬁONTAPIﬂ%@ﬂg,‘iﬁﬂ’ﬂ%iﬁﬁﬁiﬂ’ﬂ*ﬂiﬁ%\ TALEIIZEE S T ABNESRART BA

NRAFAFBEHITHMIFONTAPTAES. MXEESFELGINIZEvCenter Serverfii. Etha] LAIE
— P AERREXESN. FRERNEIAS,

* RIEEAUNAE,
MR AT BEKRELELLAREONTAP TEABIRFIIEERMAT. SR LUERAONTAPTAEAGREMAR,
EXMIERT. Bl RESAENONTAPTAA®., ARREENAE. FENEBRPREINER,

ONTAPIT EFSFrEatFN

REBERFVMware vSphereFIONTAP T AESEERENFINER S XEFNA G
EFiE@AFVMware vSphereFJONTAP T A. MiZ&#lvCenter ServertFi NI AR[E,

BXONTAPTEESFREFNMEE. B2 INetAppAliRENE 1032542,

"I&FFVMware vSphereFJONTAP LA : RBACHZE"

iZFTF VMware vSphere () ONTAP T EFREERIF MR 4FIN

FifiaiEBFVMware vSphereBJIONTAP TEEF AR R @E. EHMEIEHBIVvSphere X R4K 5! 53 Be = mék
FIONTAPTEZAEEH I NRETEBEUMENERTER. NWEETNetAppEIREY. ONTAPTESER
—&EIREE. HELE&ZIFRONTAPIE,

Eview' iR, EaILUAIEONTAPT AR BAF R, RS AFEEONTAPTAEFRITES. BERITHE
AIONTAPTEFES. BN IXEFSES EFIFRIONTAPTEE AiSMAIZA#lvCenter ServerfFi¥,

PDEERFNARE T ERTUEERD Ul 250, BEERMROUR) EDEEEENRE. Er] LIE HONTAPEIRR#H
ANetAppIT &,

TR R EENRD B HftivSphere W R KA. EXFHMEIREI R UEBMERRNONTAPT AR S,
BIERN R D LA 2 8 EERIEARIR,

ONTAP ZfEZRZi#] vSphere ¥ RHIFN R

Bd ONTAP EF ARSI ( Role-Based Access Control , RBAC ) , f&a]LUE
FIHFEEERANIAE, FHEHBEP U XEEFERASHITIRE. TER
FVMware vSphereBJONTAP®TLEH, ONTAP RBACSvCenter Server RBACZ &fEA
, UBESERAP A LI EFERS LA RAITHLEONTAPTEES,

10


https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration
https://kb.netapp.com/data-mgmt/OTV/VSC_Kbs/VSC_VASA_and_SRA_ONTAP_RBAC_Configuration

ONTAPT EFEREEONTAPTAFISEMNEIR(AFR ZMZR) RN ENEEARSHITEMHIIE. HIBTE R MHZ
FHERGHITHEERRE. ONTAPTASASNEHASKER—AEIE, XEEIERE T AT ZEFEHERSE LR
THIONTAPTEES; 2. XEEIEATONTAPTE., MAREMNONTAPTERAF,

ONTAP RBACXIE B Fifnl17iE R4 UK IT S 17EEXFIONTAP T EEE (FIUNEE EIAN). INREFE
FERGISEIE LA ONTAP RBAC $51%, M EITiZEERS LI ER vSphere X RMITERIESS, &ErTLL
EONTAP RBACS5ONTAPT AL BHiE S FERARITHI B e LIITHIONTAP TAEES:

s B HEC B FE RS LHITEEEE vCenter Server IR
* ELETFER S LR vSphere IR

J$EONTAP RBACEONTAPT AL ANFMESHER. tiRit— EREFEENE2E. FHEEBERTLIE#TT
E1E, Ak, 55IhA ONTAP RBAC =& JhAY vCenter Server RBAC #8Lt, &7 LI AT S AR, F40
, {8 vCenter Server RBAC BY, #&BJLLftiF vCenterUserB 1£ NetApp 7% LA B $iRTEMERE, FBIRHLE
vCenterUserA B B #UIEFEE, MR EEMEAZNEREAFZTIELRIZIFCEREME, N vCenterUserB #
vCenterUserA 3T/ ATEZZE A% LR EHIREEE,

BEIONTAPTAESEE. ONTAPTESEARIEEREEEBHITIESHIEHvCenter ServerfifR, N
RvCenter Serverf BB UM ITIHES. NONTAPTALENEZIZERZNONTAPIEN. EREFRIETH]
avCenter ServerZ£t0E, FLt, BT EFRERERS.

WRvCenter ServertX[RE#E. MONTAPTASKNESEMALA TR BFE)XEXFIONTAP RBACHY(
EHIONTAPAR), MELRETE BBINIRITEZEFHEAL EHITIZONTAP T EEEFENFERIE, NRE
BB FHAIONTAPIR. AT LURRIFERAHHITONTAPTAESS, ONTAPRERE T BRI UMEHER S
HITRIONTAP T E{FZ,

FNFHERGEE —HXEER ONTAP 451%

FEET{EA ONTAP RBAC 1 vCenter Server RBAC EBLITMHHE:

ek

Jals

EIE 5 0] UL A o] LITEAKEY vCenter Server I RBFNFFERAR AR THILAES,

* HIZER

onf

TiFZIERT. ONTAPTASTEFMHASR LIRHEZERR. FEEBEEHFEMEIRITEEERBIvCenter
ServerF,

* ARk
BRI E—MUBEIPFR A =28 R,

fEAIEA T VMware vSphere £ ONTAP T BBV ONTAP Bt
BRI LU B Z M EINEY ONTAP B, LUEFEREERT VMware vSphere B9 ONTAP ® T EMEF A G®/ILRIE

#l ( Role-Based Access Control , RBAC ) . XLEHEEESHITONTAP TEESFAEMNFEIR(ERRE
BRIONTAP4FL,

EQEMNBAFRAR, BuNUEERSMNERINIETT ONTAP NFERS. ERILAFERONTAP System
Manager 9.8P1Z BSR4 EIFZEONTAP A, 52N "ILEAF AEMINE BXFHER ...

11



51 ONTAP B&EHE— M XENAARMERY, XM MARINBENUR T ZABNERE. MRTER
XEEEER, WEEHRSIAEXEKRFMHEERE

ER—Ik 2. ONTAPTALZBIONTAPABR D EREWHITHIF. XEWE. F—TMABHNIRGIMR
B, EREAS5—4HREANONTAPTAFEREXREKIEN. T—TAGEREEE SN, eEs5E—
TRBXEKBIESN. N TFEFRFHEEE, STHINAERREEERRRK.

TEYIH T —LERAONTAPTAREINERRONTAP RBACAE, SIRXLARE, EURXLABHES
BITRITSFERXRIESHIAR, BIMNEE R

1. £
‘It AeE, ERILRINEERS.
2. BIRTFAE
fERLtABRILIEIEFME, tARTEESRMAEXEKBIPIERN.
3. fEchTFhE
ERLtABRILUENEF M, tABTEESRKNABHEEFERGXEKIIFIER.
4. SHERTFAE
ERLLABALIHERERE. tABRTEEES5RNAR, IREEABNEINEFMEABXIKIFIEIN.

WREFERRIEATF ONTAP BY VASA Provider , MR IEEE T HREEFERE ( Policy-Based Management
, PBM) fats, @IlttAE, ErERFEERREEREEME, ABKEEKREIZE Discovery i,

SNfa A& F VMware vSphere B9 ONTAP T EEZE ONTAP ETAGAHIRITH]

MBRERETAAILINITHEISERT VMware vSphere B9 ONTAP TELZ&EA, Nk

TIEFEERS LA E ONTAP 2T A arihaizEH] ( Role-Based Access Control ,

RBAC ) . f&rJLAfEH ONTAP RBAC EEBIZ— 1M Z N EE G RiARNENBEENX A

PP,

i& A FVMware vSpherefISRAFYJONTAP T A ] LATEEE B$4K 515 Storage Virtual Machine (SVM) SVMZK3!3/18]

FERS. RETEERSLIANEFEERS, WXATREEEGBFPNERE, LIRHIEXNENIIE. NREE

%g%ﬁzfﬁbﬂ SVM FHE BRAMEFEMEERL, MMIGESE "vsadmin' " AP EEHTEETSFIENFIEAR
BEo

VASA Provider REETESEEF R F A RIFHER S, NRIGFEFMITHIZZFEEVASA Provider. MIATTEEEFR TG
EFHERSARINENEATVMware vSphereBIONTAP A, BMEEERAZONTAP T A SRAE It

BREMA P HIGERFEL SVM E#2E] ONTAP TH, NHITUATIRE:

* fEFHONTAP System Manager 9.8P15EE A CIEEHEERHSVMEER AR, HEN "ILEAF AR
MR BXRIFMES ...

* £ ONTAP glZENEABHIRE THNNAREFNAF

EHNONTAPTREEFMALR. EREXEFHARERE. EALUBZTEONTAPT A NFEEX

12



HNONTAPT EREEH#A S, SXEAXEERERIEEALKN. EEBENGSRQIEXLLEIRTEON
TAPHIZERONTAP T AINAE,

* BEEARARMEIERTFVMware vSphereBJIONTAP T A, HiBEERICIZR A F NERE

ONTAPTAA®
ONTAPTEXONTAPHI S AL T —2HONTAPTE A !
2
AT RUFE EEENE iR
* BIETEE
ATFelEEMEESTS (LUN)
* BERIEhE
BRFERFNA/AENES SR
* SHERTFE
FATFHEREM LUN

VASA Provider 82

BHEEESHENCEETRBIERE, ItABSIHERFEINEEE XN FEEITE T RBIER,

SRA At
SRA 7 EE#R5EL SVM & 313E ONTAP X E4 0 SAN B NAS A, X#, AP FRILUETT SRM 214,

BEBRINEIONTAPT AR, ONTAPTESXONTAP RBACH B ITHIIAN IR, WMRAMTSVMARTE
fEIP. MONTAPTEFREHMITHIRLE, ONTAPTASTHEEES TIERPICEHIREI SN,

70 ONTAP TEECESH A

ONTAP TEX#FHER A (High-Availability , HA) BtE, BBhFEAEHERHR
ONTAP T EEHMET,

ONTAP T AfkE VMware vSphere mA B (HA) IHEEF vSphere B (FT) DhEERIEEEIAMN. @it
=AM (High-Availability , HA) #ERAR, AILUMUTRESHAFRPHRERS :

© ENEFE

°© MEEKE

© EIMWEKEE (FIRIERFAHE)
* [FATEF (ONTAP TH) mik

13



Eff ONTAP LRSI AN, THEHITHMECE. REERIE vCenter Server 1 ESXi FHMNERNHEE
VMware vSphere HA ThEETY, vSphere FT IhgE. HA R FT MEEEFH EVIUREZEFE, FT AEEMERM
PR,

FRT VMware vSphere HAfR/R 75 2 HvSphere FTRERF R Z 9. &R TFVMware vSphereFJONTAP T E A BB

FREFONTAPLARRSSIARIETT. ONTAP LA watchdog #HiZREHAGITFIE =WARSS, HIEA B ERZEE
HYEFERY BB R IX LRSS . XA TFHEN AR LI,

@ ONTAP TEAR#F vCenter HA

VMware vSphere HA

&I LUTE vSphere M EHECEIEATF VMware vSphere B ONTAP TH, USEMSATAY (HA) o VMware
HA THRERITE EEIMIRIR IR (AR5 RIF, B L INE SRR ER A=,

VMware HA ZHEER] s RE AL LA MR R R AR R, HNEIMFES, VMware HA THEERTER IR
SRR EAYIERRSS 88 LB BRI, 1NEIARSS SFEER, AEEFHT.

FFEE VMware HA BI32ESBEURT vCenter Server BIRRZAS, B30, Er]LUER U TESEFEEIEIRAE
89 vCenter Server hrA, UEFAE VMware HA B9F &,

"vSphere®] A"

VMware vSphere &8

VMware vSphere Fault Tolerance (FT) INEERIEEEAIRESAAY (HA) , HAEREXREMAEIESR
EENER TRIFEMNL. EHATIE vCenter Server /B vSphere FT for ONTAP T &,

HREH vSphere W RIEX$F FT LURIFIEH ONTAP TEFEM vCPU $18 (FL 2 N vCPU ; WFARIR
1B, EL 419 VvCPU) ,

i@3d vSphere FT , BMfERRSS2HINELE, BB AT LUIFEEETIT. EEMYEEA vSphere FT &, RERTE
PHRERBRITHIER (DRS) EEMB—FN (ZREMN) EBhRIEEEIMNNEIZ, NERKZH DRS
, MEMATBEENSIERBREN. vSphere FT 2ERFSER T E RN —KEMNL, S EPNES
B EEMVRITRESEGRE ZREM.

NRBIEHLE, SHEEMNAERE, W _FREMSNIIZEIMEEMTUSIENUIERTEE. “REMI
R#£851T, MASERTAMEER, FSTEUE,

779 vCenter Server S2fFIECE vSphere FT B, BHARFZNIUHKE CPU B3R, EIWIRBIZERFMIFITEX,

BETFEE HA BUIRES BEURT vCenter Server BIRRZA, #I30, &ErILUFER LTS E 5EEHIEIRFTER vCenter
Server hixds, UEERE HANTE,

EEER. REFISE

ONTAP T E % #FH) MetroCluster B2 &

iEFF VMware vSphere B ONTAP THESZ X ONTAP £/ MetroCluster IP 1 FC BC&
HIfR, KEMERT, XMZFPEEHREN, BE. T MetroClusterifE51EH
FVMware vSphereFJONTAP T EHIVASA ProvidersE &AM, EAJREa T B —LtE

14


https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/6-5/vsphere-availability.html

=
Fto

MetroClusterf EFIONTAPT &

TEARIRONTAP TER U A I F ik = F1 —Rhuh = ERIFERFITHIZE. BE. EHFVMware vSphere
FIONTAPT A= Eoh &R MEF#EITHIZE. MNREFEANEEREFEELIF. NRFHIAONTAPTRAE R NILR
TSR, BN, EE U FEEEEREISSRIEIONTAPT AR, EFa] LUEMONTAP T A B FiEE17[#EiE
H2SH9 AP R ZEE I,

REDREY, “4Rubs EAY SYM BiEE, XL SVM WAMREEMmT "E%R. MNRERITEELHIREE

B IR (R R ETIHUR(E, MIBIEFMEEFATE SVM E’J%%’]”I—:EE&#?EE -mc’ " a%k. AEYVIEIRY, ItEE%R
RBREF, MEUER LR SVM FikEizH.

@ MR B BB MetroClusterfit BEFISVMAB P AINEIONTAPT AR, MEYIHE. F2KRRSVMEZ
RERENARM T -MC "[G4R). FiE MBI 4R IEEHRIT.

REEYIERS, ONTAP AR RER R /L0 thaVad ik B et 2 ILEE . MREERITEESRIEFMEE
FONTAPTRR/EIT R EXME L. NAJgE= HIMAER,

MetroCluster B2 & 71 VASA Provider

VASA Provider & B thz#3{#EF MetroCluster BREHIIFIE, H#E7E VASA Provider IF B 2B, EREE
AVASA ProvideriRIISVMAF,

()  7iE, VASA Provider FRTEZ 4 LA SVM ZFNEEM " -mc” " B4

MetroCluster F2EHISRA
Storage Replication Adapter (SRA)Z I ERFANFS. iSCSIFIFCPY#IMetroClusterf & (MCC)RIIF R,

fEAMCC SRAEEEE’JHU?;EE <. FrEStorage Virtual Machine (SVM)&Z¥REMCCEEE FEIN M —Y, WNREZ
RAE—, NFHPR. HFESRATEREEMK,

FReE1RIE:

1. FRITMCCY e IS, IBMRIREEEE LA SnapMirror list-B It &< EAFAI<vserver_name>R
FR(SVM -MC)ERIEMAVEE, i< rREREKIA307 #A1 8EIETT,

2. B MSRM UIRIT RIS ERE. AEBHRERITHMSRALIER. HIRIERIHIRSRM T f#L]#E ]
[ESVMB A ERIELL,

15



LB F2E ONTAP TE

iEFF VMware vSphere Y ONTAP TEMFAFSEIL(ER

MRIEZEVMwareIFT B B MK EAIINetApp ONTAPTE= . MEBESFEMAD
BONTAPIT EZRifdEvCenter ServerFi&BESXiEHo

Prepare for deployment of ONTAP toals for VMware vSphere. See VMware documentation.
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‘ Deploy the virtual appliance ‘

l

| Configure ONTAP tools. |

:

‘ Configure your storage environment. ‘

YES

Do you want to
configure SRA for
disaster recovery?

NO

SRA for disaster recovery

Enable the SRA
service.

Start using the virtual
appliance.

Configure disaster
recovery setup.
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profiles

/2.0/tasks/ {id} FREX 218k x5

& RBETE VCF BEERN TR VVOL BIREME. BeIERE, BFEEMFHAN VCF ﬁB%EmXE’J RESTAPI
o BEFTHE, _IL,(M Swagger i Eifir) RESTAPI ., 7 VCF XX T RIiER R0, EEERM Storage VM ,
;%A*D%E’]% o [CEERFH ONTAP API SREUXLEFAE 2, K9 ONTAP IE??&EYJX‘ED’SFE’J APl A& 8
fTo

* TFENR * *AP| *

12HE VM API/SVM/SVM
RE =g BE
Volume =&/ &

ERITAZRCIR API BY, ERILUSIAERNEIRSRET. B2, BNRERINEGENIIEEENES HENIRE
S5RBNEMEINRELEL, WREFIE, ')"JJJE'?LMTLQHUI—JQEU'SIO 'F%:zﬁﬁﬁi’\@’Ti)uE%Y‘ RN FHEIREEC B XX
hAEENE.
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* BEsTFHETNREBCE St *

Platinum AF_A
Platinum AF_C
Platinum_ASA_A
Platinum_ASA C
AF_NVMe_AF_A
AF_NVMe_AF_C
AIF_NVMe_ASA_A
AIF_NVMe_ASA_C
AF_Thick_AF_A
AIF_Thick_AF_C
AIF_Thick_ASA_A
AIF_Thick_ASA_C
AF_Default_AF_A
AF_Default AF_C
AIF_Default_ASA_A
AIF_Default ASA C
AF_Tiering AF_A
AF_Tiering AF_C
AF_Tiering Asa_A
AIF_Tiering Asa_C
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* BEsTFHETNREBCE St * * EEUEMPR * * SEEE

AF_fNZ BIAF_C & mE
AF_fIIZ_ASA_A mE mE
AF_fin% ASA C mE mE
AF_MNZE _=_AF_A & mE
AF_iN%Z ME_AF_C & mE
AF_MNZ _E_ASA_A & mE
AF_iN% BIE_ASA_C W& mE
AF_1Z2_Min50_AF_A e mE
AF_iI%_Min50_AF_C W& mE
AF_f1Z%_Min50_ASA A e &
AF_fill%_Min50_ASA_C & mE
26 7 ¥

TRILAfEF ONTAP M2 APl IR EIEHMI(E,
https://<machine IP>/api/storage/volumes/{uuid}

iEAFVMware vSphereBJONTAPTEMVCFEEN BB EIZTER. NREBEAHEHMIIER. HINEEL
EEMEE. QIZFMINRIEX SR ME. N EASwaggeriiEMvCenter Server;£AAONTAP TH,
MONTAP tools 9.12FF#8. ONTAP T EEvCenter;:AftiiE:d SwaggerTUE#1T, ONTAP TEEVCFER THY
[REIE. ETEMEHZA. TENSRARCEREME, MNREAFERAVCFRINER TEEONTAP TA, N&
B ah# T M

() RegisterntmiGEEME £HHIONTAP TEMRARHI,
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See VMware documentation.

I

Prepare for deployment of ONTAP tools for VMware vSphere.

|

Do you want to deploy
virtual appliance in
VMware Cloud

Foundation (VCF)?

Select VCF deployment and provide required

credentials. Deploy the virtual appliance in normal mode.

!

Start using the virtual appliance.

Configure your storage environment and create
containers.

"WN{AIEFE ONTAP T A"

iEFF VMware vSphere Y ONTAP TERZEAN|]

i& A FVMware vSphereBIONTAP T EE— M vCenter Serverifff. EFREIEONTAPL
E. VASA ProviderfStorage Replication Adapter (SRAY B, EiXFFFEONTAP
vSphereIf i {EFONTAPT A, RN ERRIERESREKEEESXiENIKEMECEONTAP
ZE. BEXFEMSE (VWOL) , FEFH VASA Provider , M SRA AJ5 VMware Site
Recovery Manager B2 &1,

ERTE

BRI LG RS2 N B INSE, XBERTLUR/DTE vCenter Server P LN IMEN =R TIEE,

EEEN

ONTAP T Ar]5VMware vCenter ServerfZ# & & (VCSAVESFH, EHNMEES ESXi RANTZHF
vSphere £&E ONTAP T &,

/NEEMENAEEEEROT:

*Rg * RIREK *
==[a] 2.1 GB AT EEER®, 54.0GB BTERELR%
FHMERE BiNAF: 12GB, BN CPU: 2

&R Y AR LS VFRTIE:

* ¥FAE[IE * * )R *

SnapMirror (A1) NREFER VVol EFl, MIFEEF SRA F1 VASA Provider iiTHE% %
121,

FlexClone (AI3%E) FFF 3+ SRA HITIHR PR FBIRELIR X VASA Provider $11T VVOL %
EER R AT,
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ONTAP TEFAUTEIANFE TCP %O :

* HAthEK
9083.

443.

8143

8443

RIRFENNAREFENR:

* 724, NIRRT *
ONTAP

VMware vSphere , vCenter Server , ESXi F#l,
Site Recovery Manager ( SRM) , 4N AIERFH
HIEEES 1

ONTAP THEX

* BB FI&E vCenter Server Ifi5,
* T .ova 314,
* vCenter Server S=ffIf9&E Rz,

* )R

BRE, VASA Provider # Storage Replication
Adapter (SRA) ¥MERItIRAS vCenter Server i#
TiBE. BRI TCP/IPIRE, HWFEEIEL, TEE
MESXiEHNEEAFVMware vSpherei& & HIONTAP
THEMBGAE EEALEO, thigORF TEVPZH
. 15iRWeb-CLIFF R E U RIZEH MVMware ElIVPHY
BEBZ.

RIBEEMEE SR, VMware vCenter Server #17F
ERASMALROLNEZLBE. IEOBTFER
Im-ARSZEBERME. RINBRT. Z2&EESR
F443ix 0, thEF iR LUEFERREST APIRNERE
U EFIR. E2R5RSH#0EE. HERRS
IR,

ONTAPTAE=Mfthin O EHNREEE. timORT
B Pim-IRS25BE 521, Jtt%F' me]l L2 fEAREST
AP RIE b EFim. E2BI5RSI[IIERE.
FBif R 2RI, lttlﬁ'ﬁD_.[ﬁﬁ:J:ONTAPIﬁEEQ
HSFHONTAPTERSZ28HE. register.htmIEITE
7Eib# O E. REST Swaggeri$7EitbimO_EAF,

Itbim O FERATFVMware vSphereBIONTAP L EfH
HHRS

* ARASEEK *
ONTAP 9.7, 9.8P1ZHEEhRZ,
BN EREMERTA"

TIBRX SR 2SR 17 LB SR 1E 208 ONTAP T ELHR[EIH Il BE 23 4B 1= I Ak

* ECEEIIg &ML ICMP ping FrfEE FARIZRIAN X,
* EPNRERIBR DNS EHR.
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SRA BYRIIZER
NREIE EINIEE LS5 VMware Site Recovery ManagerE & MAMES: *TH .tar.gz X5

Z3Z ONTAP TH

p

1. F& . zip &P THEICHEMBEZIEBRIHE "NetApp ZHFib " E#E vSphere Client R4 LIERE
ONTAP T K,

2. $2HY . zip FEHERE . ova X
WMREZZE SRA,, MHIERLESMBFIES EEE . ova” Xt

3. &R ZvSphere Web Client. EF*FET1*>*EHFIBFE",
4. ERBHFAIFHIERL, ARRT * 2E OVF Bk *

NRIGEEARIZRvCenter7.0ue NE SRS, IFHITUTIRIE. BNERSERITI RS, XB—MAIESE.
FRTFIIEOVAT#BIN e B MR B R EL,

> MNetApp itz &, OTV inter_root CERT chain.pem X f%,
° SME*vCenter>*EIE*>IEPEIE
° BERINAERIEFR %D,
o BE#*Browse*F iRt OTV inter root CERT chain.pep X{FHIER,
© BE A
S B Entrust Code signing - OVCS2 (Trusted certificATE ) FHiA FEAIOVAX R EE

@ 4. TNREFEntrustf{iZZER- OVCS2 (IEBLR)EE. 1ERFVMware vCenter Serverft+
K27 0USET E S h s,

O. fERILIRIN .ova XHFHY URL , BEJLUNISZEIRTFE .ova XIFRIX K, ARREE * T—F *.
6. WAPTRIFAEEUTTHEE,

@ (AIi%E) IR BEARME vCenter Server ;EMEVIE R T EIER2S, BEACE vCenter I/FH VCF
Ry HhEH /= A VMware Cloud Foundation (VCF ) &3%1E,

TRILAM * 255 * IR EERNEHE, HEFBETM.
EEREIIER. SHITRIEMINIE, WMRIERM. BHITUUTIERME:

1. B§iFvpserver/logs/# 3F.log. R ER"Checksum verification failed (1RIEFNILIEL)". N ET LATERE—H
SHERRMAYJARRIIEIIE,

BEXEEEHIT _na256sum -c /opt/NetApp/vpserver/conf/checksosqupsu_o

2. I9iFvscserver/log/tk 3#0.log. IR ER"Checksum verification failed (KRIGFIZLIELRM)" . MATUER—H
,L,\qJE:EtUQEWE']JARE’ﬂ_ﬂEo
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HEXHEESHIT_sc256sum -c /opt/NetApp/vscserver/etc/checksosquit B

7£ SRM LZFZE SRA

& BT LATE Windows SRM AR$5288% 8.2 SRM 1&& EEFZE SRA,

£ SRM &% £ HEMECE SRA
B
1. MNTFE - tar.gz XM "NetApp SZHFuE 5"
£ SRMigERE L, BE * FHEEHIEACES * > * InEhcss
¥ targz’ X LfEE SRM
EIREEA 2 URIEE T EE "SRM Storage Replication Adapter" THEIHEFIFAE 2o
EREERWFEA putty BRE SRM &8
tI#E] root AF: su root
EEEMEH NS LUIFREY SRA Docker M Docker ID : docker ps -1

BERIAZID : docker exec -it -u SRM <container id> sh

© ®© N o g k~ w0 DN

{FEHEONTAP TRIPHUAZHALESRM: perl command.pl -I <otv-IP> administrator <otv-
password>. BEETERBERREFER— 515,

I ER—%MINER, MIAEHEEIECE S, SRA RTLUERIZMHAY IP i, i5OFEIES SRA RS
BHITBIS,

IETEE# SRA i

-

1. AU T a <Mk /SSRM/SRA BERIAR:
a. cd /SRM/SRA / conf
b. rm -rf *

2. HU4T perl L LUERFTEIERE SRA :
a. cd /SRM/SRA /

b. perl command.pl -I <otv-IP> administrator <otv-password>. {&HE{EZHIEEE(ER
/N =
I %l?o

LB ER—RMINES, FIAFEEEIREEME, SRA RJLUERRMH IP #ill, mOMEES SRA R

ST S,

/2 F3 VASA Provider 1 SRA

g
1. SEF7EOVA ONTAP T EEpEHAEIREAIvCenter IPE R E|vSphere Web Client,
2. EREARTIE, BEEHE THI*NetApp ONTAP tools*,
3. 7ZZONTAP T EMABEIRS, 1%EE*Settings > Administrative Settings > Manage Capabilities*, /52 AFR
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BHIINEE

@ AIAMBRT, VASA Provider 0 FRRIRTS. SNIREX VVOL BUEFEEERAERITHEE, 5
fEABA VVOL ERITIHURH,

4. B NIEFFVMware vSpherefJONTAP T EMIPHIIHFN BIE R ZRS. AFBE N

22 ONTAP TEHER

ONTAPIL EMimOERK

FIANBT. ONTAPTAZERIEERMRERHEHAM(BIEFMERS M VMware vCenter
Server)Z BIHVIES. MRBRATHAE, NATBFRREHAITIRE N RIFFITH,

X FWindows LAFMIRA MG IEN F R T I ONTAP T EEABAE In D BYIA R R, INRAFIE T XX i
HOIBIEARER, M&ERIMTHEIRES.

TESIRSEE S,

ONTAP TEEALITEAIANAE TCP %0 :

* BAimOas * [R) RS IAR
9083. BAfRE, VASA Provider 1 Storage Replication

Adapter (SRA) ¥MERILIROAS vCenter Server i#
TiBE. BRI TCP/IPIRE, WFEIFEL, TEE
MESXiEHNEERAFVMware vSpherei&&HIONTAP
TEMBSAE EEAItmO. timOBF THVPZE
. 51AWeb-CLIAF REUAIESI MVMware E|VPRY
BIEEER,

443, RIBEEMEE ST, VMware vCenter Server #17F
ERARVITLIHEO EMNEZLBE, EOBRFER
In-IRSZESEEEM, RINBRT. Z2EESR
F443imA, IEFime] LUEERREST APIBERE
it EFiG. EBIS5RS[BNEE. HERERS

IR
8143 ONTAPT A=A LML 2BE, ixORTF

B P in-fRBEBERM. EF GO LUEHEHRREST
APINEMRBHUEF K. ERBMSIRSRIVEE.
HFHEHEASREEIE, iEOTAFONTAPTERS
HIFHONTAPLEMRS 2B HE, register.htmINEEE
im0 £, REST Swagger&7EItin O E AT,

8443 Iti% O B F3iE B FVMware vSphereFIONTAP T B
HARS
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7. ONTAPLERZ&MONTAPAIX[EIN 35K LAISIE R] 1758
. AEREERNEFERNTER
24, AIHERREA.

@ 7EEFE ONTAP TEZHI, BNERHA Internet I=HI3H 21X ( Internet Control Message
Protocol , ICMP) o

NREAICMP. MONTAPTAMYIREERKK. HEONTAPTER L AEAE B NER T VMware
vSphereMVASA ProviderfRSSHIONTAP LR, E8ERG. B MF&IVMware vSpheref1VASA ProviderfR$5
BEFEONTAPIE,

ONTAP T EM=a)flfIREEEK

£ VMware vSphere & ONTAP THEZ A, ENREIBEBRH BRI EZEZR UKL —LE
BERENRRER

© > RERHETEIENR
° 2.1 GB BT RERELR
° 54.0 GB HTEREELRE

> ENRAIEHEEK -
° ESXi 6.5U3 S E =R
° EIXATE: 12 GBRAM
° BINAICPU @ 2

ONTAP TEXZFNFMERSL, TRAIMNAER

EFFIE79 VMware vSphere 2 ONTAP TEZHi, BN THREXREFERAAERK, NHE
FERMIFRIIEERK,

Ei2FERTE (IMT) 888X X#50 ONTAP , vCenter Server , ESXi #, (&R AFERFH Site
Recovery Manager (SRM) hRAMIRHER.

"EiREERTA"
3% VMware [E#E (VVOL ) #IEEFHEERITEIMIIRBIS(ENIE12(E, XIUSA FlexClone ¥k,
Storage Replication Adapter ( SRA) ZELITIFAIIE:
* SnapMirror i EJ3E
E3 SRA TR ZIRE, IR SnapMirror FE]IE,
* FlexClone iFaJiE

3 SRA PUTIIAEER:151%1E, &S A FlexClone ]Ik,
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EEEHIEEMER IOPS , MIEAEME /0 FHIEUEIEREM /0 FHIEETRIEZREMME 110 KiHERE
U EEIEIE, RATEM VMware 3£18 Enterprise Plus i 8IIEfG, 7 REEATEME 1/0 =5,

* "SFTERE 1/0 IEHIHI TR HBR"
* "vSphere R R EIE"
ZBE ONTAP TAERFEEIN

7£79 VMware vSphere ZfZE ONTAP THEZFHI, RIFLMEBEFHITE, HAEH LR
EEHECE ONTAP TE,

TREENBTEE ONTAP TEZAINEENEIN,

CERED * o) EdE *
B/XEE ONTAP TA EEFEIEATVMware vSphereFJONTAP T ARY, &

KB EEONTAPTAINGE,

"&AF VMware vSphere B9 ONTAP T EAVFTFFEf
ETER"

MINEONTAPT EEZEFH K BigE T BMINEONTAPT ESEAHLEONTAPT A
BURTONTAPT AMIRE UK EEEEEONTAPL
B, BXFMAEER, 58 WHE LERMNALRIE D

"“ERTIE ONTAP TERFPIIE T /ER"
HRFINER{ETE

* BNIERBXERERANEERSNEFRERNE

[[AnYe]

ARfE, BNEIEREEBMAMFIEEHERY,
U XEEFFRARSAE ERNEE.

* NREET EFITEONTAPTAAG. NNE
HIX LM & LR PRI E R

BREFBONTAPTEARSSEY. ONTAPTE£R
SERAYRRINEBSERAR,

JONTAPT EEHARSSLIEH ZBZE ONTAP T AN, RFAESBIER SSLIEF, &
E{QE%EE%EEE SSL B ge ik =& B aYIE

o}

"3 Virtual Storage Console 4 SSL iEH"
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RE ESXi k55838

FIRERGEBE

TREBENABTHEE ONTAP TEREMNINEE,

CEREDC
ETAENHEES (RBAC) HIEXK

ONTAP hRRZs

TFEThREECE X+
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BABINBERT, KRS ESXi lRSFEHEIRE, B
H-ilﬂ‘j XEE(E, XEERETRENE. RIFERF
15, ErFEEAREELURSMRE,

* "ECE ESXi lr552 ZRIZMEIZE"

* "FEHERT VMware vSphere B ONTAP® T &
REM ESXi EHE"

FIRERS (FIRERSR) BEHAST I Linux
, Solaris 1 Windows F2ERFAIKE SCSI 1/0 iEBhy
8, LURMIEMAISIEREZITA,.

A R *

ONTAPI Az #FvCenter Server RBACFHIONTAP
RBAC, AT EvCenter Server;fftONTAP T ARtk
(https://<appliance ip>:8143/Register.ht
ml )7 vCenter ServergIE 5 (B 2 EC4svCenter
ServerZIE RN EERAR), NREITHIUEERS
PE1TIEATFVMware vSpherefJONTAPT A, M@
MEBWITERRBEES RN BN PRAIH,

MBATERERHIXFvSphere 3 R A ‘TTL,UJ
BRRIEREONTAPTEREBHEESEL A,
#EBvCenter ServerfIER,

EA] LAER ONTAP System Manager &£/ ONTAP
T RIEMHA JSON XH4EIZEINA ONTAP fAts,

NRAF ZRHESA EWRRIE R THITES, U
ESETR K o

* "ONTAP TEM+=rINERE"
"ONTAP 7ZfE &40 vSphere 3R AIFXR"
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Fir 4 B AYIE BB FVMware vSpherefd T 2 XA FIONTAPIEREU A F (T 2R Z HAER AV Pt (1IPv4 R
IPv6), 7EEBE ONTAP LA, WREKRMNEMEES IP #4525 DHCP , NIMSKZERE M IPv4
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UNEMWE S, BEIERTENIRE, IEXESHEABHFN.

22 ONTAP T&

29



WA &, ONTAP TH

EEI U TH . zip BE&HIEATFVMware vSphereBJONTAP T B Z#HEISX - (.ova)F1Z
ZIEBHIE "NetApp SZHFIES"

.ova X8 & ONTAP TR, EERAHE. %éﬂ-ﬂ" THIRIREHRREONTAPT A, VASAMISRA an. #RINE
. —EEHERSIBENHREFTEERESEMAVASA ProviderfISRA. ONTAPTEREHIATFo

MREEIFE ONTAP TERER SRA ,, MHMBETE Site Recovery Manager ( SRM ) RSS2 %% SRAHE
o IERILIM " BT E " 280 * 5EA T ONTAP MITEiEE HI:EEIes * 328 T3 SRA fEFMILE 4,

gNfeIERE ONTAP TH

EFEAIEATVMware vSphereiGZHIONTAPT A, EEEMIFEDEIEERFVMware
vSphereBJONTAP L EHIEEFFESEL

s BATNBEREZT TR vCenter ServerhiZs,

@ BB LUEIE B FVMware vSpherefJONTAP T EE A3 ElvCenter ServerfiWindowsZhE
g VMware vCenter ServerfEi\i& & (vCSA)ZEH,

"BigfEERTA"

s BN EECEMIZE vCenter Server If1E,

* BHMEHEIANIZE ESXi EH.

* fBE T .ova Xff,

* SR vCenter Server LM B R ERERE,

* BB F$HEFH XA vSphere Client BIFRE R a8 =1E, HMRIBRNIE23EE, LUERIEEFE ONTAP TAHAE
II:I:II I)AE{—L;UJ II#%%%T?'E'@;E R,

* {ERTE B AInternetiZHlH 2 Y (Internet Control Message Protocol. ICMP),
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BN EJE DataMover.HardwareAcceleratedMove , DataMover.HardwareAcceleratedInit
VMFS3.HardwareAcceleratedLocking FANISEMEIZEN "1 ",

W BIGKE " WEERE, XEEEE ESXi TN LBEIRE,

Virtual Machine (SVM ) _E/EF8 vStorage 710

* 40

RIGERAAIZ NetApp NFS VAAI #EH 2.0 , MINZRE ESXi 7.0 Update1 T E S hrZs,

BN Z%EvSphere 7.xhk. EAvSphere 6.5B8FH. A~3z#FvSphere 8.xo

* NetApp NFS VAAIE2.0.1 (NEBRRZs16)3ZFvSphere 8.xo

4

1.

(S @ > w0 DN

=13

BN B vserver nfs modify -vserver vserver name -vStorage enabled mYTE Storage

[0
EmR .vib EMNetApp ZiFihs TEZINetApp NasPlugin.vib LAITEZONTAP I EfEARITIE X & R
B3 5o
B ONTAP TEFHMW * 18E
B * NFS VAAI TA * ®Ii+,
BE * MERRD * oY * BX *,
FEHEFEEGBR ° vib X, ARRE * LF * Kb L£%2 ONTAP TH,
7E "Install on ESXi Hosts" Zp93 /R, ERELRE NFS VAAI #GEHRY ESXi £, ARRTE *RE~,
ENIRBRE EMIRBETR R, &8 LI7E vSphere Web Client BIES 20 ISR EHRE,
. BREMEEHRREL ESXi 4.
BWMBESXiENGE. EHTFVMware vSphereBJONTAP A= BohieNINFS VAAIEYS, BLTERIT
Hth P BEN 0] /3 It iEM
vSphere E£FBIE N EHEFIEE

TR

1.
2.
3.

MILEVvSphere Web Clientz{vSphere Ui,
B XI B 2R 4R 17
fiiE% vSphere Client &7 AVtEFIEF €. ITTFVCCSA. BHITLATRIE:

a. J@1d SSH E#£ %I VCSA 1%
b. {Z1EVMware vSphere ClientfR55:

service-control --stop vsphere-ui

c. BEREX AvCenter Client U BER: cd /etc/vmware/vsphere-ui/ve-

packages/vsphere-client-serenity

d. fERMFREE FNetAppHIEFIHEFRHEE rm -rf <!

rm -rf com.netapp.nvpf.webclient-*
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rm -rf com.netapp.vasa.vvol.webclient-*
rm -rf com.netapp.vschb-*

a. BxhVMware vSphere ClientfRSS:

service-control --start vsphere-ui

H4% ONTAP T H

FRE ERFThRA<HY ONTAP TA
&R LR BR LEAMEMHAYIREE. MITE9.105E S iR AR I FAKEIONTAP T ERRHARZS,
- MEBEMRE *

i

3

BRI R (IMT) E8BXTXIFH ONTAP , vCenter Server , ESXi 41, &M BIEFH Site
Recovery Manager (SRM) hWRASHIEFEE. "HiRFERTE"BEXFIESIIFNARKRREE. BEW,

s BB T EHERIARE ONTAP TAR .ISO X1,
* BAREDINE 12 GB RAM , ONTAP L EAREEAREURERESET,
* BATEIE vSphere Client N 5284877,

"7BF% vSphere £1FHVE TEHRFMGFE"

NRFE. BHRITUTTERIIE ISO_XfF, XE—MAESE:

1. MEntrust (OTV_ISO_CERT.pem)s#ii& B35 B IE P HIZEN A H Z Hopenss| X509 -in
OTV_ISO_CERT.pem -pubkey -nooout > Csc-prod-OTV-SRA-TGZ.pub

2. FRARFHARIEHEETNE R (WP BN EREZHFIXG ZHITEREZRAF 2FTi#HT. IEPENEEES
EaH)

OpenSSL dgst -SHA256 -verifyCcs-prod-OTV-SRA-TGZ.pub -Signature NetApp-ONATP-tools-for VMware-
vSphere 9.12-9327-upgrade iso.SIG netapp-ontap-tools-for-vmware-vsphere-9.12-9327-upgrade.iso

Fkis, IMEEBZEF VASA Provider BUPIRESERE TR, ARG, BNIRIEEEFoEATZER VASA Provider
o 182, BMERMEA VMware [EE (VVOL) , RIFEA VASA Provider , AT RIUNESAEIIEFEEL
BB AEEINRERE X H A HEEER,

(D) EREMIE.10REBRARMFARIIONTAP TANBHHIRE.

@ MONTAPIH 9.12 #4&kFHa, FrEFMEASNS HIIENBEIRBMESSHIIEERNE
FIEBHIS PRI, BaiEEONTAPEFIEIES,

AIARFIEB S HIIERNFHER AT EIRS,
NREMjsonX AR T BB BEXIENEECEAPNEFERS. MEREARD.12NEShRA. N

FRkZEI. IBEONTAPESLITRE LBETU TS, LEEERTVMware vSphereFIONTAP TESONTAPZ
B ERAETIEPrEE.
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https://imt.netapp.com/matrix/imt.jsp?components=105475;&solution=1777&isHWU&src=IMT
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1. security login Role create -Role <existing-role-name>-cmddirname "security login show"-access all
2. security login Role create -Role <existing-role-name>-cmddirname "security certificat show"-access all

3. security login Role create -Role <existing-role-name>-cmddirname "security certificat install"-access all

MREAjsonXHEHABEXZHSVMSEE R ANEERS. MEBEARR.12MKEERE. ARG EF
kzal. FEAEEHEERIGRNRAONTAPGSTRE LIEITUTHL. MEEERFVMware vSphere
BIONTAPTES5ONTAPZ B R AETFIEBHEE:

1. security login Role create -Role <existing-role-name>-cmddirname "security certificat install"-access all
-vserver <vserver-name>

N

. Security login Role create -Role <existing-role-name>-cmddirname "security certificat show"-access all
-vserver <vserver-name>

w

security login create -user-or-group-name <user>-application http -authenticationJs i%cert -Role <existing-
role-name>-vserver <vserver-name>

&

security login create -user-or-group-name <user>-application ontapi -authentication75%cert -Role
<existing-role-name>-vserver <vserver-name>

c S/

S. BTEM .ISO XfH1EHZI ONTAP TH:

a. B * JRiEIRE * > * DVD/CD-ROM IXEHEE *

b. MTHIFIZRAIERE * #UBTFE 1SO XM

C. FEWHIXZFETHMN .ISO X, AFETF * BohitiEs * Si%iE,
. IFIRA B EZE ONTAP TEMEERT+,
. BEhPESl S,
CTE MERE IR, A RAEE  WNEM 2, ABER AR BENED 8 .

o N O

FR5eRfa, ONTAP TERKEHFHEE. ONTAP TESFERSHLFIAERRY IP #i3FAE] vCenter Server

[e}

9. tNREFEF IPv6 H#hilk[E vCenter Server i ONTAP T A, MM ITLL TIRME:

a. BUHEA ONTAP TE,
b. {EF * M * TiEIE ONTAP TER IPv6 it/ E) vCenter Server
c. AMiE. EHRERERTVMware vSphereBIONTAP I EFIVASA ProvideriF $.

@ 3 F vCenter Server 6.7 RESRASA 2 IPV6 -

10. SEEHFHEFHEFEF vSphere Client UEEBEZFER ONTAP TE,
a. MILHE vSphere Web Client 3% vSphere Client ;¥ HH XA & O.
b. ZRZ| vSphere Client .

7£ vSphere Client FREFT LA FIREF E 153 #RBYATIE]
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* MiERFVMware vSphere 9. 12 EE iR ASHIONTAPTAFIA. @i IEPIFONTAPHITE
Wi, EAILURIICARRIERHEZRIER. BEN. "ENEFHERES" BXEHAE, B8

* Y0RM ONTAP T A 7.0 fxFA4KE] ONTAP T RRVERThRAS, Mokl 2FMEThaeAcE X i+
, AEBRHRENE EIEFMERES, SUAIRSKEIRIR, FBHEFEMRTRK,

* MR MEHRRRZASEY ONTAP TEALREIGRMhRAS, MWEKLIM vvol .properties XHFHED
@ ‘vvol.rebalance.threshold &%,

LB MRRRIAEIRE 85%. *TEHREIEEAFIPSHERITONTAPTERAG. NRE
BvCenterhiR A5 |H. BARZHFFIPS. NEBBIEE K.

B2, MREE vCenter AKZEIZIF FIPS NETkE, FEEFERANIFEEBRRZASHY ONTAP
TH, WRHBHTE vCenter EZAT FIPS B, SEASEIER,

F+4& Storage Replication Adapter

F4% ONTAP TESEFZRHhRASH ONTAP TEfG, EMHAFALR Storage Replication
Adapter (SRA) o

TR
1. B WRIEEAC SR EA U T IR — AR EIRHSEEE:

*HBF . * AT TR .
Windows a. &%% SRM Windows Server o

b. BRAFKRFEEHR NN C : \Program
Files\VMware\VMware vCenter Site
Recovery
Manager\external\perl\c\bin

c. MABEERE ONTAP AR IP it FZ,

HETF &SRS a. BRI "SRM g EE " TI@E,
b. B * FEEHIEEES *, REET * BikR
LUMIBRILE SRA

C. B+ FEEHECEE > WK o

d. BEFEIFEM NetApp b= FTHBIRH SRA
tarball X4, ARRE * B *,

€. 7£ SRM &#& LFCE SRA,

"f£ SRM &% LECE SRA"
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ACE ONTAP TH

FBFEE ONTAP TEN TR

ACE ONTAP TEGEREFREAY, CIEEFMEINERENY, ILELUEFEEEURIERE
A& SRA USSR MR E

Before you begin: Deploy ONTAP tools
for Widware vSphera,

¥

Configure storage systems,

v

Optional: Configure storage alarm
thrasholds.

¥

Create storage capability profiles

1

Traditional datastore
ar vWels datastora?

Traditional datastor ‘ols datastore

Frowision traditional datastore
and cptionally specify a storage Prowision vWols datastore with
capability prefibe for the a storage capability profile,
datastare +

Monitor datastare provisioning MMeonitor datastore provisiening
for traditional datastores. far WWels datastares

| |
v

Optional: Configure disaster recovery
by using
Storage Replication Adapter.

BOEBESXiTEHNIEE

ECEESXiENARSS 8 ZRIZHMEIIRE

iEAF VMware vSphere B ONTAP TEu[#iGEHIGERIEHE NetApp FERSHY ESX
FHZHFiIGEN HBA B E,

* KTFUAES

S TERTRERBRKAYE, BEFIUATENREN AR, ESHERERT "IEES " BiRP. E55TK
&, EHVRSERERGERA EBEERSEFRFERSET.

i
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ez

1. fEVMware vSphere Web ClientfETITIE A, B EAFEEE"
2. HBBAEENEN, SAEEFE*Actions*>*NetApp ONTAP tools*>*1& B IN{E*,
3. 7 NetApp BiIEEMEIEF, ERRESEMNARFNE,

ARINMBR TIRBEERINE,

Set Recommended Yalues b

B HEALNA Adapter Settings
Sats the recommandad HEA timacut sattings for NatApp storags systams.
BB MPIO Settings

Canfiguras prafarrad paths for MetApp storans systams. Detarminas which of the availabla paths ars
aptimizad paths [as oppasad to nen-optimizad paths that trawvarsa tha intarconnact cabla), and sats tha
prafarrad path toona of thess paths.

B NFE Bettings
EZats tha racommandad MFS Haartbaat sattings for Metapp storaga systams.

1. BEH*HE *.

£ ONTAP TEISEM ESXi HE

& ERERT VMware vSphere B ONTAP T A7t ESXi ¥ LIS BBt Ef{E,
AR RE R EF R IR THER: TS, ONTAP TEISERERET NetApp REFMIK,

fZE] LATE ESXi EN EIRE LA TE:
ESXiEHERECE
* *VMFS3.HardwareAcceleratedLocking *
ROSLLEIREN 1.

* *VVMFS3.EnableBlockDelete*

R UEIRE N 0 o
NFS g &

* * 4% . TepipHeapSize*
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R EIRE 32,

* * [4E . TepipHeapMax*

Rt EIRE /91024MB,

* *, nfs.MaxVolumes*

Rt {E12 E 79256,

* * NFS41.MaxVolumes*

R LB IR E /9256,

* *, nfs.MaxQueueDepth*

Rt EIRE 128 B, LUBS HIRPATIHR I,
* *, nfs.HeartbeatMaxFailures *
NFFENFSECE. BRUILEIRE 10,
* *o nfs.HeartbeatFrequency*
NFFAENFSECE. BRILEIREN12,
* *o nfs.HeartbeatTimeout*
MNFFENFSECE. BRILEIRE 5,
* SURPC.MaxConnPerlP

WRFEHBEvSphere 7.0 EEhA. MG IHEIRE /9128,

FC/FCoE & &

* % BRIRIESRERES ¢
NREEARAAUANFCEE. FRILEIREN"RR"(#1K).
MFFAEEMECE. BRI EIREN"FIXed™,

RtEIREN "RR " BEIFEMRBEE / RARFEZEISEMA T TFE, & "FIXED
&, BETFRIERE 110

* * F§# QFullSampleSize*
WFERERE. BEIEIREN32, IRBEMEEBTH LRI /0 iR
* *F4# QFullThreshold *

NFFEERE. BRILEIRENS, REMEGENFHLEHRI /0 iR,

T FTFIREAYIE ALUA
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* * Emulex FC HBA #8HY *
ERRIAES
* * QlLogic FC HBA i8¢ *

fERFIANME.

iSCSI & &
© * BRIRIERRREE
M FFABISCSIERE. KILEIREN"RR ™,
RULEIREN "RR " BEITEMB X&) / RUBREZ BRI A HFE.
* * W& QFullSampleSize*
MFFRERE. BRILERENI2, REMEETHIELE 10 #iX.
* * W& .QFullThreshold *

NTFFABECE. BRILEIRENS, IREIERBTHLELI /0 iR,

B FIRIERS

B FIRIER SR

FIRER S (0SB ISOM B ==& EiE AT VMware vSphereflRSSasmV T A £, EfEH
FIRIERGHI AN EIWISE FMEERY, BIIM vSphere Client ¥EHHXLERIZS,

R * 60 BRI E * * 190 MBI E *

Linux https://<appliance_ip>:8143/vsc/ https://<appliance_ip>:8143/vsc/
public/writable/linux_gos_timeout-  public/writable/
install.iso linux_gos_timeout_190-install.iso

Windows https://<appliance_ip>:8143/vsc/ https://<appliance_ip>:8143/vsc/
public/writable/ public/writable/
windows_gos_timeout.iso windows_gos_timeout 190.iso

Solaris https://<appliance_ip>:8143/vsc/ https://<appliance_ip>:8143/vsc/
public/writable/ public/writable/
solaris_gos_timeout-install.iso solaris_gos_timeout_190-install.iso

&N MEF MR E IR EIMNBIvCenter Server (ELM)BYONTAP T ASLflBlA L It iid, MNRENFEES%
“vCenter Server. NIRIEFEEEEISEFEBRENEMVIAISLH),

BNEREIEM, ARBTHELOLEFEERE,
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https://<appliance_ip>:8143/vsc/public/writable/linux_gos_timeout-install.iso
https://<appliance_ip>:8143/vsc/public/writable/linux_gos_timeout_190-install.iso
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https://<appliance_ip>:8143/vsc/public/writable/linux_gos_timeout_190-install.iso
https://<appliance_ip>:8143/vsc/public/writable/windows_gos_timeout.iso
https://<appliance_ip>:8143/vsc/public/writable/windows_gos_timeout.iso
https://<appliance_ip>:8143/vsc/public/writable/windows_gos_timeout.iso
https://<appliance_ip>:8143/vsc/public/writable/windows_gos_timeout_190.iso
https://<appliance_ip>:8143/vsc/public/writable/windows_gos_timeout_190.iso
https://<appliance_ip>:8143/vsc/public/writable/windows_gos_timeout_190.iso
https://<appliance_ip>:8143/vsc/public/writable/solaris_gos_timeout-install.iso
https://<appliance_ip>:8143/vsc/public/writable/solaris_gos_timeout-install.iso
https://<appliance_ip>:8143/vsc/public/writable/solaris_gos_timeout-install.iso
https://<appliance_ip>:8143/vsc/public/writable/solaris_gos_timeout_190-install.iso
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https://<appliance_ip>:8143/vsc/public/writable/solaris_gos_timeout_190-install.iso

1% & Windows F{ERFRIIEIE
FiRERS (0S) BITHIZARAT A Windows FIRERSTIZE SCSI 1/0 EBEgE,

- EREHNE
EAAEEREA Windows HIZE) 1SO B,
Eel

1. 3518] Windows FE#HBYIEHIG, HERIIAFEERZNRIK,.
2. MNRUILFHAKRBTIEED, EFIF CD WERN2R, SAFIBIT windows_gos_timeout.reg fil7N,

HEHE BT LR IR R AHEIE,
3. it 2 U

WA R THE:
D : \windows gos timeout.reg FESMEIHETRNFMEEMESR, -
1. EIEEH Windows FIRIERS,
2. 1% 1SO Bif,

KE Solaris FI2{ERZHERE

FiRERS (0OS) BEHIZSAT /9 Solaris 10 & & SCSI /0 B E. ErILUERE

FOEBRYEL 190 FUiEBRY,
© EREHNE -
i REEREE Solaris AR 150 Big,
- B
1. 3517 Solaris EMABIERIE, HERTIAAE root IR,

2. 81T solaris _gos timeout-install.sh fIZs,

X$F Solaris 10 , FEREMFUATRETHEE

Setting I/0 Timeout for /dev/s—a - SUCCESS!

1. H1# 1SO BRf&,

&A]
AFERE 60 #VEERTEL 190 #DiERY, BIEIREEN, WMEH/SEN Windows FIRIFR S

60
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79 Linux F#ERGILEBE

FI2ERS (0S) HBEM)ZASA A Red Hat Enterprise Linux k2~ 4 , 5, 6 #17 LK
SUSE Linux Enterprise Server kix2d< 9 , 10 1 11 i&& SCSI I/0 &8ii&E, ErILIIEE
60 F)iEERYEL 190 i8R, BRALREIFARAEY Linux BY, #AIUSTTICRIZS,

* BRENRE -
B EERES Linux BIZREY 1ISO MUK,
EZ
1. 3518] Linux EEWIRIERIS, HEREIES root AFRAIHKA

2. 1T Linux GoS_timeout-install.sh 7S,

FtF Red Hat Enterprise Linux 4 8% SUSE Linux Enterprise Server 9 , EEREMUTREHHE:

Restarting udev... this may take a few seconds.

Setting I/O Timeout (60s) for /dev/sda - SUCCESS!
3+F Red Hat Enterprise Linux 5, Red Hat Enterprise Linux 6 #1 Red Hat Enterprise Linux 7 , &/
LKIMUTABEHER

patching file /etc/udev/rules.d/50-udev.rules

Hunk #1 succeeded at 333 (offset 13 lines).

Restarting udev... this may take a few seconds.

Starting udev: [ OK ]

Setting I/0 Timeout (60s) for /dev/sda - SUCCESS!

FtF SUSE Linux Enterprise Server 10 8 SUSE Linux Enterprise Server 11 , FEREMUUATRAER
HER:

patching file /etc/udev/rules.d/50-udev-default.rules
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Hunk #1 succeeded at 114 (offset 1 line).

Restarting udev ...this may take a few seconds.

Updating all available device nodes in /dev: done
1. EIE 1SO &,

£%vCenter ServerifiEHFAAONTAP T EREK

NEE—"1VMware vSphere HTMLSRE FIn & IE % N'vCenter ServerZfIpVIFIZRERIE
FAFVMware vSphereBJONTAPLA. &#Tim%E N vCenter Server;Fft— 1"ONTAP LA
S=fll. LAEIER FVMware vSphereBJONTAP L E 5vCenter ServerSZIi1 . 1@65('1‘0 X
B, LRI LUEIE — P vSphere HTMLSE P IRTESHZE A EFEZERE R TE

1TvCenter 7.0 E S hRASHIFT B AR S5 280

@ NREEvCenter ServerffEFHONTAPLE. NMAMAEEIEIE S vCenter ServerZHiZE 5}
EM—PONTAPTASEG, 8102 FMAIONTAP I ASEFIATRRZAS 4 548 E o

PEIRIENRTE vCenter Server EREBHABIBtIRLE, HEIEIENEA Microsoft Active Directory ZFATEFFRTL (
ADAM ) TEZ vCenter Server RZ 2 [Bl1Z(EFEILS HUE,

fEFvSphere HTML5ZE P i % M vCenter ServerfiliTONTAPTEESEEHRE U TEX:

* VMwarei5 2P EEIREF M vCenter ServerZf A5 EM—1ONTAP ToolsfR$Z2s. FHEEXAM—RI1: 1
BEXd X &Ro

fFlan. e LUBEONTAPT ERSZ 22AIAEIvCenter Server A. JEONTAP L EARSE2EB M ElvCenter
Server B. FONTAPT EfRZ28CEMEIvCenter Server C.  LALLEHE,

T REE B ONTAP T AR EZ 22ARBTEA ZIvCenter Server AFlvCenter Server B
MNRVMware 52 HHIE MvCenter ServerkFAAONTAP T EfRS 28, BE— 1 8% MvCenter ServerB&ix
MEIONTAPT A, ARE. EeIUEEEAFVMware vSphereBIONTAPT AL, H W EFAONTAPT
BrvCenter ServerfilITONTAP T E2{E,

s WFEEMPNE S ER(SSO)MIEMvCenter Server. EHNMEBONTAPTE L ANEEIFN

TR LB A IEHB RBAC 1R,
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EHITEEISEVCenter ServerfIESEY. BREE LA LI EEFEESEFIHINF E /7] BRYvCenter
Server, ERiA vCenter Server 8222 THIFI|RAE— 1RSS5 28

MREFENAEEH (N, HEEREEERSESIEFEEMLTHRE vCenter Server BIEHEN EBY) ,
M| vCenter Server FIRZE RN RIEEN, I EEFEAAREPEHIETIERE vSphere Web Client FFRYFNI5 B B
, ARKREXMIENL.

[

5 A
Ho

LIERIRABRAZONTAPEIEM N R, E2@EZkH
"T‘EJLXMONTAPIE?EEE?E':FWE?EH/EVCenter ServerfiAFE RS, BEEvCenter Server;F IS

TONTAPTAXAIH = ER—MIZEHE. ErRIUEERSHEONTAPTALAIFMvCenter Serverk BXBV7ZfiE %
gt (BINREEFETITEZIONTAPTALA. NEES MEEASIEREE D .

AOE ONTAP T EEH X4

FREEIXHIKE IPv4 5 IPv6

BRI EH 8 & A TIEE VMware vSphere 12{EAJ ONTAP TEMISE, EAZHIERLT
, BERBRXEXHEFNIZE., THONTAPTAFEAMNEEMXEHIEEEH,

ONTAPTEEEZ M EERNX M, XEXHEE—LHMATFE. ATFHEONTAP TANMAHITIMIRME, U
TREONTAPTAFAN—LLEH IR H:

* lopt/netapp/vscserver/etc/kamino/kaminoprefs.xml®

" lopt/netapp/vscserver/etc/vsc/vscPreferences.xml’

FEFELERT, EARFREEETM. flgl. WMREEMISCSIZINFS. HBESXiENMFERIHIFM
RE. MBTUETERIX o MBRMERNERMXHFIRE. WHEFEFEERKK. FANONTAPTA
TR IR,

BRI AR T —MMED kaminoprefs. xml R LUISBE A ARINEIONTAP T ENFIEEZHALR
BIPV4EIPv6 sz 15,

* default.override.option.provision.mount.datastore.address. family S ERINZE)

kaminoprefs.xml BIZIXHH, AFAMBEFHEELEISEEIREUE LIF i
I ERITLERE FARIEIONTAP AR FIEE RS

* FMEMAYEN IPvd , IPv6 M noneo
* FMABRT, HEIZE N none o

*E* * o)A *

¥ * ECBEFEBRES BT AINEENER D SVM B LIF
KAVMEREIRY IPv6 TX IPv4 il RIEIE LIF 3
1To

* Y0 SVM FRARTEIEAEEIRY IPv6 T IPv4 it 3sHY
BUEUE LIF , M@ B p0EE LIF #17ED
=1 (ﬁﬂ%ﬁjﬁﬁ) o
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IPv4 * 5% SVM HfER IPv4 $3E LIF #1TECE,

* Y0 SVM &E IPv4 #3E LIF , M@ IPve £
§E LIF #1TECE (SNRUEEIE LIF £ SVM Ha]

IPv6 * EIEE SVM H{FEH IPv6 33 LIF #1TEE,

* Y0 SVM &E IPv6 #E LIF , M@ IPv4 £
§E LIF #17EE (AR UILEIE LIF 7 SVM e B

EFERAR AEEEIPV4sKIPVE. BEILUATET:

* AR F R
* "EARRFM I8 S RS EEE R

//J\I]DTHE??H

eI LAEF ONTAP TAR ML REST API 70 ESXi EHNHARFW. X, EAJLTE
FLEFE AL RITFHRFIEEEEEREIIREN M. SRR ESXi ENEIFM,
Ml ONTAP T A=PHIEXEEFRAVEIBTFEEE IR

C BB

1. B RE vCenter Server 32fIHiA1a] ONTAP TH,

FEERLE, B8 > EEFMIAE
FEEBETFWIFRIHEES, BE NFS FRIARIAFHFMAR * IEE * £,
WNFETWE, AFRE *HRM*.
FZRFRESRE * T * 51 * BikiE
Xt iSCSI FMiARIES RS T, AREE * MNA*.

© o & W BN

TEARFMZIiBE RBEEFEEER

YNRIEAER iISCSI 8 NFS , HH ESXi ENMEFERSENFNAR, NABUSHERT
VMware vSphere EJ&WS’Z#E’J ONTAP TH., NRMENEEIX . NEIEFEER
BERRK. EANONTAPTRIL ZEHIIEFEE.

* XFUES ~
MREIBEEERERK. EAFVMware vSphereBFIONTAPT ESIZFR U FHIZHEE

ToEME, XX 5| BERIZE ERINZ IP UM RINE IP dilk, #HAESXEEHBINFSEHELER
ﬂﬁ%o

TR
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1. ZF % vCenter Server 3£,

2. ARG E BB EEIFIESIE,

"I&AF VMware vSphere B ONTAP T A4 iPizHl&"
3. B 4 LUiAiR] Support and Diagnostics 3£,
4. T\ 2 LURIRIAEIEIZHT Shell 1210,

S. HN vi /opt/netapp/vscserver/etc/kamino/kaminoprefs.xml MEH kaminoprefs.xml

X,
6. EHr kaminoprefs.xml X,

* QOSRERA .. *HATIHEIRME .
iSCSI RN

default.allow.iscsi.mount.networks Y

{EM ALL BEe8J9 ESXi EHMEHE,

NFS FELTIDNUY
default.allow.nfs.mount.networks BB

M ALL B ESXi EHIMLERIE,

BRI 88 XM NI R B,

@ BE"FE " HARTIENS, @3 "all' " E, AILERENMEERS 2B LA
BRI IIEFMERE, FEE VML, REEEEEFMZEER,

1. RFFH XA kaminoprefs.xml X,

77 Virtual Storage Console E4 R SSL ifH

ZEONTAPT AR RERMSSLIEPF, 79 SSLIEBERMAIAI2##ZFR ( Distinguished
Name , DN) AIRERAEEFIHITENALURSINAE® (CommonName, CN) ., &
W ERFAEMFARERY, @I ERERIEBH ORI = EBIIER,

* XTFUES *
& o] LAE R4 IPIE R & B RIEE 2 M H it = & AIE.
"Virtual Storage Console : S£hfi CA FZHER"

cSE
1. BREEIFIEH S,
2. 5N 1 BURRIN AR E R E,
3. TEApplication ConfigurationZ28 e, AN 3 {ZIEONTAPTAARS,
4. JN 7 AEFER SSLIEH.
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Configure ONTAP storage systems:

®  (Cluster peering
e SVM peering
e FlexVols with SnapMirror configured

v

* Configure VM storage Policies

* (Configure vwWols datastores at
primary site

* Configure wWols datastore on
secondary site using SnapMirror
destination volumes

v

Configure virtual machine and select the
configured VM Storage policy and
replication group.

v

Configure protection group and select a
recovery plan.
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New datastore

Select a datastore for vVols replication.

Existing datastore

Configure ONTAP storage systems:

+ Cluster peering

* SVM peering

* FlexVols with SnapMirror configure

Configure ONTAP storage systems:

¢ Cluster peering

+ SVM peering

* FlexVols with SnapMirror configure

i

¢ Configure VM storage policies

+ Configure vWols datastores at primary site

¢ Configure vVols datastores at secondary site
using SnapMirror destination volumes

Configure replication group using REST API calls.

T

|

Configure virtual machine and select the
configured VM storage policy and replication

¢ Configure VM storage policies with replication
group and replication schedule
¢ Configure the same replication for target site

l

group.

Apply the configured VM storage policy to selected
existing datastore.

Configure protection group and select a recovery
plan.

!

o I *
T.

Configure protection group and select a recovery plan.
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() Provider AFEMITULIEIE, VASA Provider FIZEXIIET ONTAP HEFAITE AR SEMIS AT
iR,

1. EREEHMIEFREENI, ARRE HE
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TR AR OFRVIAE B, BN T HR—EEEET
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TR R R EIWEZ R

* [E— VVol BUBEMEEAM T AR ESXi EHH
* [E— ESXi ENHHARREFRE VVol #IBTEEE
* R[E ESXi ENFMARREFES VVol 2RTFMEE

INREPNTZEIFRR FlexVol &, NBNATHEIEX S EREMESHITER. MRBEMIIEE
RERY ESXi EH, BEf#EHERE, MEE FlexVol HEiEX A ZEN.

T PEZRIPBY AN
BRI LR IRIFEPWL R R LA R E
* [B—" FlexVol EHE—M BB EAEHIA
[E— FlexVol ERITTEHE X 455 F 7o PERY BN IR 401E 21T BT
* FEAEHIENARR FlexVol HHE—A2S
WEIZEMNRT FlexVol &, TTEIEXHIF A e fER EPWIIFAE S #HTER,
* FEINAZRE VVOL HIBTEEE
WEZEMRT FlexVol &, TTEIEXHBRINERGEHNEMIFAER.

VMware BBIA IR M ZE] VM 18R,
FFRRIF IR T fE,

REHMILIRER

BRI A ERTFRIEMAL Snapshot o SNREPMNEBFHERTFH Snapshot , MARZZE [EXNHZEMNZHTT
=RiPo

te5h, EBTERIFRBERF Snapshot FIRZRIFEM . T UARA, ERZFMBFARFIRE, ARBRED
BB R,

RE g EIMIEE R VVOL $iETFERE

,_\TL,(II—JFE?LM)UM?%%&?E@%F EBEEME (VVol ) HiEEFAERE, LA AET R
RN EIEAEM VVol Thek, @i VVOL #iEFMEE, ErILURE B g KNI IEREH
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B BHRIR VASA Provider RIEHRIEBBEMEMN LE1T. WRKEIETT VASA Provider BYREHMAITETZ Z
VVOL #iEFMERE, N ERITEAERR(E, BEEE VVOL SRiEEFEE _LBIEML.

* KTFUAES

MIEGEIRZEET ISR VVOL BUR7EMERERS, vCenter Server £7EM VMFS $E1ZAEERS shERE (5
vStorage APIs for Array Integration ( VAAI) E1%;, BEREM NFS VMDK X4 #5hEiiE, VAAI HIEBE XM
RENEMRE,

e
1. AREEETBHEIM, ARBEEB .
2. WefF NENRTEE *, ARRE T —H

3. RS ETHHEIEFEENINRELENEMEERT, BIWIFMEEREA VVol BiBEMEE, ARRE
* —F_ﬁ *o

4. BEHERE, ARBE 7T~
E1% B R RIBEFMETHREEC & XX BV E L

NREFERNEERAT VMware vSphere B9sx#Thk4s ONTAP TR, ARG, ENEFER
MaxThroughput MBps 3{ MaxThroughput IOPS QoS isirfcEHIEIMWLEZEEA
B AThRZS ONTAP TEH Mmax IOPS QoS #EFRACERYFT VVol BUREMEE

* XTUIAES -

EENRITIRZAE ONTAP TE, ERILIAS N EPWISEIWELE (VMDK ) BZE QoS $8tr. QoS IstRiTHI
[N AAF ONTAP FlexVol #4k5%!, FHHi% FlexVol &_EEREMFRA EIMHE VMDK =,

M ONTAP TR 7.2 KiFFtt, —MEHAIE QoS HHT AR 5 EtEMMLE.,
()  CREERNERIMIEEES, EARIWTESTEFEMN,

e
1. EAEBME Max 10Ps ERVHITFIEINEEACE X EIZ VVOL BiETFiERE,
2. BUE VM TFAEERER, SATSIGHA VM TR B SRR BRGT RIS TZ iEThRE Ie B S o
3. fEFFTRY M B SRER R INA R LERS BT RI32RY V Vol BUEFHERE,

VASAEIE
REBATRNTBHITASATERE,

() @WELEHITVASACIeanup 2 RIIRFTA VVOSSHE R,
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1. @I HNBUE MM https://0TV_IP:8143/Register.html
2. HiAtiEHEEvCenter ERB RIS
3. XFER FVMware vSphere VMEJONTAP T &
4. MipsERFVMware vSphere VMBJONTAP THE

{£F8 ONTAP T E{&eX ESXi EHIRE

&R UERIEATF VMware vSphere B9 ONTAP T E{S Bik4miE ESXi ENIRE,

BB R vCenter Server SEIBERE ESXi EH RS,

WMRPIERER ESXi ENIRE, NaEERE BREREERE "ESXi ENARS " portlet A, &R LI T (0]
BARUEEER DTHARK ESXi ENBIENZ K IP ik,
s S
1. 7£ vSphere Client ETIEA, £ * ONTAP tools* .
2. YR58 ESXi EHISE,

*AREBM ... 4RiE ESXi ENIRE * * PATICERME
2RI a. B ESXi EHARS portlet FRAYAIEER,

b. BHBENEIGER ESXi EHEo

C. AEE ESXi FHR, AFET * NetApp
ONTAP tools* > * IGBEEINE * .

d EAFRBIRE, ARBE *HE .

vSphere Client £ a. B 5 > ENMERE

b. AEBEFAFEN ESXi M, REER*
NetApp ONTAP tools* > * I§ B ZEINE * .

C. BE*HE .
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ESXiFEWNZSiportlet a. BHONTAP T ABEAES 53 EY* Traditional
DABRAD*IEINF,

b. g * 4548 ESXi THIEE * o

C. EENIREMRSET-FPEREEAHIRE
BY ESXi W&, ARRE* T—F *,

d. ERNHENREET-RFIEZFAFIRE, A
[F8EH* T—% .

e £ "HE "R FHEELEENASR, AR
Bt 5T o

1518] ONTAP T E4IPITHIA

ONTAP T B4 PiTHI & ik

EE]LIER ONTAP T B4R Sk SIBNBER, RENMKRERE, B EXE
IBRBEMEFZE, B ERZFE, REARNAELRS, EEMNEIE TLS iEE
MUK BohiZiZ12 .

TEEPE ONTAP THJG, T AB%RE VMware Tools 7HEES R4S Q. ERAER naint fENEIEEE

BIEENREFZMNERE. ATEREIONTAP TAMNEIFIEHIS. ENEEAnano *fEmaint/ rootE RiTH| & 4R
N

()  ERRNREES aiag AR,

ENEFABERE ONTAP TAR * i * EH-RipR4EFizHl e, BT u, IHEBS LIPS 45 B Bl

*iEfle e * T *
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[BEh Virtual Storage Console AR5

{Z1E Virtual Storage Console RS

J&E VASA Provider 1 SRA RS

f21E VASA Provider 1 SRA RS

24 "administrator” FAF 28

EMERIED

EEEHIERE

24 Virtual Storage Console BRSZHIB TR
24 VASA Provider #1 SRA fRSSHYHELR 53!

. BRTLS Bi2E&

. ERWeb-CLISHI8IE<hE
. [BEHONTAP T EHfEHARS
. {Z1EONTAP T EHEHARS
. BEhBEREMRS

. EIEBEERESRS

- BRHUEERT

BB I
KA

B "maint" A5
BEATX

AI0FT NTP BRSS 28

BRI NTP BRSS 251214 1Pv6 ik,
B F8 SSH iAiA]

10 jail BEEA/N (Jjail )
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23t VMware Tools



MLRECE 1. BR IP #IHEE
2. B IP #iHgE

R AR LETUR ERE /S HY 1P kB IPv6

o

ETREARERIE
BHARERIRE
RBREHSESH
EFHSIREH

o o > W

1A LAGE A LEETUARAN IPV6 B&ER.

7. RXER
8. XEHMAT Ping 121F

EE] LU LETES IPve EANMAT ping 121E,
9. BIFFANIRE
SZFFIZ A 1. ERXHEFE

2. 51a)iZ i Shell
3. BRITEIZHTIAIR]

Virtual Storage Console #1 VASA Provider HEX %

BENEIRAY, ERILUEE ° Jopt/netapp/vscserver/log® BR# ° /opt/netapp/vpserver/log’
BRPHNBEEXH

UTF=1BEXHEBTHERR:

* cxf.log. BEEEXHEVASA ProviderfIAPIREMER
*kaminoPrefs.xml, BEBXONTAPTAEIKENEER

* vvolvp.log , BE&%EX VASAProvider WFFEHEER

BT IEAF VMware vSphere B ONTAP TR R, o UIRIESZEREARNBELRS. vIUER L
TREL?:

* 2R
. error
* IRER

REBAEENE, UTFXHEER:
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* ONTAPTEfRSE28: kamino.log #l vvolvp.log

* VASA Provider fR%528. vvolvp.log, error.log# netapp.log
Itt5h, VASA Provider Web a5 <175 E (CLI) TEHXEEEEXRHA APIEA, REINHEIRUKRLNS14EEEE
KBVITE4E8. Web sp<LfTHRENENLT https://<IP_address_or_ hostname>:9083/statso
ENEERET
SR U E SR ESE AT A E R ONTAP TEMEER L, ZIEEI0XRETH,

FEONTAP L AUHPISHIA P ENEIRRBIE. MRAEONTAPLA LR EETSRA. B
(DGR ERSRASERIESE AT VMware vSphere #) ONTAP TEBSEN T #5).
MRAREERELLRI. NRIESRM LIRS,

£

1. M vCenter Server f1, FTF—NMEHIG, 75 ONTAP T A,

2 PR EHESR

3. EEFERATIA 1 AELRRFRE,
4N 6 AR ENEER AP EE,
5

: 1@5@1)\ —PER. EEBNEDES8TFR. &ZEA0MNFN. BE4AELEE—IKRE. — M)
5. K?—%D—Aﬁﬁﬂi—?—ﬁo EETNSKGE. AARETEEIAES, HEETES DRERN

= E%Eﬂo EFEEFIORER—REE,

NRTERMEBRDEIN. NEPiEH QTR T EREL, ZEIHE. RIFRTEERED,

6. EHINHEEDRAN v o

¥ VASA Provider B2 E {£FH SSH
ol LB ACE ONTAP T ARG E VASA Provider LUER SSH #1T%2iA10,
P

BoE SSH Y, BAMUEIPFAFR BMER. XERANBEZAX VASA Provider B9 root ii7], dNREFERAEME
FRER, MFEFEA SSH A1 VASA Provider

=7
1. M vCenter Server #1, fTH—MzHIE, 1515 ONTAP TE,
2. PP SHER
3. BN 3 LUK * RAKECE
4. BN 6 LUZRE * IBF SSH A1) * 6
5. EHRIAIHEERIN v o
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[=pur el
SR LABCE ONTAP TR, LUEJ diag AR /ER SSH ikial,
- EEEHRE
WA vCenter Server X33 A VASA Provider ¥ Bo
© EF TS *
f#F3 SSH 313 diag FBF K B LU R RRAI:

/RI%&/E SSH E—j; L_a E@ _/Pﬁimﬁpo
* REUUTERZ—BY, BERX diag BPHKABY SSH i8]
° LERTEPREEIHR,

BERZENEE - RFRZABEN,

° f8BRER SSH W diag BRI ER
C BB
. MvCenter Servers, TH—NMZHIS. 5RLER FVMware vSpherei& & EEMEIONTAP Tools,
2. PBIPAFRSHESR
3. BN 4 DUREZESZRIAIZHA,
4. W 3 LUEERBRZZISAIE.,
5.
6

—_

ERIAHEERBEN v UERIZERIZETIAE.
- BINIZIZIZ KRR B9 RS,

WER T X

f&a] L@ ONTAP T AER B P R E(GUI) AT &EiE F FVMware vSphere
HONTAPTEMNHEX . RAZFFAIEREREUNE BEXX M B BRI,

* XTUAES -

MR EE VASA Provider BEXXH, ERILIM Vendor Provider 1=4IER BRE KX, @S VASA
Provider 3PS —EL5Y, Bl MEPNSEIEH| S IhRIXLESE,

* https://vm_ip:9083°
1EA LUIEFRONTAP T EEFZ A P R E TR Export ONTAP tools for VMware vSphere Logs "ThAEUREEIE T
FVMware vSphereFJONTAP T EHEX 4, 7£/EA T VASA Providerfyi&ER FUEEE B FVMware vSphere

EgONTAPIE E Il_;\@,Ej‘ E}Eﬁ :_FVMWere VSphereE’JONTAPIE E lp\@,mA@,/E\VP E Sho L/L-Fir.%%l%ﬁﬂyu1—_m&
£35E T VMware vSphereFJONTAP T EHENX 4 :

BB
1. ZZONTAPTEE T, B F*Configuration*>*Export ONTAP tools for VMware vSphere Logs*s
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LR (ERTBE R R L7 BT B
2. HIURREY, X REFEIAHITE.
RfE, ERILUR _zip XHFRFLR A

BEERZHE
FERRSESHRSAASLENETRBSIIRRS S,
* RTFULAESS *

MIZERFVMware vSphere 9.12 % E=Eh2A<HIONTAPTAA. ONTAPTEZMIPFRRHRNRZSHI2.0RFHEAPI,
ENEESMES.0RAHERRAPL XEAPIZFEE S350,
REUTTBRERZAS.

c SE
1. i&17_POST /2.0/secury/user/login A FREX=1EID,

2. B EETE LR U EIRYSessionID3RIE{T_POST /3.0/Appliance BEIE/LOGGing-client-
certification/ o

2 EIE AVPIRS 85 LA ONTAP T B AR SS 88 A FIE o
3. BXAMEIBEFZRABERSS. HEEERARERSEE LG,
LUF 280 %tsyslog-ng Dockerfi TR VBRI :

* JSONEUHE MXOXAMER. FHRBpmiEIEBEFElca.dBR
* openssl x509 -noout -hash -in vsccert.pem &R AMKE (5/U06d2962a8)
" In -s vsccert.pem 6d2962a8.0 HRIEREIE— MU EHR X (ER.0)IEMIEBNRT S5

* BEIRZETRS S

4. @ EEIRSEZERIP. WO, ER(ADHE). log_levelfl R4t HERS B/ ATIEPRIZIT patch
/3.0/Appliance E&/syslog-config_ api.

AERRBEIEEN RS HERS .

SITEHIRTEMEEN VVol IRERIERE

ONTAP T E#UBREAEEM VVOL IREHHAR

BT UEAONTAPLAEEHI & kS B EBIFEvCenter ServeriEEONTAP L AL
EENFEIRERENTIEXIRS ., EAUTHIRNSHIRE Fi2E,

REDETEXBEFEENEDWRIFARES, EERTUEEMEE vCenter Server FEHEFF &R I
HYBTERR
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EOUEE, HFNSHIRS,
ONTAPIT ERMHELUTIENXIRE:
* BUREMEEIRS
* ERIWIRE
* VVOL #iREMEEIRS
* VWOL EWIRE
- BETEMIRS
BIRTEMEEIRSG
BB EIRSIRE T B X BRI EE U E X ELURTEEE L QA EIBIEAE B,

BIERERR, ERUEEMMBE vCenter Server PRVEUETFMEEMN BB ReF TR, BRIUEE,
HFMSERE. EREEFEENEDWIRSEIER vCenter Server 121, BZ, BF35IANT FlexGroup
SR EESS, EIbSM ONTAP SREX—LE454R, FIUNZER, FHEM IOPS,

()  mEEtEEIWL (SVM) LREBH FlexGroup BT IR SIS X I,

HIRFMEER T IE IRS

* BUEEFMEERS
* EWIRE
* BUBETFMEERS -

BIEFMEER S RBRM T A XMIEEFHEEN U TSHNER:

* BUBRTEMEENRR
* BUBTEREEELEY: NFSFIVMFS
* HIEK
HIEX A LLZ FlexVol &, AILLZ FlexGroup %o
* AI A=A
* ERTIE
© B=SiE
* EFATEINE L
* ATATREIE St
* IOPS
IR E 18 2R EURTEEER IOPS o

* JER
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R &R B EIREFMEEAVIER(E B

IR AR iR S YRS (a], @I BIEFMEEFERS XS, G UREFEMIRGHITAR, ARER* S
HE CSV* HHFHBARRE. REPHNBIBFHEERIIESMEIEEBIEFMEERN " 5T " EIRH

R, ERLELEEBURFMEEMEET.

RS

EIMWIRE PR T FEHONTAP TR NIEE vCenter Serverft B EIRZMEERFRE EIWIRI M EETEIR. N
MR &R EMT ST RIS S BURFMEE LRVEDWE 30 D UE—RIAEHIE. " ERRBIFRAE "

" TORRBIFTRSIE] " RARINEIRT, LR KBRS IE] AR TR R R A BRI 4R (E 2.

* EAIBIR AR
* BURFHEERTR
* BRI

EEIL T LLZ FlexVol &, WALLZE FlexGroup %o

* R

BFUREBINIE4E ERJET LIZ ONTAP 5§ vCenter Server o

* FER

e &5 15 2R 5 BRI K BX B PR B SRR 7 il 2 P EE AL RIRER o

* |OPS
c BEE

P A=]

c BRRRAE

RS F EREMN ERXAEE,

* EM

e 535 2R E WA BRI EN RS

- [E855(TE)

iR &R 2R EMWBRIBVETE LA ESXi LRI ARYRYIEL,

* BIRRES

REFHES N EMV BT Z 5 EEE EMWAY " 5537 " RIRAVEEE, G LRIEFEN EIWIRSHITHIF
, ARIREFHN CSV X, ARRKKREREFESMAS L, RENR BB LSMMEIRFARSEF.

T H FlexGroup HHRMHSTIFBIEMAN, FTAMEMIBIEIRG, XHRKE ONTAP LiEMI#I TS, M

iR SR EREMNEERMERE XA,

ONTAP i7ia] VM RE&ERS, RIREVER, HHERM IOPS B E£151T.
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VVOL &

VVOL IRERTEREX VMware [EilE (VVOL) BURFMEE URIEXLEEHIRFMEE 2B B E4E
Bo @RILLBE VVOL 5 BIREEMHEE vCenter Server A7 VVOL $IRTZME R BN ETE IR,

B UEE, HALENSHIRE, "Virtual volsEUIETZEEMEIMN RS BIEUIERONTAP 124,
VVOL 7 LU TGRS :

* VVOL $URTFMERS
* VWOL VM R&

* VVOL #iRTEMEEIRS
"VWol #IEFMHEERS " RBRETEXMIEFEMEENLUTSHNER:

* VWOL BEFEER
* AT A=IE

* BEATE

* BEE]

* BRIATENESL

* AIATEESE

* |OPS

* ONTAP 9.8 KEShias LETF NFS #Y VVOL BiEFEER M 7 iER T RETEITR. & A) LASIEE Atk S HYRY
Bo EEILUEE VVol HIEFMHEERSRBRIBEFEARIRSE, ARER * FHE CSV* IS HALRRIR
Ho IEFEIE SAN VVol HIEFERERRERE— MR, FISMENLE SAN VVol BiEFMEER
"Monitor" &I, &R LAERA LRI -FE & HEEfET.

* VVOL Bk *
"VWol EIMVIIBEIRE " RRIBHTEAIEAT ONTAP BY VASA Provider JJ3%%E vCenter Server BEE R SAN
VVol $ETFEERIPRE BRI EEIEIR. VM RS BRI EIWISIRETs VVol $iREMEE LR EINE
10 DHRE—RIIFAEEIE. RGN " LXRBIFHETE " # " TORRIFRETE ", LUIRMEE X ARUESIEUR
TRBESIEINE R,

* EIWBRTR

c BIRRA=E

* IERIE1TRYE]

* |[OPS

s FtE

iR &SR EREMNEERMERE XA,
* ZiEE A
* EM
* BIRRES
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* FER
IR SR RS I REXRIFRE VVol BEFE R EIMIBIIER

REPNE N EMRIERZIEEIEE B " 515 " ET-RAVEEHE, R LURIBFRZALNEMIIRE,
CSV' BRATHRE, AEBRERFELMRS L, REMEEIBRHNE ERFAREP.

L,\TE¥ I‘ﬂf?ﬁﬂ:

ASTEMRERETRXHTEERS., BERESRITVNNEEREITRE. REETEAEREMIRSE
B, ElRHEERIRIIAREBEZ RS,

E_]-ﬁ E lb\yfq:)lklb\jj :

* Active: ERIEBEES NN HFHEN M.

© IR RIS REE MR,

* WE R EHREN

* Rol#:_filbR: RRXHBEElogd)fR & SREEHHIBR.
* unesed_delete: FTREFahMIBRI

i& B FVMware vSphereflJONTAP TES U TMEREZAEIZR:
* ONTAPTERRS

vscservicePIEEIZHENIE . /opt/NetApp/vscservice/vsc-audie.log o &RILL
7£_/opt/NetApp/vscserver/etc/logdj2.properties X4 HEFTEMIRE LTS

° BFREIRABERN.

° {REZSREE . LEBEMIBINER 103

° XA/ MILBERABINER IR RI10 MB, BEMEEN. EEEHRBHMRS.
* VPERSS

VPIRSHIEZBENIE : /opt/NetApp/vpservice/vP-audie.log VPEZHE R ATEX
% _/opt/NetApp/vpserver/conf/log4j2.properties_ FiH{TIE, BFEMELEN. EEEMRIRS,

* Maintdp$

#HIPIRSHEIZBENE . /opt/NetApp/vscservice/maint-audie.log Maint B &34 7] LA
7£_/opt/NetApp/vscserver/etc/maint_logger.properties XHFF#HITIEN. BXREIAMEG. BEMD RS2
BUEFTEE R,

AR EITIRE. WEEHINEEZEE. ITHEFNEAEN—K. EaUE
24_/opt/NetApp/vscserver/etc/maint_logger.properties X {FHHI{E,

ERESES RO T IERELE
TR LAUEA ONTAP TARESHE SRIEIZE SR BUBFMEEN R BEiEBIREE,
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®

RFLETM vCenter Server AR OPS , BRI, IORMEEMEBIEIT. ONTAP TNfELHE
A, HRE ISR AL,

EEE RN (SVM) LRRER FlexGroup MIBFHEE RS 1
Eid ONTAP TEME

B TIE1EIR. EAUEERERGNTETE, BIXEMRES, ErIUHAEEMIFRERE

Il 40
e
SER

HOE AR,

ImiTo

R, EAIUEE NFS BURTEMEESR VMFS BUBTEMEE, BB FENMURTEME
FELASANE vCenter Server SLHIRENEIEFMHEEFAEEMNE, UEENIEE vCenter Server REIETFMEE
< BB

1. 7£ vSphere Client ETIREAH, B * iEAF VMware vSphere Y ONTAP Tools* o

2. (ER* LBk RERRFTEMvCenter Server A EEEIRFEE,
3. BHEhR>ESE BIRY

¥IRTFAERE portlet AHEHE U TIFER

vCenter ServerS2 iR ERONTAP T E BB L St e E R H It e tatn
* RIS R RER BRI eSS RN BIEFEE, NRFE
, 10PS BRFER LA PR F IR B R i 7 %o
REHAATL portlet AJHR LA TIFARES -

, ERILRIEE A=A

XEE,

* 1£ vCenter Server £ NetApp $RFMEENEIMNEE
* IRIEBRRRAE, TR, I0PS, HEMEMIEEIEITHEHER 51 ALY EI

fEF VVol {5 BRI 11t REERHE
1

18N

REIAHL portlet Ry IOPS MEM EEHIR(ER T FlexGroup 2V E L8 EIETFMEE,

B LEA ONTAP T AR VVol 1§ ERIBIEFTIES M EITHEEHER vCenter Server HA
HEZ R ENIAY SAN 1 NAS VMware EilE (VVol ) #IETZMERE,
© ERBHNE -

s BNIZMNTEERSERAONTAP 9.7 E S,

ONTAP 1Z2{#£#Y IOPS $IER#HITHE A AH ERTE VVOL 5EHR £, ONTAP 1RHBISLRR IOPS S VVol 8
R £ 2R IOPS (BZ BRI REFEER. ONTAP TARIAET NFS B VVOL $IETFE IR (14

abllktrs
Hbl:lm\}fﬁo
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* VVOL ERIREUES 10 D EHRIF —Ro

* WNRIEBETE vCenter Server SLFIRRZRIN, BEAMPFEMER S, WATEEE—KRIERAZEERE VVol E82
R _EBVEIE A EEAIEN

* VWol 5 24REY " #ER " portlet F2/REYE IOPS ERE " I£EBY IOPS" & " B\ I0PS" B RFRE,
* 7£ ONTAP 9.8 RRE=hivA LECERET NFS BEiE VVOL = BEEMEI VVOL E BRI TIHEREEE,
CBE

1. 7£ vSphere Client ETITIEH, F& * ONTAP tools* .

2. fE kIR 2R LRI ERIvCenter Server A E & SIREMEE,

3. BEHEHER> Vvolls Bk

¥IRTZAEEE portlet EIRMHI TS
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