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Hyper-V L& &9 SnapManager itL EIEUTHRA:
* SnapDrive 5 ONTAP BYEERAITEA T SMB = ERSLINMEREM (Lo
ONTAP JJ SnapDrive 1RIEHZFRESHZFo
* SnapManager for Hyper-V {8 €& & E 4IRS FTEEHIH SMB HEPHEIMN X HFIR,
BT REBIREMNXHATIR, EREFRSEFTARZPNRE XHIREREIT,
* Storage Virtual Machine (SVM)={REF1RIR. LAfESnapManager for Hyper-VAF /R,

REEDHR. FNETETERIIRE,

SnapManager for Hyper-V a8 LA FiZi2HETF SMB B9 HyperV @& D FIERINEE:
1. BEEHLEHIRME
SnapManager for Hyper-V N 2FH VSS ERmRIREE T EIAE, VSS BEFIRKETXEFaIERER

SOANKSNES, HEILESRES ONTAP . — I SENEES— RS EHES, — M EFas
HRF— 12,



2. pIEEREIAE (NREAEHDME)
HFEFENETTENSIHE, ONTAP REIE— N EXBITHESTEINA S,
3. NAEFEIRE

7Z ONTAP 8EEFEIARG, XLERIEASNFEI SnapManager for Hyper-V 1, LUENBIERFR VSS B
R URITENIE,

4. BRMESTAINE

TeIRERRIAEMNE, A —RINEXNENEFIXAHITENENR. NAEFD VSS EANEFHUIIE
METEE, UHRENESEN LT RE2 RS,

()  aomEssT s RIATRAERE. MBS RTR VSS o

S. FERHEIRER EIAE
VSS ZEFIm=EEM BEIRE F@A ONTAP ., EXRIAERIRNR B, ARESIFHITED, &

FiSnapManager for Hyper-Vi#{T& 78, REFPHNXEERAFD,; Hit. EFOME. RASHFNE
FEEHENESMELIE—NMRER, FMTRE, BFEIREREM CIFS RS2 HIER.

%Eg%ﬂ SMB =7 Hyper-V #1 SQL Server H{#FH ODX &l
e

HEH#IEZH ( Offloaded Data Transfer , ODX ) H#RA copy ofload , RITEFRATZEIR
FNEP Z B EZFWEIE, MEFEIENITENEFiEE. Bd SMB LRENAE
ARS8 L HITESIRIERY, ONTAP ODX EIZSEHIZTHREA] & H K IEREM o

7£3F ODX X &5, EMIR CIFS RS ZRENVEIE, HBEINMEFRIFTFHmITEN. TP mTENEITW
K HIREFRE BT CIFS iRS88. B2, BRETENMNREESIEAFEES NBir. £A ODX XHEimbt
, BIE=EENEEFIEI BT,

BT ODX EIHEIA R HERTREFENBMEEEHNTH, RitAEEENMENTE. KIMtRIBEE:
R Bz ENERREER, FPELENFFMNBZE (CPU, AfF) B, W% /0 HEHBERER.

ONTAP ODX copy offload is supported on both SAN LUNs and SMB 3.0
continuously available connections.

T ERBRZRHMER opx RIAMIEzh:
E SN
EX S LUN 5B 8L LUN L FR—MEH,
* #i8), F—¥ 5=, [A— Storage Virtual Machine (SVM )

RXFEL LUN AIEARXHEL LUN I FR—T R ERAREE L. #ERTFRE— SVM,



* &g, FEWR, HE SVM

RSB LUN AIBEARX 48 LUN L F AR R ENAREE L. #IERFE—1" SVM,
* SVM g, F—%=

B BEARHEE LUN (I FE—T R LN RRES L, #EE TR SVM,
* SVM ja], FRT =

B BEARXAEL LUN (I FARTN R LN AREE L. SRR TFARN SVM .

Hyper-V fi#R75%H ODX BIZAREH R A ER BRI EE:

* [ERILAGER ODX BIZAHHEIES Hyper-V FEEMEER (VHD ) XHREHZEEHHE, HEETR—%
BFPBRGTRY SMB HEMIZERERY ISCSI LUN Z )& HIEUE,

XiF, FRIFRGFHRIAIMA T ERREFE.

* BIZREEAXR/\E VHD Y, ODX BT ERARFTANNEZLEUSIRLHE,
* NRREFAEM BAREAE TR —58 L, NfER ODX BIAHMEHITEMIEETS,

SFIF Hyper-V ODX RISHIHEIBHERAER, FIRIERFMAZIF ODX , TFIRIERSHM
() @2 SCSIH, HMmsFs ODX 7efE (SMB S SAN) 1B{Hris, FHRIFRLLH IDE
R S2#5 ODX B,

SQL Server fi#R7FZEH ODX EIZAEHBEAERIBH 8E:

* {&ETLUER ODX BIARENFHEMETHY SMB HE 7 algfER—&AHH) SMB HEHEEAY iISCSI LUN Z 8]
SHMSE N SQL Server #iRBE,

* IR REFEN BEREEI TR 585 L, U ODX BIAEHATFHIEESLMFN.

BeEEXRFFEEIN
ONTAP FIIFAI &K

7 SVM L 8I% SQL Server S &ET SMB H Hyper-V &R A Z USSR EHZITE, &
BT HRE L ONTAP FliFIER,

ONTAP iR EK
* EF SMB Y Hyper-V
FHF7E Windows 2012 S EEARZA_EIZTTHY Hyper-V , ONTAP #F@id SMB HZ#17 T RTI21E,
* EF SMB 9 SQL Server
IFF7E Windows 2012 SiE S A4S EIEfTHY SQL Server 2012 Sk ESMRES, ONTAP X#FiEid SMB £=i#
1T HTIR(F.
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BxiEE SMB HELIN L ARTREFT 215/ ONTAP , Windows Server #1 SQL Server fRAHRHFER, &
S EIREMER.

"NetApp BigfFiExRT A"
R &K
EELINFENE:

* CIFS
* FlexClone ({iEHFETF SMB B9 Hyper-V )

NRFEAITIZ VSS #1T&E N, WEBIIFAE. EXERIARSSER FlexClone AX eI REIA, A
[EECIRE (B ERAX LR,

NRE(ERANENR HERERZIZ VSS , M FlexClone W RIIEZ FIZER,

FlexCloneiFAIIEELZ7EFR"ONTAP One"s WIRIEZHONTAP One, NMINEEA"WIEES ELEAFHRHIITAIE"
MENRFE)" 2=

PILEAN LR LIF B3R

70 SQL Server 5iETF SMB #J Hyper-V B& LSS L RTEITH, EEETHIFTE
HIRLEFNELIE LIF E3K,

LV NE -3

* 45 IPv4 0 IPv6 &,
* 225 SMB 3.0 HE SRS,

SMB 3.0 1=t 7 SIBHF4L AT ARy SMB iEFRFRRITHEE, USKIETHENEIT.

* DNS RS BAMNEEF CIFS RS 252 FRIRETE] ) Storage Virtual Machine (SVM ) ERIEIE LIF S ECHY
IP it R B

TEIR IR BB SEEESC4BY, Hyper-V B¢ SQL Server NAEFARS2EE @I L ME LIF B2 1
E. ATERET, NARFRSB[BMIER CIFS lRSB[BE2MHAITL D SMB EiE, MAES5E M HE—
IP HInER I 2N ERE

DIERFZEMEM CIFS AR3528H7 DNS &#R, MAEEA LIF IP ik,

M ONTAP 9.4 FFt4, ERILUBIE/ERE SMB Zi@iERIEEET SMB E2ER Hyper-V #1 SQL ARSS2_HIEME
EMAEEEST. Nk, BRNEEBFNEZP K LSTESZ N 16, 106G KEAM NIC
#UE LIF EX
* @i SMB R A ERENAIEFIRS M SVM HIAEERTNEN TR EEVEF— 1 AETREEE LIF

[e}

SVM #44& LIF AJ LIRS RIS P EMHIRERD, SEYRREENARFIRSSFILRVHRENT
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o IbSh, ATFIIET RIGRENAREFRSSRAMERT R SFO EEXNTR, BELLEEFHIES T RER
AIRER IIETI o

* FEEREUE LIF BB R BaifR,
REZEIREENE, BNFoPREE LIF RREIEERO,
* FRE%UE LIF IP itERFE DNS RE—1N5%E, FEFBEFBHMLIEMA CIFS IRS2E2T.

R FAFEFF AR S5 23 AEFE CIFS BRSS 232 &SI SMB HE, BN BEFIRS SR E AEALIF IPHiE
HITERZ.

* YN8 CIFS FRSBBEIES SVM BFEFE, N DNS & BEHBAMIATH CIFS FRSS LB Ko
EHTF SMB 89 Hyper-V £ SMB fRZ25f1EE XK

ECIEETF SMB B Hyper-V L& USSR UNEITH, EHEE THEIFER SMB ARSE 28
MEEK,

SMBARSS 2 E R

* WAEF SMB 3.0 6
BIAERT, HEDFEARS,

© WAERBMAY UNIX AFPIKFECERRIA UNIX FBF CIFS ARSS 23T,
Rz FATERFARSS 287 8172 SMB iEEEIERITEAIKF . BFFE SMB i5RERE K Windows F3 A B IHBRSTE)
UNIX AP SEIA UNIX P, EIb ONTAP A RETS 1S M FAFEF AR S5 88 09 T EATIK A BRETRIZRIA
UNIX FF P,

* BARABMTRES GUAERT, IELATERRS) -
YNREGA BT RN KIFIR Hyper-V B4 IAIMIEHE, NHBUZEIESIZL2IRH SVM .

* SMB ARSS2RFNEAVIEAATNR I Kerberos I NTLM S {3301k,
ONTAP R&IRtE VSS A6 Kerberos fRSS; Hltb, RERHFHIEER AL NTLM

© WAURRER SRR
PINBERT, tInsetFRARE.

T EHIRSECRETRIARN R Windows 13k P #4202 SMB AR$S 25453 BUILTIN\Administrators 3%
BUILTIN\Backup Operators 2RI} 5o

EEXK:
* BFEREDMNXHENESNLIEN NTFS 22BN E,

EEAIFLEREI AR SMB EEAN AEFRS2RZM NDOS , BEHEMNEXNN NTFS £, i, BHM
YRR NTFS %, BREFRELLERNSEI UNIX Z2EREENN NTFS Z2iEXE, hReEEE
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SMB HERHE#EMAT NDOS , IREFEESLLENEENN NTFS R2RHE, HITHET SMB
HERKEAT NDOS , MpMFahR ACL MEEEINE, HiF % ACL (LHERIEEBIFIE XXX,
BN, MRREHEITESRNIENREESE UNIX Z2ERS, AGEN NTFS ZeER, MR H%
EF—MEHEMNERS HBIEEX S HM SN RER KK,

* BERIIITER ERIRIE, £ LA RBIIR AT E,

ARAZEEMAEDSEXRISENEPESHHAZETNFIEXHS, BRMNFERFAEANSZEER. HE
RINZFFEABHIRE TR ERIREF T,

BXER

"Microsoft TechNet & technet.microsoft.com/en-us/library/"

EHTF SMB Y SQL Server B SMB REZ2F1EER

E0IEET SMB AY SQL Server B2 E LISEM L BTIsiTHY, EEETHSER SMB RS
2EMEEK,

SMBARZ 23 E K

* %HBA SMB 3.0,

RINBRT, WRmLFERRS.

* WIERAMEY UNIX Bk ECERRIN UNIX FBF CIFS BRSS281%ED,

N 2R AR S5 2R T2 B2 SMB EEFMER T ENIKF . BFFIE SMB i5RIEE XK Windows F3F B THBRST E!
UNIX AP IHKF AN UNIX FIFIKF, ELtb ONTAP WAZRERS R N FAFE R AR S3 23 89T B ALK A BR ST ZI2RIA
UNIX FF KA,

k5, SQL Server R fEFAE AP/ SQL Server ARSSKF . ARSSIKF IR A BRI EIERIA UNIX BB R,

* WMBABESTNREN GUAERT, st TFERRD) .

NREBMEA BT R HKA10] SQL Server #HEEX 4 LASMIEIE, WAz dEeIE— 2 IEEY SVM

o

* WA ATTE ONTAP E&% SQL Server B9 Windows FFP ik P 3 EC SeSecurityPrivilege 1R,

ARG D ECLE SMB BRSS 2874531 BUILTIN\Administrators 28,

EEXK:

* BT EEEMWIXXHNELAEE N NTFS 2R E.

BRI AR SMB EEAN AEFRS2RZM NDOS , BEHEMEXNN NTFS &, i, BU4M
YRR E NTFS %o ERRERES L 2RI ET UNIX Z2RHE BN NTFS 222K E, thfsEd
SMB HERHHEZMAT NDOS , IREIFESLLENEEN N NTFS Z2RNE, HiTHET SMB #
ERHAT NDOS , MAFGFohiG ACL METEINAR, Rz ACL FREIBSMFMEXHNXHR, &
n, NRFEEHEERVIZNESE UNIX R2RAE, ARENRN NTFS R2ER, WEXHEE
H—TEHEIWERREIEEXHSEMFANATERA .
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* REGESMIEEXMHNET UESIES, BECIEMIREFEE REWE, SQL Server A=BEMIRS,
* E(HIEH FMicrosoft SQL ServerfySnapCenter {HE&D1R1ERTI. & LN MEE BBHAIAZIEL,

%ﬂ&wm&ﬁﬁﬁ#%&%%ﬁﬁ%%k,T%@%ﬁﬁﬁﬁi%ﬁM&H%E%E¢%%E@@%Y

BXER

"Microsoft TechNet [Z: technet.microsoft.com/en-us/library/"

ETF SMB 89 Hyper-V 54 0] AR Z BRI EEE

TEAZFFLFENSITRVET SMB B Hyper-V ECBRCBERCERFS A ANHEER, BFET
R LB REEFI,

HEBENK

N RERF RS SHERNHAZELIEENRE AT ARBME.

ERERE A BRENN AEF RS BSWEIKA LM, EHERTHEMENERS SMB HE, HE
REEE, RENBRAENEMUFFEIEAFRIMSHBE,

* IREBFEREAT VSS BIREENARSS, NABER Hyper-V XIFRABESZEHHER,

TESMEBE T, NREEBHHENEEES, WEXRIREIBERY. FIFERERBRT, SEIE
BIERRRN, BEaFIERERRE.

* MRBKEAT VSS NIZREEMNIRSSBMMELGER, WAEER Hyper-vV XHFETHE U TARABHIH

=rh:
° FFS kR, EPEET Widelink
o JEBIMXHF

NRAZREEREOEF BRI ANEMERNIFENX, WEFRIEIZRRM, LERNZFATE
IREINEERIE R REREIZ.

° BRIHHITEREHIRME, S LA EBRIRTATIE ((RERTET SMB /Y Hyper-V) o

AAZEMEDSELRIAENETEENHZRNMEXMH, BRMFBERAERNEZEER,
HERZFRE B ENERE R RER R

NMEENAEFRSRERANEITARZE LIREUTHZREM:

°c EBR

° BMEEF

o BranchCache

AEED

* 4R BV E S FEC .
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* ZF SMB B Hyper-V ECB AR5 LU TINAE:
° Bt
o fpolicy

s AEMERANSMBREEHITHEM continuously-availability B¥IEEN Yeso

ET SMB HY SQL Server ViF4:n] AR ZEE KR FEEIN

FENZFLHENEITAIET SMB 89 SQL Server BB BRI BRI AT ANEZ, BF
T RRREERER S,

HEBENK
* BT EEEMTIXHRISBAEEN NTFS £2iRHE.
BEMRFEA AR SMB EZ AN AEFRSHRIRELPENETT, BESHENELMN NTFS £, 1, €
IR E NTFS B, BRI REERLEXER UNIX Z2EXEERN NTFS Z2ERE, WREEE
fERZE®ET SMB HERITEDUENENE. WRFREESL2RAEENN NTFS RERNE, HHITBEEAZ
@D SMB H£EHITEFEMRIE, WAMFohE ACL REEEINE, HiFZ ACL (ZREIFMEESNXH

Mk, BN, NRFEESHETERVCIBNESEE UNIX R2RI\E, ARENN NTFS K2R,
MFXHBES— T EHEIMWLERREEIEEXHFFHMI AT EZK Y.

* NAREFRSHEEANEESITEENEEFEIRRLES.

ERIFS AR AEFRSB[BIWERAEER, FEEBLTHEBNEINEES SMB £2, H#&
EHEEE, RENBREAENMEUEPEGERIBHBIE,

s REESHIBEEXHNETUE SRS, BECERBIEERREMEY, SQL Server AREHIZES,

* EfFEAFMicrosoft SQL ServerfySnapCenter G I2IERIN. E LM MEE BB B=IE,

%QL Server BUBEXFFIENEUTEB K, 7 eBPHEEEREHUNEBTHEFHMEEEHIX

* AMRENAEFRSSHEERNFSEIRARZE LIREUTHERM!
c XBR
© BMEEF

o BranchCache

NEIREM

* FFE R B H E SR ECE.

* EF SMB B SQL Server FeE R LU T INEE:
° Btz
o fpolicy

s REMERPSMBREEHITREZIAME continuously-availability HEEME,
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ETF SMB 89 Hyper-V BEEHRYITIZE VSS T EEIN

EXETF SMB #Y Hyper-V ECEFERAXIFINIE VSS R RA RN, BREEZTH LT
BEEI,

BHIZIE VSS EEEM

* 8 Microsoft N FEFRSZ SRR ZAEE 64 MHE,

MRELRITETHHEBT 64 1, WEZEFIRERERK. XZ Microsoft FIEK,

* 81 CIFS fRSBFXAIFIRE —NMENEREIA

YNRIEFER— CIFS RS2 LHITERERIRIE, WERZERIRERRK. X2 Microsoft FIEK,

* FEIRiE VSS SIS EIANBREM D, FREREMAES.

c EEMMEBET, MRETEHREZNBINES, NEZBIRIREEK.
° FEEMMERH T, EXEEUIEZFZKY, EERSFIEREMNARS,

ERTAEBMIRENRNETRIARITIE VSS EEEM
KERFERTAE B E NSRRI 4.

* QIEETEIEN, REATATFERNRE.

XEEHERRSRETRINENEMERNBERAE. NRESEIMXHHNBERREREBEIR MR
A, MELZBNARLIEERM, XIFRLURFIELZNNERIER. RILUER CIFS RS ETMERAR
RRE

* H NI AT EEXIUE .

ARAZEEMNEDSEXRIESENETESHRAZETNFIEXHS, BRNFERFAERNS=EER,

* EizfE VSS SIEEXEIANBERENTD, FTAFEREAERIAFEIX M.

%}I%#?EP?’?T.JE?EEU%%E'JZIKE’\JTIW%EEEEEIFﬁiﬂﬁ(#, MEZRIABIRIFRM, FfEIEFHFXER

* BREFAARIFFER NFSv4 ACL

BAGTEFRERREXMH LB NFSV4 ACL , EBR LRI NFSv4 ACL &K,

* QIRBRBITERS AV 60 T
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ETF SMB 1Y SQL Server #1 Hyper-V B9 ODX EIZA<EIEE R

MEEFH RN EZSEHIEEXENRESEMENEREEUE, MAFBEIEN
BIEFERSBRLIEHIE, NWMHTMEA ODX BIAREE, FIE ODX BlA&EHFH S5 SQL
Server f1ETF SMB B Hyper-V fER B RESFER, BT HE—LERHEENRK,

£ ODX BIAHHFIEZRE M. FINERT, It CIFS fRSZFJ|ATL T B AR
* EfEF ODX BIAHH, HHUSH SMB 3.0,
* REBMEDN 1.25GB o
* IR AR AENENE LB R EE HIER R
* IREAEEE, WEERBEVAZEEN, HBENZFEREAR) 8K,
A2 Fr R EgeRE

* BfEF ODX BIAHHThaE RN EBMEE Z XS Hyper-V FRSE, WIUF Hyper-V BRSSBECENER
SCSI ##,

AIABRTS, ECE IDE Wi, BINRFER IDE MECEME, NEBFARAN ODX BIAENEIF T EEM.

%t SQL Server Ff1ETF SMB Y Hyper-V B2&RIZEIX

R SQL Server F1&EF SMB By Hyper-V EcERERIEEIETT, BRENTIREMRA
7 R RN RESL K.

—RREIN
* BN ARG SN S BIA P BRIES T
YORATEE, 1BRFEE Storage Virtual Machine (SVM) KEEFM#EE BTN AREFIRS 2SR,

* AT RERENEE, BNERTEENAREFIRSSHEHIEN SVM EEA SMB 8.

* ATREREMEHIRSEEES, BEA SMB 2@, UEE— SMB ZiEFEM ONTAP 5&FF iRz
Ry Z N EE.

* 507E Hyper-V S ETF SMB B9 SQL Server EeEHERNEZ LIIMNIEMHZ EORFEMTRNHE,
s WATFHFETAMNEZZRESE,
* BNESBREEFHENM (Aggregate Relocation , ARL) [EIBSH1TEETN, FA ARL BB EHEELEIRERM

X o

* WFETF SMB B Hyper-V RS R, BECIREEHER EIMVIASFERRE iSCSI IknN28. HZ . vHDX
7ZONTAP SMBHZE ., EFSMBHIHyper-VARZIF {4,

MEIETF SMB 89 Hyper-V 5 SQL Server it &
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IBEEEETIER

B TR, ErILUIRMAMIER A SQL Server F1EF SMB #Y Hyper-V B2 & flliE &0
FRrEEfE,

HFENE, BDIEEUTEER:
* Storage Virtual Machine (SVM) &#R

PREEH SVM & FFEERl

* Volume name

* Aggregate name

TR LESEFEAT R LRSS LEIES,

» Size

- Junction path
EeIEA T ERENAREF RS SREIENERN, NFIBU TR
* MRIBHEE NTFS T8, NHNERIEERERLERIEE N NTFS o
HINERT, &K SVM IREMNZ IR,

* NEARIAETERIEEES,
s A LUERRE BB AT EERIRE.
s EBREBTHRERRTEFNEAIETIRE N 0o
* WAL AT &R SnapshotZkEE,
MREZASVMRIBREE. NEFHEIETIREBER, XLEELEASVMBISnapshot K, INRKE
FASVMBYIRIREREEH IS ERL B AR IRE. NAMESRIIEE—MRIBREE. HEXNEZAZEKE, BH
T EHREHIIRSMNEMSQL ServerF ) Al SR IREBAYSIZF MR,
* EREENEMENHEZEHES,
MR ECEN AREFRSSHFERANEZNZERRR, UMEEREANORTHEEEES.
Ba0, NREBGEWNSEFMEEZ N "vol1™ ", "vol2" ", "vol3' " F1 "vol4" " HIPINE L, MBElUelER

FlRprREEs B i), AE. A LB U TRENANAEFRSSSEIERE:. /datal/voll,
/datal/vol2, /data2/vol3, # /data2/volde
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Junction Junction

Vserver Volume Active Junction Path Path Source
vsl datal true /datal RW_volume
vsl voll true /datal/voll RW volume
vsl vol2 true /datal/vol2 RW_volume
vsl data?2 true /data?2 RW_volume
vsl vol3 true /data2/vol3 RW volume
vsl vol4 true /data2/vol4 RW_volume
EEXE &

_Volume 1 : &R, BE, K/, EEHE _
Volume 2: BEIF. BE. K/ EEEEF
Volume 3: £&F. BE. K\ EEREF
Volume 4: E&M. BE. K/ EEEEZE
Volume 5: BEIF. BE. K/ EEEEF
Volume 6: £&F. BE. K\ EEREF

MiE: &2, BE, K, BEEBRE _

125 SMB HE=EETF&R

ERLLTERRAIIZRTEN SQL Server F1ETF SMB B Hyper-V BCE eI F4: A SMB
HE=BPEE,

BX SMB HEEMMNEERENER
HFEMHE, BIIEEUATES:
* Storage Virtual Machine (SVM) &#R

FTEHZM SVM ZFRERHEE

e Share name

BRHEEUA TR HERSE:
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° oplocks

° continuously-available
TRRBEUTHZR:
* homedirectory attributecache

®* branchcache

®* access-based-enumeration

° MM SHEE(EYE -symlink-properties BEATMAT["])o

BEXHZRENGER

WNRIEFHITIZE VSS &5 Hyper-V X4, M7EM Hyper-V RS2 23 EITFME RIS VAL BRI SMB &%
B, MEREBEFERNHEEZERFFEEEE, BAUES IETJEPE’JEE%LL%@JL t=, B Hyper-V RS 2EAM
HERFEANVEREZEE. TENESEZEANEEZERERITEL SR

ERERBIEEB REMEY, SQL Server TABHES, BN NEEEE R SQL Server BIBHZIRIZ,
flan. EERBEREER, NREFEDN X HEIREXHFHETEE " vol1™ “vol2". "vol3™"F1"vold™

. MEEUTEREANBIEFRSE{BEIERE. /datal/voll, /datal/vol2, /data2/vol3, #l
/data2/volde

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl datal true /datal RW_volume
vsl voll true /datal/voll RW volume
vsl vol2 true /datal/vol2 RW_volume
vsl data?2 true /data?2 RW_volume
vsl vol3 true /data2/vol3 RW volume
vsl vol4 true /data2/vol4 RW_volume

(D BRERILITEN /data2 BRIZ L OIEHE /datal LURITEIR. BARAERENARFIRSSEE NE
XL R = SR IF AR,

M TIER

HsE3d &
_Volume 1 : SMB HEZFERRIR _

Volume 2. SMBHEZ=ZFRFIKRF

Volume 3: SMBHEZZIFFIKRR
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SRR =]
Volume 4. SMBHEZEZIFFIRZ

Volume 5. SMBHEZ=ZFRFIKRF
Volume 6: SMBHEZEZIFFIKRR
Volume 7. SMBHEZEZIFFIRZ

_Additional volumes : SMB E£Z=ZFRMKRZR

tl#2 ONTAP B &, LME Bt SMB R Hyper-V # SQL
Server LW EHETHE

fEAET SMB BY Hyper-V #1 SQL Server #1iR 67 ONTAP & LASS I EHETIETT

%Yt Kl %’/P ONTAP BB S BRK EFBE T SMB LI T RTR/ER Hyper-V 1 SQL
Server &3

7E3@1d SMB /3 Hyper-V #1 SQL Server 82T ETiE{ER ONTAP ECEZ 8], ST TES:

WTESEEE LIS BT EIARSS .
WA SVM 1% B MLRIERE,
WL SVM ,
* WATE SVM EECEEIE LIF 0,
* WATTE SVM A& DNS
WA SVM BRI R RARSS .
© IBIESMBARSS 28
BEXES
MXIETF SMB #J Hyper-V 8 SQL Server B &

FEEERIESEM

KR T 01T Kerberos #1 NTLMv2 B450iE (BEF SMB = Hyper-V )

ETF SMB #Y Hyper-V THENZITEREUE SVM LB CIFS fRSS 251 Hyper-V RS 25[E
BY 721F Kerberos #1 NTLMv2 B1{4I83E, EMMLEIE CIFS BRS325F0 Hyper-V ARS528 EH
FERI A ERN BRI EINEE,

KXTFULES
B AEZIEEER, FEHIT Kerberos HIIE, ii2 VSS HIZM—EB A NTLMv2 B3581E,
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Fitk, EF SMB B Hyper-V AR & %470 32 15 X MM 515 101 75 £ %R
TG LU TIREECE I A1F Kerberos 1 NTLMv2 B9 303E :
* IATITE Storage Virtual Machine (SVM ) _EZ2F SMB B9 H 5B,
SVM L8R B Kerberos 1 NTLMv2 BH3GIE, BS H5REE R B FIRIBS D IIE A ARSI,

SMB HISHREE LN, RIABER TATFREARS, IRZATSHER, WEAERT, CIFS kRE#L
AIFER Kerberos #l NTLMv2 S350,

* CIFS BR5328#0 Hyper-V BRSS 22FR BRI AR 223F Kerberos 1 NTLMv2 B{4383iE,

FRINERT, Active Directory 332 Kerberos B350, B2, HJUFEHALE2KIIERARKREIL
NTLMv2 BS54,

p
1 BITUUTEME, RIERTBETE SVM LEASHRE:
a. BREAIKENSR:

set -privilege advanced
b. WIFRHEE -is-exportpolicy-enabled CIFSARSZZZIZINIEE N false:

vserver cifs options show -vserver vserver name -fields vserver, is-
exportpolicy-enabled

C. IR[E|FIEIEMRKA:
set -privilege admin
2. 303R SMB WSHREEAREA, BEAEN:

vserver cifs options modify -vserver vserver name -is-exportpolicy-enabled
false

3. WP ZEE F NTLMv2 F1 Kerberos B 3181E
BXRHBEEFTAFEANSMIRIESENEE, 520 Microsoft TechNet [,
4. NRIFRAIFHIT NTMLV2 B9I8IE, 5EF Microsoft SXAESFRFTRMI A £ 2 — BB NTLMv2 B9850,

Nl
UTaLRIEEEEE SYM vs1 L2 SMB B H 58
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields vserver,is-

exportpolicy-enabled

vserver 1is-exportpolicy-enabled

clusterl::*> set -privilege admin

K P 25 ST ZIONTAPHRYZRIAUNIX B A

Hyper-V #1 SQL Server {FAEKF I 5154 n] HHEER) SMB &%, EINeIEERE,
TRV AT IIMETE] UNIX BF. Altt, =B ENAZEERFITENINFBRETRIZRIA
UNIX BB,

KTFUAES

Hyper-V #1 SQL Server fEAEITENKF 632 SMB 1&E#%, 1tt9h, SQL Server IR{ERIH Atk {ERIRS Mk
P, ZkP RS2 SMB &%,

BIRTZMEREIAM (SVM) BF, ONTAP 2B &8I RN pcuser (UID /9 65534 ) 1A pcuser (GID K
65534 ) , FHEFRIABFARME peuser HfF, WNREBEFEEALKEI Data ONTAP 8.2 ZHITFTER SVM LE2
BET SMB fBRAZEM Hyper-V , MEIABFFARGERTEE. BN, HIELIEEN], ARBEE CIFS iR
SZEMIZA UNIX BB,
]

1. HERTFEEIIA UNIX BF:

vserver cifs options show -vserver <vserver name>

2. MRRREMIABFIED, EHESSHFEUIEENIA UNIX BFBY UNIX BF:

vserver services unix-user show -vserver <vserver name>

3. NBRKIGBRINBF D, HESERIEENZAA UNIX AP UNIX BF, NIGIZEZRIAEFIZRIA UNIX B
P, HBEBRIABFHRMEZ4E,

BE, BMABFARPREpcuser’, FEMINSER UID 65534 ERIAE—MRIRMR TR “‘peuser’s D ECLA4E
HIGIDIATA 655340
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a. QIERIAA:

vserver services unix-group create -vserver <vserver name> -name
pcuser -id 65534

b. BIZBIAR P FHERIAR A AINEIRIALA:

vserver services unix-user create -vserver <vserver_name> —user

pcuser -id 65534 -primary-gid 65534

C. WIFREBEIEMRECERIARFPMEIAL:

vserver services unix-user show -vserver <vserver name>

vserver services unix-group show -vserver <vserver name> -members

4. MNRKRECE CIFS RS[BOVIAAR, BHRITUUTIERIE:
a. FEcERIARF:

vserver cifs options modify -vserver <vserver name> -default-unix

—user pcuser

b. ISIFRE B IEHECERAIA UNIX BF:

vserver cifs options show -vserver <vserver name>

S. BIGIFN FEF RS 230 ENIK, @5 ERETEIZ0AR . 15 a2 |95‘E“”?_SVMJ:EI’] t=, A
fEERFIAWIndows - P EIUNIXFB P BYBRET vserver cifs session show Ap<:

BXMEMEE vserver cifs options, JBEEMWN'ONTAP S$EE",

AN
o ‘pcuser AF#IEEN SVM vs1 B CIFS IRSEZ2BMEHARF .

clusterl::> vserver cifs options show
Vserver: vsl

Client Session Timeout : 900

24


https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+options

Default Unix Group 3 =
Default Unix User 3 =
Guest Unix User 3 =
Read Grants Exec : disabled
Read Only Delete : disabled
WINS Servers 3 =

clusterl::> vserver services unix-user show

User User Group Full
Vserver Name ID ID Name
vsl nobody 65535 65535 -
vsl pcuser 65534 65534 -
vsl root 0 1 =

clusterl::> vserver services unix-group show -members

Vserver Name ID

vsl daemon 1
Users: -

vsl nobody 65535
Users: -

vsl pcuser 65534
Users: -

vsl root 0
Users: -

clusterl::> vserver cifs options modify -vserver vsl -default-unix-user

pcuser
clusterl::> vserver cifs options show
Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =
Default Unix User : pcuser
Guest Unix User 3 =

Read Grants Exec : disabled
Read Only Delete : disabled
WINS Servers 3 =

IIE SVM IRENE 2EANEHIREN NTFS
ZifafRE@d SMB IHH1T Hyper-V #1 SQL Server THUIRIE, WIER NTFS 218
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N eliEE, ATREMNZ SR BN F1E Storage Virtual Machine (SVM ) £l
ENE, FABEBENZESRMNIZEEN NTFS o

X FIES
* EELITESIE SVM BEEREMNZ 2R
* NRBESVMBY R BFIREIZEANTFSZ RN, WA UHEEFERERZE2IE volume modify f3<:

p
1. % SVM IRENHFIR 2R

volume show -vserver vserver name -fields vserver,volume,security-style
2. NRIRETZE NTFS Z2EXE, FRLERAELN NTFS ¢

volume modify -vserver vserver name -volume root volume name -security-style
ntfs

3. Ik SVM iIRERHBIREN NTFS T2E:
volume show -vserver vserver_ name -fields vserver,volume,security-style

Gl
MUTFEp<IUE SVM vs1 LRIREZ 2R EE N NTFS

clusterl::> volume show -vserver vsl -fields vserver,volume,security-style

vserver volume security-style

clusterl::> volume modify -vserver vsl -volume vsl root -security-style
ntfs

clusterl::> volume show -vserver vsl -fields vserver,volume,security-style

vserver volume security-style

vsl vsl root ntfs

WIER R EEEFTFERY CIFS ARSS31%

AT RS E4RYE Hyper-V #1 SQL Server i&id SMB THEHZITHNERE AMNEE
FREERY CIFS ARS5231%ET,

XFIES
MBS SMB 2.x #1 SMB 3.0 .

* BEfEAMAEERMEIAEH, LISA ODX BIAEH,
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* INRETF SMB B Hyper-V fERAEFEABAT VSS BZiE&0IRSS (IXFR Hyper-V ) , MAZREHE VSS

ERERIRS.

g
1. WIFR BB Storage Virtual Machine (SVM) LERBFFER CIFS RS 281%EIN:
a. FRPRESNEENER:

set -privilege advanced

b. FNLATE<:
vserver cifs options show -vserver vserver name
TR IZREN true:

" —smb2-enabled
" -smb3-enabled
" —copy-offload-enabled
* —-shadowcopy-enabled ({XPEHyper-V)
2. NBENETRIZE N true, WITUUTIRME:
a. BHIGEN true A vserver cifs options modify <!
b. IOIFXLEETETIRE N true A vserver cifs options show me:

3. RO EIEPRE A :

set -privilege admin

Nl

U TaHSWIFREEEE SYM vs1 EERAET SMB B Hyper-V EEBFRERER, ELbREIS,

BIASENR A BETR B I E Ko

B ODX

27



clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled, copy-offload-enabled, shadowcopy-enabled
vserver smb2-enabled smb3-enabled copy-offload-enabled shadowcopy-enabled

cluster-1::*> vserver cifs options modify -vserver vsl -copy-offload
—enabled true

cluster-1::*> vserver cifs options show -vserver vsl -fields copy-offload-
enabled
vserver copy-offload-enabled

clusterl::*> set -privilege admin

70 SMB Zi@EEiE e TR

M ONTAP 9.4 5, E0JLECE SMB Zi@E, UEEEN SMB ZigHiet ONTAP 5
EPImZENZNEE. XEME LIRS Hyper-V #1 SQL Server 7 SMB Bt & YA

SMEERET

FaZ Al

QABEEFEFIHL SMB 3.0 S EShRASFHITINEEY, 7 8EFER SMB Zi@iEIhEE, EXIAIBER T, ONTAP SMB AR
22 &3 SMB 3.0 RES AR,

KFIAES
YNSR7E ONTAP &8 LI 7 IEMRIECE, N SMB & ins BahtilH R Z N MEEE.

SMB =iEFREFEZHN I ERTEIBEN NIC :

* ZFiRA ONTAP &8 LB * 1G NIC *

EFImASEN NIC B —NMEE, HESIEHERIFREEE
* BPuRF ONTAP &8 LMY * 10 G REABE NIC *

EZERiImAEN NIC REETEONERE, AESIERTERFIEEEZ. BERHEAIUEZN 106G REABT=EN
NIC I EE,
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EE eI LUEA TS (BEANR)
* -max-connections-per-session
SN ZBERIEANITFNREAREE. FRIAMEN 32 MEE

%%EE%&%&E%E%WE%,M%ﬁﬁgFﬁmﬁﬁﬁﬁwmﬁﬁ,ﬁm%%%ﬂﬁ%ﬁﬂﬁ32

"o

* -max-lifs-per-session

BN ZBEREATHNRAMKZIZOK. FRINMEN 256 MHKEC,

p
1. BIPREKANIRENER:

set -privilege advanced

2. £ SMB R 2 FEA SMB Zi@iE:

vserver cifs options modify -vserver <vserver name> -is-multichannel

-enabled true

3. I0IE ONTAP B IE/ERE SMB ZEERIE!
vserver cifs session show

4. REIFEENRRS:

set -privilege admin

Tl
UTFRBIERTHEXAE SMB 2IENES, HRERTREIMRIENS NERE!
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clusterl::> vserver cifs session show
Node: nodel
Vserver: vsl
Connection Session Open
Idle
IDs ID Workstation Windows User Files
Time
138683,
138684,
138685 1 10.1.1.1 DOMATIN\
4s
Administrator

UTFREIZERT B X session-id 77 1 B SMB £iFHFHAE A :

clusterl::> vserver cifs session show -session-id 1 -instance
Vserver: vsl
Node: nodel
Session ID: 1
Connection IDs: 138683,138684,138685
Connection Count: 3
Incoming Data LIF IP Address: 192.1.1.1
Workstation IP Address: 10.1.1.1
Authentication Mechanism: NTLMv1l

User Authenticated as:

Windows User:

domain-user
DOMAIN\administrator

UNIX User: root
Open Shares: 2
Open Files: 5
Open Other: 0
Connected Time: 5s
Idle Time: 5s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false

NetBIOS Name:

Bl NTFS #iES
&SI Storage Virtual Machine (SVM ) LRI NTFS #iE%, AGEA R ERGSE

B AMHEE, DUEET SMB NAREFIRSS285 Hyper-V 8¢ SQL Server S5 1M, £
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GEL B TIFREIZTIES.

KTFILAES
ERILMERRNESHBEEXBIEE. AXEEXENFARGER, BEN "EEFHEEE"

BIEHMIEEN, TREEEUTRENEFEIEESS:

* ONTAP REEIEEFEIZERD Hyper-V X&
* 5/ SQL Server &{989 SQL Server #3EEN

MREEFTETFEFREALTESERA UNIX Z2BHE, N EEHEER N NTFS Z2i&
&, RAEEEERAIILEEIFETANEZ UL EHENETT. MRIEEEEE P ERNELERN

@ NTFS Z2iERE, TNETF SMB B Hyper-V #l SQL Server BT BTRET A ERIE T, &4
TMEREHER NTFS Z2BXEMEIES, ;E, BHrILE Windows A LRSS, HE
BETNEEY ACL , AIE¥E ACL (EHERIE R BIFRE XXX HH,

p
1. W NERNAY < LIS EIES

IRBERERER ASL

1A ... B SVM

FelEE

NTFS volume create -vserver vserver name -volume volume name
-aggregate aggregate name -size integer[KB|MB|GB|TB|PB]
-junction-path path

JE NTFS volume create -vserver vserver name -volume volume name

-aggregate aggregate name -size integer[KB|MB|GB|TB|PB]-
security-style ntfs -junction-path path

2. WITERERTIER:

volume show -vserver vserver name -volume volume name

BIRFFELAT AR SMB H=

SIEMIESERS, EoURIEFSTRENERE, NBEFIRS 2 AFERXLEHREZIAR] Hyper-
\%/EEWM, ACE X 4H SQL Server #IEEX . €/ SMB =BT, N{ERHEZAEET(F

g
1. EREXRINEHIEEREESHRENER:

volume show -vserver vserver_name -junction

2. BIFEHFLEATAA SMB H=:
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vserver cifs share create -vserver vserver name -share-name share name -path

path -share-properties oplocks,continuously-available -symlink "" [-comment
text]

° IR LUAERRRZEE RINER.

° RINERT. BNXHEZEHAERZ LRE. Hi&E N nanual.

° ONTAP{ERRIWindowsERIAEZRRBIFEHZE Everyone / Full Controlo
8. WHEMEBTERTPNFIAEHEZES FRFE,
4. FRIIETEMECE RS vserver cifs share show 3%

O. BTN RGT EI G N HEZHER * Windows Bt * EOEEXHINIR, ERETANEZLEE NTFS
XA ABRS

Nl

VN ?’_ £ Storage Virtual Machine (SVM , LIEI#RA Vserver) vs1 LSRN dataz MiFE A
2, BYIREZRAFSHEE -symlink BHIRER "
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clusterl::> volume

Junction
Vserver Volume Active
vsl data true
vsl datal true
vsl data? true
vsl vsl root =

show -vserver vsl -junction

Junction

Junction Path Path Source

/data RW_volume
/data/datal RW_ volume
/data/data?2 RW_volume
/ _

clusterl::> vserver cifs share create -vserver vsl -share-name data? -path

/data/data2 -share-properties oplocks,continuously-available -symlink ""

clusterl::> vserver cifs share show -vserver vsl -share-name data2

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

vsl

data?

Vsl
/data/data?
oplocks

continuously-available

Everyone / Full Control

manual

standard

¥ SeSecurityPrivilege X [RAMEIAFA MK, (33F SMB H=H/) SQL Server)

WIMARTRE SQL RS BAVEAFIKF 7 EC seSecurityPrivilege $51%, 7 HETE
CIFS BR552s EITRER(E, XLEREFEINAB R TR ECLEAFBINRIR,

FeaZ B
BF &3 SQL Server BIEIK P A AETFE

KXFULES

ERAPRIAINE] SQL Server RILFZFHIM BT,

ONTAP FIBEZ BT BX R IBEH SR RIDIELEIK Ao IR

ONTAP FTESEEH 2Rk R, Nitkan <L rIRERRK,

T
1. 7800 " SeSecurityPrivilege "1XfR:
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vserver cifs users-and-groups privilege add-privilege -vserver vserver_name
-user-or-group-name account name -privileges SeSecurityPrivilege

BY{E -user-or-group-name B EATFLLESQL Serverf¥iF AP ik BIZ R,
2. IR B BRI PR A F I

vserver cifs users-and-groups privilege show -vserver vserver name -user-or-
group-name account name

ANt

UL E% " sesecurityPrivilege " MPRZAINE] Storage Virtual Machine (SVM ) vs1 BYRFIEAHY
SQL Server ZEIZFMHF

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\SQLinstaller -privileges
SeSecurityPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl EXAMPLE\SQLinstaller SeSecurityPrivilege

L& VSS £ EF|BRFAE (WTFET SMB 1= Hyper-V )

T A Li7E SMB HEGEE A TSR AHNBERNIERNRE, NRBFpIEH
ONTAP Nt H FRIZEZBIANFERNEALRF, WSHIFEER.

FaZ Al
WIEFA VSS B EHIThEE,

XFIAES
AIMBERT, RENANTFEREBEREIE. WRIIEIREN 0, ONTAPKNFIE FEREIBER AT,

REZOLUIEEEXEATEERRAECE A M LNFERIFMETFER, B Microsoft R4
() 760 BREREREISENR, NBEAEHNEANTREHESENR, SN, C5E
By B SRR AL IR ] % 4 IR B B el PR

p
1. BiINREFIRENSR:

set -privilege advanced

2. 5 vSS HERERIBRRAERENFFERF:

vserver cifs options modify -vserver vserver name -shadowcopy-dir-depth
integer
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vserver cifs options modify -vserver vsl -shadowcopy-dir-depth 6
3. REIZIEIENPRES!

set -privilege admin

Eid SMB ECEEIE Hyper-V #1 SQL Server

REEMEHEZ L SCIFE T AN

BRI ERE, FERNFETHENHEE, Hyper-V # SQL Server W AIZFIRS
fqﬁ:_ﬂ@fﬁ XL H = T rhlTthifn) Hyper-V EIMWIAECE X4 LA SQL Server #EEX

XFIAES

MRMEHZEGLUTHE, NWARERZHEZENFSEAANAER, UERT SMB S5NARREFRSZHEITE
R (E:

* $0R homedirectory HERBMUBAEZLZ LIKE
* MRHAZEEEEBRIRT S EHES Widelink
* MRAZEEMUTHERERTHIESS
TS TR N HEESHERIREEH:
‘s -offline-files BHUKENE— manual (FAIAE)ZK noneo
* IR AN S 5.
M EUATHZE !

° continuously-available

* oplocks
AEREUTHZREE. MRENMITFHEZEMTIRT, WEEMFETRNEZSRRIEREN:

* attributecache
®* branchcache

p

1. 8;

HEHESHEN ST EEERZRE MK

4|

vserver cifs share show -vserver <vserver name> -share-name <share name>

2. WENKE., AEARSEBEHEESHUZRANTSHE. FRERVXHIRE Amanual. vserver cifs

share modify
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o BRI LUBITIR BN ERZRRTS5EE -synlink BHIREA """
o IBEILIIGE —offline-files ZEEIEMHNIEE manualo

3. AIMEZEEM. MRFE. EHM continuously-available oplocks HEZEMH:

vserver cifs share properties add -vserver <vserver name> -share-name

<share name> -share-properties continuously-available[, oplock]

MR oplocks MARIKBHEZEM. HIBES—EKAN continuously-available £EE M,

4. MRS ANHERFNERAHERML:

vserver cifs share properties remove -vserver <vserver name> -share-name
<share name> -share-properties properties[,...]

TR LEdERES NRIIRIEEXLZRBERBIF— T HEIHERM,

5. WIFREE -symlink Ml —offline-files BEIEBEIFHA:

vserver cifs share show -vserver <vserver name> -share-name <share name>

-fields symlink-properties,offline-files

6. WirEEENHERMY|IRESER:

vserver cifs share properties show -vserver <vserver name> -share-name
<share name>

Nl

UTREERT AEEFEETFSMBRIN BIEF RS 2889Storage Virtual Machine (SVM)"'VS1" EANDOSEZE
ZH"share 1" EHL=E:

EIRSHGEN, PTEH S PEE -symlink ""
*s -offline-file BBEMEHRHIKEN manualo

o continuously-available HEBRMEHMEIHZH,

* o oplocks HERMEAHZEMTIRP. ALLTERM.

* o attributecache HEEMHRMHEZFMIER,

* o browsable XF7ESMB EFERNAEFIRSZSHINDORFEANFEATBRE. HEBMERIEMN. HER
EEjj tZEMZ—,
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clusterl::> vserver cifs share show -vserver vsl

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

—-share—-name

vsl

sharel

vsl

/data

oplocks
browsable
attributecache
enable

Everyone / Full Control
10s

data

documents

standard

sharel

clusterl::> vserver cifs share modify -vserver vsl -share-name sharel

-offline-file manual -symlink ""

clusterl::> vserver cifs

sharel -share-properties

clusterl::> vserver cifs

sharel -share-properties

clusterl::> vserver cifs

share show -vserver vsl

continuously-available

attributecache

-share—-name

-fields symlink-properties,offline-files

vserver

share-name symlink-properties offline-files

share properties add -vserver vsl -share-name

share properties remove -vserver vsl -share-name

sharel

clusterl::> vserver cifs share properties show -vserver vsl -share-name

sharel

Vserver: vsl
Share: sharel
Share Properties: oplocks
browsable

continuously-available
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RET SMB BY Hyper-V &0 B AR VSS HREIA

SNEREFA VSS u%l]i%ﬁﬂ'“ FAREFENHEMETE SMB 1= _ERY Hyper-V BEEIWISCE, T4
JBF VSS B &, MNREARFER VSS RIMBEEDNAER, WAL VSS B5
i, FINE R—F, J5F VSS & &,

KXTFULES
&R LABERY IS RS A VSS BRI,

g
1. KR EFIRENSR:

set -privilege advanced

2. PUTUT#RIEZ—!

VSS &R BRI E BAGS ...
enabled vserver cifs options modify -vserver

vserver name -shadowcopy-enabled true

BE2H vserver cifs options modify -vserver
vserver name -shadowcopy-enabled false

3. REIZIEIENRES!

set -privilege admin

Nl
U8 H]7E SVM vs1 EBF VSS BEEIA:

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -shadowcopy-enabled
true

clusterl::*> set -privilege admin

ERZITEEET SMB %1% Hyper-V #1 SQL Server ;&5
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HE ONTAPHRZ M T LS HE B A R M1+ 2428

EIREXE X CIFS , SMB , E#%#l BranchCache BAHLITHE B UK ST RENE R Z A1
» TSR T RPN RAN T ERES v A IR EURE.

p
1. BiREFIRENSR:

set -privilege advanced

2. PUTUUTHREZ—:

BRENRE BN ...
PP LE 3SR AT A3 statistics catalog object show
A AISFENR statistics catalog object show -object

object name

MRt 228 T statistics catalog counter show
-object object name

H4HT % statistics catalog object show 1 “statistics catalog counter show 7£"ONTAP &5 &%E"
3. REIFIEENPRRS!

set -privilege admin

Nl

LT #4 Bm5ERhE CIFS 7l SMB iaiEXeEEAHE BRI, MSENRRIIFR:
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.
Do you want to continue? {yln}: y

clusterl::*> statistics catalog object show -object audit
audit ng CM object for exporting audit ng

performance counters

clusterl::*> statistics catalog object show -object cifs
cifs The CIFS object reports activity of the
Common Internet File System protocol

clusterl::*> statistics catalog object show -object nblade cifs
nblade cifs The Common Internet File System (CIFS)
protocol is an implementation of the

Server

clusterl::*> statistics catalog object show -object smbl
smbl These counters report activity from the
SMB
revision of the protocol. For information

clusterl::*> statistics catalog object show -object smb2
smb?2 These counters report activity from the
SMB2/SMB3 revision of the protocol. For

clusterl::*> statistics catalog object show -object hashd
hashd The hashd object provides counters to
measure
the performance of the BranchCache hash
daemon.

clusterl::*> set -privilege admin

UTaLEREXRNEETHHBNEER cifs R, NEFNREH P!

HRHIF = EREIPRE AT AT ERES cifs WK, b E R,
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: y

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg directory depth Average number of directories crossed by
SMB
and SMBZ path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops 0
cifs read ops
cifs read recv ops
cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv _size 0B
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0

BEXMFEMEE statistics start, IBEWN'ONTAP Gi<$E&E",
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EONTAPH ZE/RSMB4IHE R
A LB & SMB 4iitH5 B RIS REF 12 W al &L,

B
1. {8 statistics start MB% statistics stop ATFWEIIEEERNHS,
2. PUTATIRMEZ—:

ZETRITMERHIRR BWANUTHRL ...

SMB HIFT B kR4S statistics show -object cifs

SMB 1.0 statistics show -object smbl

SMB 2.x #1 SMB 3.0 statistics show -object smb2

T RHBSMBF &4 statistics show -object nblade cifs
HXER

"R HIEE R

"Gt FE"

"FiHELE"

SEIACE B 5 RETS TR ETETT
ERETRR S ERBE LIS TR EBER

BT SITIREE X BN ERPMN ARSI TRRNE R, BT KITEEANET SMB
Y5¥F Hyper-V #1 SQL Server BtE, UMRFRNAEFIRS SB[ THEHZET (NDO) o tzl]%
>Iku73 degraded , MIATUEEEXBANIFAEE, BIEATEMNAERRNZNNMTE
121%,

B2 PETIRREER, ONTAP FLaEE METRRRIERNEERRRETRRATI TR, T REREITR

muiras el S CIFS-NDO F&41, mirds A —HBSITINVARE, PIEREYIER S E P ML ER
, MREFEREER, WSERERFRHEXBIERFNES. XTFTET SMB BYNDO EE, FH X IUATH
MIERERER:

i |p severity FMH
HaNotReadyCifsNdo Alert major TREBSHENEREN—1E

X EBIRLREI AR SMB H
ZITH, ARETERERENZR
AFE; B2, SENTIREIHA
KEREEHEI TV E.
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ZRID severity &

NoStandbyLifCifsNdo Alert RE Storage Virtual Machine (SVM)
EE@Ed TR EREE SMB 12K
1B, AEERSAANEZE ERHA
I77 SMB XfF; B2, HEWT
RARSAF SVM BEfAERNERE
LIF o

ERARRIEITINAEEEERTHNEITRE

SR LUEA system health AT EREXEEHNBERRIZITINAFMCI-NDoF RIS
TRRNER. MNER. EERRKERUKETEXNARER TR RITNE 2896
A

~o

gl

1. B HITHERREREITIEITIOR

ZETHARAR BMAGRL ...

AGHETIRR, RMEMEITIRREIESSIEAIK system health status show

N

B X CIFS-NDO FRABITIRRHER system health subsystem show

-subsystem CIFS-NDO -instance

2. BRAEXIEETRITHERIR(ERE CIFS-NDO ERIGIENIER:

ERRHES WA ...
CIFS-NDO FRYSE(TRRISIEEMIEAIRT, §) system health config show -subsystem
TR, MERSHIRES CIFS-NDO

CIFS-NDO Z4R, im{TIR N STl BES £ A ItEE$R system health alert definition show
-subsystem CIFS-NDO

CIFS-NDO 1T ST R, BTFHEMYAHZ system health policy definition show
iR -monitor node-connect

(D M -instance AFERFEMEENSE.

Nl
TSR T BXERM CIFS-NDO FRAANEAFETIRRANER:
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clusterl::> system health status show
Status

clusterl::> system health subsystem show -instance -subsystem CIFS-NDO

Subsystem: CIFS-NDO
Health: ok
Initialization State: initialized
Number of Outstanding Alerts: 0
Number of Suppressed Alerts: 0
Node: node?2

Subsystem Refresh Interval: b5m

it E/R TA X CIFS-NDO FRLEI TR R iz s NECETVRSBIFAE R
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clusterl::> system health config show -subsystem CIFS-NDO -instance

Node: nodel
Monitor: node-connect
Subsystem: SAS-connect, HA-health, CIFS-NDO
Health: ok
Monitor Version: 2.0
Policy File Version: 1.0
Context: node context
Aggregator: system-connect
Resource: SasAdapter, SasDisk, SasShelf,
HaNodePair,
HaICMailbox, CifsNdoNode,
CifsNdoNodeVserver
Subsystem Initialization Status: initialized
Subordinate Policy Versions: 1.0 SAS, 1.0 SAS multiple adapters, 1.0,

Node: node?2
Monitor: node-connect
Subsystem: SAS-connect, HA-health, CIFS-NDO
Health: ok
Monitor Version: 2.0
Policy File Version: 1.0
Context: node context
Aggregator: system-connect
Resource: SasAdapter, SasDisk, SasShelf,
HaNodePair,
HaICMailbox, CifsNdoNode,
CifsNdoNodeVserver
Subsystem Initialization Status: initialized
Subordinate Policy Versions: 1.0 SAS, 1.0 SAS multiple adapters, 1.0,

FIEF4R R FIRY SMB HEELE

EE‘Z?#?EEPl'_ﬁi:ﬁ, WA Hyper-V #1 SQL Server SMB HE & NIFEATANHEE, 1t
G, BENRITEEFRLEEMAEZIRE, NRLEITRIREITRIIINESES, SMISIEHE
eLOIEREE, WEANBEFIRS sSsteH T LHnETT,

XFIAES
TR IEIELL TR HEESHERTIREER:

*s -offline-files BHIRENE— manual (BRIAME)ZK noneo
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- R

TS,
ELIIEMRBILRENETT, BIREUATHERML:

* continuously-available

* oplocks
TEERBEUTHEZREM.:

®* homedirectory
* attributecache
* branchcache

* access-based-enumeration

p

1. IR R BIEE N manual 3 disabled HEZERSHEE:

vserver cifs shares show -vserver vserver name

2. I SMB HE R LR ERENFRAAM:
vserver cifs shares properties show -vserver vserver name

ANl

TR BIERT Storage Virtual Machine (SVM , LARIFFAI Vserver) vs1 E&F sharel HEEWHZIE
Ho BAXMHIEE N manual MAFSHZERB(TEPFERAEFFIETE) Symlink Properties FERIaIH):

clusterl::> vserver cifs share show -vserver vsl -share-name sharel
Vserver: vsl
Share: sharel
CIFS Server NetBIOS Name: VS1
Path: /data/sharel
Share Properties: oplocks

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

continuously-available

Everyone / Full Control

manual

standard

UTRHIERT SVMvs1 EB A sharel WHENHZE4:
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clusterl::> vserver cifs share properties show -vserver vsl -share-name

sharel
Vserver Share Properties
vsl sharel oplocks

continuously-available

ISIE LIF RS

BNEIZIE R A Hyper-V F1EF SMB B SQL Server BZ& R Storage Virtual Machine (
SVM) BEENTEEETHNEN TR LEEE LIF, EAFIEFELEE, L& LIF BrERB
EF—THAEMNKEO, ERTEIE LIF IRESH REVE SN ERE FRE,

KTFUAES

BIRMITLE, THURRVIRIEXE:, EBEPHNE I TREMELD N SVM EE—1 LIF , BB LIF fieiisE
RO KER, MRFELEEER LIF HRkSHEROXE, WpFEEEMEORE, AR LIF EREE XK
Ho

p
1. B.REXH SVM EEEW LIF R

network interface show -vserver vserver name
EUERGIF, "Nifr " AMrFEHEO L,

network interface show -vserver vsl

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vsl
1ifl up/up 10.0.0.128/24 node?2 e0d
false
1if2 up/up 10.0.0.129/24 node2 eld
true

BXBEMSE network interface show, BBM'ONTAP G $E&ZE",
2. NRFEL LIF AEEFHOL, BRITUTESE:
a. WFELIF, HE LIF NEHRORHA:

network interface show -vserver vserver name -1lif 1if name -fields home-
node,home-port
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network interface show -vserver vsl -1lif 1ifl -fields home-node,home-port

vserver 1if home-node home-port

b. 3WFENLIF, HE LIF NEHOSEEB6:

network port show -node node name -port port -fields port,link

network port show -node nodel -port e0d -fields port,link

EUERBIR, "ifT " REBREIE RO nodel:elds
BXMEHEE network port show, IBEW'ONTAP Gi<$E&E",

W%EﬁﬁEF%$MEﬂIHDH%§D$L?upﬂ§\1%%Mﬂ@\uﬁ
E"Jﬁéﬁi%_:%\ : up, Jrl "ONTAP ﬁ "o

CMNREE, B LIF ARIEFIFEO:

network interface revert -vserver vserver name -1lif 1if name
network interface revert -vserver vsl -1lif 1ifl

BXBEMSE network interface revert, IBSM'ONTAP mS$E&E",
WIFSEHPNE M T REEEHAEBERTF SYM RYES) LIF :

network interface show -vserver vserver name

network interface show -vserver vsl

ST

O
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Logical Status Network Current Current Is

Vserver Interface Admin/Oper Address/Mask Node Port
Home
vsl

1ifl up/up 10.0.0.128/24 nodel e0d
true

1if2 up/up 10.0.0.129/24 node?2 e0d
true

HTE SMB RiEEE 54 A
£77 SMB £1E(= 8

OB REXEBREII SMB 2IiEHNE R, 81 SMB EEMS1E ID UNERSIENT
YELLEY 1P b, BRI EREXASIEN SMB X hRAFIFE T AEIPEIINER, X8
BFHERIER T IF L RTIR(E,

KTUAESS

ERILRERXER SVM EFrERIENES. B2, EEERAT, RENFEHERK, EaiEIiEER %
SHKREEX MHFERNESR!

s O LUERANE -fields AT EREXRFNEFENBEHNSE,
eI AN -fields ? UHEE R LIEABILFEL,
s &R LIfER ~instance ATFEREXEBEISMBSIERIFME BESE
s ERILIER -fields BT -instance SPMFERADS Ht e xS LS ER,

p
1 AT g EZ—:

£ SMB BMALLTE< ...
RGBT

SVM FHFRELIENHE vserver cifs session show -vserver vserver name

Bzl

IEERERE ID vserver cifs session show -vserver vserver_ name
-connection-id integer

IEEMN T Euh IP ik vserver cifs session show -vserver vserver name -address
workstation IP address
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£ E’~ SMB WAL TaS ...

REE SR

ISEM LIF IP #bik vserver cifs session show -vserver vserver name -1lif
-address LIF IP address

FEETS L “*vserver cifs session show -vserver vserver_name -node {node_name

local}* $8TERY Windows FHF

vserver cifs fEREERN S IR

session show

—-vserver

vserver name
-windows-user
user name

BRI user name /9

[domain]\usero

vserver cifs EREEIINARA
session show

-vserver

vserver name -auth

-mechanism

authentication_mec

hanism

BY{E -auth
-mechanism B] LAZLEL
TiEmZ—:

°* NTLMvl
°* NTLMv2

* Kerberos

* Anonymous



Z 2 SMB
REE SR

vserver cifs
session show
-vserver

vserver name
-protocol-version
protocol version

BB -protocol
—version BILLE LA TZE
Mz—:

* SMB1
* SMB2
* SMB2 1
* SMB3

* SMB3 1

FyeEe]
FARY{R
/Al
SMB
ESEHE]

&R

SMB
3.0 &
EAHR
L
B B
() ===
R
Ba%
%
e
BLEE
%
351
BER
SMB3
B
K,

MANUA T ...

BEIEERS SR BRIF
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Z 2 SMB
REE SR

vserver cifs
session show
-vserver

vserver name
-continuously
-available
continuously avail
able protection_le
vel

BY{E -continuously
-available AJLLELA
TRz —:

* No
* Yes

* Partial

e A
KER
Partial
, XEMR
=RIEE
LEE—
MTHH
e B
X, 8
=RIEFH
Rt
RIERHE
&a] AR
FFTFHo

() e

F

vserver
cifs
session
s file
show #p
< BF
fEBEE
ARIER
PARLE ST 4
R
AR
T
o

MANUA T ...

ABEEN SMB EERIERE



UTFa<$ 8 SYVMvs1 EM IP #itiES 10.1.1.1 W ITEEZBIINSIENSIEER:

clusterl::> vserver cifs session show —-address 10.1.1.1
Node: nodel
Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279,
3151272280,
3151272281 1 10.1.1.1 DOMAINN\ joe 2 23s

UTa<LER SVM vs1 EEERSAIARIPHVZIENIFARIEES. WERZSEREKA BII/.

clusterl::> vserver cifs session show -instance -continuously-available
Yes

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation IP address: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\SERVER1S
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: Yes
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

UTap<E/R SVMvs1 EfFA SMB 3.0 #1 SMB Zi@EMSIENRIEE R, FEIRGIG, BPMER LIF IP it
M3z SMB 3.0 WEFIEZREIHEE; Fit, QTﬁEJIIEm?E'J%jUKﬂ NTLMv2 o ATEF Kerberos H14303E
HITIERE, DIREREE N BRRIP.
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clusterl::> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1
**Connection IDs: 3151272607,31512726078,3151272609
Connection Count: 3**
Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

EREXEONTAPHFTHRISMBXHFRIE S

TR ETRBEXITHR SMB XHRIER, €15 SMB EEMNZIE ID, {HEE, HERN
MHEZRZ. GEAIUETREXXGNFEARRIFAIINGER, XBEHTHEFTFANX
R AT HF TR RIS,

KFULES

TBRIUETEXERILMN SMB RELITANXHNER. MRFEME SMB IEPRHEXHH SMB RiEE
B2, NERHNERIEEER,

0. MREE—ISMBRIE. HP—LEITANXHEIAFBEERSAIANRIF. MR —EXHRITHEA
B BRIP(AYE -continuously-available FERMIN vserver cifs session show LI
79 Partial). MIBTLAGERA AR < HATE MRLE S R FFELRT Ao

1EA] LUER LB ER,R E R Storage Virtual Machine (SVM) L B2 HISMBRIE EMFREHI AXENER

vserver cifs session file show ApS. MAHEABLESE,

S

BR, TIFZBERAT, REMNEEHERK, ERILLBIEEMNESHREEX BEPETHNER, MREREE
B—EDITAXHRGERS, XFIFEER.

* RIS PN -fields AT ERPMEF A ISE

TR S, WA SEMESHRESER.
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s &R IfER -instance ATFEREXITHMSMBX RIS ERISE,

AR S, BES E TSR A,

g
1 BT g EZ—:

MREBERITHE SMB X% ...
LEER N ERTE SVM £

local}*

vserver cifs session file show
-vserver vserver name -file-id integer

vserver cifs session file show
-vserver vserver name -connection-id
integer

vserver cifs session file show
-vserver vserver name -session-id
integer

vserver cifs session file show
-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show
-vserver vserver_ name -hosting-volume
volume name

vserver cifs session file show
-vserver vserver name -share
share name

vserver cifs session file show
-vserver vserver name -path path

BMANUTHL ...
vserver cifs session file show

-vserver vserver name

“*vserver cifs session file show -vserver
vserver_name -node {node_name

EENXH ID

18R SMB ZE#% ID

1EEM SMB &iF ID

ElEENEREG L
FHEEEL
1EER SMB HZE E

FEEH SMB IR12

BEEESBFER BRIF
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NRBERITFRY SMB XXfF ... WANUA T2 ...
BEEENEMERRS

vserver cifs session file show
-vserver vserver name -continuously
-available

continuously available status

BY{E -continuously-available AJLLEA TR
Mz—:
* No

®* Yes

FERTRRAA No, XEIEX

BT IS (TR IS A

(D) =xzsisE. SMBTEN

BRI X R A R 2 8]
AN A EHE R

TR LUEREMANESHCRANHER, BXIEIREFRGLSHESES, HER"'ONTAP

Nl
UTFRFIETRTHERX SVM vs1 EITHANXHEHRER:

clusterl::> vserver cifs session file show -vserver vsl
Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

UTFRAIETRTAEX SVMvs1 EXH ID 82 NEFTH SMB XHHIFMAER:
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clusterl::> vserver cifs session file show -vserver vsl

-instance

Node:

Vserver:

File ID:

Connection ID:

Session ID:

File Type:

Open Mode:

Aggregate Hosting File:
Volume Hosting File:
CIFS Share:

Path from CIFS Share:
Share Mode:

Range Locks:
Continuously Available:
Reconnected:

nodel
vsl

82
104617
1
Regular
rw
aggrl
datal
datal
windows\win8\test\test.txt
rw

1

Yes

No

-file-id 82
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