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* AN S,
* AR EO,
* E#fiStorage VMEIRRMK {5 B (FI i),

b. 3t FIEStorage VM: B EH*#ZE> Storage VM*. 1EHE—Storage VM. BERE*. AERE ¢ T*
NFS *F,

. ¥TFF Storage VM 1REM T H 5k

a. B FE > %+, 1%&¥F Storage VM B9IRE  (RRIASI volume-name _root ) , ZAIGERE * SHISEEE *
T RERAVREL,

b. g * AN * LRI,
" P ImSE=0.0.0.0/0
* IR = NFS
* HIRFAER = UNIX Ri%

3. BcE DNS LUHTEN BB 2E * 76 > 6 VM* , &% Storage VM, BEH*igE*, AERE §
£ *DNS * o

- RIBEFEREBFRS.
a. g * 77fif > Storage VM* , i%&#F Storage VM , B *1&E *, RAEHEE ¢ LDAPFENIS,
b. FEMIRSUMMNGHEEEREN: RBE ) TEIMRSIRERD,

S. HRIEFEECE Kerberos :

N

N
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a. #E * 1768 > 7768 VM* , %Rk Storage VM , ARG8T <188 *,
b. B - 7 Kerberos HLT, SAFEE * A0 %,
f5F SMB 3 Windows fR5528 /=5 A NAS 77fi&
Sl {&ckStorage VM. LIESMBARSZ 28E8E0% [RIWindows % F imtg (HEKIE
It EL B B HSMBINX B B FRIS I B AYStorage VM, REEAIFIEHFIENERIMLE. BRI Z 2R
SYRHTEREBEIFAE S

Open root Configure

vol e:::pnrt DNS name services . I{erbe.r o8
policy (if required)

Enable
SMB

Configure Configure

p
1. 7£Storage VM L/EFASMB,

a. JF#AYStorage VM: B E*7Efi&> Storage VM*. BEHE*FN*. HiAStorage VMBZ TR, AGFIE*
SMB/CIFS. NFS. S3*&IN-<HEZE*EHASMB/CIFS *,

s BAUTER:
* BEERZMAED
* AR5 2R RFR
* Active Directoryid
" WIAALR BT,
* HsIADNS{E,
" B ARIANE S,
* IR REO,
* E#Storage VMEIR MK {5 B (RIIE)o

b. 33 FIM B Storage VM: : BEH*7Ffi#> Storage VM*. i&E— Storage VM. BEHZE*. AERE
7£*SMB* T,

2. §TH Storage VM IR &M T H R

a. B > 1768 > & *, 1%&$F Storage VM BIRE (BRIAA volume-name_root) , SAIGETE * SHEKE * T
EREVREE,

b. B * AN * LURANFRN,
" BFIHMSE=0.0.0.0/0
* JER)IIN= SMB
" IBIEFAR{E B = NTFSR i
3. BCE DNS LUHITEN 2 fRAfT:
a. B * 7 > Storage VM* , i%&#F Storage VM , B *i&E *, AFHEE & /£ *DNS* To
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b. £# %] DNS RS 23R4T SMB ARS8

* BUEIERA (A-HEER) MkME (PTR-#55H1ER) EHFE, 1§ SMB IRS3 282 TR 2 H3EM
£RIEOIRY 1P thit,

* NRIEHEERA NetBIOS 7%, FRIR— I 3IBAERIT (CNAME HRIER) EEHRFE, UERED
7R BRETE SMB BRS5 23 BVEIEM AR ORY IP dthiik,

4. RIERERERTIRS

a. B8 * 774 > Storage VM* , i%#¥ Storage VM , B *iKE *, AIRHEE £ £ * LDAP * 5 *NIS*
To

b. FRMRSTMENX G EESEMENR: £E , T BMRSHAX* T
S. RIBFREACE Kerberos :

a. Bk~ 176& > 7768 VM* , 1EIFIE Storage VM , AAFEE * 188 *,

b. B 3 7 * Kerberos * T, SAIGEE * FMl* o

{£F3 NFS #1 SMB 73 Windows F1 Linux 2B NAS 72

Bl B4 Storage VM. LAENFSHISMBARSS 28 8ES EILinuxFIWindows % F imte {41
i

BT HEREL R . VI B RIStorage VMA] LRI RS R HENFSFISMBINMY, REEHIIFIE AT BEAMNLE.
SHWIENREARSRM T EREFAES.

. . Map UNIX &
Open root i Configure Configure

Windows user
vol export name Kerberos
olic DNS services (if required) AAmes
poticy q (if required)

Enable Enable

NFS SMB

L
1. #£Storage VM_EEFANFSFISMB,

a. XFFAIStorage VM: B EH*7FfiE> Storage VM*. EEH*FIN*. #HiAStorage VMEBZHR. SAFTE*
SMB/CIFS. NFS. S3*&+k/. i%&ZF*ZHASMB/CIFS #*ZEFANFS,

s BAUTER:
* BEERBMAEG
* AR5 2R RAR
* Active Directoryig
" HIABLR BT,
* HsIADNS{E,
* WIARRINE S,
* IR REO,
* F#fiStorage VMEIE R MK F 5 B (RIIE)o

b. 33 FIHGStorage VM: B T*7FfiE> Storage VM*. #EE—Storage VM. RGBT EE*. MREKXB
FANFSE(SMB. BTER AT FHE,
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" BE L T NFS TS
" B fp 7E'SMB TS
2. §TFF Storage VM 1R#EH S H 5K :

a. BE*FE > %+, %R Storage VM B9IRE (BRIAS volume-name_root) , PARRET * SHERE * T
RRBIEREE,

b. g * R0 * LURINFM,
" BRFIRASE=0.0.0.0/0
* AEY = NFS
* IBIEFAE S = NFSRiR
3. B2E DNS LUHITEN BRI
a. g * 77 > Storage VM* , i%#% Storage VM , 2&E * 8B+, RERE ¢ E*DNS* T,
b. DNS FREBSER/E, 1% DNS ARS28H-MRET SMB ARSS 28,

* GUEIER (A-MUHER) Mk@E (PTR-#5HER) EHRFE, 1§ SMB IRS3 253 VRIR I EEM
43 ORY IP thit,

* YNRE(HEF NetBIOS 317, BEEIE— M HIBMERZF (CNAME HRIER) KB, UEBESHD
52 RETE] SMB ARSS 2R RVEIBMEZIZ AT IP kit

4. RIERERERMRS:
a. B * 77i# > Storage VM* , i%&#% Storage VM , B * 188 *, AFHEE £ LDAP H NIS,
b. FRMRSTMMX P EESEMFENR: BE ) T BMRSHAX T
5. 1RIEEERCE Kerberos : B - 7 Kerberos HMLH, SAFEE * 00 * o
6. RIBFEMET UNIX # Windows FAF&: B 5 7 * S * T, ARHEE *HFM*
QB YHENIER AERRBRETHY Windows 1 UNIX P B, BIE4 Windows AR &N a5

UNIX AP & ILECRY, A NERIMRIEP R, IHREPEAILIGER LDAP , NIS AP K5Thl. dNRM
HRAPALE, NNEE SRR,

FERG<SITHREEIE NFS
ERAGG<LSITREMLA NFS BfE

&R LUERE ONTAP 9 fi TR E e A E NFS B i #rAYZ I B 1Y Storage Virtual
Machine (SVM) H#r&EE qtree FFFES XA RANR,

NREZUTHREEXNEK gtree IAIR], IBFERUTIERE:

* WA LE(EF ONTAP HA 2 FHIEA NFS hr4ds: NFSv3, NFSv4, NFSv4.1, NFSv4.2 3 NFSv4.15
PNFS

c BELBFERDSITRE (CLI) , MARE System Manager 3 B¢ E TE,

EF A System Manager B2E& NAS Zii¥GRiR], 1B5E0 "#H NFS #1 SMB /7 Windows # Linux A&
NAS 7£fi&"s
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© BREFERRERXE, MAENRES N AET,
BXaLBENFAER, 1HEN CLI BRI ONTAP FAT1,

* UNIX XHIURIEB T RIPFIEN L 2.
* BIRASEEEEANR, MAZ SVM EEGENR,

INRE T XONTAP NFSTHXTHEESERIRIFAE R 1BE W "NFSSZE k",

7E ONTAP FHITIRIERIE 5%

BHATUTES, BRITUTRE .. BB ..

EHILITHY System Manager (GEFATF ONTAP 9.7 &z "{#F NFS /7 Linux ARS528A0E NAS 77E"
EEhkas)

System Manager 28k (GERTF ONTAP 9.7 EE  "NFS FiE A"
b s

NFS B0 & T1E7R

ACE NFS S5 HYIEFMEANEER, AREESE T EN BN TIER—BCE XY
A SVM BY NFS ifi8], SiERBESEECE NFS iARINIIE SVM ARl&EDL gtree o

HE
TSR REER

TAEFIRECE NFS FiEZRl, BOMmRIERSHEEBHTERENME, WRK
, BRILMMAERESMIHESCIBAREREAHES.

p
1. ERERAaPHABzE:

storage aggregate show

MRBEABRBHITE, BEIFRTIERER.
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cluster::> storage aggregate show

Aggregate Size Available Used$% State #Vols ©Nodes RAID Status
aggr O 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr 1 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr 2 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr_ 3 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr_4 239.0GB 238.9GB 95% online 5 node3 raid dp,
normal
aggr 5 239.0GB 239.0GB 95% online 4 noded4 raid dp,
normal

6 entries were displayed.

2. NRSEEEEBTENRE. BERRINERESRMIERE storage aggregate add-disks 8%,
EERLIERRS storage aggregate create me

HXER

"ONTAP ="

TS R K

FEREFinieft NFS ZiEZa0, B MiEMKEERTIER, LUKE NFS EEEE K,
EREHRD

BAEE L FEBRATR:

* YIERRIB RO

* TS

CFR (NEBE)

*IP A (BRERIA P A, RIERE)

- WERBE (RERE, BE T BHNBARERBAN
* GMEBE A

S

1. BRSO :

network port show

° YNERATAE, SN AREIEMARE &R IREIE O,
° BUEMKSHRFrEAMHE L NAEHERN MTU IRE, FRERGHIENMRE.
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2. NREITRIERFRBAFRA LIF HEC 1P tltWEHIEE, BRIETFMESFEEAEEEBMIAtLL: +
network subnet show
FHBEEETE—% 3 BFNH IP #tilbt, AIEMAEIEFM network subnet create i<
3. 27REIA IP =&
network ipspace show
TR AGERARIA IP BB EX IP =idl,
4. NREMEMA IPv6 i, BRI TEERLEMA IPV6 :
network options ipvé show

MREE, Er]LIERBBIPY6 network options ipvé modify Bi<y.:

HREREMLEENR NFS FHEERE

ERIZEFRI NFS £ gtree Z A1, BHTAHERFHE THVEEINERI SVM A, 1L
R SVM JREZVEE, WRERAELHIIER.

PRI

* NREEH SVM 2 EFHEXREE NFS FIIlE SVM EEEED gtree , 155 " BEBEX SVM B9 NFS 5
| " " NFS EERMEZET NFS 89 SVM " RSP IR,

BEE X SVM B9 NFS i8]
BNFSTEERNNEIF B 7TNFSEISVM
MERFHEUTRMGZ—, ERILUEZFESIEFR SVM :

c BRTESEEH EBRANFS
° EBFPRVIA SVM AHEERB A NFS 285,

o —PMEBDPE—IHZIEAT NFS I SVM , BHFEEE— I RENGATEFERS— NFS RS
& (ZHPBER)
EENGEARED, UEEEBAEREE NFS WILE SVM LEEF#. MNRELIET AT SANIE
B9 SVM , BEEELIZE SVM BIREREMMN, NWagE=HIXME .

£ SVM LEA NFS 5, H#4EEEEK qtree o

* NREBAECTLEE NAHHIT NFS iHRIINE SVM LEBES gtree , 15T " 1§ NFS FERMNEIEH
T NFS #J SVM" ARy,

¥ NFS F=ERMEIBET NFS By SVM

BT UE NFS BB BT ER
B3 NFS BBE T1ER, ETUNENEFPImIZE NFS i5RIFTERNER.
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EMARIEREE A EFE RN TERN— MmN :
WMREREBIT SVM BY NFS 3518, NFERXFENERD.

s BEEX SVM B9 NFS i/ia]
* BT NFS i SVM REEE S

WMREMERFBAETNFSHSVMARAMEERE. NLXFER L TRE:
* WEAT NFS By SVM RINEFEH#AE

BEXSUNFAER, BENm<FH

=

o

BOE Xt SVM B9 NFS 1]
* BF I SVM* 9Bk

BRI AE IR X LE(H vserver create B35

FEE Description

-vserver &% SVM 1RENRBIR, TR
2fREFHZ (FQDN) , HAILLE
BTEEEEPRBISSHEHE — SVM BT

BEMLIE,

-aggregate EBPEBEBTEREHIN NFS

FHEERENREGHRM.

-rootvolume 79 SVM 1RERHAIME—R TR,

-rootvolume-security-style Xf SVM {EF UNIX ZLi&Em,

-language FETERPEARINETIZE,
ipspace IP ==j8);2 Storage Virtual Machine

(SVM) FRTERIAR[E IP b=

8o

* AT EIE NFS IRSEZ 2SS *
] AR X EE(E vserver nfs create 895,
MEREBFH NFSv4 ESHRA, NILNZ{ER LDAP RigaT ek,

FEE Description

THNE

unix

C.UTF-8

THNE
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_V3, _V4.0, _V4.l,
-pnfs

-v4-id-domain

-v4-numeric-ids

* BFEIE LIF NS

-v4.1

RIEFER A NFS hRZs,

ONTAP 9.8 B = hR
()  wtEa2va
[=)=):EH
ID BREHZH R,

SRHBFEE D (EBAHBE
A o

BRI AR HIXLE(E network interface create B3%

WNRIE(FHEE Kerberos , MINZTEZA LIF LB Kerberos

FE

-1if

-role

-data-protocol

-home-node

—home-port

—-address

-netmask

-subnet

-firewall-policy

24

Description BRME
7% LIF IRHEY R R,

LT ERPERLYUE LIF A,  data

TELL TAERFPINAER NFS 111 nfs

LIFIR[EIZIBY T 52 network
interface revert AR IFTELIF
+is17,

LIF:R [E] 2 89i% O 5z M40
network interface revert &p
SRELIF BB,

S8 FE/RI LIF BFEEIARA
IPv4 B IPv6 ik,

LIF BYPLSHERI AN K

IP #idibit, BER. MAE
-address # -netmask BEIEC
Hu3IEA P & 48R,

FRTIERPEMARINBIER AIE  data
ERBRo



* 3T DNS N RIS EL

R LA R X EE(E vserver services name-service dns create 8%,

=gn Description EHNE
-domains =% A DNS i§ &,
-name-servers =1 DNS BfRZSBRZ=1"IP
ik,
BRSER

* BT IEAMAR NS

yD%EQUEZKi{ﬂ%F\ i%ﬁﬁﬁ?ﬁ%{#@(?{ﬁ vserver SerViceS name—service unix—user create ﬁ%
T NREBEIMNFE—ZRFRES (Uniform Resource Identifier , URI) A0EE 3 UNIX R B4 SEARE 2xih
BF, WEXEFEEXLLE,

HFP& (-user) AFID (-id) 81D (-primary- S8 (-full-
gid) name)
15 johnm 123. 100 John Miller
1.
2.
3.
FEiE

* BT eIEA AN SR -

MNREQEAMA, BERRMELITE vserver services name-service unix-group create fi%:
MREB@EIM URI MIEEE UNIX ARG RECEA A, WEFEFohiEEXEE,

(HEZHF (-name) ¢8 1D (-1d)
Nt T 100
1.
2.
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T EiE

* BT NIS* 95

IR
ANY

AL fEPIRHXLE({E vserver services name-service nis-domain create #p

A
< .

@ MONTAP 9.2F 84, IILFEEN -nis-servers BIEFER -servers. UHFERTILIFEANISARSS

2BV EA R TIPHBIL,

FE

-domain

—-active

—Servers

-nis-servers

LDAP By * &8k *

Description

SVM FRFRIFEH NIS B,

THNE

SEEIEY NIS 15 ARSS 28, true B false

ONTAP 9.0 #1 9.1 : NIS I EfF
fjl!j: B—PELZ N NIS BRSSEE IP i

ONTAP 9.2 : IECEFR{ERARY NIS
ARSSEREY IP AL ENZ TR, LA
ZES 1R

O ATEHIR X LE(E vserver services name-service ldap client create A%

IR EEREAIRCAIER . pem XH&F

@ MONTAP 9.2F 4. UbFEEN -1dap-servers BMFE; -servers, MHFFEXRILIER LDAP
ARSZIBEVEN R T IP kit

FE

—vserver

-client-config

26

Description BRME
EHHAIE LDAP B IHEIERY
SVM B9 #Fo

%?ﬁ LDAP EFinECE 7 A&



FE

—Servers

-ldap-servers

-query-timeout

-min-bind-level

-preferred-ad-servers

-ad-domain

-schema

-port

-bind-dn

-base-dn

-base-scope

-session-security

-use-start-tls

* BT Kerberos {10 IERIE R *

Rl ATE IR X LE(E vserver nfs kerberos realm create fp%: IRIEE{EA Microsoft Active

Description EMNE
ONTAP 9.0 #M 9.1 : — KB
LDAP fRs528, 1% IP b5, LA

ES MR

ONTAP 9.2 : LDAP RZ2:589 IP
I ENRBIIR, UEGES S

B
fERFRIME 3 7 3

/NBEBSRIRIERT . FRINMER
anonymous. WMAIKEN sasl Wl
REETEZNEE,

— e ZNEIE Active Directory AR
533, %P #utIL, LLESSH

PRo
Active Directory 13,

EEAIRIVEIR, &R LIERZR
IMRTUEL B E XART,

EAZIALDAPARSS 28R 389 6 389
YBE R P R 3R T

EA SR, BHINEN

(root)o

FERFIANNEARIEZEE subnet subnet

[EF LDAP E2HERMES, A
IMEJ noneo

BRET TLS B9 LDAP , ZRIAMERN

falseo

Directory {fEAZEA2 &y ( Key Distribution Center , KDC ) ARS328, B2 MIT sEfth UNIX KDC AR

5, REESERARE.
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FE

—vserver

-realm

-clock-skew

-kdc-ip

—-kdc-port

—-adserver—-name

-—adserver-ip

—adminserver-ip

—adminserver-port

-passwordserver-ip

-passwordserver-port

-kdc-vendor

—comment

Description ERME
E5 KDC #&fEH SVM o

Kerberos g,

%F‘ Il ARSS 25 < 18] SR IFRIBT $ 1R

KDC IP it
KDC i[OS,

XPBR Microsoft KDC : AD ARZ52%
B

1Y PR Microsoft KDC : AD fR5328
IP bk,

{ZPR UNIX KDC : BIBIRSEE IP
Hdk,

{XPE UNIX KDC : EIEfRS 285m0
Do

{XPR UNIX KDC : ZiBiRS 2R IP

Hoik,
{FE UNIX KDC : ZZiEARSS 28in
Ho
KDC £
Other }
RIS ER,

SR LA IR X LE(E vserver nfs kerberos interface enable FR%:

FE

—vserver

-1if

28

Description EBnME
EHNEBIEE Kerberos ECER SVM
BB FFo

E =S H Kerberos BY%KE LIF , &8]
LUTEZ LIF LB Kerberos o

{ Microsoft 1A LAA

1

150N

refit



-spn RS EAERFR (SPN)

-permitted-enc-types ETFNFSHIKerberos A IFRINNZSE
B, aes-256 BIN(ER. BEAFBUR
FE P ImINEE,

-admin-username FAFEIZEM KDC ¥Z SPN #Z&%
AR KDC BIEREE, BiLANE
In

-keytab-uri MREEHE KDC EEBAER, A
KDC % SPN Z$AH keytab X
.

-ou R3I89 Microsoft KDC B
Kerberos BY, EEHAEIE
Microsoft Active Directory AR5Z 281tk
PHILELENM (OU) o

mEAT NFS B SVM RIEFHEE S
* BT EIESH RN SEL -

A ITE IR X LE(E vserver export-policy create BR%:

FE Description TSR E
-vserver B EHELN SVM BZ R,
-policyname T S H SRR R TR,

e UMERAE N NIRHELLTE vserver export-policy rule create AF<:

FEL Description M E
-clientmatch & PG LAC RS,

-ruleindex SHAMNTERRNFIRAIME,

-protocol FEULETERAER NFS nfs
-rorule RRIAGEB SR %o

-rwrule BEEIARINE RIS £,



-superuser

—anon

AT B LIRE S KIET

/80

ERRAPRSEIBAR ID.

ERTHNEN S HHBOE— RS,

-ruleindex

Tl

TEfE

BTeEss « S5~

, @rootaccess_

-clientmatch -rorule -rwrule -superuser

= krbS. R4

BRI AE IR X LE(E volume create B35,

FE

—-vserver

-volume

—aggregate

-size

—user

-group

30

Description EinE
EHEEHEMNH SVM A SVM

B2 FFo

NG ERME—HER B TR,

S8 AR BB TEREMIT NFS
EHREHNRT,

FFER AR HAVE L,

RENERFIBENAFP BRI
Do

RENSIRFIBENANRIRE ID

o

—anon

6554



--security-style ST TYERMER UNIX 2212, unix
-Jjunction-path R (/) TEEFHENAE,

-export-policy MREITRIERINE SHREE, N
Bl ATE IR SR NE B R,

BT A% gtree* By * &K

SR IR PR X E{E volume gtree create 3%

FE Description SR E
-vserver B A& gtree FIEFITE SVM BB #R,

-volume BEEH qgtree BIERIRA TR,

-gtree 7% gtree TRHAIME—HERMERIR

, T8 64 NFR

-gtree-path B BqgtreeBRIZSEL
/vol/volume name/qtree nam

e\> A LIEE. MAZEEMgtree

FEE N BIMEIBEL,
-unix-permissions Ak: qtree BY UNIX PR,
-export-policy MRS REREME SHERE, T

BILATE G gtree BYIANE B R,

FCEX SVM B9 NFS a]
B SVM :
NREBPEAKRELE— SVM KA NFS EFFimiRHHIERRE, WHHEIE—1 SVM

Faazan

* MONTAP 9.13.17F48. &rRILIIStorage VMIRERARE. EEAIUESVMIZEREREL NEEE
R BXFMER, BESN EESVVAEE,

TIE
1. 83 SVM :

vserver create -vserver vserver name -rootvolume root volume name -aggregate
aggregate name -rootvolume-security-style unix -language C.UTF-8 -ipspace
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ipspace name
° JHERAUNIXIZE -rootvolume-security-style &I
° fEFAEAIAC.UTF-8 -language &N
°, ipspace ®EEAIZEMN,

2. IIEHEIEN SVM NECBEMNRE:

vserver ShOW —-vserver VSerVer_name
o Allowed Protocols FERMIMEENFS, ErILTHEHERIBLYIR,

o Vserver Operational State FERMIETR running K& MWRER initializing RE. T|R
FLethaliRENRIRIRE) XK. B ABFRSVMHAEFEIZEE,

NG|
LU e $81E IP i8] ipspaceA FRIZAFEHIRIARIAY SVM :

clusterl::> vserver create -vserver vsl.example.com -rootvolume root vsl
-aggregate aggrl
-rootvolume-security-style unix -language C.UTF-8 -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed

UTar<ERELEREN1 GBHSVM. HAEISVMEBIBIHATFH running K&, RBEEE—1EIA
SHEE, ZREACESEAMN, EESELENFTESEH.
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clusterl::> vserver show -vserver vsl.example.com
Vserver: vsl.example.com
Vserver Type: data
Vserver Subtype: default
Vserver UUID: b8375669-19b0-11e5-b9d1-
00a0983d9736
Root Volume: root vsl
Aggregate: aggrl
NIS Domain: -
Root Volume Security Style: unix
LDAP Client: -
Default Volume Language Code: C.UTF-8
Snapshot Policy: default
Comment:
Quota Policy: default
List of Aggregates Assigned: -
Limit on Maximum Number of Volumes allowed: unlimited
Vserver Admin State: running
Vserver Operational State: running
Vserver Operational State Stopped Reason: -
Allowed Protocols: nfs, cifs, fcp, iscsi, ndmp
Disallowed Protocols: -
QoS Policy Group: -
Config Lock: false
IPspace Name: ipspaceA

MONTAP 9.13. 17745, fERILUKE BIEN QoSRERARIR. LUEASVMARENAEE T RA
() tmmsl. REEAESVMZE. THNABILER, BTREXIGIRNESER. HE0 0E
5B N S B AR

WIFRE BT SVM LEA NFS 1Y
£ SVM LtEEMER NFS ZH], A0RiIEER ERBImN

XFIUES
R EEBESVMISEREISER. BNREEIRERRERBBIHN. Nl UHEEFERBBRE vserver add-

protocolsnpv.

(D)  BEUFE, BFER LIF BRNSBIRRDL

BRI IERTESVM EZ AN vserver remove-protocols Bi<:

g
1. 10& SVM HeiE B AMZREMmNY:
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vserver show -vserver vserver name —-protocols
WA LAER vserver show-protocols M UEEERHFFAESVM EEHFIE R BN,
2. MARE, BRANEAMK:
° BFANFSHhX:
vserver add-protocols -vserver vserver name -protocols nfs
° BRI

vserver remove-protocols -vserver vserver name -protocols protocol name
[, protocol name,..]

3. HINERBMERRNE EMEH:
vserver show -vserver vserver name -protocols

Nl
UTa<ER SVM vs1 EHFIEBRNER (RIFNARIF) B

vsl::> vserver show -vserver vsl.example.com -protocols
Vserver Allowed Protocols Disallowed Protocols

vsl.example.com nfs cifs, fcp, iscsi, ndmp

LU e al i@ RINE A FEENFS#H TR nfs EISVM VS1_ EBE AN FIR:

vsl::> vserver add-protocols -vserver vsl.example.com -protocols nfs

17T SVM REN T H KRR

SVM IRERFIAFHREELMEE—FMAN, AWFFIEEFmEd NFS #HITHBLIR,
NRZB LN, WSIELFRE NFS B imiGR) SVM RESE,

KXTFULES

B SVM B, RAZHETNN SVM WIRECIZFMIAS LR (¥R default) o @A NEIAT HRERE)E
—PMHZ NN, FFEAEIR SVM _ERIEHE,

ENIDERINS HERBERBVFRE NFS BF iR RIIAIAR, AEBINRENE gtree SIEBEX FHREEK
PRHIX BN ERIIIl

p
1. NREEANZME SVM , BREBRINRE S HEEE:

vserver export-policy rule show
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anHHN R UTF U TRA:

cluster::> vserver export-policy rule show -vserver vsl.example.com

-policyname default -instance

Vserver: vsl.example.com
Policy Name: default
Rule Index: 1
Access Protocol: nfs

Client Match Hostname, IP Address, Netgroup,

or Domain: 0.0.0.0/0

RO Access Rule: any
RW Access Rule: any

User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: any

Honor SetUID Bits in SETATTR: true

Allow Creation of Devices: true

NRTFEAVFROHREIN, NIESFTM. MRKE, 74

2. 73 SVM 1R&ERZSHAM:

ZHITF =D

vserver export-policy rule create -vserver vserver name -policyname default

-ruleindex 1 -protocol nfs -clientmatch 0.0.0.0/0 -rorule any -rwrule any

—superuser any

WMRSVMNEE ZKerberosfRIFHIE. NMETLUKESHAMNIEIRN -rorule, -rwrule, M -superuser

REM kxrbs5 8 krb5i. fFla0:

-rorule krb5i -rwrule krb5i -superuser krbb5i

3. {ERIQIEINIEIEE vserver export-policy rule show Bi<:

=

WTE, £ NFS B ImESAILAIARTE SVM EEIZRIERIE DK gtree -

B2 NFS fRs528

EHIANFSTEEE FE R EBIF R, @BeLIf$H vserver nfs create ASpSUUTESVM_E

BIENFSHRSS 28 F8 e ELSZHFHINF Shiv s,
ETFUAES

AT SVM BEBE AHZHF— P E N NFS fRAS, WNRESZHF NFSv4 S ERMRA

* NFSv4 A ID METIs & 1 NFSv4 AR 22 BATE F g 4 ZmEE,
HE NFSv4 fREZ2BMEBEFIGFERERNZTR, EFA—EFES LDAP 3¢ NIS iHEZ18E,

* BB P IR NFSv4 85 ID g8,
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* HFR2REA, BT NFSv4 BRZBPER LDAP RRIHERARS,

a2z Al
IRER SVM ECE N 781 NFS 1hilo

S
1. I83F NFS BB OISR LIR1GFA]:

system license show -package nfs
IRAZE, BRALHHERR.
2. B3 NFS fRS528:
vserver nfs create -vserver vserver name -v3 {enabled|disabled} -v4.0

{enabled|disabled} -v4-id-domain nfsv4 id domain -v4-numeric-ids
{enabled|disabled} -v4.1 {enabled|disabled} -v4.l-pnfs {enabled|disabled}

e LUERE A NFS iRAESHERAS. WREXZHFpNFS. MAAEREHEXMmE -v4.1 Ml -v4.1-pnfs
IR

WMRBH v4 HEBRA, ENHERIERISE LT ED:
° —v4-id-domain
LLANES A TIEE NFSv4 thiEX AR BMAZMFRBAKAEED. RIANERT, IRIEET
NIS 35, M ONTAP #{ER NIS 33, TN, REER DNS i, STl HE—15BEHE P inERNES
ILECHY{E,

° —v4d-numeric-ids

LS A TIEE RS E NFSV4 FRE B BMHEAMRFTFRBMIRFTIZR. FINZEN enabled
, BENIIEERE PR ZIFZIgE,

ol EERBBAEMNFSINGE vserver nfs modify M

3. I9E NFS @& 1ETFialT:

vserver nfs status -vserver vserver name

4. WIER B EREFERE NFS ¢

vserver nfs show -vserver vserver name

AN
LUTFaS$E7E SVM vs1 EBIE— NFS IRS328, HEF NFSv3 #1 NFSv4.0 :

vsl::> vserver nfs create -vserver vsl -v3 enabled -v4.0 enabled -v4-id

—-domain my domain.com
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AT e ATFIIER A vs1 BIHT NFS BRSS28BVRSHECE(E:

vsl::> vserver nfs status -vserver vsl

The NFS server is running on Vserver "vsl".
vsl::> vserver nfs show -vserver vsl

Vserver: vsl
General NFS Access: true
NFS v3: enabled
NFS v4.0: enabled
UDP Protocol: enabled
TCP Protocol: enabled
Default Windows User: -
NFSv4.0 ACL Support: disabled
NFSv4.0 Read Delegation Support: disabled
NFSv4.0 Write Delegation Support: disabled
NFSv4 ID Mapping Domain: my domain.com

2% LIF

LIF B55YEE 18R O XERRY IP Sk, MNRBHHIAKFE, N LIF A LIREERS 2L
IR EMYERO, MMAE5S5MEERE,
ERBHONE

© ERVEEERNSKOSACRENERIEN up K,

* MREHHIERTFMEHR LIF HE 1P st HInE, NitFMasRBET,

FWEESETFR—F 3 BEFMHY IP b, Ef12FEHEEIEN network subnet create 3%

* BFIEE LIF RIBRREREMNHIE A EF R, 3T ONTAP 9.5 RERRZA, LIF FRABEBIEEENE
RIREZRE, M ONTAP 9.6 FF#4, LIF FERIRSERBIEEEAIBHTREERE,

EFUIES
* BRI ATERE—MBiw O L6 IPv4 1 IPV6 LIF o

* NRIEERANRZ Kerberos HPI0IE, 1ETEZ 1 LIF LEHA Kerberos o

* NREFHPEKRELIF. MEILUERRIEER EZIFILIFAE network interface capacity show f
SUNRBI TN R LEZFHLIFAE network interface capacity details show SR (TESRINFEL
Al)o

* M ONTAP 9.7 7148, SNRE—FMHPEFE SVM BIEM LIF , NFEHFIEE LIF NWEIwO., ONTAP BTN
TESEER—FMFEENEM LIF (U TFE— #BEEEET R BEE—1REHiED.

M ONTAP 9.4 748, 45 FC-NVMe . SR EI#E FC-NVMe LIF , REEE LTSI
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* B3 LIF B9 FC i&ECB XM Hr NVMe thilo

* FC-NVMe RILAZHUE LIF LRIME—EIREINY,

* WIS HE SAN B9E 1 Storage Virtual Machine (SVM ) BEE— LIF QM IBEIERE,

* NVMe LIF MR =R EER—T R Lo

* 81 SVM REEEE —MMEEIERER NVMe LIF o

Bt

1. B LIF :
network interface create -vserver vserver name -1if 1if name -role data -data
-protocol nfs -home-node node name -home-port port name {-address IP address
-netmask IP address | -subnet-name subnet name} -firewall-policy data -auto
-revert {true]|false}
eI Description

* ONTAP 9.5 NE RS * ‘network interface create -vserver vserver_name -lif
lif_name -role data -data-protocol nfs -home-node
node_name -home-port port_name {-address
IP_address -netmask IP_address

-subnet-name subnet_name} -firewall-policy data false}’
-auto-revert {true

* ONTAP 9.6 N E=ShRZs * ‘network interface create -vserver vserver_name -lif
lif_name -role data -data-protocol nfs -home-node
node_name -home-port port_name {-address
IP_address -netmask IP_address

-subnet-name subnet_name} -firewall-policy data false}’
-auto-revert {true
° o -role FARSKREOIELIFEATEESEN(MONTAP 9.67F14).

° o, -data-protocol AMELIELIFEHEESEN. MRAHEHBRHEHEIELUELIF. NS MBI
S

o -data-protocol FRAMRSHKIEECIELIFIN A FZESE(MONTAP 9.6715),
° ~home-node LIFIREIF|MNTIH network interface revert SpRFTELIF EIET,
R AERIEELIFRE N BRI ETAMEIRO -auto-revert &I
° ~home-port LIFIREIF|I¥IEEZIEIHO network interface revert m¥EELIF EIET,

o SR LAERIEEIPH#YL -address #l -netmask &I, HEFEABAMFMIE -subnet name IR

° ERFMERM IP ALFILEHERGEY, MREAMKEX T FW, WECRZFMEIRZ LIF Y, RE=
&ilE SVM ZANFERZ MK B ERINES B o

° WNREFohHES IP sk (MAERFM) , WEHM IP FR EEERFIHIIRITHIZE, ATEFER
BEIEMMXBNIARE. o network route create FMRBEEXESVMACIEFERSEAMNE
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o
°, -firewall-policy i&EIAH. FAHERNIRIAE data EALIFAE.

NRFE, EA LRSI B E X AE R,

(D MONTAP 9.10.1748. FIAMBEREEFA. Hx2BRALIFIRS RS, BXFAER, 5
W "A LIF BRE SRR

° -—auto- revert B EEER. ENEERMIEFERSHEIMZEESHERT. BELFRESBMIE

H}g UEEE TR \o Ekl*lﬂ%jj false, 'f Il_a\ﬂl’le Elﬂ%ﬁ false ﬂ{$ﬁy/;%a:/u\i$iﬂqqﬂgné§r:i¥%

2. FRWIEEEEMINEIEELIF network interface show fis:

3. WIFECER IP AR E R

ZIIE ... R ...
IPv4 i3t network ping
IPv6iiilE network ping6

4. MNRFEAHIZE Kerberos , IFEEFE 1 5 3 LIBIZHM LIF .

AIEE LIF L8 I4/E A Kerberos o

5l
U ep 248 E A 8 ZLIFFHIEE IPHIIEFINEE A E -address M -netmask S

network interface create -vserver vsl.example.com -1lif datalifl -role data
-data-protocol nfs -home-node node-4 -home-port elc -address 192.0.2.145
-netmask 255.255.255.0 -firewall-policy data -auto-revert true

IR ENE— LIF , FMIBEFMW (£ client!_sub ) 2L IP HIAEFLEHEID(E:

network interface create -vserver vs3.example.com -1if datalif3 -role data
-data-protocol nfs -home-node node-3 -home-port elc -subnet-name
clientl sub -firewall-policy data -auto-revert true

LI TFe8< 87 cluster-1 FMIFREB LIF o #3E LIF datalif1 # datalif3 BC& 7 IPv4 Hhlik, 1M datalif4 BEEE T IPv6
Hbdik
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network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus? up/up 192.0.2.13/24 node-1 e0b
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus?2 up/up 192.0.2.15/24 node-2 e0b
true

mgmtl up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true

5 entries were displayed.

U TS ERMNMERIEDELLAINASEIELIF default-data-files IRSHRE:

network interface create -vserver vsl -1lif 1if2 -home-node node2 -homeport
e0d -service-policy default-data-files -subnet-name ipspacel

[EF DNS LUH1TENL B REM

B LAIEH vserver services name-service dns 885 LATESVM_EEADNS. FHi%
HEE NERADNSHITEN B M. TN B AIERSMNE DNS RS 28 1THENT
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BREENAR
I SEERY DNS fRSS 2RI B F EN R EHK.

ENECE % DNS RS2, LGB SHPE, . vserver services name-service dns create IR
I N—1DNSHRSZ 282 TR, MGk HES,

XFIES
WL EIEIEEm  B58X7E SVM LA BTN DNS ME 8.

I
1. £ SVM £L/ZF DNS :

vserver services name-service dns create -vserver vserver name -domains
domain name -name-servers 1p addresses -state enabled

LU er$¥81E SVM vs1 LB FEYMER DNS fR5388:

vserver services name-service dns create -vserver vsl.example.com
-domains example.com -name-servers 192.0.2.201,192.0.2.202 -state
enabled

@ MONTAP 9.2F4. vserver services name-service dns create AR =HITEDH
FOBEIIE. WNERONTAPTL ZEX R RIZITARSS2E. NISIREHEIZEE.

2. {FRERDNSIHAIE vserver services name-service dns show RS

UTFer S EREEPFRE SVM B DNS Bi2E:

vserver services name-service dns show

Name
Vserver State Domains Servers
clusterl enabled example.com 192.0.2.201,
192.0.2.202
vsl.example.com enabled example.com 192.0.2.201,
192.0.2.202

BT 2R SVM vs1 BYIF4H DNS BLEE S
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vserver services name-service dns show -vserver vsl.example.com
Vserver: vsl.example.com
Domains: example.com
Name Servers: 192.0.2.201, 192.0.2.202
Enable/Disable DNS: enabled
Timeout (secs): 2
Maximum Attempts: 1

3. {EAWIFRITARSZ2BAVIRTS vserver services name-service dns check %

o Vvserver services name-service dns check BpS MONTAP 9.2 R A,

vserver services name-service dns check -vserver vsl.example.com

Vserver Name Server Status Status Details
vsl.example.com 10.0.0.50 up Response time (msec): 2
vsl.example.com 10.0.0.51 up Response time (msec): 2
FCEBRARSS
FCE B MARSS A

RIEFERSNECE, ONTAP EZrEBENEN, AP, AMBAHES, UUEREBIE
HihREFin. S MECEBARSS, LU ONTAP BEfSihIn] AN S AR 2 FRAR S5 SKIREX
RS,

BN ER NIS B LDAP EFR RS AR F s S HRIEHRREE T #1TRMER. ATIREZ2E, RFRE8
F LDAP , THZETEERE NFSv4 SEShRA, MNRIMNBRFIRSZHZATA, EENEEAMAF N,

BIFARSE BB AEFIE IR LRIFRED .
FCE R MRS IR

BATIERECERIFARS VIIRR, LUE ONTAP BESE A4S s I EB R FRARSS LA R A
, FAF, 4, MBAHZIRRFER.

BEENARR
BRMERIEFMERRHERRTEN, BF, 4, MEHNAMREEIZ IR,

BT RIERMLEE, NMELAPISENFTE IPv6 AR IRER RFC 5952 Ffdi B T4a 58 E48.

KXFIAES
BNBEEREANERR. fla. MNREIFIFARFERNIS. IB7HETE -sources nis M
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p
1. B Z2H% B RINEIR MRS IR

vserver services name-service ns-switch create -vserver vserver name -database
database name —-sources source names

2. WIFRTIRS IR EE B SRR TR E
vserver services name-service ns-switch show -vserver vserver name

MREBHITEMEIE. HIER vserver services name-service ns-switch modify 3§
vserver services name-service ns-switch delete Ap%

Nl

TR BHETERFRARSS THATRARA SUM vs1 BIR— TR E, LUEEAAHMAAIARNIMNE NIS IRS SRt
IR SRR

cluster::> vserver services name-service ns-switch create -vserver vsl

-database netgroup -sources files,nis

Fehl/E
* WRECE R SVM 1EE BB TRARSS LUR R 1R
* IREMERT SVM BIEAIRTRARSS, MELTUGEE KB MRARSS IR &= HIER.

NRTEMBIRBRS IR IR RIRARSS , N inx 08 R SRR A] BE T AR TR TFo

BRE 7 UNIX BB FI4E
BoE i UNIX B P FILE LR

&R LUTE SVM EfERZH UNIX AP FE#H1TE DI IEFZFRIRET, &0 LUFohaliE
UNIX BFFIR, a4 —RIBERIRAT ( Uniform Resource Identifier , URI) 11l
HE S UNIX AP SAERX 5,

OANBERT, SEBEHZRH UNIX AP AMARGIAS ER7N 32, 768 . SEEIEIERE R LUSERILIRS],
BlE7sih UNIX BB F

e LUEF vserver services name-service unix-user create A< LABIEZR
HUNIXF P, Zs#th UNIX AP 28E7E SVM EEIZR UNIX BBF, iZFBFP1ER UNIX &
RBRSZ I, FAT R IER FRAREY,

PIE
1. BIEEZH UNIX BB

vserver services name-service unix-user create -vserver vserver name -—-user
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user name -id integer -primary-gid integer -full-name full name
-user user name IEERAFE. ARPBKETREEET 64 MF/.
-id integer I8EEHDEHIEFID.

-primary-gid integer }SEEAHID, RFZFAARMIZIEAR. QIERFE, ERIUFIFZARR
MEMERFFFEBE A,

Nl

UTaLRERAN vs1 B9 SVM EBIIE—1E 4 johnm  (£87 "John Miller" ) B9zt UNIX BBF. FAFPEY ID
79123, F4A 1D & 100,

node: :> vserver services name-service unix-user create -vserver vsl -user
johnm -id 123
-primary-gid 100 -full-name "John Miller"

M URI INEZ3 UNIX AP

BRT ESVMAFeZ B PNAMUNIXE R 29 IR e LOEE 5i—FIFEIRIR R (URIIEZS
HUNIXEB R YIRMEBEISVMA., MANERILEES. (vserver services name-

service unix-user load-from-uri) o

g
1. gIE— B SEMEHAIZH UNIX AP FIRAIS

NHEBAEEZUNIXPHAFESR /etc/passwd !
user name: password: user ID: group ID: full name
I IEEFNE password FERIUKRGEFRMNE full name FE& (home directory M shell) o
FHRIIRAXHA/NG 2.5 MB .
2. B RESAEEEAEERES.
NRLFIREABERE, WMBLFIREKIKHEREIRES.
3. BxHEH ARS8,
ERERFHAAEL HTTP, HTTPS, FTP X FTPS ifaltbARSS 28,
4. HEXXHHY URI o
It URI 2ENFHERSHR MM, BFERIXGNIE,
5. M URI BB &7 UNIX AP FIREXA4IEES SVM H:

vserver services name-service unix-user load-from-uri -vserver vserver name
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-uri {ftpl|http|ftpslhttps}://uri -overwrite {true|false}

-overwrite {true falselfEE LB E<xH. FAIAEN falseo

Nl

TS MURINNEFAMUNIXFEF5IER ftp: //ftp.example. com/passwd EI&AVSIHISVMA, SVM E
HMBEEFR A& URI FHEEE S,

node: :> vserver services name-service unix-user load-from-uri -vserver vsl

-uri ftp://ftp.example.com/passwd -overwrite false

BIEEZH UNIX 2H

BRI LUFR vserver services name-service unix-group create fp< el

FESVMAYZASHIUNIXZH, i UNIX AT UNIX A,

T
1. BIFEZs3 UNIX 45:

vserver services name-service unix-group create -vserver vserver name -—name
group name -id integer

-name group name IEEHBN. HAITKEREEET 64 MFRFo
-id integer }EEEZDEHIAID,

ot
UTFHSRIERR vs1 #) SVM EQIR—PEH eng 89248, HE2RH9 1D 79 101,

vsl::> vserver services name-service unix-group create -vserver vsl -name
eng -id 101

B AP IR 23 UNIX 43

&R LUFR vserver services name-service unix-group adduser sp AP

AINEISVM A #h FEUNIXEH,

p
1. KA ARMEIZM UNIX 45:

vserver services name-service unix-group adduser -vserver vserver name —name
group name -username usSer name

-name group name {EEMRAFNIEAZINER P AMNEIRIUNIXLEBZ R,
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Nl
UTaLERE7 max WARRMEIE A vs1 B9 SVM E£R& 7 eng BYZSHE UNIX 48

vsl::> vserver services name-service unix-group adduser -vserver vsl -name
eng
-username max

M URI fiNE 73t UNIX 2B

BRT FohflEENAHUNIXEZ M, EE A LUEB MG — R IRIRIRRT (uniual resource ID
RIR fF. URDBBZAHIUNIXAASRANEEISVMA vserver services name-service

. AN A .
unix-group load-from-uri Bp< .

p
1. gIE— B2 EMEHAIZH UNIX YIRS

XHEBAEEUNIXFIAREE /ete/group &R
group name: password: group ID: comma separated list of users
mLFEFHE password T
SEFNRAXHE RN MB,
AXHHFITHNRAKER 32, 768 MNF .
2. WIIHFIRESFEEEMNEERER.

Y ERAFEEEERE, SUMEALTIRFERK,. NRSVMABEFEFRE. WHMKE -overwrite &
HIREN true FAMXHBEMAENEFRE. HEHRIXGFTEESNEFBEENERRE,

3. BxXHEHIFIARS 28,

FRERFMAAEE HTTP , HTTPS, FTP =X FTPS iAialtbARSS 25,
4. FAEXMHRY URI o

It URI 2ENFERSR MM, BT ERIXGNLE,
5. M URI B &7 UNIX BFIRIIXHMEE SVM A

vserver services name-service unix-group load-from-uri -vserver vserver name
-uri {ftpl|http|ftps|https}://uri -overwrite {true|false}

-overwrite true falseEE B L EmcHo FAINEN false. WMRFILBEIEEN true, ONTAPHE
EREETEIMEB X AR B BRIEE SVMB BN LG A HIUNIXA 3R E

Nl
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T MURINNEAHUNIXLARIFIER ttp: //ftp.example . com/group E&AVSIFISVMA, SVM
FHMELER =W URI HREEE S,

vsl::> vserver services name-service unix-group load-from-uri -vserver vsl

-uri ftp://ftp.example.com/group -overwrite false

fERMEA
fER MR A RTR

TR UERMBARITTRA SMEIE, HESHREANPLRE g, Ee]LuEd MR
B TRARSS 23 (LDAPEINIS) R X AR HRYIIRANFR. AT LA AR A H MG — R IRATIR

FFURDMZEHZISVMH vserver services name-service netgroup load Ap<.

ERBHNE
TERERMEAZE, BUTRRHRLTRA:

* MBLARBFTAEEN, TILJR (NIS, LDAP SZAMIIA) fAl, HLMENAFIER (A) #MkMA (
PTR) DNSIER, ZRERMHIE—EBEIERMKME DNS Eko

tE5h, SNRFF IR IP AL BE S PTRIER, WXL RIS IEMLLANIRLSIH BEHENE A
B

* WMBAPRPRIB N, TICHIE (NIS, LDAP S(AMIXH) N, #AIHEER, HERERN
ANE, MELARERNENZRNEFR—HAESBEINTG, FINSERERK.

* MEAPISERIFRE IPv6 MEERAIIRER RFC 5952 RV BR# 1T 48 %2 1 £ 48
fBlgn, 2011 : hu9: 0: 0: O: O: 3: 1XAME4EHEA2011: hud: : 3: 1,
*FIES
EFRMLELARY, EaLURITLU TR E:

s &R IfER vserver export-policy netgroup check-membership 88<. MUEBBHERFiHIPE
BRENMLEHBIAL R

s IEATLUER vserver services name-service getxxbyyy netgrp skl CER P inenE TME
H,

RS IRIEECE B R MRBR SSUIHRIN 71 A T ITE R KRR SS .

BEMLLANMEE SVM A

SRS N P ILERE A iRl 5 A2 — R ERAMSARTIHREN. BRT EREFMEED
BB R MRS5S 2R HRIMLS A Z I SRR LUK A LE MGt — R IRARIRAT (URNINE ZISVMA

(vserver services name-service netgroup load) o
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EMNEE SVM ZHi, MEEAXHEFRITHEUTEK:
* ZX A FTERBTFIET NIS BIERMNBAE A SHER .
ONTAP STEMBMEAX A HFERL Z e E#HTIRE, IRXHEEHEIR, WASMEZXH, HES
ER—FEE, BRENNEEZXXHFRRITHEIE, EEEIRE, ErIBEMEAEXHEHIMNEZIEEDN
SVM ,

* MBAXHERENZFRERFEFRFER/ NS,

* STRIERAXAF AR5 MB,

* ZFERBRENRANRALSIT 1000 .

* EMBAXHREX ENREY, REEEAE DNS EH&.

ATERSHIARIRE, REEH DNS CNAME S EIEREX ENE,
* MBEXHFR=NMANARMNEE D NARENT, E7 ONTAP RZHEAT,
TR /IP B0

XFIAES

ONTAP XHHEENERAMMEA . MEMEHLAX T, ONTAP ZHEIEIE netgroup.byHost BREYLUS
FRRENEREMEE, FRESHERRANLOTEE ARG, X UEZMRAMMEBLRIEE,

Uz
1. M URI B MEANMEHE SVM :

vserver services name-service netgroup load -vserver vserver name —-source
{ftp|lhttp|ftps|https}://uri

INELELA S FHHTFE netgroup.byHost BREYRTRETR R /153 #HHIET B,
NREEHMLEAE, G0 URBEXAHIGEREHIMBAAFMHE SVM H,

AN
UTSLRIBIIHTTP URLIEFMSZLHE X MNEH R AVS1IHISVMA http: //intranet/downloads/corp-

netgroup.

vsl::> vserver services name-service netgroup load -vserver vsl
-source http://intranet/downloads/corp-netgroup

FOIERILRLA E M AVIRTS

BNLZLEMEBRISVME. ErJLUERH vserver services name-service netgroup
status SR AIIEMLZATE X VIR XiF, TRl IRESR SVM FrE T = EBIW
%éﬂEXIEEIZZI:_ﬁO

TR
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1. BIREFIRENER:
set -privilege advanced

2. IIEMLRLATE XAVIRE
vserver services name-service netgroup status
TR UEEFARIE R EREMER.

3. R[EFIEIEPRE A :

set -privilege admin

Nl
RENREAGE, UTHLSRERAE SVM WMEBHRE:

vsl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when

directed to do so by technical support.
Do you wish to continue? (y or n): y

vsl::*> vserver services name-service netgroup status

Virtual
Server Node Load Time Hash Value
vsl

nodel 9/20/2006 16:04:53
ebcb38ecl396a280c0d2b77e3a84eda?

node?2 9/20/2006 16:06:26
ebcb38ecl396a280c0d2b77e3a84eda?

node3 9/20/2006 16:08:08
e6cb38ecl396a280c0d2b77e3a84eda?

node4 9/20/2006 16:11:33

e6cb38ecl396a280c0d2b77e3a84eda?

BIEE NIS IR E

IR EHIIFIEERMLE (S B BRSS (Network Information Service. NISHRHZFRARS. M4
TUERASVMEIENISIHECE vserver services name-service nis-domain

ANAN .
Create pp<.

BEENAR
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£ SVM LECE NIS BiZal, FrEBEERY NIS AR5 5& 4RI A AR 3iR),

SNSRI RIGEA NIS HITEREER, N NIS IRSZHFPHMGEENFEREEI 1, 024 MF. BPEEFHTS
LEPRBIRY NIS ARS328. BN, KT NIS FENEF iRIRAEEERK.

XFIES

BRI UBIEZ D NIS i, BRE. BREEFERIKE AN active,

NENISHIEEE A netgroup.byhost HE. ONTAPRILUERAEIMRIEZRIRE, o netgroup.byhost
netgroup BHRPHIBETNITIRLFRIFED . DBREIME P iRGRR#. MONTAP 9.7F 4. AINIS

netgroup.byhost A LUEALETFSH vserver services name-service nis-domain netgroup-
database %

RZFHERANISHITEN R AT

BIE
1. 632 NIS IHECE :

vserver services name-service nis-domain create -vserver vsl -domain
domain name -active true -servers IP addresses

=ZALEE 10 1 NIS ARS8,

@ MONTAP 9.2F 84, IILFEEN -nis-servers BIRFER -servers, UHFHFERRILIEEANIS
ARSS 2389 E MR 2 IPHEAL,

2. WIFRRE ORI

vserver services name-service nis-domain show

Nl

ITFa<E7E SVM vs1 7 NIS 13 nisdomain 83 NIS IFECEHEREA FIENIRZ, FHE NIS fRSE 23R IP i
Ht59 192.0.2.180 :

vsl::> vserver services name-service nis-domain create -vserver vsl

—-domain nisdomain -active true -nis-servers 192.0.2.180

f£F3 LDAP
LDAP fEA#EHA

NRAEERIMIZPFER LDAP fe 2 RAkSS, NFEES LDAP EER—EREERNES
HNFERARE, AR SVM ER LDAP EFimk/E .

M ONTAP 9.10.1 748, EXIAERT, Active Directory M & RARSS LDAP E1£192 15 LDAP BB E. RETE
BAT Start-TLS 5 LDAPS BRIERLIZE N sign T seal BB T, ONTAP A&Zi{FH LDAP EZ#H1T
BEMSE. E2RANEHERSRMMIRS2SHLDAPEESSE. 1BfFEA ~try-channel-binding &% 1dap

client modify i<

50



BXIEFMEER, BEEN
"2020 & Windows FJ LDAP i&E4EF LDAP ZZEXK",

7(‘73 ONTAP ECE LDAP Zai, WIS EEE RS LDAP RS BMNEFIRicEMNRESLK. BAm
=, DIUHEUTRME:
° LDAP ARSZ23MII B 045 LDAP & i E RIS B ITED,
° LDAP fR£252 1500 LDAP AP ZRIBIRH BN EHE ONTAP 159368,
* N% (FREZEY) F SHA-1 (SHA, SSHA) .

= M ONTAP 9.8 744, SHA-2 B5% (SHA-256 , SSH/384 , SHA-512, SSHA-256 , SSHA-
384 1 SSHA-512)

° 1R LDAP RS BRFERIERLHEM, NKAHTE LDAP & i - i & X L+,
AILMERAM TRIELSIEI:
* LDAP £ (IRIHEUBZEMICE) 1 LDAP BRMNEE (IRHUMIBEREEREMME)
» START TLS
* LDAPS (EF TLS 5 SSL &9 LDAP)
c BERASRMEEM LDAP &if, HNECE LTRSS :
* LDAP ARS32884917 35 GSSAPI ( Kerberos ) SASL #l#l,
* LDAP ARS3234417E DNS ARZ528 L1 E DNS A/AAAA IER UK PTR 2R,
* Kerberos RS 884 917E DNS BR$528 E727E SRV i2R.
© BEABE TLS 5 LDAPS , MWEEU TR
* NetApp E{ELHK A Start TLS , A= LDAPS

* WRAEA LDAPS , MIZITE ONTAP 9.5 RESMRAH /I TLS 8¢ SSL /= F LDAP ARS588. ONTAP
9.09.4 RX%#F SSLo

I ETEFH B B IEHARSS 280
° ESF LDAP ®BNERER (£ ONTAP 9.5 RESHRAHF) , HIUHRUTEM:
" XA MAEVEEU T EEXRRZ—
" W
* A, EREERNY
" R-F
* MECE DNS LU E T IVARSS 282 K,
* ¥4 -bind-as-cifs-server IR B A true BY, 1HZRINABE LUHIT H1HI0IE,
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LDAP BT RER AR LU T ECE.

° X FFIE ONTAP higZs:
* B2 SVM £H LDAP BF i
(D - HF ONTAP 9.8 RESHRA (9.9.1 REBIRAZIFREYSE) :
* LDAPERZMEZE( -session-security &)
* INZBTLSEE( —use-start-tls &)
* BT LAPSI®636 ( ~use-1ldaps-for-ad-ldap i%&EIN)
* £ SVM LtEZE LDAP B imhY, @74 LDAP 11,
FERZEHIERT, BIAONTAP EX 22— EEN. B2, NRIFIREFH LDAP R SXLEZEXARRE, Mis
TTEeliE LDAP EFinZ B/ ONTAP S H#EY LDAP B ImIE. BXENIFIEEK, 15518 LDAP &

H 5,

* A$HEA LDAP #HITENR RN

BEXEMAEE ...
* "NetApp ¥ AIRE 4835 . (9{aI7E ONTAP HEdE LDAP ) "
* "{£ SVM EREBEZIR CAIIEHR"

BIERHH LDAP ZFimiET

WNRIFIEFH LDAP 205 ONTAP FIAERE, MHMTEEIEZE LDAP BEFIRICE ZFIA
ONTAP BIZ%7HI LDAP E P IHIEI.

KXTFULES
KZ X LDAP Ar5525E8F] LIEEA ONTAP f2HBYEIAETL:

* MS-AD-BIS (A% %k Windows 2012 & B SRz AD AR5 28H0E 1E5244)
* AD-IDMU  ( Windows 2008 , Windows 2012 KB = hRZHI AD fR5528)
* AD-SFU ( Windows 2003 & R 7<) AD AR5528)

* RFC-2307 ( UNIX LDAP fR5328)

NRFEEAIERIA LDAP X, MHTTERE LDAP BEF HICE 2 AISIBIZRT . ERIEMERNZAT, 175
1 LDAP BIER,

TEFAIEDR ONTAP 1RHBYEIA LDAP 1R, ZEIEFRIN, FeIE— R4, ARMBRMESIZEIE,

p
1. BIA LDAP & A imtR TSR LR E 2 8 HIAER

vserver services name-service ldap client schema show

2. BRRBFIEERNSR:
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set -privilege advanced
3. HIE LDAP B iHiR BRI 4

vserver services name-service ldap client schema copy -vserver vserver name
-schema existing schema name -new-schema-name new schema name

4. BERZRMFRIBEAIMEN HHITEE X
vserver services name-service ldap client schema modify
S. REIZIEIENPRES!

set -privilege admin

Bl LDAP XFinicE

NRIEFREONTAPIRRIEIMZ Y IMELDAPEX Active DirectoryfRss. NIZEFEFER
4%t LI ELDAPE F i,

BEENAR
Active DirectorylZifi#ti 7R P a1 = MRS B 2 — U MEBEIFRMEE. TN, WESBEK.

() Bz tEEs EREEEREREHNL ENRSSEN.

g

1. IBEHLDAPEIE R UBERNIE YA EE vserver services name-service ldap client create
ALA .
GRS

a. I8E 5 LDAP RRSESBHE Figi ek B T A&,
o —ad-domain M -servers ENAEERBEH,

* {FF -ad-domain #EILITEActive Directoryif /2 FHLDAPARSS 28 & Flo

» EATLUER -restrict-discovery-to-site FATFELDAPARSS 28 A LRG| 98 EIHAICIFS
FRIANLE BRI, WRFEALET,. NRFEEFERIEECIFSEIAILR ~default-siteo

* IO LUER -preferred-ad-servers RN AIIRIPHIILTEIE S S IRYIFRFPIEE— 1N HZ T E
itActive DirectorylR5528. BIBEEFiRE. BRI LUIEREALESIR vserver services name-

service ldap client modify @<

* £/ -servers AIEFEE IPHILTEIE S 2 RYIFRPIEE — 1 I ZNLDAPARZS 23 (Active Directory
SLUNIX)o

@ o -servers JEW{EONTAP 9.24HE 5. MONTAP 9.2FF%5. -1ldap-servers
FEIGE -servers FERo, IFERALIFEALDAPARS 2589 M2 T IP#L,

b. 5 EIATEE X LDAP &,

RZ X LDAP AR5525E8F] LIEEA ONTAP ZIHBVENAR R, FRIESEER, SNRIFERAXLEIIA
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B, MRE, EHLLEIEFRFIMEL GUAERNARR) FHERBISKEIRE SRIET.
ARIART
= MS-AD-BIS

HEXETF RFC-2307bis , B AZIFT/E Windows 2012 ES AR LDAP ZPEAYE % LDAP &
o

" AD-IDMU

LELETFIEATF UNIX B9 Active Directory B EIE, iEHFAZE Windows 2008 , Windows
2012 E=hiadsHy AD ARZ528.

" AD-SFU

EXETFIEATF UNIX B9 Active Directory ARSS, ERTFAZ %K Windows 2003 M E R h4HI AD
ARS5 28,

" RFC-2307

g%ﬂ% RFC-2307 (8 LDAP {EAMBE BRSNS E ) , REHEFAZE UNIXAD iR

C. EEFEHEE,
* -min-bind-level {anonymous|simple|sasl} EERIEHEZHDIRIELRT o
ZXINEN anonymous,

* -bind-dn LDAP DN }SEHERF,

31F Active Directory fRSZ28, EAEKF, G\ BF) EK (user@domain.com ) FRERIE
AR, BN, AR 59##2#R (CN=user , DC=domain , DC=com) F{isERF,

* -bind-password password I8ELEZI,

d MNRFE, EREREFLLIAT,
SNR LDAP RSHBFE, EALUSH LDAP EZMEZHET TLS B LDAP .
" ——-session-security {nonel|sign|seal}

BEILIEAER (sign. BIETEM). ERNEE (seal HIBRBUNME) . HEREHLZE
‘none, LHZBHEE), FAIAEN noneo

BIANIZE -min-bind-level {sasl}, FRIFEHEYESZNHIVIEEIRE] anonymous T, simple
BT EMEEYERMET,

* —use-start-tls {true|false}

MNRIGE N true NRLDAPIRS 2 Z1FLINEE. NILDAPE P ImiSEAMBTLSIEZEERZRS
25, BIANMEN false, EFALLED, X% LDAP IRSEBNBEEZIR CAIIEH,


mailto:user@domain.com

R Storage VME R SMBARSZ 23R MEIHH. H BLDAPARSS 282 SMBARSS 28 13 A5
(D FEHIZEZ—. WA LUYER -session-security-for-ad-ldap Wl vserver cifs
security modify #p<:

e. EFRO, ZWMERE,
BIWERZGAE, BIEXAFE LDAP BIERMIAXEEESEHNFE,
* -port port }EELDAPARS 28R,
FRINMES 389

WREITRIEFR Start TLS KR LDAP &%, MAERARRIANIGO 389 » BN TLS LA LDAP Ehikis
[0 389 M AIEIEF L, ARIDEEALRD TLS . MRBEUbHO, NEEH TLS EEM,

* —query-timeout integer IEEZEIFBET(UAFLFEAL),
AVFHSEER 1 5 10 72, BRINER 3 F
* -base-dn LDAP DN 3IEEEHRIDN,
MRFE, ALBAZME (10, SNREBAT LDAP #/TIRER) o FRIMES " (root)
* —base-scope {base|onelevel|subtree 8 ERHAKIEZETE,
BHAER subtreeo
* -referral-enabled {true|false8E R L BALDAPHENIRER,

M ONTAP 9.5 FFt4, R LDAP fRZZ28R[E] LDAP #AIAN, 35RE TR LDAP RSS28 H157E
FRrEid®:, M ONTAP LDAP B inA LUEEHIERFE N4 EHith LDAP fRS385. BAIAMEN falseo

BIEFHTT LDAP IRSEFHIICR, L LDAP B Infc B H R TICRAVEAL DN ZRINEIEHL DN A,
. {£Storage VM _L8IZZLDAPE FixACE :

vserver services name-service ldap client create -vserver vserver name -client
-config client config name {-servers LDAP server list | -ad-domain ad domain}
-preferred-ad-servers preferred ad server list -restrict-discovery-to-site
{truelfalse} -default-site CIFS default site -schema schema -port 389 -query
—-timeout 3 -min-bind-level {anonymous|simple|sasl} -bind-dn LDAP DN -bind

-password password -base-dn LDAP DN -base-scope subtree -session-security
{none|sign|seal} [-referral-enabled {truel|false}]

()  ELDAPEFIRERER. KFURfStorage VMET,

- WIFRE B INEIiE LDAP BEFIRACE -

vserver services name-service ldap client show -client-config
client config name
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Nl

RS gStorage VM VS18IE—1 R Aldap 1 BIFILDAPE PR E. LUESIEH FLDAPHIActive
DirectoryfRZ528BC & fE R

clusterl::> vserver services name-service ldap client create -vserver vsl
-client-config ldapclientl -ad-domain addomain.example.com -schema AD-SFU
-port 389 -query-timeout 3 -min-bind-level simple -base-dn

DC=addomain, DC=example, DC=com -base-scope subtree -preferred-ad-servers
172.17.32.100

LU ap¥§ /9Storage VM VS1EIE—1 R FHldap 1 BUFLDAPE PGt E. UESHTEZZMEERILDAP
HJActive DirectorylRSS 22 EC & A F EHLDAPIRS R AN BT e E EA4F E b

clusterl::> vserver services name-service ldap client create -vserver vsl
-client-config ldapclientl -ad-domain addomain.example.com -restrict
-discovery-to-site true -default-site cifsdefaultsite.com -schema AD-SFU
-port 389 -query-timeout 3 -min-bind-level sasl -base-dn

DC=addomain, DC=example, DC=com -base-scope subtree -preferred-ad-servers
172.17.32.100 -session-security seal

U T a4 A Storage VM VS18IEE—N 8 Hldap 1 IFLDAPE FIHECE. UESHELDAPENIRERHILDAP
Active DirectoryfRS3 28BS {FF :

clusterl::> vserver services name-service ldap client create -vserver vsl
-client-config ldapclientl -ad-domain addomain.example.com -schema AD-SFU
-port 389 -query-timeout 3 -min-bind-level sasl -base-dn
"DC=adbasedomain, DC=examplel, DC=com; DC=adrefdomain, DC=example2, DC=com"
-base-scope subtree -preferred-ad-servers 172.17.32.100 -referral-enabled
true

IR <8I 35 E B MIDNFRE K Storage VM VS1BILDAPZE F iRt &EIdap1:

clusterl::> vserver services name-service ldap client modify -vserver vsl
-client-config ldapl -base-dn CN=Users, DC=addomain, DC=example, DC=com

LT a<iEd mRENBREFREXLStorage VM VS1HILDAPE F At Eldap1:

clusterl::> vserver services name-service ldap client modify -vserver vsl
-client-config ldapl -base-dn "DC=adbasedomain, DC=examplel, DC=com;
DC=adrefdomain, DC=example?2, DC=com" -referral-enabled true
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¥ LDAP BEFIGECE S SVM XBE

FESVM EZFALDAP. W7{FF vserver services name-service ldap create
I LDAPE F kB E S5 SVMXEX,

ERBHNE
* LDAP SUMRBIHETF IS, #EBTAH SVM FHENEEAI
* SVM L4FiEE LDAP B IHIE.

S
1. ESVM_LEALDAP:

vserver services name-service ldap create -vserver vserver name -client-config
client config name

@ MONTAP 9.2FF88. vserver services name-service ldap create Si¥SHITH
MECEWIE. HIEONTAPTL ZEX R BMARS SRETIREHIRE o

MU a1 vs1" SVM L/EF LDAP , HIGHESE N "ldap1" LDAP B IRECE

clusterl::> vserver services name-service ldap create -vserver vsl
-client-config ldapl -client-enabled true

2. {3 vserver services name-service ldap check a8 <I0IE R FRARSS 22 AUR S

LTS3 5831F SVM vs1. EBY LDAP IR 28,

clusterl::> vserver services name-service ldap check -vserver vsl

Vserver: vsl |
Client Configuration Name: cl |
LDAP Status: up |

LDAP Status Details: Successfully connected to LDAP server
"10.11.12.13". |

M ONTAP 9.2 F#4, BTLUEHA name service check #5%,

ERMRERSS N R IUIE LDAP JR

BRIIRIE SVM R FRARSS IR TR R EE IEHRYIL 7 2 FRARSSHY LDAP R,

TR
1. B REAIRMRSTIRERNS

vserver services name-service ns-switch show -vserver svm name
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LU TFa<$ER SYM My SVM B4R :

ie3220-a::> vserver services name-service ns-switch show -vserver My SVM

Source
Vserver Database Order
My SVM hosts files,

dns
My SVM group files, ldap
My SVM passwd files, ldap
My SVM netgroup files
My SVM namemap files

5 entries were displayed.

namemap 8 BHERZAMMEHE BAGEREIRE, 7248 UNIX I7EEd, AEBIIEEH. 2EREER UNIX
# Windows BUE SR HE 2B FRIRET,

2. B ns-switch IRIEEEH@N:

EEFT ns-switch B RIIN BARS ..
BR{ER vserver services name-service ns-

switch modify -vserver vserver name
-database passwd -sources ldap,files

Q = . .

HIER vserver services name-service ns-
switch modify -vserver vserver name
-database group -sources ldap,files

MEHEE vserver services name-service ns-
switch modify -vserver vserver name
-database netgroup -sources ldap,files

¥ Kerberos 5 NFS £&5 A IEmL LM
¥ Kerberos 5 NFS Z55 1 LUEaR £ ERIEHR

WNRIEEIFIERER Kerberos TR EHI0UE, MEES Kerberos BIEG—EREE
RINEHUMFEERAELE, AEE SVM YEA Kerberos B F iR o

ERYIMR RN AT & AT EN

* 7£79 ONTAP B & Kerberos Z g1, &I mERENIEE Kerberos RSB 23F1F F imAL B R{ELE,
* NRFE Kerberos BPIIE, 1EREIEEFHA NFSv4 i ESARES,

NFSv3 A] 5 Kerberos &551F M. B2, RETE NFSv4 I ESIRAE ONTAP ZEH, ATHAIE
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Kerberos B2 L LM,

* BRRBAURRSENAEES, NEERR— SPN WEEFZ I TR LS E LIF L2 A Kerberos o
* 1£ SVM L= Kerberos BY, HIAURYE NFS ZRIRECEEEH gtree NFHMNFPIEEUTREREZ

o

° krb5 (Kerberos v51iY)
° krb5i (FRAKRKEMHITTZEMKCERKerberos v51HY)
° krb5p (ABRFARSHIKerberos v51iY)

F27T Kerberos RS 2SMZFimZ 9, EATH ONTAP AL & LU T IMNERARSS LASZ#F Kerberos :
- BRRSE

EBNEIMERERALTEBRIRS, Fi0 Active Directory 5f OpenLDAP , ZARSZECE NERETF SSL/TLS
B9 LDAP ., B70fERA NIS , RARIEBRSUBXERAE, FAitRLLE,

- NTP

T —ME1T NTP W TERSEIARSS 28, 0 7 BA LLERIRY B[R ZET S3 Kerberos SAIRIERIK, HAHRIT
g3y =8

* HAET (DNS)

1 UNIX BFRIRFE SVM LIF #e T E MM R AEHRXE T E KDC EMIEHRBIARSIER (SRV
) o FMEZS5HEHYNAET DNS IEFHET,

I8iF Kerberos it &I IR
Kerberos X SVM 1REUNARM AR FAIEEFL UNIX PR,

p
1. B SVM 1R&E_EAIMERANR:

volume show -volume root vol name-fields user,group,unix-permissions

SVM BIRELMAB LU TEE

AR EERE ...
uliD root 2 ID O
GID root 3 ID O
UNIX AR 755

MNRKRETXLEE, EFER volume modify (i HITEH.

2. BRZAH UNIX B
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vserver services name-service unix-user show -vserver vserver name

SVM ZEEE LA UNIX BB :

BF& BF ID T4 ID comment
NFS 500 0 GSS WA R EE 1L
I,

NFS EFimFF SPN B
B—MAGRERRF,

WNER NFS BEFImAFR
SPN 7Z7£ Kerberos-

UNIX ZFRBRET, MFREE
E NFS FF,

root 0 0 EHNEE.

MRKETRXLEE., MAJLIERA vserver services name-service unix-user modify s i#H{THE
o
3. ERAHE UNIX 4H:

vserver services name-service unix-group show -vserver vserver _name

SVM A ZECE LT UNIX 48

LHRA TR 28 1D
S iabtis 1.
root 0

MBARETRXLEE. MATLIER vserver services name-service unix-group modify sp<i#H{T

Bifo

Bl NFS Kerberos 15l &

WNRIBFE ONTAP IR IERAIIMEE Kerberos ARSS 88, MIWAMAIE SVM BRE AERI
£ Kerberos i#, Hitt. EEEUEKerberos KDCARSZSBMECEE. AGERA vserver
nfs kerberos realm create AR LUTESVM_LEIEKerberosigifit &,

ERBHNE

EREERNEAFMEAY, A HM KDC fks5:8 LECE NTP , LUBREIMB MR, ZFIRMRS S
ZiEpEtEES (HiREE) 2% LN HEIERKAERE.

PIE
1. iF&18KerberosBIE R IMEE IR ENEIEE vserver nfs kerberos realm create Ap<:
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2. £ SVM L83 Kerberos 1R E :

vserver nfs kerberos realm create -vserver vserver name -realm realm name
{AD KDC server values |AD KDC server values} —comment "text"

3. WIFREEMIIEIE Kerberos IHECE :

vserver nfs kerberos realm show

Nl

AT a1 79 SVM vs1 BlIZ2—1 NFS Kerberos B E, ZACEEMA Microsoft Active Directory ARS5 281/
KDC BR5588. Kerberos ##9 AUTH.EXAMPLE.COM , Active Directory BR5588% 4 AD-1 , H IP #titithy
10.10.8.14 , AIFHIBSEMRES 300 7 (BHAE) o KDC BRSS2869 IP ik 10.10.8.14 , HizsOSHk 88 (K
IAME) o "Microsoft Kerberos config" 23,

vsl::> vserver nfs kerberos realm create -vserver vsl -realm
AUTH.EXAMPLE.COM -adserver—-name ad-1

-adserver-ip 10.10.8.14 -clock-skew 300 -kdc-ip 10.10.8.14 -kdc-port 88
-kdc-vendor Microsoft
-comment "Microsoft Kerberos config"

LUITe$¥ERER MIT KDC B9 SVM vs1 BllIZ NFS Kerberos i &, Kerberos i#5
SECURITY.EXAMPLE.COM , A iFRIBTEMRZEA 300 75, KDC ARS328H9 IP kit 10.10.9.1 , KOS/ 88
o KDC {HLZE A "Other" , &/~ UNIX R/, BEIEARSZE38Y IP #13EX9 10.10.9.1 , I5OS A 749 (FIAE
) o ZIBARSZESAY IP HiftA 10.10.9.1 , KOS/ 464 (ERIAE) - "UNIX Kerberos config" @1,

vsl::> vserver nfs kerberos realm create -vserver vsl -realm
SECURITY.EXAMPLE.COM. -clock-skew 300

—-kdc-ip 10.10.9.1 -kdc-port 88 -kdc-vendor Other -adminserver-ip 10.10.9.1
—adminserver-port 749

-passwordserver—-ip 10.10.9.1 -passwordserver-port 464 -comment "UNIX
Kerberos config"

BZE NFS Kerberos 7 IFHIMNZRAEY

ZINBR T, ONTAP #FLLTF NFS Kerberos M#Z22EE!: DES, 3DES, AES-128 #ll
AES-256 , f&RILUMERAENSVMECE A FHIMNEZRLEE., DUHERENRENTEEK
vserver nfs modify e -permitted-enc-types S8,

XFIES

AT RAEEMLNERHREM, ONTAP FRIARRSX 555 DES Mag AES %, B0, XEKE, NREE
EERet, HEZNHFESFEZeM, NelLUERItEEPBZA DES # 3DES , HEREFiH{NER
AES 1%,

RN ERRFAMNRBINE., XF ONTAP , BJ AES-256 , {&iz[M KDC IR RAMIAERIRE Z1F It E& 5,
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* £ SVM LR B AR AES (AES-128 #1 AES-256 ) £iEmithlr, EANESHBRERIE DES K
/keytab X1, MMEXRTE SVM BIFrE LIF 2 F Kerberos R &,

EHTIENRZH, ENEIE NFS BRPIHEE AMKIMT SVM £/ AES 1NZ,
* B2 DES 5f 3DES AEEX LIF A Kerberos BC& #H 1 TERIEX,

pg
1. BRARERMRHRNAFINRER:

EE BN ZRIm HIRBUU T BHRE ...
DES g} 3DES a. FPESVMMINFS Kerberos b iFBINZR LAY

vserver nfs modify -vserver
vserver name -permitted-enc-types
encryption types

FEAES2REMINELLE,
b. WIFERETHIN:
vserver nfs show -vserver

vserver name -fields permitted-enc-
types
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EEANZANIM BIRB LTS BIRE ...
AES-1288{AES-256 a. FE R B T KerberosHISVMALIF :

vserver nfs kerberos interface show

b. TEFEEMNFS Kerberos 7 iFHINZE K EIRISVM
HIFFESVM_ L2 AKerberos:

vserver nfs kerberos interface
disable -1if 1if name

C. BEESVMMINFS Kerberos /tiFRINNZZ LAY |

vserver nfs modify -vserver
vserver name -permitted-enc-types
encryption types

ERESHRSMHIMELE,
d. IIFERE BN

vserver nfs show -vserver
vserver name -fields permitted-enc-
types

€. 7SVM_EMIFRrESVM_ L EH = BKerberos:

vserver nfs kerberos interface
enable -1if 1if name -spn
service principal name

f IR EEFEEGEAREER LR
FKerberos:

vserver nfs kerberos interface show

1E£#44E LIF /S Kerberos

EE]LUEF vserver nfs kerberos interface enable < UUNEIELIFE
FAKerberos, X#t¥, SVM FLAILLIT NFS £/ Kerberos Z2 RS-

XFIAES

WNREFERRZ Active Directory KDC , MIFR{ERERIE(R] SPN BYE]T 15 NFRIANEFTIRFHY SVM 2 8l EME
_EI\JO

I
1. 132 NFS Kerberos At & :

vserver nfs kerberos interface enable -vserver vserver name -1if
logical interface —-spn service principal name
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ONTAP ZEZE KDC A SPN N353 7 8EfE A Kerberos 1%,

XF Microsoft KDC , #EX% KDC , HESLITRELAXLARRMERRTURBNERZ R, NRFT
fEKerberosiHAIEtMOURBIEESPN. MIBTLIEE RIIE -ou S,

F+F3JE Microsoft KDC , ATLAER LA R /A2 —IREXNI %A
MR ... RN NERSHEZUTESE ...

1B KDC BIEREE, UEEEM KDC 19RES]  -admin-username kdc_admin username

2B KDC BEEAEE, EAEESIILZIAN KDC  -keytab-uri f{ftp-http} : /furi
B9 keytab X5

2. WIFR BB LIF E/2F Kerberos :
vserver nfs kerberos-config show

3. EE¥ B 1M2, ®EZ LIF LiBH Kerberos .

Nl

LT e S EZ 5810 ves03-d1 LA vs1 B9 SVM BIEFHISIE NFS Kerberos BZ&, FH7E OU lab2ou H{E
F3 SPN NFS/ves03-d1.lab.example.com@TEST.LAB.EXAMPLE.COM :

vsl::> vserver nfs kerberos interface enable -1if ves03-dl -vserver vs2
-spn nfs/ves(03-dl.lab.example.com@TEST.LAB.EXAMPLE.COM -ou "ou=lab2ou"

vsl::>vserver nfs kerberos-config show

Logical
Vserver Interface Address Kerberos SPN
vsO0 vesO0l-al
10.10.10.30 disabled -
vs2 ves(01l-dl

10.10.10.40 enabled nfs/ves03-
dl.lab.example.com@TEST.LAB.EXAMPLE.COM
2 entries were displayed.

MEAT NFS By SVM HIEFEHEEE

REEEIERNEISAT NFS 8y SVM A

EM@EAT NFS Y SVM RNEHREE, HAEIE—1NEE qtree LURMHFERSE, HA
bR BB BN T HERES, AfS, ERJLIMERFIRIE NFS B R imIEE, HIXEFiRR
SrRYIAIR,

BREENAR
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* WITE SVM L2188 NFS .
* SVM IREMRINS H RN NE S R IFIHIRIFIE B P imAYFL N,
* WAISERL T B FFAR S AL B BYFR B E#T.
* ISER YT Kerberos Bt & RIERIRINSIER.
BIE S RS

FRIESEAN ZAT, EAtE— NS HREREFHOXEMN, EeJLAER vserver
export-policy create A LUBIESHIRE,

p
1. IR SRR

vserver export-policy create -vserver vserver name -policyname policy name
REEZMRA N 256 NF o
2. MIFREERIESHRE:

vserver export-policy show -policyname policy name

Nl
IR an<RER N vs1 B9 SVM LEIEH IR T ECIERN expl BIRHRIK:

vsl::> vserver export-policy create -vserver vsl -policyname expl

vsl::> vserver export-policy show -policyname expl

Vserver Policy Name
vsl expl
) 5 tH ZRBE A AN AR N

MRZEMN, FHREELERERTPIHENEIERIER,. ECIEMNSHMN, Eiin
IMAE PinFaER P iRILACAE T, EFIFRMNT2EE, ISEERBARF ID MY, wFEHN
NZR5RS, REEFRRIMN, AE. EALUER vserver export-policy rule
create ARIFHFNAINE S LSRR,

EBBHIN?
* ENSHANHS R LA ETE,
* WIFEHIE SVM LIERSELE DNS , 3B DNS RS BUAAEERTF NFS BFHIERRE.

i

0 B

XZE 7 ONTAP EA%UE SVM BY DNS FLE XN R L2 A IRILERIIAIT DNS &k, NRFH RN T
FoR, MIETge=fE LIRS P imEdEAIE,
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* INRICEER Kerberos HITHPIIE, NATEHE NFS BF nEAUTHMR 27 E:

° krb5 (Kerberos V51HY)

° krb51i (EAREMHITTEMNERNKerberos V5IMY)

° krb5p (RBRFAARSHIKerberos V51/HY)

XFIAES

NRFHREPRIEMNHEE P IR IRER, NWEFIZIHN,

NREFEHAKerberosiHTHHIIE. HESVMBFrEEES @I Kerberosi#{TiA1a). M A] LIS E S HFNIEIR

-rorule, -rwrule, # -superuser IREH krbs,

p
1. REFHMNEE P im0 P A,

krb5i 8 “krb5po

o -clientmatch option BFEENALMNKZ iR, AJUEE—ITHZ N EFIRLEE; S MER
SEUTARES 2R, ERILUER U MEEMIUEE LECH

B FimILACAEC
HREIEEE " T

[k

IPv4 it

IPv4 ik, PRSI EERR

A MG IPv4 ithit

=AETURY IPV6 itk

IPveitiit, FPOHEES LA ERR

—MREH, HNKSERMEIETE @ 71

BRI A SRS MERNE A IREN. F90.

16X IP #hikRd, IEERATEDL

Nl

.example.com 3§
.example.com, .example.net, ...

hostl B¢ hostl, host2,

10.1.

10.1.
10.1.

10.1.

10.1

12

12.
12.

16

16.

255.255

.24810.1.12.24,10.1.12.25,

10/4 8%
10/4,10.1.12.11/4, ...

.0/255.255.255.0 8%
0/255.255.255.0,10.1.17.0/255.
.0,...

480 ::1.2.3.4,::1.2.3.5,...

£ff::00/32 8 ££::00/32,f£::01/32, ...

@netgroupl 3 @netgroupl, @netgroup2, . ..

° RAVFRIN IP #iAESEE, 90 10.1.12.10-10.1.12.70 6
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EARINHIR BERRBERAXEFTSH, HRANENR.

° ESHANPIEEED IP il LUSHEREZ P inihne, B7iEEMSHE (14 DHCP) Siimits
fc (590 1Pve ) RY IP tthlit,

BN, HEFIRR IP L LB, FAIRERETHRNR,

° RAFRNGBMEIDRY IPve #ulik, FIanff: 12/f: @ 00,
2. AP IHLREFIFRMNT 2EE,

TR AR ERIEE L2 X HITRMNIIENE FiRisE L T —he S MipaR

° —rorule (RiEifA)

° —-rwrule (IRFifiA))

° —superuser (rootifF[AItXfR)

®

[ESFUEMNBAVFIHSELR2RBFHITRIRHRN, TR EAERFERTEREIR
Si5ER. MRIRSHN T R2RURGIELLIRESHER, WEF KA ET AR
FESIHENR. BRAF AR ZENL.

EAILA—MNEE ZMREXBINES DIRTIR. BREXEIEEN any & never, BIEELEM
HthReXE, MUTERL LB PHITIER:

HLR2XRBGERN .. TLECHYZE P im Al LA IR S HAVEUE ...
any Ya%%, TR NRIR2FEEN M,

none

never

krbb

krbb5i

krb5p

ntlm

NRBMT|L, NWEASEAREXENEFIRFHR
RTERINANR. MRSHMR2LH RN
» MABEELZ2LENE P IHRRE T AR R
; ﬁﬁfﬁ&ﬁﬁ?@i‘i%i‘éﬁﬁﬂ’ﬂ%)ﬁﬁﬁ”ﬁll?r%&ﬁz%lgg
WA R

ME, T NBR LB,

WNRET Kerberos 5 #H1TEHINIE, XEDIEIE
T BENMERMMmMMEARAEEZ Bo

WNRET Kerberos 5i I TERIRIE, B{HIUEF
SEEM: SMEKRMmEARLIEXIEER,

MR {FHEKerberos 5pi#tTE AL, BRREIE,
STEMEANBRFA . XEANE RGN B4R 1E S
17857, HI NFS #IEE A FHHFITINE,

dNSRIEE CIFS NTLM #1T B3 5810,

67



68

LUReHRBLERN ... LERE P IHE LUA I S HAEEE ...
sys WNREIT NFS AUTH_SYS #1755 5030,

BINZLERN sys &, MNRFEAKerberos, “krb5, krb5i 3 “krb5po

R E K Kerberos5NFSVIEHFER. NS HREEIMUARAF -rorule M -rwrule IHA sys BRT
krb5. XERENEERIF Network Lock Manager (NLM ) iAia]FHo

- IEEERB B D BT,

o —anon option BT EEMEZEIAFIDA0 (B)NEFmERMWUNIXBFIDHBF&. LEFIDSAR &
F5HEF &roottBxEt, ZHIAEN 655340 NFS BEFImBEESEAF ID 65534 5 F % nobody #8%Ex (
R A root squash) . £ ONTAP A1, IttFBF ID 5FF pcuser XBk, EZ IR IDAORMERIZE Fimih
iAl. 1E¥EE(E 655350

- EEMNERS IR

o -ruleindex option B FEEMMNRS RS, MUKFRERERSIRSTIRFHIRFEITITEG; R51H
SRR ELHITITEG, fli0, R3IHSH 1 RNSERSIRES N 2 BN Z a0 TR,

SNREAM ... B4 ...
SHEREBYE— N BN ... Lo
S ERBR A H A AR a. BRERBEPBIILAFN

vserver export-policy rule show
-instance -policyname your policy

b. RIEFTAMNBIEIRFE R EERRS RS

- IEFRERMINFSIARME: {nfs|nfs3|nfs4} o

nfs LECEhRAS. nfs3 M nfs4 (NLEXERERZS.

- QIS AN REEFMEIE FHREK:

vserver export-policy rule create -vserver vserver name -policyname

policy name -ruleindex integer -protocol {nfs|nfs3|nfs4} -clientmatch { text |
"text,text,.." } -rorule security type -rwrule security type -superuser
security type —-anon user ID

. BTSRRI AR AN R B1FE

vserver export-policy rule show -policyname policy name

MLRETZSHRBHOEE, SENATZREEHINZIR ONTAP AT MM ZE— M NERS 14
S MEMURSImSE, ERUEREEREXEESHANMIFRES.



8. WIFEEEIEHEENATSHERRAIFN

vserver export-policy rule show -policyname policy name -vsServer vserver name
-ruleindex integer

Nl

TSR ER N RS1 WS HEEEFH SYM vs1 ESIESHINHIELIEEETE, MUNESIHESH 1
o IEFNIS15 eng.company.com #1 netgroup @netgroup1 FHERIZR P IRITED, LLIRNEERBFRAE NFS i
e BERFER AUTH_SYS #1788 H N AR #TRIEMIEE SR, FRIEFER Kerberos #ITHHIIE, &
MfEA UNIX R ID0 () HEFPIHRHER .

vsl::> vserver export-policy rule create -vserver vsl -policyname expl
-ruleindex 1 -protocol nfs

-clientmatch .eng.company.com, @netgoupl -rorule sys -rwrule sys -—-anon
65534 -superuser krbb

vsl::> vserver export-policy rule show -policyname nfs policy

Virtual Policy Rule Access Client RO

Server Name Index Protocol Match Rule

vsl expl 1 nfs eng.company.com, SyS
@netgroupl

vsl::> vserver export-policy rule show -policyname expl -vserver vsl
-ruleindex 1

Vserver: vsl
Policy Name: expl
Rule Index: 1
Access Protocol: nfs
Client Match Hostname, IP Address, Netgroup, or Domain:
eng.company.com, @netgroupl
RO Access Rule: sys
RW Access Rule: sys
User ID To Which Anonymous Users Are Mapped: 65534
Superuser Security Types: krbb
Honor SetUID Bits in SETATTR: true
Allow Creation of Devices: true

LIRS ER N expol2 IS H KRR SVM vs2 EBIES HAMNHIOIE M 63T TE, tHMNNES|IHES
721, NS BEF RS dev_netgroup_main FREYEL R ILES, NS B BERE NFS iR, B R 1FE
F8 AUTH_SYS #1TB IR AR #1TRIRIER, HERIFIREH root i5iRli#1T Kerberos B23IE, BRIFRH
FH Kerberos #1TE930E, B/NEEAR UNIX BF ID0 (&) HNEFIREWIELHIT root 1518,
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vs2::> vserver export-policy rule create -vserver vs2 -policyname expol?2
-ruleindex 21 -protocol nfs

-clientmatch @dev netgroup main -rorule sys -rwrule krb5 -anon 65535
—-superuser krbb

vs2::> vserver export-policy rule show -policyname nfs policy

Virtual Policy Rule Access Client RO
Server Name Index Protocol Match Rule
vs2 expol?2 21 nfs @dev netgroup main sys

vs2::> vserver export-policy rule show -policyname expol2 -vserver vsl
-ruleindex 21

Vserver: vs2
Policy Name: expol2
Rule Index: 21
Access Protocol: nfs
Client Match Hostname, IP Address, Netgroup, or Domain:
@dev _netgroup main
RO Access Rule: sys
RW Access Rule: krbb
User ID To Which Anonymous Users Are Mapped: 65535
Superuser Security Types: krbb
Honor SetUID Bits in SETATTR: true
Allow Creation of Devices: true

Bl E qtree ZED S
tlES
el ERCEEHIEEHIZES RMEMEYN volume create 855!

XFUES
BB E junction path , 7 BEEHEIBRIMHEFHER, G UELIEMENIEEEERE. NRTELES
R RIEEES KRR, MAFER_mount FESVMER S EIFHEZH IS volume mount B4
FraZ Al
* MIEEFHIETTINFS,
* SVMZ2ERAMAUNIX,
* MONTAP 9131784, eI LIBIRB AT BRENNIUESIRENSE. EEARESEMRER. FREER

volume createnpv'—analytlcs—stabeéﬁ—activity—tracking—stateiﬁﬁﬁ%]ono

BTHAEXBRENMNENRIFNEZER. BN EAXHRSED .
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p
1. QIZERREERNE:

volume create -vserver svm name -volume volume name -aggregate aggregate name
-size {integer[KB|MB|GB|TB|PB]} -security-style unix -user user name or number
-group group name or number -junction-path junction path [-policy
export policy name]
AU -junction-path BE:
° B¥{Froot . BIg0. /new vol
TR UG Z— M EHEE R EEEEHE SVM 1RE,
c EIMBERT. B, /existing dir/new vol
TR UG E— M EHEE REEHIIMBERRENFNNEE, UERITART.

flan. MRBEHERTEMNE TRIBEREGWR)PRIES. /new_dirnew_vol 2Ajg, BAFEEIE—TD
S5SVMIREERENIRE. G, EREMXENESRE GFER) FEIRFNFE.

RGN ERIE FHREE. WETLERIZSHSE MRS, S A LIEE RIS LR

volume modify e
2. BIEREEEAMENESREES:

volume show -vserver svm name -volume volume name -junction

Nl

IR ER$¥81E SVM vs1.example.com F1E & aggr1 LRIE— 1R R users1 BEiE, &A@ AR
/users. ILEMIARNA 750 GB , HERIEEE A volume (BRIAE) -

clusterl::> volume create -vserver vsl.example.com -volume users
-aggregate aggrl -size 750g -junction-path /users
[Job 1642] Job succeeded: Successful

clusterl::> volume show -vserver vsl.example.com -volume users -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl.example.com usersl true /users RW volume

LIRS 1E SVM vs1.example.com F1ER & "aggr1” EEIE— 1B A "homed" B9FiE. BF /eng/ B
FVS1 SVMMIS R H. FE L@ IAIR /eng/home, FRAMNEBR /eng/ BREiE, LLBHIA/N
79750 GB. EBHFRIEHEEA volume (BUINERT)o
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clusterl::> volume create -vserver vsl.example.com -volume home4
-aggregate aggrl -size 750g -junction-path /eng/home
[Job 1642] Job succeeded: Successful

clusterl::> volume show -vserver vsl.example.com -volume home4 -junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl.example.com home4 true /eng/home RW volume

BlEE gtree

@TU@%@UL— Notree LB EEBIEIE. HIEEHREM volume gtree create M%

BREOAR
* EAEH qtree B SVM MBS EIFTE.
* SVM L2 R AA UNIX , #E NFS Mg EHiE T,
TE
1. Bl gtree :
volume gtree create -vserver vserver name { -volume volume name —-dgtree

gtree name | -qtree-path gtree path } -security-style unix [-policy
export policy name]

TR LR EMatreefsE N BIRMISE. HWAILIRARIIEE qtree iR 125

/vol/volume name/ gtree nameo

BRIMBERT, dtree SHAHRXENTHRE, BRIGHEENERABCHNSHRER, MRERIERN
BT R, NAILITERIRZ gtree BHEEIX RIS, EHAILIHEERRNINFHRE volune gtree

modify B
2. WIFREEFERMENIZEERELIE gtree :

volume gtree show -vserver vserver name { -volume volume name -dgtree
gtree name | -qtree-path gtree path }

NGl
IR RAEIEGTESVM vs1.example.com EBI3E—1 % Aqt018gtree.  thqtree RBIZEG R /vol/datal:
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clusterl::> volume gtree create -vserver vsl.example.com —-gtree-path
/vol/datal/qt0l -security-style unix
[Job 1642] Job succeeded: Successful

clusterl::> volume gtree show -vserver vsl.example.com —-gtree-path
/vol/datal/qt01

Vserver Name: vsl.example.com
Volume Name: datal
Qtree Name: gtOl
Actual (Non-Junction) Qtree Path: /vol/datal/qtOl1
Security Style: unix
Oplock Mode: enable
Unix Permissions: —---rwxr-xr-x
Qtree Id: 2
Qtree Status: normal
Export Policy: default
Is Export Policy Inherited: true

FRSHERFR NFS FRIEZ S
ERASHERHE NFS hiaRe

e LEAR S HERRIEXEDL gtree BY NFS iR REI A SR ESHILEENE P in. BCEH
Z6&RY, EeILAERIM A RN, mIRE KRN eI EFH RSN, &iEq]
e ESHRENEE

M ONTAP 9.3 Hta, AR SHERREEENEENREIELRER, UEEEIRMNTIRPIZE

@ RERFEM, o vserver export-policy config-checker SRR ERERHEREE
R B LEAXLEERIERCEFH MR P RIFREEIRAVAIN . XLHSMNIIEENZ. MEA
MEZAFRNSLHEEE,

ERSHANB IR IR

eI LUIFER vserver export-policy rule setindex epAFNMEEIE FHAN
MESIHmS, Xi¥, EEILUETE ONTAP ESHMNIN AT Z P iEiE R K,

KFUIES
MRMRSIRSEEERR, Wixa<LIEEEMEBAMUNH BN FIREFTHF.

B
1. 4

SR ESHMNBRS|IHS:

vserver export-policy rule setindex -vserver virtual server name -policyname
policy name -ruleindex integer -newruleindex integer
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Tl
UTFan9aR SVM vs1 £&7 RS1 WFHEREPRSIKSH 3 WEHMNNRS RSB 2

vsl::> vserver export-policy rule setindex -vserver vsl
-policyname rsl -ruleindex 3 -newruleindex 2

NEDE SR

SVM EF'@EE’J’@’P%%BZ\’E’% T FHREEXER, ZFHRBESFHAN, FRIEA
PO X RN 18] & R AV E R,

KXFULES

BRI BEN e BE MRS LR S EXEK. ALK —1SHRESEXEK, BE—1TREAUSS
NEXEK.

p
1. MNRECBRENKIEESHERR, BALEDE— 1 FHERRK:

volume modify -vserver vserver name -volume volume name -policy
export policy name

2. WIFRRERILER SRS

volume show -volume volume name -fields policy

NG|
LTSRS HEE nfs_policy 28248 SVM vs1 EBI%E vol1 HIIES R :

cluster::> volume modify -vlserver vsl -volume voll -policy nfs policy

cluster::>volume show -volume vol -fields policy

vserver volume policy
vsl voll nfs policy
7 qtree DECSHREE

ER I IS HE LBTE qtree , FFEAMERFIRERIAR, MARSFHEN S, BTl
BIiE A qtree DECFHFRIEK S gtree » EETLITERIEHT gtree E]‘ﬁ@ﬂvtﬂﬁﬁg, W aT L
BT AE gtree KD BT H KR

BEENAR
S HERBE A IFTE

KXFIAES
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AUABERT, SRECIEFRSBITIEE, qtree FHEBSHHILFHREL,

EO] LITEGIEE gtree BYTHTESIRE gtree ZEREBT RIS HRERS qtree HHXEL, BRI — 1 SHEES qtree X
H*) {E_/P%%EJLX—:J %77/|\ qtree ;éﬂ*o

p
1. MNRFEIR gtree FIRISE S, EAL gtree HEC— NS HIHREL:

volume gtree modify -vserver vserver name -gtree-path
/vol/volume name/qtree name -export-policy export policy name

2. IR B ERILRIE S LS gtree -
volume gtree show -gtree gtree name -fields export-policy

5l
TS SHER nfs_policy 2EZ24 SVM vs1 £ gtree qt1 FHIEIEHERIE R :

cluster::> volume modify -vlserver vsl -gtree-path /vol/voll/gqtl -policy
nfs policy

cluster::>volume gtree show -volume voll -fields export-policy
vserver volume gtree export-policy

vsl datal gtO0l nfs policy

MEEBIT NFS B 2517

R LB TE UNIX EIEEN EIGE UNIX XXHRPRE AT & P iniE T HZ /915184
fRo En]LIERKERFIRIAIR vserver export-policy check-access . 1R
EEZREBSFHAN,

-
1. F&E . FARETFPENSHAIARINE vserver export-policy check-access i<

PUITFR¥E107E IP #iik7 1.2.3.4 B9 NFSv3 BEF it #E Home2 BYiE / BifRINIR, it ETREFEHRS
HEEE exp-home-dir MBIFIRIEIEL,
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clusterl::> vserver export-policy check-access -vserver vsl -client-ip
1.2.3.4 -volume home2 -authentication-method sys -protocol nfs3 -access
-type read-write

Policy Policy Rule
Path Policy Owner Owner Type Index Access
/ default vsl root volume 1 read
/eng default vsl root volume 1 read
/eng/home?2 exp-home-dir home?2 volume 1 denied

3 entries were displayed.

2. 1B IUAE S HERRE DRI TIELURE FinihR S S R IERHT
BAME, BNIIIEEN gtree EANTHREUNE P IKELLEBRIHRIEE,
3. MBWE, FEMICES RN,

MIXE P IR AR NFS i5]8]

AR HEEN R NFS ARz G, BNERE NFS BIEENIFHM SVM EEEIEH
[ SVM BEABUERNMIAEEE, AG, BNERFIRRZA LELEE root BR B EEIE
2o
BEENAR
* BRIHRASFNINEEFLAIEENSE AN 2IFHY 1P ik,
s IBNTEE root HRFMNEZRER.

p
1. 2R L, BWIHTEMER LIF /Y 1P sthik:

network interface show -vserver svm name

2. L root AR B ERIEETNEF HERS.
3 RERERNEHMFE:

cd /mnt/
4. {8 SVM B IP sl Al F S~ 3k
a. B HIk:

mkdir /mnt/folder
b. EHBEHILIHFER:
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mount -t nfs -o hard IPAddress:/volume name /mnt/folder

C. RERBEHMXHFE:

cd folder

UTan SR eIBE—DR A test1 BIXHR, HE testt HRHXMHRAY 192.0.2.130 IP #uhbAbEE vol1 &
, PAIGECRIHTRY test1 BR:

host# mkdir /mnt/testl
host# mount -t nfs -o hard 192.0.2.130:/voll /mnt/testl
host# cd /mnt/testl

S BIE—IMIXH, BWIEZXGBEEEHRES N
a. gt
touch filename

b. I BEFFE:

ls -1 filename

C. HN ...

cat > filename

BN—LENA, ARG Ctrl+D FXAE NS,
d. BRI HHIRNS.

cat filename

e. MBS {4

rm filename

f. REZEIRBER:

cd ..

host# touch myfilel

host# 1s -1 myfilel

-rw-r--r—-—- 1 root root 0O Sep 18 15:58 myfilel
host# cat >myfilel

This text inside the first file

host# cat myfilel

This text inside the first file

host# rm -r myfilel

host# cd ..
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6. L root AP &1, EHHNE LIRERENEM UNIX FRENFIRNRR,

7. EFHMNPIRIRN UNIX BERIERSE L, UIMEERHRHENRNBRZ—B0HER, AREESE 3
E 5 hpdiE, UISIER AR LUEREH IR

NEILEZENER

B INMR NFS B P iumihinlfa, ERILBAITE M NFS ECE SN SAN a8l 1hiYih1RI5E
Fifg, &R{R$P Storage Virtual Machine (SVM) HIiE#,

NFSEZE
TR UERA U TE SMERIRSH—SERE NFS i5ia):
* "NFS &8
NBAAER NFS BB EE XA,
* "NetApp FAIRE 4067 : ( NFS SRfEFLERMLHEdER) "
BIYE79 NFSV3 #l NFSv4 1&1F4ERT, BIENA ONTAPIRIERSE, EXNEE NFSv4,
* "NetApp EARE 4073 : (RE&LH—FHRIE) "

AEBUNENE ONTAP BRE NS E T UNIX B Kerberos hieZds 5 (krb5 ) ARSS2R4ESERLUHTT NFS FiE5

R8I, F38 Windows Server Active Directory (AD ) EZE 3 KDC *ﬂﬁ%?ﬁﬁiiﬁlﬂ’%ﬁi (LDAP) &
IRIEIER

* "NetApp FAIRE 3580 : ( NFSv4 1EsRINEEFER{ESCERIER: Data ONTAP SLHE) "
@éﬁ&ﬁ?ﬁﬂiﬁﬁ ONTAP MJRZEM AIX , Linux B¢ Solaris 2523 SUHE NFSv4 48 4 BS R8BI R 5
MEACE
TR UMEA U MME BMZ AR EH— S ECE MR B RARSS |
* "NFS &I
NBIFIECE M EIE ONTAP WL,
* "NetApp EARIRE 4182 : (EF#ET Data ONTAP ERER AN EEIZIHEEE MM RELE)
7T48 ONTAP MR ERIKME, HiREE MNEREGRMRETREEN
* "NetApp FiARIRE 4668 : (RITIRSRIELEIEH) "

BYUMAIECE LDAP , NIS , DNS Mzt A E LI#1TH 11 5%IE,
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SAN thiXEcE
MR EIRHAEETH SVM BY SAN 58], BILUERR FC 5 iSCSI BRBE 8, WEETRAFZMNENIRER

4o

RERP

£ SVM LEEWNNE, BNBERARER IR
* ERERP

MBI AHHZRERURT SYM IRE, XZ2EATEREA NAS #J SVM BY NetApp fEKRE. L5
s ENBMEIET MARHEZHRGIREA SVM RERIREMEHIEHEXFIME,

ONTAP &5 7- B EHBERIARE
ONTAP &4 5 7- EXEFHBARRE

NRIEARAEONTAPHAISLENFSRH. AT UALLR7-ENAONTAPF LA E T R LUK T7-1R
Ui /etc/exports EBEREIVREEAA MBS,

TEONTAPH, 2% /etc/exports fileMno exportfs p<: MEBLMEX FHER, BiESHEK, &AL
&I 7- RAF—FERZ P iR, EWaLURHEMINEE, HIIRIUNZ M EEEERBERNFH R,

HXERE
"NFS &g"

"NetApp AR 4067 : NFS sxfESLERFSCHEIER) "
7- 1201 ONTAP FHSH LI
ONTAP FRNSEEXIMERA S 7- RIFIRHRE,

REZ 4L 7- 0 ONTAP
MAIEX S H SHEFHITENX /etc/exports SHANEISE SVM FRIES H R
X KEN. —N SVM AILUBEESINE
HERBE
SHEE s SHENBATIEENXHRES - SHEKRERTEANSE, 8iFs
gtree o FEEHIFRE X HEREF gtree

* BRE R RRNERE

/etc/exports WMFEFNNXMH
B2 giqtree,

* REEFEXFHE. XEFH

AEHARE /etc/exports
X4

* IRFE, AJURSHRENA

FZ1 5.

* FFESHEBSSERRENR

i RIFAZ,
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fRE (WRER P IRiEEXEREZ
TR RIALPR)

e uivIE

ONTAP S H KRB RH

ENRERFPmRENENFHE
TR ARRENRRINR. HAFERFIH
BB P IERE R FRIHRAR
/etc/exports X

EXSUHE, BRLLAEESER
MEXHEBERITAR, A
-actual B /etc/exports X

F

SRR ST 2IRRYF HANA
Bo BN SHMNERE X Z RS
EVIEIAPR, HFIHEEXLENR
NEFR. ENFERFIREER
ERVIHENIR, SRS ESE
IBERPREZE— NS HAM, FIH
BEXENRNE R, AERKX
LEXMNARINE) S L ERBE R,

TR LUERES LSRR IS KR
BRMARE. Fit. ERUFIESVM
R T EPEAEEXIZGRE
MEHE.

RINBRT, BaE
REESRMEHITHE
H. BEHEXEHE
BRRIERM, EFR
REENR, EadH
EER.

®

BRI UERSFHRETRA, LBt 7S L REETE ONTAP BV T{FRE,

7- B S H A ONTAP iRl

UTFRAIERTHRETRN7-ELFE /etc/export XHF:

/vol/voll -sec=sys,ro=@readonly netgroup,rw=Q@readwrite netgroupl:

@readwrite netgroup2:@rootaccess netgroup,root=@rootaccess netgroup

ERESHEFNEHRAFHRE, SOTE— M8 MRUEMNNIERE, ARBIHSHREOES

% voll

AR
AR 1.

-ruleindex(SHMUEFNIFZR
PRI E)

nfs

-rwrule(RIFIEEHIA)

80

Element

-clientmatch (BFIHAE)

[t

-rorule(fRIFRIFEIAIA)

never

fifE

@readonly netgroup

-protocol

sys (BPIREAAUTH _ SYSH#T
BRIIIE)

-superuser(SIFBRAFIHIR)



Al

none(rootFlP_squ#_Elanon)
@rootaccess netgroup
-protocol

sys

-superuser

-clientmatch

-rorule

sys

1. BIZERH exp_voll S H !

vserver export-policy create -vserver

Element

$B2%

-ruleindex

nfs

-rwrule

sys

@readwrite netgroupl, @read
write netgroup2

-protocol

sys

—superuser

2. FRAGLHERUTSHEIZ=1MN:

o BRSS!

i

-clientmatch

-rorule

sys

3%

-ruleindex

nfs

-rwrule

none

NewSVM -policyname exp voll

vserver export-policy rule create -vserver NewSVM -policyname exp voll

B IWIIES &

-clientmatch @readonly netgroup -ruleindex 1 -protocol nfs -rorule sys
-rwrule never -superuser none

-clientmatch @rootaccess netgroup -ruleindex 2 -protocol nfs -rorule sys

-rwrule sys -superuser sys

-clientmatch @readwrite netgroupl, @readwrite netgroup2 -ruleindex 3

-protocol nfs -rorule sys —-rwrule sys —-superuser none

3. BRI ELAE voll -

volume modify -vserver NewSVM -volume voll -policy exp voll
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7- EXFHRNEB SO

UTRBIERT7-HER /etc/export Xk, HAE—1THE 10 gtrees:

/vol/voll/q 1472 -sec=sys,rw=hostl1519s,root=host1519s
/vol/voll/q 1471 -sec=sys,rw=hostl519s,root=host1519s
/vol/voll/q 1473 -sec=sys,rw=hostl519s,root=host1519s
/vol/voll/q 1570 -sec=sys,rw=hostl1519s,root=host1519s
/vol/voll/q 1571 -sec=sys,rw=hostl519s,root=hostl1519s
/vol/voll/q 2237 -sec=sys,rw=host2057s,root=host2057s
/vol/voll/q 2238 -sec=sys,rw=host2057s,root=host2057s
/vol/voll/q 2239 -sec=sys,rw=host2057s,root=host2057s
/vol/voll/q 2240 -sec=sys,rw=host2057s,root=host2057s
/vol/voll/q 2241 -sec=sys,rw=host2057s,root=host2057s

EONTAPH., T qtree mEM MR Z—: — P REEEE—1HIN -clientmatch host1519s, HEEF
MEY ~clientmatch host2057so
1. BIEFNEZN exp_vol1q1 F exp_vol1q2 S H FRER:
° vserver export-policy create -vserver NewSVM -policyname exp vollql
° vserver export-policy create -vserver NewSVM -policyname exp vollg2
2. A EREERIE— RN

° vserver export-policy rule create -vserver NewSVM -policyname exp vollql
-clientmatch hostl1519s -rwrule sys —-superuser sys

° vserver export-policy rule create -vserver NewSVM -policyname exp vollg2
-clientmatch hostl1519s -rwrule sys —-superuser sys

3. BERBEN AT gtree :

° volume gtree modify -vserver NewSVM -gtree-path /vol/voll/q 1472 -export
-policy exp vollgl

° [#ETERM 4 1 qgtree.. ]

° volume gtree modify -vserver NewSVM -gtree-path /vol/voll/q 2237 -export
-policy exp vollg2

° [#ET3RM 4 1 qgtree.. ]
MBEREEE XL THRINEM qtree , WATEMHERNS H .
FAM<SITHAEEIENFS
NFS&ZHLiR
ONTAP &R FHF NFS thiX B &ikiaIThaE. Rl LR NFS IRSEZ 8 H SHES gtree

o
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BRI UL TR T RITX AR ED IR

* REE T HRONTAP NFSTHMYIHEERTEE,
s BEBRITANENNRENEIFES. MASEARNFSEE,
c BELFEADSTHRE (CLI) , MAE System Manager 3¢ B LA %RS TE,

T #E NAS X{4i519]
R TEMEER
BHETEANIES S

nas_namespaces_ &7 junction points bEXSTE—ENENEEDH, ATFEIRERENX
HRAEBREN, BEBEEBIIRMNE R imA] LUAR &SR T E RIS, MITEREXHE
EEPIMUE, £BEPHNEAUEERRTUTERS NS,

NAS EFIGASEHESHEIAXHNENE, MEES nfs export iR SMB _share ., ~ SHBHERTE
MR TE R TEPNFRELE. BRHOAREREE R TS,

ERILRIEZFERSATERNE, EAUEREREEA TARNETHERLEBESR. BN vol3"HE

HEZEESREFAEEN /voll/vol2/vol3 8 “/voll/dir2/vol3, EZE /dirl/dir2/vol3. WA
_junction path...

B9 SVM #iE— 1 IE—HERTE,. SVM REEHBRTERREWRIIANOR.

@ BRERET RPESESIERBISIENAR A, BRA SVM RELIZE—1 load-sharing

mirror 87,
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E & HA PAIR iy HA PAIR

A namespace is a logical grouping of volumes joined together at
Junction points to create a single file system hierarchy.

ANl
BUFREMETE SVM VST EEIE— 1 BEEEZESRENRB A" home"H%E /eng/home:

clusterl::> volume create -vserver vsl -volume home4 -aggregate aggrl
-size 1lg -junction-path /eng/home
[Job 1642] Job succeeded: Successful

HA2HAER] NAS 652 =81 284)

T8I SVM RFR=(E]RY, ERJLAERLAEERT NAS shRZTEIZRM, G LUERFFE L
SMITIERFRAVEN R = (EZH,

R EEINIRERIALR NIRE, LUFIT (/) T, RTNGRTERED A= TEREH:

—Max%H, SHRTERIE-—TMEEGR
* BN, EMMEGRERGRTENIR
* ZNRYE, STEHE—NMERRNTERNARES R
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BEBRNI AR (A

BEBRNOHIZME SVM sn B EREIIVIR LA —MEAR. BEMEARAUZREEE, AR RTHE
FRo FIERMEHEFEEMEAR (AIUREHER) THEAGRL.

pian, BB ERGRTERMNHBSIZSIEETREMUTUTERE, EFMmESHEEMEAS (BI&A
data WBER) TES:

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl corpl true /data/dirl/corpl RW_volume
vsl corp?2 true /data/dirl/corp2 RW_volume
vsl datal true /data/datal RW volume
vsl engl true /data/datal/engl RW volume
vsl eng?2 true /data/datal/eng2 RW_volume
vsl sales true /data/datal/sales RW volume
vsl voll true /data/voll RW volume
vsl vol2 true /data/vol2 RW volume
vsl vol3 true /data/vol3 RW volume
vsl vsl root - / -

NI BER R =2 8]

PNITEIZME SVM ss B E=RIVIRERFEBZ MR, HMARAUREREE, AR RTHE
o FIEAEMEHERTEBARTHNESR AUZERER) -

1253
12
F

%
%
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Fan, BE ARG RTEREMMNERSESRENRERMUTUTEE, EFE=17MEA\S180 SVM WiEsE,
MENREBR N data Ml "projects’ " WEHR, —MEARER N "audit’ " IEEE:

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl audit true /audit RW_volume
vsl audit logsl true /audit/logsl RW_volume
vsl audit logs2 true /audit/logs2 RW_volume
vsl audit logs3 true /audit/logs3 RW_volume
vsl eng true /data/eng RW_volume
vsl mktgl true /data/mktgl RW_volume
vsl mktg2 true /data/mktg?2 RW_volume
vsl projectl true /projects/projectl RW_volume
vsl project?2 true /projects/project?2 RW_volume
vsl vsl root = / -

BEZMRUENHRTE

TFEARUSHNEMT, SMEHE—NMEANRIER SVM s 2= ENIR; B2, EASERIFZ—ITET. &
TEHE—TH—NRRE, AIUERETERTES, BAIUERTHERTES,
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g0, BE RGBT ERMNARESESERETREMTUTESE, HPEEMEANRIER SVM RS, &

MEANRKT— BRI,

Vserver Volume

vsl eng

vsl mktg

vsl projectl
vsl project2
vsl sales
vsl vsl root

ONTAP 40{AT$Z X S4B 3718)

ONTAP A= AR i ) R

Junction

Active

Junction Path

/eng
/vol/mktg
/projectl
/project?2
/sales

/

Junction
Path Source
RW volume
RW volume
RW_volume
RW volume
RW volume

ONTAP ZRIEIEHETE VBT B DI UEA BT S HRIPR BRI HI 3 S AT IE,

LB P ImEREIFEE RS LIRRI SR,

* BHIIE

ONTAP AJHAITRIESS |

ONTAP Jad 5 F3 RIS IRIGIE B 1 KX & P imidt T B I0IE. 1hsh, FRIHHSHINEREE ] A
THEEFIREEESHERNES I LURRSIERNSZE (T CIFS AENE)

e Authorization
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ONTAP L@ A A RS X R B R ERENNRATTIIRHARERRMERNIAREE (WRE) X
BRINAF

B IFHEEXHIARIZE], ONTAP #4715 NIS , LDAP #1 Active Directory ARS3 285 IMIFARSS HITIRIZ. EfE
F3 CIFS 5% NFS ECEFERFLLUEITXM AR, FERIELEE ONTAP RV IRIR EAENAIARSS .

BT S0 1IERRE

BEETEMIIERIRE], &0 ST P init B AR B B P el LUEZE
Storage Virtual Machine (SVM) o

ONTAP 3 M UNIX F1 Windows BRS5281#1T Kerberos S1{9343iE,

EF X IR

ONTAP ZIHE=1L2%5], UHELRAREEN SVM EBIX A4 B RHUITIERAVIE
B HIHME=1"R2LFG, HRRRBEEBINRRE.

EAFENRERSHUEE =MEENRERE:
* S (NFS) f1H= (sMB) =&k

SHHLZWLTE NFS RiHE SMB HENZ2ERREFiRLE. BAEENRIAFTUEE SMB
M NFS R IRHNFEMHEZRI R LM,

* R RPIPFXHNBERE 2%
FiERR LRI REER TR SMB #1 NFS EFinXt SVM HMiAIRl, {NZHF NTFS iR R,

ONTAP 3f UNIX BFPHITR2NE, LILENAT ZFERINARGIFNE LREEE, UNIX BFSREe
FREIZEN SVM £H Windows FAF

SMBEM NFS 5 SMB B HEBXHRARNRLIEE, NFSBENEHAISAHPR
O 215, EHERAL (Windows 5 UNX) B ANE BRSEHAIHEN %S

* NTFS, UNIX I NFSv4 REXHER LM

RIAFENEIXHHEREEREXHLEZ 2. BIUMNEFIRREXGHRZEE. TiefEA SMB 1
7 NFS ihREE, XHNREZ AR,

ONTAPHI{AI M IENFSE i & 19 5431F
ONTAP #N{AZb 2 NFS & F ik & (0 I EETAR

NFS B imb M@ B S DINIE, 7 8ETER SVM EBvEIE. ONTAP SiR{EEECER
BMERSER P imey UNIX ZiE, MmE P imdE TS 55%I5,
L NFS ZEPIHIEREE] SYM BY, ONTAP 21R1E SVM MR FARS IR BT R K73 FARSS SRIRELAB B9 UNIX

Z3E, ONTAP Bl LAIKZEZsH#l UNIX B, NIS E#0 LDAP ERER, HAZE/DEEEF—, ONTAP A&k
I AP #ITERIRIE, BRI LIEEZ 1N BIRIRSS LUK ONTAP £ RX LRSS IR
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XA UNIX EL2EB4E NFS IMRH, HHECEE LM NFS B A IRERA AP # 1T IR A ERS
X RIR RS

NREFERANR RS, NTFSHAE—EL LR, NONTAPKLIFAEXUNIXE R HISMBAF &, LUE&E
IEWindows g3z 28 # 1T B9 I0IE, XB] LUBEE EARAZAMUNIXIKF S LDAPIZMET 2N B P KSEIW. kA
ZRMIASMBAF KL, &R LIIEEONTAPHERMLE ZFRIRSMINE. R IIEERIASMBEF,

ONTAP fAfEA B FRARSS

ONTAP A& IR RINEXAPNZEFIHIIES. ONTAP EALLE B IHRIEFERS
FRVIESEEEEARNAR#HITRMRIE, AERESHIEFIRS AR &R,

EBEERAN, NIUEEHE ONTAP BT REEFP ER#ITEMIIENZFIIRS. ONTAP LU T RAHRAR
P
737 .

s AP (X

* SNER NIS 15, (NIS)

* 9MEZR LDAP 18 ( LDAP)

o] LUE vserver services name-service ns-switch B9 &RY]. BFASVMEEFRLILEME(ES
BUKERINF, XEMSIRHEEFWIINGE /etc/nsswitch. conf X,

4 NFS B ImEEEI SVM BY, ONTAP TR EN R MRS LUIREXAF B UNIX E3E, NRBFRSEEE
1Eff, # B ONTAP AJLAIREX UNIX E4E, M ONTAP ERIhxt P #1TH 98I,

TEBHEAREREAMIFIEF, ONTAP BJREXNRET R &R, SN MANEHNIFEERECE ZFRIRSS, LUE
ONTAP BEfSIERfRRET A F E3E,

ONTAP £ AR AR ¥ SVM BEERIKF#HITH NI, TECESEIRMARS IR, BAFRBX—R,
MURESMER SVM BIEGIKFP NS A 1IE. BXSYVMEEAFIFMER. EEN "2 5 S0
RBAC",

ONTAP #0fAIM NFS B imi%F SMB XHiFRIANR

ONTAP {£/H Windows NT X4 £&Z: (NTFS ) ZLIENXKHE NFS B im LAY UNIX B
FREENIFEESR NTFS RIS,

Ak, ONTAP ¥ FBEFEIUNIX FBF ID (UID) it SMB &1, ASHEH SMB EiENIEAFR GBI
a3, SMB EIER— N ELZLIRRF (SID) (EBFEE2HAFH Windows AR &) UR—1MHZ1MN5H
PR/ Windows A3t A94R SID £AR%.

ONTAP #% UNIX UID #%#%y SMB TAEFRERR Bl A] e NI +2W IR BEZENAE, EAIRE s ke Siir
#2888 R. ONTAP =¥ UID BRETE] SMB EHE, HERBEEEFTRNREY, LIZEEHEIRPT SRR 8l

NFS EREEFNTFRE

2 NFS AFIBEKIpIEIEFER S LRI NFS SHES, ONTAP & MM FRARSS 2R B A1t
XHOEAPRREUNABRHITE MR, A/, ONTAP ZFXLEREEFMHENEENE
ZFH, UHARSE, THNFS REEFNIERERTEAERERIIEREN IR

o
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MR ZBREERE, ONTAP FLIATE NFS AR 8XIERKIARNERRIIRS. EIFZHARIHRNEITEER
gL, XrIRERRESBTENMERT, MMSBAUERNIER, EEE% NFS P i,

BEEEEE, ONTAP FRAFFE, ARRKEFME—RIENE, LUEE NFS BERHAIXS—MER
B PREREMMHITIAR. AR BUTRE:

* ERILUBDIIMEBR ARARSS88 (40 NIS 8¢ LDAP ) RUER, MIBREFHERARNAE,

* ERILUBLRSMBR ARSI 2 R IXBVIER, MIMEEXLEARSS B E,

* ERIMERPHITEMIIEZ A, SHERMINRRIREXEIRRIERFETE, MTINERAE A imRERE,

ONTAP =R B EMBERREFHREREEFT. BERERTAFAEBIENIIEHRSHAINR. SEXE
XTIAPRBIZMNIIE, FHERIELIHF,

FIABERT, ONTAP ZIFBERIEFE 24 /MY, WREN, EXNAFPHITVIREMIIES, ONTAP Z3fi%
AR 24 NEABERIGREIEREREFNERE. MRAFE 24 NEIEKRE, WIbEERGERAR:
ONTAP EFEFHENRE, FHMENHRIMARSS RERINERE. MRBTRSHE LNTIREEIE 24 DA%
£ER, N ONTAP ZEFEMERIENE, LUHARRE 24 /3R,

FAIABERT, ONTAP R EEREFMER NN, WRMEN, ERVIELAF ARG, ONTAP SRLIELAZ
BABEEGEIERAE NN, MRAFE 2 /0\EIEKAR, WRERFGERFIE: ONTAP BIRMAERZAIS TR

AR5 IRIREN R, IR BIARSS B EMEIREI AR NNALREEN, N ONTAP IEEFEMEHERE, UHR
SR/ E o

£ NAS s 2 TP RIZMNER RS
IZRAEERS RNBUES

BRI IBEREENEE RS R, ERNEZEEHTEESR, AU UEERT
NAS 718,

FaZ Al
* BB EMR SO ERT.
* MONTAP 9.13.1718. ERILIGIZEAT RENMIENRENE. ERRASETEMRE. B

volume create 3% -analytics-state B —activity-tracking-state BN ono
y

BTREXBFENNENRENESER. BER BAXHRZD .

() ABERREERAUTEE “#'><|7)\

+
tb5h, FEREREREBY 255 F.

p
1. QIZEAREERNE:

volume create -vserver vserver name -volume volume name -aggregate
aggregate name -size {integer[KB|MB|GB|TB|PB]} -security-style
{ntfs|unix|mixed} -junction-path junction path
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ERAEREUILUR (/) 7k, AEALUENEEBRMNESE, BEREIFTEZELENAM. AR
RE5ERMEX.

EEERERAZAERN, NMRKIEEREEN, N ONTAP KfERMNATF Storage Virtual Machine  (
SVM) RENHERREEALIEE, BR, RENT2ERATRIEENATEIEZNMIEENREE
Lo BINEEEREMEERER, URAEEMEDME LRIV A58,

BEREFKDANE; /ENG 5H[E /eng. SNREIE CIFS HE, Windows SREEREFENAIXDAN
5, 0. sNRESH /ENG, SMBHERIBRZMIUFK /ENG, F=Z /engo

e UMERFZAESHBEEX RS, ETHREXTITINFEHAEE. B2 WUHNFMA volume create @B
AN .

~ .
2. WiIERREEAMENESRERS:

volume show -vserver vserver name -volume volume name -junction

Nl
UTRAKEE SVM VST LEIR— N EFESRIZRE N home"l%E /eng/home:

clusterl::> volume create -vserver vsl -volume home4 -aggregate aggrl
-size 1lg -junction-path /eng/home
[Job 1642] Job succeeded: Successful

clusterl::> volume show -vserver vsl -volume homed4d -Jjunction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl home4 true /eng/home RW_volume

IEMIEEMAEER A R

ERILERNMEER S RNER TEIRKES, EMNEASEES, WARERT
NAS ihinle BT ERE, RRAEANZERE SMB HZ3 NFS Fii.

FreaZ Al

- BHRSNRAUABEE.

* MONTAP 9.13 17744, ERIMCIREAT BESALERRINE. BEAREWENRE. BOdEHEE

volume create A% -analytics-state B{ -activity-tracking-state 8B N ono

BTHRAXBTESHNEMNRENESEE. B8R EAXHRLED .

p
1. ERUTHL BT HRSANE:

volume create -vserver vserver name -volume volume name -aggregate
aggregate name -size {integer[KB|MB|GB|TB|PB]} -security-style
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{ntfs|unix|mixed}

EEELR2RAZ RN, MRRIEEREE, N ONTAP KfERMNA T Storage Virtual Machine  (
SVM) REMNHERZEENEIEE. B, RENZ2EAARTIEENATHEENR2ERR. BINE
ELIREIEE R SR, USRI DM LUARRE X iR A,

O UERFZALESHBEX RS, ETHREXTITINFHEE. BE2WUHNFMA volume create B
AN .

E40
2. BIERREARAESRNERTEIES:

volume show -vserver vserver name -volume volume name -junction

Nl
UTFREETE SVM vs1 EBIE—1RA sales %, ZEREHEEGR:

clusterl::> volume create -vserver vsl -volume sales -aggregate aggr3
-size 20GB
[Job 3406] Job succeeded: Successful

clusterl::> volume show -vserver vsl —-junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW volume
vsl home4 true /eng/home RW volume
vsl vsl root - / -

vsl sales = = =

EHEEIR NAS SR =EIFRIEE

WAINFETE NAS en R TiE) EiEHE, AR EEECE NAS B imxT Storage Virtual Machine
(SVM) ERIFFEHEEIAR, MNREHFIRESR, WA LBEESIEE R, &)
MUEHE

XFIES
NREABEANEHEEBLN. NINASERPHELENRZES RPRNAEHRE. 2FESRUTEHHERS
=[BRS FRVER IR,

E{FLE NAS BPIEXNERILE, (UXEHHERTBEN, EBIELERT. ERNEMD RS
@ FREFP WX HAREEFRY. BXFAES, BERUTAIREXE:

"M ONTAP Ryes R iR MFFEE, NFSv3 B IR(IAIHEZE"

HEEHEERT, SHHERASER, I, EELHEEHHENNERMES R LENIEESH
SREEM SMB HEBWRRE TR, MREMEFEHEHNE, NAS ZFIRAILUERIE LR SMB £ZE19]
SHEaRHE.
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TR
1. BUITRR R AVIRIE:

MRIER ... WAL ..
HEHE volume mount -vserver svm name —-volume

volume name -junction-path
Jjunction path

HEHE volume unmount -vserver svm name
-volume volume name

volume offline -vserver svm name
-volume volume name

2. WiIEEEEAFRFIERRES:

volume show -vserver svm name -volume volume name -fields state,junction-
path, junction-active

A
TR RANSAIFSVM VST " LR A" ales sHIBIEHFIES S "/sales™:

clusterl::> volume mount -vserver vsl -volume sales -junction-path /sales

clusterl::> volume show -vserver vsl state, junction-path, junction-active

vserver volume state junction-path junction-active
vsl data online /data true
vsl home4 online /eng/home true
vsl sales online /sales true

T RAPIFEEAIFSVM VST EHNE A" data " BIBSFHIEELRLAL:
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clusterl::> volume unmount -vserver vsl -volume data

clusterl::> volume offline -vserver vsl -volume data

clusterl::> volume show -vserver vsl -fields state, junction-path, junction-

active

vserver volume state junction-path junction-active

vsl data offline = =

vsl home4 online /eng/home true

vsl sales online /sales true
ETEHHEHNIESRER

,ax_JL,{ma-ﬁéé Storage Virtual Machine (SVM) BIEHEHEUNGEHEIFEZE R
E8. XA LMERLESREHIUZE R, ERAILEALLERS THRNERE SVM i =
18l

B

1. RATARBETIRIE:

BEETHAR NSRS ...

BX SVM LEEHMNEHHENE volume show -vserver vserver name -junction
Z2ER

BX SVM LEBHEHMEBHEHERIE volume show -vserver vserver name -volume

AMES volume name -instance

BX SVM LEEHMEHHENS a NAEKE. ErUETHENMFTER -fields B!

EER volume show —-fields ?

b. FFEETRFIHEER -fields B3
volume show -vserver vserver name —-fields
fieldname, ..

AN
UTRHIERT SYMvs1 EEHEHNEHEHMNENIHE:
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clusterl::> volume show -vserver vsl —-junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW_volume
vsl home4 true /eng/home RW_ volume
vsl vsl root = / -
vsl sales true /sales RW_volume

UTTRBAIERTHEX SVM vs2 EHENIEEFRAER:

clusterl::> volume show -vserver vs2 -fields
vserver,volume,aggregate, size, state, type, security-style, junction-

path, junction-parent, node

vserver volume aggregate size state type security-style junction-path

junction-parent node

vs2 datal aggr3 2GB online RW unix = =
node3

vs2 data2 aggr3 1GB online RW ntfs /data2

vs2 root node3

vs2 data2 1 aggr3 8GB online RW ntfs /data2/d2 1
data2 node3

vs2 data2 2 aggr3 8GB online RW ntfs /data2/d2_2
data? node3

vs2 pubs aggrl 1GB online RW unix /publications
vs2 root nodel

vs2 images aggr3 2TB online RW ntfs /images

vs2 root node3

vs2 logs aggrl 1GB online RW unix /1logs

vs2 root nodel

vs2 vs2 root aggr3 1GB online RW ntfs / =
node3

RERRI

LBV R LR ]
ReEANETMEFA

ZERANBDEM: UNIX, NTFS, EBEMSH— STRERAEBEENRNSG A
BARBEN, BT AR, URFREFRESENR2RIG
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BEH TR, REBEAHRHEWPLR P imREa] USR] LUAREIE. L2EINHE ONTAP BT iEHEK
HEIR IR R PR R LUK A LUE BOX LAY PR AV Z F iR 28 B,

g, INRENEREA UNIX 22120, METF ONTAP IZhiNIER, SMB ZFFm(IFRIARIEE RIIREE
MNERHAITEMIIENFER) . BF, ONTAP £ANZE UNIX AR, 2B UNIX ZFF G seERRE TRH#IT
(8

LN R LUE AR PREE P %F A LABERAIANY ERMBRRZ SR AILOARX A&
[l iy

"unix" NFS NFSv3 (i "unix" NFS #1 SMB
NFSv4.x ACL

NTFS SMB NTFS ACL NTFS

=) NFS 3 SMB NFSv3 1z {iL "unix*
NFSv4.ACL
NTFS ACL NTFS

Gi—: NFS 3 SMB NFSv3 1z {iL "unix"

H)izlxﬂlﬂo ) NTFS ACL NTFS

FlexVol&EZ#FUNIX. NTFSTUER LR, BaXA—LLERN, EURIPREURF LB RAIE F in
KA, AAAPEEMEELZEER. NREBHESENRE—1FFiHE NFSv3 BFiE, MR UNIX
NFSv3 La:tuo NREE—NEFime NFSv4 BRI, MRS NFSv4 ACL izu%r):—ﬁ\g)ﬁﬁ#ﬁ% SMB
ZPim, MAFEA Windows NTFS ACL o

B—L2RNNERTERE, M ONTAP 9.5 RESMAFBEXFLERE. AXIFMES, HEN FlexGroup
HEIEHR,

MONTAP 9.2F98. show-effective-permissions % vserver security file-directory fi<
FAF 2RAWindowsZHUNIXF P F RS E X H S X 4R ZNE IR, Lo EERNESE -share
-name AT ETREREENR,

ONTAP RAISIRE —EHINXHIIR. FINMERT, UNIX, BENF—L2EXETREHIE

@ NERZLER A UNIX , BRMPRFEE T UNIX L (0755, FRIEBEIEE) , HEER
IR IRFOAR SIRINHTEE N L. FINERT, NTFS Z2RUEFAIEHRENEUZ LRI
ANTFS , #FEEBE—1TACL, AFEAA#ITRRIE,

RERERANENTE

A LATE FlexVol & (IREHEIES) # gtree LIRER2IEN. T2EATUECIRENF
igE, EdFENIHEEEN.

HEZETE SVM EEANR LR

ANTEHEHERTE LEANRZERN, BNEERTRR. TERZEEEXMRSR
WEERRR, —LRERRRHRELHIERRP SARSHIEE,
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AELERERERIN, NEEBFENER, UHREFEREREAHEEEENRNEIRE. U TEESE
A B F ISR E -

T Xt it St
"unix” * XHFRFH UNIX BIEREE,
* REWAFEZE NFS BRI
* IHIREBIENE ARERER UNIX BF1ERIRSHKF.

NTFS * XHERZH Windows BIEREIE,
* REHAPEESMBE Fif.
* IHREGERI N RIEFE A Windows FBPERERS KA,

pA=y * XHFESH UNIX #1 Windows EIZREIE, AP H NFS 1 SMB B imH .

LR Y AN TIERIE

i_ﬂé%?_ TEIEFTEY FlexVol & gtree BYRIEELZ 2R, MESURESRUEKEZT IR

LERETIRUU T A T4k

* FlexVol E4FEFE SVM WIREN L 2R,
* qtree KEEFRE FlexVol EHR LR
* X ERSBAEFRTE FlexVol £ gtree L 2ER,

ONTAP AR EE UNIX # R

2 Windows N ABIZFmIEFRTE FlexVol ERHHFIER UNIX IERINXHES, ONTAP A]
LIREE UNIX X PRo

% Windows & i ERIN BRRFREMFREXGN, ENSRBXANRERE, SIZMBIEIHE, HXLE
BENATFIEE X, ARAEXHRERIEX SR,

3 Windows EF RN EEREBIEHITEIN, ENSWEI—MIER ACL , 1% ACL ERMRRTR UNIX AR, bt

3£ ACL WME—BME, £ Windows N AR B XAIHMRE XA UNIX AR, DUREFERERIXGHEEHEREN
UNIX PR, ONTAP R={EFIHER ACL IREEfI NTFSACL

fEF Windows Z2M4iEIM-REIE UNIX R

MEREE SVM HZERELLER B gtree PRISCEEXELZA UNIX AR, ATLAER
Windows B im ERZEMIERIR, ovE, EHrIERRUEIMIEE Windows ACL
BN TR

* B2 UNIX RUR
TR LAGER Windows R MHEBI-REBMELURE R 2RIVEE gtree BY UNIX AR, WNREfER

97



Windows &2t FEB-RELL UNIX AR, MR E2mIErIIEa ACE (R FERREMIREN 0
) > AEBHTEN. &, EErUERSRRESEIR,

NREARIINIR, WA UEEEHRFIE UID , GID MHEfM (EHENLEBKANEMAEA) IR
AR, 5180, WMREBRATUID BA r-x 1R, MWATLLRE UID AXPREELTT rwx o

* ¥ UNIX 1 PREL 9 NTFS 1R

ERILAGEA Windows Z2MHETIR1E UNIX RN KERNEGLRERAEN qtree LY Windows L3y
R, HPXHMXAHRRA UNIX BRL 2R

SRS RIBRYIHRIFRTE UNIX APRERE, ARAEEEBENFAERN Windows BFFIANR. AE, &
A LATE Windows FAF AR FEEEETF NTFS BY ACL . i®IMIBRFRE UNIX £ KR H{VE Windows
BRMARNEEEL2BERER qtiree PEIXHIHXHFT, AT HFRIXEFFX ENERLZ2EXM
UNIX B2 NTFS ,

B REIPRET, FRINEY Windows 1T ARG XL ERITRERIFIE FXMFRMX M. Fit, MREFE
RReRANERERBEIFIE FXMHFE, FXERMXME, NpIEEmEmE NFFRIRE,

£ SVM IRE LR EZ 2RI

&a] AR E Storage Virtual Machine (SVM) IREZ IR, LUHAE SVM RE_ERIEUE
FRfE FRIA PR SEEY,

P
1. {#M vserver create @95 -rootvolume-security-style BFEXZ2RNSE,

BELZESERBAIEEATIN unix, ntfs 8 “mixeds
2. ETRHRIIRE, SEEIEN SVM HRELLER:

vserver show -vserver vserver name

7T FlexVol & LALBEZ2IER,

SR LUECE FlexVol XL, LUMTE Storage Virtual Machine (SVM) B FlexVol &
L BYEIREPR{E F BUMPRIEEY,

p
1 AT g EZ—:

SNR FlexVol & ... fERAHL ...

R g;lume create HE3E -security-style AFIEELEEANS

BEE X;lume modify HEIE -security-style BFIEEZERANS
%ZXo
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FlexVolEZ 2ENBIAIBEIETA unix, ntfs & “mixedo

SNRIELE FlexVol ERRIEEL 2RI, NEERBREARENREE.

BXRWEFAER. EZE volume create 3 volume modify 8%, BEMN "FIEFHEEE"
2. ZERRECE, SELEIER FlexVol EMRLIER, BMAUTHL:

volume show -volume volume name -instance

£ gqtree FILEREELR
O ECE gtree EX 2R, LUMAE qtree EBVEIEFTERBIMNERE,

p
1 BT TR EZ—:

LR qgtree... fERAmS ...

R ETE volume gtree create HEIHE -security-style FHAFIEELZEIER
NS

BEFEE volume gtree modify HE¥E -security-style FAFIEELZEER
S

qtreeZ RN AYAEEIRIN T unix, ntfs & “mixeds
MRELIEqgtreeFt RIEER 2RI, MEIANLE2ERX N mixeds

BXBFMER. BB volume gtree create 8f volume gtree modify Bn¥. 1BEN "FIEFME
EiE"

2. ERREE(EEFEIENgtree ML 2IER). IBMWALL TR volume gtree show -gtree

gtree name -instance

EFNFSIE B X415
fEFE NFS #ERIR B XA iA1R]

EARAWFE P imfER NFS 3418 Storage Virtual Machine (SVM ) RIS, BT
ZH B, RIEFENHAIERE, &5 —LoLsiMmnes g,

EFE P IEEEIEER NFS i5ia SVM RIS, BRI TES:
1. £ SVM 2 NFS i
A5 SVM BEE N AR F imiEid NFS 15 a83E.

2. 7£ SVM L83 NFS fRE 25
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NFS BR$5282 SVM ER—MEIESL(K, AIfE SVM @i NFS I, EaTeIR NFS BRSEBHIEEE
S NFS i ARES

3. 7£ SVM LECE SHHER,
B ECE SHRE, LUESH qtree AIEE P IRER,

4. IRIBMEMFEIFR, 7 NFS RESB[BEEESHN L EMEMIZE,
It F B rIREEIEBCE Kerberos , LDAP , NIS , ZFRBRETFIAHAE,,

fEF S HERIRA{R NFS IAlRE L
S IR INEIT S Z P iR B gtree BYiHIA)

SHEBRBE—1MHZ export rules , ATFAEENEFIHIFRIER, HEENSERE
HMERFineMELEEFIRFIARNE, USiAR%S. Storage Virtual Machine (
SVM) Lt EEEESHMUNSHKRE, BP iR EEIRREIE,

BRER— I SHRESE1NED qtree 18XEL, BIFREERFmMNEN gtree ViR, SVM AIUEEZ1MNE
HERER, Xi¥, EaIUMEEZ M ED gtree BY SVM HITUUTIRE:

* 1 SVM ENET qtree DEEARNSEHER, MUTHIBENEFIHEY SVM REMNEH gtree BI1H1A,

* 79 SVM B9Z 1B gtree DECHEFIRISHEREE, USKIABRINZE A iminRES], MEFNENEH otree
IR HERRS,

NRFFImA HIERSHREAAFIIAELEK, MIERERK, HERRBELIVEE. IREFIHESS
HERBE R ERMNIALES, NREL R WRSERBAT, WRRIELRETR,

ERILATEIZTT ONTAP BIRS EEhE LT HI R,

SVM RYRRIA T H 3R B

F1 SVM I — T A ESEMRNNRAT LHREE. SAFEESHNNTHREE, F
PimZ 8E15IR] SVM ERVENHE. SVM FEZEIE T FlexVol BEBNS —1F HRESHEX
X

BIEESVMEY, FRERFSEMIE— MR ANZASHIE default SVMBIRSE, BTN LML

— MRS, FREA YR SVM EREEE, &, EHAILERMANEIEZBEEX SHRE, & LUEN
MEBBIARHEE, ERERFREOARHERR,

A EEH SVM LI FlexVol £, FERARZEIRZE, HiFHEES SVM REFFINFHREEEXEL, 2
INERT, £ SVM FEIZNES NS SIREMMIAFHRIBEXE, EaILX SVM RESNFrE &R
INRHERE, WAIUASTEIEE—NSLRE. ERUEZNE5R—SHREAXEK,

SHANB TIERE

SEMNZFHREINERR, SEANSRELEEENESHTRE P iRTE0IR
BERHAITA, LBEIFILGIER P isihRIER,
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SHERLAEDEAE—NSHAN, FEEHREF K. NRSHREESSOMN, WXERNRFZEREIE
SHREPHNERIRFHITAIE, MUIRFBRNWERSIFHSRE MREMNSEFIHLE, WSEERZAN
FUAPR, MABLEEMIN, NRLETENMAN, &P IHREEIELTRE,

TR AR LU R MHECE T AN LA E = 7 i i7 R AR -

* RIXERBZ P IR AR Y, B0 NFSv4 8¢ SMB .
* BPIRIRRNT, FIMNEANRE IP ik,

MERAKND -clientmatch FEEN4096 N ER,
* FRIBATHITEMRIENREEE, HIi Kerberos v5, NTLM 3¢ AUTH_SYS,

MRENMNEE T Z 05, WEFIHBRSRERMGLE, 7 aeRALERN.

M ONTAP 9.3 FHif, BAILUS S EIREBIOEENEAFLREA, UBEESANTIRHE
REMFM. o vserver export-policy config-checker (RS SRHARERERHERLS
(D) 2 CEERXEE R RRIERE N NERERHR R,

L EEENR, MELENERAPHNSEEE,
Nl
SHERBEEEGUTSHHNSHAN:

* -protocol nfs3
°* —clientmatch 10.1.16.0/255.255.255.0
* -rorule any

* -rwrule any
F P ImIFIEERER NFSv3 i &IX, HEZEF IR IP #bik 10.1.17.37 ¢

BMER FimiGE N IED, FP Y IP ikt 5 S HANPIEER IP iU FARBFMFR. Fit, T UL
FORI, HERNAER T & F o

Tl
SHREREEREAUTEHNTHAN

* —-protocol nfs
* —clientmatch 10.1.16.0/255.255.255.0
®* —rorule any

* -rwrule any
B R IRIAIREREANFSVATY LR, B IREYIPHIE/10.1.16.54,

FRmpR YT, HFEEFPwR IP MUt TFHEEFMR. Eit, FRREERD, RNRERTRIIE
Pif. TILREREM, FFIHERA LIRS IRT HRRR,

Nl
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SHERBEEZEGUTSHHNSHAN:

* -protocol nfs3
* -clientmatch 10.1.16.0/255.255.255.0
* -rorule any

* —-rwrule krb5,ntlm
EFim 1 89 1P #ihk)9 10.1.16.207 , f#F NFSv3 il &iEXiFIEIERK, HER Kerberos v5 #1TH 13501,
EPuR 2 B9 IP #iikA 10.1.16.211 , B/ NFSv3 il &IXIARIER, HEMR AUTH_SYS #1TE ML,
XFNE P IR P IAE YA 1P it Ithd, RIRSHATFRAER P TRiEiAR, MABEEFHER

Wi eREHITEMIE. Fit, XM PEFFRHRFREZFFRENR. B2, JEFFE 1 REFR5 AP
R, EATEREIMENTEER Kerberos v5 HITEHRINIE, BF K 2 FRRFIEG IHIENIR,

EER2LARTIHNEF K

NREFF MR ERERFIESHANEIH R SEHH. AT LLEFELIBREZE Fin. 1
] LACK AR U LRSS EE & A7 ID none TEIHIRAISEH,
EFRAEERANZSLXBRIIEHENSEE, ENCRERRMZSLIMTERIIIN, RERFKHTH
HIIE (R2AEH AUTH_NONE ) o BRAERT, BFHSEMELARZES. B2, EaURILER

none S, Alt, K2RAKRFILHNZFIHZRGIZIERAF IDo o -anon SHATHE HRLXLER
FisBFAFID. NIEEMAFID -anon SHMTEEMAF. FEEBEEZUNESERBFINR.

HBERE -anon SHCEEM 0 to 65535,

DECLABYAFID —anon WIEE P URIGIEIERAVEER
0-65533 FEPImIAEERGRNEERAF ID, FHRIEAIA

FECERIRIRIFIH IR BR.

65534 ERIRIHRERGRF EIAF nobody , HiRIEALLA
FECERMRIRFIHIRNIR. XZ2AIAE,

65535 BRESEILE ID 5, RBEEAEFIHRNIFRIERESHIE
4, FERFPIHSFEARZRESEE AUTH_NONE BRE
Do MREFHEF ID N0, N7ERETE|LE ID B
, WEFImABEARIEREWIELS, MItE P iR
FHEEMAEMZSEREREC,

ERETIEY none, BHHIEE, RIFSHRERLERN, NL2RERTIENEFIKEESHMNEY, BFEE
AT

35 EHE none EEE3E none %ﬁiﬁﬂﬂjﬂ"ﬁf@iﬁgﬂ'ﬂg)ﬂﬁﬁ”ﬁﬂ’ﬂ
IEIES
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R%EHE none EEE3E none BEERINHHNZ2LERNEF IR

MIEER
£ =i B4, RAERLERR
=i S UER BRI
=, =, UERSHRE
Nt

SURBRESEFUTSHNSEHAN:
* -protocol nfs3
* -clientmatch 10.1.16.0/255.255.255.0
* -rorule sys, none
* -rwrule any

* —anon 70
ZFIE 189 IP #4ER 10.1.16.207 , A NFSv3 MY &iXiA)ER, HEA Kerberos v5 #H1TH DRI,
ZRUH 2 B9 IP 4t 10.1.16.211 , A NFSv3 MY &IZIAIENER, HEA AUTH_SYS #1TB1950I0E,

FFiG 3 B9 IP #4ER 10.1.16.234 , A NFSv3 MY AIXIAIEER, HERBITENRIE (RALEEE R
AUTH_NONE)

FIEX=1"EFPIRNE P IHARTNYAD 1P s ithid, RS A FERECHER ID #Fi@id AUTH_SYS #
TEMHWIEMNE P imHTRiEAR, RiESHATFEREMNEMZR LR RITEMHIIEMNE R IKUERF ID A 70
MNERZBFBMH#HITRITNN, EESHAFNEALZEEERTETIHE, BEXMBERT, XAFEETR
IRFN T AYIE B A = B F o

R, ZFim 1M 3 REEFARF ID A 70 NEBAP#ITIEE . R 2 HABECHAR ID RFRE
AR,

Tl
SHREREEEAUTSHNT LN

* -protocol nfs3

* -clientmatch 10.1.16.0/255.255.255.0
* -rorule sys,none

* -rwrule none

* —anon 70
EPim 1 B9 IP #i3k79 10.1.16.207 , {EA NFSv3 N &iXiFiREXK, FHER Kerberos v5 #H1TH1450E,

FFIG 2 B9 IP #4E 10.1.16.211 , A NFSv3 M &iXiA1a)iEK, HER AUTH_SYS #1TB 45010,
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B 3 BY IP #iE7 10.1.16.234 , (£ NFSv3 N &EIFRNER, HERH#ITEMRHIIE (RATEEERR
AUTH_NONE ) o

FRAX =M mNEF iR 1P ity ItEl, RRSHRITERB AR ID Hi@id AUTH_SYS #
TEMEIENE A HEHTRIESE. RESHATEREMEMZ 2R HTEHRIENE P iLUAF ID A 70
WERRBFSHHEITRIRNR. RESRNATFUERAR B HITIRE B,

lJﬂ: FPim 1 EFim 3 REEMENAR ID A 70 WMERAFP#HITIRE AR, &G 2 EABECHAR ID 3R
RikifieE], ERHELIRT R,

ReXRBNAIRER P imiha%Rs!

EFPIRERHTENRIENR 2R ESHMN PEERFHRIER, BoA7THRReRE
NMAIHBRE R P in A & 8K gtree BYITRIZR A,

=M RERYILIRIRAIGAT

1.
2.

i
S¥i

N

$E

3. AP (MFAF ID 7 0NEFiHK)

dr]

BT RL2LXETEIHRRANBINGE, FIESDRNPERIGRLS IS, HIEREL T

B P IREREUAFRILS! .. XLEFRISHMNE R P inH LSBT ...
EBRAPRi% 3% (-rorule)
EBAFIEE 35 (-rorule)fiRE (-rwrule)

HBREF Ri% 35 (-rorule)fl] -superuser
BERRAFPIES 3% (-rorule)fIXE (-rwrule)ll -superuser

UTEX=NERSHPE— M SHNERLTLEKE:
* any
®* none

®* never
MZELRBRERTF -superuser B,

* krbb
* krb5i
* krbbp

*ntlm
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® sys

RIE=NERSHRPNENSRLET A IRNREREN, ATRRIHIUT =M

FERIRNT 2 RE R, BRI ...
528 his B, fEFAECRYAR ID JRENZZK5!BY1A R FR.
S5iEEMNALE. BiFRSHEEED none, FRENIZZR 5 B9IA PR, (BENAF IDHEENER

}EHF —anon %%&o

S5EENALE. HBiFESHAEIEEDN none, R EIREVZEH | BEIFRR, XFERTF
-superuser ¥, EANEIRLZEIE none BMERTE
EH2u0t,

Nl
SHRERESEAUTSHNSHAN
* -protocol nfs3
* —clientmatch 10.1.16.0/255.255.255.0
* —-rorule any
* -rwrule sys, krbb

®* —superuser krbb

FFIE 189 1P #4E 10.1.16.207 , FBF ID A 0, fEF NFSv3 thi &iXiFRIIER, FHEER Kerberos v5 i#1T
SPEIE,

EFim 2 89 1P #1359 10.1.16.211 , BF ID A0, 68 NFSv3 MM &IXIAIER, FHER AUTH_SYS #1T
B{HI8IIE,

B 3 BY IP #ik7 10.1.16.234 , AAF ID A0, A NFSv3 il &iXiARIEKR, HFERHFHITESMHRIE (
AUTH_NONE ) o

E P ImIFRTMYA IP it S5FrE =B P IRLAE, RiESHAFNEERmETRIEAN, MAZREZESE
B, BESMATFERESHNARF ID HER AUTH_SYS 8 Kerberos v5 #1T B R I8IEIE F ik# TR 54
], BREFPSHAFBREFIFRARP ID A 0 HEA Kerberos v5 #1TH P IEIEAIE F o

Fit, FFE 1 RFRSEFBAARSHENER, RANESHRE=MHESHRILE, TP 2 FRESREIHRNR
R, BRSRSBLEAFIFIENR, ZFME 3 RKGRITIFRNR, BIRBLKAFHIEINR,

EEBLAPIBRER

FECESHREEE, EFEEEEFEREWEIAF D0 BIELRAFR) NEF IR
[EIERFF RN E F AN SR & EBE T

£ UNIX IRI5H, AP ID 9 0 ABFRAEBRAR, BEM root , I ASAELIRIARNIR. BT
RE, ERBRAAPNRARZREKR, SEERAZNBIERE,
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FANBERT, ONTAP =HHF ID A 0 NEFIHMSNEIEZRRAF, B2, ErLUETE - superuser BT
FEUARIER LB NMERF IDANEFIHNSEHMMNPEE, UTENEROED -superuser S

* any

® none

MRKIEE. MWIEABKINEE -superuser B,

* krbb
*ntlm

® sys

BIE. BRHAENARNIEBFIDAONEF iR -superuser BHECE:

IR -superuser SHIEF IFHL 2 LE e, BRI ...

UYiS] SREXAF ID /7 0 BB P AR R,

YT LIFFIDHRIEENE R BF B9IREUAIR -anon &%)
RESEEHNIR, X5RIEFHIEE SHIEE R LXK
noneo

MNREFRERAFID OiARRANTFSZEERMBYE -superuser BEIEE N none, ONTAPEHERZBF
8992 FRBRET SRIRENE AR 1R,

ANl
SURBRESZEFUTSHNSEAN:
* -protocol nfs3
* —clientmatch 10.1.16.0/255.255.255.0
* —-rorule any
* —rwrule krb5,ntlm

* —anon 127

E R AIPHINEA10.1.16.207. FBFIDA746. {EHANFSV3thi kiXiFRIER. HERKerberos Vo {TH 91
i,

EFiR 2 B IP #i3E5 10.1.16.211 , BB ID &5 0, {#HH NFSv3 il &iXihiRiER, FEHR AUTH_SYS #1T
BSPEILE,

XN E PRI P isA Al 1P #tTER, RiESHAFrMFrE R P mHTRiERR, MAEE P HER
e £ R AHITEHIIE, B2, DEXAE 1 FEESIHNE, ENTERATH ENTe KR
Kerberos v5 #{T &3 1E,

BRI 2 AIRF[ERALHIINR. HR. ESREFIER. EN -superuser RIEESH,. XEREEA
A none HENFAFID 0RFEIER, FF K 2 WIRER BRI, RARREXRES5RE SRR,
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Nl
SHERREEEFUTSHNSEHAN:
* -protocol nfs3
* —clientmatch 10.1.16.0/255.255.255.0
* -rorule any
* —-rwrule krb5,ntlm
* —-superuser krbb

* —anon O

FFim 189 IP #iik) 10.1.16.207 , AR ID 9 0, £ NFSv3 il &kiXihiEIER, HEER Kerberos v5 #1T
S1HIIE,

EFim 2 B9 IP #ihk)9 10.1.16.211 , FIF ID &30, A NFSV3 i &ZEiRRIER, HER AUTH_SYS #1T
BRI,

XN E P IHINE PRGN P ItItEE, RiESHMAFNFAERRHEHITRIIAR, MAEZEFIHFEH
IR L EKAHITERRIT, (B2, DAXAE 1 FEIEEIHNE, ENECERIIHENTLER
Kerberos v5 #1TEHIRIE, B K 2 A=RFIEE 150N R.

SHMNAFEF ID A 0 WEFIHEHITEREFIHN, FERHIERSEBEBFIAE. BATE5REMNE
FIDFMZ2IEBIIA -superuser parameters®E P im2 A IRENRE BAAFIHRNE. RAEZEEES
EE S ARIA -superuser B8, MERKE G 2 MGEIEZRHBR, EXMERT, AP ID A0,

ONTAP WAl S H R BR BT

NTRERGIERE, ONTAP ERAZMEFREEENIMMBALAFEE. XiF, SMH
SR RIESMELE, ONTAP PILUERMAMES HEREEFN, T ABEFUNREFH
FR& el LAFE B G AR % F i i [0 (0] o

TR UEESHRBELUZHE P imx NFS SHiinR. 8MSHRBHLSMN, mETMUEHEESR, B
FRANSERIGRZEF HLE, HP—LSHER ONTAP S55MER (5140 DNS 3¢ NIS ARS588) BXR, X
RIS R, ENZHANBEEFNR,

SIMERAXLBE RERENNE, ATIREMEE, ONTAP BIEEEEHEESMEFINE T R4,
DT AR S SRBE AR 3 R PR SR BYBT ]

EFRMR FENEERR

1Hia] E P iR EIEN T H SRR AT RRET

Name UNIX BFZEIFERZ UNIX FBF ID BYBRET

ID UNIX FBF ID EI#BRZ UNIX FBF ID #0148 UNIX 48 ID
SRR

FA FARZAER IP HhiAgRRsT
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RFRN FERE B R

Iz WLE LA BIFERZ B 52 |P kAR S
showmount M SVM s 2= e FHIBE RYIF

SNR7E ONTAP K ZRFHIGIMR RN B IRARSS 83 LV E R FMEERMZ EEN T XLEER, WEFNETAIERES
SHEIEE. RE ONTAP SERNENERGBMRBIHMER, BAENEFRBTRAEIHA B BIHTEYE LR
Bl

ZEESINEENS— I HERERZ ONTAP RRBIHEEFNER, BAEZHSRRRSFRBEIEEIHRE,
NRZREXMIER, ONTAP BULMER HRIFEERMEEFNER, UBLLEER P inHE,

FEt, RzpIIBE P i eiE KA RERRY, MAIZKMBIE P imiHRERA R EX IR P iR
U THIEHIEREY, ERIUEEH FHRIFHEL S HREEEF,

IHREFH T{ERIE

ONTAP R AREFREFMES HREMNITENER, UHEF BB gtree RYIIR)12
TEER, ZFALURSIERE, RASERER ImAIX /0 15 KEHITS HSRBESHN PG
ZELL, MIBREFEFRREENREZEREZ,

/Y NFS BPIn&IX 1/0 i5KLILRIEE gtree ERVERIERT, ONTAP #RAFHEE /0 BXK, MHRERKRT

EZIELE 1/0 BR. WIHESRIOESED gtree XKEXHIFHREAIS N SHRBEIN, NREH gtree BIIRF
BREE—THSMEER, WAIRFEMRBRE ENS T RUHRBRITIINE,

EER, WWHEHERTM NFS BEFIHAZENED /0 1BXK, FIINREL, BN, 5%k, SHIMEMIENE; MANX
RERTFHREHIBER.

£ ONTAP HEEAMN S HREINHRE AIFEZELIEKRG, ONTAP RTEAREFFEIE— KB KFE
HiER.

H NFS EFIRAIX I/0 15KAY, ONTAP RIE TEF IR IP ik, SVM B ID LI5S BirED gtree XEXHIS
HEREE, HEAREHNEFETEREERESE, NRIHNEFPEELANEZE, ONTAP BEREMENE
ﬁ%ﬁﬁﬁﬁﬁvoﬁxomﬁ$ﬁﬁﬂm%a,owmpﬁwﬁtﬁﬁ%%mﬁﬁ%ﬁﬁﬁ%%mmmmﬁﬁ
Fo

YRR EANILREFFRE RSB XHEFRTLURLD SIMER MRS 88 Z BI AU ERNREZE RS,

MIBREFRRRE BN S /0 IERATENFHRBEMNITHEIRRERRE S, RAlt, ERAIRIREFRILE
REFIRLARENTHE, MMTEERSEE,

IHREFSHNITFRE

SN SHATERFREFPFENRFEAR, 7THXESHNIRRER, EaIUNHE
TR, LUARNREEFH MRS FHEERNERNRIEE,

IBREEREFEEE TS ISFHANBFRE, XEMNERFEIHIHREL gree BIZF K. XEFESE
Rl 2 BifFfE—ExBYial, RUFTRSIEIEIAREFSHRE, HEBURTIHREFFRBRIERE,

TRILLA B SYM IEETRREFSH. XiF, XESHEALIREE SYM AR ERMEFRTRE. HriRER
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IBREEZFEARE, NMRDSIMERTRS 2 BB EREMERS,

MiREFFERE Description RIFTEHER (LD 811)
BEXE REBUEAZ P ImipRRInREESRB.  &/IME: 300

R=AfE: 86, 400

#RIAME: 3,600,

BEFHE SEEFIRLASIELNINREEFERE.  &/IVE: 60
=AE: 86, 400
ARINE: 3,600,
Nl

NFS B in=idiAR &R LRVE. ONTAP SREF RS SHREINTE, HIRESHERRANEEREEF
IRER AR, ONTAP K FHSREEMNEA B E R BFEENIRETFT. RIABERT, ONTAP ZFHE
FERBEHEEFR—/NT (3, 6007%) , AEBRIFTIZFE UEESFRFR.

AT HLIEFRIEFEANEMIER, TIRET — PN SECEEREEENBERAKRATHRER P imARNIAE SIS
7% B, X -harvest-timeout BSEIAIFEEN60ZI2. 592, 000F). BAINIRE /86, 400F),

M qtree RS H SRS

NRIEREARABEEBEHESH R’ ELL gtree , MBILUETEBIX gtree UBREBESE
HS H IR R MPFR S HIREE, BRI LUERRITIIRIE volume gtree modify A%
—export-policy BT BIRFRTEHE(").

p
1. EM qtree PR HERES, FRWALUTHS:

volume gtree modify -vserver vserver name -gtree-path
/vol/volume name/qtree name -export-policy ""

2. WIFREEMERNIEM gtree :

volume gtree show -gtree gtree name -fields export-policy

IIE qtree XHFIR1ERY qtree ID

ONTAP B LART gtree ID H1TRIIERIENIMNGIE, IISIE R RS P im X 4 1R{EIaRERE
B gtree ID , HEBFPimREETERE— gtree R IXHE, ErILUBTEARERSEZHA
IIGUF ~validate-gtree-export B8, FRINER T, SHLTFERAKRS.

XFIES
DEEEBSHEREIESELS Storage Virtual Machine (SVM ) EM—PEEA gtree B, tEBBABY.
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TR
1. BIPREKAIRENER:

set -privilege advanced

2. ITIATREZ—!

WMRIEZEEE gtree ID WIER ... BMANUTHRL ...

enabled vserver nfs modify -vserver
vserver name -validate-gtree-export
enabled

[ vserver nfs modify -vserver

vserver name -validate-gtree-export

disabled

3. RO FIEIENPRE A :

set -privilege admin

FlexVol EH S HREIREHFIFSHRERZS

NMREHFHRBEENEHRERS DIRERGIMEBRIRRRE,
ERFIMEBERAIREE, NXEBRIRLF IR SRR RER R M,

ENARRSRAINZES SREANZSHELLAER DRSS H KK,
¥ Kerberos 5 NFS &5 A UIEEEZ M

ONTAP £#F Kerberos

MEESRES 18

Kerberos AI A& i | RSB AEFIRHBANTESMHIIE. SHWIERATRARSE
WIERAPMHZES . £ ONTAP Ift8HH, Kerberos 7£ Storage Virtual Machine ( SVM

) 1 NFS B im2 Bl S 9I0E,
7£ ONTAP 9 A1, ZHFLLT Kerberos IfEE:

* Kerberos 5 SPIIFS57ZEMENZE (krb5i)

Krb5i fEARILMINIETE S A InFIRSS B2 EE RSN NFS HENTRE. HTFR2RRA (Fla, #EREK
EARWEDD) MEBIETERRR (B0, ERAIERMNE EMER NFS B, IEBUERT) , X—RIFEHE

Fo

* Kerberos 5 SIS0 E (krb5p )

Krb5p EARIAMNE P iniliRSS 88 Z BINFIAREHITINE. XMAEERE, HEIFEEZHH,

* 128 fiifl] 256 {il AES 11
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S&MZtRE (Advanced Encryption Standard , AES ) 2—MBETFHRIPFEFHIELZ2NNEE
75o ONTAPIZH¥FFI 128 ARIAES (AES-128)F{FER2561IZ HRVAES (AES-256)%TKerberos# 1T/
= e ed,

* SVM Z& 5By Kerberos 10 E&

IW7E, SVM BIERFILUTE SVM K5I Kerberos IHElE, XEMKE SVM EERLTEBRHEHREIER
XKACE Kerberos 13, HEUEZHAFRHIEFREEEINA Kerberos IHELE,

f£F3 NFS B2 & Kerberos HIEK

&% LA NFS B& Kerberos 28I, BAMIIEMENEFEEIFETHNELENMESTEE
HECE,

REEFENS BEUR T ERERNE P HIRIERS, HITHIE, Kerberos , DNS FHIRRAFIE
@ B, AXEASNABNAERAEXETE, GXIFAES, EERES M AGMER S,

B XUNAEEE Windows Server 2008 R2 Active Directory # Linux EAHAIFFEARS NFSv3 #l
NFSv4 i&& ONTAP # Kerberos 5 FiF4HRHGI, 1BERIRARS 4073,

B STECE LRI

ST

e Kerberos

B TERZERD EZFL (KDC) EEBEMM Kerberos , F#1ETF Windows Active Directory A9
Kerberos 3§ MIT Kerberos o

NFSARSS B MER nis (EAEN SR EARNERAN,
* BRERS

B TEIFBERERZ 2B RIRSS, 140 Active Directory B¢ OpenLDAP , ZARSEBEAFERET
SSL/TLS B9 LDAP »

- NTP

BB —1Nz1T NTP B TERSEIARSS 28, /07 B LLERIRY Bl fRZET $2 Kerberos H{AINIERK, HAHIT
g3y

* HEAET (DNS)

S UNIX ZFIRFIE SVM LIF S BIE EmA R mEHEKE T E KDC SEMIERIARSIER (SRV
) o FMEZ5EYAET DNS IEHEET,

* ARIKA

BB UGTE Kerberos IHHFEATE—THPIKF. NFS RSZ|HAEEA "NFS' " fEREIT RN AN E
2

1M



NFSEFIHEXR
« NFS

HIEHRECES MNEF R, LUEFA NFSv3 5 NFSv4 i@ MK #H TR,
B Im Az RFC1964 #1 RFC2203 o
* Kerberos
HAUEHIEESNEF iR UER Kerberos S31IE, HABFEUTHFARES:
° Bi2H TGS @Em=,
AES-256 AliRftERIBANRE4.

° B TGT BiERETEmMEIEE,
> BIEMAECE Kerberos 13,
> BBAGSS,

fERIT B RN

° IBMIEIT gssd FH -n 8%
IB0IET kinit Lrootl AP 512,
* SR IREDIER R B EHIRERFIRE,

XIERTLUAGER Kerberos ##1T AES NIEBRMMRERS MM FE4E,

* DNS
HERECES N iR, LUGEA DNS #1TIEMRYE TR,
« NTP
SNEFIRIBHAS NTP AR5 2:RD .
* FHAEER
BNEFIHE /etc/hosts M /etc/resolv.conf XHEMMAHIEE EHRBIENZFIDNSE S
* keytab 14
%A%F IRERAER KDC HRY keytab X, HMANAEFE, MEBXEMMA AES-256 , LIRIG®R

* Bk ATIRERENRE, BERHEEDIUERARIMNEEZO: — "ATS5REMNEE, —MHETS5EERN
HIBE.
ﬁﬁgzﬁflbg*

* NFS #r[iE
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RGO NLERB B NFS ¥R,

* CIFS¥FAIIE

CIFS WrIIEZ A%, RETE[ERAZNATRIETEE Windows EIEA B EULINEE, 7EMMREAYLE UNIX

MRRARRE IR,

* SVM

EURERFLEVRE— SVM,

* SVM A9 DNS

e ES SYM LECE DNS

* NFS fR5523

BHTETE SVM EEZE NFS,

* AES &

ATRERBNLLM, BRI NFS IRSBREBRNAGFX Kerberos #1T AES-256 1%,
* SMBARZS 28

MRIETITNRSINRE. MBFRELESVMEEESMB, S NGRS EESMBARSS 22,
* Volumes

TR ARB—MREMED— N ES, LU SVM ER,

* IRE

SVM HRENNEE A TERE:

Name EEIRE ...
e Mg "unix”

uiD root 2 ID 0
GID root 3 ID 0
UNIX AR 777

5R&ERE, BEERTURBE—L2ER.
* UNIX £

SVM AZECE LT UNIX 48
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LB FR
STiRtiE

root

pcuser

* UNIXFFRP
SVM ATECE LI F UNIX B

RR& FF ID
NFS 500
pcuser 6554
root 0

441D

65534 (7XBl#E SVM BfE ONTAP BnitlE)

FHID comment
0 GSS INITI ERFE LB

NFS ZF iR SPN £
BE—TEERIERF

6554 fEEFANFSHICIFS Z N Bt
FEISH

EOIZESVMES, ONTAP

=BohelIZFHARnm
EpcusersiH,

0 EHNEE

MR NFS ZEFIHEA PR SPN 127E Kerberos-UNIX Z#RBET, NMIFREZE NFS BF.

© SR

T ME NS HERRICERSMNEBIES UMK gtree FRERNSHFN, NRE:IKerberosiAB]SVMHIIFIEE.
ME UK E S HAMNED -rorule, -rwrule, # -superuser IBEHBI krb5, krb5i 8 “krb5po

* Kerberos-UNIX & #RBgET

INREFHE NFS ZFIRAF SPN RIREI AR BA root AR, MHREIE—MNRESE root B o

BXES

"NetApp HARIRE 4073 | (LLLE—BHWIE) "

"NetApp HigfEMERT A"
"RAEE"

"EEEEEE
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$5E NFSv4 B9 F ID 15
EiSTHAFIDIE. e LIEE -v4-id-domain JFEIR

KFUIAES

FRINBERT, RIKET NIS 1, N ONTAP FE{ER NIS 1E#1T NFSv4 FBF ID BRgY, SNRFKRIGE NIS 15, N
fEF DNS 1%, i, MNREEZTAF D i, NelaREIRERF ID 8. MBS EESI2E EANA &L
an NFSv3 ;Féﬁﬁ'%glttljjﬁgo

3

T AU TS

vserver nfs modify -vserver vserver name -v4-id-domain NIS domain name

FCERMRARSS

ONTAP ZFRARSS IR A E B TIERIE

ONTAPZ R B MARSZ I ESE BFMEE—TRP. ZKRIEHT /etc/nsswitch.conf X
o BRI T fRZRAITIBELI I ONTAP WfAIEAE, LUER LIRIEERVIFEX HHITE
HECE,

ONTAP ZRARS MR AIHAE ONTAP AR EREMNBRIIRSERMEIRNRITIRSH. ONTAP =A%
N SVM 4P — P BIRE R MRARSS T %o

HHEERE
BRAUTSMSERELREFE - RIRRIRIRIRS TR

g3 CrEE S EXZIRARSS TR ... BYIEA ...

EM RENREH P bt X, DNS

iz EHRAFARER X, nis, Idap
AL EHAFER X, nis, Idap
MRLH EAEHRMEARER X, nis, Idap
n 44 ARG EERSTRAF & X4, LDAP
R

RATEERTREENE SRR MRS Ko
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services name-
unix-user vserver

services name-service

services name-
netgroup

services name-
dns hosts

services name-
nis-domain

services name-
ldap

services name-

IEERER .. EHREENME Hir S RIIBIE ...
X4 ZAHE S vserver
service
unix-group
vserver
service
vserver
service
NIS £ SVM B NIS IBECEHIEEMISL  vserver
ZB NIS fRSS 28 service
Idap £ SVM B LDAP BEFIHACEHIE vserver
EHRIINER LDAP RS 28 service
DNS £ SVM B89 DNS EEFIEERIIME  vserver
DNS k%23 service dns

BMEE IR EFANISSLDAPHITHIE A RIAMISVMEIRH M INIIE. WBINNEE files FHRFAMBAERRENTENIS

i LDAP & 1410 S MBS Y [E]3R

T iRsMERIRAT Y
EininsMaRiRAYARSS 88, ONTAP fERRLLTFi:

SNERRARARSS IR
NIS

DNS

LDAP

AN
UTFREIZTRT SYM SVM_1 NEZMIRSFXECE:
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clusterl::*> vserver services name-service ns-switch show -vserver svm 1

Source
Vserver Database Order
svm 1 hosts files,

dns
svm 1 group files
svm 1 passwd files
svm 1 netgroup nis,

files

%E?ﬁiﬂﬂ’ﬂ IP #toiik, ONTAP BB AMIEX . MREFRREEMER, MWiETHRZWE DNS RS

BEERAPHAES, ONTAP NZEHAMIFEX . MREHREREEMRER, WEHRFKK.

BEEHMKARES, ONTAP BAZEHIMNE NIS fRS5ER. MREWRROEMER, WETRIEEIMW
LR

SVM SVM_1 BWERFZKERTRIFRIHIBIFRSFE. Flt, BIABERT, ONTAP (XSEHAMIREX Mo

EESEIS)
"NetApp fx AR S 4668 . (RIRARS RIEKEIERE) "

{E£F LDAP

LDAP #fAR

i LDAP (REB RN MRSSEE, ERIUERAEFALER. MREKAFEHE
PEFAETEIFIRREY LDAP BRSS2s £, MR LUREFHEAREENEINE LDAP BUEEFEX
%F{DIQ\O

* 1£79 ONTAP ECE LDAP Z&j, BNEIFLSIERE NS LDAP [RE[BNE A IRICENVRIERK. BI&Em
=, BIUHRBUTEG:
° LDAP ARSZ23MIHZ 45 LDAP & s ERIS B ILED,
° LDAP AR532852450 LDAP B Z B A KRB EHE ONTAP ZHFRYEE!L:
* N2 (FREZEY) 1 SHA-1 (SHA, SSHA) .

= M ONTAP 9.8 F#4, SHA-2 i5% ( SHA-256 , SSH/384 , SHA-512, SSHA-256, SSHA-
384 1 SSHA-512)

° YIR LDAP [RSBBFERIER £, N BTE LDAP & inFECE X LEHETE.
AILUERU T RIEREED:

* LDAP &% (IREHUBTEMIE) M LDAP EE2MEE (IREMIBREMRETMME)
» START TLS
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* LDAPS (EF TLS 5 SSL A9 LDAP)
- BEEASZNEER LDAP &if), HAEEETIRS:
* LDAP ARSS 288491735 GSSAPI  ( Kerberos ) SASL #l#l,
* LDAP ARZS 2804 M7E DNS ARZ528 1% E DNS A/AAAA iER UK PTR 2R,
* Kerberos iRSS 2847 DNS fR5588 E727E SRV iR,
° BEABEN TLS 3 LDAPS , WEEUT/LE,
* NetApp S{ELHKEMEA Start TLS , MA=E LDAPS

* ANREA LDAPS , MAZRTE ONTAP 9.5 NEShk4AsH79 TLS = SSL /5 LDAP fR5E28. ONTAP
9.09.4 R"Z#F SSL o

" B EEPEREIE PRS2,
° BEFA LDAP # M IRER (£ ONTAP 9.5 NEShRAR) , HIUHREUTRE:
* X MR EE U T EEXRZ—:
" XA
* B[R, FIEREEENE
" R-F
* UIECE DNS LURITPI B THVARSS 28 2 7R,
* EHITRHIIER. HFENAERE --bind-as-cifs-server IR E Mtrue,
LDAP H#NIREAZ U TR E.

° XFFiE ONTAP hR4s:
° B2 SVM £H LDAP EF ik
(D - HF ONTAP 9.8 RESHRA (9.9.1 REBRAZIFREYS) :
° LDAPEZMEZE( -session-security &)
° INZETLSEE( —use-start-tls i%EM)
° JBIFLAPSIF636 ( -use-ldaps-for-ad-1ldap 1%EMN)
* MONTAP 9.11.1F 5. ERILAER "AFnsswitch S35 IERILDAPRIESE,
* 7£ SVM LECE LDAP EZFimEY, 75N LDAP &3,
ERZHIBERT, FIA ONTAP B Z—=EB1EMN, B2, MNRIFMEHFH LDAP RZXSXERAARE, s
TIEBLIE LDAP BEFimZ A1/ ONTAP 8I32H#HY LDAP BEFIHIEI, EXEMNIFMEERK, 15518 LDAP &
5,
* RZFHER LDAP #1TEN AR

FTFEBMES, EEN "NetApp HARIRE 4835 :  (W{a7E ONTAP FEZE LDAP ) "
LDAP EZMEEME

M ONTAP 9 718, BRI EERMETE, LUEXT Active Directory (AD ) ARSZEEMIE
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HEA LDAP £1FL 2, EiidfStorage Virtual Machine (SVM)_ ERINFSARS 25 %
LI ERENSLDAPARS 28 LWL 2I& BEBXT N,

T Z ] EAZARARIA LDAP Exﬁzﬁﬁkgﬁ&ﬂ’]*”'m FEHTHEEXS LDAP B A EHIRHITNE, LUERLL
X ERBRER. " LDAP R24K5 _ " AMIER LDAP RERFTER R, TRNEE, TEREHIHE
E, BIAMEN noneo Mt

E',TEJEHT_SVMJ:F'}EHSMB/MLEEVJLDAPK%*U_LE -session-security-for-ad-ldap %W vserver

cifs security modify wme:

LDAPS #:&

EAZNT 2B X ONTAP S0fAIH{R LDAP B{E REHFELERNEMELZ. ONTAP 1] LUER
[T TLS 3k LDAPS £ Active Directory Sef{HJ LDAP ARS5 283 E T UNIX B9 LDAP RS
BN BELEE B HIIEN=RIE,

Ri&
B ONTAP #0{afEF LDAPS 1R3F LDAP i&{s, BN T HR—EISEARIE,
« *LDAP *

(BREBRFRNN) —FATHEMERESERNMIN. LDAP BEEFHEAF, AMMKZAZTHRIE
BHR. LDAP REMBERRS, ATEEXLENRHFEE LDAP ZFiHHY LDAP IEK,

* ssl*

(R2EEFRE) —MERNEY Internet TEL KX EEMA LN, ONTAP ONEShRAZIFSSL. EE
FHAMATLS,

e *TLS ™

(fFmEZLM) BETFH] SSL #EH IETF tnERENIN. B2 SSL a4, ONTAP 9.5 E Sk
EZHETLS,

* *LDAPS (EF SSLE{ TLS #J LDAP) *

—Fp{EMA TLS 3¢ SSL 1#1F LDAP FF x5 LDAP fRER 2 EEE LT 2. ARiE_LDAP over SSL_
#1_LDAP over TLS_EBRI A B #{ER. ONTAP 9.5 EEhRAZIFLAPS,

° £ ONTAP 9.2-9.8 th, RaEfEiR 636 L/EA LDAPS » EHITII®(E. &M -use-1daps-for

-ad-ldap B# vserver cifs security modify i<

> M ONTAP 9.1.1 &, sILAEEAIEHO LB LDAPS , {BifO 636 HARING . Ak, FEE
-ldaps-enabled B¥UKEN true HIEEFMEN -port B, EXIFMESR, BN vserver
services name-service ldap client create FMH

() NetApp REETHLHER Start TLS , T LDAPS

° * Eﬁb TL*

(FFA start_tls, STARTTLS _#1_Starttls) —FfER TLS thiliR L 2@ SHINH,
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ONTAP (£ STARTTLS 1R#F LDAP i&(5, FH{EAZAIA LDAP i (389) 5 LDAP fRSEB&#HTEE, &
% LDAP RSB 2RECE N A 1FET LDAP w1 389 i#1TiEE; &M, M SVM E| LDAP fR5528H9 LDAP
TLS iEERB LM,

ONTAP #1{alfEF LDAPS

ONTAP 3% TLS IRSZ2 5 HI0IE, MMfE SVM LDAP P insEi51E 482 /ERB)fAiA LDAP IRSZ M54,
BT TLS B LDAP EF i a] LUFER AR ZAMZBIIRER AR ERSZ SBVIEBMAE ID 2EERUKRE
THEFPIHAES CAFIRPFHEERMANME (CA) ik,

LDAP 32§ STARTTLS M TLS 3BIE#1TMNE, StartTLS LIARE LDAP B0 (389 ) _EAYAESCASEREFF K
» RIRZERFHREITLS o

ONTAP Z#FLATIhiE

* LDAPS FTF Active Directory 2% LDAP ARS328#0 SVM Z[a]#y SMB tBXHE
* LDAP =Y LDAPS , BT RMETFIEM UNIX 58

B LAfEA Active Directory S£FHY LDAP ARSS233E T UNIX B LDAP ARSS 253K 7=fiE LDAP JfBRETHIER
MM EM UNIX EE, BItNEF, HAFRMEH,

* BERIR CAIEH
88 Active Directory 2% HY LDAP BY, 7EifHZ2E Windows Server iIFBIRZNSERBEEZRIER, £

FAET UNIX By LDAP fr5528:%1T LDAP ZFFIRETEY, REZERER T 1% LDAP MAREFIAERMH
REFEEERRIER.

ZINE R T. LDIPSRFERRS,

/BF8 LDAP RFC2307bis 13

NREEFH LDAP HEEFHBRELAN A EBIMININEE, WAL ONTAP BB NE
FB LDAP RFC2307bis ¥,

TEBNARAR
BRI NEFERN—EIA LDAP B IEE6IEZ— B2,

XFIAES

7 LDAP BEFImEINH, AR EA memberlid B, LWEMERIUEEZNME, HIIHBEFZAMNBEFRHZ
¥R, TEBHET RFC2307bis Y LDAP ZFIHERH, QHS(T%\TEFH uniqueMember B, ItLEMRILLEE LDAP
BRPS—MHROTETSHZIR (DN) o XiF, EMaIUERRESR, ERNARTLEEMAENRKR,

FFPERBRARNE 256 1, BIEREH, ONTAP 22883 256 AR HIAEMIE,
NBERT, RFC2307bis 2iF0FEARS.

(D) R MS-AD-BIS 381 LDAP ZF8Y, ONTAP £E A RFC2307bis SH.

FFEBIMELR, BEEM "NetApp BARIRE 4835 . (W{AI1E ONTAP HEZE LDAP ) "
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TR
1. BIPREKAIRENER:

set -privilege advanced
2. (B E I RFC2307 LDAP B FimtE I LS A RFC2307bis S2#%F:

vserver services name-service ldap client schema modify -vserver vserver name
-schema schema-name -enable-rfc2307bis true

3. BRI LALES LDAP ARS8 P 2RI R

vserver services name-service ldap client schema modify -vserver vserver-name
-schema schema name -group-of-unique-names-object-class object class

4. {ERETVLAILAD LDAP ARS8 R HFRIE MR R

vserver services name-service ldap client schema modify -vserver vserver-name
-schema schema name -unique-member-attribute attribute name

S. REIZIEIENRES!

set -privilege admin

LDAP B RIERHEIE IEIN

A LUBIZ AL E ONTAP LDAP B R iR RIS S EMIFEN A N iEIZE) LDAP IRSS 283K
£ LDAP BF#EZE, giFAF, AMNMNBAEFEE, BEETHIIA LDAP BEIFSCEER
BN ER, UNREEEXEESENEEIEEHLESE,

LDAP EFIREIAF , HAMMBAERESIRRATEET#S LDAP ZifXKW, MMEEREFRILALREEFER
g, ElEABTHERERRAESY, LEt%EFinitaenE.

AIAERNAEERE

LDAP £t LDAP EF s TH1T LDAP ETiHHIERIAEM DN, FREER, SR, ANMEKHER, 19
fEFAEHL DN 52, %0 LDAP B RAEMBNEFEHEXZBEEAIFFE— DN &, NItiETHER,

IRKIEEBEXEHMDN. MEINMEN rooto XEHREB I ENHIRRENER. REXFAIURKRE
U= LDAP EWAINIINS, BEMERRT, HBEMRMEAZ LDAP BRIMRE.

LDAP EfitSEEIE LDAP FFImAFHIT LDAP BWHFIANEEREE. AR, SERF, ANMKRAEEER
hﬁﬁ%%ﬁtﬂ?’é%—:ﬁio ERHE LDAP BWZ{XERMBFE, DN T—RHIFEIEZ1Z DN THENF
o

NRAKIEE BEXEMEE. MEINMEN subtree, XBHRETIMEREZEE DN THEBDFIN, REXEF
AR ARENIZS LDAP EWMIIENE, BEMRRT, HAZEERRAKE LDAP BRAVIERE,

B X EFEEERE
TN AR, AMMNKARTIEERRNEEENEEE, BIXHA R RFENEREMATEIUE
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ZREMEE, FNEIFERRF7 LDAP BRIBVNEED.

NRIEE BEXBRMENTEE, WXLEERBEAF, AMNKARRNENRAEREMAEE. BTEE
BE X B ENEEENSHMAIES IR ER,

LDAP BEFIHS%K ... BEEBEX ...

-base-dn FiE LDAP £ZRIER DN (IRFE, oJLUaAZME (B0, WR%E
ONTAP 9.5 REEINRAHF/ZAT LDAP /TIRER) o

-base-scope FrE LDAP £ ZHNEASEE

-user-dn FiG LDAP P EZRAVERL DNS IS tiER FiERi7s B P 2 Rst
R,

-user-scope FiE LDAP R #EZEMERSCREILSHNER T ERTRAF 2METE

—group-dn FrE LDAP £A1EZ=pVERT DNS

-group-scope FrE LDAP A{#EZEMESTE

-netgroup-dn Fi5 LDAP M5B8 Z=AVEAL DNS

-netgroup-scope Fi5 LDAP M4ELH1E R R ASEE

ZPBENXEN DN &

WNR LDAP BREMEE F, NrTReRERTE SN EM DNS K% LDAP BRHNE NI UERELES. &
AILUARAR, AMM%A DN 2HIEESZ 1 DNS , HiERERANS () BHARA, HEANEIS (") B
£ DN BRIIRIEER, R DN EE0S, WAHE DN PHDSHIERAI—MEXFRF (\) .

HAR, CEERTRENHENSHISERNE D DNS 7R, Fli, NRABFEEEE T —TMEa=1FRA
F DNS #F1E95%, N LDAP AP ERBERN FINFRER=145%E DNS FHIE1 DNS .

M ONTAP 9.5 718, X RILUIERE Idap_referral Chasing , X4, 1R F LDAP AR 28FKiR[E] LDAP 3%\ IRLEZ
, M) ONTAP LDAP ZFIHA] LUSEHIBEREN A HM LDAP IRS 8. B IRERIZENSIEMNENSEERR
MRS SCREITT R, BT LDAP RS23FHIFR, BILTE LDAP BFIGECEFRFEN T RVEL DN

ANEIESL DN R, BR. REEBRENERERER)E. 78THENIR -referral-enabled true 1%
)

{2 LDAP B netgroup-by-host £ I%AE

Y9NSR LDAP IFIRECE N AITFIRENIERMKZA, NeTLOKF ONTAP EC& A ALt Thae Hi%
FMHITBARR, XETUEZMRWBELTERE, HEDRNEALETEIE SN
IERT ] BE S EMRY NFS B P imifia) e,

EBENNE

i

)
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LDAPERMMEE netgroup.byhost RET,
DNS AR 2NFEBIEE NFS BFImIVIERA (A) FkE (PTR) &EXiER.
EMLELAISTE IPv6e HIULEY, WAIIRLRIZER RFC 5952 HRRYis BRgeRE M £ 4651 ik,

XFIAES

NISERSZ 28R MLBAE EEMEE= RGP, XLERGIFRN netgroup, netgroup.byuser,
netgroup.byhosto HIHIE netgroup.byuser Ml netgroup.byhost MRETEATFANIRMLELAIEZRIE
. ONTAP BILU7E NIS RS E8 LIRENMITNEAIEER, LB aEHmLZETE],

FINBERT. LDAPEEAEBIZE netgroup.byhost BETANISARSS 28, BR. EBEIE=FTH. AILUE
ANIS netgroup.byhost BRETEILDAPE R B ARENIRRMLZAER, MNMRESELDAPIFZALE AT
BRENIEEWELA, MR LUIEARABEONTAP LDAPE Pl netgroup . byhost METRAFR. DNFIEZEE. LA
MIRIZ EVIE R ML AR E,

18T EPE IR ENIERWELARILEE, ONTAP BJLATE NFS BFIHIEKIG DS HN ERMAMES HFN
XA AT LUB D R 48 £H 18 RIER )@ T S0 R AR B AT sE M
il

1. FREUNISHY AT EE R D Z R netgroup . byhost METESANEILDAPE R,

BR5Y DN AJREEIA TRANFE=ZATREMR. ATRIFREMRE, NMIEEMYIAVIRS DN o

2. BNPRRFNEENEHK:. set -privilege advanced

3. #£Storage Virtual Machine (SVM)EILDAPE FimAc B PEARENIEREMEELH: vserver services
name-service ldap client modify -vserver vserver name -client-config
config name -is-netgroup-byhost-enabled true -netgroup-byhost-dn netgroup-by-
host map distinguished name -netgroup-byhost-scope netgroup-by-
host search scope

-is-netgroup-byhost-enabled {true false}aFHZAIMLDAPE RIVRENIMEZAER, FIAE
H falseo

-netgroup-byhost-dn netgroup-by-host map distinguished name IEEHI R DR FR
netgroup.byhost MEIZE|LDAPERH, ©EEE netgroup-by-host IEZ=VEA DN . INRARIEEULLSE
> T ONTAP Rcg £t DN .

-netgroup-byhost-scope {base|onelevel subtrecHEEIEFHIEENMBHENIERTTE, NRFKIEE
tEB#. MEINESN subtreeo

NRLDAPE FIHECE MAEFTE. WA LA SIEMLDAPE Finic B BT s E XES KRB R EN

HITWLELEIEZE vserver services name-service ldap client create B

@ MONTAP 9.2F88. EFEZN -1dap-servers BIRFEL -servers, MHFFERRLAER
LDAP RS 2389 MRS IP il

4. REFIEENRLRF: set -privilege admin

Nl
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IR e ¥8E R " Idap_corp "HIIBELDAPE FIRECE. LUEMA B Mnetgroup-by EHIEER
netgroup.byhost BEFE A" nisMapName="netgroup.byHost". dc=corp. dc=exf{flal. dc=com "FIEKIAIER
SBHE subtree:

clusterl::*> vserver services name-service ldap client modify -vserver vsl
-client-config ldap corp -is-netgroup-byhost-enabled true -netgroup-byhost
—-dn nisMapName="netgroup.byhost",dc=corp, dc=example, dc=com

SThkfE
o netgroup.byhost 0 netgroup B RS A IR FRIFRID . LU SR HINE P g e e,

MEXER
"IETF RFC 5952 : IPv6 itk SRR =N

{EFALDAP IR LS E #1Tnsswitch 514 503IE

MONTAP 9.11.1FF44. f&r]LAFIFHIdap_fast bind_IhEE(HEFRA_concurrent bind_)3RE
TR, EEEMMERFPRFHIIEEK. BEfEALLINEE. LDAPARSZ 2R ISZ HFRIESIE LY

Ao
ETFUIAES

MR EE IR E. ONTAP JEEFHLDAPE B E MLDAPIRSZ B EE R AP #ITE DRI, FALLS DI
757, ONTAP £[ALDAPRRSE 2B A IXAF AR, BNFHENMREDE. FERS[BEERESEHESH
PEBERMEEZRILH#ITIR. WRE(1HERE. NONTAP 2EFERINE,

EENRELEINRE. ONTAP {UiEE £ 2&EZRLDAPARS 8B A XAF RIR(AFRME), AIG. LDAPARSS 28
SR EETEHIETONTAP HTFERINR.

PREHERN—MLFEZ. ONTAP EFEZFFLDAPIRS SR IFHNEZ N H A, EAEEIGH EHLDAPIRSS 23
HITHY.

T RN AR IR RS E,

"TEJL,{E%WELDAP%F'ﬁ%ﬁﬂ%ﬂﬁLDAPH&E@BEO B2. BIEINHNLDAPEFIRECETLSTLDAPS; &
N, @IS L4 A SCATZ R &%,

E1EONTAP IR EALDAPIRIEFE . EABURE LU FEXK:

ATE 25 HURGPEHILDAPARSS 28 LECEONTAP BIE R AR,
WAL B FRARSS FF 2% (nsswitch ) $4E E R AILDAPECE ONTAP SVM,
IER IR E Ansswitch B IIFEL EONTAP EIE R AP Ak,
B
1. 5LDAPEIEGAHIALDAPARSS 28 2 IFLDAPHIEREE
2. BREELDAPARSS 28 LECEONTAP BIER AR K.
3. WIFREENLDAPHIRSSE (EffC & EIR S HIESVM,
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a. EIALDAPIRIRAIERRSS S EELDAPE RIRECERYIH. 1BHIA:
vserver services name-service ldap client show
"THRLDAPE FIRECE, "

b. LIHIALETER 1dap B AnsswitchBRERIRZ — passwd FIEE. B
vserver services name-service ns-switch show

"T fBnsswitchfi &, "

4. HIREIE G AP EEEAnsswitchi# THHI0IE. H B ETEHENKF /3 FALDAPIRESDE F 15301,

o WFMBAF. BN security login modify HIQIELATEHILE:
-authentication-method nsswitch
-is-ldap-fastbind true

© HFHWERRAA. FBW "= ALDAPINISIKE 1. "

ERLDAPEITHER

M ONTAP 9.2 F4&, ErILLBRFER Y L Storage Virtual Machine
FiHER, ST EEH 2 BRI,

TEENAS
B MBETE SVM LERE LDAP B i,

* B EHE R MREETUERN LDAP R,

p
1. BEETHBERIMEREERE:

statistics show

Nl
UTRBIERT WRAVMERESIE secd external service op:

(SVM) Y LDAP
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cluster::*> statistics show -vserver vserverName -object
secd external service op -instance “vserverName:LDAP (NIS & Name
Mapping) :GetUserInfoFromName:1.1.1.1"”

Object: secd external service op

Instance: vserverName:LDAP (NIS & Name

Mapping) :GetUserInfoFromName:1.1.1.1

Start-time: 4/13/2016 22:15:38

End-time: 4/13/2016 22:15:38

Scope: vserverName

Counter Value

instance_name vserverName:LDAP (NIS & Name
Mapping) :GetUserInfoFromName:

1.1.1.1
last modified time 1460610787
node name nodeName
num not found responses 1
num request failures 1
num_ requests sent 1
num_responses_received 1
num_ successful responses 0
num timeouts 0
operation GetUserInfoFromName
process name secd
request latency 52131us

o & 2 FRBRGY
o & & FRERaT iR

ONTAP [FARAZ RIS SMB S{9ME1E] UNIX 514, & Kerberos S{7RE1%] UNIX &
P LU UNIX B{2METE] SMB &5, TILAF M NFS BEF mE M SMB & imift
1TEE, |T #EBIE B RIKREE P EIREF IR ERAI SRR,

BR T ANMEISMBSE, ETHRERRIRIRGS

s WEERR4 UNIX IF1R, RITEELE LA SMB hiRgE NTFS £,
s eI B EBEREGARF,

EXMIERT, FREHTIMIREG, RAMEEFIHEIERRNZIFE—FINBR, MARRNENEF i
FEo

HAR, BRENAFERARMIRG, MAREXNARERBIRIR,
BE, ERLR—ARFPREENSERF. fi, ERJLOFLL SALES ke ERIFRA AD B BRI EIRE
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UNIX AFFIAFRY UID .

BIRIRF B TERIE

2 ONTAP AZBRGYF P RYEHERY, ©RE BRI MR EEZEH LDAP ARS8+
EEFERERS, ERNE—TERRANNEXRE, UKNEIRFEUAT SVM B3
MRS ECE

* J&ATF Windows El UNIX HyBREY
WRFKRIKEIMRES, ONTAP BE/NSH Windows HF B 2EN UNIX RN EMAEF B, MNRILRER
EEA, MREEETIHA UNIX BF, EMSMEARIA UNIX BF. NRKEEMHIAUNIX BF, #8B
ONTAP 7574188 X fh 75 TUFREN AR ET, M BRETRE LM FH R B 1R

* UNIX F] Windows BYRgET
MBRKILEIRET, ONTAP BEiXEHS SMB 1HHHY UNIX ZFRITEZAY Windows MK, SR IMIZIERIE(E

A, WML SMB BF, EriieREEEAF. MRREERINSMBAF . HHONTAPH T EET
75 TOIRERAREY . BREPR R MR B £

AIMBERT, HEAIKF RS EIFEERFNIA UNIX B SIRAKIEERIA UNIX AR, HHEHIKFREHFRK.

* M ONTAP 9.5 F4&, f&a] UG IHEN M BRETE2RIA UNIX BB LSNP
* £ ONTAP 9.4 XBEERirAF, B EEITENKF RS EIEMARF,

BMERNITENIKFENX T RIRIREY, thaZBXERT,

218122 UNIX BB 2| Windows FA P & Bt

728 UNIX FIFBRETE] Windows FAFBEY, ONTAP X#FZEHER., RAKIERMBEE AR
MR EERUE RS SRRV LA, EEIREILELER L, oE, Sia] L
BEERRETETIER, ZVIRERBELMVZEEEHIIRER, FRINFHTER, HE
R [EILECER Lk,

IS ENAF M UNIX BB E) Windows FF B RBRET1EZ
BEBTRZIGAR ZMENTIERIE, EXUA T EEETINAS5S ONTAP BEE&EH. S5SMBARSE S EIHMActive
Directory(SEXRAIUENEEE. LAIUSRHRRNAREEZ—. BIAGEERHIEEE,. FIHESVM
LBISMBARSS 28FRIB AV,

* WEEE _

BEREEE, MMEEEET. RSMBIRSHNEEHSS—MIAEENEEE. WEHAUNBETFZE
SRR P #ITRHIRIEAIEIR. RZTFA

UNIX AP El Windows A & BREHEZR RBEE NS — MR Z B ABENREEE LT,
* HIAEE _
MFHIGEE, EREES—MH. EXMERT, ERALUNETHGEREERNAERH#TE 5 IIEME
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o
1T UNIX FAFE] Windows FAFP ZBUHEREY, RASKRRSTEAERHIGEERNE.

* Inbound trust

MNFNUEEE. F—MAGEESMBIRS B EE. EXMERT, EELENEFANEREEENAFH#T
S IIESHRAY

EHIT UNIX P El Windows FAF ZIRITERE, RAAIRRS AR NGEERI,

snfaIfERBECTT (%) ECERRFBISEIEER

£ Windows F3F R BVEIER 72 E @RS A B T # TSR MMENEER, TR T WAIERVRIREY 5% B FUIER
DERBRNTRERSEER:

Pattern EHifn P
root {asterisk} {R&AMT} {&=HF UNIX BF "root " iEM5TEIZ N
M} BER "administrator' " BIEF. RHAESK

RIS ZRTEREEE, BEIIE
E—1EZ R "administrator’ " BT
EeAP ALk,

{asterisk} {RFMT} {&RF BAUHY UNIX B IEMRSEIAERAY

L} {asterisk } Windows FBF ., RFIERINFIEE
FrESEELE, BEREIEFZE
I E—NEAF f Lk,

W, {asterisk }
{un® 4T} {un
@ AL} {asterisk
} {UGERTF M UNIX
Zl Windows H9%2 #R
&, MAEER.

AT SRR

ERILUEZE LT RM A2 —RBER T SRR LRNREEETIR:
* {EFH ONTAP 4iFRV B A MBI EEET IR
* ERERENEEREEETIR

FNERIE UNIX B P BRET R (EREECRT BT B P AEE5 Y Windows AP, MISERREREEEPERIL
Windows A, S0 TFFR:

* IRECE 7T EEREEITIR, NRASEHLRTIRPIZIRFEHRETH Windows R
* IRKEEEEREEITIR, NWSETRBFIENEREEHFERK Windows BF.
* MIRECLENRAZEENE, NEEEHPEHRAF.
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9NR UNIX AR EIFR P B Fig B EER 8 Windows FBF, MISEFEHFEHKIE Windows FBF.

A VRBRES AR

ONTAP ZA=AEN SVM (REB—HIEZEMN, SNINEE SIS . pattern F
replacement . ¥R MR FIRBIFFLFG, HIBEFE— LA ITER, RS
UNIX BB ENRER, BRME—NFRTER. HPESRMEAPHNFRERENX
5. SUNIXRBYER—FE sed 1Tl

B R FRARGY

e LUEA vserver name-mapping create ¥ LUBIERRIRIRGY, 0] LAERRZFR
BRET{E Windows AP BERSIAIR] UNIX R2IERE, RZTFA.

EFUES
FFEN SVM, ONTAP BN AHE=x%Z 12, 500 PMNEIRERET,

p
1. BUERARAREY:

vserver name-mapping create -vserver vserver name -direction {krb-unix|win-
unix|unix-win} -position integer -pattern text -replacement text

o -pattern # -replacement BRI URENENRER. EHAILIER
@ -replacement A FERATEMRFATRBIHIELMRFEIBAIER " " (ERFN). BER
vserver name-mapping create BEXFHAEE. BEILFMIL

BIZ Windows E| UNIX BREJES, TECIEEHTBRETESS ONTAP R4 7 T EZAVER SMB & im#ERA I
AHHBEMERT BB

Nl

TS RERA vs1 BY SVM LRI R FRERET, LEBRETBISMARTIFRFPME 1 &M UNIX T Windows HYBR
8. BRET=IE UNIX FBF johnd BRESE] Windows FAFR ENG\JohnDoe o

vsl::> vserver name-mapping create -vserver vsl -direction unix-win
-position 1 -pattern johnd
-replacement "ENG\\JohnDoe"

UTE<LIERN vs1 BY SVM LRIRSZ— P2 RBREY, LT ZBIEMARTIRFPUE 1 LM Windows Z|
UNIX BYBRES,  LEARRVRRTAANE IR ENZRE, RS2 REE ENG RIS CIFS AP BRETEIS SVM X
BXHY LDAP BV AR,

vsl::> vserver name-mapping create -vserver vsl -direction win-unix
-position 1 -pattern "ENG\\ (.+)"
-replacement "\1"
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UTHLRERN vs1 B SVM LEIES— 2SRRI ™ § " fER 470 X AY Windows A &
FE—NTR. METEIE Windows FAF ENG\ john$ops BRE4Z] UNIX B8P john_ops o

vsl::> vserver name-mapping create -direction win-unix -position 1
-pattern ENG\\john\S$ops
-replacement john ops

FCERIARF:

BRI URE— AR, LUEERFRIPRE BRI R I AR H E7E UNIX #
Windows Z [BIRET B NAFER. E, MREHEXN RGBS HIIERK, N
AECEFRIARF

XFIAES
XF CIFS BRWIIE, MNRAFLERE N Windows FFBRITEIE UNIX AR, WAL HEERIA UNIX A

o

3tF NFS BHI0IE, MNRAFEIEED UNIX P METEIE D Windows AP, MBI AIEE—ERIA
Windows AF,

p
1 BT TR EZ—:

MREE ... BALTFSS ...
FCEROA UNIX FF vserver cifs options modify -default-unix-user

user name

B & 2AIA Windows B vserver nfs modify -default-win-user user name

ATFEER RIS

O] LAE A ERY ONTAP #h 2 R EIE R FRIRET .

MREE .. fERLE< ...

Bl 22 2 FRERSY vserver name-mapping create
R EIRN B TRIRST vserver name-mapping insert
ERBRIRGY vserver name-mapping show
IR 2 FRBRET B i B vserver name-mapping swap

AR WRABRVRFNECE T IPFRE
TR B WARRFHITRH,
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1B LR FRER Y vserver name-mapping modify

B 22 FRBge & vserver name-mapping delete
IOER FRER ST R IE TR vserver security file-directory show-effective-

permissions -vserver vsl -win-user-name userl -path
/ —-share-name shl

BXEFMAER, BFENE I aTHFMIT
79 Windows NFS & i /3 FiA10]

ONTAP Z#F#M Windows NFSv3 B imiAR X 4. XERKE. 51T FNFSV3
BIWindowsiE{ER AR F im Al LA IﬂﬁﬁiJ:NFSvaHjJ:E’JS‘Iﬁ:o B IHER b IhEE,
EATERRECE Storage Virtual Machine (SVM ) H 7R LLE SRR,

KTFULES
AINERT, Windows NFSv3 B inz i FRRIRES.

ez el
WATE SVM _EBF NFSv3 .

HIE
1. BB Windows NFSv3 B i i%:

vserver nfs modify -vserver svm name -v3-ms-dos-client enabled -mount-rootonly
disabled

2. X Windows NFSV3EFIRHIFFESVME. 2 -enable-ejukebox M -v3-connection-drop &
#:

vserver nfs modify -vserver vserver name -enable-ejukebox false -v3-connection
-drop disabled

Windows NFSv3 B IGIIE R UEFHEA K LIEHS T,
BIIIEE. FIRE TWindows NFSV3E FinZlfEREIEE, -0 mtype=hard &I
XA EEHFTNEN,

mount -o mtype=hard \\10.53.33.10\vol\voll z:\

£ NFS EFix LB NFS SHER

NFSEFimA] LUER showmount -e Sn S LAEF R MONTAP NFSIREZ 28 FHBVTIFTR, X
B TREPREEREHNXHEF RS
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M ONTAP 9.2 748, BRIAERT, ONTAP A1F NFS BEFIHEETHIIR, TRHRATF. showmount HY
I vserver nfs modify YU ANERNBH. EEERHYIR, NTE SVM EEHE NFSv3,

ANl
UTHSERTRN vs1 B9 SVM E£BY showmount ThEE:

clusterl : : > vserver nfs show -vserver vsl -fields showmount
vserver showmount

£ NFS FFim EHITHA e < £/ IP k9 10.63.21.9 B9 NFS R385 LRSS HFIR:

showmount -e 10.63.21.9
Export list for 10.63.21.9:

/unix (everyone)
/unix/unixl (everyone)
/unix/unix?2 (everyone)
/ (everyone)
{EFANFSEIEX41ha)
B EFANFSv3

,@ﬂl«ll_l_ﬁﬁﬂﬂl%)ﬁﬁﬁ_if’fﬁﬁNFSvB -v3 IETUXHE, FP IR A LUER NFSv3 hil}ihin]
Yﬁ:o ﬁﬂklﬂ ~, NFSv3 L?F‘ﬁﬁ'{klu\o

p
1 BITUU T2 —:

IRIEE ... NS
JBF NFSv3 : vserver nfs modify -vserver vserver name -v3 enabled
ZFNFSV3 vserver nfs modify -vserver vserver name -v3 disabled

BRI NFSv4.0

A LB BB A EZERANFSV4.0 -v4 . 0 ETUXAE, {#H NFSv4.0 thiX IR A ik
B LURIRIX ., 7£ ONTAP 9.1.1 B, ERINBR TFSEH NFSv4.0 ; ER R4S, 2KiA
BRTSZH NFSv4.0,

p
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T BITUTREZ—:

SMREE ... BAULTHY ...
SR NFSv4.0 vserver nfs modify -vserver

vserver name -v4.0 enabled

£2F NFSv4.0 vserver nfs modify -vserver
vserver name -v4.0 disabled

B A2 ENFSv4.1

A OB R B S ZANFSV4. 1 -v4 . 1 ETUXEE, /A NFSv4.1 iR G {E
AR, £ ONTAP 9.1.1 #1, BERIABFE NFSv4.1 ; 1R HRkRAEH, FINEZH
NFSv4.1 .

p
1 BT g EZ—:

MREE ... BIALLTERZ ...

BEANFSv4.1 vserver nfs modify -vserver
vserver name -v4.l1 enabled

ZHNFSv4.1 vserver nfs modify -vserver
vserver name -v4.1 disabled

EIENFSVATZE RS

MONTAP 9.13FF44. Aﬁm‘]LJJENFSMHE“%%T‘L@JE/P%Fmﬁﬁ%,{ﬂ R IEPRHIAS{E4E
BINFSVAE Fimie itz R, MNREF IHERANNFSVAEENRREZ. NekEaSHE
INFSV4E F imAINFSvATEfiE it 32 TR A B FA o #RE Lk,

BIEALTEE. BEREAUEEES TR IRIESNFENRIEREE . XFRAUERMMREHRRARIR
MEFiG. FRILURE P IRt ERIRRE,

EECREELER

o vserver nfs storepool show ¥ A EREFEANEMEBZRENRE, FHEMENFSVARFIRERNZA
.

T
1. LB RGBT vserver nfs storepool show B3 LUERNFSVAR FInIEEBEE,

Nl
IR AR R T NFSvAR P in I IE IS Ro
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clusterl::*> vserver nfs storepool show
Node: nodel

Vserver: vsl

Data-Ip: 10.0.1.1

Client-Ip Protocol IsTrunked OwnerCount OpenCount DelegCount LockCount

10.0.2.1 nfs4d.1l true 21 0 4
10.0.2.2 nfsd.2 true 21 0 4

2 entries were displayed.

B SR B PRl
EERAILUER U T o< B R REE RIS,

p
1. LEBRRBHHITUTREZ—:

MREE ... BWMAUTHL ...
B REE MR vserver nfs storepool config modify

-limit-enforce enabled

2 B TE R BT S vserver nfs storepool config modify
-limit-enforce disabled

EERMEIENEFIRTIR

WMRBATEFEHRG. WEERRAUEEEANESNEF HRRSENPLES iR, EERATLUERLL
TeaLEEMER P iR ERIE ARKELERIE P i

g

1. ff vserver nfs storepool blocked-client show Bp¥ABRNFSVARELERME FIRTIR,
MPBELERYE P imFIZR AR E P i

REISNE P HRENS P iR ERFRNEIR-Z P REET. BERTUERU TS MNREFP HERE
PIFRE A iR, X#F. B IRERERZEIONTAP NFSV4ARSS 28,
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p

1. £ vserver nfs storepool blocked-client flush -client-ip <ip address> < LS
FiEAMBEEIENE P iREF.

2. {8 vserver nfs storepool blocked-client show B<UIEEFIRESEMMRE P IREZHH
FRo

Nl
LR 2 R— MR IEE F s, HIPHIE"10.2.1.1"EEMFIE T R,

clusterl::*>vserver nfs storepool blocked-client flush -client-ip 10.2.1.1
clusterl::*>vserver nfs storepool blocked-client show

Node: nodel

Client 1IP

1 entries were displayed.

[EFRSEA pNFS

PNFS 7¥F NFS B F iR EERH BN FEIREHRITE / T1R(E, MMEI NFS ARSSE1EN
BIEHI, MMiREet. EBHANEMPNFS F1INFS). ErRILUMEEL -v4. 1-pnfs i&
I3

ONTAP hiZs pNFS FINMER ...
9.8 E E kR~ B2A

9.75 E R hias enabled
BEENRR

EFH pNFS , FE NFSv4.1 §¥,
MRESA pNFS , HA%LEZRE NFS %77, Bl 1ReER B,
WNRTE SVM £ pNFS 5 Kerberos 55, MwAZTE SVM LS LIF LB H Kerberos

p
1 BT g EZ—:

MREE ... BN ...
BF pNFS vserver nfs modify -vserver

vserver name -v4.l-pnfs enabled
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MREE ... BIAGRS ...

A pNFS vserver nfs modify -vserver
vserver name -v4.l-pnfs disabled

HXERE
* NFSHIZRBEAR

@33 TCP #1 UDP 154! NFS ifia)

1EA] LB B ECR B B 22 @Y TCPAIUDPX Storage Virtual Machine (SVM)BINFSi
18] —~tcp # -udp B, X, EOILUZTHI NFS B IREE & ITERIEH@ET TCP %
UDP i8],

XFIAES

XESHGEATF NFS . EfF %%ﬂﬂiﬁﬁj]wi)‘(o Bign, WRBAET TCP A NFS , Ni&EE TCP AR
&, BTS2 TCP 5 UDP &, &rILAERSH SRR,

@ 779 NFS 2 F TCP zZ#i, @7 SnapDiff RPC ARZ528, LUBRHIMEr T RKEEIR. ERILL

A .
FEHRSEHETCP vserver snapdiff-rpc-server off -vserver vserver nameo

p
1 HITUU T2 —!

INRIGFHZE NFS 3718 .. WAL ...

2i&d TCP 2A vserver nfs modify -vserver vserver name -tcp enabled
2@ TCP £A vserver nfs modify -vserver vserver name -tcp disabled
&2 UDP BH vserver nfs modify -vserver vserver name -udp enabled
2i@:3UDPEA vserver nfs modify -vserver vserver name -udp disabled

EHIRBIEFRE RO NFS 75K

A LB B ARIEL R B IFR B OAMNFSHERIEKR —-mount-rootonly EINEEAERK
BIFFRBiROMPAENFSIEK. ERILAEA -nfs-rootonly 1IN

KFULES
FHINBER T BIED -mount-rootonly N enabledo

ZMNBER T RIEW -nfs-rootonly N disableds

XERMAERA T RS R,
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p
1 BT g EZ—:

INREE .. BN ...

TR BIEFRB IO NFS 3£3(15 vserver nfs modify -vserver vserver name -mount
> -rootonly disabled

LR BIFRBIROMN NFS #F#1J§ vserver nfs modify -vserver vserver name -mount
K -rootonly enabled

AFRBIFERBIROMPIE NFS 15 vserver nfs modify -vserver vserver name -nfs
> -rootonly disabled

LR BIFRBIREOMPAIE NFS 15 vserver nfs modify -vserver vserver name -nfs
> -rootonly enabled

LbEBSREN UNIX FBFP %t NTFS %8( gtree BY NFS ifia]

gNR ONTAP TEIRFIZIHER NTFS 2R TVEEEIEE gtree BY UNIX AR, NWTE
Rz R EBREYE] Windows FIF . ERILUS ONTAP BECEAIEAISRILLEAF LUIRER
2, HERBHEMGFEERIA Windows FAF LU {RFIE A P BIREiA TR %S,

ERBHNE
MRERAUAT, BREBEBRIA Windows FF.

EF IS
IR UNIX AP EiR518R A NTFS LR RED gtree , NATSLIE UNIX BB PRSI Windows BB, 1L
& ONTAP BEfSIEHAIT(E NTFS AR, B2, W3R ONTAP T AEBEEMNAFEEZFRIRSRPZEH UNIX B
FPHIZIR, MTEE UNIX R SRS F4EER Windows FIF . &8 LUEE LT A TR E TN IR I 2R &
UNIX A

* 54 3tREN UNIX BB P BYIAIEL,

XEFRERFIA UNIX AP &8 2 BET A 8EIRIR] NTFS %8 gtree , MMISEM BRI 24,
* FERH UNIX B R BRETEIZAIA Windows BB,

XFR] LA ERFRE A P &R B AAIA Windows BB IR1GX NTFS &K gtree FIRIRIAIRAA, MMERRE
%, BESE,

p
1. BiREFIRENSR:

set -privilege advanced

2. PUTUATHREZ—:
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NRBFARA UNIX BREREA  BASS ..

Windows BF ...

enabled vserver nfs modify -vserver vserver name -map
-unknown-uid-to-default-windows-user enabled

g vserver nfs modify -vserver vserver name -map

-unknown-uid-to-default-windows-user disabled

3. BR[O EIEPRE A :

set -privilege admin

FRAIFMRIROES NFS SHNE AR EEE

o —mount-rootonly MIRFMEAFNIMSIFFEAIERFIHVIEHNFSEHHNEPiH. N
BMERF UrootH 18R, BT RFERSE_ EZRILLED, hEXFimEE
Hummingbird & iw# Solaris NFS/IPv6 & F i,

YR -mount-rootonly EMATFFAKER. ONTAPRAHERIEAFREIHOBMEEBid1. 023/i%0)
HINFSZE P imiEHINFS R,

B B BB RTT B AT IF R &

FRINBERT, ONTAP IEiT EMLEANE FimihR I SHITRINIRIE, M0 E v
RE P ixAYES Storage Virtual Machine (SVM ) BUHFECEILES, N, ONTAP i§iE
#6% F U5 1E)o

KTFUAES

4 ONTAP MG E P imIA RS HEREEAIN B S H RN S & WEERS, ONTAP HIMER FiwaY IP ik
BEBTZMEH, Ak, ONTAP ={FF DNS BEFIHH IP iltiZim A2, HIRBSELBREHE (
FQDN) .

INRMIBA XTI HENAVRERA, MENBERZREFETSNMEF, NRERERBE P iHA] UIER#HTIL
QEIER RS HENIR.

ATBHIEXMERLZE, ONTAP ZRFMEHIAY DNS R[EIRIHSJ SVM ECER) DNS & 5RHFITLLIR. R
ULEC, MniFipiEl. SNRAIED, NHELIAIE,

ANBERT, EIEBFERRS. BB B E#ITEIE -netgroup-dns-domain-search B,
A TEEENPRER T ER.

p
1. BiREFIRENER:

set -privilege advanced

2. UITPRFBVIRLE:
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LR LR AV A IE SR 1 BN ...

enabled vserver nfs modify -vserver
vserver name -netgroup-dns-domain
—-search enabled

BB vserver nfs modify -vserver
vserver name -netgroup-dns-domain
-search disabled

3. BRI E ST admin :

set -privilege admin

&2 T NFSv3 BRZS8imE

FRERY LRI NFS BRS383ERERTIFHIZM N 8iE EIERFRSEIIFERIRIARIL
%05 NFS EF I TE@E. TAZHNFS H1RH, RO UEE TIEEAREE
P%, {BINRZETE NFSv3 MERERRERY NFS &m0, N ATLUXFFE,

ERBEHNE

BRFER S LR NFS in O ZRFIA NFS BFIREEMERIIAS, ERILENEHITERZARFIIEREE
BRP.

XFIAES

&EI L7984 Storage Virtual Machine ( SVM ) &8 NFS EHTIFHE, WEPEEESS, MERSEES
0 NFS ERE<riR #IZARSERANEK O, OS5 EREFImiED TCP # UDP IAREUERN NFS & F i,

To7EE X NFSv4 1 NFSv4.1 BYim .

p
1. BIPRERAIRENER:

set -privilege advanced
2. ZE3 NFS B93h1a):

vserver nfs modify -vserver vserver name -access false
3. AHE NFS AR5 E NFS imH:

vserver nfs modify -vserver vserver namenfs port parameterport number

NFS HO2% Description =
-mountd-port NFS E#HTIP#HZ 635
-nlm-port WLEBIE EIESS 4045
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NFS imO&%K

-nsm-port

-rquotad-port

Description E NIV

PIEIRTS 5128 4046
NFS ECEn<FIF#Hiz 4049-51

BRTERINImOZSN, AR OSEERN 1024 3 65535 . 81 NFS RS EREAME—IRO,

4. BAX NFS BIifia:

vserver nfs modify -vserver vserver name -access true

5. fFH network connections listening show B3 URIFHAOSEEEL,.

6. 3&[E]

B EENRES!

set -privilege admin

Nl
UTFas<

vsl:

=R vs1 BY SVM LB NFS EH TR #ZRIEN 1113 ©

:> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use

them only when directed to do so by NetApp personnel.

Do you want to continue? {yln}: vy

vsl:

vsl:

vsl::

vsl::

QWD

x>

*>

W

Vserver

Node:

vsl
vsl
vsl
vsl
vsl

vsl

vsl:

140

vserver

vserver

vserver

network

Name

nfs modify -vserver vsl -access false

nfs modify -vserver vsl -mountd-port 1113

nfs modify -vserver vsl -access true

connections listening show
Interface Name:Local Port Protocol/Service

clusterl-01
Cluster

clusterl-01 clus 1:7700 TCP/ctlopcp
datal:4046 TCP/sm
datal:4046 UDP/sm
datal:4045 TCP/nlm-v4
datal:4045 UDP/nlm-v4
datal:1113 TCP/mount
datal:1113 UDP/mount

:*> set -privilege admin



AT EIENFSARS2RRTIAN S

o] LUIERYSER ONTAP e S 3REIE NFS IRS s,

MREE .. fERLEH< ...

B3 NFS ARS528 vserver nfs create
£~ NFS iRS528 vserver nfs show
{&E NFS AR5 28 vserver nfs modify
PR NFS ARS528 vserver nfs delete

F2il . snapshot FIHHNFSV3#E#ism  vserver nfs #3% -v3-hide-snapshot EHEEA
THER

E3xi70A . snapshot
() oDesRTZ B
R

BEXFAGER, BELETHHFMIL
Xt R ARARSS Rl TERPE HEBR

AR P IREBVFIRSZ R MEE AR RKES . Er]LUMEA vserver services name-
service getxxbyyy iR BFFoIHITEMBFIRSERHOEETHINFHAERE
MER. LB HITEFEHERR,

*FIAES
* WFEI S, EULIEEUTRE:
o BRITEHMT 28 Storage Virtual Machine (SVM ) BI&#R,
X, AL E T RE SVM NEMIRS T, UGEIVBERTIRS I E nEERE R EE,
- REETHATFERNE,
XHE, B EREERT IEHR.

* ONTAP ZRIEECE IR RARSS RN R B T HITERBIARSS .
* XL L RITEEBARE S T A,

p
1 BT EZ—:

i fEF

3
b
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FHNRRVIPHELE

A IDERAM 5

RARMRE AR S

R PFrEBARTIFE

IPIIAERYEH

RAFBETAPER

RAFIDETAFER

-

& P URAYPILRLE Y 53 E AR

)

{8 Fnetgroup-by-hosti$ ZRHVE F i HY MK LA Y 53 25 4%

vserver services name-service getxxbyyy
getaddrinfo vserver services name-

service getxxbyyy gethostbyname ({XFEIPv4
Hi3ik)

vserver services name-service getxxbyyy
getgrbygid

vserver services name-service getxxbyyy
getgrbyname

vserver services name-service getxxbyyy
getgrlist

vserver services name-service getxxbyyy
getnameinfo vserver services name-

service getxxbyyy gethostbyaddr ({XFEIPv4
k)

vserver services name-service getxxbyyy
getpwbyname &R LUEITIEE FNMIARBACAHF B9
REREMT —use-rbac BN trueo

vserver services name-service getxxbyyy
getpwbyuid

&R LUBIE I E K MIXRBACH F BB FRAEIT —use
-rbac BN true,

vserver services name-service getxxbyyy
netgrp

vserver services name-service getxxbyyy
netgrpbyhost

LUFRAG 2R T @i 21X IREY E Hlacast1.eng.example.comBIPHIE K IFSVM vs 18 FTHIDNSE M :

clusterl::*> vserver services name-service getxxbyyy getaddrinfo -vserver

vsl -hostname acastl.eng.example.com -address-family all -show-source true

Source used for lookup: DNS
Host name: acastl.eng.example.com
Canonical Name:

IPv4: 10.72.8.29

acastl.eng.example.com

UTFRAIERT EBIZHMZRUIDAS01768RIA PRI A E 2 RIISVM vs 1HITHINISEH NI :

142



clusterl::*> vserver services name-service getxxbyyy getpwbyuid -vserver
vsl -userID 501768 -show-source true

Source used for lookup: NIS

pw_name: Jjsmith

pw_passwd: $15y8rA4XX7S/DDOXAvc2PC/IsNFozfINO

pw _uid: 501768

pw _gid: 501768

pw_gecos:

pw dir: /home/jsmith

pw_shell: /bin/bash

UTFRAIER T EBIRIHICERE Aldap1 AP A A E S KITSVM vs 1HITHILDAPE NI |

clusterl::*> vserver services name-service getxxbyyy getpwbyname -vserver
vsl -username ldapl -use-rbac false -show-source true

Source used for lookup: LDAP

pw_name: ldapl

pw passwd: {crypt}JSPM6yc/ilIX6

pw_uid: 10001

pw _gid: 3333

pw _gecos: ldapl user

pw dir: /u/ldapl

pw_shell: /bin/csh

UTRBIERTSYM vs 1 BIMLZAEINIR. Z X215 E E P ifdnshostOE 5 /I M4 4B Inetgroup136RY AL 52

clusterl::*> vserver services name-service getxxbyyy netgrp -vserver vsl
-netgroup lnetgroupl36 -client dnshost0 -show-source true

Source used for lookup: LDAP

dnshost0 is a member of lnetgroupl36

1. DI ERITROMIR AL RH REVS ERIFE .

R ... wE
FABZEL IP B RIKEL A RIS R A EH DNSHECE

LOOKUP ZEiaHYRAEH BIFIRS A RECE
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I

R ... i)
PP SR E RS E LR IER © BRIFIRSHXECE
* RECE (A5, NISHE. LDAPEFiR)
* MLKECE (5190 LIF FIE&ER)

FNBERRW B, HE DNS [RE2B[ LA/ BTN (TLD)EMHIDNSECE, SRR

DNS #2&#F (5140 host1 ) FLDZEf) -is-tld-query-enabled false I
vserver services name-service dns
modify Bp<:

BXER
"NetApp A= 4668 . (RIRARS RIELEIER) "

IR RARSS

M ONTAP 9.2 FFt&, ErILIEZ DNS 1 LDAP ZFFIRSEZ 2 UKIEE IR EiEEE
ONTAP , XL SREEIERANERFER,

XFIAES

EE LR EREFERAEMRSRENEEFNERSFEE MY DNS 5 LDAP ZFfRSAEE. tIIERERIIL
E8n <178, System Manager F/Z 51,

33F DNS L&, FRERSSBTLINK, FSEZEBEITAERIEEMNER. XF LDAP iLE, REFEAR
St anl, WEEEREN. FiER. SNAMIRSHSRHMBEENEIER skip-config-validation F
E&Atrue (BRINE Fofalse)s
s

1. FRENHNGLNERFIRSEE. Ul EERERERS SRR,

ERENAR fERLEER< ...

DNS EEERE vserver services name-service dns
check

LDAPECEIRS vserver services name-service ldap
check
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clusterl::> vserver services name-service dns check -vserver vsO

Vserver Name Server Status Status Details
vsO 10.11.12.13 up Response time (msec): 55
vsO0 10.11.12.14 up Response time (msec): 70
vsO0 10.11.12.15 down Connection refused.
e +

clusterl::> vserver services name-service ldap check -vserver vsO

Vserver: vsO |

LDAP Status: up I

LDAP Status Details: Successfully connected to LDAP server
"10.11.12.13". |

|
| Client Configuration Name: cl |
|
|

MREVE—NBEREMNIRSEE (BFRIRSS2S /Idap-servers ) AIAIAFRHEARS, NEEIEREMAII, NR
RERRSELENE, WERES,

AT ERRMRSTIFEND S
ErRILiEgelE, B, EeAiPRARRS IRE BREEXERE,

NREE .. fERLHS ...

BIEBZ RSB vserver services name-service ns-switch create
ETRBIIRSIREEB vserver services name-service ns-switch show
B R FRERS L B vserver services name-service ns-switch modify
WsZFRRS YIS E vserver services name-service ns-switch delete

BXIFAER, BEAETHHFMITL

BXER
"NetApp FiARIRE 4668 : (BIFIRSZSRIETEIER) "

BT EERRSEFHHL
EeLUES B EERTE (TTL) EREERMIRSERE. TTLERTHERIRSESR
TEERFFHFAM.
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BN TTLE
UNIX AP

UNIX £

UNIX PIZ84H

BXER
"ONTAP 9@ %"

AT EERMMRENs<

fERALta< ...

vserver services
settings

vserver services
settings

vserver services
settings

vserver services

vserver services
settings

ROl LAEFRAFERY ONTAP dn &R EIE R FRIRET .

INREE ..
BlZ A FRARET

EREMEBN R RIRET

R MRBRGT

ST B MRBREY RO &
AR MRABIMUNECE T IPFRE
fFERE. WARRITFHITRIR,

1ECR 2 FRBREY
A2 FRBR ST
JOIIE R FRBREY 2 75 IE

BXEFMAER, 1/
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fERLLE< ...

name-service

name-service

name-service

name-service

name-service

vserver name-mapping create

vserver name-mapping insert

vserver name-mapping show

vserver name-mapping swap

vserver name-mapping

vserver

name-mapping

modify

delete

cache

cache

cache

cache

cache

unix-user

unix-group

netgroups

hosts settings

group-membership

vserver security file-directory show-effective-

/ —-share

-name shl

permissions -vserver vsl -win-user-name userl -path
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FBFEEAH UNIX AR B8R <

R LUE RS ER ONTAP s S$ R EIEAH UNIX BB,

MREE . ERLLHS ...

Bl 7 UNIX B vserver services
M URI f0&Eizsih UNIX B vserver services

uri

BRZRM UNIX AR vserver services
&zt UNIX P vserver services
IR 73t UNIX BB vserver services
BEXFAEERE, BERENHGSTHNEMRI,

FAFEEAH UNIX ARV <

name-service

name-service

name-service

name-service

name-service

Rl LUERYSER ONTAP eSS RE A UNIX 4B,

NREE ... fERLEH< ...

BUE At UNIX 4 vserver services
BRFARMEA# UNIX 4 vserver services
M URI iNE 7ty UNIX 22 vserver services

uri

ERZH UNIX 42 vserver services
fEegassth UNIX 4 vserver services
M7 UNIX B R fifiBR A vserver services
fHBRZASH# UNIX 28 vserver services

BEXFAGER, BEREN TN

Zsith UNIX I, ZBAN4H Al S RIPR]

name-service

name-service

name-service

name-service

name-service

name-service

name-service

unix-user

unix-user

unix-user

unix-user

unix-user

unix-group

unix—-group

unix-group

unix-group

unix-group

unix-group

unix-group

create

load-from-

show

modify

delete

create

adduser

load-from-

show

modify

deluser

delete

ONTAP MEEHHERA UNIX BRAIAH UL AT EEX LRGN <#HT 7 RS, X
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REIFTARIIE EERREREFIZET ZHAM UNIX BFPME, MmBEBTE R taE

[A) o

73 UNIX AP AAMARN GRS HFERS], 245 UNIX AP B 8IRRIRE], XLEREIEEEEERN. SR
HIEIKBERNEOAME, EAIMERIZE, BRZFEENITND ECHVRERS,

iz BRIABRE! FE PR
ZsH# UNIX A 32, 768 XZ2—IIRFHY
Zsith UNIX LBFN4ERK 5 32, 768 XZ2—TURFHY

EIRZRH UNIX B P FNZE A9 PR

SR AERYFERY ONTAP s REIRZA M UNIX AP ZARYPRE, SEEFEERAILUER
XL LW ERF PN 5 UNIX BB B E T S8 X% REREUE I THIEHR.

KXFIES
SRHEERAUESENREANEAXLESR L.

p
1 BT g EZ—:

MREE ... fERHL ...

EREXAM UNIX AFPREIFNES vserver services unix-user max-limit
show

EREXRZAH UNIX ARFIIER vserver services unix-group max-limit
show

&gzt UNIX FE F BRHl vserver services unix-user max-limit
modify

fBegzsit UNIX ZAFR ! vserver services unix-group max-limit
modify

BXIFRER, BEUETHHFMIT

BT EEAMMEARNGRS

TR LUBE A T ANEIEARMMAEAE: MK URI INEAHRILEAE, EHRERIEERS, 2
X L A8 2H H EL I BRo

MREE ... fERB< ...
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M URI INEMNLEH vserver services name-service netgroup load

IOIET BB LB AR S vserver services name-service netgroup status

A ESHNRE R K B R Ao

BRI MLE LA vserver services name-service netgroup file show
B s 3t P 4% 2R vserver services name-service netgroup file delete

BXFAES, BERES M HHFMIT

AFEIE NIS HEENSS
A LAERISER ONTAP s <R E1E NIS IHEE,

MREE ... fEALLER<S ...

B NIS A E vserver services name-service nis-domain create
ERNISIHEE vserver services name-service nis-domain show

2R NIS HEENBERS vserver services name-service nis-domain show-bound
ERNISHIHER vserver services name-service nis-domain show-

statistics AITESRNER IR ESNERFIER,

BRRNIS I E R vserver services name-service nis-domain clear-

statistics AITESRNPER TR E SRR FIFER,

&4 NIS Il E vserver services name-service nis-domain modify

HBR NIS 1B E vserver services name-service nis-domain delete

NIEENIEREREABBEE vserver services name-service nis—-domain netgroup-
database config modify AITEERINPRL SN E S PRL A (F
Fo

BEFMEL, BEENENHSHFMA,
T2 LDAP BAHERENGS
A LUEFRISER ONTAP s $ K E1E LDAP B IGEIE .
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(D svM BEERRTHREREMRERNEER R LDAP BFHRE.
MREE ERALHS .
£li2 LDAP EFiRiC & vserver services

vserver services

2R LDAP B IGRECE

&E% LDAP B FiRECE

vserver services

SiE= vserver services

B4 LDAP & i

bind-password

vserver services

fE% LDAP & FimEc &

BEXFAGER, BELENGHFMIL

FTE1E LDAP FCBER&G <

name-service

name-service

name-service

name-service

name-service

A LUERISER ONTAP s $3R E1E LDAP &,

NREE ERLHS ...
2l LDAP ECE vserver services

vserver services

£~ LDAP ECE

{&2% LDAP B2E&

vserver services

vserver services

fliF® LDAP ECE

BEFMEL, EENEINHSHFMA,
FAT&I2 LDAP B iE SRS
&R LUMEYER ONTAP @p

®

tu%"—a\g
SEHIIMAE LDAP EX1ER

SVM EERA

fERLtba<

name-service

name-service

name-service

name-service

SR EIE LDAP B IRIRTIENR

REfECR S FREREF EIE 51 8172V LDAP & A iRiRTlo

ldap

ldap

ldap

ldap

ldap

ldap

ldap

ldap

ldap

copy AJTERERINRE A KBS REHER.
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client

client

client

client

client

create

show

modify

delete

create

show

modify

modify-

delete

vserver services name-service ldap client schema



£ LDAP R8I

show

EEX LDAP R T1EHR

vserver services name-service ldap client schema

vserver services name-service ldap client schema

modify AJESPIRE A KBS REH A

fiIPR LDAP 1 x(1EAR

vserver services name-service ldap client schema

delete RITEBRMNRE S KBS REAER-

BXFAGER, BEUENGHHFMIL

BFEIE NFS Kerberos 1ZOf B

A LIEBYFER ONTAP e 2K EIE NFS Kerberos #Z2OACE,

NRIGE .. BRLHS ...

£ LIF L/3F NFS Kerberos vserver nfs kerberos interface enable
£7R NFS Kerberos #&MOfEE vserver nfs kerberos interface show
&24 NFS Kerberos i E vserver nfs kerberos interface modify
£ LIF 22K NFS Kerberos vserver nfs kerberos interface disable
BXEFMAER, FENE I aTHFMIT

FF &2 NFS Kerberos 1Bt B &%

&R AERYFERY ONTAP 85K EIE NFS Kerberos HECE,

NRIEE ... FERALHS ...

£l NFS Kerberos HEE vserver nfs kerberos realm create
7R NFS Kerberos HE2E vserver nfs kerberos realm show

&4 NFS Kerberos 15t & vserver nfs kerberos realm modify
fIER NFS Kerberos 1&{fc & vserver nfs kerberos realm delete

BEXIFAGER, BEUET TN
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AT EESHERNGS
A LUEFSERY ONTAP @S SREIE S HISRER,

MREE .. fERLE< ...
EREXSHERNESRS vserver export-policy show
BB SHER vserver export-policy rename
EHIS LR vserver export-policy copy
PR S H SR B vserver export-policy delete

BXFMER, EENE I HSHFRT
AT ERSHMAMMNGS
R AGEFRFER) ONTAP e85 < RERS HFN,

MREE ... EALba<

BIESHFN vserver export-policy rule create
EREXSHANNES vserver export-policy rule show
BRSHFN vserver export-policy rule modify
il B S FE 1) vserver export-policy rule delete

() WREEETSSTRBFBTROERSHAN, EHEEERS UM RERS,
BRFAEE, RS HSNEMRA,
B NFS SIRET

fEC4 NFS BIEEFEFHEINERER

ONTAP EREIREFFME NFS SHIARINAR S DIIEFRTE MGU,MMRwELF#
RElteE. EAIUEEREEZFTFRERSHNNEKE, UWEREEIMENEHITEE
o

B NFS RIREFLERFNE (TTL) B, BZMERAIEBARRREIE, SN T BXEBIAE X UREITXE
EeBIER,
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reasons

FEUTERT, BZEEREIATTIL

EEEREB TTL, LURZDM ONTAP

AR A #MNRETE

HTFRE ONTAP HUiERAHKS, EIFERNZMIR EBINEFNEEN
5523 BYMEREIETE Th% B2 RARS5 2RHIIBEREK,
BIRSB[ER AT 7 BN, UAVFRRLARE RBOEENEES

#19 NFS FBF,

BIARSSBEIE AT 7 BN, LUELTAI AT

NFS B ifi.

IEES

B TTL , LURD NFS AP ERF

ONTAP MFMNER R FRARSS 2818 KFTEIE LRSI AR

Firie BYBYEl,

VB IFEESIEN TTL , LI4E5E ONTAP MIMNER&

MRS 2R IE KT X HERVATIE], MTfE NFS AP ITEW

BRI,

ERILDAEREFEENEERENNERKE, B2, EMNZXTEXIMEERN MRS,

NRE ...
BN EREEEFNIE