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Prepare for NDMP configuration.

:

Werify the tape device connections.

v

Enable tape reservations.

Does the backup application
support CAB?

¢ Yes No ¢

Enable SVM-scoped NDMP on the cluster. Enable node-scoped NDMP on the cluster.
Configure a backup user for the cluster. Configure a LIF for node-scoped NDMP.

|

Configure LIFs for SVM-scoped NDMP.

v

Configure the backup application.

EZ ONTAP NDMP E2&

FIEEMELHIEEENIN (NDMP ) ELEMGH&MIARZE, SNt NEERS
TR, RSB EEES I TRV NEREREE, WIIFFMETRRLHERE
BB LIF , HHESHNAERFEEZIHFEHRMEFD ( Cluster Aware Backup , CAB
) VB

p

1. HXONTAP %%, B2 NE NN AEFRERHNER TR (NetApp A2 E=H & N ARERFH
fTONTAP ZINDMPEIZIATE)o

SN ESIELL FNetApp A B EFRA -

° 58 FIETHY ONTAP 9 hRZS,
o BN AR HN B Fla0Veritas NetBackup 8.28,Commvault,



o MEHEEFAGEE. BN IRshEnFER. BUSEO: FIE0IBM Ultrium 88¢HPE StoreEver
Ultrium 30750 LTO-8,

 ERFPTNEHNTES: FIENFAS87008¢A400,
()  EANERREEHRRRFNRAONTAP REMEISFIE NetApp TR T,

2. W H IR R EE T T RN ERHECE X5 NS IERNE

a. EPITREL. FREENEMFTIEENXY storage tape show-supported-status me

clusterl::> storage tape show-supported-status

Node: clusterl-1

Is
Tape Drives Supported Support Status
Certance Ultrium 2 true Dynamically Qualified
Certance Ultrium 3 true Dynamically Qualified
Digital DLT2000 true Qualified

b. KA IRENEE S ki PRI SR IKEhER T IR #H 1T

@ WE P RENB A RS IRERE N ERFERFIZEEERRE, /40, Digital
DLT2000 tB#F7 DLT2k o &R LARBSX LAY RIEn B ES

C NRIFEAREMEPIINERIKE, BB ERELRFERHET TRRINE, BRI NetApp 32
R LR T EHA R B XK ERNENRECE X (o

"NetApp T&: HHIRRICEXH"
MRERMNT RESRHETIRE, WZREIEARITNERNEMTHEE XXHT,
3. WIFEMBPHNEN T R ST EGEEHE LIF

a. FHEET S EHVERFBIIVEEREE]YSIfs network interface show -role intercluster B35
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clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true

BXRBFEHMEE network interface show, JBEW'ONTAP i $&ZE",

b. NREAT R LERFEERLEILIF, BERAQIEERLELIF network interface create mi¥:

clusterl::> network interface create -vserver clusterl -1if IC2 -role
intercluster

-home-node clusterl-2 -home-port eOb -address 192.0.2.68 -netmask
255.255.255.0

-status-admin up -failover-policy local-only -firewall-policy
intercluster

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
e0b true

BXRBFEMEE network interface create, JBEIN'ONTAP @ S$&E",
"L E IR

4. EREMNAREFBWISXEREED N RIEF A LR ZME ( Cluster Aware Backup , CAB

o

EWERTHITHEMRE, CAB XFE—IMXREREZR,

BXES


https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-create.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-create.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html

* "FRENGE S

* "EiEELE BRSPS

I&F ONTAP NDMP Ffai8 &i&1E

B R IRFR B W Eh2a M1 7T BT B 83 1E ONTAP HIY BRI E.

pZ
1. FREEBXFIERMBMNEIREZMNEE storage tape show f%:

clusterl::> storage tape show

Node: clusterl-01

Device ID Device Type Description
Status

swd:10.11 tape drive HP LTO-3

normal

Ob.125L1 media changer HP MSL G3 Series
normal

0d.4 tape drive IBM LTO 5 ULT3580
normal

0d.4L1 media changer IBM 3573-TL
normal

2. MRARETHHIRRNER, BRI THEEH R

3. MRREBRNAFEIRE. BEEREEEXNREIRBNES storage tape show-media-changer @B
2. AR THRIERR.
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clusterl::> storage tape show-media-changer

Media Changer: sw4:10.11L1
Description: PX70-TL
WWNN: 2:00a:000el11:10b919
WWPN: 2:00b:000e11:10b919
Serial Number: OOFRU7800000 LL1

Errors: -

Node Initiator Alias Device State

clusterl-01 2b mcO in-use
normal

BXER
* "TEiEhL T BRI A REE

77 ONTAP NDMP F1{3i21EB R4 s

B TitfafR 79 NDMP SR FRIS DN RIEFNE T Him IR Ehas.

XFIAES

Fieg %l%ﬁif‘ %&F‘ M, XERENNSE NN ARER UNERBRREZET REiks5 28 LE. BXIE
E%E’Ji‘ﬁaalxﬁ, D N FATE R RN 7 SCH,

p

1. FEB Y options -option-name tape.reservations -option-value persistent &p

TSR ERBRRME persistent &:

clusterl::> options -option-name tape.reservations -option-value
persistent

2 entries were modified.

2. FHWIIREEEFRET A LBHAE options tape.reservations . AEEER.
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clusterl::> options tape.reservations

clusterl-1
tape.reservations persistent

clusterl-2
tape.reservations persistent
2 entries were displayed.

ACE SVM SeERY NDMP

7£ ONTAP &85 /5 SVM SEEEY NDMP

NERDMASL F5 8 B RN 14 (Cluster Aware Backup. CAB) B. MIATLUEE B ASVMSE
ERINDMP. 7E5£Ef B FANDMPARSS (BIESVM) U AEIEIITH I EER BELIFRSNE
HARETRIEENES

FFHaz Al
DMA #4707 45 CAB ¥ RBo

RFUIES
KA RSEERY NDMP RIUIG7ESEF LB A SVM SEERY NDMP 183,

HIB
1. BASVMSEERNNDMPIESR :

clusterl::> system services ndmp node-scope-mode off

EEASVMSEERINDMPET(,

2. FEESVM L/EFANDMPARSS :
clusterl::> vserver services ndmp on -vserver clusterl
BIRIERAIGE N challenge BUIABR T XA HIIELTFERARS.

() =xmzess, CUBRAXESHRE

3. WIFE AR E/EANDMPARSS

clusterl::> vserver services ndmp show



Vserver Enabled Authentication type

clusterl true challenge
vsl false challenge

79 ONTAP NDMP B{3IiEE A& AR

EMNED N AERFXSVMEERINDMP#HITEMRINIE. #E— 1 EE EHBNRFMNDMP
ZHNEERF.

KTFUIAES

B NERDEERRABPEMNDMPER, ErILUEERNSVMESIBRAENEERRAR. WELE. EFLL
BIEMAR. BRINERT. EAUTAGKNAR A UNNDMPERHITHHIIE:

* &£3HEE: admin 3¢ backup

* BASVM: vsadmin 3 vsadmin-backup
WMREABENISHLDAPAHF. MiZAFR SR FHENRS S L. EREEMER Active Directory FIF.

p
1. B RYEFIEEGERAPANER:

security login show
BXBEMIEE security login show, IBEEI'ONTAP mS$&E",

2. NRFE, FAHLIEFBNDMPEIDHP security login create < UNREESEESENSVMEFINE
MR A,

oI LUAIEE A E D AP B HENISEELDAPEF & —~user-or-group-name S,
TS B oIERMBAF backup adminl £ backup BNERNAE:

clusterl::> security login create -user-or-group-name backup adminl
—-application ssh —-authmethod password -role backup

TS RIEFMAR vsbackup adminl £ vsadmin-backup BSVMEIAE:

clusterl::> security login create -user-or-group-name vsbackup adminl
-application ssh -authmethod password -role vsadmin-backup

BN P RZBEHRIA.
BXMEMEE security login create, IBEI'ONTAP i $&E",
3. FANBEESVMEMZI vserver services ndmp generate password AF<:

ERRERLTRTHENNAIERFD NDMP EE#1T S M,
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clusterl::> vserver services ndmp generate-password -vserver clusterl
-user backup adminl

Vserver: clusterl
User: backup adminl
Password: gG5CgQHYxw7tE57g

79 SVM SEEIHY NDMP EZE ONTAP LIF

Bt E A TSR F R Z BRI SIEERUNEERE SVM ME&NNARERFZ
B IIFHEER LIF . ME T XEEmERE. EUNKNIERS EIRERSMBIERLS
REK,

@ MONTAP 9.10.17F8a. BMIEREEEFA. HeBRALIFIRS R, AXFAEE, BEL"
BEXRIRE"
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1.

FRHSH -service-policy BHMMET R EFEEREREELIF network interface shows
network interface show -service-policy default-intercluster
BXBEMEE network interface show, BBH'ONTAP ii$E&ZE",
A _ . _ . N cod Epa s N .
= ) o
FAGLH -service-policy BMBET R EFEEMNEIELIF "network interface show

network interface show -service-policy default-management

Mf{REEEEBILIFEL S Itk “backup-ndmp-control” ARSS :

network interface service-policy show

BXBNFMEE network interface service-policy show, IBEIL'ONTAP (i &E",

4. HIRERFAE LIF ESEHIEES L.

a. WIS EIELIFNEZIBRIEEEIRE N broadcast-domain-wide. #E%ﬁl\ﬂjﬂ*ﬁ,ﬁfﬂi
EI’JE DA HREIRRYERERIEE N local-only M network interface show -failover @<

TS EREREIE LIF , S8 LIF 1T SEIE LIF KFEEZZ R
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clusterl::> network interface show -failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
cluster clusterl clusl clusterl-l:e0a local-only cluster
Failover
Targets:
clusterl cluster mgmt clusterl-1:e0Om broadcast- Default
domain-wide
Failover
Targets:
IC1l clusterl-1:e0a 1local-only Default
Failover
Targets:
IC2 clusterl-1:e0b 1local-only Default
Failover
Targets:
clusterl-1 cl-1 mgmtl clusterl-1:e0Om local-only Default
Failover
Targets:
clusterl-2 cl-2 mgmtl clusterl-2:e0m local-only Default
Failover
Targets:

a. INRKRIFHISEBEIZZHRIE. 1BERBBSUILHIEREZZ R network interface modify me

-failover-policy B,

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

BXMEHMEE network interface modify, BEIL'ONTAP ei$&ZE",

S. FAIEEHIEEIEFTENAMER vserver services ndmp modify 3% preferred-
interface-role &%,

clusterl::> vserver services ndmp modify -vserver clusterl

-preferred-interface-role intercluster,cluster-mgmt, node-mgmt
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6. FRWIIEEENERISEEIRIZEOAR vserver services ndmp show 895

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt, node-mgmt

ONTAP 9.9 B2 7s
B
1. (FREER . ERHEENT BBV E AR network interface show 83 -role &%,

AT an< BRERSE LIF :

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
elb true

UTHLERERHERLIF

clusterl::> network interface show -role cluster-mgmt

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl cluster mgmt up/up 192.0.2.60/24 clusterl-2
eOM true



clusterl::> network interface

Logical
Current Is
Vserver Interface

Port

clusterl
eOM

clusterl-1 mgmtl
true
clusterl-2 mgmtl

eOM true

a. FHAWIEREEAINDMPEAAIEREE system services firewall policy show

show -role node-mgmt

Status Network

Admin/Oper Address/Mask

up/up 192.0.2.69/24

up/up 192.0.2.70/24

BXINFEHMEE network interface show, IBEM"ONTAP fpS&E",

2. yRE A&EEE. EEEE(cluster-mont T REIR) MINDMP S FABA AT RS (

TS EREMEIE LIF BB A ISR

Current

Node

clusterl-1

clusterl-2

‘node-mgmt:

A
Al

A
<.

clusterl::> system services firewall policy show -policy cluster

Vserver Policy Service Allowed

cluster cluster dns 0.0.0.0/0
http 0.0.0.0/0
https 0.0.0.0/0
ndmp 0.0.0.0/0
ndmps 0.0.0.0/0
ntp 0.0.0.0/0
rsh 0.0.0.0/0
snmp 0.0.0.0/0
ssh 0.0.0.0/0
telnet 0.0.0.0/0

10 entries were displayed.

AT ep< BRERFE LIF BIBH ISR
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clusterl::> system services firewall policy show -policy

intercluster

Vserver Policy Service Allowed
clusterl intercluster dns =
http -
https -
ndmp 0.0.0.0/0, ::/0
ndmps -
ntp -
rsh =
ssh =
telnet =
9 entries were displayed.

UTHSETRTEEIE LIF BB A ISR

clusterl::> system services firewall policy show -policy mgmt

Vserver Policy Service Allowed

clusterl-1 mgmt dns 0.0.0.0/0, /0
http 0.0.0.0/0, /0
https 0.0.0.0/0, /0
ndmp 0.0.0.0/0, /0
ndmps 0.0.0.0/0, /0
ntp 0.0.0.0/0, /0
rsh =
snmp 0.0.0.0/0, ::/0
ssh 0.0.0.0/0, ::/0
telnet =

10 entries were displayed.

b. tNRKBRABHNIEHREE. BEFEHABRAHAIEERE system services firewall policy

X PPN , "
modify AR —service 28,

AT e R E] LIF =5 AR A IS ERRS .

clusterl::> system services firewall policy modify -vserver clusterl
-policy intercluster -service ndmp 0.0.0.0/0

3. RIRE NFRE LIF IEMIg BRI I5EERE



a. IIFEAEIRLIFNBIERZRZERIEERIREN broadcast-domain-wide. HEEE BT REE
e BHIEIENRERIEE N local-only f#H network interface show -failover AF<

T ERERHEE LIF, &8 LIF TR EIE LIF IR EISEHERE

clusterl::> network interface show -failover

Logical
Failover
Vserver Interface
Group
cluster clusterl clusl
cluster
Targets:
clusterl cluster mgmt

wide Default

Targets:

IC1
Default
Targets:

IC2
Default
Targets:

clusterl-1 clusterl-1 mgmtl
Default

Targets:

clusterl-2 clusterl-2 mgmtl
Default

Targets:

Home

Node:Port

clusterl-1:e0a

clusterl-1:e0m

clusterl-1:e0a

clusterl-1:e0b

clusterl-1:e0m

clusterl-2:e0m

Failover

Policy

local-only

Failover

broadcast—-domain-

Failover

local-only

Failover

local-only

Failover

local-only

Failover

local-only

Failover

a. NRKRIEMIGEHRFEETZREL. BERBIULHIERB RIS network interface modify 8%

15



-failover-policy 2,

clusterl::> network interface modify -vserver clusterl -1if ICl1
-failover-policy local-only
BXBEMEE network interface modify, BB M'ONTAP mS$E&E",

4. FERIEEHIREEFAIENE AL vserver services ndmp modify 88% preferred-
interface-role &%,

clusterl::> vserver services ndmp modify -vserver clusterl
-preferred-interface-role intercluster,cluster-mgmt, node-mgmt

S FHRWIIERENERISEEHIRIZEOMAE vserver services ndmp show A<

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt,

node-mgmt

o & T =SEEH NDMP

7£ ONTAP £ FEHAT =SEEHI NDMP

e LLBEE B BT SSEEINDMP. EENDMPARE U N NEUENITE EIZRELIFRE D
BATEEHENS. JUNEREPIFET 2 TR,

(D)  H=EENNDMPEONTAP 9B,

XFIAES

AT SSEEE TERANDMPE, HIET R E BHI0I, EXIFEMEER, BB N "FHIRENE" "W{A7E node-
scope "B FECENDMP & {2 I8IE™,

S
1. BETSEENNDMPIESR
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clusterl::> system services ndmp node-scope-mode on

E/RANDMPT sEEER .

2. EEEPHPIET = LB FANDMPARSS
fEFBECAT " * " AIRREFET R LEA NDMP BRSS
TS E — 2D, AT EIEMNNARERN NDMP EE#H1TE K 1IE,

clusterl::> system services ndmp on -node *

Please enter password:
Confirm password:

2 entries were modified.

3. ZH -clear-text BFZ2BEENDMPZHIZAYIEIN

{EABEAT"*" disables the ‘-clear-text &I,

clusterl::> system services ndmp modify -node * -clear-text false

4. IIFREEBFANDMPRRSZ UM ~clear-text EMBE 2!

clusterl::> system services ndmp show

Node Enabled Clear text User Id
clusterl-1 true false root
clusterl-2 true false root

2 entries were displayed.

FTS5EER NDMP BEZE ONTAP LIF

BATREBTET 2 ME PN BER 2 BRI IHEEENITHIEZM LIF , ME LIF 5
, BATNIIERE N LIF 188 T MBI EFETE SRR,

@ MONTAP 9.10.1F7F48. BAAIEREEEFA. HT2BRALIFIRSREE. BXFAER, BERL"
AEEi*%ElJ/}ILE o
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ONTAP 9. 1015 E SRS
FIE
1. {ERH<SH —Service—policy‘%%&Eﬁi%ﬁtﬁ%m%ﬁl‘ﬂ—]LIF ‘network interface shows

network interface show -service-policy default-intercluster

2. HREELELIFES It “backup-ndmp-control’ RSS

network interface service-policy show

3. HAIRE NEEEEE LIF EMg BN EE5 5L

a. IFEEFBICIFSHIBIPEE S IRIEEBRIREN local-only A network interface show
-failover @<

clusterl::> network interface show —-failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy Group
clusterl IC1 clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-2:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1:e0Om local-only
Default
Failover
Targets:

b. MNRKIEFHIZ B EIRTEREE. BERIEULHKIZHIZIREE network interface modify 83 %
-failover-policy B,

clusterl::> network interface modify -vserver clusterl -1if IC1
—-failover-policy local-only

-

BX. network interface service-policy show FMBVEHMEE network interface



show, network interface modify 158 0"ONTAP @& E",
ONTAP 9.9 HERhta

T
1. FERBET S EIEEMEEEEILIF network interface show AF% -role &%,

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1l up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
eOb true

2. HRE AEEEEE LIF 8 NDMP BRI AIE RS
a. FARKIIEEEANDMPEREMRANIEEREE system services firewall policy show AF<:

AT e < BREEREE LIF BIBAAIEERAR

clusterl::> system services firewall policy show -policy

intercluster

Vserver Policy Service Allowed

clusterl intercluster dns =

ndmp 0.0.0.0/0, ::/0

9 entries were displayed.

b. tNRKFABHNIEHREE. BEFERBREAIEERE system services firewall policy

DA ) "
modify 8% -service &,

AT e R RsER E] LIF =5 AR A SRR
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clusterl::> system services firewall policy modify -vserver clusterl

-policy intercluster -service ndmp 0.0.0.0/0

3. MIRE NEELE LIF EMIR B HRIEEIS 5K

a. IOIFE B BICIFsHMERZ IR EBRIRE N local-only A network interface show

. ANAN .
-failover %!

clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy Group
clusterl IC1 clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-2:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1:e0Om local-only
Default
Failover
Targets:

b. WMNRKRIEHIZERIEZTE R, 1BEREBIUILEEIZTZ RS network interface modify me

-failover-policy B,

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

BXHMM network interface modify F4H{EE ‘network interface show, S
JL'"ONTAP @< &E",

77 ONTAP NDMP B E L EF DN HEF
ENEREE NDMP HiEE, EUFIMERRSHIRERES, AEESHNBERFTRE
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HRMEHD IR,
B
1. UREESCRITE ONTAP RECEMIUTER:
° &3 FATERFEIE NDMP SEZFRER AP B HE3
° HPNAEFIEEEISRPTTEAVEELE LIF B9 1P it
2. 7ZONTAPH. A ETRONTAPLELEMEEMFI®E storage tape alias show %!

AR BEEERESONAREFRER.

clusterl::> storage tape show -alias

Device ID: 2a.0
Device Type: tape drive
Description: Hewlett-Packard LTO-5

stsw-3220-4a-4b-02 st2 SN[HU19497WVR]

3 EEMNARERY, FAENNARFIXERERERENTE,

FehlfE
MRZEBIEZHEMG, flNESBhs LIF 18, SRIUESTFEMRDRLEMTPEREDIRF.

BXER
* "EFiEE TR B
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