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Prepare for NDMP configuration.

:

Werify the tape device connections.

v

Enable tape reservations.

Does the backup application
support CAB?

¢ Yes No ¢

Enable SVM-scoped NDMP on the cluster. Enable node-scoped NDMP on the cluster.
Configure a backup user for the cluster. Configure a LIF for node-scoped NDMP.

|

Configure LIFs for SVM-scoped NDMP.

v

Configure the backup application.

/&5 NDMP ECE

EETMELHIEEENMY (NDMP ) BREMFEMIAINZE, ENRARIETNEERS
T, W HRSREEES I TR LI AERIREE, RIFMETRESHAEE
BB LIF , HAESWNBEREEZIFERRMEF! ( Cluster Aware Backup , CAB
) VB
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1. HXONTAP ¥, B2 NE NN AEFRERHNRERETIR(NetApp A2 E=H &N ARERFH
1TONTAP EINDMPE&IATE)o

1SN ESIELL FNetApp B EFRA -

° &8 Fin1THY ONTAP 9 hRZR,
o BN AEFHEMNEFMRES: Fla0Veritas NetBackup 8.28,Commvault,



o MEHEEFAGEE. BN IRshEnFER. BUSEO: FIE0IBM Ultrium 88¢HPE StoreEver
Ultrium 30750 LTO-8,

 ERFPTNEHNTES: FIENFAS87008¢A400,
()  EANERREEHRRRFNRAONTAP REMEISFIE NetApp TR T,

2. W H IR R EE T T RN ERHECE X5 NS IERNE

a. EPITREL. FREENEMFTIEENXY storage tape show-supported-status me

clusterl::> storage tape show-supported-status

Node: clusterl-1

Is
Tape Drives Supported Support Status
Certance Ultrium 2 true Dynamically Qualified
Certance Ultrium 3 true Dynamically Qualified
Digital DLT2000 true Qualified

b. KA IRENEE S ki PRI SR IKEhER T IR #H 1T

@ WE P RENB A RS IRERE N ERFERFIZEEERRE, /40, Digital
DLT2000 tB#F7 DLT2k o &R LARBSX LAY RIEn B ES

C NRIFEAREMEPIINERIKE, BB ERELRFERHET TRRINE, BRI NetApp 32
R LR T EHA R B XK ERNENRECE X (o

"NetApp T&: HHIRRICEXH"
MRERMNT RESRHETIRE, WZREIEARITNERNEMTHEE XXHT,
3. WIFEMBTHNEN T R ST EGEEHE LIF

a. FHEET S EHVERFBIIVEEREE]YSIfs network interface show -role intercluster B35
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clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true

b. NREAT = LERFEERLEILIF, BERALIEERLELIF network interface create @i¥.

clusterl::> network interface create -vserver clusterl -1if IC2 -role
intercluster

-home-node clusterl-2 -home-port e0b -address 192.0.2.68 -netmask
255.255.255.0

-status-admin up -failover-policy local-only -firewall-policy

intercluster

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
e0b true
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1. FREEEXFE RN RFEEEENER storage tape show B!

clusterl::> storage tape show

Node: clusterl-01

Device 1ID Device Type Description
Status

swd:10.11 tape drive HP LTO-3

normal

0b.125L1 media changer HP MSL G3 Series
normal

0d.4 tape drive IBM LTO 5 ULT3580
normal

0d.4L1 media changer IBM 3573-TL
normal

2. MNRKRETHEHIRRNER, BRI THEEHERo

3. MREXETRNEFMZE. BEATEEXNRERSBMNEES storage tape show-media-changer @B
2. REX iR BH TEERBR.

clusterl::> storage tape show-media-changer

Media Changer:

sw4:10.11L1

Description: PX70-TL
WWNN: 2:00a:000e11:10b919
WWPN: 2:00b:000el11:100b919

Serial Number:

Errors:

00FRU7800000 LL1

Paths:

Node Initiator Alias Device State
Status

clusterl-01 2b mcO in-use

normal



S REHEINE
1RSI NDMP & RIER & () T2 TR T B RS,

KTUAESS

MBRBERSONAREFMR, XEREXNSENNARRRUNERERIXEZEMT REARSELE. BXIE
HREITRIRE, B NENNAREFIIHNEXE,
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1. ERERMZE options -option-name tape.reservations -option-value persistent &p

LX-FHF‘Vzlﬂ'TEﬁHFﬁE%ﬁ persistent &:

clusterl::> options -option-name tape.reservations -option-value
persistent
2 entries were modified.

2. RIS EEMET R EERNE options tape.reservations . AREERE.

clusterl::> options tape.reservations

clusterl-1
tape.reservations persistent

clusterl-2
tape.reservations persistent
2 entries were displayed.

ACE SVM SEERY NDMP

TEE FE B SVM SEER NDMP

NERDMAS F5 8 BERUAN 14 (Cluster Aware Backup. CAB) . MIATLUEE B ASVMSE
ERINDMP. 7E5£Ef B FANDMPARS (BIESVM) U AEIEIITH I EER BELIF RS HNE
HPRETRIEENES

REENAS
DMA 470745 CAB ¥ Bo

XFIAES
KA =SEER NDMP RI0IG7E5EF LB A SVM SEERY NDMP 183,

p



1. BRESVMSEERINDMPIET:

clusterl::> system services ndmp node-scope-mode off

BEASVMSEERINDMPRT(,

2. FEESVM_LEEFANDMPRRSS :

clusterl::> vserver services ndmp on -vserver clusterl

BHIIERENEE N challenge RIANBR T AiX A BRI TFEBRS.
() =smmeEs, CURRAXESHRIL

3. WIFEARE/EANDMPARSS !

clusterl::> vserver services ndmp show

Vserver Enabled Authentication type
clusterl true challenge
vsl false challenge

A& AR EFENDMP&{3IiE

EMNEFHNAERNSVMEERNDMPHITEMIGIE. e — AR IS RFAINDMP
ZHEREERF,

KTFUAES

BN HEDEERBPEMNDMPER, ErILUEERNSVMESIBRAENEERRAR. WELE. EaLL
BIEMAR. RINERT. BEUTACKNAR A UNNDMPERHITHHIIE:

* &£8HEE: admin 3¢ backup

* BASVM: vsadmin f vsadmin-backup
WMREABENISHLDAPAHF. MiZAFR SR FHENIRS 2 L. EARBEMER Active Directory FIF.

p
1. B REaEERARFNR:

security login show



2. NRFE., FAHLUEFBPNDMPEDERF security login create B UNEESEESENSVMEFIH
HENAE.

TR A REE R ME D AP BHNISTHLDAPAF % —user-or-group-name S,
U TS ReIE&mAR backup adminl M backup BIMEREAR:

clusterl::> security login create -user-or-group-name backup adminl
—-application ssh -authmethod password -role backup

LS EBeIESGORRP vsbackup adminl f#H vsadmin-backup ENSVMBIAE:

clusterl::> security login create -user-or-group-name vsbackup adminl
-—application ssh —-authmethod password -role vsadmin-backup

RN AP ZE I
3. FRNEESVMERNZR vserver services ndmp generate password 3%

ERRERLITRTHEMDNAIERFD NDMP EE#1T S M1,

clusterl::> vserver services ndmp generate-password -vserver clusterl
-user backup adminl

Vserver: clusterl
User: backup adminl
Password: gG5CqQHYxw7tE57g

BdE LIF

BROIHRE BT RESENES R RZEZUSEERUNEEE SVM NIEHNARRFRZ
BRI ITHERER LIF o BE LIF [, SRIIERE N LIF IRE T M AEMEIRRER
B%, HiEEBEZOAR,

MONTAP 9.10.1FF84. PANIEHRIREFH. HR2BRALIFIRSER, EX1FMEE, 58 "ONTAP 9.6 &
EEARAAY LIF FARS 5L,

PIE
1. FEMEERE. EHEENT AEEMNSEHER network interface show 8% -role B3,

AT ep< BREERSE LIF :
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clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
eOb true

UTHSERERERLIF

clusterl::> network interface show -role cluster-mgmt

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl cluster mgmt up/up 192.0.2.60/24 clusterl-2
eOM true

UTHLERTRERLIF :

clusterl::> network interface show -role node-mgmt

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl clusterl-1 mgmtl wup/up 192.0.2.69/24 clusterl-1
eOM true

clusterl-2 mgmtl wup/up 192.0.2.70/24 clusterl-2
eOM true

2. HIREIESERHE LIF , B84SR (cluster-mgmt) LIF fITTREE (node-mgmt) LIF £J9 NDMP B
BB SRR .



a. FARKWIIEEEANDMPERAMBANIEEREE system services firewall policy show AF<:

T < ERERFER LIF BB AIEEERE

clusterl::> system services firewall policy show -policy cluster

Vserver Policy Service Allowed

cluster cluster dns .0.0.0/0
http 0.0.0.0/0
https 0.0.0.0/0
** ndmp 0.0.0.0/0%*%*
ndmps 0.0.0.0/0
ntp 0.0.0.0/0
rsh 0.0.0.0/0
snmp 0.0.0.0/0
ssh 0.0.0.0/0
telnet 0.0.0.0/0

10 entries were displayed.

AT ep< BRERE LIF BIBH ISR

clusterl::> system services firewall policy show -policy intercluster

Vserver Policy Service Allowed
clusterl intercluster dns =
http -
https -
**ndmp 0600070, 88 /0
ndmps -
ntp -
rsh =
ssh =
telnet =
9 entries were displayed.

LTS ETRTEEE LIF BB A ISR



clusterl::> system services firewall policy show -policy mgmt

Vserver Policy Service Allowed

clusterl-1 mgmt dns .0.0.0/0, /0
http 0.0.0.0/0, /0
https 0.0.0.0/0, ::/0
**ndmp 0.0.0.0/0, J Q%
ndmps 0.0.0.0/0, ::/0
ntp 0.0.0.0/0, ::/0
rsh -
snmp 0.0.0.0/0, ::/0
ssh 0.0.0.0/0, ::/0
telnet =

10 entries were displayed.

b. tNRKB[AHNIEHREE. BERBEHAIEERE system services firewall policy modify &8

A :
< —Service %%&o

T e R aseasial LIF =5 AR A SRS

clusterl::> system services firewall policy modify -vserver clusterl
-policy intercluster -service ndmp 0.0.0.0/0

3. WIREFIA LIF [EMISEHRIEFET5 RS

a. IFEHEIBLIFIMPEREZ SRR R/IEE N broadcast-domain-wide. FHEHEEENTSEIBNE
A EENRIRISE N local-only {£F network interface show -failover Bp%:

UTH<SERENSIE LIF, 88 LIF TS B LIF BIRIEFEZTEHRER

11



clusterl::> network interface show -failover

Logical
Failover
Vserver Interface
Group
cluster clusterl clusl
cluster
**clusterl cluster mgmt
Default**

W TG
Default**

wWWILC2
Default**

**clusterl-1 clusterl-1 mgmtl
Default**

**clusterl-2 clusterl-2 mgmtl
Default**

Home Failover
Node:Port Policy
clusterl-1:e0a local-only

Failover Targets:

clusterl-1:e0m broadcast-domain-wide

Failover Targets:

clusterl-1:e0a local-only

Failover Targets:

clusterl-1:e0b local-only

Failover Targets:

clusterl-1:e0m local-only

Failover Targets:

clusterl-2:e0m local-only

Failover Targets:

a. INRKRIFHISEBEIZZHRIE. 1BERBRUILHIERZ B R network interface modify wme

-failover-policy B,

clusterl::> network interface modify -vserver clusterl -1if IC1

-failover-policy local-only

4. FREEHIREEFIENE®AR vserver services ndmp modify 8% preferred-interface-

role &,

12



clusterl::> vserver services ndmp modify -vserver clusterl -preferred
-interface-role intercluster,cluster-mgmt, node-mgmt

S FRWIIREENEMISEEIRIZEOMAE vserver services ndmp show f3%:

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt, node-

mgmt

FC & 71 = SEFEIRY NDMP

TE&EE LERT REER NDMP

e LB T B BT SSEEINDMP. EENDMPARE N AEUENITHEIZRELIFRE )
BEANTEEEENS, FJUNEREPIIET S TR,

()  #EEINDMPIEONTAP 9 EH,

KTFUAESS

AT CCEEX TEEANDMPE. AIUET RECEBHIIE. BXIFMER, 1BEN "HIREE"WNATE node-
scope "2 FECENDMP & IEIE""s

PIE
1. BRATSEERMNNDMPIES

clusterl::> system services ndmp node-scope-mode on

2R ANDMPTI s EIER .

2. EEEFPHPTET = LB FANDMPARSS
fEA@ET "+ " BIETEFE T R _ LB A NDMP fRSS.
BRAFTIEE — 12D, AT EIEMNNARERN NDMP EE#H1TH K I1IE,

clusterl::> system services ndmp on -node *

13
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Please enter password:
Confirm password:
2 entries were modified.

3. 2 -clear-text AT Z2BEENDMPZHIZAYIEIN :

{ER@BET"*" disables the ‘-clear-text &I,

clusterl::> system services ndmp modify -node * -clear-text false

4. IIFREEBFANDMPRRSZ UK -clear-text EMBE 2!

clusterl::> system services ndmp show

Node Enabled Clear text User Id
clusterl-1 true false root
clusterl-2 true false root

2 entries were displayed.

BdE LIF

BwitRE B TED RME R NBER Z BRI BUEERMNITHIERZN LIF . E LIF 5
, AMIIE RN LIF 128 7 PSSR % R,

@ MONTAP 9.10.1FF88. FHASERIEEFM. He2 B ALIFARS R, EXEAES, B3I
7 LIF EEE R ASEERER"

TIE
1. FARBET S EIEEMERELIF network interface show 89% -role S,

14


https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html
https://docs.netapp.com/zh-cn/ontap/networking/configure_firewall_policies_for_lifs.html

clusterl::> network interface show -role intercluster

Logical Status Network Current

Current Is

Vserver Interface Admin/Oper Address/Mask Node Port
Home

clusterl IC1 up/up 192.0.2.65/24 clusterl-1 ela
true

clusterl IC2 up/up 192.0.2.68/24 clusterl-2 e0b
true

2. pfRE EEEEE) LIF LY NDMP BB AIEERES

a. FARIIEEENNDMPERERAIEEREE system services firewall policy show AR<:

AT ep< BR&ERE LIF BIBHAIESRER !

clusterl::> system services firewall policy show -policy intercluster

clusterl intercluster

9 entries were displayed.

Service

dns
http
https
**ndmp
ndmps
ntp
rsh
ssh
telnet

Allowed

0.0.0.0/0, 8g/0=%

b. tNRKB[AHNIEHREE. BERABEHAIEER system services firewall policy modify &8

A :
< —Service %%&o

AT ap< i sEBEial LIF /=AM AERER:

clusterl::> system services firewall policy modify -vserver clusterl

-policy intercluster -service ndmp 0.0.0.0/0

3. HIRE ANERLE LIF EMig BN T5 %K.
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a. IR BICIFSIYMEILTZRIRETIRE N local-only M network interface show

. LA .
-failover 895

clusterl:

Vserver

clusterl
Default**

Default**

clusterl-1

:> network interface show —-failover

Logical Home Failover Failover
Interface Node:Port Policy Group
W TCIL clusterl-1:e0a local-only

Failover Targets:

W TC2 clusterl-2:e0b local-only

Failover Targets:

clusterl-1 mgmtl clusterl-1l:e0Om local-only Default

Failover Targets:

b. INIRKIEMIZEHIEELIZIHEE. BERBIULKIEFETEHE network interface modify fR<
-failover-policy &%,

clusterl:

:> network interface modify -vserver clusterl -1if IC1

-failover-policy local-only

EeE&INARER

ENEEECE NDMP ihialfE, SO MMEEECEFWEESR,

HARp&mhdis.

p

1. WREESLHITE ONTAP HECEMIU TIEE:

© B3 FATERFEIE NDMP SEZFRER AP 33

° BN AERFIEERISE BT R AVEELE LIF Y 1P itk

2. ZEONTAPH. EAETRONTAPHERLE MEEMAIE storage tape alias show %!
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clusterl::> storage tape show -alias

Device ID:
Device Type:

Description: Hewlett-Packard LTO-5
Node Alias Mapping
stsw-3220-4a-4b-02 st2 SN[HU19497WVR]

2a.0
tape drive

3 HEMNARERT, FRAENNARFIXEEERERENTRE,

e

MRREBIEZHES, GINEBE LIF X5, ERIUESTFERVRMERRERENIRE
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