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1. IFEBRAZE S I B4R ONTAP higzs:

version

2. YIREEFhRAAZ EARONTAPRRZS. MIRZISIERRA T5 R BOALRT

system node upgrade-revert show



WIESEHTTTIN

FRERE, ENEIEXETRERGTERBNTSMANERENFYS, UNEHESATHIEIRS.

1. RPN T R ES BRI B SNSRI FR G

cluster show

clusterl::> cluster show

Node Health
node0 true
nodel true

MREATRBITRAFESHAFEFRMS

2. BRRBFIEBERNER:

set -privilege advanced

3. BWiFrE RDB #HEZMEEFAER,

Eligibility

true
true

BE EMS BEFRIHIRH REE [EFE 1.

° N EMRASIERE epoch MEIERE epochs M ITED,

° FRE T RS EANERRXAE R

HAR, SRR BERENMPSER,

ER R RDB #iE ...
BIENARER

SUBHIERE

EPMEOEIEE

SAN BIESTIPHIE

HREIERT S ESIERFIRE:

WAL ...

cluster ring

cluster ring

cluster ring

cluster ring

show

show

show

show

-unitname

-unitname

-unitname

-unitname

mgmt

vldb

vifmgr

bcomd



clusterl::*> cluster ring show -unitname vldb

Node UnitName Epoch DB Epoch DB Trnxs Master Online
node0 v1db 154 154 14847 node0 master
nodel v1db 154 154 14847 node0 secondary
node?2 v1db 154 154 14847 node0 secondary
node3 v1db 154 154 14847 node0 secondary
4 entries were displayed.

4. NREIE SAN FIEBEAIETT, IBRIEEMN T REE LT SAN HEIRE:
cluster kernel-service show
clusterl::*> cluster kernel-service show
Master Cluster Quorum Availability
Operational
Node Node Status Status Status
clusterl-01 clusterl-01 in-quorum true

operational

operational

clusterl-02

2 entries were displayed.

BXER
"RERE"

in-quorum

true

WIERE ERA BT HIIMIR({XFRMetroCluster FCACE)
SRR AMetroCluster FCEEE. NIREFRONTAPEIIERE BB A BRI RISMIR,

NREERIE MetroCluster IP BRE, BB IHIRESE

p

1. WEEEERABMITIIMIGR:

metrocluster show

IRBRAT BopitRISMIR, MesLhHdb R ERUATED:
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AUSO Failure Domain auso-on-cluster-disaster

2. MRKERIIER, BRABDITRIIMIR:

metrocluster modify -auto-switchover-failure-domain auso-on-cluster-
disaster

3. WiER AR ERA BN RISMIIR:

metrocluster show

BXES

"HENRESEE"

F4RONTAPfS. WIEFAERLUNEGE T FimO

EONTAPH LI 2R ITENERIHEAE. KELUNRIRES ME Ein EBEI A E D ECHIH
[EBin0. ARG, BEEBRAHTRERAEZIRO EBERSIfs,

p
1. BRFRBLIFERE:

network interface show -fields home-port,curr-port

FHFAEAILIF, FNR*Status Admin*/3"down (EXH])"5*is home * 7 "false ((&iR)", BHEEHRIT F—F,

2. BR¥ELsER:

network interface modify {-role data} -status—-admin up
3. BLIFRREIEEmA:

network interface revert *
4. BIEFRAMSIFsRE A FH FIHmOH:

network interface show
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IHERBIER SVM vs0 BIFRE LIF U FHEERO L

clusterl::> network interface show

Logical
Vserver Interface

datal001
data002
data003
data004
data005
data006
data007

-vserver vs0

Status Network Current Current Is

Admin/Oper Address/Mask Node Port Home
up/up 192.0.2.120/24 node0 ele true
up/up 192.0.2.121/24 nodeO e0f true
up/up 192.0.2.122/24 node0 e2a true
up/up 192.0.2.123/24 node0 e2b true
up/up 192.0.2.124/24 nodel ele true
up/up 192.0.2.125/24 nodel e0f true
up/up 192.0.2.126/24 nodel e2a true
up/up 192.0.2.127/24 nodel e2b true

data008

8 entries were displayed.
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1. IS N R O BRI R EL TR #8E :

network port reachability show -detail

mLRHEEANAMER, ERAUTRRMNNRTBAKNEER (FRRNERS) , HBET—FSERITH
1B (WFRA) -



reachability-status =
ok?

e Unexpected ports?

Wait a

reachability-status = minute, and
unknown? then try

again

Unreachable ports?

reachability-status =

misconfigured?
Run repair Consider
command splitting
broadcast
domains
reachability-status =
no-reachability? Nothing to
repair
v
Consider
reachability-status = A Y L merging
multi-domain broadcast
reachability? r domains

aiF R MRS Description
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network port reachability repair -node -port

BXEFMAESR, BN "EEIRORAEE"

AA] el iR OTA RIS 2 BiLEERIET &,

TRILMEE ORIt BITUT@<LH, RARRFIRODELRAIA IP =EF B
ellFES: RSV o

network port reachability repair -node -port

BXEFMER, BN EEIRORAEME"
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EELIFRIZEMSIER, MREELIFEEFREHFBRBER. WARSEEER.
ABAEHIXAER. ARE. EEMRRABRIRAIHRMERIMLEARSS KB FMFREMS LIFARSS.

p
1. HE AT AT AREXEMSIE S RILIF LUK K BXBIRILE AR 55 55 1K ©

network interface show -fields service-policy -services management-ems

vserver 1if service-policy

cluster-1 cluster mgmt
default-management

cluster-1 nodel-mgmt

default-management
cluster-1 node2-mgmt

default-management
cluster-1 inter cluster

default-intercluster
4 entries were displayed.

2. WESNLIFRESEMSBREE:

network ping -1if 1if name -vserver svm name -destination

destination address

TN R ERITIHERE
Tl

cluster-1::> network ping -1if nodel-mgmt -vserver cluster-1
-destination 10.10.10.10
10.10.10.10 is alive

cluster-1::> network ping -1if inter cluster -vserver cluster-1
-destination 10.10.10.10
no answer from 10.10.10.10

3. WANSRRES!:

set advanced



4. JFFTEBIRBILIF, 75 MIERNBYARSS RE&HMIBRmanagement-EMS LIFARSS :

network interface service-policy remove-service -vserver svi name

-policy service policy name -service management-ems

5. IjiEmanagement-EMS LIFELTE{X 5 ATiAIRIEMS B #RHYLIFKEX

network interface show -fields service-policy -services management-ems

RS
"ONTAP 9.6 X2 B a4 BILIFFIAR 55 SR ES"

EFONTAPFH G0 EMetroClusterfic & FIMLRIEIZF LIRS
EMetroClusterfd B FFHLRONTAPEER G, BN EWIFEMNERMLUN. BEHENIRS.

1. BOIFLIFIRES :

network interface show

EIEFRIET, /R SVM B LIF NEBRSHSIN up , HEUTEETR L, B SVM B LIF ARERE
FUFHEDRE, EVHRF, FiE LIF WEBRETY P up , BEFNUFHETR L.
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clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
Cluster
clusterl-al clusl
up/up 192.0.2.1/24 clusterl-01
eZa
true
clusterl-al clus2
up/up 192.0.2.2/24 clusterl-01
e2b
true
clusterl-01
clus mgmt up/up 198.51.100.1/24 clusterl-01
e3a
true
clusterl-al inetd4 interclusterl
up/up 198.51.100.2/24 clusterl-01
e3c
true

27 entries were displayed.

2. IR EHIIRE:

storage aggregate show -state !online

LEs R ETRFAELT not BRUASHIR S, EIERRET, UTAitilcpFrERESEUAIETFEAIR
o BE, WR MetroCluster EEELTHHENT, NAFRHERE LR EFIREBSHAL.

IR ERT IERTITRSRE

clusterl::> storage aggregate show -state !online
There are no entries matching your query.

HRAISRT EETIRAVER, HRAEmEL R ERRES G FHRIVAE:
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3.

12

clusterl::> storage aggregate show -state !online
Aggregate Size Available Used$% State #Vols Nodes RAID
Status

OB 0B 0% offline 0 cluster2-01

mirror

degraded
aggr0 b2

0B 0B 0% offline 0 cluster2-02

o\°

raid dp,
mirror

degraded
2 entries were displayed.

WIEERPRTS

volume show -state !online

s BB RAAE LT not BXHUIAZSHIE.

902 MetroCluster EEEAFIERETITRES CGROETFIHUAT) , NinHN 2RERI R SVM FriRBRIFR
B% (SVM Z#EHIIN "-MC" F9%) .

RBEFELRETRE, XEEF B
WREIERTEREITHER, HERREREN R LSRN



clusterl::> volume show -state !online

(volume show)
Vserver Volume Aggregate State Type Size
Available Used%

vs2-mc voll aggrl bl = RW =
;SZ—mc_ root vs2 aggr0 bl = RW =
;SZ—mc_ vol2 aggrl bl = RW =
;52—mc_ vol3 aggrl bl = RW =
;SZ—mc_ vol4 aggrl bl = RW =

5 entries were displayed.

4. WIEREREA—HNE:

volume show -is-inconsistent true

BEERAIREXE "EERWAFL A—E" HXRINAMER—BRIENER.

FRGLeIE SAN BCE

EONTAPAHLR Z fa. ESANIIRH, ENIRIEEARZ AEZEIILIFNEG N EiEFRES
ERRIHERIEEZEILIF,

1. WiES N EoiERF e h BEEE EMNI LIF .
BN RoREFYIRS R EEIAEI SN REITEE.

£ ... BN ...

iISCSI
iscsi initiator show -fields
igroup,initiator-name, tpgroup

FC
fcp initiator show -fields

igroup,wwpn, 1if


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/Volume_Showing_WAFL_Inconsistent

MONTAP 9.28{ ER N EAALKG. EFELEKMIPIRS 2515%1%

MONTAP 9.2 E R hg A FAKEIONTAP 9.3 EmR A /G, EHREBEMACE TSN

EIE(KMIP)ARSZ 281 &

p

B
Z3

1. EERAEEREE:

14

security key-manager setup

FIIKMIPARSS 28 :

security key-manager add -address key management server ip address

WIEKMIPARSS 8RB B B

security key-manager show -status
EIEARS 2

security key-manager query

I B P IIE R AN EIEITIE

security key-manager create-key -prompt-for-key true

BFEEXAELDES 32 MFM.

BB DIRIERA:

security key-manager query

BB S IIEE 57 B4l B N (Self-Encryption Disk. SE):

storage encryption disk modify -disk disk ID -data-key-id key ID

()  wREREEhOR S HRIEEA,

. WMREE. FFIPSEEANECLESED:



storage encryption disk modify -disk disk id -fips-key-id
fips authentication key id

NRENL2IRBEREEARENZRATHIES MO IIEM FIPS 140-2 BHWIE, NNASMEREIE
—NERNER. S, EAJLUERSHEIEFRERNSMIIERARBRE FIPS GMIEER.

TEONTAPHEEEMENUBHNAHEAZREIRE
FHRONTAP/G. EEERNHHZHREFEZRIEARNIE,

p
1. EREBRABHFREREZACBNICRHEER A RAZRERESHINMIE.,
2. BOPHEREREBEIHRIAUE:

volume move start

FRONTAP/S 1% E SnapMirroriE(E

HRONTAPE. EHEMEFIE E&EE8ISnapMirrork o

HIE
1. mE e FHE 1 SnapMirrorx ZBYE

snapmirror resume *

It E S E RS B &S/ SnapMirror <&,

2. I9FSnapMirrori2ER B EMmE :

snapmirror show

15



clusterl::> snapmirror show

Source Destination Mirror Relationship Total

Last

Path Type Path State Status Progress Healthy
Updated

clusterl-vsl:dp srcl
DP clusterl-vs2:dp dstl
Snapmirrored
Idle - true -
clusterl-vsl:xdp srcl
XDP clusterl-vs2:xdp dstl
Snapmirrored
Idle - true -
clusterl://clusterl-vsl/ls srcl
LS clusterl://clusterl-vsl/ls mrl

Snapmirrored
Idle = true =
clusterl://clusterl-vsl/ls mr2
Snapmirrored
Idle = true =

4 entries were displayed.

XFEA SnapMirror X &R, BRI XANKREESEN *NE *. 9[1%47(,.,\7] *IEEEE Y, BER
SnapMirror fZ45eRk, FAREMBNGBLURIPRESRSEEN N * WE *

FHFEENIZITEIEITEEA SnapMirror X%, ENIGIEE—TXIEY SnapMirror IR S B INTEMK.

Bliha) AR S5 A IR 2R RY AR F itk P BYEEEX

WNRIETEONTAP 9.8/ ERIrAFHEIE T Al ERIEFEIER A EIAIRIRS LEE%%(SP)E’JJEHF'
. HARZIONTAP 9.9 1 EShds. NPT AIEESEREHEERER -role B
BN admin.

BXBFEAER, BEN "7i50E SP RIKF",

B EIANLES

HLLEONTAPH G, BN FHFLEONTAPHEINEE(DQP), £ ONTAP #4432t
, F=E#H DQP,

DQPEE AT SMEFIAERRNZEHITONTAPR ENIEHSEH, WREHDQPh AT & S FIAIEIKRIZRHIE
B. ONTAPRASIRMHIEHECERERHES.
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RIEXLKREEETEFH—RDQAP, HFUTEREA. EEMNEFHDQP:
* EEETPIT SR INFIR T8 2B g A/ BT
B0, MBREEHE 1 TB KEh2EHFMT 2 TB K5h2E, NEBHERHA DQP T,

© EIHRE A

s DEERHIEEREHS DQP X4 R
HXER

* "NetApp F#: HEIANIER"

* "NetApp T&;: HEIRch3E 4"
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