SMB R385 5
ONTAP 9

NetApp
February 12, 2026

This PDF was generated from https://docs.netapp.com/zh-cn/ontap/smb-admin/server-support-
concept.html on February 12, 2026. Always check docs.netapp.com for the latest.



H=x

SMB IREZ 2B F
T EONTAP SMBRRS 28245
FHEAIONTAP SMBRRZSFILHAE
ONTAP SMBHARZ #FHIWindowsIh&E
EONTAP SMB SVM A2 ENISZXLDAPEZ #RARSS
T RONTAP SMBR #RARSS ST AL B
EIEEEEE
TREE
BT ihmaMEBIRA Y
NG

N OO OO O O WW s A



SMB AREZ 28245

THRONTAP SMBARSZ 28 15

& BA] LATE Storage Virtual Machine (SVM ) EEAMECE SMB ARSS28, LU SMB B
ImAENS A R Se B LRV M

« RS NEGE SYM REELREE|— Active Directory 13,
* $UE SVM REEHE IR —ME,
* %4 SVM BT UGBERIE—Mo

7E0IZ SMB IRSEZ 2281, B4 ERERATIRMUEEUER SVM # LIF . INREMNIIENEZFEE, NaJfErEE
e IP i8], [ #EEFFM.

EXES
TR

(EGEEEs

||%éﬁ’;§ﬁfiu

T 1EHIONTAP SMBRRr ZA~F1THAE

REZ2SEEHR (SMB) =2 Microsoft Windows & iR Z 2EAM—Fhinfe =
il ZIHFFFESMBhRZN, ER/I6IE ONTAP SMB ARSZ 2B 2B IR B ENZ P imil
IhEE,

B X ONTAP Z#Y SMB B P infligiiThlgsfIsMES, 1SN Interoperability Matrix Tool o

AIAMBLT. ONTAP SMBARS3 2R =/EFASMB 2.0 ERBMRA. ERILIRIEREEANRRAXEMZS, AILIRYE
FEERANFEMASMB 1.0

511z HI2889 SMB 1.0 1 2.0 FHZMEINZEHEURTF ONTAP hids, BXEFMER

@ vserver cifs security modify, IBEBI'ONTAP i< E&ZE", WFIE CIFS IRSZ28151T
SMB 1.0 89315, ENRRIZINESH SMB hids, UERILEL2EMSMEHTES. B
KIFMER, IBEKARED NetApp &Ko

TRETTET SMB hRASZHFHI SMB Ihat. BIARRT, FL SMB e TRARS, FEINEFEHIH
[T

* tbIhee: * *TE=EFH ¢ FFFLLT SMB hrZAs: *, ONTAP 9 XiF*
3.0 3.1.1

|BkR SMB 1.0 Thag X X


https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/networking/networking_reference.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/modify-servers-task.html
https://docs.netapp.com/zh-cn/ontap/system-admin/index.html
https://docs.netapp.com/zh-cn/ontap/system-admin/index.html
https://docs.netapp.com/zh-cn/ontap/system-admin/index.html
https://docs.netapp.com/zh-cn/ontap/system-admin/index.html
https://docs.netapp.com/zh-cn/ontap/system-admin/index.html
https://docs.netapp.com/zh-cn/ontap/system-admin/index.html
https://docs.netapp.com/zh-cn/ontap/system-admin/index.html
https://docs.netapp.com/zh-cn/ontap/system-admin/index.html
https://docs.netapp.com/zh-cn/ontap/system-admin/index.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-security-modify.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-security-modify.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-security-modify.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-security-modify.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-security-modify.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-security-modify.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-security-modify.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-security-modify.html
https://docs.netapp.com/us-en/ontap-cli/vserver-cifs-security-modify.html

* tkIhge: * *HRERA:

i FA 3= 47
EGRMF
FIR(E

}J@'@Hﬁﬂ%)\éﬁ}qﬂ XA/ME
I

RET R
SMB £ X

ERAER (ADS) X X
B

AE MTU (M ONTAP X
9.7 4, BINBERTATF
BRARE)

HRAN =

R ARNHEE X
FA B

TIE

SMB 0% : AES-128- X
CCM

?ﬁﬁﬁ?f‘@ (CAHERE

BRI ES

SMB Zi@i& (M ONTAP X
9.4 FF8)

TS R RS

BT IRRIERES v.2
(CCFv2)

*

FFF LA SMB higzs:
X

X

*, ONTAP9 z#j*

X

X



* thTnse: * *HRERA ¢ XFLLT SMB Fir7s: *, ONTAP 9 373F *

SMB 10%%: AES-128- X X
GCM

BXER
THRUN{AIfEF ONTAP & KIEEMER 2

KRERSSBRIEEHRIELEES
7£ SMB fRs58: LERE @id SMB (FiaisiEFr =M SMB MN&

"NetApp EigfEME"

ONTAP SMBH AR~ 5EYWindowsIhEE
EMLRER CIFS 281, BEETH ONTAP AR #EFHELE Windows IhEE,
ONTAP R LA Windows IHgE:

* MEXHFRS (EFS)

* EERHEFIERNT XGRS (NTFS) HfF
* Microsoft XS #IfARs5 (FRS)

* Microsoft Windows Z5|iRSS

BRI DEEFMHEERE (HSM) LIniEFiE

* M Windows & P iin & IRECEN

* Windows E2&iE X

* LMHOSTS X

* NTFS R4 £

7£ONTAP SMB SVM _EEZENISTZ{LDAPZ FRARSS

iBid SMB 18], BIfEIAIR] NTFS ZEREFREIE, HBREXSHITHFE UNIX AR
RIUBRET, #ISRIE Windows AP BRETE)S EEMETE NIS I LDAP B RIFEFAIHER UNIX
AP, &R LDAP #1TRFRIREY, MNTE SMB & EHA BB XL A FRIRS

FaZ Al
BB BEXBIRSHRIEFEE, LA R AR B0,

XFIAES

SVM & MRARSS ns-switch EHEEHE E k4 E & MRARSS BHEE RN, ns-switchJRATLUE. nis B

‘ldap HUEREE fileso WTAEIERE, ONTAP SRAMFIBCEERVRIREVAR RHNE, AREHAE
BNARRRRESHITIARIKE, NRERE UNIX AEESREP—NERETA, N ONTAP TAFRETER
UNIX &5, BEnpieErERAN. REit, EATEERINE ns-switch IRBERES NAKIEFEE 7FIE ns-


https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/signing-enhance-network-security-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/set-server-minimum-authentication-security-level-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/configure-required-encryption-concept.html
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability
https://mysupport.netapp.com/NOW/products/interoperability

switch JBo

AIAMBR T, SMBARSS B K R Windows Fi F BRET R A3t 7ZERVERINUNIX A P passwd #dEE. MIRERER
BINBCE, PNEFECE NIS 8¢ LDAP UNIX AP FIH R FRARSSEL LDAP F P BRESLU#EHTT SMB 518,

PIE
1. 408 UNIX BB, AMMKRAESEH NIS ZFRZEIE, 562 NIS 2RSS

a. FHREZMMIRSHYFINF vserver services name-service ns—-switch show BR%:

FURBIR, = PNEUERE (group, passwd, # netgroup) nis fEARFRIRSIR. XER files 1
B,

vserver services name-service ns-switch show -vserver vsl

Source
Vserver Database Enabled Order
vsl hosts true dns,

files
vsl group true files
vsl passwd true files
vsl netgroup true files
vsl namemap true files

&R nis JBE] group M passwd BIRE. HALEFERME netgroup FIRRE,

b. FERRIEEERE LIRS ns-switchFIBEMIRF vserver services name-service ns-

switch modify Bi<:
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-sources nis, files vserver services name-service ns-switch modify -vserver
vsl -database passwd -sources nis, files
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vserver services name-service ns-switch show -vserver wvsl
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Vserver Database Enabled Order
vsl hosts true dns,
files
vsl group true nis,
files
vsl passwd true nis,
files
vsl netgroup true files
vsl namemap true files

d. BIENISEIFERSBECE . + vserver services name-service nis-domain create -vserver
<vserver name> -domain <NIS domain name> -servers <NIS server IPaddress>,..

vserver services name-service nis-domain create -vserver vsl -domain
example.com -servers 10.0.0.60
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8¢ IP Hbhik,

e. WIFRBEIEHEENISEIRIRSS: vserver services name-service nis-domain show
vserver <vserver name>

vserver services name-service nis-domain show vserver vsl

Vserver Domain Server

vsl example.com 10.0.0.60
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clusterl::*> vserver services name-service ns-switch show -vserver svm 1
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Vserver Database Order
svm 1 hosts files,
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svm 1 group files
svm 1 passwd files
svm 1 netgroup nis,

files
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