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1.1 * Red Hat Enterprise Linux
° RA: 957

° #7#F: 10.1. 10.0. 9.7. 9.6. 9.4 #18.10
* Rocky Linux 10.1. 9.7 # 8.10
* Oracle Linux 10.0 #1 9.6

1.10 * Red Hat Enterprise Linux
° RA: 957
° #E#F: 10.0. 9.6, 9.47%18.10
* Rocky Linux 10.0. 9.6 #1 8.10

1.91 * Red Hat Enterprise Linux
° F&&: 9.3, 9.1, 8.9, 8.7, 86, 85F18.4"
° HEFE: 9.5. 9.4, 9.2, 9.0, 8.10718.8
* Rocky Linux 9.5 #1 8.10

1.9 * Red Hat Enterprise Linux
° F&&: 9.3. 9.1, 8.9, 8.7, 86. 85F18.4"
° HEFE: 9.5, 9.4, 9.2, 9.0, 8.10718.8
* Rocky Linux 9.5 #1 8.10

1.8. * £ItE7R b Linux:
° ®A: 8.7, 86, 8584
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L7776

*CentOS: 7.9, 78. 7.7 76

1.4. * Red Hat Enterprise Linux: 8.5. 8.4, 8.3. 8.2, 8.1, 8.0, 7.9. 7.8
7776

* CentOS: 7.9, 7.8. 7.7 7.6

1.3. * Red Hat Enterprise Linux: 8.3. 8.2, 8.1, 8.0. 7.9. 7.8, 7.7 7.6
* CentOS: 79, 7.8, 7.7 7.6

1.2. * Red Hat Enterprise Linux: 8.1, 8.0, 7.9. 7.8, 7.7 7.6
* CentOS: 7.9, 7.8, 7.7 7.6
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(D) HFEBNEXR. SnapMinorEmES BERIAPEIE, R EEXIPEL

"J3SnapMirror £ &h[E]# BL EONTAPEEE"

FERBZRIEPYEL ONTAP JE##2: LUHTT SnapMirror E5i[E%

24k ONTAP AR HIAERIER, YAVIAKL ONTAP AR LUHITER ST, EEILIFEMA System
Manager 3% ONTAP CLI #1381t ONTAP Afi#23.

System Manager

FRAREESE, EoILIECE ONTAP JBf#ss LILI BohiifEE ., MNRERKFGEER SSL Ml CA BiEHE
W E=FIIERY SSLIEFHH CA , WAILUGEEHR,

@ MONTAP 9.14.1 E 9.8, SnapMirrorE&NRIZFZ LI ISnapMirrordl 5E4:14% (SM-BC).
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ONTAPIEf#281.9 X Bkl 4
1. SME * RIP > ¥R > FfReE > BE
2. SRR, RERALLT ONTAP AR ER:
° |Pv4 itk
> Username

> Password
° JEH
3. fEA LU A S R AHE RN |
° EIN(A): IEFE Import*SAEl “intermediate.crt XHHF N
° WEW(b): EFIXHRZR intermediate.crt 7§ E#ENMEE*Certifice* FEZH,

EmAFREIFAGEEE. REMEPRREERENFER L.

Configure mediator

Certificate
~-=--BEGIN CERTIFICATE----
MIIGOTCCBCGgAWIBAgIUCA
sKmEzb+aawrTrURpJemidSb
B4wDQYJKoZIhveNAQEL

BQAWgaMxCzAJBgNVBAYTAI
VTMRMWEQYDVQQIDAPDY

HEBRIN5ERS, ONTAP JAfZ2IEAINZE] ONTAP &&fH,

TEETRT —TRIIBONTAPREFEACE |
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Cluster peers

PEERED CLUSTER MAME

(-3 PeerClsterName -

Mediator (@) 2

~ Medaor
(-} PeerClsterName

ONTAPiEf#231.8 X & R hivzs
1. SME * RIP > #R > FfRE > BE
2. BRI, SRERNLLT ONTAP AR E R
° |Pv4 it
> Username

o Password
° JEH
3. A LB A IR ME PRI
° JEI(A): T Import*SAnE “ca.crt XHFHFEN
° EI(b): EFINMHNEA ca.crt FHIGEHMMLE* Certifice* FEEH,

EWRANFAFAGEEE. RHVIEBELEEMENEFERH L.

Configure mediator

~-=--BEGIN CERTIFICATE----

MIIGOTCCBCGgAWIBAgIUCA
sKmEzb+aawrTrURpJemidsb
B4wDQYJKoZIhveNAQEL
BQAWgaMxCzAJBgNVBAYTAI

VTMRMWEQYDVQQIDAPDY

IERAINTERE, ONTAP E#ZRFARINE] ONTAP &8,



TEETRT —TRIIBONTAPRE#EACE |

waw

Cluster peers

PEERED CLUSTER NAME

@

Mediator & o
. Medatr

mRITRE

@B LAE A ONTAP CLI M EEB¥EIHBIEEBEVIMA 1L ONTAP JAfR2E, YE%AH "mediator add sn < B, ONTAP
Mediator 2 BahARINEI S — 1 EEEH,

{5 ONTAP JEf#23153F SnapMirror EEIEFZ XA, MNREGEERHNBEEZRZIEBIERMANA (CA) IEH,
M TS E7E ONTAP H#J381E ONTAP AfiZ28. AU mMEFEEIEBEFEAINERER. R ONTAP Ff#ss
15¥F MetroCluster IP R0, ¥IGECERFA=ER HTTPS; Alitt, AEEIEP.
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ONTAPIAfZ231.9 K% FE S h s

1.

MONTAPIEfEZSLinux VM/ENERHLE(I EEZIXONTAPIAREZSCAIES cd

/opt/netapp/lib/ontap mediator/ontap mediator/server confige

- AN FEE _ERNEBEMERNE BBNEBMANIE,

Nl

[rootl@ontap-mediator config]# cat intermediate.crt

SONTAPIAEZSCAIEBARNNEIONTAPE R, HIMRRAEY, #HAM ONTAP Mediator FREXEY CA i
o MAENSEREE LRTRE!

security certificate install -type server-ca -vserver <vserver name>

o]l

[root@ontap-mediator ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[rootl@ontap-mediator configl# cat intermediate.crt



Cl test cluster::*> security certificate install -type server-ca

-vserver Cl test cluster

Please enter Certificate: Press when done

You should keep a copy of the CA-signed digital certificate for

future reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

serial: D86D8E4E87142XXX

The certificate's generated name for reference: ONTAPMediatorCA

Cl test cluster::*>

4. BEGREREBRMRENEEZCAIER:

security certificate show -common-name <common name>

Nt

Cl test cluster::*> security certificate show -common-name

ONTAPMediatorCA
Vserver Serial Number Certificate Name
Type

Cl test cluster
6BFD17DXXXXX7AT71BB1F44D0326D2DEEXXXXX
ONTAPMediatorCA
server-ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Thu Feb 15 14:35:25 2029

S. TEH A —NEEE EAIA1E ONTAP JEf#28. ONTAP JAf#sIE BohREI S — &R

snapmirror mediator add -mediator-address <ip address> -peer-cluster
<peer cluster name> -username user name

Nl
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Cl test cluster::*> snapmirror mediator add -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -username mediatoradmin
Notice: Enter the mediator password.

Enter the password: ****x*
Enter the password again: ****x*x*

6. (AIE)IEIELLIDIRT “job show -id” LABESnapMirroriBf# a8 AN an < B & o

Nl



Cl test cluster::*> snapmirror mediator show
This table is currently empty.

Cl test cluster::*> snapmirror mediator add -peer-cluster
C2 test cluster -type on-prem -mediator-address 1.2.3.4 -username
mediatoradmin

Notice: Enter the mediator password.

Enter the password:

Enter the password again:

Info: [Job: 87] 'mediator add' job queued

Cl test cluster::*> job show -id 87

Owning
Job ID Name Vserver Node State
87 mediator add Cl test cluster C2 test Running

Description: Creating a mediator entry

Cl test cluster::*> job show -id 87

Owning
Job ID Name Vserver Node State
87 mediator add Cl test cluster C2_ test Success

Description: Creating a mediator entry

Cl test cluster::*> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
Type

1,2,3.4 C2_test cluster connected true

on-prem

Cl test cluster::*>

7. KeBEONTAPRBESRECERVRE:
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snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

"Quorum Status'$57 SnapMirror —HMAXRESS ONTAP AfE2EEL ; KEA “true REEL K
o

ONTAPIAfZ231.8 ) E R Al As
1. MONTAPIEf#ZELinux VM/EHERELEM EEINONTAPIARZZSCAIED cd

/opt/netapp/lib/ontap mediator/ontap mediator/server confige

2. [EXEER ERVEBEERING RAVEBML T,

Nl

[rootl@ontap-mediator configl# cat ca.crt

3. JSONTAPIEfZSICAIERRIEIONTAPERE, HIMERAY. HAMONTAPIEAZSZREXAICAIEH, XA
BENSFERESE TRPE!

security certificate install -type server-ca -vserver <vserver name>

Nl

[root@ontap-mediator ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@ontap-mediator configl# cat ca.crt



Cl test cluster::*> security certificate install -type server-ca

-vserver Cl test cluster

Please enter Certificate: Press when done

You should keep a copy of the CA-signed digital certificate for

future reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

serial: D86D8E4E87142XXX

The certificate's generated name for reference: ONTAPMediatorCA

Cl test cluster::*>

4. BEGREREBRMRENEEZCAIER:

security certificate show -common-name <common name>

Nt

Cl test cluster::*> security certificate show -common-name

ONTAPMediatorCA
Vserver Serial Number Certificate Name
Type

Cl test cluster
6BFD17DXXXXX7AT71BB1F44D0326D2DEEXXXXX
ONTAPMediatorCA
server-ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Thu Feb 15 14:35:25 2029

S. TEH A —NEEE EAIA1E ONTAP JEf#28. ONTAP JAf#sIE BohREI S — &R

snapmirror mediator add -mediator-address <ip address> -peer-cluster
<peer cluster name> -username user name

Nl
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Cl test cluster::*> snapmirror mediator add -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -username mediatoradmin
Notice: Enter the mediator password.

Enter the password: ****x*
Enter the password again: ****x*x*

6. (AIE)IEIELLIDIRT “job show -id” LABESnapMirroriBf# a8 AN an < B & o

Nl



Cl test cluster::*> snapmirror mediator show
This table is currently empty.

Cl test cluster::*> snapmirror mediator add -peer-cluster
C2 test cluster -type on-prem -mediator-address 1.2.3.4 -username
mediatoradmin

Notice: Enter the mediator password.

Enter the password:

Enter the password again:

Info: [Job: 87] 'mediator add' job queued

Cl test cluster::*> job show -id 87

Owning
Job ID Name Vserver Node State
87 mediator add Cl test cluster C2 test Running

Description: Creating a mediator entry

Cl test cluster::*> job show -id 87

Owning
Job ID Name Vserver Node State
87 mediator add Cl test cluster C2_ test Success

Description: Creating a mediator entry

Cl test cluster::*> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
Type

1,2,3.4 C2_test cluster connected true

on-prem

Cl test cluster::*>

7. KeBEONTAPRBESRECERVRE:
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snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

"Quorum Status'$57 SnapMirror —HMAXRESS ONTAP AfE2EEL ; KEA “true REEL K
o

ERBE=FIEHEMIGILONTAPEAESS

CAIRERE BN ONTAP JB#RES, ERLEMRT, FIg ONTAP JBARSE IP 3t Ear. IEBTME, The
FEEFAAN ONTAP BHRES.

UTRESBHATEFTERBERIEREMNE=ZFIEBRRNE BRI TEMRVIBILONTAPE#EZAEIE,

XFIAES
BFEE SnapMirror ERIRIFZ RN BERIEPEIRNE=FIET, M ONTAP Hfiix ONTAP JEfE2RACE,
SRR ONTAP jfi#2S,

System Manager

FERRAEESS, EEEM ONTAP £ HHIBRER BN BRI BECER ONTAP JAf#shkd, AEFERHN
B=HIEPREHEE ONTAP &,

I
1. EFF S BRI EARFHIEF MR LUMRIFR ONTAP Mediatoro

@ It H RS MONTAPE R B B & Zserver-ca, NetAppZiNEHIT FTENTBARME=H
IEPZH, SME*Certifice 3 EMEHFISEBIFE:

Configure mediator X
IP address User name Password Port Cluster peers Certificate
Mediator 1P - 31784 Peer Cluster Name
Remove
—+ Add

2. {EFIEMRERERARIN ONTAP JEfE:E,

34



ONTAP Ff#3Il EECEFME = BERIEH,

Configure mediator

Certificate
-=---BEGIN CERTIFICATE----

MIIGOTCCBCGgAwIBAgIUc4
sKmEzb+aawrTrURpJemidSb
BAWDQYJKoZIhveNAQEL
BQAwgaMxCzAJBgNVBAYTAI
VTMRMwEQYDVQQIDARDY Z

g&;ﬁluﬁﬁﬁ ONTAP CLI R BERIEPERNE=FIEH, MMM ESEFEHENSEEFERVIAL ONTAP 2
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ONTAPIAfZ231.9 K% FE S h s

1. BIBSERENFIEEHERBESRIIBRTENBEESR intermediate.crt iEH, EUTRAIF. HFD
B

Nl

Cl test cluster::*> security certificate delete -vserver
Cl test cluster -common-name ONTAPMediatorCA
2 entries were deleted.

C2 test cluster::*> security certificate delete -vserver
C2 test cluster -common-name ONTAPMediatorCA *

2 entries were deleted.

2. {FF MSnapMirror;&Esh[E) S £ MBS aIECE AYONTAPIAf#SS -force true:

Nl

Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

Cl test cluster::*> snapmirror mediator remove -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -force true

Warning: You are trying to remove the ONTAP Mediator configuration
with force. If this configuration exists on the peer cluster, it
could lead to failure of a SnapMirror failover operation. Check if
this configuration

exists on the peer cluster C2 test cluster and remove it as
well.
Do you want to continue? {y|n}: vy

Info: [Job 136] 'mediator remove' job queued

Cl test cluster::*> snapmirror mediator show
This table is currently empty.

3. BXRUMEMMEBECAREUERRIRE, BSHAPMANS R FES I BERNZEENE=FIER",
M intermediate.crt. HBEERIERFEMRNZEENE=FIEH


../mediator/manage-task.html
../mediator/manage-task.html
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../mediator/manage-task.html

BRERELEN. XEBUMRMNEELRXEIPKIFANMBNER(EXHHEX)IKE
(:) /opt/netapp/lib/ontap mediator/ontap mediator/server config/open
ssl ca.cnf B ‘intermediate.crt

4. MMONTAPIBf#EaSLiInux VM/EN G L EM B RINFAVE =S5 ONTAPIA##ZZCAIEP

intermediate.crt.

Nl

[root@ontap-mediator ~1# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[rootlontap-mediator config]# cat intermediate.crt

S. BRI Cintermediate.crt B EERE, MAIANEEREENTE:

]l

Cl test cluster::*> security certificate install -type server-ca
-vserver Cl test cluster

Please enter Certificate: Press when done

You should keep a copy of the CA-signed digital certificate for

future reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

serial: D86D8E4E87142XXX

The certificate's generated name for reference: ONTAPMediatorCA

Cl test cluster::*>

6. MSnapMirror;&sh[E)F &P EIEC BEAIONTAPIAfZES |

Nl
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Cl test cluster::*> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2_test cluster connected true

Cl test cluster::*> snapmirror mediator remove -mediator-address

1.2.3.4 -peer-cluster C2 test cluster
Info: [Job 86] 'mediator remove' job queued

Cl test cluster::*> snapmirror mediator show
This table is currently empty.

7. BBRZI0 ONTAP EfZ28

Nl

Cl test cluster::*> snapmirror mediator add -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:

Enter the password again:
Info: [Job: 87] 'mediator add' job queued

Cl test cluster::*> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

Quorum Status F&RSnapMirror—MAXREES5AMAERD ; IKEN true RREIFT I

ONTAPIAfZ231.8 ) E R hlvAs

1. MERFERIENFIEEREABERIEBNRENBER cacrtiEH. EUTTAIP. BFEIMER:

ANl



Cl test cluster::*> security certificate delete -vserver
Cl test cluster -common-name ONTAPMediatorCA
2 entries were deleted.

C2 test cluster::*> security certificate delete -vserver
C2 test cluster -common-name ONTAPMediatorCA *
2 entries were deleted.

2. {FH MSnapMirror;&EshE)S £ MBI ECE AIONTAPIBA#SS - force true:

Nl

Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

Cl test cluster::*> snapmirror mediator remove -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -force true

Warning: You are trying to remove the ONTAP Mediator configuration
with force. If this configuration exists on the peer cluster, it
could lead to failure of a SnapMirror failover operation. Check if
this configuration

exists on the peer cluster C2 test cluster and remove it as
well.
Do you want to continue? {yln}: vy

Info: [Job 136] 'mediator remove' job queued

Cl test cluster::*> snapmirror mediator show
This table is currently empty.

3. BXINFMMECARREGEBRIIRER, BEAPMANS R FESRIERERNZEENE=FIER",
MA ca.crto BFEERIEFERANZEENE=FIESH

BEREEM. XERMRMNBERXEIPKIMANMEBNIER(TEXHHEN)IKE

(:) /opt/netapp/lib/ontap mediator/ontap mediator/server config/open
ssl ca.cnf By ‘ca.crt

4. MONTAPIBf#ESLiInux VM/EN G L EM B RINFIRIE =S5 ONTAPIA#ZZECAIEP ca.crt:

Nl


../mediator/manage-task.html
../mediator/manage-task.html
../mediator/manage-task.html
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../mediator/manage-task.html
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../mediator/manage-task.html
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../mediator/manage-task.html
../mediator/manage-task.html
../mediator/manage-task.html
../mediator/manage-task.html
../mediator/manage-task.html
../mediator/manage-task.html
../mediator/manage-task.html
../mediator/manage-task.html
../mediator/manage-task.html
../mediator/manage-task.html

[root@ontap-mediator ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[rootl@ontap-mediator configl# cat ca.crt

S. BN “intermediate.crt ZIXTEERE, MAIBNEFEHES NP E.

(]l

Cl test cluster::*> security certificate install -type server-ca

-vserver Cl test cluster

Please enter Certificate: Press when done

You should keep a copy of the CA-signed digital certificate for

future reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

serial: D86D8E4E87142XXX

The certificate's generated name for reference: ONTAPMediatorCA

Cl test cluster::*>

6. MSnapMirror;&ahE £8P IR ST RIECERIONTAPIAAESS |

Nl



Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2_test cluster connected true

Cl test cluster::*> snapmirror mediator remove -mediator-address
1.2.3.4 -peer-cluster C2 test cluster

Info: [Job 86] 'mediator remove' job queued

Cl test cluster::*> snapmirror mediator show
This table is currently empty.

7. BRI ONTAP JAfi#2S :

Nl

Cl test cluster::*> snapmirror mediator add -mediator-address
1.2.3.4 -peer-cluster C2 test cluster -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 87] 'mediator add' job queued

Cl test cluster::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

1.2.3.4 C2 test cluster connected true

Quorum Status F&RSnapMirror—MAXREES5AMAERD ; IKEN true RREIFT I

BXER

el B R

"Z IR
"BRIERLR"

"security certificate show'
"SnapMirror 770"
"SnapMirror 7728l FR"

"SnapMirror 7T ER"
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EZECEONTAP Cloud Mediator
E(RZB1"EEE ONTAP Cloud Mediator" , {&AZEB{F# R Ao RE 1,

BhNIEER
igiE 28 L RIBR MBS B A5 HTTPS 72 api.bluexp.netapp.com R Bf M,

RIZARSSZREK
NRIEERARIEARSS BB FHTSnapMirrorE RS, BHRELIBAERSHZHACEBGUTHERSRES:

* HTTPSHIEIP
e Port
e Username

» Password

FUSIN

NetAppfzHl & =R S 28 M SnapMirror £ sh[E F £ EBF W F R Z BBV ping IER/)F 200 Z#),

R CAEH

WEEBRIED

ONTAPTIZE T H1RHIIR CAIEH, EERZHBERT, BARAFEELENtAppiTHI GRS 23H91R CAIEH, 7E
FFIAEONTAP Cloud Mediator BeE 2 Fi, Er] N EERBURIEIEPESEFE:

Nl

Cl cluster% openssl s client -showcerts -connect
api.bluexp.netapp.com:443|egrep "s:|i:"

depth=2 C = US, O
Global Root G2
verify return:1
depth=1 C = US, O = Microsoft Corporation, CN = Microsoft Azure RSA TLS
Issuing CA 04

verify return:1

depth=0 C = US, ST = WA, L = Redmond, O = Microsoft Corporation, CN =
*.azureedge.net

DigiCert Inc, OU = www.digicert.com, CN = DigiCert

verify return:1
0 s:/C=US/ST=WA/L=Redmond/O=Microsoft Corporation/CN=*.azureedge.net
i:/C=US/0O=Microsoft Corporation/CN=Microsoft Azure RSA TLS Issuing CA
04
1 s:/C=US/0O=Microsoft Corporation/CN=Microsoft Azure RSA TLS Issuing CA
04
i:/C=US/0O=DigiCert Inc/OU=www.digicert.com/CN=DigiCert Global Root G2
2 s:/C=US/0=DigiCert Inc/OU=www.digicert.com/CN=DigiCert Global Root G2
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cloud-mediator-config-task.html
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i:/C=US/0O=DigiCert Inc/OU=www.digicert.com/CN=DigiCert Global Root G2
L====

Cl cluster::> security certificate show -common-name DigiCert*
Vserver Serial Number Certificate Name Type

Cl cluster OCETEOEXXXXX46FES8FES560FCIBEFXXXXX DigiCertAssuredIDRootCA
server-ca
Certificate Authority: DigiCert Assured ID Root CA
Expiration Date: Mon Nov 10 05:30:00 2031

Cl cluster OB931C3XXXXX6T7EA6723BFC3AFIXXXXX DigiCertAssuredIDRootG2
server-ca
Certificate Authority: DigiCert Assured ID Root G2
Expiration Date: Fri Jan 15 17:30:00 2038

Cl cluster OBAlSAFXXXXXA0B54944AFCD24AXXXXX DigiCertAssuredIDRootG3
server-ca
Certificate Authority: DigiCert Assured ID Root G3
Expiration Date: Fri Jan 15 17:30:00 2038

Cl cluster 083BEOSXXXXX46B1A1756AC9599XXXXX DigiCertGlobalRootCA server-ca
Certificate Authority: DigiCert Global Root CA
Expiration Date: Mon Nov 10 05:30:00 2031

Cl_cluster 033AF1EXXXXXA9A0BB2864B11D0XXXXX DigiCertGlobalRootG2 server-ca
Certificate Authority: DigiCert Global Root G2
Expiration Date: Fri Jan 15 17:30:00 2038

Cl cluster 055556BXXXXXA43535C3A40FDSAXXXXX DigiCertGlobalRootG3 server-ca
Certificate Authority: DigiCert Global Root G3
Expiration Date: Fri Jan 15 17:30:00 2038

Cl cluster 02AC5C2XXXXX409B8FOB79F2AE4XXXXX DigiCertHighAssuranceEVRootCA
server-ca
Certificate Authority: DigiCert High Assurance EV Root CA
Expiration Date: Mon Nov 10 05:30:00 2031

Cl cluster 059BIBSXXXXX2132E23907BDA7T7XXXXX DigiCertTrustedRootG4 server-
ca
Certificate Authority: DigiCert Trusted Root G4
Expiration Date: Fri Jan 15 17:30:00 2038

KERERSHBEERETIUED
MREFEARIEEZETINetAppITHI & FAIONTAP Cloud Mediator ARSS, EHARAIEARS 2ZHVIR CAIERELR R



TEONTAPH:
Nl

Cl cluster% openssl s client -showcerts -proxy <ip:port> -connect
api.bluexp.netapp.com:443 |egrep "s:|i:"

THCAIEP:
MREE, EaUMIEBMANEIMIETEHR CAIERHISELEFER .
w3l

Cl cluster::> security certificate install -type server-ca -vserver
Cl cluster

C2 cluster::> security certificate install -type server-ca -vserver
C2 cluster

J3SnapMirror = &iFEFEZEONTAP Cloud Mediator

MONTAP 9.17.1 FF4, &I LUEAONTAP Cloud Mediator MiEE8MNEEMEITIRT, M
MmSeIl 2iELEM, ONTAPCloud Mediator E—IREF=HIARSS. JEONTAP Cloud
Mediator 4 #Z43%ONTAP Cloud Mediator 5SnapMirrorEshEIFEAFERAN, KBS HIA
B ENetAppITHIERSNEBEFIHEER, HRRERNEERIER,

5 ONTAP Mediator —#, ONTAP Cloud Mediator }9SnapMirrorEN[EH X ZFAIONTAPEEHERAMNS AT A

(HA) TTHUBIR IS A B2 RIPIV7E(E. ONTAPONTAP Mediator 2R T RiE{THROREHINEE, LUHBIHAE
hEEE, HAREERIZRERERNAY ping LI,

@ WMRERESnapMirrorE &R ZZ HIONTAP Mediator 8{ONTAP Cloud Mediator 5ONTAP 9.17.1 —
A, MEEE" (ONTAP 21TiHR) "EXXEEENERER.

Feaz i
EEZEONTAP Cloud Mediator Z#ll, EMNZIAUTER:

* EECOERE,

"JISnapMirrorES[EI P ECEONTAPEEE"

* IRE MNetAppiZHl & E T EHINetAppIEHI B 4HA ID, HEIET—NMEHIAMRRSIK,, LUEEE
EONTAP Cloud Mediator B¥f#EF, BIZERSZMKF Y, HIUEALSIEE NEACEONTAP Cloud Mediator Ay
iTiE, LRNRTUEE RN NERRE, ARERNTIEE NONTAP Mediator IGB AR, tIEZAER, KR
FEFim ID TP imZEH.

"7 NINetAppizhl & B A FIARSS Bk~
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TR

el LMEA RS EIESESONTAP CLI ZIIONTAP Cloud Mediator,

System Manager

1.
2.

AN
2]

4
1.

SR> BHR> R HIRAE R,
RPN EOR, EEFETFEARNTBEEHBALUTER:

° NetAppfEHl 54A4R ID

° NetAppiZEHIl& & Fif ID

° NetAppizHl & & FihEH
R NER,
NREETMER HTTP RIEBEH A REKRRE, BWATMALEZENN HTTP REEE,
BN EAS T ERNFRERTENAIERS 2.

D NRFETONTAPHLZEIR CAIEH, LHEEEARIERS RN, BRI BMEMMEIRMARNX

ZM‘EEPO
i ey 1
S E RIF>HEE HICZESnapMirror;&sh[E1 2 £ B F1ONTAP Cloud Mediator Z [B]AY &k RIKTS.
LITRA
B EONTAP Cloud Mediator:
snapmirror mediator add -peer-cluster <peerClusterName> -type cloud -bluexp
—org-id <NetApp Console Organization ID> -service—account-client-id

<Service Account Client ID> -use-http-proxy-local <true|false> -use-http
-proxy-remote <true|false>

2 ZONTAP Cloud Mediator IR7:

snapmirror mediator show

]l

Cl cluster::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
Type

0.0.0.0 C2 cluster connected true

cloud

{EFIONTAP SnapMirror X &h[E) % #H1T1RIP
SnapMirrorE oA IR IEXTFRIRIF. MONTAP 9.15. 1718, iR Rl FREEN/ EBHR

1o
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FC B AE XS FRERIF
fEFASnapMirror; & EF BB JE X FR RIS RTEONTAPIREE B LIFARLUNFH R E RN E—EE4H,
FrIaZ Al
* &4 B SnapMirror[E) 5 1 BT IiE,
s AR E Storage VM BIE R,
© —HMARBIFRE D EE LI T — 1 Storage VM (SVM)H,
° LUN AILABFBEARERS Lo
* REEEM BAREE R AR
* IR ARBETEASASBFFIEASAS BE 2 (8] L SnapMirrorEahEF — M AH X R
* WFEEBEXNFXZR. SnapMirrorZsiAISHREEIAIPEE, AXIFEEX IP =iEl,
* —HUHAR BRI,
© ZR(BR)ERE LS EEIMAAIDP,
* ESVMFAIZHSVMBI FHEXFEH,
3
1SR LAEFAONTAPESR TR A RS EIERECE — BNt H,
MONTAP 9.10.1 745, ONTAP7E System Manager it 7T —EU4 AR~ KSR, MMRHE THIMIEES

FBiEF. MREMERRIZONTAP 9.10.1 NEBHRAE, FEMH ILE—EHA AR ECE R "€/ SnapMirrorE£5f
B XRo

@ MONTAP 9.14.1 %] 9.8, SnapMirrorE&i[EFZ A SnapMirrordl 5% 424% (SM-BC).
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System Manager

1.

EEER L. SMEERIP>EHR>RIP USRI S5 IESE>RIPLUNY,

2. EFERIPHLUNF R ERMEIRIPH,

3. EFBIREREM SVM .

4. BUANBRTRIER * MR R . BE * RTF * FFIRRIP

. BE * FRMR > 1Ak * LAIIE LUN BY IOPS 5&&h,

6. fEBirERF L, {EM System Manager WiEFt I SEEM X RAMFIFRERL: *RiIF> X&R*,

LITSRE

1. MBEREERIE—BIEHER R,
destination::> snapmirror create -source-path source-path -destination-path
destination-path -cg-item-mappings volume-paths -policy policy-name
BRZAILUERIRI 121D E cg-iten-mappings B snapmirror create M<!
T ROERIER N —2144: cg src on the source with ‘voll #l vol2 MIFEHRBEIF—
M. cg dsto
destination::> snapmirror create -source-path vsl src:/cg/cg src
-destination-path vsl dst:/cg/cg dst -cg-item-mappings
vol srcl:@vol dstl,vol src2:@vol dst2 -policy AutomatedFailOverDuplex

2. \NBEIREERER. #Iatb—3MA,
destination::>snapmirror initialize -destination-path destination-
consistency-group

3. HIAIIEKIRIEE M ThTER. IKERA Insynco
snapmirror show

4. EEMERL. BIE—Nigrop. MUEFLUNBRSYRIR AERF N ERBETER
lun igroup create -igroup name -protocol fcpliscsi -ostype os -initiator
initiator name
BXBEMEE lun igroup create, IBBW'ONTAP mS$E&E",

S. EEBERE L. FLUNBREYEligrop:
lun map -path path name -igroup igroup name

6. EAWIELUNIRSTZ T EMINTTR lun map 88 ARG, ERILEN AR EN ELIMHHILUN,

FCE MR E S E TN RIP

&I LUERISystem Managers{ONTAPaR S{TRERBILMIRIF. EXMMAEP. WP BARRE H—HIF5%—

fcE,
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Faazai
* WANEEANTUTITONTAP 9.151FE = iR A,
* MMMECN/ECHECEFRE AutomatedFailoverDuplex RIFHREE, IE. EHAILL 6IE BE X SnapMirror

FEE 1RMHT -type N automated-failover-duplexo

* FEONTAP 9.15.188, BT m&EB A ST HRE B/ E 5o
* M9.16.1 9.161 GAFF4a. SnapMirrorErh[E)D Sk FENT R &R ERANMER/ ERECE,

° BEMNT SR EEASnapMirrorEsiEL . EwiiEiT9.16.1 9.161 GATE SRS,
c EMEOTREEZA], BHMEEEENFXR,

° BHEIRFIET REEN,

° MREBRFRIINT R &R, MATIERRZ 51 MILEEBE P RIBRSnapMirrorEEhFEIF X R

© WA UERNET RECEAREFENEG R, WIREFTIEMALGTE. AEREEENTREYT RE
B, AXEFMER, BN "RIFER"

* MONTAP 9.17.1 &, XA MEEEBIZITONTAP 9.17.1 AEEARAET, EABEE NVMe & =g LT

BEXFRE BN/ ERNIRIF

£/ SCSI SnapMirrorE &i[FE4 L & SR AC & X 77 E oh/ E ahfRIF

s
&BI LAEA System Manager B{ONTAP CLI @i SCSI WY ENBRETECE MR E Bh/ E TR,
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System Manager
Si—ECENTE
1. EFhSR b FRFLUNGIZ—3M4A, "
a. RIB—EEAR. BEE VB2 LAE#ZigroGroup,
b. i&EA“** 5 FSnapMirror EiEHE, AGI%E#E AutomatedFailoverDuplex HRB&,

C. EERBINEES, P EH BIIEFHEEIRELEHligroGroup, EREBINMIZER, AENIK
BiLiHSVM,

d. EERE

F—HERENTE
1. EFhR B FRFLUNBIZ—34A, "
a. BIE—EMAR. EIETE VB EhIER LAEIZigroGroup,
b. i H“**iZ FSnapMirror"Ei%HE, FA/GiI%FE AutomatedFailoverDuplex HEg,
C. WERREFLUGIELUN. —E44E. igroup. SnapMirrork ZHigroupt,
2. T2 RuE R . BIEE—igropHBRETLUN,
a. SM2IEN> SANSEHIZFA,
b. #EF+AddLABIEEHAigroup.
C. IRHBM, MEEIVURERSR, AREEBohiEFAM R,
d. EREREFEUNBUXR.
3. ¥#rigrophRsdE| B ARLUN,
a. SMEFFfE> LUN .
b. IR ERRET 2 thigropAIFRALUN,
C. EEEZ, AREEMSTBhERFH,
BRITRE
SG—EENTR
1. BIE— FRISnapMirrork . MM AEFFHNFAEEHITHH, BHRI1IRIETE
AutomatedFailOverDuplex FATFEIINAFD EHIHI SRS,

snapmirror create -source-path <source path> -destination-path
<destination path> -cg-item-mappings <source volume:@destination volume>
-policy AutomatedFailOverDuplex

T LU RAISIERN—EEA: SR EM cg_src (B%E vol1 #l vol2) LUKk Bir EAHEGR—EIEA
cg_dst.
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destination::> snapmirror create -source-path vsl src:/cg/cg_src
-destination-path vsl dst:/cg/cg dst -cg-item-mappings

vol srcl:@vol dstl,vol src2:@vol dst2 -policy
AutomatedFailOverDuplex

2. #1441k SnapMirror% % :

snapmirror initialize -destination-path <destination-consistency-group>
3. EFUMIANRIEEMIN Mirrored State LUE/RA SnapMirrored #l Relationship Status {F
yUInsynco

snapmirror show -destination-path <destination path>

4. EEN L. RIEFBREEFVERHHRENER,
o. #iigropficE. NAMIER FHIBHIEFIREEERRI. HEREESEHZINFEFINETUASEIR
AR,

SiteA::> igroup create -vserver <svm name> -ostype <os type> -igroup
<igroup name> -replication-peer <peer svm name> -initiator <host>

@ MONTAP 9.161FH14. BTELLE <L HER "-proximal-vserver local' &%,

SiteA::> igroup add -vserver <svm name> -igroup <igroup name> -ostype
<os_type> -initiator <host>

@ MONTAP 9.161FF44. ETELLE<SHEER -proximal-vserver peer 44,

6. NEMH. MR HRIETHNESEEMEREEZIFHELUNB R/ MR,
7. BMENRARFHEEFHZESHBVMIERE. UKRIMAEN AT,

F—HEENTE

1. QIB— " #BISnapMirrork . MR AREFFPHFEEHITHE, BREFIEE
AutomatedFailOverDuplex ATFEINHED EHIBIEE,

snapmirror create -source-path <source path> -destination-path
<destination path> -cg-item-mappings <source volume:@destination volume>
-policy AutomatedFailOverDuplex

. IR RGICIERN—EEA: TR ER cg_src (BF voll # vol2) LUK BEF ARG —E%EE
cg_dst.

destination::> snapmirror create -source-path vsl src:/cg/cg_src
-destination-path vsl dst:/cg/cg dst -cg-item-mappings

vol srcl:@vol dstl,vol src2:Q@Qvol dst2 -policy
AutomatedFailOverDuplex



2. #1441k SnapMirror: % :

snapmirror initialize -destination-path <destination-consistency-group>
3. EFUMIANRIFERIN Mirrored State LUE/RA SnapMirrored #l Relationship Status {F
yUInsynco

snapmirror show -destination-path <destination path>

4. EEN L. BIBEFERE T VEEHIFRNES S,
o. TEREBF I BAREERE L& TigropAtE,
# primary site

SiteA::> igroup create -vserver <svm name> -igroup <igroup name> -initiator
<host 1 name >

# secondary site
SiteB::> igroup create -vserver <svm name> -igroup <igroup name> -initiator
<host 2 name>

6. MEHA., MR, HRIETHEEEEMEREHDEFELUNNEMMILER,
7. BENBAEFHEEBHZEISHBVMIERE. ULIAENA T,

&£/ NVMe SnapMirror= &[54 Bt & R Hc & X475 £ sh/ FE sh iR
FIAZ Hi
BRT ECENIMFERN/ENFRIPHNERZI, BENIZFRER NVMe BT ZFMAZHNEE.
s —HMATUE— 1N EENFERES.
* —HMARNSB R LAERRE SN FRANG R TERST,
* FREFEEAEBRTZ 1A 2 = 8R4,
* FRAFFREAR —LET —HMAN SR T EISH — LR EF—E M AR & = 8 RET,
* FRAMMAR R FR——EMAR 62 == 8 R,
S

MONTAP 9.17.1 FF4&, &rILUfER System Manager B{ONTAP CLI B3 —Z4 4 FHER NVMe i) EABRET
Be & 335 £ B/ E DR
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System Manager

1. EFIhR E, "FRAFMERH NVMe s TEeIE—H14EH, "

2. 3%&3F +7RI0 FhHESE R NVMe 88 =8,

3. BIN—EIELA B R,

4 EEREL

S. FERIFEB S, EIF B SnapMirror’, FAME1%EHE "AutomatedFailoverDuplex’ B3,
6. 11 EHBRET BHH, & BB NVMe T R4 5 $1 NVMe F R4

7. FEESIHE A B AGRE SVM. FHIAIEETR SVM,

8. WIRFE, HME— NVMe FHRS,

BITHRE

<
1. BIEFBEISnapMirrorkx &, BB EENBEEFERNE NVMe SR TEINEDH. HIRIEE
*AutomatedFailOverDuplex 217 XA [E2 & Hll 89 KB

snapmirror create -source-path <source path> -destination-path
<destination path> -cg-item-mappings <source volume:@destination volume>
-policy AutomatedFailOverDuplex

Nl

DST::> snapmirror create -source-path vs_src:/cg/cg_src_l
-destination-path vs dst:/cg/cg dst 1 -cg-item-mappings
vs _src voll:@vs dst voll,vs src vol2:@vs dst vol2 -policy
AutomatedFailOverDuplex

2. ¥I¥ASnapMirror< %

snapmirror initialize -destination-path <destination-consistency-group>
BN
DST::> snapmirror initialize -destination-path vsl:/cg/cg dst 1
3. EFUMIARIEEMIN Mirrored State UE/RA snapMirrored #l Relationship Status {F
ﬂUInsynco
snapmirror show -destination-path <destination path>

5 EHH NVMe @38 TEIXEXH NVMe F RS BrE HI2HBN SR

4. TENL. RIEFERETVERH LS IER

S. MESENENRIZEER SVM, X#¥, FHFLel UFEREEEEPIEERIAE NVMe B Tial, Xa]
BERFEEEHAY SVM, AIEERE DR &R SVM,
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LITEpSRRSYM VS ABEBEEHNH1EBOE, FHBEVS AIEBENIFHSVM:

SiteA::> vserver nvme subsystem host add -subsystem ssl -host-ngn <H1 NQN>
-proximal-vservers <VS A>

L4 &RxR SYM VS B BEEEH H2 86, 3% VS_B 8B Riflx SVM:

SiteB::> vserver nvme subsystem host add -subsystem ssl -host-ngn <H2 NQN>
-proximal-vservers <VS B>

6. MENRIMBEHIETNEEAE MERERFRITFHAVER M LEEZ,
7. BENRAEFHEEBHZEISHBVMIERE. ULMAEN AT,

HXER
* "SnapMirror BlJZ"

* "SnapMirror ¥J8A1L"

* "snapmirror show"

5T B BIONTAP SnapMirrorkx 5% /5SnapMirrorE&i[EH X &

WNREE B E SnapMirrorfRiF. NIAT LU Lk REEHE S SnapMirror;&siEIZF . MONTAP
9.15. 17 1A, f&0] LUREHE Itk < 2 LU FE 3R E 5h/FE shRF

BRI iSCSI 5% FC SnapMirrorx £4%# H3IEXFRSnapMirror £ &[G X &

MR RER BineER 2 B2 727E iISCSI 8 FC SnapMirrorEH X %, &I LUGHEH IEXMFRSnapMirror 5
BFXH. X, BMALLEREGES —HMAEXE, MNTMRGRZSEIEAHN RPO AZ, Itih, MNREFE
2 E32 17 SnapMirrorESHEIF X R 2 BRI El s, &0 LR B A AISnapMirroriR iR,

XFILES
© BB E RN R &R RSB MSVMEIR R,
* BRBE@ITE X SnapMirror FRESREE RPO ¥ 9F RTO FF,
s EALZHI. HIHBEREBUELUNMEY snapmirror create 3%
MNREIRE — & ERIALUN. MAR AutomatedFailover $RBE. Bl snapmirror create fR<fill
K HiRo
Froaz a0
© FEBEBNER 2 B ATEES RPO SnapMirror[&# X &,
* WIBCEMEY BinE ERIFFELUN. RAEAEELIEZRTO SnapMirrork &.

* SnapMirror £ EHEF X SANTMY (I AL FENFS/CCIFS), HfRFEH —FMAMNEME D B LUHIT NAS
MiAl,

* "ONTAP JEfi#28" 2 ASnapMirrorEshEFHITEC B,

p
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- MZREE P, WA XERITSnapMirrorEHr:
SiteB::>snapmirror update -destination-path vsl dst:voll
2. I9IF SnapMirror BT E EMINITER
SiteB::>snapmirror show
3. HEE 1 SRPORISXA:
SiteB::>snapmirror quiesce -destination-path vsl dst:voll

SiteB::>snapmirror quiesce -destination-path vsl dst:vol2
4. WFFE1Z RPO BF XA
SiteB::>snapmirror delete -destination-path vsl dst:voll
SiteB::>snapmirror delete -destination-path vsl dst:volZ2
5. BmURSnapMirrork &, BREEEARE:

SiteA::>snapmirror release -relationship-info-only true -destination-path
vsl dst:voll

SiteA::>snapmirror release -relationship-info-only true -destination-path
vsl dst:vol2

6. BIEZRTO SnapMirror[GlF XA :
SiteB::> snapmirror create -source-path vsl src:/cg/cg src -destination-path

vsl dst:/cg/cg _dst -cg-item-mappings voll:@voll,vol2:@vol2 -policy
AutomatedFailover

7. EHES—EEA:
SiteB::> snapmirror resync -destination-path vsl dst:/cg/cg dst

8. EFHMEEAN LUN I/0 BRZRLULER LUN BFRBE KR,

B AR iSCSI ¢ FC SnapMirrorx 25 A 3R EBNIETh

MONTAP 9.15.1 FF44, ZalLUEIIAR iSCSI 5% FC SnapMirrork &4 59 SnapMirror E&0[EH R ETH/E D
X Fo

Fazal

* WNTUEITONTAP 9.151 X EShR A,

© FEBM R ZEWNIIFEFEZRPO SnapMirror[BlF X A,

* MAEUEMETBRE ERFRBLUN. SRS 8ERIRZRTO SnapMirrork .

* SnapMirror £ BIEF X FSANTMY (I A ZIENFS/CCIFS), HRAIEH —B AT M D ELUHIT NAS
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H1a)o
* "ONTAP JEfi#2:" & ASnapMirrorEshE S HITECE.

TE
1. MZREEEE R, WIBEXRZHITSnapMirrorE#i:

SiteB::>snapmirror update -destination-path vsl dst:voll
2. I93F SnapMirror B 2 S BERINTEM :

SiteB::>snapmirror show
3. SN ERPORISXA:

SiteB::>snapmirror quiesce -destination-path vsl dst:voll

SiteB::>snapmirror quiesce -destination-path vsl dst:vol2
4. iFFETE RPO BF X A:

SiteB::>snapmirror delete -destination-path vsl dst:voll

SiteB::>snapmirror delete -destination-path vsl dst:vol2
5. BiESnapMirrorx . {BIRZEAIRE:

SiteA::>snapmirror release -relationship-info-only true -destination-path
vsl dst:voll

SiteA::>snapmirror release -relationship-info-only true -destination-path
vsl dst:vol2

6. {#HAutomatedFailoverfX TERE&GIFEZRTO SnapMirror[@]# X £

SiteB::> snapmirror create -source-path vsl src:/cg/cg src -destination-path
vsl dst:/cg/cg dst -cg-item-mappings voll:@voll,vol2:@vol2 -policy
AutomatedFailoverDuplex

7. WNRIME ENMLF LB, IFRIZENRND ZRERE. HEUSENEERAERA R RATERE,
8. FE b= . MPRSIZEENKE A igroui EAILUNBRSY,

(D HRigropFEEFEHILUNIIIRST.

SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup> -path <>

O. EXum . BB ENNBEFEE. UEANIHMER ENBHEFIGELRER,

SiteA::> igroup initiator add-proximal-vserver -vserver <svm name> -initiator
<host> -proximal-vserver <server>
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10.

1.
12.
13.

14.

FFRENAIFBigropMBENiERF. FHIRE TN SAMIL R REXERNENIRIEE, BRigropEH IAEHIES
BEHETEER LRRENUE,

SiteA::> igroup modify -vserver vsA -igroup igl -replication-peer vsB
SiteA::> igroup initiator add-proximal-vserver -vserver vsA -initiator host2
-proximal-vserver vsB

AMEN EREREZE. HARIEENEEEEMNEEERFEIFHELUNBER/ LRI
BENRREFHAESEZEDHVYMIEREH,
EMEY—EIEA:

SiteB::> snapmirror resync -destination-path vsl dst:/cg/cg dst
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* "SnapMirror I|Z"

* "SnapMirrorffB&"
* "SnapMirror 228"
* "SnapMirror %"

* "snapmirror resync"

* "snapmirror show"
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1.

8.
9.

MIBEESnapMirrorZiB& AutomatedFailover to AutomatedFailoverDuplex:

snapmirror modify -destination-path <destination path> -policy
AutomatedFailoverDuplex

BRI EMAENRLS, FHEFRATTH. ABMWIALLXRN Insync:
snapmirror show -destination-path <destination path>

MRE AT EEBI0. BERTAFNAR KB SHELS SN EHETIRR
IE1%0
RIS b BB SIEREH B igroui EHILUNBRST.

(D) HRigropFEEFEHILUNIIIST.
SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup> -path <>
RS L, BIRASIGEN advanced:
SiteA::> set -privilege advanced

EAMBENNEEFEE. NAMER ERNEMHERIREERRKRE,

SiteA::*> igroup initiator add-proximal-vserver -vserver <svm name>
-initiator <host> -proximal-vserver <server>

() =S EE. EELUSRRASIEISE Hadmin,

FEREN A RigropfB e FigBEENS AL R KEXIERENRIAE., BRigropEHIIUE
HECEH TR LR ENE,

SiteA::> igroup modify -vserver vsA -igroup igl -replication-peer vsB
SiteA::> igroup initiator add-proximal-vserver -vserver vsA -initiator
host2 -proximal-vserver vsB

AMEN ERERREZE. ARIEENEEEEMNEEERHFELUNBER/ M ULERE
BENRREFHESEZEDHVYMIERH,

F—HEENTE

1.

2.
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MIEEESnapMirrorZiB& AutomatedFailover to AutomatedFailoverDuplex:

snapmirror modify -destination-path <destination path> -policy
AutomatedFailoverDuplex

BRI RLAENREY . SHERRT M. ARWIALXEN Insync:



snapmirror show -destination-path <destination path>
3. NRMEEFNBEEBMAMEN. BHZENFMENEZNEE. HEILSENERMERIHRIAR
ERpEE N

4. EZRuER B IFENRMFHFNigropA B ohigRr. FHigE NS EHAMIE S XN ENBIEE,
FELUNBRET Eligropo

SiteB::> igroup create -vserver <svm name> -igroup <igroup>
SiteB::> igroup add -vserver <svm name> -igroup <igroup> -initiator
<host name>

SiteB::> lun mapping create -igroup <igroup> -path <path name>

O KMEMNLMEREF. HIEFHESEEMEEERZITFHELUNB /M LIRE
6. BENAREFHEERZENHBVMIERE,

MIFFREBNIEBHR AR AIEITFR iISCSI 3¢ FC X &
WMREEFER iSCSI T FC BEE T WRERN/ERNFRIF, NalLEEFONTAP CLI Xk R AIETRIFRF

TR

1.
2.

BRI EVMIEAH B RRER A N,
NABEEBVMEFIR ENMBRigropAicE. AGEKigroplc & LAZE LEigropE #illo

igroup modify -vserver <svm name> -igroup <igroup> -replication-peer -
FEZRuE = £ BUHBRSTLUN,
SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup> -path <>

FoRubm by BMBRMEFRERD/ ERNK R

SiteB::> snapmirror delete -destination-path <destination path>

TEXiER b BB ER/ERDK R
SiteA::> snapmirror release -destination-path <destination path> -relationship
-info-only true

ERub A, FRKREAESRE—AENXER "AutomatedFailover LIEFHREIF thX R,

SiteB::> snapmirror create -source-path <source path> -destination-path
<destination path> -cg-item-mappings <source:@destination> -policy
AutomatedFailover

SiteB::> snapmirror resync -destination-path vsl:/cg/cgl dst -policy
<policy type>
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© MirrorAndvault. MirrorAllSnapshots 8 “Synco

7. MIARRIBISBIRE N snapmirrored RSN Insynco
snapmirror show -destination-path destination path
8. MEMEFLIEEZ,

BXER
* "SnapMirrorffB&"
* "snapmirror modify"
* "SnapMirror £%"
* "snapmirror resync"

* "snapmirror show"

B SnapMirrory&&f[A] 2 HIRIFEE
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1. Q@R

destination::>snapmirror update -destination-path vsl dst:/cg/cg dst
2. BIEEMHE:

destination::>snapmirror show -fields newest-snapshot

BXES

* "snapmirror show"
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* ONTAPEfESBR M AEEE. EEZEALTHINRS,
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& A LUIERONTAPE 2 1TR E S System Managerfl1Tit IR PERETE,

System Manager

@ MONTAP 9.14.1 21 9.8, SnapMirrorE&[E]F ##F /3 SnapMirroril 3% 4214 (SM-BC).

1. f£System Managers, EZFRIF>HEA>K R,
2. EEEE‘KEE%E’\JSnapMirroriﬁﬁbIﬁ*ﬁ?é,%o EHEHRBRIFZA. ®F . EXRENBNEA, EFERER
3. BESITHIEREIVIRE. iB#MH snapmirror failover show fEONTAPELITREH.

wITRAE
1. MBIRERT . BhfEEBIRE:

destination::>snapmirror failover start -destination-path
vsl dst:/cg/cg dst

2. EIEHPRREISIIBE
destination::>snapmirror failover show

3. BERBIRIESTERG. &Rl UM BT SnapMirror[E 2 (RIF X RRVIRES |

destination::>snapmirror show

BEXER
* "SnapMirror BfE3% % B
* "SnapMirror B[E3TE BTN

"snapmirror show"
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f&o] LU B 5 1E B ohit RSN PR L YIRS snapmirror failover show me

f5an:

ClusterB::> snapmirror failover show -instance
Start Time: 9/23/2020 22:03:29
Source Path: vsl:/cg/scg3
Destination Path: vs3:/cg/dcg3
Failover Status: completed
Error Reason:
End Time: 9/23/2020 22:03:30
Primary Data Cluster: cluster-2
Last Progress Update: -
Failover Type: unplanned
Error Reason codes: -
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snapmirror failover show

2. #£SnapMirrorFFimm= £ BIPREHESR:

snapmirror delete -destination-path destination path

3. EE= b k. EFBISnapMirrorEshES TEMNE T B H BirE ZE8)ESnapMirrorS 8 x4 .
snapmirror create -source-path source path -destination-path destination path
-policy MirrorAllSnapshots -schedule schedule

4. EMRPHXR:

snapmirror resync -destination-path destination path

o. WIEXR ZREHBITIRNR:

snapmirror show
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* "snapmirror resync"

* "snapmirror show"
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ClusterB::> snapmirror failover start -destination-path vsl:/cg/dcgl

MRS IRIETTRE. R LAY B ARER 8% is T SnapMirrorfRIFIRZS. fl4:

ClusterA::> snapmirror show

BEN "EMSEE" T HEMEEMEEEE,

B ahitXISMNIE L5181
EiT I ohkPEFE I HAIE). ER] LUEA MSITIREIRTS snapmirror failover show @<

ClusterB::> snapmirror failover show -instance
Start Time: 9/23/2020 22:03:29
Source Path: vsl:/cg/scg3
Destination Path: vs3:/cg/dcg3
Failover Status: completed
Error Reason:
End Time: 9/23/2020 22:03:30
Primary Data Cluster: cluster-2
Last Progress Update: -
Failover Type: unplanned
Error Reason codes: -

BB EMSEE" TREMHHEMEERF

SnapMirror;&5i[E2 5] B 4%
EOIAEEEE. “REBRRXAE LER—RYH<SRILZESnapMirror&aiE)E x AZBA B,
E(BE AL EIE snapmirror medlator show TEEERFM "R ER LTS LICEERZMAHPEFIRS. B

snapmirror show %M volume show #3<: HU0:
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SMBC A::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

10.236.172.86 SMBC B connected true

SMBC B::*> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

10.236.172.86 SMBC A connected true

SMBC B::*> snapmirror show -expand

Progress

Source Destination Mirror Relationship Total

Last

Path Type Path State Status Progress Healthy
Updated

vs0:/cg/cgl XDP vsl:/cg/cgl dp Snapmirrored Insync - true -
vs0O:voll XDP vsl:voll dp Snapmirrored Insync = true =

2 entries were displayed.

SMBC A::*> volume show -fields is-smbc-master, smbc-consensus,is-smbc-
failover-capable -volume voll

vserver volume is-smbc-master is-smbc-failover-capable smbc-consensus

vsO voll true false Consensus

SMBC B::*> volume show -fields is-smbc-master, smbc-consensus,is-smbc-
failover-capable -volume voll dp

vserver volume is-smbc-master is-smbc-failover-capable smbc-consensus

vsl voll dp false true No-consensus

HEXES
* "SnapMirror #E%7% 2"

* "SnapMirror #[EiE EEh"

* "SnapMirror 7T E2R"

FEONTAP—EU M LH AN S M fRE

feE N AEr TIFARERNEN. BrRIERET—BILATRMAMPIRE, LRSS
EL, ?':E/EEJJEI’JSnaprror,%E}JH*/F?é?EP,/J\\HI]ﬂIﬂﬂ'Jﬁ?%EI’J JIZEUR T EERRIONTAP
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7S

ERZEHBERT. ILIRESERRGTR. EEMERSnapMirrork &, BR—EMA. AEMERF,
MONTAP 9.13.1F 84, mEAEEISnapMirrorx 2 —EIME AR INEE B —FTTHRTIZ1E,

KFUAES
* TEONTAP 9.9.1e0, &R LUEAONTAPE L 1THRE M —EIEH ANz E
* M ONTAP 9.10.1 Fi8, BiVEHITEIR "—244H" BT System Manager Z £ ONTAP REST APl

NREBEBIARINHMFFERE L —BUEHRMIR, NBRERIRRIEX R, ARERHNARERCIZE—X
M8,

* MONTAP 9.13.1 78, &R LATHETMNIRE BIRRAEEEISnapMirrork R —EIEERMNE. NVMe
N A ST FF IR Fo

prE SR RS, ERFREZ . HIFHIBRSnapMirrorx &R,
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ONTAP 9.9.1-9.13.0
FaZ Al
* KA TR, BEEFREZ—HMA Insync K.
* BirERIEEN A DP,
* BY R—EITA. ERMBHE4IERENBIEZEAER BRI,

p

MNP ERRAE: vol srcl «— vol dstl M vol src2 «— vol dst2, EimmZBE—
BMHAXFREF vs1 src:/cg/cg src M vsl dst:/cg/cg dsto

1. TREBHNBNEH L. ERAMGTCEIDREHNBREHZBIREFTRMARE snapshot show

-vserver svm name -volume volume name -snapshot snapmirror

source::>snapshot show -vserver vsl src -volume vol src3 -snapshot
snapmirror¥*

destination::>snapshot show -vserver vsl dst -volume vol dst3 -snapshot
snapmirror¥*

2. NRAREFEERIRE. BEIEHTEKFlexVol SnapMirrork £ :

destination::>snapmirror initialize -source-path vsl src:vol src3
-destination-path vsl dst:vol dst3

3. MFR—EIMEAX R

destination::>snapmirror delete -destination-path vsl dst:/cg/cg dst

4. BHEESnapMirrork A FHH R B @A REE

source: :>snapmirror release -relationship-info-only true -destination-path
vsl dst:vol dst3

o. BUHBRSY LUN HMIFRIIA —HMEAX AR

destination::>lun mapping delete -vserver vsl dst -path <lun path> -igroup
<igroup name>

() EfRLUN SEUEBS, TEEIA i LUN B4E00 41 10 1REHRS

destination::>snapmirror delete -destination-path vsl dst:/cg/cg dst

source::>snapmirror release -destination-path vsl dst:/cg/cg dst
-relationship-info-only true

6. NREFEHZONTAP 9.10.1 E 9.13.0, BEMIERFE EMN—EEE, RAEEMOIEIZ—HEA, HEH
(HRRIEMR, 1RER"MIPR—E0HA" PN T BIRE, AR'IE— 248" ONTAPUMERSAEERF
i {EFONTAP REST API #11THIBRFNEIEIR(E; &F CLI 315,
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WREARIZONTAP 9.9.1, BEBKEIT—H,
7. BT L ERHRBE R AR — Bt :
destination::>snapmirror create -source-path vsl src:/cg/cg src

-destination-path vsl dst:/cg/cg dst -cg-item-mappings vol srcl:@vol dstl,
vol src2:@vol dst2, vol src3:@vol dst3

8. EMEFE RTO —BUEAXRUBFREL FEPIRE:
destination::>snapmirror resync -destination-path vsl dst:/cg/cg dst
9. EFTIRETH IR 5 ARBRETAY LUN :

destination::> lun map -vserver vsl dst -path Iun path -igroup igroup name

10. EFHEMEEM] LUN 1/0 BRIZLUEER LUN BIFRB BRI

ONTAP 9.13.1 B EhRZA

MONTAP 9.13. 188, BRI UL RFMEE RNEI BB EsISnapMirror;E s X ZHI—14%
¢, SnapMirrorE&h[EL ZHF MR BIRARINE.

@ MONTAP 9.14.1 ] 9.8, SnapMirrorE&HEFZ IR SnapMirrordl 551%4£:4% (SM-BC).

BEMNE—HHARMENFHER. BEEN Ee—2E4E,
MERERRINE

1. EEIFEE L, ERRIP>X R

2. HREIEHRMEHISnapMirrorfR &, %R, AEERE : BH-
3. ERERHEERINE—BEAHNEXR

4. EEREFT,

BXER
* "SnapMirrorffliFs"

* "SnapMirror ¥J841L"
* "SnapMirror £%5"
* "snapmirror resync"

fEFIONTAP SnapMirrorEsh[EF #HITHEM S

MONTAP 9.9.1F8. Z#FSnapMirrorEEIEL, FHRIIEEONTAPERHITHIZES
tSnapMirrors&EhED XA E M. BABUATEHLTIEREIFIONTAPARZS,

GlESES 3
MONTAP 9.161FF48. SnapMirrorEEIEY <R ANV ERN/ ERECENINT R &R, TR UERANT &R
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FHRIEHI I FE,
FraZ Al
* BE "NV AEENER
* BRI UERAEIIREFERIFNMEE; B2 THENE. BNREANTEE,
* UTFiRBERTEE50 M HE D —HMA K400 M HE D ER SN ENT S i E,
5
" FrE SnapMirror;& s[RI E%ohE|—1_single_ S0 B M (HA)H"(FEXX)
" MERBEHP I BR R BB AR B9 T3 2 (B X)
"W T AN BB R (3R XY)
"BENFE S BIFTT R

—_

o M w0 DN

fEASnapMirror;E5h[EX F4RONTAP
E(FEHSnapMirrorEshFEE. TREEM B irSEEF LA T R EHNTUETTONTAP 9.9 15 EshRk 4,

EAEREBEBISnapMirrorEEIEIL XK RAJONTAPEY, NER Bt THETFAL(ANDU), EEFANDURIHIRIE
HISnapMirrori&EESD X RTEFA RIS IZRRIFED BTN R .

5B NONTAPH R & SnapMirror &2 AP S BVEES B, BR. BIEEALRIGENE:

* SnapMirror;&sh[EE X R F RIS KE.

* BHHEFEE 5SnapMirrortE X IR,

* FARBERNEEPIILTERNRSEETIRRE R .
* FTE ENS R EHEEMERRELURIFLUN,

@ FEEEMONTAP 9.9.15(9.9.1FHKEIONTAP 9.10.1 e EShradsBS. ONTAP=EIZEFAY —201%4H
B]f§ fSystem Managerfit E#ISnapMirror;ENEIE x RHREE M BAREE E,

@ o snapmirror quiesce # snampirror resume SnapMirrorEENEIF A EIFHS,

MONTAP 9.10.1) £/ Z/ONTAP 9.9.1

B XAMO10.13FRFNQ.9.1. HinZcHiBRSnapMirrorEoiEIF X &, AREEMIFR. 10.1—EU4LHIEF, FoEmM
BREAERISnapMirrorEE S X £ — 1A, 1F 9.9.1 KB RARAHRFARE 9.10.1 BEFIS B —NEaERe
gl N TR R BXRUMEM FlexVol ERERRNAEXEL, ME—FEAFRSRIRED EHENERRE, 7S
0 "HIBE—ECELE" BXONTAP 9.10. 1 R EShRAF I ESEIFMEE. BS W,

MONTAP 9.9.11F/R
()  BAONTAPEBFEHSnapMinorERES . ENEHAEAMAIASTFONTAP 9.9.1,

MONTAP 9.9. 1R EIONTAPH R HARRASBY. AU ER LA TFEIN:
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* YIREEHTE SnapMirrorAsIES Bin. WEFEHBIFFXRZA. RAVFERZIONTAP 9.8 E R R4S,
* INREBHFEE SnapMirrorZEIE L IR, MERKILXRZAT. FAVFEREIONTAP 9.85LE R hit s,
* EREIONTAP 9 88 ER kA2 /. W MIBRA P eIZBYFFE B E X SnapMirrors&EhE L HREK.

EREXLEKR, BN "HIFRSnapMirror;&5IEFEE"S

TR
1. MSnapMirror/&5E)H X R —MEBRA L TR <. WIACEESTFER:

cluster::> system node revert-to -version 9.7 -check-only

PR ERT BARESIFERIVESR. HRHE TEERRA,

cluster::> system node revert-to -version 9.7 -check-only

Error: command failed: The revert check phase failed. The following
issues must be resolved before revert can be completed. Bring the data
LIFs down on running vservers. Command to list the running vservers:
vserver show -admin-state running Command to list the data LIFs that are
up: network interface show -role data -status—-admin up Command to bring
all data LIFs down: network interface modify {-role data} -status-admin
down

Disable snapshot policies.

Command to list snapshot policies: "snapshot policy show".
Command to disable snapshot policies: "snapshot policy modify
-vserver

* —enabled false"

Break off the initialized online data-protection (DP) volumes and
delete
Uninitialized online data-protection (DP) volumes present on the
local
node.
Command to list all online data-protection volumes on the local
node:
volume show -type DP -state online -node <local-node-name>
Before breaking off the initialized online data-protection volumes,
quiesce and abort transfers on associated SnapMirror relationships
and
wait for the Relationship Status to be Quiesced.
Command to quiesce a SnapMirror relationship: snapmirror quiesce
Command to abort transfers on a SnapMirror relationship: snapmirror
abort
Command to see if the Relationship Status of a SnapMirror
relationship
is Quiesced: snapmirror show

Command to break off a data-protection volume: snapmirror break
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Command to break off a data-protection volume which is the
destination
of a SnapMirror relationship with a policy of type "vault":
snapmirror
break -delete-snapshots
Uninitialized data-protection volumes are reported by the
"snapmirror
break" command when applied on a DP volume.
Command to delete volume: volume delete

Delete current version snapshots in advanced privilege level.

Command to list snapshots: "snapshot show -fs-version 9.9.1"
Command to delete snapshots: "snapshot prepare-for-revert -node
<nodename>"

Delete all user-created policies of the type active-strict-sync-
mirror
and active-sync-mirror.
The command to see all active-strict-sync-mirror and active-sync-
mirror
type policies is:
snapmirror policy show -type
active-strict-sync-mirror,active-sync-mirror
The command to delete a policy is
snapmirror policy delete =vserver <SVM-name> -policy <policy-name>

2. HEEFRKRENERG. BENW ERE ONTAP,
HXER

ey

* "SnapMirror H&f"

* "snapmirror policy delete"

* "snapmirror policy show"

* "SnapMirror E&28"

* "snapmirror show"

HIBXONTAP SnapMirror;EohRIF ECE
MRIEFABEEZRTO SnapMirrorEFZ f&1F. BT LUHIERSnapMirrorEshEE X Fo

M PR X FREC E

* 7EMIBRSnapMirror;EshEI T xR 281, WNBGHBIirsEEFPRIFTAE LUNBIBRSY,

* BUHBRSY LUN HEFAWENG, SCSI BIF=@MEN LUN FREEN. MEFZ RTO X&fE, T RTO
— R ERIIA LUN BREEN, UGS, ENZEELE LUN RILASTEE LUN TXRAVH
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LUN .
* WbRxRE, ZHRENRE DP . ERILURIER snapmirror break ¥ BEERNIE,
*CWMRXARRE, WESEEEZRS TARAIFRBRLILX R,

p
1. MZR&ER . BFRRERS Birin= ZE8SnapMirrorE s S —BIE AR R

destination::>snapmirror delete -destination-path vsl dst:/cg/cg dst
2. NEEBR, BR—BIEAXRUKRALEX R CIZAVIRE:

source: :>snapmirror release -destination-path vsl dst:/cg/cg dst

3. ITEMEFFIFELLERT LUN B8,

4. M ONTAP 9.10.1 FF4&, MiBR SnapMirror X AR MIBF—E14EH, WREMIPR—EIEH, HAER System
Manager 3% ONTAP REST API ., iE& I flfs—E44E BXRIFAEE ...

fiE& iSCSI 5% FC X #REsh/EohEcE

BRI LAfEF System Managers{ONTAPas 1T R EMFFMMECE. XM MREF. NWIERRE 5—IF5—
[
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System Manager
Gi— B
1. EFibm b MigropRBRIZIZENFHL LS H,
a. SMEEN>*SANBITEFA"
b. ERBIERMigroup, AEERRIE.
c. MFRIEIZBhERFH & LigropEHl, EFFRTF-
2. EZ U= b, B EUEMETLUNSRRIBRE FIF X o
a. SfnEIEN> SANBEHZFA,
b. i%EZEAH SnapMirrork &iigroup, FAREIEEMIFR.
C. FEXEIER, EFIUHIRST XEXAILUOAE, ZAFEEMIFR,
d. EMERIP>X A,
e. EiESnapMirrorEshEIFZ X R, FAGIEZFE BB MR X R,
F—HEENTE
1. EFihSm b MigropFIBRIZIZ EMFHL LS,
a. SMEIEN>*SANBHEFA
b. EFRBEERMigroup, AEERYRIE.
C. MiFRTiE B EhiEFEH K IkigropEHl, EIFFRTF
2. EZRubs F. MIERSnapMirror&shES X &Ro
a. EMEIRIP>X R,
b. 3E4ZESnapMirror/EENEIH X R, FAREEE B LRI X Ro
BRITRE
GBS
1. BErEVMI et 5 thBISnapMirror EshE L JRERF R A T Ao
TORER £ MigropHiiFREhiER . SAIEERigropAcE LA LEigropE i,

N

SiteA::> igroup remove -vserver <svm name> -igroup <igroup name> -os-type
<os_type> -initiator <host2>

SiteA::> igroup modify -vserver <svm name> -igroup <igroup name> -os-type
<os_type> -replication-peer "-"

3. T Rubm . MIBRLUNBRSTHMIBRigropEE & :
SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup name> -path

<>
SiteB::> igroup delete -vserver <svm name> -igroup <igroup name>

4. IE”Ruks= E. MIBRSnapMirrorZEhEIR X Ro

SiteB::> snapmirror delete -destination-path destination path

73



5.

6.

EEihm B MERBFERSnapMirrorZsE Y X &o

SiteA::> snapmirror release -destination-path <destination path>

EMAIRREUIEENE S ReeERASMEKRRE,

F—HEENTE

1.
2.

BFrBEVMIERA EHZ o EISnapMirror £ &i[E R E B AV A3t E 41
EREE . MigropH BB chiER.

SiteA::> igroup remove -vserver <svm name> -igroup <igroup name> -initiator
<host2>

FEZRuhm b IBRLUNBRES HMIBRigropAc & :
SiteB::> lun mapping delete -vserver <svm name> -igroup <igroup name> -path

<>
SiteB::> igroup delete -vserver <svm name> -igroup <igroup name>

EZ4Rub s E. MIBRSnapMirror;&shEIE % &Ko

SiteB::> snapmirror delete -destination-path <destination path>
FEFibm E. MEIHSRBFERSnapMirronEoiEIT X &Ro

SiteA::> snapmirror release -destination-path <destination path>

MR MBEREUINEENE S ReEERAHE R,

fER NVMe TR ETN/EEECE
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System Manager

p

1. foR&EEE L, SMERIP>EH%

2. HRFERPRBIRFR, =8 : FEFE IR

P ITRE
1. MB1REEB P MIBRSnapMirror;&&hEE % o

snapmirror delete -destination-path <destination path> -unmap-namespace
true

Nl

DST::> snapmirror delete -destination-path vsl:/cg/cg dst 1 -force
true

FRAEREGRTIEIE MEBEEEDHIBR,
2. WER&EE R, MEISFFERSnapMirrorE&IEIS X Ro

snapmirror release -destination-path <destination path>

Nl

SRC::> snapmirror release -destination-path vsl:/cg/cg dst 1
3. EFAMBEUNIEENEE REFERAERMERER,

HXER
* "SnapMirror Ha#f"

* "SnapMirrorffflFz"
* "SnapMirror %"

fHFRONTAPiEf#23 5L ONTAP Cloud iffi#23

INRE MONTAPEEEPHIFRITI B BIONTAP Mediator BONTAP Cloud Mediator B2&, ]
LUERS “snapmirror mediator remove' 8, Hli0, E&—RFEEER—MIEERY Mediator
, FEbA A BR—1 LR, REABELRES— 16,

SHIE
] L@ SeR LA T 4 B 2 — K MIFBRONTAP Mediator {ONTAP Cloud Mediator,
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ONTAP jaf#zs
1. HIFE ONTAP JEfR2S:

snapmirror mediator remove -mediator-address <address> -peer-cluster
<peerClusterName>

Nl

snapmirror mediator remove -mediator-address 12.345.678.90 -peer
-cluster cluster xyz

ONTAPZ=Efi#ss
1. BIFRONTAP Cloud Mediator:

snapmirror mediator remove -peer-cluster <peerClusterName> -type cloud

Nl

snapmirror mediator remove -peer-cluster cluster xyz —-type cloud

BXER
* "SnapMirror 1725 IpR"

BB BE R

ONTAP SnapMirrorfllBRiZETEIZE RS TR

4NER “snapmirror delete’ ZiSnapMirror;&shE S — B4 4H X R0 FIZERSHE, %
Mo

I REHEA
TSR &% ONTAP 9.9.1 B, $11T “snapmirror delete’ 24 SnapMirror SEEHEIS —EUMELH X R TFIEE RS
, KK,

C2 cluster::> snapmirror delete wvsl:/cg/dd

Error: command failed: RPC: Couldn't make connection

PSS

Y SnapMirror E&IEF X APT R FIZERSE, 1 “-force” XK E I true 11T SnapMirror fIBRFIFERK
121F
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C2 cluster::> snapmirror delete wvsl:/cg/dd -force true

Warning: The relationship between source "vs0:/cg/ss" and destination
"vsl:/cg/dd" will be deleted, however the items of the
destination
Consistency Group might not be made writable, deletable, or
modifiable
after the operation. Manual recovery might be required.
Do you want to continue? {yln}: vy
Operation succeeded: snapmirror delete for the relationship with
destination "vsl:/cg/dd".

HXES
* "SnapMirrorflB&"

£lIZ2ONTAP SnapMirrork 2 #HE L —E1ELH LN

ANR Bl SnapMirrork RFN—EEA BRI, BFERAUTER.

AR

€132 SnapMirror X Z2F—H AR EKL,

RIRFE .

BERENEEN—BEAHERBI RS, SnapMirrorE&i[ES R —IEAREISFATx. FHEEONTAPHR
KMF. BEW "WRIEFH" BXREFETFEIONTAPIRAIES,

iR

MR U—BUELAE IR EHEE. IEEFAONTAP REST API. System Manager3lgn <1 E—HUI4 LA MR 1L AVIR

& sn show -expands
@ MONTAP 9.14.1 £l 9.8, SnapMirrorE&h[EF#EFFJISnapMirrorll $51EL: 14 (SM-BC).

FRRFE :
MR —HEATBUEM. ERBRSnapMirror/ZsiEP X &, BbRiZ—HI4EA. AREFCIEZXAFANEHBIT
a1 L TEREPTERE ONTAP KRS o
WNRFEHRIZONTAP 9.9.1 MNREAZONTAP 9.10. 15 E =ik 4s
1. "HiB&SnapMirror;EEhE S ECE" 1. IEMRIP> KR T, 3HEI—BE4H _ERISnapMirror

EERE X R, EE, RAEEER i * | A
2 "BE—MILEXF. MEMBKL—Riaxs oo R B TR Delet M

2. "R —EEAR"
3. "BCE—H4A"
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THXIAYONTAPE BH R4 L5 R I
MR RV ERL B IREAR AT, BRERUTER.

R) R A

1T/ snapmirror failover start 3%, BBV snapmirror failover show SR¥RER—%KE

B EREERITEREEE.

Clusterl::> snapmirror failover show
Source Destination Error
Path Path Type Status start-time end-time Reason

vsl:/cg/cg vs0:/cg/cg planned failed 10/1/2020 10/1/2020 SnapMirror
Failover cannot start because a volume move is running. Retry the command
once volume move has finished.

08:35:04
08:35:04

RERA :
WMRIETERITERUTIRE. S155%D). BEEMEMMEHEBIERE. WEEFIRITRINSEEZZ.
RRFR
ERFLPIMRIETTER, AEEABIEEZIRE,
BXER
* "SnapMirror #PEF % B R"

* "SnapMirror B fE3% % BEN"

ONTAPiEfi#255ONTAP Cloud #8870 % 17 R SRR SE P EOIRTS A false

YIS £HIFIONTAPIRRESFONTAP Cloud JHARES, HEBRBIFHRENE, HEMA
UTFES

I REIA
11T “snapmirror failover start' <, &9 “snapmirror failover show 88 $ 2R —5HE, KRAONTAP

Mediator B{ONTAP Cloud Mediator kA&,

&"JONTAPSEENEIS ER B SnapMirror RS A& B & " SnapMirrorE &h[E45 B B ONTAP Cloud Mediator"

o
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Clusterl::> snapmirror failover show
Source Destination Error
Path Path Type Status start-time end-time Reason

vs0:/cg/cg vsl:/cg/cg planned failed 10/1/2020 10/1/2020 SnapMirror
failover cannot start because the source-side precheck failed. reason:

Mediator not configured.
05:50:42 05:50:43

RERERA :

KRECE BESRHEENEEZIN

FRRFE :

MR KRELEONTAPIERRSS. MATLECEONTAPIEERS. AEABEEILSnapMirror/ZoEP X &R, BEEMAM

£EIEIN)E, £ snapmirror mediator show an S HFRIRIL R BARih R EEEEERELS B HEIRER true -
BXIFMER, FEW "ILEONTAPE#ZE S

cluster::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
10.234.10.143 cluster?2 connected true
HBXERE

* "SnapMirror #PE%T2 2"

* "SnapMirror B EF%% B E0"

* "SnapMirror 7T ER"

ONTAP Cloud Mediator B]i/|a1{B [N 428

J0RONTAP Cloud Meditor HINHPEH HINEEIR, &R ping RS FEIGER, BRI
INESH

iRl RRfEAR

A5EIER: Cloud Mediator BRSZRILAAIR], 1BIHENZEIE,

CLlI: mediator add @<SERMHEBIIEIR:

"Error: command failed: The ping latency of the BlueXP cloud server is <x> ms
which is higher than twice the recommended latency of 200 ms.

REREA :
EBLAREARTENetAppiTH & =ML, HEFEMLEERZAI,

RRFE
* EMIEMENSNetAppiERlar (EERER BVEHEE,
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* AL LR BR IR TR AR AR E,
s FEAME T ENEFIREE (RTT), HFERERDEIENAEER.
* R HTTP RIEERIZS 14 8E,

E"/ISnapMirrorE&i[EF B EONTAP Cloud Mediator F15EEE" o

I B ARERR BBt SN RS
NRuER A FRVEERZMRALR B LR RISNIESRRT, BERUTER.

Bl
IR ABPERSTEIL R B LARR T RISMNRERETS

BAIREM R ERE 1:

ONTAPIA#E28ZONTAP Cloud Hf#23 KicE. EMEX R REA, 15&H snapmirror mediator show 7Ei
= B E£E FHITHmS,

Cluster2::> snapmirror mediator show
This table is currently empty.

bR fI&RBRIL = B _ERECE FfFRS.

FERFE

Eﬁﬁﬁf%ﬁt%ﬂ@ﬂ%? Mediator, U(u_,\ij', j:g) #E{qziklﬂgjj Trueo

AIREN A LR E#2:

Snalerror —HMAETEY, BHEXSENRERE, FEEFHASUEE —BMHATIS A REHIEH
BRFEDZ IR,

cluster::> event log show —-event *out.of.sync*

Time Node Severity Event

10/1/2020 23:26:12 stid2-vsim-ucs511w ERROR sms.status.out.of.sync:
Source volume "vsO:zrto cg 556844 511lu RW1" and destination volume
"vsl:zrto cg 556881 511w DP1" with relationship UUID "55ab7942-03e5-1leb-
ba5a-005056a7dcl4" is in "out-of-sync" status due to the following reason:
"Transfer failed."

RRFE
BREMR B LHITREIBIERE, BRmU TR

1. MG B BUBBRSY B F—EUEAHRIFE LUN
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EARMIERSnapMirror—EM$4HEX R force AR
I snapmirror break e FEMDPHIEAR/W. LIS BiL=BHII/O
Bohihs A T RUEIEMILSR B Elifm ABE RTO X5

FABRBILSA ER—E44H relationship-info-only. MREBBARBHECEMSEF 12— 1EH
AILUN,

I A Sync REHF L RBIGESRIIXR, Fibm A LRISM RIW Ei7 DP .
AR snapmirror resync BEHFXR,

ipRuE = A EBH Sync REERY SnapMirror X%

ERABRMER SyncHE&AISnapMirrorx % relationship-info-only true fEUEmBE
10. BIEEMILS B Blihm A —H4AXR

. NIbR ARIT—HMASERRS, ZERIE—HEAZTTLTRSRE.

12. MW EN LUN 110 BRIZLUEIR LUN BIFRFE IR,

o &~ W DN

© © N ©

HXER
* "SnapMirror FRT"
* "SnapMirror 7T ER"

* "snapmirror resync"

Ihm B 5ONTAPIREf#ES 2 BIRVSEHE IR IE R A Z B & £ =

EEONTAPEA#ZZIONTAP Cloud JEf#23RVEE, 1EfEA "snapmirror mediator show’
1, MREZREN AR, Biksm B TAAREE A, EEETRMULLTHHE L,
RREBRAARFTNT BIMEEE

Nl

fEFHONTAP Cloud Mediator %gii“snapmirror mediator show”& < :

cluster::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status Type

0.0.0.0 Cl cluster unreachable true cloud

fEFFONTAP Mediator it “snapmirror mediator show’&5 <> :
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cluster::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

10.237.86.17 Cl cluster unreachable true
SnapMirror consistency group relationship status is out of sync.

C2 cluster::> snapmirror show -expand

Source Destination Mirror Relationship Total

Last

Path Type Path State Status Progress Healthy
Updated

vs0:/cg/src_cg 1 XDP vsl:/cg/dst cg 1 Snapmirrored OutOfSync - false -
vsO:zrto cg 655724 188a RW1l XDP vsl:zrto cg 655755 188c DP1l Snapmirrored
OutOfSync - false -

vs0O:zrto cg 655733 188a RW2 XDP vsl:zrto cg 655762 188c DP2 Snapmirrored
OutOfSync - false -

vsO:zrto cg 655739 188b RWl XDP vsl:zrto cg 655768 188d DP1l Snapmirrored
OutOfSync - false -

vsO:zrto cg 655748 188b RWZ2 XDP vsl:zrto cg 655776 188d DP2 Snapmirrored
OutOfSync - false -

5 entries were displayed.

Site B cluster is unable to reach Site A.

C2 cluster::> cluster peer show

Peer Cluster Name Cluster Serial Number Availability

Authentication

Cl cluster 1-80-000011 Unavailable ok
BRIRTI SR
RHIRITHIE R USRS BB /0, SAEMILS B Flibm A BT RTO XAEEM S B LRITREIME
%1%, BRI TIR

1

7N
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Cl cluster::> lun mapping show

Vserver Path Igroup LUN ID
Protocol

vs0 /vol/cgl lun/lun 1 igroupl 0
mixed

vsO /vol/cgl lun/lun 2 igroupl 1
mixed

2 entries were displayed.

Cl cluster::> lun mapping delete -path /vol/cgl lun/lun 5 -igroup igroupl
Error: command failed: The peer cluster is unreachable and a SnapMirror
Mediator is not configured. The configuration is locked for
replicated
objects in this Vserver peer relationship on both clusters. The

only

supported configuration change is to manually disable replication
on

both sides of the relationship, after which configuration changes
are

supported.
Cl cluster::> igroup modify -igroup igroupl -replication-peer -

Cl cluster::> lun mapping delete -path /vol/cgl lun/lun 1 -igroup igroupl

Cl cluster::> lun mapping show

Vserver Path Igroup LUN ID
Protocol

vs0 /vol/cgl lun/lun 2 igroupl 1
mixed

1 entries were displayed.

- {EF8 force EIIBR SnapMirror —EMLH X R,

HARW. MRS L =BRYI/O

HIASnapMirror#fiip < (snapmirror break -destination path svm: volume )RURE%EMDPIH%

BN —EHE AT XAER NSRS, flil. MR—BMLAPE=E. UFEXNEIEEA

AR,
3. Brhihs A TR UEIEMIES B Elits A BIE RTO X5
4 FIHHALFERNXAGEERH—EMA,. RSB IEARBHICHME B F1Z—24EAAILUN,
S. EIIER Sync REEH BT RIREERFNKER, Bihsm A EBIEM RW i85 DP,
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®

[E)BH#R snapmirror resync B8RS X%,

7. MiBRILE = A _ERIEI SnapMirror X &R 5RB&

8. ffitis B L{#A relationship-info-only true ¥EH A Sync FB&H SnapMirror X%
9. FitHABSIhRAZERIE—HEAXR

10. NREBEMRDL—HMH, WIF—BEARSESTAEL.

. EFFAEENLUN VOBEZLUERLUNRIFI B BRZ,

BXER
* "SnapMirror FBf"
* "SnapMirror 7T ER"
* "snapmirror resync"

* "snapmirror show"

It A SONTAPIRE#SS 2 BV HERE AN UL = B Z [B]RYHEEY & EFE

fEASnapMirrorEshEIZ BY. ONTAPERZS X F LR 2 BIRIEIE AT eI . ERILUEB
i1 ESnapMirrorEaiEF X R R EIE 2 VERE. AT RMEMDE —BORESSRIZ MR S
R, ARERFIEEE,

ERENAS CLI# % FERFT

kgL AR AR snapmirror mediator show EEIRS BTN unreachable
Uk R BIERE cluster peer show AIAM RN unavailable
SnapMirror;&EHEIZ EMINE—EH  volume show volume name o sm-bc consensus F&
K& -fields smbc-consensus Awaiting-consensus

BXRIENBRILEENESEE, B2 NetAppAliRE: £ASnapMirrorE&EDZ AT, s A 5IE#EEZIE]
AU AL = B Z BV & R,

BXER

* "cluster peer show"

* "SnapMirror 7T ER"

TEIrE FISEIR=ER, ONTAP SnapMirrorfllBRi21ELRIN
NREABAFEIRE T EEM@BAIF, MmSnapMirrorfllbRi2{ELRK, BEFEAUTER,

AR

MREFBEFERE T EE@RE, N SnapMirror BIFFRIEIFRK.

P TES
HITUTREUEREERH M BREFHIERIER.

* SnapMirror EHES
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