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Perform infrastructure checks.

Check the protocol settings on
the storage system.

v

Check the network settings on
the data switch.

.

Check the MTU network setting
on the storage system.

v

Check disk throughput and
latency.

.

Check throughput and latency
bhetween nodes.

!

Manage workloads.

Identify remaining
performance capacity

y

ldentify high-traffic
clients or files.

y

Guarantee throughput
with QoS,

RITEAEMZEME
OEFMERA MU E
S ZTONTAP NFS TCP S k&AM

33F NFS , IR ERIAIS \B TCP BAEHA/NE B
BENIANETERIEIERE, TR MEE



FaZ Al
* BRATILES, BRSEBEREESNR,
* BRI ESERBENRER <L

p
1. BAERRES

set -privilege advanced
2. 197 TCP \RAZHIA/:

vserver nfs show -vserver vserver name -instance
3. YIR TCP |RAFHA/NK/N, FEBINA/N:

vserver nfs modify -vserver vserver name -tcp-max-xfer-size integer
4. R[EIZIEENRRS!

set -privilege admin

Nl
T RENGERTCPERALRIA/N svMl 1048576

clusterl::*> vserver nfs modify -vserver SVMl -tcp-max-xfer-size 1048576

Y ZONTAP iSCSI TCP i/ A/

XF iSCSI, ERILE TCP % / EA/NABER/ ML E RS IETE IR ERER &R, 1N
RUEK/NE R EARR, MATLAEIELEAK /N,

FaaZ Al
IESFBESRINBRRANGEL.

p
1. BAERRESF

set -privilege advanced
2. 19E TCP AKX/ E:
vserver iscsi show -vserv,er vserver name -instance
3. B2 TCP BOA/MRE:
vserver iscsi modify -vserver vserver name -tcp-window-size Iinteger

4. R[EFIEENR



set -privilege admin

5l
TR ERBITCPE DA/ svM1 131, 400FF:

clusterl::*> vserver iscsi modify -vserver vsl -tcp-window-size 131400

ZONTAP CIFS/SMB Z R EHISE

W%CFSH MERERIESEUL It AR EER, TR USRI Z RIS E USHMELE
Eo

I
1. 67 CIFS LR(EHISE:

vserver cifs options show -vserver -vserver name -instance
2. {224 CIFS ZHEfEHRIRE:

vserver cifs options modify -vserver -vserver name —-max-mpx integer

Nl
ARG ER R R AL IR svml 2255:

clusterl::> vserver cifs options modify -vserver SVMl -max-mpx 255

it

W ZTONTAP FC iEEi28 iR 1R E

EEceE Bnin REN SFMERISEERE L, UAKEee. NREORENBHNE
, WEREMNRERHEHMAPETE, EMEZARERRKEIE,

FIaZ Al
fERLEECSR N TR OMFRE LIF &AL

p
1. EEACRR AL

network fcp adapter modify -node nodename -adapter adapter -state down
BXMEHMEE network fcp adapter modify, IBESI'ONTAP fi$&ZE",
2. KEIHROERRNRRE:

fcp adapter show -instance

BXMEHEE fcp adapter show, IBEWN'ONTAP GiS$E&E",

10
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3 RIEFEEIRMEE:

network fcp adapter modify -node nodename -adapter adapter -speed
{1121418]10|16|auto}

4. (EiEFCEREML:

network fcp adapter modify -node nodename -adapter adapter -state up

S. (FiEED28 LAIFRA LIF BXAL:

network interface modify -vserver * -1if * { -home-node nodel -home-port elc }

-status-admin up
BXMEMSE network interface modify, BEI'ONTAP @i S$&E",

Nl
UTFREIER T EEC2ERIRAEE 0d 72 nodel E2 Gbps:

clusterl::> network fcp adapter modify -node nodel -adapter 0d -speed 2

MEHIERIEN ERONTAPHSIRE

RELMIERPin, RSEMNEFHERS BINSKER) LARERN MTU 128, B
NIC M FREMNEIKENIKENHREA MTU {8, UBRIEEFIZREIRE,

NTIRGRIEERE, WEFRIFMEAMEUIAESE K ERM (B LIKMERR 9000 F¥3 IP, 9022 5
) o BUESHBANEMREN 9022 F15, BEXFASHIMN, HBEERTEEN 9216,

p
1. TR, BEE MTU KNEBIRE RN 9022 HER.

BXFRER, BS NN E X,

CEFMERI LAONTAP MTU M&IRE

MRFEARR LHINZRE S5 F P IR EMNE IR ERINSIRERRE, NWeT B

BB, BIENSE MTUIZEEN 1500 , MEIEMLE MTU A/ 9000

KTFUAES

[P EFEIROEEEHEREN MTU K/, BRMEEEREN eOM IO, MMRIFEABFI B, 15
F broadcast-domain modify ¥ AR MIEKERIT BIHPFIEmREBMTU,

HAR, NIC BRI FRIEMLZIRE R LIKENLENBIHREAR MTU X/h. BXIFAER, BSL
B SRS LMK E"

p
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1. EFHEARL LR MTU HOIRE:

network port show -instance

BXMEHEE network port show, IBEMW'ONTAP GS$EE",

2. Eeiim MR eI #EE _ EFIMTU:

network port broadcast-domain modify -ipspace ipspace -broadcast-domain

broadcast domain -mtu new mtu

Nl
U FREIREMTUSR O 1% & B EL/99000:

network port broadcast-domain modify -ipspace Cluster -broadcast-domain

Cluster -mtu 9000

1 EONTAPHLE I EFIFER
TR LUREEST RNEEFLEMIERES, UFEBEH

XFIAES
IESFBESRINRRANGBEL.

p
1. BRAERRESF

set -privilege advanced

2. BWEBETENERER:

statistics disk show -sort-key latency

Nl

UTFRAIEREES AR RS N RS2 node2 FFB clusterl:
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::*> statistics disk show -sort-key latency

clusterl : 8/24/2015 12:44:15
Busy Total Read Write Read
Disk Node (%) Ops Ops Ops (Bps)
10.20 node?2 5 3 2 95232
.10.8 node?2 5 3 2 138240
.10.6 node?2 2 2 48128
10.19 node?2 4 6 3 2 102400
1.10.11 node?2 4 4 2 2 122880

BMET S ZEHONTAPEML EFER

R LUEA network test-path BATFHEMEMRINT T = Z BRI HI TS

RRINERIE L. BRI LSRR R EEAT R ZEIETT

ez Al

* BB EREERTEERITIHAES,
* WESFESERREA L.
* WFEEERE, FERMBEMERUITEINEXR.

KXFUIES

Write
(Bps)

367616
386048

371712
443392

408576

AN
AP~ o

*Latency
(us)

23806
22113

19113
19106

17713

B, TRZIENMEEEERT T AR ERZEENTHA. 10, 7 SnapMirror EHFIRMER, WFXFHAIEK

'L,

O] LAER network test-path AFNETAEETEMERNT S,

[EiETTE <o

®

A =
< HE

1 Gbps B HERSIRERMBITEEF ZIERY 10 GbE A —E

AILESEE RN REERATRZ

ETE ONTAP 9 TR ZI8)iE1T,

M 2R MLRER I SBURIEM, B, BNERGAREITULT R ZERMERERKIET
tbap<, MIATE 10 #/FERY, 1t

o session-type EIMAFIRREIEEET WERFIEITRVIRESE, Fla0, BFiESnapMirrorE E)ziEH
tRBEY“AsyncMirrorRemote”s FEELRE TMIXPFEANKIEEZE. TREX TIERE:

=IERE

AsyncMirrorLocal

Description

SnapMirrorfEB—&R BT R Z BERNISE
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AsyncMirrorRemote SnapMirrorfE R EIE R T = Z EfERANIZE (BHA

A

RemoteDataTransfer ONTAP AFER—&EHT R8T *ElﬁlﬂgﬂEE’J
BEWI. BTRLENFSIER. BREEES—T
= _EMERRISH)

PIE

1. BRHNERNERS:

set -privilege advanced

- MET RZBHIFLEMIER:

network test-path -source-node source nodename |local -destination-cluster
destination clustername -destination-node destination nodename -session-type
Default|AsyncMirrorLocal |AsyncMirrorRemote|SyncMirrorRemote|RemoteDataTransfer

BT R J\\bﬁJ_L:_!:ZISi{ﬂ%ﬁﬂFo BAR T AR LML TR S FEEE . BIE"local" -source-node 1§
/:F_g ?Tﬁ ~ E,J T—‘ el

U T e BT NEZiESnapMirror R B S HIRFIV B EFMIER nodel TEAMERF L. A5 node3 FFB

cluster?2.

clusterl::> network test-path -source-node nodel -destination-cluster
cluster?2 -destination-node node3 -session-type AsyncMirrorRemote

T3 (b ¥ 4R (S B FT BER B RIONTAPhRZS 5= -

Test Duration: 10.88 secs
Send Throughput: 18.23 MB/sec
Receive Throughput: 18.23 MB/sec
MB sent: 198.31

MB received: 198.31

Avg latency in ms: 2301.47

BXMEMEE network test-path, BEEW'ONTAP GS$EE",
R[EIZIEIENR:

set -privilege admin

SR
MBIAEFRHARERENT, NERETAEEIOHES, ERARTAREMATNRE, KERNIE
B,

14
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BEETERE
HATEONTAPHERIRIERERE

MEEsE B _FRE_) BFHEERFLNITEATMERARZIERTMZA], &8
%T%MY% 5 LT “IﬁoT%EﬁtmT%ﬁ%ezﬁ%$ﬂM§ﬂ$@I¢ﬁ

Feaz i
I ESFEESEMNERINFL,

KXFUIAES
TR AHER LU TE -object AFWENERIERERESITHE BHIEIN:

* 3FCPU. resource headroom cpuo

* WFES. resource headroom aggro
& el LUER System Manager # Active 1Q Unified Manager 2R tbE S5

p
1. BAERRESF

set -privilege advanced
2. FaSERTERERESIHE R IR
statistics start -object resource headroom cpul|aggr

BXRBFMEE statistics start, IBESW'ONTAP G5 S & =",

statistics show -object resource headroom cpulaggr
4. R[EFIEENR :

set -privilege admin

ANl

UTRAIERT &8 S8/ HtERERITER.

TR LB R ERITED RN AMEESE current_utilization FAYITERES

optimal point utlllzatlon TEEs, rlttTVJ—JEF' ENFIAZEAE CPU sti2520-213 H9-14%(72%
-86%). FRCPUTEEE—/ I EIgF AR

BRI UIERE ewma_daily, ewma weekly B “ewma monthly BUREURKEYEIE:ARMERIE BRTIYE,
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sti2520-2131454963690::*> statistics show -object resource headroom cpu
-raw —-counter ewma hourly
(statistics show)

Object: resource headroom cpu
Instance: CPU sti2520-213
Start-time: 2/9/2016 16:06:27
End-time: 2/9/2016 16:06:27
Scope: sti2520-213

ewma_ hourly -

current ops 4376

current latency 37719

current utilization 86

optimal point ops 2573

optimal point latency 3589

optimal point utilization 72
optimal point confidence factor 1

Object: resource headroom cpu
Instance: CPU sti2520-214
Start-time: 2/9/2016 16:06:27
End-time: 2/9/2016 16:06:27
Scope: sti2520-214

Counter Value
ewma hourly =
current ops
current latency

current utilization

0
0
0
optimal point ops 0
optimal point latency 0

optimal point utilization 71
optimal point confidence factor 1

2 entries were displayed.

BXBFMEE statistics show, IBESI'ONTAP (s S & =",

HMEONTAPHH S RER P imo X4

AT LAGER ONTAP AR RIXARBE IS EEFRET AR P ins> . HEXLE "

AN

H&E " WEFIREXHE, ErUERTERELEARIAITE SRR RS E
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Frea Al
B TR ER SRR RERITIES,

g
1. BEFRFREHNEI LIS

statistics top client show -node node name -sort-key sort column -interval
seconds between updates -iterations iterations -max number of instances

UTa< B RiARMNE L NEFiG clusterl:

clusterl::> statistics top client show

clusterl : 3/23/2016 17:59:10

*Total

Client Vserver Node Protocol Ops
172.17.180.170 vs4d sideropl-vsimé nfs 668
172.17.180.169 vs3 sideropl-vsim3 nfs 337
172.17.180.171 vs3 sideropl-vsim3 nfs 142
172.17.180.170 vs3 sideropl-vsim3 nfs 137
172.17.180.123 vs3 sideropl-vsim3 nfs 137
172.17.180.171 vs4d sideropl-vsimé nfs 95
172.17.180.169 vs4 sideropl-vsim4 nfs 92
172.17.180.123 vs4 sideropl-vsim4 nfs 92
172.17.180.153 vs3 sideropl-vsim3 nfs 0

BXMEMSE statistics top client show, IBEI'ONTAP fi$&ZE",
2. BEEHESE LIRRMETL X

statistics top file show -node node name -sort-key sort column -interval
seconds between updates -iterations iterations -max number of instances

T BRELEBIEIL N clusterl:

<
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clusterl::> statistics top file show

clusterl : 3/23/2016 17:59:10

*Total

File Volume Vserver Node Ops
/vol/voll/vml70-read.dat voll vs4 sideropl-vsimé 22
/vol/voll/vmé69-write.dat voll vs3 sideropl-vsim3 6
/vol/vol2/vml71.dat vol2 vs3 sideropl-vsim3 2
/vol/vol2/vml69.dat vol2 vs3 sideropl-vsim3 2
/vol/vol2/pl23.dat vol2 vs4 sideropl-vsimé 2
/vol/vol2/pl23.dat vol2 vs3 sideropl-vsim3 2
/vol/voll/vml71.dat voll vs4 sideropl-vsimé 2
/vol/voll/vml69.dat voll vs4 sideropl-vsim4 2
/vol/voll/vml69.dat voll vs4 sideropl-vsim3 2
/vol/voll/pl23.dat voll vs4 sideropl-vsim4 2

BXMEMEE statistics top file show, BEI'ONTAP @i $&E",

Bid QoS RIEFM=E
BT ONTAPHAIQoSHLRRIEEMT £

TR UEREMERSRE (QoS) RRIEXBIIENHNMREASAFARRIITIENE
Mgk BRIUAFARFRNIERHIKEEEIE LR, DRFIENRSGZRVEN, 1
AUAXBIEHEHIKEETE LR, UBRKERNELER, MAEFARFENT
EAHARAER, EEEAUAR—ITEAEIRE LR TR,

HIHE FIR(QoS&RAE)

HHE RSB ITERHNETEMRHENRA IOPS 3 MBps %%, 3¢#& IOPS # MBps #, & &, T{EH
H 2 WEME FRAHERERS "8h " TERE 1/ 3,

RRATENT —PHE M LTIERENELE LR, TEAERT _storage WR: _ &, X, qtree I LUN,

& SVM FEIFREE, X, gtree B LUN B9 I/0 #51F, SR LI SRBSARIEE LIR, hAJUFEEET
R EHZ [EBEE LR,

@ THEAENELERRIBHIEE LR 10% , TEHREIFAHNEHE L ERET K, B4
BREAEN, LIRFIESET 50% . SEERERGIA 150% B, BEM TR EREREK
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Befare QoS Boot Starm

Perform ance

Perform anca

HHETR(QoSE/VE)

BEHETFRAIBERIEMHNETEFRRETH/IIOPSHMBpsEEIOPSHIMBps#i, £ TEH, L{Ffz 1/
TEAHE 3 NERETRABERRER/NELEEIR, MAEIIERE 2 BIFERNMA,

WRBIFRR, EHE LRSEERFIETEE, FHETRIMAEELE T TROIERE, M

M REIELE,

TR ATE R SR BRAARTHEE T IR, eI UFR Sz TEA 2 EBIEE TR,

MONTAP 9.13.1FF48, ERILUERESVMEERIZERITE TR[adaptive-qos-templates]e 1£9.13.1Z2Hi
HIONTAP hRAH. EXEMHE T RAIEREAREERHFSVM,

®

£ ONTAP 9.7 ZHIEIhRZAH, WIRBEBEHRIBIEETE, NaJURIEETE TR,

7 ONTAP 9.7 NEShrAH, EMfFERIAMERERRE, UAURIIEHE TR, XMHHEET
AFRA Floor v2 » AT HERIEEXR, W EEETE FENIERHIBE FRIEENITIER
#, Floorv2 AIRERSBIERES, F 2 BERAHE QoS fMHIEM QoS

ONTAP 9.7P6 M Em i Attt 7 /B H/Z A BEV2IT AREDL, EHITXEBIR(EUN)ERE). ITF
AEHAIRESIRTIEERN TR volume move trigger-cutover, BMEE BB ABT=EHERR
TRBRME, TELENEHEWTRERRTIEE TR 5% . IREEREELE, HEEHEHEE
RE, WELETEAHERBETIEENER,
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Before QoS Eoot Storm

After QoS5 — Floor Boot Storm
w0

e Floor )

-
e O o

HEMIFHZQoSERIRA
O

M ONTAP 9.4 748, ERJLAGER non-shared QoS REEADFIIEES TR TIENHNEEXEFLE ERST
RIEMR. shared REGAMITAHEUR T EREEEE:

* WFEHE LR, SRARERBANTEHNHENSEHEREEIREEN LR,

* WTFHFUHETR, HEREAIGENATFREDIITIERE,

&M QoS

BE, DERAFENRIVRBRAEREEN. SEENKROANZETNN, EFBEFoHERILE. F5, 15m
& LNERTEEEEFEANMEMAEEENETLE LR,

Adaptive QoS =B RESAEY REITERHA/), HEIEAHANKEZRWIRE IOPS 5 TBSGB HY
EER, MNREBEANFEREEREIERTIIELH, UXB—TEZENRE,

B, EEILUERBIEN QoS RRAREFME LR, BHaJUERAEREEEHE TR (HIIEAK/IEMES
) o IEAHKNKRTAFENRDENTBHFEN REMRB=IE,

@ 7£ ONTAP 9.5 ESHAEH, ERETEITATFELTE TR, £ ONTAP 9.4 NEErAh, &Fit
ETRAZHFIEINEE,

* BN T B ER AR RIARFR A/ VR IOPS/TBGB tb=X, R Itk ZH 100 IOPS/GB , MR
150 GB &RiFIt A/, HEMHE FFRFE R 15, 000 IOPS , MNREZSEA/NEES 300 GB , NMBERN
QoS 2 &M E LRIAEHN 30, 000 I0PS .

s BERTERE (BUAE) SIRIBEEENER ZIFHENEIREIEE R IOPS/TBGB bR, NRIEEEZEH 100
IOPS/GB , M7Zfi&T 100 GB #EHY 150 GB HERIEME LR 10, 000 IOPS ., MEEHETEENTL
, BIERN QoS £iRELLRFEEITE IR,
M ONTAP 9.5 738, ERILIANAIEFISE 1/0 A/, LUMELL IOPS # MBps A FRRNETEZERS, MBps
PRI @ET A/ NSELL IOPS FREITESHE, 0, R 1/0 HA/NA 32K, T IOPS FREIZ 614410PS/TB
, M MBps PR/ 192 MBps o
&t FRFMTRYSHIMUATITA:

* BIR B DB BIEMN QoS RIEASS, LR RIGIZENEH,
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* HEBIEN QoS REAFMIIERHA/NG, ERITRANDZERIHRNEN.
EHITEMZAT, FHEXFHZEDIEM 10 IOPS,
BIEN QoS RIRAIWANIEHFA: EXNELE FRIE IR TERHN TIRERTR.
MONTAP 9.6F 88, KFISSDHIONTAP Select @EhRZIFEMHE TR,
BIE N SRR IEIR

MONTAP 9.13.1FF88. EEILAFESVM LI E BiEN QoSiEIR, @i BiEN RIEAER. &Er] LIASVMABIFRE
HIGBELE TR LR,

ABEELESVMZ G, AEEIRE BEMN RIEARR. A vserver modify #3% -gos-adaptive-policy
-group-template SHLILE R,

REBEMNREABRIRES, FIREREGRIZSEIBHNES BEIMRREL, DECRESIEREN. SVMLEIARE
AEARRFM, MRESVMERAILREE. NIt/EEEESVMETELLSVM_ESIBREMEEH A S ULE L SREE,
FRABENREARRFT I MBARBERNE. EAENSFRERBIRR.

BXBFAER, BN REBENRRARR,

ESHS

TRERTAEZFEHE LR, EHETRMBEEN QoS HHERIES.

ZIRIINAE A= FR AHETIR BHEETR v2 HiEM QoS
ONTAP 9 hiR7x o 9.2 EShREs 9.7 EShRAS 9.3 EFhRA
e 25 * AFF * AFF 25
* C190* + C190
* ONTAP Select’s * XF SSD HY
RhRk. &SSD’ ONTAP Select
=RAR
e e 2B el 2B
FabricPool =M =, IRDERKIE B, NRDPERKE &
BA"L"BaHE BEA"L"BsHE
Bk, B
SnapMirror &% =, S B =,

MONTAP 9.6hRFF48Z+F' C190F1ONTAP Select,

SN ITEREREELE LR
T5RI% ONTAP 9 Wi 2R T TEAHNERE LRI, FZFHRE, AHHZHREMEBERIFRES.
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TrRAER ONTAP 9.8 E=hft s ONTAP 9.7 £9.4 ONTAP 9.3 EE 7

Volume [, [, [,

X =/ =, =,

LUN =/, =/, =/,

SVM =0, =0, =0,

FlexGroup % =8 =8 Z(1XPEONTAP 9.3)
qtrees =0, S £
BIRBARBZIIME =2 M, M,

k=7

FFHZERERAH [, =, S

" MONTAP 9.9.1 74, 2F SMB HJFlexVolfIFlexGroup&HHY gtree t23%3F SMB i8], MONTAP 9.8 FFi&
, B NFS fFlexVolFIFlexGroup&H I gtree X#F NFS i5ido

SFFEHE TR IERH
TR ONTAP 9 i A RR T HEHE TROIIFAHESE . FHHRE, AHAFREMBIERIFRS,

TEAHETF ONTAP ONTAP 9.8 3 ONTAP 9.4%19.7 ONTAP 9.3
9.13ANESRE  9.13.0
Volume =8 =8 =89 =8
X5 =8, =8, =89 =8
LUN 21, =i, 21, =21,
SVM =8 ES S S
FleXGrOUp % %E@o IEEE,\JO IEEE,JO ZD:
gtrees ' 21, =28, & &
ﬁﬁ\%%éﬂﬂﬁgﬁ\ IEEE"JO IEE Yo IEEE’\JO IZZI:
TEE
JEHZ=IRERA =289 =89 =89 &

"TMONTAP 9.8F 4. 7E/EH T NFSHIFlexVolfFlexGroup&H Hgtrees 23 ENFSifial, M ONTAP 9.1.1 FF4,
BT SMB B FlexVol 1 FlexGroup %/ qtree 135+ SMB idl,
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BIEN QoS ZHFHY LIEf

TRETT ONTAP 9 fRAX BIEN QoS I TEHHS T, FXHFHRE, AHHAZREMBIERIFER.

TERAHETF ONTAP 9.13. 1 E=krZ ONTAP 9.4 Z 9.13.0 ONTAP 9.3
Volume =28, =28, =28,

X5 =8, =8, ES

LUN =8, =8, ES

SVM 28, S S

FlexGroup # =8 =8 S
BIRBAREZIMNIE 2B =8, =8,

Ak

JEHZ5REKAA =8, =8, =8,

TR HMERBANRANE

T&RIEZ ONTAP 9 li A 2R T TEAEHMERIRAN R KIS,

TEGESEF ONTAP 9.4 B S hra ONTAP 9.3 B Rz
BNEBENEATERE 40. 000 12, 000

BT RNRAIIEAEHEK 40. 000 12, 000

ERARERLA SN 12. 000 12, 000

B2 FEONTAPEM 2K v2

A LITE AFF LERASZHEETE TR v2 . ZRIAEN enabled » MMIREEBATHEE v2,
MEiTHIZZ REFERN, UEMTEARHESER AR, JLUGRERETE R, F 2

BiEA7= QoS M1BIEMN QoS .

pg
1. ENERIRES!:

set -privilege advanced
2. AU TRz —!

MREE ...
AR v2

ERUTHS:

gos settings throughput-floors-v2

-enable false
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BEEE v2 gos settings throughput-floors-v2
—enable true

E1E MetroCluster £ EZHEFETE TR v2 , HAIETT

@ gos settings throughput-floors-v2 -enable false

AAN
[ZIEhe4

o
clusterl::*> gos settings throughput-floors-v2 -enable false

BXMEMEE gqos settings throughput-floors-v2, IBEEM'ONTAP mS$E&E",

ONTAP7E(E QoS TEAiE

MREEBLEEMEA QoS EENITFRHAIMREENR, NaLIEeIZRIANEERT
SMRH. SN, EAUFA BT FNHEZ EBEIEERS,
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ldentify storage objects
to assign to policy
groups

'

Do you know the
performance
requirements for the
workloads?

Create policy Create policy
groups with groups without

throughput limits throughput limits

M’

Assign the storage
objects to policy
groups

¢

Monitor performance
by viewing statistics

i

Adjust policy ‘

group settings,
if necessary

QoS &L 53 ECPR |

MONTAP 9.18.1 748, ErILUEFAERERT QoS K&, ZRIE AT RBAD LB SN
& (g0 SVM) REFHR (BlaNE) . EZHEARIES, BRER QoS RESEEIESIAE
2% SVM LAY QoS [REIA D E] SVM RBIETEM gtree, MMBERSTEITEIFRRFEZF
fERIR, FFRNERER A IERBES TR E,

AP MR ISZHHRE QoS FREK:

* SVM #1 SVM & & BIFlexVolZFlexGroupi.
* FlexVolZ{FlexGroup® U K &ERM gtreeo

XTFHRER QoS HEg, RARMEIEMARER,
TRIG T BIERE.
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NRESE ... BAIRATERFE D ECEIERERA. ......
SVM El 5B SVM R EERERFEN R,

INREIEITHIRONTAP 9.18.1, M
@ SVM & HFlexVolFIFlexGroup%
BT Boh SRBR A,

HERIRA BEZEHEAF LUN B SVM,

WMRFITITHIZEONTAP 9.18.1 ES
@ k7, MAEEEN SVM AL itk

RE&LH, IbSh, ERILAEZFlexVol

3 FlexGroup&HHY gtrees

FLUNS Boéa sRBR4H B& LUN B%EL SVM

X EIRE8AE BEXHREE SVM

£/ ONTAP QoS HBRAIRETMH = FIR

QoS R AEIEH = FRAIFRIE TERHMNE ST IOPS ¢ MBps WA=, o
IOPS #1 MBps R A#E, TIEFILIEAHIM, REEFHE LR, MUBFLEARAKRKHE
N TEGEEFET ZRM R RH IR E X B T/EAHRIIMERE,

BRI LAEA max-throughput AFEXFHENR TIEAHELE FR(QoSEAE)NRBAFR, EaJLUEE]
B EECRTFAERS SR BT AR ERBR A

a2 Al
* BORBEEELR T Rt B RIBAH T RIEANAT SVM.

KXTFULES

* M ONTAP 9.4 F7F18, f&RILIER non-shared QoS RERAFRIEEEXMEL = FIRIEBIHIEE IR TIE
., &M, HRKBEEN shared :  PDECARBAMNITIEAHMNEZELEREBIIEEMN LR,

®E -is-shared=false, gos policy-group create Y UIEEIFHZ SR,

s BEILIFERE IOPS , MB/ #b8f IOPS , MB/ # ERMEMHERGIMRFBETIEE IOPS # MB/ #, N&3aH!
PAITE SR EIRIPE S,

() MEAF—TEAERET LRATE, WREEL I0PS NEBIEE HRNE SRS

* % QoS [REIPNEFHENRUNESTERIEAFTER SVM Fo ST ERBEAR LUB FR—1 SVM o
* WRENFENRIESHRAFHRBTENRIBA, WARERIZFEN R DL ZRIEH,
* QoS EfEKEZIFRIRAN B TR EREAFEN R

p
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1. B SRR,

gos policy-group create -policy-group <policy group> -vserver <SVM> -max
-throughput <number of iops |Mb/S|iops,Mb/S> -is-shared <true|false>

BXMEHMEE gos policy-group create, IBEI'ONTAP fi$&E",
f&AT LAEA "qos policy-group modify’ sp SR EL £ LR,

UTRAICNETHZAEFLE 5000 IOPS BWHEHREELH pg-vsl:

clusterl::> gos policy—-group create -policy-group pg-vsl -vserver vsl
-max-throughput 5000iops -is-shared true

UTRBIBIET &RATMLES 100 IOPS #1400 Kb/S BYIFHZHEELA pg-vs3:

clusterl::> gos policy-group create -policy-group pg-vs3 -vserver vs3
-max-throughput 100iops,400KB/s -is-shared false

W TR Bl B BIRGIEVIE L SRR pg-vsd:

clusterl::> gos policy-group create -policy-group pg-vs4 -vserver vsé
-is-shared false

BXIEMEE gos policy-group modify, EEIL'ONTAP ei$&E",

2. BERANATF SVM , X, %k LUN :

vserver create -vserver <SVM> -gos-policy-group <policy group>

&R LUEHE vserver modify S MEFEEN RN ARRAIRERL,

LU RANGHRRA pg-vs1 MAF svM vsl:

clusterl::> vserver create -vserver vsl -gos-policy-group pg-vsl

TR HEIEE pg-app MBAF%E appl #l app2:

clusterl::> volume create -vserver vs2 -volume appl -aggregate aggrl
-gos-policy-group pg-app
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clusterl::> volume create -vserver vs2 -volume app2 -aggregate aggrl

—qos—policy—group Prg—app

3. MITIRBRLAMERE

28

gos statistics performance show

BXIEMEE gqos statistics performance show, IBEM'ONTAP Gi$&ZE",
(D) mmmsistsitee. EMERIN EHTRKRELR,

U RABIERT SRR RE

clusterl::> gos statistics performance show

Policy Group I0PS Throughput Latency

-total- 12316 47.76MB/s 1264.00us
pg vsl 5008 19.56MB/s 2.45ms
_System-Best-Effort 62 13.36KB/s 4.13ms
_System-Background 30 OKB/s Oms

wET R IERE

gos statistics workload performance show

() memmsmtiee, WOERIN CHTAKIEME,

UTRBIERT TR E%aE

clusterl::> gos statistics workload performance show

Workload ID IOPS Throughput Latency

-total- = 12320 47.84MB/s 1215.00us
appl-wid7967 7967 7219 28.20MB/s 319.00us
vsl-wid1l2279 12279 5026 19.63MB/s 2.52ms
_USERSPACE APPS 14 55 10.92KB/s 236.00us
_Scan_Backgro.. 5688 20 OKB/s Oms

BXBEMEE qos statistics workload performance show, BEBH'ONTAP fGi$&E",

&AL gos statistics workload latency show B BEFHQoSITIENEHBIFHMIEIRAITER,
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BXBEMIEE "qos statistics workload latency show, IBZW'ONTAP @iS$&ZE",

£/ ONTAP QoS HBRAIREETH = TR

QoS &/ MESEMLE FRAMRIETERAHNERERRT IOPS B¢ MBps N&/NIE, B
IOPS #1 MBps H&/NAE, TLZFILIFRHFIM, REFTE TR, MUARXEIE
AR TR B B AR IEREE K,

TR LU FAERBEZEMY min-throughput FEREXFHEM R TIERHHEFMHEE TR (QoS Min) o ERILTEE!
B SECRTFAERS SR BT AR ERBR A
FaZ Al
* BRREEEE R RECIERERA,
KFItAES

* MONTAP 9.13174a, ERILUERTESVMESSEFISEIEER & FRE SN REEHIRR. EFEERBQoSE
BRZBRISVM LIS & BIE N SRR B 1SR

* M ONTAP 9.8 748, ERILIEEEMLE TR, H{UJy IOPS 8 MBps, X IOPS #] MBps.

* M ONTAP 9.4 744, f&uILUER non-shared QoS REEAFRIEERFREXNELTE FRAFINEFEIHA
ITERAH, REEXMERT, FHE TRKRRAAEN AT Z DN ITIERE,

®H -is-shared=false, qos policy-group create LB EIFHZRERA,

CMRTAHRELEESE (RE) T8, WIEAENELERERRTFIEEN TR,

* % QoS FREINFEMEM RN MBS ERIBAFEN SVM B, ZNRBRATTUEFE—1 SVM.
* QoS HIELHEIE RSN A FHERILENFMENR,

* EXBHETIRAVRBEARENATF SVM .

p
1 RENTRHRESLEREAEBIIERSE, NP HERREESTE
2. BIERERRERA,

gos policy-group create -policy-group <policy group> -vserver <SVM> -min
-throughput <gos target> -is-shared <true|false>

BXIEHMEE gos policy-group create, IBEIL'ONTAP ei$&E",

LT RAIBIET RIEETEN 1,000 IOPS HWHEZEHRIRA pg-vs2:

clusterl::> gos policy-group create -policy group pg-vs2 -vserver vs?2
-min-throughput 1000iops -is-shared true

AT RIS SAEFLERFIIFHEREA pg-vs4:
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clusterl::> gos policy-group create -policy group pg-vs4 -vserver vsé
-is-shared false

&AT LAEA “qos policy-group modify si S RIFEEFHE TR, E'ONTAP <& E "R THRESZXT qos
policy-group modify’ 8915 B.
3. IERESAN A TFHE LUN :

vserver create -vserver <SVM> -gos-policy-group <policy group>

SR LUER vserver modify S 7EEXM RN AARRRIRESA,
U T RAEEIRE pg-app2 MBFE “app2:

clusterl::> volume create -vserver vs2 -volume appZ2 -aggregate aggrl
-gos-policy-group pg-app2

4. TEERBRAAMERE

gos statistics performance show

() msmmesrtsse. WOERIA CHTRKEMEE.

UTRAIERT RIS MERE

clusterl::> gos statistics performance show

Policy Group IOPS Throughput Latency

-total- 12316 47.76MB/s 1264.00us
Pg_app?2 7216 28.19MB/s 420.00us
_System-Best-Effort 62 13.36KB/s 4.13ms
__System-Background 30 OKB/s Oms

BXBEMIEE qos statistics performance show, IBEM'ONTAP mS$&E",

S M TR EMRE

gos statistics workload performance show

() memmsrtiee, WOERIN EHTAKIEME,
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UTFRBIERT TIrfasItaE:

clusterl::> gos statistics workload performance show

Workload ID IOPS Throughput Latency

-total- = 12320 47.84MB/s 1215.00us
app2-wid7967 7967 7219 28.20MB/s 319.00us
vsl-wid1l2279 12279 5026 19.63MB/s 2.52ms
_USERSPACE APPS 14 55 10.92KB/s 236.00us
_Scan_Backgro.. 5688 20 OKB/s Oms

BXBEMEE qos statistics workload performance show, BEBM'ONTAP fi$&E",

BB LAER gos statistics workload latency show B9 EEQoSTIEAHMIFEMIERAITEE. B
KEVEMEE “qos statistics workload latency show, BE'ONTAP ff$E&ZE",

£ ONTAP Bi& QoS HRIZHILERMTE

EEILAER_BIEMN QoS_RE&A, RIFEX/NENFEELE LIRITIR, MMEER
LIRS IOPS 5 TB/GB RILER, EARRNEFEENA LTI IEREHN, XE—1
EZEME,

FIaZ Al
* MAUETT ONTAP 9.3 EEIRA,
* BREREE R RECI R RERA,
* BERMNEIRBANFENRUITEIFEEN REAM R

FRENRA U BENREEANM S, BrRILIRIFEENRERANMS, EREERRERE.

* FEMRE SVM MR A TER,
* FREN RGBT TFEAIRTS.

KFIEAES
BIERN QoS HRIRAWANIFHFA: EXNELE ERIEB IR TEAHN TRERTR.

HHEMRESEEN KA/ NRILERBUR T U T FRZE:

* “expected-iops B E 2 TB/GB FIR{EFNHEA IOPS,

‘expected-iops’ XIMAFATE SnapMirror RIFRAFWEE AFF
©) Fa HEERIT, expected-iops® REUDBHEBIEER
"none" B=HEEIREY, A3 FabricPool IRH{RIE.

* “peak-iops’ @E 0 AL AR TB/GB BI&AKAIEE IOPS,
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* expected-iops-allocation }EEREH=TIE (FAUAE) HERATEERETHETFM Hf iopso expected-
iops-allocation is available beginning with ONTAP 9.5.
* peak-iops-allocation IEERRBENETEIRAFEREERZTEI(EVAE)ETF peak-iopso

* absolute-min-iops BN ER/NOPSE, ERILIIEE/NNEFHENRERLFE. EafNBEXRE
peak-iops M/ 8 expected-iops BY[E] absolute-min-iops AFITHGHBY expected-iopso

Flan. INREIZGE T expected-iops 1‘1‘%1?53'5’]@7]1\ 000 IOS/TB. #ﬁ%k’hdﬂ” GB expected-
iops B EEBIIOP, BB peak-iops FE—1NE/NBLLH], EAILUETIGE SRR UL absolute-
min-iops MUIRFEMRMNE,

* block-size IEENARFIORKN. BIMEN 32K, BREN 8K, 16K, 32K, 64K, £E. any
RRASRHSLHEIR A\

p
1. B BIERN QoS HA&A:

gos adaptive-policy-group create -policy group policy group -vserver
_SVM -expected-iops number of iops /TB|GB -peak-iops
_number of iops /TB|GB -expected-iops-allocation-space|used-space -peak
-iops-allocation allocated-space|used-space -absolute-min-iops
_number of iops -block-size 8K|16K|32K|64K|ANY

BXMEMEE gqos adaptive-policy-group create, IBEM'ONTAP Gi$&E",

@ -expected-iops-allocation #l -block-size IEBFHFONTAP 9.5 EShkad<, ONTAP
9.4 B RARAR ZFHX LRI,

UTa<ReEBRENQoSHKEEL adpg-appl #F -expected-iops IRE 300 I0OS/TB. -peak
-iops IEHN1. 000 |I0S/TB. -peak-iops-allocation BN used-space, # -absolute-min
-iops KE 50 IOPS:

clusterl::> gos adaptive-policy-group create -policy group adpg-appl
-vserver vs2 -expected-iops 300iops/tb -peak-iops 1000iops/TB -peak-iops
-allocation used-space -absolute-min-iops 50iops

2. ¥BIEMN QoS RRANATH:

volume create -vserver SVM -volume volume -aggregate aggregate -size
_number of TB|GB -gos-adaptive-policy-group policy group

BEXBFMAE R volume create, IBEMN'ONTAP (55 & ZE",

LU ep ¥ N A BIERN QoSHRE&4E adpg-appl 2% appl:
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clusterl::> volume create -vserver vsl -volume appl -aggregate aggrl
-size 2TB -gos-adaptive-policy-group adpg-appl
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EHONTAP API (-ontapiget ) , S &EBIONTAP RESTAPI (-httpget ) IBREXHH,
HitBEIERMNL
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MIREXE: "BAREITAEHL" .

THEFTONTAPEZHEIERIEN
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NEABEEHEZER, MREAHLE ONTAP 9, NINEES|IABIAXHRERBIIMER
flAzx T H,

FHREIONTAP 9f5. ¥H command-history.log XHFRRE. ENVRIENFETIER: MFF) audit.log X
R 1T R (BIE),

BAFRENTAEMMBIA command-history.log XHRIEESMETE. ENPE—PHREEHE command-
history.logto audit.log EALNEE, BER. BFRENITEMMAE ngwd. log XHRKEK. EAIZX
HrBEEHEZER.

tE5h, ONTAP 9 REBhMAFNEZASABEEUTHRE, ANENFSWANER, FERERERLE
MWBEEIERERD:
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* BERERBR. BEREHNEL>-FEZEES +
BYEBERTIRE. HF. BR. ERMEFREFREN. BRIFMEERIENEXCel TIFE T H,

* BigEIRE, BRGA LA Fiteri®il, AREEMENTR, +
TIErILUBEE B ESIE I DEHERERER ERENRIEFHITHFAE <.
BLITRAE
BETMERTHZS I REHIEZFE. FRAL +

security audit log show <[parameters]>

EAI AR security audit log show MTEREEFPREMNREIZITNTRANEGHELEZEH. Edq
MUERAWeb MR B EEN TR EERBRHUNE  /mroot/etc/log/mloge BXBIFMEER security
audit log show, IBEI'ONTAP Gi$&E",

Web %328

o] UERRWeb | 28 EE I TR EETRERMAS /mroot/etc/log/mloge "7 FRUN{A{E A Webiil %
AT RIAE. ZOEFEHIMIBXX A" (3XX)

EIEONTAPEHEIZIREUEKISE

BABINBER TRIERIZREAR. BEFRRIERABIAK, BE. EAILUTHIE S MONTAP
HTMLA&IXGETIER (-httpget). ONTAPERS{TSRME (-cliget)ZLONTAP API (
-ontapiget IEREXHH,

SO LIMONTAP i TR B EZBEEICFIRE . FHMONTAP 9.11.1 1B M System Managerf&cio

System Manager
1 &R B HMEL>FZEE
2. B oy A LA, AEEFRERMBMIFRIIER,
HHTRA
* BIEEMN KRB ONTAPER L 1T SR EEIAPIRVRENIE R IEREHFZ A & (audit. log> ). BT EINRE
ERZIN ERBN: +

security audit modify [-cliget {on|off}][-httpget {on|off}][-ontapiget
{on]off}]

c ERTREANEE. BRI +
security audit show

BXBEMIEE security audit show, IBEI'ONTAP mS$E&E",

[EFIONTAPISEEBE 1%

MONTAP 9.17.1 LIKzONTAP 9.16.1 P4 FIEShrA<Y 9.16.1 B*MERRIRAEFE, &EaTLL
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BEMFEITTUX AP AR GET (3EEY) =X SET (BIZASEUMIBR) #21E, TNBERT, BIirEf{NaE
AP KRR SET 12E, (EEIEEEURRIIER, 80 GET 5 show CLI FMHS, TILIERETEER, A
BRI EEHIZ,
FFaZ Bl

* {RVATIAE “advanced K FIPRE

* ZEBMNIMES— 1 EEXNE, FEMNEEEUIUEITONTAP 9.16.1 P4 s ESHRZS,

FEBATR (MIEFMETSR) FARKEIONTAP 9.16.1 P4 RERIRAMIFEHR, HItHEER
@ REBITARRENT R E#1T. BISAIAE T RARIIRFRRE, UHER—EHVET
TR
BN AEERHIT

3
1. J@ITIEE cluster-peer B ‘on H/EF off

security audit modify -cluster-peer {on|off}

2. BT LR RS RRINE N EFRERRAEEER:

security audit show
EE:

Audit Setting State

CLI GET: off
HTTP GET: off
ONTAPI GET: off
Cluster Peer: on

JBF GET HItHMR

MONTAP 9.17.1 FF44, WRE "=F CLI. HTTP. ONTAPI GET BEit"fEXSEER L, XIS AEERA
P &#CH GET iARBVE T, EFHIONTAPARZAA, GET aaﬁfyaﬁﬁa?zti{ﬂ%ﬁtﬂ’hﬁj?o 7ZONTAP 9.17.1
, SNRE(FERH cluster-peer " ETUREN “on , ANMIERFIEEEHEREIGHEIZ,

EIEONTAPHIZBAE BT
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ARs588, LMEHITEE, 2EED,

KXTULES

ERERA. BRITIRERZBETHSplunkENBIPHINE, HisOS. FaiUARBFEAEBENRZHET
ao Tﬁ*%éjba I_,\I/\ o

&R LUER "-protocol SRR T RHEZ —:

UDPRINZ
T MBI AP HIRIRY (BRIA)

TCPRINZ
RAREHIINER 2%

TCPEMZ

Rz HIhiN S & HE % £ (Transport Layer Security. TLS)+
EETCPINZENING, PIER*Verify server &I

UDPHIZRIAIHE /514, TCPHIZRIAIKIO 6514, BIEALIFEE #EMLERIERIE O,
ISEI LUER -message-format s8 $ER U T HBERRZ—:

[FENetApp
RFC-3164 R HEMAHBIR(#EX : <PRIVAL> TIMESTAMP: MESG)

RFC-5424
A HTRITERFC-5424 (1810: <PRIVAL> SiE# BE)&: SAM)

&R LIMONTAP REEAEZAE. FMONTAP 9.11.1FF 1AM System Manageriz kX BiZHEo
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System Manager

EJLH__EH*;—EIL;\E$T\ 1ﬁ ?*$ﬁ>12§* IL;\E*T-L-'_ kJ-LT?_* %u filzi**qjo %EE E LXE/—_[_T#
HEE.

* ERM. BEbrEZEEER. BEFEE4NEL-EZEE. REREREE LA EIEFEZ
Bir*. +8FE 4 add, HEE @ ~FHMICT URESBIFREB.
TR E
1. MFEEHEZAERLENENEFR, BIEEBR IP it FNE URERAREIEDL,

clusterl::> cluster log-forwarding create -destination
192.168.123.96

-port 514 -facility user

clusterl::> cluster log-forwarding create -destination
192.168.123.98

-port 6514 -protocol tcp-encrypted -facility user

° N8R cluster log forwarding create 'D°|ivaﬁ;iﬂEﬁi*ﬂ,mﬁping?;c,'%f’lfl«){gﬁﬂfi%%\ e
KMHETEIR. REFBINER -force B FERAM SRS IEIZEWIE,

° IRERY -verify-server BHIRE N true. BER K BIMRRETIOIEEIEB#HITIONE, &
ALUBHLEIZEE N true (NHBIEEN tep-encrypted FME -protocol FE&o

2. FRRIEBMICREELIER cluster log-forwarding show np7

clusterl::> cluster log-forwarding show

Verify Syslog

Destination Host Port Protocol Server Facility

192.168.123.96 514
192.168.123.98 6514
2 entries were displayed.

udp-unencrypted false user
tcp-encrypted true user

BXER

« "cluster log-forwarding show"

* "RIERRETRA"

AutoSupport

T fi#AutoSupport
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T fZONTAP AutoSupport

AutoSupport B —ME N iEE RFEITIRTH BE0A NetApp :ARSZH, ERINERSHFE
LNFF AU LEE BRG], RERINER TEBERAELIRASIFR
AutoSupport JHS., BEAITILE IEHRNETH A EMAVEMHEN, FRERERRIXE
MBS AL

DOBEHEERAREMIT AutoSupport &2, Storage Virtual Machine (SVM ) BIERT%1H18) AutoSupport

BARREFEMERSAR, AutoSupport BINMGTFEAKS. B AutoSupport 24 /\BY 5, AutoSupport FFGEIT:
REFEXEE, BOLUBIARHERRSE, B2 AutoSupport ECE S8 R 48] B 24 /B LASMYRTE]
SRYE5E 24 /)\BYET[E]ER,

{EFTIUBERT SRR AutoSupport , BRHRISEARE. MBEIERGLMTHE, 5 AutoSupport
()  FTuESSmREENEENRAEE. BAERT, FEAUIE AutoSupport 18 HHE HIIEE
i, BMEEEZET AutoSupport 1201k,

A% AutoSupport BYIF4IE S, 158N NetApp ZHFih s,

BXES
° “NetApp ij:%u
* "ONTAP &i$5&ZE"

T fEEFEDRIRIFIONTAP AutoSupport

ONTAP HY AutoSupport 2B S INEE N EHEH KT E RIE LU, Digital Advisore] 7347
kB AutoSupporthV#iE. FHiRMEshH AP M. EEIATERE. Digital Advisore] L
IRBBTE IR EH BB SR ML 55 2 Fi iR X LEa) &,

f&BhDigital Advisor. &RILUBTET ARV IR MBI AEFRH AR ERFUNSE D A E R TNZ . MR
LIRS THHEIREEMZM, B RBBMSupportEdge & RIHINetAppE F 3 AT IR 1S F BRIA R (A 21
Ixzh B AR I (HEER = M STHF R =)o

TER&R] LEADigital Advisorfil fTHI—LE421E
* iH%IHR. Digital AdvisorB] T & HIIR IR R B] LUEIS FHR B IHThR 2SFIONTAPSRA# ) RAY[a)#E. Upgrade
Advisor£B 4 ] E B ISR BRIV FH 4R o

* BRERFEBITR. E8Digital Advisorfs SR AR S EAIRRIAEH LB EEEXE T, BITRARE
, BIREFETZEAZAR. EEENRSKIIFFEA,

* EIEMAE, Digital AdvisorE R A F 4 RERVAT B LLIE7ESystem Managerh B RIBIBYEH<. HHE MM EERVED
BRI,

* RAREMIREENE, EEFHERRERARENAEE DNZEREFEESBIE,
* EEBFREMEIE, Digital Advisori] B RFe B R UNRGNBHEERE R, TERSSRMNEIEEHE
1T, MHRERERE .

BXER
"NetAppX#14: Digital Advisor"
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"2 &hDigital Advisor"

"SupportEdge ARZ3"

T fZONTAP AutoSupportiE B Y& X0 el fl (11 &

AutoSupport ZIRHEHE B EERIE B KX L AR Ao T ##AutoSupportfil Y %1% 5 2
AR ZIXEEAb RIS BLIE T i B FHB IR RYH R B S F e s _E B HRH

1IN0

FRAESEHE. BN TRAVIRERHSE system node autosupport modify Bp<¥:

EMREER

LURAFZLRETERNEFRIENEMHET, AutoSupport 2 BEIRIXEHARLHTIES.

RIXHBH
AutoSupport ¥ EMS HEfit A& 25 4 e iz

EItER
AutoSupport REHIE AR IEZ R HB.

RIXHEH

BX RUABRT, FFER12:
1: O0fFNBEHR)

00 ZjEl&E MR R

X BINBERT, #FKR 12 00 ZiEAENZE
1. O0EANMBEHE) -perf BEUISEN true

& BIANERT, FESHBRHRF 12 00 Ziakix
MZEE1: 00)
FrifhRrHE

&R AF OB ohE E#T & 1% AutoSupport JHE.

HENRXUE
RISERMIE —to M -noteto, (XRIZFMIARSSHY
EEMN, )

FhisE By -partner-address

BAREZF. IF -support 18BN enable

HEBRRIEUE
FRIERE RYHIE -partner-address

BAREF. IF -support 18BN enable

7f -partner-address’ 5 E Rk

BAREF. IF -support 18BN enable

FRigEBYHIE -partner-address

AR, IF -support I8E N enable
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RIXHEHN
BRI MERFoIE6hER system node

autosupport invoke BF%

B LI AFIBoEE system node

autosupport invoke-core-upload me

SR LAERF IR EE system node

autosupport invoke-performance-archive
B

A UERFoIEHAIFITERNEE system node

autosupport history retransmit me

RARSZHHR A BIHEE

HENREMUE
WMRFEAIBE TURI —uri RS system node

autosupport invoke %, MK EERIXE)
ZURI,

M -uri NREEE. MIGHEHEREEIHIEERIHUE
-to # -partner-address, MIRHIMXFIFER. It
HERSRIEAE AR IF —-support KEN

enableo

MNRFEAISE TURI —uri FABEL system node
autosupport invoke-core-upload <. JH

BRRXFIEURI. MAZOEES R EEZEIURI,

M —uri EHEEE system node autosupport
invoke-core-upload Bi¥H. JHERBLZZEEIEA
X DB R EE R AR R b=,

X G REEEXEM -support IREN enable
M -transport IEM https 3 httpo

BT ZOEEXHIFER. AR RERRIESH
IEERIMIAE -to -partner-addresses
parameters

NRFERAIEE TURI —uri FHEE system node
autosupport invoke-performance-archive
L. HERRETILURI. HEE)IE SR EEE
ItEURI,

ZH —uri TPEE system node autosupport
invoke-performance-archive, HERFREER

ARZHF, MREIIE R LRI ARZ LR,

XHFHEREEEXEM -support IREN enable
M -transport IREM https 3 httpo

BT GIEEAR. AR ERREEF
IEERIMIAE -to 0 -partner-addresses
parameters

X REEPRIEEAURI —uri BIEE system node

autosupport history retransmit me

R ARZIFA LUE A AutoSupport IZEIHEEM AutoSupport iFRE B.
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RIXHER HERAIEIE

AutoSupport SREXAE A #T AutoSupport JHERIEXIES HIEERMIUL -partner-address

B
FAREZF. IF -support 1I8E N enable
-transport B/ https

AutoSupport SREXEFT & iX1d & AutoSupport JHERE FAZH. IF -support IREN enable
XESH -transport IXEN https

4 AutoSupport FJREXERHT AutoSupport JHEELL EfE HAZHF. IF -support BN enable
O R IR B IME A RIRIXIE TR -transport IREN httpso ZOFEMEIEREIIILC
g LRI ARZ Frih =,

T fZONTAP AutoSupport=E it & aH S

AutoSupport =7£ EMS S0 I2fR& F4HET 81 E AR L RY AutoSupport JH S, HHHRKLRY
AutoSupport JHE SIREEWN A AR EXRENEIEREREE, HFENEESREEXNE
Bo BRILBEEXZEEHNAR UNZEBCERRIAR.

AutoSupport L T3 262 R X FEHF AR AutoSupport JHE.
1. Y EMS B A EHR, EMS £[A AutoSupport KiE—MNEK.
fit k2R E M EIER B AutoSupport BAR B B FRUFFKHIEMSZEH callhome. A
2. AutoSupport =B E ALY AutoSupport JHS.

AutoSupport M5t &k B8 REXHFRAWEERNESMHEHFER, USIBE—FNEE 5L BEHEX
EEBER.

BRRBHXEK—HRINF RS, BR. BAIUERERRBEMFRASHMAZEXRI system node

autosupport trigger modify me

3. AutoSupport=fE it & BIAutoSupport/H B R IELATE X I A system node autosupport
modify < -to, -noteto, -partner-address, | -support parameters

f&o] LUE R B B2 E it & 28H9AutoSupport HEfZ1X system node autosupport trigger
modify 83% -to M -noteto parameters

NEFE B RIEBEHETG)

o storage shelf PSU failed EMSEMfitk—%HE. HfFE&Mandatory. Log Files. Storage.
RAID. HA. F&HMEFRFAUNKBRE]. BEXGNFEFRANSIEHRREE,

1RRETE ML AR RAVIERMAZIZE A AutoSupportlBE BB E B XNFSHEIE storage shelf PSU
failed EfFo BN T LRI A ANFSEIEHIRASIBIEHE callhome . sh1f . ps. fault Fff:

55



clusterl::\>
system node autosupport trigger modify -node nodel -autosupport
-message shlf.ps.fault -troubleshooting-additional nfs

1EFE. callhome. HIZZEMHFMIPR callhome.shlf.ps. fault B system node autosupport
trigger A3, WEEWIITHREFPHAuUtoSupportFIEMSZE 45| BB,

ONTAP AutoSupportiEi EFERI N HERA

AutoSupport JHEBEBXRXFFRAANRSER. THEAutoSupportHEBEMILRRE
0] LAES Bh & 2152 2 i A 8T BB F R IR R BV R B e RS F I n) it EEEEIRVER,

HEKE HEESHSIERE

EME BERAXEESMIEEF RSN LT SRR IR
X

BX BEXH

MERE BT 24 NSRIFRIEREENTE

=35 FEEMRS

A& system node autosupport invoke 88% BURFHIEEHE -type S

. j%est RIEBFMANER. HhEa—LEAKY

LtEoh. IE B RS ERMAE MEARZREIERATEE
BB F Rt B ah B FHR AL —to I, LA
B LUAIALETEiZ U AutoSupport/H S,

* performance KIXM4BEEIE
*all RE—FAFPMEANER. HPEs—4H58

FIE BRI BEIE. BEE T FRAERHKIER
BREHE.

RAZFHBERIEKRIOHES.

Hfih A& system node autosupport invoke- T RO E S 4
core-upload AF <

Hfih A& system node autosupport invoke- FERE B i) ER B M BE A S 14

. AA
performance—-archive A<
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HERE HE B SREHRIERE

H AutoSupport OnDemand fifi%k AutoSupport OnDemand B LUEKRFTE S 3t E8YH
B

* 1R#EAutoSupporti EERIEEL, FTERERILLRZE test

, all 3y ‘performanceo

* SEMHBBR T EMAERHBEE,

AutoSupport OnDemand A LUERITHE, FHIEUTX
% _E1EZINetAppZ#FiL 5 "mysupport.netapp.com":

* DEEAE
* MR

ZZEONTAP AutoSupportF&4:

BPFREER M AutoSupport BTFEHEHNERERNHIERIRES. 8N FRALER
S5 AFHREL, MTfE AutoSupport BEEBS XM FRFRES AL FZHEXRIER.

AutoSupport & _E FTXHEXAR,
T
1. EEEXFRGNABREHNER:

system node autosupport trigger show

T fZONTAP AutoSupportfy A/ EIFE

AutoSupport IBFRFZWERE LS, FRNENFRAANABLIER/ NN ETNE, BEFHE
RHNE K, AutoSupport FTE B LUIEH] AutoSupport B3 %, #HMAY B
AutoSupport F#HERIZZ (T,

MNMRFRFEANBBIHE A/ NS EITAE, AutoSupport 3E1FLEUWES B FHERT AutoSupport I, MR TEEE
MEBETAR (FIE0Z#HEIH) , AutoSupport & BEIZAR.

HETENetAppZFER JEREE R EIAA/ NS EIFAER . A N#HI T8N, SR UEREEREFRAANIAK
/NFOBYE)IFIE autosupport manifest show ARSY:

T RRITEHA A FIONTAP AutoSupportiH Bt & X r 4

E14fh &Y AutoSupport JHEXE S5 B3 AutoSupport £ CHEMNEHEXNFRAERN
BEA&REFEBNBEHRER. EFEEIEERT NetApp ZIFM 155 (EIN AR RIAI,

AutoSupport £ LA FRAEIE SIS 4R & 89 AutoSupport JHEFRRIAR
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* BIEHLEFRS

TIEDNENFRY, BIEASXHEFERFRSAN RAD FRETFER. SIMIEAHSRE—FNEEE
EFRGHIERNER.

* FREENE N FRRRIFAE SR
FRrEENETFRANSIERZERE AL KRR AR R AT,

BRILMEREEFIBFRENSEMN. AREEEXESINSMIEEREEMLET RS systen node

autosupport trigger show Bi%¥ -instance B,

ﬁ??%l)xfﬁ/ﬂ?ﬁ’ﬁ%#@ﬁE’]?‘?&JLZ%\ (EE R LAE R R AR S FEHR R ANE M F RER system

node autosupport trigger modify #p<:

£ AutoSupport JHER LXMW EEXH
AutoSupport JHEAIUBEZE N KXRBEEXH, FRAZIFAREBEERIENARE

&flo
BRAAEXHGFERSRE, FrEZEEH AutoSupport JEEESATREE S LI T REXH:

BEXH XHFEEHHIES

s MHEXH /mroot/etc/log/mlog/ BF X B _L7x AutoSupport JH B LSEARINE B EHFTT
e B, REFBTIEENRAME, X HE
HE BB AutoSupport S4B BE K —RIEXKIE, MAREEMN

o

CRE SRR BEXHERN; WFEEUE, &
BREAVTFHIRAHIE. )

* FREEXMH /mroot/etc/log/shelflog/ B EMBIEIEITH, &EAAEENRKE,
X

s M HEXH /mroot/etc/log/acp/ BF
° $T¢ EE%—JL (EMS) Elu\ﬁ *E

AutoSupport S BEIKZEIAEATE ONTAP KR )% 351,

£/ AutoSupport B EHRRIZHIXXMH

&/ AutoSupport B S B2 EMECEMIASEHIE, XEHETATRERARMEERER
Bl

LU BIE LIS A AutoSupport SEE M R &%

c BERBINFRENEXEE
* EERNR /mroot/etc BEXH
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BEXH
* IRHASE RS
*BNER, BEEHRHERE (RDB) B8, RSKIHERF

III'

T fZONTAP AutoSupport OnDemand¥l{a] M R 3z #3540 KB {5135 BB

AutoSupport OnDemand SIS AZFF#1TIBE, DIRENBEXAIX, EMAEMNIEL
AutoSupport 5ﬁ,§\L)L&>|-:j<§=S'ZT¢J:T?§U NetApp ZiFih BRI EH, @il AutoSupport
OnDemand , BJLUIEEE &I1X AutoSupport JHE, TIEXHZFFE/E AutoSupport {EIIETT,

AutoSupport OnDemand E& LA F4A 4 :

s B8N 5 EE1TH AutoSupport OnDemand & i
s BRERARLZIFFM AutoSupport OnDemand RS

AutoSupport OnDemand & F iz = EHA# 18 AutoSupport OnDemand RS, LAMBEAZREREUEIZIES. i
, BARLZFRFAILUER AutoSupport OnDemand ARS51ERERHTEY AutoSupport JHE. 2 AutoSupport
OnDemand & F %18 AutoSupport OnDemand ARSZEY, B ImEGIREUEIXIES, HIBIEIGEKRIEELIZH
AutoSupport JHE,

AINERT, AutoSupport OnDemand &b FERRKE. B=Z, AutoSupport OnDemand fkEEHLE AutoSupport
RERBEERAZRIHITERG, HEMUTERE, AutoSupport OnDemand R BEISHAZRHERE:

* AutoSupport E/RH
* AutoSupport EREEABERAZIFAXEE.
* AutoSupport BELE RER HTTPS £l

AutoSupport OnDemand B Im=¥E HTTPS 153K & 1X F| AutoSupport JE BT & 1X | B9E—R AN Z 351
&, AutoSupport OnDemand & F im A &S ENERE,

@ AutoSupport OnDemand R ""AutoSupport’ " FEF KPR S AL F#HITIES. ONTAP =fHIE
TEHHBRILEHC

WNERE 22 FH AutoSupport OnDemand{B1R$#FE FAutoSupport, 1EfEAS system node autosupport
modify -ondemand-state disableo BEXHFHAER system node autosupport modify
-ondemand-state disable, EEW'ONTAP <& E",

TEERT AutoSupport OnDemand ¥fRIAHARSZHFRIX HTTPS 5K LRENZIEIE S,

Technical support
MNode

Delivery
instructions
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Z1EIE L A LLEIEIER AutoSupport HATLL T RIE:

* &Y AutoSupport JH B
A ZFFAIRERIERITHY AutoSupport JH ESREEBNEFI A1/,

* LERUHTEY AutoSupport JHE, ORI R AR YIRS £ E NetApp 2R,
BRARSZFFRIRERIERIZOEL B R I S SR A Bh 2 51 18] 7o

* EfffEiS TR RAY AutoSupport JH R,
NRBFEERMMARBEIER, WEBmHAHIEIER.

* BIEEESE A F4HRY AutoSupport JHE.
RASZFFrARE R R FIE R ERRIERIE,

T RREE B F R R IXHIONTAP AutoSupport;H B RIZEH

T B R & IX AutoSupport JHERY, I HERER—MREE™E, —MERERIENK
— 7z XA KK, EReEsikiE.

@ Y05 AutoSupport EEEARRRIFAEEHIE, WREEREE (FINENSR) SERE, &, EXHM
B A & B B R o

F&
AutoSupport HlHI & IXHEENEBRITEE—IXAFRE, ATFIRRBHNER, FHTHENT:
X HE System_Name ( Message) Severity B HA £HiB%N

* System_Name BEH#RBHES: ID , EFEBURAT AutoSupport EiE

body
AutoSupport JHEMIEXBEUTER:

* JHE R HEARI B a1 B

* ERCERBTI S LAY ONTAP hixZs

* ARCEENTANERS ID, FIISHENR
* AutoSupport 55

* SNMP BXRAMBNMUE (WRIEE)

* HABEX TR ARS ID MENE

LEpIaEs
AutoSupportHBFRIXBIEE B EEEREN— MR ANTZXHRIXHF body . 7z HHINZLESR.
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MR E & RIS E4EE T AutoSupport EBRIZERY,

T FRONTAP AutoSupport/= & 428!

AutoSupport /ﬁE\E’JFIEP_{*E:_JﬁQHjJ,& REZERAE, HIt, BFIEN5EME
SNFRER, HENATFRHAES

HEEBUTFENRZ—!
cER D BEREERTR, MRAREELEEE, RS REESRIINEHS.
BATE 24 NS RFTERH B REFEE.
T ERY D REFIRSETRERER.
AL BIFS B R0H B R BT

* IR T BIRRGRTABENRAENE R,
ARED . EREEENE,
*ER T GRMWHBRMETAEXEFEERIFAES, B UBRBRXLEER,
* R EIRRRIRE BRM T M ITRYRER.
INRICHIREBZ 1 FLALRE S B8 FHB AU AutoSupport JHE., MM EMR 2 R7E B FHMEE BRI ERITH,

FXHYONTAP AutoSupport;H 255
AT LUBITONTAP 4t H EENFE 28 E BT EIBYAutoSupport JH B BY1% B,

1

1. BE "REBEIIEE"

2. " RAFEAR. BWAFTERARONTAP MR, E™ERFRA"FEP. HA"CallHome", EF ik,
3. RA TR RFRFTBINFYIHSERNNE R TR BTN S

FAF&I2ONTAP AutoSupportfJsE<

e UFEA system node autosupport FAFEREEFRAutoSupportfitE. ERBEX
FoEiAutoSupport/E BBV E B AN &IE. B AIXHEUEAUtoSupport/E EHIER<S

fidE AutoSupport

MREE ... RS ...

=S &IE1EM AutoSupport JHE system node autosupport modify {EF
-state B

EHIEEE AutoSupport JHE RIXLAF AT IF system node autosupport modify {FF

—-support B8
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yD%ll—u\
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system node
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(SMTPS)EAMER, EXMIERT. SEA_explicittls_ . UBEERITCPEEESELL@E,

MR im@®E A FSMTPS: %1587
HtECE X EFEM
FcEAutoSupportft, EFEZE—LHMETEI,

AXREXEITEFTHEXNGTHIFAER, BEN"LE AutoSupport”s

fEFR B F I ZIXZHE] 4

FIe R MM IR AutoSupport/H B 21X EINetApp. EE A LUK RIE R NEI AR LIEE— 1 EZ M acith B T HE
frittt, Blgn. ERIARAERSIFALR R EENHFARKIEHE S

@ INRIEFEASMTP (FHSMTPS)KRE B L 1XEINetApp. [FRFIERIX T XLEH B RIS B8 F BB {4 B
A, W=ERERREFERIRS SRR E,

HTTP fXIE

RIBEHMIWBEE. HTTPSIHYATRE R EXM NIBURLEITAIMCE . RFEAHTTPSEREAZ A

iXAutoSupportH S HEEZENRE. NAIHRRAARENURL, NRARBERYROAZEIIARD (KD
3128). MBTLARIZAIBIEER . SHrILUAENRIEFHIIEEE AR 2MZE,

RERSRIEH

FFFTLS (HTTPSZSMTPS). ONTAPRARIERCAIEH AT MARSS 28 FEBNEPHITIIE. EFEAHTTPS
HSMTPSZ Hi. BRERRIBIERERETEONTAPH, HEONTAPHA LIGIEARS SIS, HIIERIRIEEE
ARSS2IEBRICAKHIT,

ONTAPEZAEMREMNIRCAIET. EIFZIERA T, ONTAPR LIIZEMRAIARSS SRRVIES. MAFHITEIMNG
B, RIERS[IEPNERZHLN. EAEFERERCAIEBNEAFEIER.

NRFR. BEAUTIREREIER, BNESERNREMEUFEIES.

65


../system-admin/setup-autosupport-task.html
../system-admin/setup-autosupport-task.html
../system-admin/setup-autosupport-task.html
../system-admin/setup-autosupport-task.html
../system-admin/setup-autosupport-task.html

1. S
System Manager
1. 7£System Managerdl., EF*EE*>*IEE",
2. [ TREE*Security*ZB 43
3. ¥ 5 *Certificates*5ZiRY,
4. RS IERMANARR T, LHHRM
5. Bi*Import* FiEFRIE B4,
6. ERIFRHNERES .
7o BE A

security certificate install -type server-ca

BXMEMEE security certificate install, IBESI"ONTAP &5

2. BEFRUTERIGHER
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3. fERX AR T FHIEBX Mo
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BEE58. o -node ATHERA. RE THIET. EXRHEZE,
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system node autosupport modify -support enable

AR EfF AutoSupport BEfIES5 AutoSupport OnDemand ER&FER, HE B OERENMEETIMNXHEKR
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HXES
* "ONTAP fp$&E"

* "NETE TR 4EIR BT EREE LE B Th Bl A

£ AutoSupport_E &£ X5

{ZONTAP AutoSupportiZC\% &S 4

RIFLDEEXHE, RESER—FFMHHEHR. WR AutoSupport lRSEBRHEEN
[ NetApp S2FF&XHE, M=1Z4 AutoSupport JHE, H BB RIEBFERAHIA

72


https://docs.netapp.com/us-en/ontap-cli/system-node-autosupport-invoke.html
https://docs.netapp.com/us-en/ontap-cli/system-node-autosupport-invoke.html
https://docs.netapp.com/us-en/ontap-cli/system-node-autosupport-invoke.html
https://docs.netapp.com/us-en/ontap-cli/system-node-autosupport-invoke.html
https://docs.netapp.com/us-en/ontap-cli/system-node-autosupport-invoke.html
https://docs.netapp.com/us-en/ontap-cli/system-node-autosupport-invoke.html
https://docs.netapp.com/us-en/ontap-cli/system-node-autosupport-invoke.html
https://docs.netapp.com/us-en/ontap-cli/system-node-autosupport-invoke.html
https://docs.netapp.com/us-en/ontap-cli/system-node-autosupport-invoke.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_suppress_automatic_case_creation_during_scheduled_maintenance_windows

FeaZHl
s BEFERAUTIREIREAutoSupport:
° BET = B AutoSupport .
° AutoSupport BEECENRAFRAZFLIEE .
° AutoSupportB FeE AFEAHTTPS{ERI Y.

RIXB SO ERBEXHBERR, R3ZHF SMTP FHihiYo

XFIAES

f&x B] LUE R 82 AutoSupportiR Z @I HTTPS L LD EX 4 system node autosupport invoke-
core-upload T (MRNetAppZIFERJEXK),

"Y0{A] L ZONTAP 9t LUHIT D4

il
1. FREET RO EX S system node coredump show me:

FEUTTRAITR, FERAMT REIZROFAE

clusterl::> system node coredump show -node local
Node:Type Core Name Saved Panic Time

node: kernel
core.4073000068.2013-09-11.15 05 Ol.nz true 9/11/2013 15:05:01

2. {FHRERAutoSupport;ll EH _EEZIOEEREXH system node autosupport invoke-core-upload &
A
<.

EUTTRAIR, RAZLEM—F AutoSupport JHEHIFHLIXEIFIMIE (BIRAXS) , HFEROEEX
= EERIBAIE (BD NetApp XFib=) -

clusterl::> system node autosupport invoke-core-upload -core-filename
core.4073000068.2013-09-11.15 05 0l.nz -node local

TELUTRBIFR, 84— AutoSupport JHEH ZIXE URI PISEMMIE, HEROEEXHRF EEE URI

clusterl::> system node autosupport invoke-core-upload -uri
https//files.company.com -core-filename
core.4073000068.2013-09-11.15 05 0l.nz -node local
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Lf£ONTAP AutoSupport|4aE!F14 14

BRI VR F RIX B & 4 AEYFRYAY AutoSupport SHE. ZRIAERT, NetApp BALZIFS
WeEl AutoSupport JBS., TEEIIE= _EZE] NetApp 2t =, BRILAEEIEEEH
BirH L%,
FaaZ Al
s B ME R TIZEIRE AutoSupport :
° BET R LB AutoSupport .
° AutoSupport EERE AR AZRLIXHEE,
° AutoSupport BEECE AR HTTPS ZHiihil.

REBEMRITEXAFIREXHRERR, F35F SMTP i

XFIAES

W IUEE E LRI EIEN IR A, RSHREFEEARIFMEIIRERERAE, EETMEERKHAE
AIRNFIEEHER. Bidn, MRSXZE 1 B 15 H, WAILUEEHAWBAEE 1B 2 B,

B
1. A% AutoSupportil EH _EEMHRE)IR XM system node autosupport invoke-performance-

. AN .
archive np/v\.

ELUFRGIG, BM 2015 F 1 B 12 B2 4 /\BSAIMERE)IRE AR INZ AutoSupport JH B3 EEZIZRIA
&, BN NetApp iFufima:

clusterl::> system node autosupport invoke-performance-archive -node
local -start-date 1/12/2015 13:42:09 -duration 4h

ELULTFRAEIF, M 2015 F 1 B 12 B 4 /NBIRYMEEEYIRESCHZRNIIE] AutoSupport JEEHH Ef£Z] URI
IEEMNE:

clusterl::> system node autosupport invoke-performance-archive -node
local -start-date 1/12/2015 13:42:09 -duration 4h -uri
https://files.company.com

R rEHERR
KU Z5E B BT 3TONTAP AutoSupporti# (T fEHER

MR ARG ARAIE AutoSupport JHE, ] LUEXERE S AutoSupport TTEEMEEIEZ
TERIFE R,

p
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LIRS
IEfEHYR1E

WrERR I

IETEURE

EHBA

IEfERH

BRI &RIX

2R

BEEHHA

(53BN

B

OnDemand

3. ITUUT#REZ—:

BIRTS
UL eSS

1. FERREEHENEFERE system node autosupport history show #p<:

2. AR

SN

WEIRRETERR. MRILASAIGIPRTS, N—YIER. B2, NRILRS
MAEE, NaEREEHHR,

AutoSupport To7ATE spool B RHEIEE AutoSupport AB. &Ea] LUIHINEE
EAutoSupport=iX NERANA system node autosupport history
show -detail #p<:

AutoSupport IETEUEE AutoSupport RE. &R LUHINRZEFAutoSupporti &

FRIES system node autosupport manifest show g
AutoSupport JHE EHIFAFFHEIX, BEKREX,
AutoSupport HETIEEFIXER,

AutoSupport ERINEIXHE. &R LRAR T fifAutoSupporti&id (& iXE{A

ﬂ‘system node autosupport history show -delivery me

AutoSupport ZEHEN B, EaILMAREER(TIFMES system node

autosupport history show -delivery me:

AutoSupport ZIRFIXEHE, BEEAEK, Flk, AutoSupport R EEEME
FEENTIF, UEBREIALE. EAILIRNREEIEIR system node

autosupport history show @<

AutoSupport TEALEHEREEERE, HELEIREEHES. ERLEEAK

EEILHEIR system node autosupport history show mY

B INA R AutoSupport SE &, 1B AutoSupport OnDemand AR5 1ER Z RS 1L
HE

PITUCIRIE ...

TREX R NetAppZ3FEBI]. EFAutoSupport AL
FEE. BERUTIIRENE:

"AutoSupport is failing to deliver: R&SEH
EinitializingRZ&"
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BURTS HITUCIRIE ...

B8, EFHPASE R CERG S NEEWRICE SMTP, HTTP 3
HTTPS , A7 AutoSupport To3A1FIEHE o

FHEITHTTPSTEZiXONTAP AutoSupportH B THFEHR

INRARFRAIETNEABAutoSupportH B H B ERNZHTTPSE B ahEMIhRE Rl
. WA EZ IR & RKAR LR,

FIaZ Al
TN EFIAEARMLZEREN DNS &Bik:

* BT REE LIF R FizTAERRES.

* MR TREBEMEHEIE LIF (MAREETRLEMN LIF) ME—FMLETEERNENHIT ping #21E.
* WL IREIE MEREEEIE LIF X FRILUSMETEIETTRVENMAT ping #1E.

* BUTEERERENNR (MARZ P i) MEEFEE LIF WFMINEREZITRENHRIT ping #81F.

XFIAES
NRIGEME AutoSupport TIXERMUER, BEFET HTTPS ZiIXHR, MAIMUMITUTIE,

MREBEHRNTEZTRURET BRNENT R, BAMEHAFRILRE, ARBHENIT P,

]
1. &R AutoSupport FRFBFAIRE

system node autosupport check show-details

Heh g iRiE & X N E B RIGUES AutoSupport BFREVIERE, FHigft AutoSupport L& IRE R R sEHILAY
HiIRYIFR,

2. BIFTEEIE LIF RS

network interface show -home-node local -role node-mgmt -fields
vserver,1lif, status-oper, status-admin, address, role

‘status-oper M ‘status-admin  FEMNIR[E] ‘up . BXRHIFHMEE “up:
» B M1link:https://docs.netapp.com/us-en/ontap-cli/up.html ["ONTAP
BEBE,

3. I8% SVM &%k, LIF Z#RF0 LIF IP #iht, LUMEHEER.
4. MRS B AFIEHECE DNS :
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vserver services name-service dns show

S. fi#R AutoSupport JH 2R BIRYEAIFHIR |

system node autosupport history show -node * -fields node, seg-
num, destination, last-update, status,error

B X IREIFMEA RS THPERPRIER), 1F5R" (ONTAP AutoSupport (fE5IHTTPSFIHTTP)f## 15
) "o
6. HIAERE T LARRINIA R PR R VAR SS 2870 Internet :

a. network traceroute -1lif node-management LIF -destination DNS server

b. network traceroute -1if node management LIF -destination support.netapp.com
@ #3t support.netapp.com BB FMLping/traceroute. {EEEKEERIEEEE,

C. system node autosupport show -fields proxy-url

d. network traceroute -node node _management LIF -destination proxy url

MRERE—RATEEREIT. BERARKZHE=ZFMEEI J:E’J:E tracert LHERF. MSEEHU
FR—FWEWMIEEETENZHERERE tracerouteo Al B URERSHENSERELES
BB L, BXFEHEE network traceroute, "ONTAPT:?J‘ =E",

7. {NREFT AutoSupport EaTMYER HTTPS , &R HTTPS &R LUBHIBHIRIL
a. I5&EEEE LIF AR FM LECE Web B iR

HIRFTEEESHHES AutoSupport EEERVERRE, SEERERNAERSE, BFR®, 2N
Ho

b. A18] https://support.netapp.com ERAWebE Fif,

ZIFRINZE. REH, ERRMEHAEEEEREEUARIF HTTPS #1 DNS RE, HARE
HE‘ZEEE',IE%EE%O B X support.netapp.com BEEFSBIMENNEZEE, 1BSH " NetAppFliRE
. F{AIFEONTAPH A support.netapp.com 7wl HOST H? "

8. MONTAP 9.10.1FF48. WMNRBAT BEhEH. FHRRSUTHIMURLEIIHTTPSER:
o https://support-sg-naeast.netapp.com

o https://support-sg-nawest.netapp.com

SHETSMTPEXONTAP AutoSupporti 8 {THFEHERS:
MR RSGTSEBEET SMTP 151X AutoSupport JHE,, &0 LI E 2% B KRR I )7,
FreG 2 /i

SN EMIAE AR ML EE DNS &ik:
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* BT REE LIF R FiTMERRS.

* MY TREPBMEHEIE LIF (MAREETRLH LIF) ME—FM LIESTEERNENHIT ping #21E.
* B IRess MEEEFEIE LIF XWFRLASMNETEIZTTRYENMIT ping #21F.

* B MREBERINNRN (AR IP i) MEEEE LIF HFMIMNEEZITHIENMNIT ping ##1F.

XFIES
WMREEHTE AutoSupport ATLIERGEE , BFA @8 SMTP FiXHE, NMeLBITUTEE,

INREBEFIRNTATRIRET BHRNENT R, BAREHABRILEE, ARBREHRITTI—D,

BRES B, TNFFEa<IYTE ONTAP sr 1T E RN

p
1.

78

23

IETREIE LIF BURTE:

network interface show -home-node local -role node-mgmt -fields
vserver,lif,status-oper,status-admin,address, role

‘status-oper M ‘status-admin  FEMNR[E] ‘up'. BXRMFHAEE up:
» BB M1link:https://docs.netapp.com/us-en/ontap-cli/up.html ["ONTAP
BOBE ],

i85 SVM &#F, LIF R0 LIF IP #hht, UEHEER,
WREERFAERECE DNS :

vserver services name-service dns show

E/RECE M AutoSupport ERAIFRE RS 2S:

system node autosupport show -fields mail-hosts

BRETRIPTEIRSS BB,

WF E—FE RS MRS 2. M support.netapp.com' ¥, MR Sa] LLikRIARS285URL:
network traceroute -node local -destination server name

NRERER—EZBRBLTEERIET, BEARSHE=ZFNEEFiE L "traceroute’ " 3§ "tracert™ " 32
BiER, SRMSEEUTR—FWLEAEEETHENRTHERNERH. XEBTFERERSEAZMAT
WK ELE IR B EB L E T,

BRI NEEENREN, HBERERULIE SMTP IEK:

netstat -aAn|grep 25

25 BIFEsSMTPIRAS,

LR B REMFUTXARTER



7.

10.

1.

12.

f£f64878c tcp 0 0 *.25 B LISTEN.

MEMEDNEN L, ERBBEENIA SMTP imOTH Telnet RiF:

telnet mailhost 25

LR B REMTFUTXARER

220 filer.yourco.com Sendmail 4.1/SMI-4.1 ready at Thu, 30 Nov 2014

10:49:04 PST

- 7% telnet f2R1FAL, HERATLAMBRCFEHNFHER

HELO domain_ name

MAIL FROM: your email address
RCPT TO: autosupport@netapp.com
domain name EMBHIEHE,

NSREI—MEIR, fEHPMIIES, NEFEN LA BRAPY, BERREERKR.

- 7E telnet f2R 1T, RE—FMAER:

DATA

SUBJECT: TESTING
THIS IS A TEST

() EmRE—TRRRBARE— A () o ARARESIIETEEERM.

NREMEHIR, WRTAKREBEEHEEN. BERABERKR.

M ONTAP g5 %175 E, 1§ AutoSupport il iE S &R IX BB RURIRIBY RIS BB FHp A ithik :
system node autosupport invoke -node local -type test
ERERNFTS:

system node autosupport history show -node local -destination smtp
RIEFEEREXRZHNFIIS, XAgRRE—RE].

ERNEHERRIRAEIR:
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system node autosupport history show -node local -seq-num seq num -fields
error

MR BREIRN Login denied, NISMTPARSZ 2B A IEZREEFEELIFRIAEIER, WREREBENR
AERE HTTPS fEAFRINY, B5hRMEEIREREKR, UEEE SMTP WX LA IR R @R,

SNRIEMIXALTN, B&ZIXE] mailto :  autosupport@netapp.com BIRE—HEERMKIN, BEHREFFE SMTP
EREEN LB SMTP gk, s¢EER HTTPS fEAERITNIN.

SNREMERH B AXE A ERRYE FER KA AT, B SMTP IRS B EEENRARBGUTHED
FHIERIBI

77" A%
° "application/x-7x-compressed” " MIME 32!,
FTONTAP AutoSupportF R F 1T FEHERR

o system node check show AJLAERARLIVIESAutoSupportfic & A T8 X EVE(A
)@ H N ELdH 1T PR HE bR

il
1. AL T &< 87 AutoSupport FRZRIRS.

RS ... EHITUERRE ...
system node autosupport check show ERAutoSupportF R ERIKIRE. i

#AutoSupport HTTPSE#R. AutoSupport SMTPH
#r. AutoSupport OnDemandfR$3 28 F1AutoSupport

FCERIRES
system node autosupport check show- 7R AutoSupport FREFZIIFMIRES, HIUNEIRAYIE
details i BB IE 12 1E

BRI

THEONTAPA R IZITIR R AT

BTN RS T nERERRETERR, HAEQNEISEESX & HER,
MREFEEDER, NWRHEBITRURSRIRSEHENERFINS. ik EMmNERR
RGBITIRAFERNGESR.

SNSRI H degraded , MAIUEBBXRAERIFAES, BIEATENAERAMBINIREIRF. FRILRH
&, RGBTV EIRERN OK .

ASEITRARKRT 2R TN GES. ENETRREIESFHEIRSZSHBN R TS
-'.F[‘“i&ﬁ o

B X ONTAP WA T BN EE B P BRI R A TINVRIIFAEE, 158N cluster Hardware Universe
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o

"Hardware Universe Fz 35935 HE4/]"

BREETEINBITIRL TS ( Cluster Switch Health Monitor , CSHM )  AutoSupport 58 & B9 R [E L K fi#
FOX LR R RN A EIRERFRER, B USRAIREXE,

"AutoSupport JHE : ETIRRLEIEES#HIZE CSHM"
THEONTAPIEITIN R iEizeA 4

BMETRARESEESE AR, IEAERERRMAER, THSTINLEESN
TRIRIER B T3 Im) ik M R H B AR R AV E o

BITR R EE S LU AN
* BIRSEREFRENEITRR, 8T FRAKEBECHEI TR
e, FEFREAE I TN RERETR RS,
* —MEEREETRRERER, ATESE BTN RESRNEITIRRN

AN FREPHEIRNSHZSFHEN RS TRERS. MRLKEFRFELNER, WBERFRS
73 OKo,

BMETINREESESE U T RRERAMN:
* BT BRI RERRHIER
BMERBE—NEX, EFEEERTEEREAENAERRAFFARES.
* BTHE ML ST EREITIRTRES
BIEBTIVERBEE — M HINFREAN, XEMMEERBIIZFHENR.

ETRR SRR SSRRHINIEFRATOAR, USELRRRRSRERET . MEFFIREEN
SETRERRIANFRIARLE, NETRRGEBEEHER. TRAESRTRAANSTRAMERRS
BT R

TREONTAP R BT TN ERIANY

RERGBITINVRERE, EAUBRIANZER, THREFAER, BEERRAANLLE
BREE,

S TR ISR A ERE, GRS A ME—A VML

* REVEXRERIES, HPFEESEMNER, SRTES, AIENRERR, mTaERRMUNEIERE.
* RVEXERFAER, HIINAHERNNEURZESEEAEMAEHILNER.
* A XZEMRFLFRAANRSHEITIVUESR, GIUISERERSHE,
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* BINERLIERE AEELRELRE, HEER RN "#iE,
* B RENERPIRUIBIEREARRPIR, FIa0EE HL IR RERZR-,
* MRZRGKRBBERER, ERERR.
* RIEERUMLEEE R F RGBT,
HETREREN, RIEFEER. RILEERE, SiRAUERNEARE, BEELIALENERN, FRAFESITR

JER "ok-on-suppressed o "o

THEONTAPRAL I TR EIRBENX

eI LiEd B ANERE AL ERN ARSI TR RBRIZHIEI TR s £
HEHR. X, ERA] IREREME B E BT SE RS,

ErLEd B AR ERNERIVFASSNETHFEB TN LTS, TTREER ID BUSREEE XK T #ERES
FHRo

BRABTINRRBSRLEERAE. RIEERN, ERIEMFRAFNETRR, EERMNATERE,
INRBRAENEE, NEERBANFERAFEXHZFIRSHEABRLER.

BRANERTA

man, RISHINEREBNER, ErILUf#EA system health alert show -instance ¥ LUIREVER
RIERERID, A LATERRERASRERID system health policy definition show SR UEEFHXERKIENGE

Bo BEMMNRARXUNREXREBIEMEREG, TRTEZRAILEKI, EAILUEH system health policy

definition modify ap< AR,

HXER
+ "system health alert show"

T f2ONTAP AutoSupportiz TRt Bk AR A 23

RASBITIRREIRSESEHEERS (EMS) Hfii’k AutoSupport JHEFEH, FEER
XAl U EZREREITIRREIE RS, Er]LUER AutoSupport JHEHM EMS ISiITRFHIIE
TR

EHRAFEWEEIRBE RS TR AIE AutoSupport JHE. AutoSupport JHEEIEE _EX AutoSupport J8E LK
ERMFIEER, BEM—AAANR—REMAIENA £ RREHIEIRERIRI,

RLZERFEMA AutoSupport JHE. MRERIEITIRREEREE LA X AutoSupport JEE, MIIZEIRA=fl
& AutoSupport JHE. a0, BINBERT, BITIRRKEAESZA AutoSupport JHE, EATERE 0>,
AutoSupport BERER. e LUERRKERSEE Nt & AutoSupportB/E system health policy

definition modify #F<:

e UEBESR—ARIENIE LRkt & BYAutoSupport HE %3 system health autosupport

trigger history show TR

EREZMA EMS EMEM. SREBERUNBHFERNEBZERE M
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T R FHRYONTAPEES S
BEEZNIEITINR BT

PR
AU EB TR

BT SES LRNES, Bk

TiRUARIES B%%#Fﬂﬂ'][‘?%ﬁ% MIEBNEM ONTAP RGTFREEIRFIRE,

BT EESRZT GRIRTT)

AR I ZZ AT

MetroCluster fRI4& 4544

MetroCluster i1 TR

TREE (NRER)

7f#E ( SAS &E#)

RER

,}b% ﬂ (*Tl/ \?‘i})
AL (REAETTIRR)

SN

Bi%E, RAID FM7#fi#

CIFS IHlfiz1T ( CIFS-NDO )

BIETREANOHEELR, WEMNE
fo2s, UEBELNRFEMERE,

RARKBHMEBTIRREEENIE

o

o 3

BohEWONTAPR AT TN ER

BRI LUMERG L FHEERRY

BHY

ONTAP LUK HEAIEI TR A5 3E
#3(CSHM)m] IS L BF FNTE B 28 32
WABPRES. FIRTUkE BT LUES
o FIABERT. CSHME
IISNMPv2cE557 i i— R g1
Rl LUEERE X T M.
”*Hk,m REERZE. CPUFIA
« BOREMZEE. SR
R%M&N%%ﬂ%ﬁ?ﬁf’ﬁﬂ’ﬁ%@@
HARR. LI, WNRBE
&. CSHM&/)\BTi@:2 SSH/SCPUX
E—rBEE. XEEESE
& AutoSupport&ix L #H—% 55
o 1RIEIBER. CSHMIZRILAE
FISSH/SCPHITE X AT 15
HEWE,

ﬁ?éﬁéﬁﬂ.:.m BB "SHRAIETT
Jj( R%. I o

153F MetroCluster B2 & fGimMZE4E
MIRFIMFNEEIRECE, FlaNfRsk
FMHOXFIEHLAR ISL #PE,

¥z FC-VI i&fces, FC Bohigx
Bhcds, EEREMBSEUKRER
8)um

I5¥F SMB %%, 1R Hyper-V [
BRERFTHENETT.

EYSh

RYHEE ( system-connect )

RIBITIRRER system health alert show, 1BE, &

NMITHBSESHEERRS (EMS) HE, WEEETIVRGESEEMRERE BinzEInE

o
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EXFUES
U TIRES BNB T WEINFRE hm.alert.raised ;& EFMFFE hm.alert.cleared jHEi& BB,

FRB hm.alert.raised S8 EFFTE hm.alert.cleared ;HEIEE SNMP [&ff. SNMPIEHIZTRE
HealthMonitorAlertRaised #l ‘HealthMonitorAlertClearedo

BXMEMSE system health alert show, BEI'ONTAP i $&E",

P$IE
1. {5 event destination create BB UENXERBEMSHEHBRXIXEIM BT,

clusterl::> event destination create -name health alerts -mail
admin@example.com

BXBFMZE event destination create, IBEI'ONTAP Gi$&ZE",

2. (M event route add-destinations AFHREMAS hm.alert.raised HEM
hm.alert.cleared RiZZ|BIREVEE,

clusterl::> event route add-destinations -messagename hm.alert*
—destinations health alerts

BXBFMEE event route add-destinations, IBEI'ONTAP fi$E&ZE",

BEXER
* "{EFSystem ManagerE W E/RONTAPMLE"
* "9N{a]7E DATA ONTAP LFZE SNMP 515"

MRz FEEHIONTAP R SISI TR

SEFNEITIORS T RIRSE, ERLUERER, HRRIEN X EREMEIERF,
ETRBEXERFRANVEEHBREE, i, TERBIENER, UEERTLUERX
LERATECNZEEWIA

XFIES
&R LB EHAutoSupport B RS EMSE M FERAREZMEEMEIR system health ST

T
1. M system health alert show SRS UBEEMASIZITIRTHER,

2. FEERNEIBERERE, TIRERMMBIERE, BELSRIUBRNELIREZEELERS.
3. MBREBEPFMEE. iEFER system health alert show -instance MSUEEATERAEMNE

1CNO

N

. fF system health alert modify #8< -acknowledge SR REEELIBFEER,
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O. IRIRFFTIA, KENEIFIRELURARIR) Corrective Actions FE&,

BIFRER REREEME IR S,

fRREfE, RFE B0

FRER. MRIEFRIUSBHMER. NtFRAENSITRTREERN oK. Ul
RFEFRANITRYER. NWEBERFZTRTEEN 0Ko

6. M system health status show B UMIARSAEGTITRREE N 0K

MRRFREITIVAARZ oK, BEEIIRETE,

HBXER
s "RAGREERIEN"

T RN R R FYONTAP R ZEE TR

BIEEREERR DT SR NEEMSRAREITNAERNERETS, EIUEER
RN ERN S SITREETRHNAR.

)-_LIEjJ ONTAP | = Y l\_.\j_.r*_L

RIBITIRRH LIRS degraded :

clusterl::>system health status show

Status

degraded

S

s

TR ETERUERNEME, HEFIMER 2 28R MEME node1 AUERIE:

clusterl::>system health alert show

Node:

Resource:

nodel
Shelf ID 2

Severity: Major
Indication Time: Mon Nov 10 16:48:12 2013

Probable Cause:

Possible Effect:

Corrective Actions:

to disk shelf 2.

paths following the

Disk shelf 2 does not have two paths to controller
nodel.

Access to disk shelf 2 via controller nodel will be
lost with a single hardware component failure (e.g.
cable, HBA, or IOM failure).

1. Halt controller nodel and all controllers attached

2. Connect disk shelf 2 to controller nodel via two
rules in the Universal SAS and ACP Cabling Guide.

3. Reboot the halted controllers.

4. Contact support personnel if the alert persists.
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ERIUETEXERNFAGEEURNESES, SESRID

clusterl::

>system health alert show -monitor node-connect -alert-id

DualPathToDiskShelf Alert -instance

Node:

Monitor:

Alert ID:

Alerting Resource:
Subsystem:
Indication Time:
Perceived Severity:
Probable Cause:
Description:

nodel.

Corrective Actions:

attached to disk shelf

nodel

node-connect

DualPathToDiskShelf Alert

50:05:0c:cl1:02:00:0£:02

SAS-connect

Mon Mar 21 10:26:38 2011

Major

Connection establishment error

Disk shelf 2 does not have two paths to controller

1. Halt controller nodel and all controllers
2.
2. Connect disk shelf 2 to controller nodel via

two paths following the rules in the Universal SAS and ACP Cabling Guide.

persists.

Possible Effect:

be lost with a single

hardware component failure
Acknowledge:

Suppress:

Policy:

Acknowledger:
Suppressor:

Additional Information:

Alerting Resource Name:

3. Reboot the halted controllers.
4. Contact support personnel if the alert

Access to disk shelf 2 via controller nodel will

cable, HBA, or IOM failure).

(e.qg.
false
false

DualPathToDiskShelf Policy

Shelf uuid: 50:05:0c:c1:02:00:0£:02
Shelf id: 2
Shelf Name: 4d.shelf?

Number of Paths: 1

Number of Disks: 6
Adapter connected to IOMA:
Adapter connected to IOMB:
Shelf ID 2

4d

EHIANER UG REETAEZER.

clusterl:

:>system health alert modify -node nodel -alert-id

DualPathToDiskShelf Alert -acknowledge true

BEMELR 2 M
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clusterl:
Status

BXER
* "RAERRERENR

FISIZONTAPAAIET TR RY AR

BRI LUFER system health B ETRERXRARIE
BARKNER, FRABITREGS, EBRILRNEERXUAEEIZITIR
‘system health, IBEI'ONTAP Hi<&ZE",

Bo BXIIFARER

BRARRIET T*kJEWHkAA

NRIEE ..

BERAGHIETRR, HRRRTEMBITINEE
BRI

ERBTINREERBRFRENEITINR

BTN RERIRES

MREE ...
ETERIMTREIFERNERNFAEE, BEk

OE8, HBARMERE, /10 EHELUKREH /0 12
BEES

BB XEEEMES LUN BER, SiERATIE,
BRI S U FRE T m B R

ETEXRFHREONFAGER, SEROXE, &

BT

M ER BE AN HERI AR 3T AL

:>system health status show

BETRRIEE. MR R LU
WY1

fERALLE< ...

system health status show

system health subsystem show

fERLtba<

storage shelf show -connectivity

Lﬁfﬁ -instance AFERSMEIEEIEMEENS
F&o

storage disk show

T%Fﬁ -instance AFERE I RaRIFHEENS
ZXo

storage port show

1‘%}% -instance AFEREBNEILGFHAEENS
ZXo
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ERRZIANAITESKRE

() BxemEa. BN RIIE TR SR FIRE B SKE,
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EMALLHS...(ONTAP
9.8 EFhR )

system
show

system

switch ethernet

switch ethernet

show-all

system
create

system
modify

system
modify

system
delete

system
delete

system

EREXERNERNER, HIMAZERNEA
TR, BIRNTESMAENRERR

ETREXRERNESIERNESRS

ETREAEEAEER

HIAEHR
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switch ethernet

switch ethernet

switch ethernet
-disable-monitoring

switch ethernet

switch ethernet
-force

switch ethernet log

fEALtE< ...

)R system health

system health

system health

system health

ERALH<...(ONTAP
9.7 E R 7s)

system

system

cluster-switch show

cluster-switch

show-all

system
create

system
modify

system
modify

system
delete

system
delete

system

alert

alert

alert

alert

cluster-switch

cluster-switch

cluster-switch
-disable-monitoring

cluster-switch

cluster-switch
-force

cluster-switch log

show

show —-instance

modify

modify -acknowledge
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FEERKER
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Eﬁﬁ NERIEFIFERFRESEE 5| K EEIRIIR

EREXRMAREE TR RSIENER
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EREXBTINRGESNESR, fIMNMETR, AR
» FREMRS

EREXRBTINREES AT RREMBNERIES

EREXBTINTEERBIES, XEREATHAE
fRIE A HER

e
TR0
e

* "system health alert delete"

1Eh0

iR RER"

fERLLa< ...

system health alert modify -suppress

system health alert delete

system health
history show

autosupport trigger

EFALRS ...

system health policy definition modify

EFALRS ...

system health config show

®

system health alert definition show

®

system health policy definition show

A -instance 2. BTETEX
FNETIRREESEIEAES.

£ -instance BFEREXENE
B E X BIFAE SRS

fEF -instance SHLUEREXET
REEAIFAER, FHREMSHIFEE
RFIFE, B0, IREERRES (BEER
éﬂ;) , BITW RG2S, EIREHITIH
XCo

®
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* FEFE LA ZVIRERERIRRE? RS LR LIRS EMARRLE?

* HITHANRSFRELTER BRI IHRZE AR XEX 4= EhmEmmm?

XHERFEDITEERMEIONTAP System Manager®, System Manager®HI#1 E1R {4
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event notification destination create -name restapi-ems -rest-api-url
http://<webhook-application>

FERepS ., WO EFRER* HTTP * A%,
BXBFMEE event notification destination create, JBEM'ONTAP Gi$&ZE",
2. BFE—MNEFLLFEE important-events ERBITIHIE restapi-ems BFF:

event notification create -filter-name important-events -destinations restapi-
ems

BXRBFMEE event notification create, IBEI'ONTAP fi$E&ZE",

BMEIEN BB E AERAHTTPS

R LUSONTAPEC B A EFHTTPSIE S i@ R1%% & Elwebhook i FBTEF. ONTAP f£ AR S35 88 IE K
IA\webhook i 27 B & 19 H RIFM A &

ez Al
* Jawebhook[z A2 AR5 28 £ Al T AR AFIES
* EFBIFRITEONTAP HREMNIRIED

T
1. TEFEEwebhook N FATEF AR S5 28 E REAN MIARSS 2 & B AFMIE . EFMNEES BIURTIRS 28,
2. 7ZZONTAP FR RS 2BIRIE:

security certificate install -type server-ca
i S REREHIES,
3. Bl restapi-ems EWEHBIF:

event notification destination create -name restapi-ems -rest-api-url
https://<webhook-application>

F LRGSR, B BEIMERHTTPS* 5%,
4. QAT HEZERIBH] important-events ERFIHITIHIEL restapi-ems BFx:

event notification create -filter-name important-events -destinations restapi-
ems

B E—webhook B 5 LAERHTTPSEH I THE B S 145100

&R UG ONTAP L& AEAHTTPSH @I H B S0 I0IEE S @A 5 & Ellwebhook N FITERS. TEULECEH. B
MEF. ONTAP {FERERSZZHEFHAiAwebhook N 2RI BB HFRIFMNERE, LI FEEwebhookdIL
R EREPIHIEEEBIAONTAP B P IHH &4,

FaaZ Al

112


https://docs.netapp.com/us-en/ontap-cli/event-notification-destination-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-destination-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-destination-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-destination-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-destination-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-destination-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-destination-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-destination-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-destination-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-create.html
https://docs.netapp.com/us-en/ontap-cli/event-notification-create.html

EECEONTAP Zal. WATT AT RIE:

* Jdwebhook[z FAt2 R AR SS 28 £ A T R SAMIES
* EFTFEITEONTAP FRLEMIRIEH
* JJONTAP EFimE R T AEAMIIES

p

1. ITESHRRTRN SR HWEEN EFEENERAHTTPS RRRSZBIER. LUEONTAP R LAILIERRSS
e gV

2. Ewebhookiz FT2F L FEAR N BIRIE BN ARENE S LAIIER A IRIEH.
3. 7EONTAP R RZE P IHIES:
security certificate install -type client
B R ERZHFAAFIES,
4. Q32 restapi-ems HBWEHIEIR:
event notification destination create -name restapi-ems -rest-api-url

https://<webhook-application> -certificate-authority <issuer of the client
certificate> -certificate-serial <serial of the client certificate>

LR LR, I ERRER* HTTPS *H %,
S. Bl FHEEAIER important-events fE PR FT 1T ImE restapi-ems Bix:

event notification create -filter-name important-events -destinations restapi-
ems

EESEE
RSIFRRE

SEHEF AR EMS S5

THRONTAP EMSZ {4 g1= 5y

7£ ONTAP 9.0 ZRiHVARZASH, REERIESHAFMENLEE EMS SHMEIEHE

Ro ONTAPERSEE (event destination, event route)ERILIREAIMRATERFTHR
ZXHIONTAPH{3ZAR] . {EMONTAP 9.0 EFF.

MONTAP 9.0FF88. ONTAP EMSEH BRIV RELHREER AT B EEINEHTHiILeEE., EixiEE
. ALUERNZ N FEHRITIERILE event filter, event notification, # event

notification destination m<E,

NRERFERNGSECE TEMSIET, NN SEHESTLIER event filter. event notification
‘event notification destination @W¥E. BXMEMER event, BBN'ONTAP GiSsE&E",

EHBEREMTHEE:
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1. REERMBR * . RAERNEEEFEEDN GLHAREE)
° allevents
° asup
° criticals
° pager

° traphost

AGERNELBEIRETIEHREN, F180, asup BIT2¥ CallHome.* EHEREE] ONTAP FAY
AutoSupport 1#3R, L4 AutoSupport JHS.

2. AFOEMNBEIR: XEEIREERFIENERN event destination create B
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cluster-1::event*> destination show
Hide
Name Mail Dest. SNMP Dest. Syslog Dest.

Params

allevents = = =

false

asup - - _

false

criticals = = =

false

pager - - -

false

traphost = = =

false

5 entries were displayed.

+

cluster-1l::event*> destination create -name test -mail test@xyz.com
This command is deprecated. Use the "event filter", "event notification
destination" and "event notification”" commands, instead.

+

cluster-1l::event*> destination show

+

Hide

Name Mail Dest. SNMP Dest. Syslog Dest.

Params

allevents = = =
false
asup = = =
false
criticals = = -
false
pager - - _
false
test testl@xyz.com = =
false
traphost = = =
false

6 entries were displayed.

TEEFANEEAR, EMSE4HEARIMMETEIBEAME event route add-destinations <.
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cluster-1::event*> route add-destinations -message-name raid.aggr.*
-destinations test

This command is deprecated. Use the "event filter", "event notification
destination" and "event notification”" commands, instead.

4 entries were acted on.

cluster-1l::event*> route show -message-name raid.aggr.*

Freg
Time
Message Severity Destinations Threshd
Threshd
raid.aggr.autoGrow.abort NOTICE test 0 0
raid.aggr.autoGrow.success NOTICE test 0 0
raid.aggr.lock.conflict INFORMATIONAL test 0 0
raid.aggr.log.CP.count DEBUG test 0 0

4 entries were displayed.

FEARAY RIERVH EMS EHEMTGIETEHMERMEHBNBIR. BXMEHENIGERIFAES, FS
A TRNIREXE:

* "ONTAP 9 EHEIERAHAR"
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Legacy routing based model

Event Destination 1

Ewent route
Ewvent 1 M zomeonaEaxampla. oom

Event Destination?

Ewent route
Event 2 L sysiog-server-1

Evend Destination3

Ewant route
SomeoneEexample. com,
syslog-senver-2,
snmp-gerver-1

Event 3

w

Event notification based modal

Event notification destinationi

)

matches fiter based Event Notfication
Eventl e »_ Event fiter ¥ someoneEerample.com
Ll

i

Ewant notification destination?

> <

matches filfler bazed
Ewent2 =, Event fifler2
on rulgs

Event Notfication

syzing-saner-1

il

<

MEF RS EFHFONTAP EMSE 4R

HEERAEFANONTAPIR S EALEEMSEHIRITEY (event destination, event
route). NINIRIRIIE(EDS BEMMETLAER event filter, event

notification, # event notification destination mIE,

\

=
1. FERYHREFNFAEEH BT event destination show 885
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2. WFE B EATIHERFNEENEMH event

cluster-1

Hide
Name

Params

allevents

false
asup
false

criticals

false
pager
false
test
false
traphost
false

::event*> destination

Mail Dest.

testl@xyz.com

6 entries were displayed.

A .
name> np/v\.

cluster-1::event*> route show -destinations test

Time
Message
Threshd

raid.aggr.
4 entries

.autoGrow.abort
.autoGrow.success
.lock.conflict

log.CP.count

were displayed.

show

SNMP Dest.

Syslog Dest.

route show -destinations <destination

Severity

NOTICE
NOTICE
INFORMATIONAL
DEBUG

3. BIEMNM event filter HFEIEFIAXLEERHFE,
BN, MNREBENESE raid.aggr.* B, GERBIRMIEN nessage-name B8, EERRIUNENEH

118

ellfEprinr

BXRIFMAEE event filter, IBEM'ONTAP s & E",

(D) mEsTuE 50 M EEmES.

Freg
Destinations Threshd
test 0
test 0
test 0
test 0
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cluster-1l::event*> filter create -filter-name test events

cluster-1l::event*> filter rule add -filter-name test events -type

include -message-name raid.aggr.*

cluster-1l::event*> filter show -filter-name test events
Filter Name Rule Rule Message Name SNMP Trap Type
Severity

Position Type

test events
1 include raid.aggr.* b *
2 exclude % * *

2 entries were displayed.

4. B3 event notification destination I F&EA event destination mm(EISMP/SNMP/&4:H

i5)

cluster-1::event*> notification destination create -name destl -email
testlxyz.com

cluster-1::event*> notification destination show

Name Type Destination

destl email test@xyz.com (via "localhost" from
"admin@localhost", configured in "event config")

snmp-traphost snmp - (from "system snmp traphost")

2 entries were displayed.

BXMH event destination FH{EE “event notification destination, IBZI"ONTAP &
/\\%%II
<= o

O B EM TR R RN B F B BARREEZSEHE,
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cluster-1::event*> notification create -filter—-name asup events

-destinations destl

cluster-1::event*> notification show

ID Filter Name Destinations
1 default-trap-events snmp-traphost
2 asup events destl

2 entries were displayed.

6. WHENEEFPE1-5event destination BEF event route MET,

@ EREZFISNMP BRI E G N RETE] snmp-traphost B4 @M B4R, SNMP &M EN BAR(E
BRAKEER SNMP &R E.

cluster-1::event*> system snmp traphost add 10.234.166.135

cluster-1::event*> system snmp traphost show

scspr2410142014.gdl.englab.netapp.com
(scspr2410142014.gdl.englab.netapp.com) <10.234.166.135> Community:
public

cluster-1::event*> notification destination show -name snmp-traphost

Destination Name: snmp-traphost
Type of Destination: snmp
Destination: 10.234.166.135 (from "system snmp
traphost")
Server CA Certificates Present?: -
Client Certificate Issuing CA: -
Client Certificate Serial Number: -
Client Certificate Valid?: -
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