& FIPS IXGh235, SED LHYEIETE1AIA]
ONTAP 9

NetApp
February 12, 2026

This PDF was generated from https://docs.netapp.com/zh-cn/ontap/encryption-at-rest/data-seds-
inaccessible-concept.html on February 12, 2026. Always check docs.netapp.com for the latest.



H=x

18 FIPS IRTH2SEY SED RYERETS A8
T fi#gn{al{E FIPS IXEh28EE SED ERJONTAPEUIRT AiHiA)
EONTAPHIXFIPSIREh28 S SED#H1T Z 14301
FHERONTAPHIAIFIPSIRE) 288 SED
X2 PEONTAPHFIPSIKEh 28 8L SED A iR

Ol W = a A



# FIPS JR%h285% SED LMOMIBT%11A]

7 BRAN{RIE FIPS IRX5h285¢ SED EAYONTAPEUETS &0

SNREAE FIPS IxEp2ssk SED ERVERK AR AR, BERHKERE NI RAE
(8], WIRAIAEEEHITRE. MRBHEHIEKANDHAELTTFEEEREEEE, ALK
HH%R,
- s ERE
BEENFRHREN, RARKUBMEZABZFMNBNE, SFNHEREEER false , FFHH
ID IRENBIAME, BIHLERRS ID0x0 (SAS JRENEE) H=HEA (NVMe JREHER) o AR bl b
MEIRT XN AT ENR. ERIMEEBRHEESEMIERESNE R,
- BRI

THR FIPS Jx5h288K SED f5, RASRKHENEZMKENRNMENE, FRABME#R, XFEMSEEH
BXARE A, FEEE ESIEKA R HE,

ERILUBIESHEERT RBVEN B MBI Eh23 P A BN KRN 2S.

{EONTAPH X FIPSIKsh28 S SEDH 1T B {7 LG IE

R E(FEFIPSIRGNZE N SED L RIEHEK AR A AR HERIZIKch2ZIFEREEE. WATLL
{#/ storage encryption disk sanitize @3N IREIas H1THE EIE,

KTFUIAES

BAEBMEREEN, RASKEEMEZRBELFBBEIE, BAERSEEN false , FREEA ID
RERNEAME, BIHISEEH%R2 ID0xX0 (SAS JXzhas) H=EEA (NVMe IEEfeE) o XFMEEHE EEEE
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FaZ Al
B R REEE R REITIES,

T
1. BEERBNFAEHETEI S — 1 EE FNRE,
2. WipREEIER FIPS JX5h28ak SED LM E:

storage aggregate delete -aggregate aggregate name

clusterl::> storage aggregate delete -aggregate aggrl

BXMEMEE storage aggregate delete, IBEI'ONTAP @i S$&E",

3. HEEFIEN FIPS IERN28Y SED AYREE ID :
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storage encryption disk show -fields data-key-id, fips-key-id, owner

BXBEMEE storage encryption disk show, BBM'ONTAP fGi$E&ZE",

clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[.

4. MR FIPS Rzh2g U FIPS RB/ERNIETT, BT =M FIPS H33IEZ A ID 1€ EEIRIA MSID 0x0 :
storage encryption disk modify -disk disk id -fips-key-id 0x0

e LAER security key-manager query FAFEEZRFIDMIGHS,

clusterl::> storage encryption disk modify -disk 1.10.2 -fips-key-id 0x0

Info: Starting modify on 1 disk.
View the status of the operation by using the
storage encryption disk show-status command.

S. JBIRIREHES:
storage encryption disk sanitize -disk disk id

EREEFERILR S BIERAEAMERIRIFNEE, BEIEMBHE. MAEHEHILRNM. EFB -force
-—all-state &, BXMIFEHMEE “storage encryption disk sanitize, JEEI"ONTAP @<
BE",

() ONTAPHIRREHMAMINEE. AGBLL. WARE LFRNEE,

clusterl::> storage encryption disk sanitize -disk 1.10.2

Warning: This operation will cryptographically sanitize 1 spare or
broken self-encrypting disk on 1 node.
To continue, enter sanitize disk: sanitize disk

Info: Starting sanitize on 1 disk.
View the status of the operation using the

storage encryption disk show-status command.
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6. FE BRI RE LK storage disk unfail -spare true -disk disk id

1. WEWEREEABME®E. storage disk show -disk disk id
MRHEEZBFEE. 1BOE—. storage disk assign -owner node -disk disk id

8. W NWAE EBFIEMEEEAIT =AY nodeshell :

system node run -node node name

51T disk sanitize release %

9. iBttinokeshell, FXFREPRAEMIE: storage disk unfail -spare true -disk disk id
10. WIFEEMERENERMEBEHIEREPESFHA: storage disk show -disk disk id
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T
1. BEERENFEHIETZIS— N EE ENRE,
2. WIpRERHERAY FIPS JXnh28ak SED LM E:

storage aggregate delete -aggregate aggregate name
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clusterl::> storage aggregate delete -aggregate aggrl

BXMEMEE storage aggregate delete, IBEI'ONTAP @i S$&E",
3. T B FIPS IRXEhE8sK SED MYELA ID :
storage encryption disk show

BXBEMEE storage encryption disk show, BBI'ONTAP fGi$E&E",

clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[.

4. PHERRLER
storage encryption disk destroy -disk disk id

BXMEMEE storage encryption disk destroy, IBEM'ONTAP Gi$&ZE",

() FEsRREHABNDE, ATBRE. BARELFR0EE

clusterl::> storage encryption disk destroy -disk 1.10.2

Warning: This operation will cryptographically destroy 1 spare or broken
self-encrypting disks on 1 node.
You cannot reuse destroyed disks unless you revert
them to their original state using the PSID value.
To continue, enter
destroy disk
:destroy disk

Info: Starting destroy on 1 disk.
View the status of the operation by using the
"storage encryption disk show-status" command.

BXER
* "EFRENEHEE R
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