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( Baseboard Management Controller , BMC) ) ZiRBET =, FIEYRITARE S
BRILTEEETEHEE. TIeTRNEBEITRESNE, EHS8fxAFmFERIET.

T EEx# BMC fMAE SP :

» FAS 8700
» FAS 8300
* FAS27x0

« AFF A800
» AFF A700s
» AFF A400
« AFF A320
* AFF A220
» AFF C190

*F SP

EE%LHE%% (SP) B—Mimi2EIEigsE, ATATIZENNE, WIETRANEHITHER

SP I X EIIREEE!
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TR LA EBITIERI &A1) SP, BEILAM SP iplRI&R1TIERI G, @i SP , ERILIEHTH SP ar<1TRE
IEMRRBER G =1Eo
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SPARICRBIHE, I ERETT (FRU) B, ONTAP EMBIEHLUMK SP tr AT IERES
%, &R LAFEhiE R AutoSupport JHEBE MIEET S UIRER SP BENXH.

BRT AREAEMPENT S E XL E BEHBEEMIZEE EMINNZ AutoSupport JHEZ 4, SP 3¢
AutoSupport IHEES B EMZM, AutoSupport ECEIZEFEERBRITHEM ONTAP 4&AY,
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SRELFHA AutoSupport AL E GBI S B ENE o
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SEL 2R B8N HEZASHKEFEAN— I EZEMN. EFMEE SP LRRBINES, SP Zi@:T AutoSupport
HEB&E SEL PREHTIRAESIEERIMMA Ao
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° SP M EIR—FINEES IR, XBHRERAFES CPU #iR
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* BT SPAPI fRS5, ONTAP RILUBE NS SP #H{TiE S,
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ONTAP
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M ONTAP 9.1 FFh, ERLEEGHFEE L, MHFSHITEENX, UZFIIRAEREIRETT2S
( Baseboard Management Controller , BMC ) BYFfiREITH28. BMC BEESm<S1TRE
(CLI) @, BAIERXLHhIIEREERILS.

BMC WIFRIESARSAIESS ( Service Processor , SP) M, HERITFZHERMNGS, ERILIEER BMC
PITUUTIRME:

* Fg& BMC WLKIE,
* EREVGETRANTHIRERES, flmiZh, Xi, ENEHNENRBIHTR.

SP # BMC Z e[ —&£&F:

* BMC E2izfIx BRI, BAscl, BEERSS, BEEARSMNERGRBIWFIELE, BMC i@t
IPMI [6] ONTAP RS {E=%28E Eo

c RESTTAY (HA) sSfEMEGSERRES
* BMC R&%1% AutoSupport 38 E.
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* W= BMC BIfFE1ThR 1.15 SREEHRES,

E) BMC EHM 1.12 ARE) 1.15 HESRAE, BEFoHEH.
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E12 SP/IBMC EHEFHIA X
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()  #xmsER SP A BMC #TEAHE,

ONTAP 12T LU TEIE SP BHEEHM A
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» ONTAP EIREFE X 10 RS EIKIER BMC ECE,
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admin A, HFL2FER. FTEAIFEREMAR,
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FHINBRT. BA"admin"WEBHFPIKFE8E service-processor MARRERE. HEIHIRISP,

ONTAP &FRLEIEERANRFTNERIZHR (51490 "root " A "naroot’ ") SIERAFIKF. EREERARSATIES
MRRIIIEREFEL SP o

BRI LMERERHAISPAFIKF -application service-processor FE#{ security login show B
A
<!

MEIE X157 SP/IBMC
BRI MBI ENEREIT SR SP LURERITT 2B 1BES,

BEENAR
WAZBUH B LA %4

* FBFi5i8) SP BB NI ZHF SSHV2
s BAEIRE R TR SP BAFIKF,
Eifia)SP. AP KPR NIIEERCIE -application BUBE security login create ARIREN

service-processor # —authmethod BEIZE N passwordo

()  iESEmEE SPF1BMC HITEMHSR.

9n2R SP ECENFER IPv4 8¢ IPv6 Htblik, HETE 10 AN ENZIR SSH ERESTRKN, N SP iF1E4
SSH ERIERHAEEFSEN IP #tItpE(S 156 0. BIEHE 156 DHEME, ERIUIHEHRERE SP,

ONTAP ZHIEE IS ERRSGTNE R (F140 "root” " # "naroot” ") RifjiAJ&EE*EL SP .

p
1. NEBENZTRE SP .

ssh username@SP_IP address
2. BIURTRES. AR username,

LR ER SP 1, R EAaMIAIR SP e 1T H.

MEEENRISPEIRHA
AT RBIERTFRERRBFIKAEREISP joe, BIRENIHIFISP,

[admin host]$ ssh joe@192.168.123.98
70e@192.168.123.98"'s password:
SP>

AT RBIERT IR IPve £/Fthitsl IPv6 BEAEEATAIMULTES IPv6 IRE T SSH B IPv6 BCE T SP
TR EEREISP,



[admin host]$ ssh joe@fd22:8ble:b255:202::1234
joe@fd22:8ble:b255:202::1234"'s password:
SP>

[admin_host]$ ssh joe@fd22:8ble:b255:202:2a0:98ff:fe01:7d5b
joe@fd22:8ble:b255:202:2a0:98ff:fe01:7d5b's password:
SP>

MEGIEE & 1hi0] SPIBMC
UM ARZHESIE (R serial console ) 418 SP LU T SISt MIE HIR TS

KXFIAES
EES =R SP M BMC AITERTR.

p
1. ERTHAR Cirl-G , MRGITHIGTHIR SP p<1THRH.
2. HIURTEY, ERE SP ap<L1T5Ho

LB B SP 1RTF, e EENAIR SP LT R HE,
3. R SP @p<1TREHIZ Ctrl-D REIFIRSIEHIE, FAFIR Enter #o

MARGHEH 871RISP CLIBY A

UTRBIZRT ERGIEHISFIZ Ctrl-G LLinie] SP CLI 43R, o help system power TESPIEATFIMIN
. ARBRKRIZCH-DMEntenRBIZEIRLHEH &,

clusterl::>
(¥ Ctrl-G iA18) SP &< 1T5RE. )

Switching console to Service Processor

Service Processor Login:

Password:

SP>

SP> help system power

system power cycle - power the system off, then on
system power off - power the system off

system power on - power the system on

system power status - print system power status
SP>



(3% Ctrl-D , FAIG1% Enter REZIRSKITES, )

clusterl::>

SP CLI, SP&EHlIaMASIEGERIEZENXR

EEJLUFTF SP CLI IEZIZEET =, WAILFTHRIMA SP Ha =IELUFE T RA
Zha. SPERIGRIEANARRSHEG @ RIERERIMEHTRSR. SP MRS
SEBMIUM Shell iRz, HFEABRINERSHIIIE,

THE SP ep1THRE, SPIEHIENASKIEH R EZEINXAEHTELEEETR. TEANA T EZEN
K&
* —RREE—NBIERERE SP aR1TRERIE, B2, ErILU&EE SP FN1TH SP e 1TRERIE
BIhEY SP FH 8 =&,
SPERLTTREUSPIRRFIET (SP>) o ESPaRLITRAIRIER. BAILUERASP system console A%
BnhSPiIEHlaxiE. [, ERILUEIE SSH Bt SP T RERIE. MR Cirl-D B SP 17
HlaxiE, WEsnHREE SP i iTRERIE. MR SP m{ITREREEEFE, WEEF—FKER, 8
AEERRILEIMEN SP TRARE. NRBWA "y ", WINE SP s TRERERELL, FEE5E%
M SP =HI51R[EF] SP sp 1T RME. LRIERIZRTE SP EHBEEH.

BB SSHERZIONTAPS L ITRERIET. ERILLUETZITONTAPYIREIT R RSHEHI S systen

node run-console 855,
* HFZ2FERA, SPCLI KIEMASIEHAESIEREERMINERSHDRIL,

MSP CLIBEISPIEHI A S1ERT(EASP system console &%), MRARARIERERANRFITH G EHE,
EMRGIEFIE=1EIAR] SP CLIBY (3% Ctrl-G ) , RARRTREEA SP CLI &1

* SP iEH| AXIEMALIEH & ZTER B IRILB shell FF iR,
SP EHI S RERREH R AFITH A EPETRNREL. B, HRRAFITHEREFLIRR SPIZHE

Rido

SP EH| @ RIE A RIRHEIF L SSH ZiERVHH.

EIEn]I5a] SP BV IP it

ZMINERT, SPEZREEM IP #UtHIBEIEEIA SSH EZEER, EeJLE SP iE
RESFREEBISTE IP HitfEIE MM SSH EIZIER, P ERISN A F I ER
F{ERIT5 589 SP Y SSH iAial,

TR

1. ERNNIEERIPHINEE T SPIAAIMNIR system service-processor ssh add-allowed-
addresses 3% -allowed-addresses &%,

° 98 -allowed-addresses MM IETE address/netmask " MZ “address



/netmask 3 ZBWRLUES PR, 140 10.98.150.10/24, £d20:8ble:b255:c09b: :/640
®E -allowed-addresses SEIKEN 0.0.0.0/0, ::/0 BEFABIPHALLUARISP (BAIAE),

° YNSRI G SPIARIPRBIA IS ERIPHINERELEVAE. NONTAPRR RGNS H EERIBENIP
HnkRE R allow all"#AINIZE (0.0.0.0/0, ::/0) o
°, system service-processor ssh show mn< Rl E/RAIHEISPHYIPHLLE,
2. NREFRIEIEFEIPHINEIARISP. 15 system service-processor ssh remove-allowed-

addresses BF% -allowed-addresses &,

SNRIGFHLEFRA P #thitifie] SP, MFEEMEREEENARE SP o

EIEA] IR SPRYIPHEERYR )

UTRHAIZRT X SP #1T SSH ifEMIRGAIRE, @IXAIFHERE P #bikifsie) SP RELEIANRE, MipEF!
REPMFREER 1P #tulk, ARERFRA IP HIUERY SP AR



clusterl::> system service-processor ssh show
Allowed Addresses: 0.0.0.0/0, ::/0

clusterl::> system service-processor ssh add-allowed-addresses -allowed
-addresses 192.168.1.202/24, 192.168.10.201/24

Warning: The default "allow all" setting (0.0.0.0/0, ::/0) will be
replaced
with your changes. Do you want to continue? {y|n}: y

clusterl::> system service-processor ssh show
Allowed Addresses: 192.168.1.202/24, 192.168.10.201/24

clusterl::> system service-processor ssh remove-allowed-addresses —-allowed
-addresses 192.168.1.202/24, 192.168.10.201/24

Warning: If all IP addresses are removed from the allowed address list,
all IP
addresses will be denied access. To restore the "allow all"

default,
use the "system service-processor ssh add-allowed-addresses
-allowed-addresses 0.0.0.0/0, ::/0" command. Do you want to
continue?
{yvin}: y

clusterl::> system service-processor ssh show
Allowed Addresses: -

clusterl::> system service-processor ssh add-allowed-addresses -allowed
-addresses 0.0.0.0/0, ::/0

clusterl::> system service-processor ssh show
Allowed Addresses: 0.0.0.0/0, ::/0

{5/ SP/BMC dp <175 E _LRVEXA S B
BXMES B E 7 SP/BMC s {TRmE A S FI%EI,

XFIAES
ESZEIX SP #] BMC $IT &R R

S
1. R/~ SP/BMC sp$HIEBIE R, BRANUTHS

10



Eifa) SP #EY ... EihAIBMCESES...
Type help TESPIERFFL, Type system TEBMCIRRFTAL,

TFRBIESRT SP CLI BX#NEEES,

SP> help

date - print date and time

exit - exit from the SP command line interface
events - print system events and event information
help - print command help

priv - show and set user mode

sp - commands to control the SP

system - commands to control the system

version - print SP version

UTRBAIERT BMC s5 < TR EBHEER,

BMC> system

system acp - acp related commands

system battery - battery related commands

system console - connect to the system console
system core - dump the system core and reset

system cpld - cpld commands

system log - print system console logs

system power - commands controlling system power
system reset - reset the system using the selected firmware
system sensors - print environmental sensors status
system service-event - print service-event status
system fru - fru related commands

system watchdog - system watchdog commands

BMC>

2. ZESP/BMCELETREEMERS. BHIA help FESP/BMCRH<L ZAIHZ o

UTFRBIERT SPHISPErS1TRE BN EER) events <!

11



SP> help events

events all - print all system events

events info - print system event log information
events newest - print newest system events

events oldest - print oldest system events

events search - search for and print system events

UTFREIERTBMCHBMCir ST REEANEER) system power 3%

BMC> system power help

system power cycle - power the system off, then on
system power off - power the system off

system power on - power the system on

system power status - print system power status

BMC>

AFRiEEETENGS

EaI LB IR R AY SP FiE1T SP a1 TREGM T RKAITHT A BBES KniEEED
o WF/LNERANZEETREEAES, BEAIUMEEPHNS— M =ER ONTAP d5
S0 Bt Sp e SRBET AN, THETHTA LA,

MREE ... fEFILE SP &% ... fEALLBMCH % itk ONTAP &< ...
BRIEE SPap<MAEA  help [command]

SP ep LB FE<L

BRSPHSITREINGY priv show
IR LR 5!

KEIHIR SP L 1TRME priv set {admin F{]A]
BB ER LI R LR 5! PUAERM advanced 3
1A UAERME diag)

B RA% HHEAFIBY (5] date date

12



NREE ...
B SPIERMEM

BN SP IRSHIMLLECE
%_l%\

£ SP EE{TRIBTIEK
BRIz T 1

D, 59 15 D
BRI 2R

=+
ICA

ETRARGERS

B7R SP BB
PRy

TR RITHIZR AT FR IR

CA

5

~

EREMER

B Bt Ra508Y ACP
SRS

HIHFFE RS FRU &E
ID

ETEE FRUNFRER

fEFALL SP &< ...

events {all AT LA
IRt info FATATLLN
E1RHt newest number
AT LR SRS
oldest number F{1A]
LUREIRM search
keyword}

sp status [-v FATATLL
NIERM -q]

o —vIEBLUFARRE
TSPHEIHER. o -d ik
TSP B ERMNE!
ETRRET

sp uptime

system log

sp log history show
[Farchive {latest F{]
A AN ERM{a11 FA(TAT
LURERME archive-
name}] [-dump {all Ff]
BILANIERME file-
name}]

system power status

system battery show

system acp [show ]
AT LA ERMH sensors
show]

system fru list

system fru show
fru id

fEFALEBMCE < ZZ Itk ONTAP &< ...

bmc status [-v 1A
MUAERME -q)

system service-
processor show

o —vIEBLUFARAE
TSPHEIHER. o -dik
=SSP B ERMNE!
ETRRET

bmc uptime

bmc log history
show [~archive
{1atest FENTAIUNER
fit{a11l FATAI LA IER M
archive-name}] [-dump
{a11 FATAI LU EIR M

file-name}]

system node power

show



NREE ...
f’:m_'\ FRU #iEFHEIERA

ICA

BRRE SRR,
BELRSHNEFIE

BRETE Z RIS
HAER

B/R SP Elfthik A58

B SP e ALIER
£ sPiARER
B SPIHEX

ERATFUE watchdog
BEESHNRARIUEER
g8, £R7E watchdog
EESHHERENRSA
BEHER, SEBRKE
HNAZEVIEE R

BERIRFITHE

&R$% Ctrl-D iR R ST
flaxi

system node power

on (BEINPREERS!)

14

fEFALL SP &< ...

system fru log show

(SRREH!)

system sensors
system sensors show

system sensors get
Sensor_name

BT LUFREX
sensor name {£F
system sensors 3§

system sensors show
AN .
<.

version

sp log audit (BN

PR5)

sp log debug (EZKIR

PR 5)

sp log messages (&

RAXPRZR5!)

system forensics
[show FATAT A &R (4
log dump ENTT AN E
et 1og clear]

system console

IAFEXATR, HEHR
TEMBEH (KHER,
RIEEMTH)

system power off

fEFALEBMCE < ZZ Itk ONTAP &< ...

system node
environment sensors
show

system service-
processor image
show

bmc log audit

bmc log debug (B
PRZRA!)

bmc log messages (

SEO )

system node run-
console

system power on



NREE ...

system power cycle

BIRROEEAEET R

XL SHRRERT R
RIS R (NMI
) ZEMEE, ERSRT
REBXHE, HEHED
=R E B O X .
LT s ERONTAPHERZE
AR Fap < By, XLdp
2RBEHA system node
shutdowno 4 REIIZICH
X4 RERENETH
qlsystem node
coredump show TR
RETRRARRAH
i, SP MERFHEIT.

fEFALL SP &< ...

system core [-f]

o —fIEBATEHCIE
BIOEEHEET <o

fERATEIEER BIOS &
HeR{& (F, FHHHE
) BEFBRmITS, UM
=B &R MR E R
sl a =]

fEFALEBMCE < ZZ Itk ONTAP &< ...

ERBIRERFTH, UE
SP fR#§i517, MASH
i, EEMSEHEAE, £
BT ABERZASEE
HiFo

fERXLEd
LTERATR
AT RE
FhnEB I B
EERE=
SRR
BRiA(t
#RA9_dirty
shutdown
) HBR
BERLE
FAONTAP
EEXHA
system
node
halt 83 %

system node
coredump trigger

(SRNREH!)

system reset
{primary BATEILANE
Fefft backup FATAT LA

ﬂ(j%ﬁi\ current}

15



NREE ...

system node reset f#
A -firmware {primary
HNTI AN GRS
backup I UAAER
fft current}BE(ERN
PR 5!)

system node reset

fEFALL SP &< ...

LRERS
HTNRFE
K Hlo

SNRAKIEE BIOS Ef4IR
&, W=ERZRIMREH
TENBD), RABETRH

WMINFEIJRARET, SP L
=RFFETTo

bmc update image URL system service-

image URL RSFi8d200
PNFRFo

16

processor image
update

system service-
processor reboot-sp

fEFALEBMCE <

RREMEF B R EHEY
RS, HEETRSP B
shiY /2 AR A B El
BEEH

R a0 BE R S5
TEBYE - BRGFHITEL AR

MIEE I ERIREGERTE
AEF

fEFREE (I B PRI E
SP ElfF

EHB5 SP

B8R NVRAM IRTERE

Lt ONTAP &< ...

system battery
auto update [status
BITRI AR GRS
enable BT ANER
fft disable]

(SRREH!)

system battery
verify [image URL]

(BRI RLRS)
%1% image URL Ki5

T MERZRIAEMEF
BRIGHITEL SR

system battery
flash image URL

(SRR EH!)
YOSREME B BhFA LRl

REFREMRERKRWY, B
RAlttar<,

sp update image URL
image URL RSi8Bid200
MFRo

sp reboot

system nvram flash

clear (BERMPRLES)
=HIZSERIRRARY. Tk

Bohlttar< (system
power off) o

exit



XTFETHERN SP £ 4N system sensors f < i
HIRESE

BETFHENEREBSEHHENEIMARAGNERE. SP RETHENERSEBNRHBSH
fig Y E(ERGDEITILER, XEMRFIE X TAANAEREITHR .
SP ZRIEFRBSRIEM BT RIRTS, UEBEEEAFEIR T,

ETHENERETMCERIRELRE, BELRRSE, BAGRENNERESRRS. ETHENERE
BAFIRIUAT TS,

ETEENERBEGUTEHE. XEHRERERESPRIMEET system sensors @<

* FIEHRE (LCR)
* FEIRFR TR (LNC)
* F=E LR (UNC)
* Imf LR (UCR)

WRIERRERIFEETTF LNC # LCR Zja], 5E/F UNC #1 UCR zjg], NIRTAHERERBANTR, HEF
REaREIEZE RGHIE, Eit, BNRIRMEIAHERS.

INREREIIFHIRT LCR BHET UCR , MFRTRAHLLERIE, BIRAERFHIE, Fib, FEIRNKEIA

o

TEZ2RTHEEEEN™ENEE:

LCR LNC UMNC UCRH
{4 e R o >
Immeadiate Component Mormal Component  Immeadiate
attention service operating senvice attention
required  recommended range recommended  required

S UE TR BB T EENERES0IRE current 5l system sensors aa¥litlo o system sensors
get sensor_name SR A ETIEEARSBNEMIFAERS, SETEHERNERSBIZHBEIFIRARNENIESR
HECEE, ERBSBRETEMRMESNRA, HiEHEIHERBIE. PR ERSBIRES system
If':lensors LT MBI ok to nc (FEXB)H cr (CE)RIBEBINHE. SHEERIICRESELEHEE

REETHENTREATEE2HENEERF. NFXELHE. RONEERER na (FEAFHIRS
system sensors Bn<Hith. RTVFERRBENTLAERELERBITELRR. SPRREEZEREENZ
B {Eo

system sensors&i <4 Rl

UTRPIERT ERN—LEESE system sensors <!

17



SP nodel> system sensors

Sensor Name | Current | Unit | Status| LCR | LNC

| UNC | UCR

————————————————— T at e e
___________ S T

CPUO_Temp Margin | -55.000 | degrees C | ok | na | na

| -5.000 | 0.000

CPUl Temp Margin | -56.000 | degrees C | ok | na | na

| -5.000 | 0.000

In Flow Temp | 32.000 | degrees C | ok | 0.000 | 10.000
| 42.000 | 52.000

Out Flow Temp | 38.000 | degrees C | ok | 0.000 | 10.000
| 59.000 | 68.000

CPUl Error | 0x0 | discrete | 0x0180| na | na

| na | na

CPUl Therm Trip | 0x0 | discrete | 0x0180| na | na

| na | na

CPUl Hot | 0x0 | discrete | 0x0180| na | na

| na | na

IO Midl Temp | 30.000 | degrees C | ok | 0.000 | 10.000
| 55.000 | 64.000

IO Mid2 Temp | 30.000 | degrees C | ok | 0.000 | 10.000
| 55.000 | 64.000

CPU_VTT | 1.106 | Volts | ok | 1.028 | 1.048
| 1.154 | 1.174

CPUO_vVCC | 1.154 | Volts | ok | 0.834 | 0.844
| 1.348 | 1.368

3.3V | 3.323 | Volts | ok | 3.053 | 3.116
| 3.466 | 3.546

5v | 5.002 | Volts | ok | 4.368 | 4.465
| 5.490 | 5.636

STBY 1.8V | 1.794 | Volts | ok | 1.678 | 1.707
| 1.892 | 1.911

ETERERE 2R system LK Z KEESensor_namedn Lt Rl
UTRHIERTRANNER system sensors get sensor name FEETEHIEREREZ5VAISP CLIA:

18



SP nodel> system sensors get 5V

Locating sensor record...

Sensor

ID

Entity ID
Sensor Type (Analog)

Sensor Reading

Status

Lower
Lower
Lower
Upper
Upper
Upper

Non-Recoverable
Critical
Non-Critical
Non-Critical
Critical
Non-Recoverable

Assertion Events

Assertions Enabled

Deassertions Enabled

X T system sensors s <iaHHIEE SP (ZA2RSE

BiE RS EEE. HiE#. E/RE T current ¥l system sensors si<hHiH. &

5V (0x13)
7.97
Voltage
5.002 (+/- 0) Volts
ok

na

4.246
4.490
5.490
5.758

na

lnc- lcr- ucr+

lnc- lcr- ucr+

BEXLREX. HSPEZEE, o Status 5l system sensors ap<HiH 4753l

BB TR BT RENREE,

BRI RENTOEENRERE, BRgE (PSU) HEAREBNAKRELRSE. BRERSENERKTIR

BRFTE.

ER]LAERSPas <175 E system sensors get sensor_name AT HEBNBERASHE T RINSER

Lo UTFRBIBRTHANER system sensors get sensor name T EENZEXEECPUO_Error

#1010 _Slot1_present:

SP nodel> system sensors get CPUO Error

Locating sensor record...

Sensor ID
Entity ID

Sensor Type

States Asserted

(Discrete) :

CPUO_Error (0x67)
7.97

Temperature
Digital State
[State Deasserted]

19



SP nodel> system sensors get IO Slotl Present
Locating sensor record...

Sensor ID : IO _Slotl Present (0x74)
Entity ID : 11.97

Sensor Type (Discrete): Add-in Card

States Asserted : Availability State

[Device Present]

B system sensors get sensor name SR ABRAZHEHERRHINRSES. BEFRE
fftSystem Fw_Status. System !5#128. PSU1_Input_TypeFIPSU2_Input TypeBEZ R HRSER, &a]
PUER LT E B R AL 2SR S B

System_FW_Status

System_Fw_StatusfZ ZE2ZHIRR A X 2R 0xanaBB, EAILUAEHIER Aa # BB HEF AR,

A FUABUTEZ—:

(= ERRERHVINR

01. RFEMHEHIR

02. RAE R

04. RGEHE

BB AIEBUTEZ—:

(= (RN

00 AEREERXH

01. IEEAIA A

02. NVMEM EE#I#a1 (772 NVMEM EY)
04. ;&EW@E%‘J%&EPID (MCH) f& (JNR7F7E NVMEM
05. RAFRE#NEERRF

13. B ER SN EIER

1F BIOS [E7E/EEh

20



(=| (RS

20. LOADER IE7£iE1T

21. LOADER IEfExt & BIOS B #1742, EREEXHA]

22. LOADER IETEX& A BIOS BEH#1THRIZE. EAREEX
ARG

2f ONTAPIEEIETT

60 SP EXHIRS

61. SP ERBmI&RS

62. SP BEEERY

63. SP watchdog EFE5h

64 SP watchdog 2 EE

540, System FW_Status fEEEEsIR7S 0x042F R " A4%EHiEfTH (04 ) , ONTAP IEfEIBEIT (2F) "

o

system_watchdog

System_Watchdog Z/&28 Al ae AU T HHZ—:

- 0x0080

A R ERBPRSRE DY
(! R REERBIR
0x0081 B 23R BT
0x0180 I EREE
0x0280 EEE
0x0480 RHAEIR

0x0880 =1

21



540, System_Watchdog & /%284AZS 0x0880 &R & % watchdog BRI HSEAFEMBE.

PSU1_Input_Type#1PSU2_Input_Type

FFER (DC) HiE, PSU1_Input_Type 1 PSU2_Input_Type B FEM, WFXHA

BEERESTUAUTEZ—:

(=] BRSO
0x01 xx 220V PSU Z£8!
0x02 xx 110V PSUZEEY

a0, PSU1_Input_Type fZRX23IRZS 0x0280 RN EX23 RS PSU K&K 110V,

FAF M ONTAP EIE SP &<

ONTAP IRt T B TEE SP dr<, BFE SP WEALE, SP EFME,
BRI E SP B,

FAFEIE SP MAEERENG S

MREE ... SETI ONTAP %% ...
79 SP [EF SP BoiMBECE LUFERIEEFMH IPv4  system service-processor
3y IPv6 st 25 configuration enable

79 SP 15 EHIFMAY IPv4 X IPv6 ikt R 5|22 SP B system service-processor
LS ECE configuration disable
ERSPEIINSKEE system service-processor

configuration show

FRHIATAEE SP N, SFEUTHE: system service-processor

* IP AT (1Pv4 2% IPV6 )
- EENBEEIET Pt R5IHRKED

* NREEEANZ IPv4 , NIZEGEA DHCP fRS58389
M E I 2 fE R S ERIMLS it

* SP A% IP ik

* SP YIRS (SNREEMA IPv4 )

* SP FRIEIBHMERIREKE (WNRER IPv6 )
* SP HIMIX IP ik

22

(AC) ®#iR, 1%

%t SP B9 SSH

network

network

network

network

auto-

auto-

auto-

modify



NREE ...
ER SP MKBECE, BEEUTAR:

* BEEERHIILRY] (IPv4 3% IPv6) RERTER
H

c EIEEEIREEE
* 4] SPRSHHERRE

* WRECE, FIU0 1P ik, MAC ik, RZ8H#ERT
, FRUBRIRTRIRKE, ERMasDECHY IP 3k,
SERRZSHY P It X 1P tthiik

* EREFH SP HIETE]

* BT SP BEnhEERF MY TR

* BEEH IPve B2 DECHY IP itk
* SP MKIZERS

* SP MG BERMHREE

2% SP API [REECE, BEUTRA:

* B4 SP API BRSZ{ERMIHO
* BT SP API fRSS

£ SPAPI IRSBECE

4217 SP API ARSS FH FAIEREISRY SSL # SSH IEH

AT EIE SP BRI <

IZ1Ttt ONTAP &7 ...

system service-processor network show

giﬁ%gﬁgspﬁﬁﬁéﬂﬂgﬁu ZEHE —instance &

o

system service-processor
modify

(SRREH!)

system service-processor
show

(SRR ES!)

* X FONTAP 9.5 E S hR s :

service-processor api-

internal-certificates

* 33 FONTAP 945 ERRAS:

service-processor api-

certificates

(SHAXPREA)

api-service

api-service

system
service renew-

system
service renew-

23



NREE ...

ERYRIREN SP EHMERIIEMAER, SFEUTA
A

© EIEEEISEER

* }ATh SP FRfEMBRE (EMREHENRE) , H
IRSHE Rl

* B BnhEMERERAUNR EREIRS

BRSERA sP BaEHEH

AN R EFETH SP BB

EM ONTAP i A HIRE SP BEHEHARES, 631F
UTER:

- B3 SP Bl BT AL SReYial

c R TERURSERE D
BT E1E% SP 1Y SSH hirer <
MBREE ..
IXEEER 1P #HHEF SP i5ER

FELIEfSERY IP Hutikif1E] SP

ERA[A18] SP Y IP itk

24

IZ1Ttt ONTAP &7 ...

system service-processor image show

o -is-current ZRRLUFIATREISPRIIREK(E
BREEEDIRE). MRLENE R RIIRES.
NAZ BRI S,

system service-processor image modify

BIANBERT, FH ONTAP s oh FEFThRZsHY SP &
fr8t, SP BIH=BniE#H. BINAERRBER,
FEAXEFMETRER T ONTAP URH SP E4iR{G 2
ERVHE S RIERE AT EER,

system node image get

EEiTZ80 system node imageﬁi
@ 2 MBTEIPREANEENER (set

-privilege advanced), E&%iiz

NSRBI Y™,

SP Elf4-BRE&FE ONTAP —ifcfT 8, LR/ Foh T
SP Elt¥, FRIFEERERS ONTAP KT SP ElfFhk
AARER SP EfFhRAS.

system service-processor image update-
progress show

iIZ{TItk ONTAP %% ...

system service-processor ssh add-
allowed-addresses

system service-processor ssh remove-
allowed-addresses

system service-processor ssh show



AT E sP BIErr<

IREE ... SE1TIE ONTAP &< ...
EBTREMSPEE, 8 FUTER: system service-processor show BT

MSPEEEE -instance &8,
s ITIEEIEIGR LR

« YFI SP RS
* BRECET SP WM&
* MKER, FIINAH P #ihtFl MAC Hihit

* SP Efhr A E e FAEIEZO (Intelligent
Platform Management Interface , IPMI) hRZs

* TR SP B BohEM

BB R RSP system service-processor reboot-sp

R FHKRIEX—% AutoSupport JHE, EFBEEMIERE  system node autosupport invoke-splog
T RUTEER SP BENX Y

BEREEHINER SP AEX M ECIREY, B EHYE system service-processor log show-
EEMRET =P SP HEXHNFYS allocations

EESES)
"ONTAP 98p <"

FBF BMC Z1E8) ONTAP 7%
HEiIREIBITHIZE (BMC) XL ONTAP 555

BMC fEAEL RS SRS MIESE ( Service Processor , SP) #8[E, BMC Z#FLLT SP &%,

MRIEE ... fEALta< ...

ERBMCER system service-processor show

B/R 1B BMC MEEE system service-processor network
show/modify

B5E BMC system service-processor reboot-sp

BIR /B HEIRERN BMC BlHFMEGRIFHAER system service-processor image

show/modify


http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr/GUID-5CB10C70-AC11-41C0-8C16-B4D0DF916E9B.html

MREE ... eIt ...

E# BMC E% system service-processor image update
ER&#H BMC EHEFHIVIRES system service-processor image update-

progress show

7 BMC BHREIMNBEE, WETEIEEFMLEFERA  system service-processor network auto-
IPv4 5§ IPv6 ik configuration enable

7£7 BMC 18 EMIFM_EZ2F IPv4 3§ IPv6 #iltFYE G system service-processor network auto-
WL E configuration disable

2/~ BMC BoiMEERE system service-processor network auto-
configuration show

T BMC B ARz #8988, FhREILTHIRHES.

::> Error: Command not supported on this platform.

BMC s 1THREM<

R LU SSH EREI BMC o BMC @5 91TIFUAT a2,

#9 Thik

R4 ERFEH TR,

ROHEHIA EETRGIRHA. R .. corlsD BHAE
R BRI OH B R,

EHFEHRG XARGER, REFHF

XARYER XAR

F RS SRR

RO FTENRYS RIS

AAEE FERG.

GRS FTENRYSEHIE B
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