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AnYe]

° ONTAP 9151 EEGhRAS: LUK size B autosize-mode B AIFBEIRIBEE BT BI&IE K48
o

° ONTAP 9.14.1: size ZWEECIEMEIHITIE. LUIRHEAIRS.

* ¥iSnapshotZRE&IZE /I none AFAKAMEFMEE. MARE defaulte XZNTWRASRINERIREMS
HEMEHMER. HULEARREEENFEHLIE,



° ONTAP 91515 EBIRA: snapshot-policy ERIEBKAMEMEHAE. S =BREZE fAnone,
° ONTAP 9.14.1. snapshot-policy 2¥ECEN none BIEEHAE,
© FERAEMEETEATINEBE P HGAR(CIFSENFS). LU SR BIMAF SRR E N EHE R,
° ONTAP 9.15 1 EEhRA: BIEKAMZERAE. ONTAP= BB L& IARISMER R P 11X (CIFS).
° ONTAP 9.14.1: JZ3AFPolicy/5. TEONTAPHEIFESUMRESIRE, XIF. JMBAFARI(CIFS
ENFSYETEIBRE,
BXIEFAER, BB "FPolicyiFATZME" Ml "BIEIFAMEIFE"

RATFESIERBNIRE

RAGEBRFZREIRE—1EMH. RERINERBhHFPolicy 2 AHBRBANIIRES. EEIRIETH
B BN RREEEMLERESF. BT TMEREZR. KAMFERMELET /RIREAERTRENEFE
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#Z1T “fpolicy persistent-store create’ #%5iEfE, EE—TRLNITHS, UBARGLER@EIEEEIIMNIRS

o

V¥4 7 2 “fpolicy persistent-store create’ fE"ONTAP i S &%E"

HRRELE
HSVMEEZEFPolicy/MEB5 1 2. EHFEE ] IS B A AR Z M,

* ASVMEZEFPolicy/ 5|2
c RTINS FRMEER Y. BRREERTR(SSL)BEawmihnEZEr%aEE,

° golicy%%ﬁ%IEE‘ZEEE%ﬁ\FPoIicyHE%%% LURHFPolicy iR SS 23 @ MM RRI K FE R E BE HFl= A A

* ISVMEREFPolicy= 4
BEXHIRERFEMENEEREKR, Fi. EEERFEFTEEZNXHIEETUNREEERRE, NetAppiEil
WEUTRE:
o BIER/IXHRERBEHBERANENTHiERE. MASERERBF.
° gg‘getattr\ FEEL. B\, ITHMXAIREE R IERE. SMBAINFSE BRI IEFRYXLEIRVERR & EL %R

Slo
* EEESVMBEIFPolicysEHE:
BREAEERRFIAEXEENR. fIIIEE. EMNSH. MAREENSVMHABEHAXLEIR, NetAppi
WHEERY ER. IR is-file-extension-check-on-directories-enabled ZEISEEN true
, BRIREEENXE—EFH#H1TT BRAE,
WLEECE

FPolicyAR55 28 1= 28 Z BRI MR IEZ N A B RIER. NetAppZEAERAMEIEFPolicy iESEFmMESD
FRFo
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TIEIE
MNERERAFFPolicy iE2MLIFIEETE S ATFEFimAELIFRENIHO E. MFPolicy LIFEJgES
@ Eis OB EmREE R S —T m. Ft. TTEMT RihaFPolicyiRS328. MMSH T = EXH
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iBFPolicyARS5 88 LAMEIHZT ST X EI2ERIFPolicyiE Ko
BUHERE

BRI LUGFPolicy AR S5 28T B TEYIERAR S5 B3 S EIAAR 5588 Lo WNSRFPolicy AR5 ER(I F REEHNIFIR . MRz I REHA
AR5 283N ECE FAFIR(CPU. MZZHATEF).

RZLIEER T =5 FPolicy ARS588ELER, LUR FPolicy BRSBASEE, XPJRERTE SVM MaRz % A i is KEY
SERER, RELEERTERFPolicy RS ERMIEI N AIZERF. NetAppiZiN 5 S1FIKHEFilEE LRI E.

ZRIRECE

TeFFISME. BTAYELLERFPolicy REEERRBREMAL. MRRRIHIM RS THMRES, RSN
FRERTERBR . NetAppBINS SRS FREEERIM TR,

RINERFEI

FPolicy %t SMBFINFSIZ{EHITICAT IS1E. MIMBIRS e A X BAHEFFMAY .. EERBURAT NS | ZBEEREI(E
TEFED), WTRESFMSMBFINFSIAR] KR CPURIRRIMERE,

BEMEMRIE. NetAppZINTEEAFPolicy 2 515 & 1N F—EMHERH N EHITANRMGE. $EX ZHE

%Eé%um\ BEAFYE. TRABIFEGIME AP EREREIER). WEIER UK EEAR S 28EE R

T EeE

FPolicy@— M ET @A, BRI RIXEIIMNBARSS BHEITRE. HEMIONTAPHIMEN,, FRIESE
& FimiARBYEER,

T iTFPolicy AR5 ZRFNIONTAPHAMEBEIT#kEE. BRI LUK IMRRAZFHMRIT. HIREFTEZRBSHLIRE
RAERRA R, a0, FPolicyiERAYIEMNSXTSMBHINFSIFIRIER LRI, Flb. S FEREIETIFR
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1. WEEFPolicyit#428:

a. statistics start -object fpolicy -instance <instance name> -sample-id <ID>

b. statistics start -object fpolicy policy -instance <instance name> -sample-id

<ID>

2. RRFPolicyit#kgs:

a.

b.

statistics show -object fpolicy -instance <instance name> -sample-id <ID>

statistics show -object fpolicy server -instance <instance name> -sample-id

<ID>

o fpolicy # fpolicy server RS IR B X TRPTANZMERESHME R,

AR ET
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ESVM LI ERYER
RiAERE%E

ERGBRMBEMHTIER
RARBIFKIER
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ENRRIEREH

FRIERERNESE
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BUERBNERIERI
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request_ZEiR
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BHIEIER
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max_request_ZEiR
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Requests_received_rate
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FRIBRNEARIER
FRMMFRIBEREIL
FRRIBRITFIYIER
FRRIAKIERNESE
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EELENIPHELE, BB RIZER,
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FEbATMANIAEICZTIX IR, b, MiE X2 ESHBRFlexCache AT IR A RER S
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"FPolicy’ " R4 | ZaIREREXHMEIEEE, NEEIE FPolicy SMEF31ZE,
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‘protobuf RFEFI. BXIFAEE, BN "ML FPolicy FME5 | ZAE"

2. B FPolicy &4,

FPolicy EfHA T FPolicy REEN ImITHIAR . FFHEREIMNAXHE(FAEMN, FEAIUEETHE


https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html
https://docs.netapp.com/us-en/ontap-cli/statistics-start.html

225 R. BMHEATmIELESE/) FPolicy MBS | BRI AFBEBMIR BITFMHHIFIRTEE, FHTIEE R

RN LR
- BIiEFPolicy1F A ZHE (R i),
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KAMFERBTREFiH/ORIESFPolicy: BHMAIEDE. LURLE P iRiER,

MONTAP 9.15.1F 8. FPolicy}FATZMEALESEI TE1te o persistent-store-create B HHEN
ASVMEIEE. HAXKAMEHEILES,

. I FPolicy 5k,

FPolicy SRE& I TR BB GITHN—AFE G SHENASEREKEAEFR, UNRAIUGHL S BT BB AXEE
EH FPolicy lR$Ses (WIRKREZEE( FPolicy fRS2s, MIERMAETIFESIE) , ZEBRIEEXEDS
¥ FPolicy AR5 283 B R OB BV SR HITHRINA R, YNR FPolicy AR FEIHINEIE, NWHEEHITHIN
Wi, BEFSOARNHERGERIBREEXHELE, EEMEENSBEMEER, SRS LLSE
BRHVACE B {EF FPolicy RSB 23 EEFEANEL "[R4 FPolicy ARSS 25,

RIRIEE R T NIHITIE, MBRNITUHITIHIE, HEFRE FPolicy RSB XH, HETEE XHIEBRTHA
FRRM FPolicy RSZ 28 INEIEmIMmA, MISELSXEIHIR,

RBEAVIATR Y SYM o — MR REENAFZ 1 SVM, BE, —MFE SVM FILIEE 1 FPolicy 2B,
BTRIEGEE, FHMINEIRSSRECEHSHEBEZARE.

- ECEREESE

FPolicy SEEIA THEZRIENIPLS, HENSHREAITIRFNHRERITEEZ 5N SEEERAE T N
7£ FPolicy Ma=E - BFESHIFRMPLE S M R R0

()  #mssIEmEFaEmE,

. B FPolicy %&,
BRI, TEEEUR (%) BNRMNEIEREREELER, SVM 250 2 _E8 FPolicy #iZ2FF

BEEXAANXARIR, NTFHEEEERENEN, =M@ FPolicy RSS2 (WRKEEEM FPolicy AR
588, MmRESIZELREBAN) -

()  mpwmmERREEEL, NFRRENZIEREES IREX,

X! FPolicy 9M25 |2l E

X ONTAP FPolicy 5N 5| EECE
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8% FPolicy 5MEB5 | ZREXHIER

5MERS | ZECE T X FPolicyi 2T M E R 5 5MBFPolicy RS 2RRVERFIRIER . HREE:
* SVM name
* 5|ER
* FM LR FPolicy BR3588R7 IP itk LI TE 2R FPolicy RSS2 EEARY TCP InOS
* SIBRBEERIUERRAD
* 5IZBERAREN xnl 3 protobuf

MONTAP 9.15.1F 5. EEJLAEA protobuf 5|28, 1RE N protobuf. BHIEEFEHGoogle

ProtobuflA Z#HIAE N #H1 TS, R5IZRNIKENZA protobuf ™ F, EHRFPolicyRSS BTN

‘protobuf RFEFI.

T MONTAP 9.15 A FHESTHFRIGE AR TN, FEIERIRE R HAMRASBIONTAPZ B, 18805 [&IMNER5|

Z2. MNRIERZIONTAP 9.15.1 ZHiMIARZA. 15 5FPolicy S {EIN S 1ERITUUTIRIEZ—:!

° MNEHENSIZME protobuf to xml
° MIRRSIZEMEIXAISIZE protobuf
* AR T S5 FPolicy ARS5 28 Z [BIANERGHTT B R IIE

NREEFECEMRE SSL FMINIE, NEMHAECERM SSLIEREENEH.

* IAIfERSME IR E EIRER

HtEATEXEBIE, EXE, FEE, RABRE, ERENEREFXXIMEURSIEBIEEA

BHEH.
o vserver fpolicy policy external-engine create &3 < T EIEFPolicyMER5|EE,

HAREARINEE S
BRI LUMER T RPMEZ FPolicy BeE SHREMEKIEE |

ERXKE ET
SVM -Vserver vserver name

HEEZESIHLIMB5IZEXER SVM &,

& FPolicy ECEEBE—1 SVM REX . FEIE FPolicy RESECETMABTE
—ECRISMIBEIZE, REEEM, RESETEMRBEHOMSRE— SVM HBXEK,
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SIEBFFR _ -engine-name engine name

EEEDEAINGGS I ZREERRTR. ERUIEHELIR FPolicy SRERETHEE
SMERSIZERTR. XGRS IS ERBRABKRER,

R FRER KA 256 TF 1o

@ 9NZR7E MetroCluster Bf SVM KR E ECEPECEINB5IER
M, MR KEN RS A 200 DNFo

BRI A& T ASCH SEEFRNERAS:

_ & FPolicy fR$528 _ -primary-servers
IP address.

FBETRETFLATE FPolicy SREEME L IXBRAIE FPolicy ARS8, LHELLE

SRR IP #utFIRFIEE.

NRIEE TSP ERSES IP sk, W SVM 25BN T RESERALLER
BB 58 MEERE FPolicy BRS3238EIEZ—MZHIER, NREETS 1 E
FPolicy Bk3528, M= LUETET TM FPolicy ARSS 28 & 1%&@ %,

WNRTE MetroCluster 3 SVM R E R ERFERINFSIZ, NN IRIL S
L FPolicy ARZ52889 IP #iHiEE M EARSS 28, Binihm_E FPolicy ARS528HY
IP 335 E A KRS 230

_,,
E

Aas -port integer

87 FPolicy BRSZHIRO S,

4% FPolicy R$328 _ -secondary-servers
IP address.

IEEERLEE FPolicy JRESHYXHIARIE M4 RIZEIRI Z4 FPolicy ARS528. It

ELLUES R IP #it5 R XIEE.

QBEELERERSEN, FEER_RRSE. BREXRGE, ZRASE
I 5T RARSSBERER, BREETENMEMERSEN, Fom 5K
S RXE. MREET Z 1Lk, NWLUAEES IR FPolicy AR
SSas RIEEH
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SMERSIZEEE

HEEINGRS | ZRERTENERFR IR TEIT. BIABERT, FPolicy 7£
BEZ RN TET.

RE MBS synchronous, XHERMEZMEFPolicyfrS52R4&FEHN, ER
BEWEIFPolicy ARS8 IMAN fG 7 S4k4E, LY, ERFIG4E, ELIE
BSBuE%E, BABURT FPolicy IRS3ERMVIAN ZE R IFFMIEKAVIRIE

REBE NP asynchronous, XHiERAIEEMEFPolicyfRSBZa8&E B, ARG
e,

HMERS | AT

FEE MRS | ZA& T B XxmIIE Eprotobuf,

MONTAP 9.15. 1714, &= LUEHprotobuf5 | EH . 1&E Aprotobufft, &
B BB #EREGoogle Protobuf A Zi#HIME T TRIZ. EIE5IZRIRE
JaprotobufZ 8. 15HEfRFPolicyfRE 25tz #Fprotobufi 51146

FF5 FPolicy server &SRy _ssl 3%EI

IEEAT5 FPolicy ARS325E(ERY SSL kT, XEBMFNSE, eI LURIE
LUTE Bk E— Nt

* KB N no-auth, MARFHITEHRIIIE.
BEPEKIEE TCP 1L,

* REHY server-auth, SVM{ERSSLARS 28 &1 IIEITFPolicy AR5
FHITH MR,

* BB AN mutual-auth, SVMHFPolicyfRS ez BI&#THE 51
iE; SVME3FPolicyfRSZ28H1TEHIIE, FPolicyfRSSE8=IFSVMIHETT
BRI,

NREFFCEEESSLENIIE. MIEHIACE -certificate

—common-name, -certificate-serial, #ll -certifcate-ca
parameters

server-auth

P FQDN St BEEX &

$ERETE SVM #1 FPolicy BRE28 2 B)ECE SSL B0 I0IERTERBYIER AR,
SR LUBIE B R IFIEE N FQDN S{EEX ABR.

WNRIEFE mutual-auth o -ssl-option B, MAMBIEE—ME
—certificate-common-name &,

-extern-engine-type
external engine type it
SHNEAIURUAT™MEZ—!

* synchronous

* asynchronous

- extern-engine-format
{protobuf 3 xml}

-ssl-option {no-auth

mutual—auth}

-certificate-common
-name text
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WEBFESIS -certificate-serial text

FERETE SVM F0 FPolicy fR$S28 ZIBIACE T SSL B450IER AT SR I8IERY
EBHFETIS,

WNRIETE mutual-auth o -ssl-option &%, MABNIEE—ME
—certificate-serial &%,

HEBIMAENAE _ -certificate-ca text

FERETE SVM #0 FPolicy fR$S28 ZIBIECE T SSL B4 50IER AT B I8IERY
IEFHY CA ZFF,

WNRIETE mutual-auth o -ssl-option B, WK AIEE—ME
—certificate-ca &,

T ARBRIMNBEIZEET

EHNREERAEASHEEXEERN, BaIUERTRTNER FPolicy BLES#., ErILUERUTSEHIEX
ST =0 FPolicy BRS528 Z [BIRVBIS1T9:

(E=E3 EIR
BUHIEKETHERY _ -regs-cancel-timeout

integerfh
EEREEIFR(LUNS A RAL) (h). 7380 (m)TAD (s). R TRFRFFPolicyAR
S5 ERRINE AL

NREBATEIFREE, NTm=M FPolicy IRSBALIXECHIER, AlE, T4
SRBRRIXEE A FPolicy RS 28, IELEBEIEBI TR IELMMEZAY FPolicy AR
228, MiMiES SMB/NFS B ImMNIRE, Ittih, EHBISEARREECHIEXK
BEBTFEBRASARR, RABEHMIEREMNEXHA / HHiRH FPolicy RS 231 E
#&F8 FPolicy fR% 28

HERYSERE 0 B 100, WIRMEIREN 0, EWMERA, HEBUEBEXHE
BAZKRIXEIFPolicyiRS525. FRNIMEN 2050

m s]

FhIEIESKEYEERY _ -regs-abort-timeout °
‘integerf[h

LUNBS R BAHEERBRY (h). 73%8F (m)TAD (s) AEIBER & Eabordings
HEERSEEN 0 E 2000

18



RIFIRSERBIEIRR _

BUNBY A BAHEEEIFE (h). 28 (m)3H (s)Zfd. REERFLRE
F|FPolicyAR%5 28,

HERSEREA 0 Bl 500 MMRMEIREN 0, EMEREA, HFERKTBEKRER
R &RIZE|FPolicyfR53288. FRIMEN 10s0

m

FPolicy ARs528 ERIRARGIZIERE

$ERE AJ7E FPolicy fRE 28 EHEPARI R AR IEIE KK,
HERISEERN 1 B 10000, BRINMEH 5000

W FMER. FPolicy ARSS 2SRVABET

tEE B EEFR(LUNT A EAL) (n). 8 (m)BH) (s)Z/a. SFPolicyARS525HY
EEFL L,

2B FPolicy ARZ5 238 FIE & A IFRYERAIER B T8 HARR AR W E i
[ZEY, thEEASTEBNEARER L, RAIFNRKIERENE— 50 FRIAME)
HIEEMEF max-server-reqs- o

HERSERE 1 3 100, ZRINMER 60s0

m

[ FPolicy BRS5 28 2 X fR/EE 28 _Interval

FEEBEEIRR(LUNBY HERMTL) (h). 8 (m)TFD (s). TEZUE. FIHER
K i%ZFIFPolicyARS3 28,

REEH B SN T RIERE,

HEERSERE 10 2 600, SIRILEIREN 0, EIUGRER, HELILEERSE
EEH B R IXEIFPolicyfRS328. FAIMEN 120s0

m
RAEIMERZIRER _
HEEEERETE SVM S EFERZE) FPolicy AkS3SRAIR AR

HERYSEREA 0 Bl 200 FRINMEN 5o

-status-reg-interval
integerfh

s]

-max-server-redgs integer

-server-progress
-timeout integerlh

s]

-keep-alive-interval-
integerfh

s]

-max—-connection-retries
integer
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BWE AR K -recv-buffer-size
integer

B FPolicy IR 23 B EEERFHIRINE P K/,

AINMEIRE N 256 KB o WMNRILEIREN 0, MHIRKREPXBIAR/NFIKEN
RYE X HIE,

fign, NRERFHIRINEWREHXAR/NA 65536 F15, MEIRAEER
B0, ERFEARKIREIGEN 65536 F1, ErlLUEREFIERRINME
FIRBRWEAKBIA/N (UFTHARM)

RIXEHX KN -send-buffer-size
integer

15T FPolicy BRSS B EERERFRREERE K/,

BIANBEIREN 256 KB o MMRIEIREN 0, NAEEPXBIAR/NGKEN
R4E X BB,

fign, MREFFHRINRIZEAKAK/INLE N 65536 F17, Mi@IFER
BEIREN 0, ERFEPXAVEFIREN 65536 FT1. ErILUEREMRIEER
IMERIREREEAXHIAR/N (UFTREN) -

_Timeout , BFEEMMEEZREERRSIE ID -session-timeout
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BUNBY R ERAEEEIRR (h) 28 (m)ZFD (s)Zfa. FISIEIDRBEEMEESE gert)]

1 HAIE &= EIFPolicy AR5 28

NREFMEITHIBR 5FPolicyARS5 28 Z [BIRVIEZLR L. HEPEWREILERE
-session-timeout [BfR. |[HEIEIDEAIXEIFPolicyfRSZ2s. UEER LA
RiEX | H@FIB R,

BRINMEIRE 107D,

BXELE ONTAP FPolicy 4MB5 | ZLUER SSL SR IIEEZNEMEE

AR E FPolicy IMER5 |2 BRE NTEERER FPolicy ARSS28A(EH SSL, NMIBEE T E—L
BIER.
SSL iR 2R B HIIUE

YNIRERR Ty SSL ARSS 22 B M IIEECE FPolicy SMEB5IZE, MIFEEIRIMBEIZEZAT, BARER FPolicy Ak3523
IERERRNERTAENE (CA) HAFIEHR,

HESHLIE

WMRITFE FPolicy 9MEB5 | ZEECE N1EIF Storage Virtual Machine (SVM ) #03E LIF E#EEI9MEB FPolicy ARS3 28
BYEFE SSL ABE S5 3IE, MTERIRIMNEBEIZZHI, ERMLEX FPolicy IRFSSIEHEZR CANAFIES
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BEEHIE)BARSVMAMEE 1£4(E 2.

WRIEIKET -identity-preserve KM true (IDRE). WEEFIFFEFPolicyilBEFMEE. SELLIE
BER. REEHETIZE NN, ARNEETLLERSIED false (FMREID)
HXER
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o

BIZESMER FPolicy ARZ528EY, ERILUAER=MEMHIIEAT: THHIIE, SSL RSESFHILIEN SSLEE S

HIIE, RETTIFINS FPolicy AR5 2R D ECLAEUE SVM ERE B M IIEATUE B EFARE, BECIREETE
B9 FPolicy SMEB5 BRI 72TE —LLPRE:
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MetroCluster 3 SVM RV E LU NREESCER FPolicy SMB512E, FR#HITEMHE =M.
iE (RECE SSL)
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* MREEEE SSL B IRIEMERSEER FPolicy 4ME512, MIEELIEE MetroCluster 3 SVM KR E L
B, MWATSCABUILINERS | AR ER SIS MbRIMNEES12, A7 BELIEE MetroCluster 3 SVM KX
MERE,

* 908 MetroCluster 3 SVM KM EECE EF1E, N ONTAP =PEIEEFER SSL B0t B EESTER
FPolicy 4MEB5|%,

SR ONTAP FPolicy M5 | 2B 8 T ER

ERILUER L TERIER FPolicy SN 5| EBECEIIZETFAFERE. MRFESHE, BF
BAMEENXESRERNE, ARBEREIMNEIE

EAIMNBSIERENGER
BMIEREEERINIG I ZEEFRES M SMLE, ARIEREEENSHNE,

ERER Required BiE THME
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SRR =0, =0,
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— 4% FPolicy AR5528 S

SMERSIZEEERY S

E?‘—ﬁ?l‘%ﬁ FPolicy BR55281B(ERY SSLiE =R, =0,
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IEBFEYS S
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BXRBRINRSIESHNER
BEABASHEEINLSIE, BIAESERER TRANEERL.
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BRI EIE KRBT
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kl_'ik/u\lﬁ s_ﬁ E’\J |\E—|.| IZE

iy

FPolicy Ak35 88 EBIRARAIZIEREL &

W FF TERERZ FPolicy ARSS 28 RYE ISR ES

[@ FPolicy ARS3 88 KX fREH S BYEIRRE &
RAEIMERZT IR S
BRI KRN &
RIEFAX KRN &
EmEEHELARREIE 1D B S

X FPolicy E4EE
TFRONTAP FPolicy=E{4icE

EECE FPolicy E 220, BT G FPolicy FHME X, B RER miTSH
R, BEENSHURBERNEHMLSR. HESRHTEMVERERE,

Bl% FPolicy EHME X

B FPolicy EHREMKETE X FPolicy #HIZEE A THE B ST AR ELU R MG Z ST @&
IXFSMEB FPolicy ARSZ2EMIE 8. FPolicy EHEREEX TUTEREES:

* Storage Virtual Machine (SVM) #&#R
* BHRR
ZURITRIINY

MONTAP 9.15.1F 84, FPolicya] LAYS#ESMB. NFSv3. NFSv4LIKRNFSv4. 13Xk a8,
BRI R E
HIEFIE XHHRERE MIMERBE .
© BRBN AL
QEFRLEHRENTRESRAEER. SMIEEEC —AZIFNAS.
LRI EFMEERE
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HA=1SHEEMHEXM (-protocol, -file-operations, -filters) o UTHEBER
FX=15#:

@ * IEOILIERE -protocol #l -file-operations parameters
* BRILEEFMB =13,

* BARBEEE RIS

FPolicy EHEREGSHNAR
&R LUER LT A FPolicy EHECE ST RIBBEMIIEE |

EEXE gt
SVM -Vserver vserver name

FEEBESIL FPolicy S XEXHY SVM &7,

B FPolicy FREERE—1 SVM HHEN, At FPolicy REEECEMASTE
—CHIIMERS | EE, SREREH, RESCEMREEEMLIMSE— SVM HEXEX,

FEHRIR _ —event-name event name

EEE DB FPolicy HAFRIRMR, SIE FPolicy SRERET, ERJLAERAEHS
MR: FPolicy 145 SRE&HEKEX.

R MRER KA 256 DNF o

@ YR TE MetroCluster 8f SVM KXV E BB FECE M, Mtk
BINKENRZ A 200 MNER,

HZFFRIUEE LT ASCI SEEFRNERLES:
ca ¥z
*prFHz
*0F o

"o and MUQ"
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IBEEE N FPolicy EHECE AN, BIFIFR -protocol AIUBEUTEZ—

* cifs
* nfsv3

* nfsv4d

®
®

WMRIEE -protocol " MATIEFIEEBRE -file-
operations ¥, MMYARAELELZEY, BRERGESAE

T ko

MONTAP 9.15.1FF88. &0 LUBEEINFSVAHEIANFSV4.0
FMINFSv4. 1514,

-protocol protocol
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File operations
157 FPolicy ERIXHFIR1EY IR

HEHFERRIEENMYUMIE R P imiERPIRELL S RPIEERIRIE
-protocol B, ERILIERESHRFIRFIE— PRSP XXEERIE. 15
% -file-operations AIBEUT—PHZME:

* close AAFXHXRAIEIE

* create AT XHEIEIRE

* create-dir BROIBIREE

* delete AT XHMIRRIEIE

* delete dir BERMIBRIRIE

* getattr FREUBIHIRIE

* link FTHERIR(F

* lookup BIIRIE

* open AFXHFTFHRIE

* read AFXHIZEURIE

* write BFXHENRE

* rename A FXHEBIRE

* rename dir BREMRIRE

* setattr AFIRERMERE

* symlink fFSEHZIRIE

@ WMRISE -file-operations, MHTIEFIEERMHIHIN
-protocol B,
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Filters

EEAETE N BVLE E R IER TR LSRR TR, BBVE -filters ZHATIH
R P IRIAENR, tb7IRAEEUL - S0

@ YNSRIETE -filters B WEBFTNIEEBNE -file

-operations # -protocol parameters

monitor-ads ATFIHIER P inxt & A HIEREIERBEDL,

close-with-modification AFIMiERE P imiaK AKX HFAFELREYE
I,

close-without-modification BAFIMIER P imiE XK TRAMAR
FTIE AR

first-read AFIHiER P iniERKUHTERIEZIBIEDL,
first-write AFMER P AR LEITERE NRIIED,
offline-bit AFIMERHUERE P IHEKRATED,

REIIHERRSAE FPolicy ARS5 88N AIRIBRAN S B UL Z&@ A,

open-with-delete-intent AFIMERPiFIEKANED. LETFER
fER = ERIOPEN,

wEImERE, REESHITHAEMERAIXHE, FPolicy lRS584 =
WEIEH, ZHEY. XHRHKEMALEDR FILE DELETE ON CLOSE B

FBEINS.
open-with-write-intent BFHiEREEE NEENOPENE FIGIA
KAV,

REmESEE, REESZHITAXAHEEFSANASE, FPolicy iR
SR WELE.

write-with-size-change FIMERFIHE NIERHE LA/ NEIIE
I,

setattr-with-owner-change AFTHiER P IHSETATTRE N4
B RFrE &5 KEYED,

setattr-with-group-change AFTHiER P imSETATTRE X 4F3%
B RAVIERAYEDL,

setattr-with-sacl-change AFIHiER P ImSETATTREXN X4 E
F_EBISACLIEREYEDIL,

i 28 & B FSMBFINF SvA Y,

setattr-with-dacl-change BT HIER P IHSETATTRIERUE KR X
%2 B & _ERIDACLEYIEIR,

It iide 28 {0 iE Al FSMBAINFSv4 T,

setattr-with-modify-time-change Al FIHER P IHSETATTRIA
KA B 48 B RAVE KB Bl RYIE T,

setattr-with-access-time-change FIFTHiEE F imsetattrid XK LA

-filters filter, ...

27



EEREEHITERE -volume-operation {true

EESEHMNHRFESHTE LT FIAMENRN false,

false} FPolicyihn) 154 1E A
-filters filter, ... MONTAP 9.13.1FF84. BHFPH

U EI R &R DA PR S B 412
ERM BB, X BHMFL
2%, BRREHIPNEEIES
FE, NRXHIRERTR R
mEM. WEp@EN. Hha
&

* HFNTFSHPRMEM,

. %?Unix*ﬁiﬁfﬁﬁ'ﬁ%ﬁ&%
o

* BFNFSv4 ACLTIS %k
Mo

-monitor-fileop-failure {true false}

ONTAP FPolicy 157 SMB 21X R 1EFSIE28A S

7EECE FPolicy B48Y, BEEFENE, 41T SMB XA IHRIREZIFSE X 121
MimikesA S

TRINLT BT isiE SMB XHILIRIEHR FPolicy SR X HHRIEMmikasH S

SRS IR AE B2 S 3 pried

X WIRERr &, BN, BEUEEE, BHEXHE, REVEXE, HRER

ellk=d WEIEERr &, BiML

create_dir B, WXHRIER RS,

IS WEIEERr &, BiM

delete_dir Bal, EXHRERZIFEMILS.

getattr offline-bit , exclude-dir

TH monitor-ad , offline-bit, open-wan-delete-intent , open-write-intent ,
exclude-dir
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JEEY WEER S, B, BERIRER

ESPN monitor-ad , offline-bit , first-write , write-write-wing-write-size-change
R WIEERr S, B

rename_dir Bal, HXHHRIERSZRHEAITRES.

SETATTR monitor-ad , offline-bit , setattr_and_owner_change ,

setattr_and_group_change , setattr_and_mode_change ,
setattr_for_sacl_change , setattr_for_dacl_change ,
setattr_for_modify_time change , setattr_for_access time_change ,
setattr_for_creation_time_change , setattr_and_size change ,
setattr_and_allocation_size_change , exclude_directory

MONTAP 9.13. 17745, A eI ULEIFEGR DN R S B HEFR AN ER], TRIIE T EXSMBXAFiniRISE
i 1TFPolicy W ¥ By 32 FFRVIE A T IR SR EN Tt es &

STFHERITIRI S (HE(E BE S i
17F RER
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ECEFPolicy =Y. FEEE. (NHHERKNERNXHRENImEZRA SR EIENFSVIX
(ERVILEIEE

TRYIE T MNFSVIXXH IR EHHITFPolicy i =AY ST :F A X &R iR & .

TSRS (R PRV TmERS

ellfe AR

create_dir BAl, XPHREAR I EAmES,
S AL

delete_dir BAl, SHREAR I EAmES,
%o RRATLL

B offline-bit , exclude-dir

E:N BRATLAL, BERIREX
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SETATTR BEAN{I, setattr and_owner change , setattr and_group_change ,

setattr_and_mode_change , setattr_and_modify_time_change ,
setattr_and_access_time_change , setattr_and_size_change ,
exclude_directory

TS HEE BRI

MONTAP 9.13. 1798, AP e UREIRER DARM S BUHRERRBVER, TRYIH 7 XINFSV3XHihiRSE
Fi#1TFPolicy ¥Ry S RIIE B IH R SR (RN Tt as i &

EHELL RIS R 1E FFRYTmE RS
1518) RiEH
el TiER
create_dir EH
s ER
delete_dir &R
HEIZo &R
32EY RER
R NER
rename_dir EHR
SETATTR TEH
EPN NER

ONTAP FPolicy /7 NFSv4 I51EHSZ 10 HR RS IS2R4A &

EECE FPolicy HHEY, EREER, T NFSvA XHIRIEHRIERY, (NSZHARFERIX M4
BRENTmERRAE S,
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TRIIE T XNFSVAEINFSV4. 13X E AT Policy i RS S RIS HE (M Tm it 2R A 5 -

SFEFBIMHR(E
ESEil

ellfe

create_dir

il

delete_dir

getattr

EPN

ELRES

rename_dir

SETATTR

TSR

FFRYTmiEas
BANAIL, HFRER

BRI

Bal, XHREAR S EAmELS,
AL

Bal, XHREAR S EAmES.
BRANAL, HRER

BRI

BRANAIL, HFRER

B, HBRER

BRANAL, BERIREX

AL, BREN, BARERAN
AR AL

B, EXHRIERSIHEMTFIELS.

BZ#NMI, setattr_ and_owner change , setattr_and_group_change ,
setattr_and_mode_change , setattr_and_sacl_change ,
setattr_and_dacl_change , setattr_and_modify_time_change ,
setattr_and_access_time_change , setattr_and_size change ,
exclude_directory

AL

MONTAP 9.13. 1748, AP ] LUREIRER DA RS BOUHHRERIMBVER], TRYIH 7 XNFSV4EINFSV4. 1
XHFIBRIE A RITFPolicy BT RY ST FF VIR 1 IR AR ERI it s8 4H &

SIFHEARITIRISHE(E
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ellfEd &R
create_dir RNEH
illiz3 &R
delete_dir &R
2 TER
I7% FNET::
EY NiER
LR RER
rename_dir EH
SETATTR FEMA
EPN &R

52h ONTAP FPolicy S4B TEX

ERILUER L TERIER FPolicy EHECEIEFFAFERIE. NMRFESHE, WFERL
HREENXESHERNE, ARBEE FPolicy Ffto

BMIERELE FPolicy EHEREFEEESTSHIRE, ARICREGENSHHIE.
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¥ FPolicy SRBRECE

T#i2 ONTAP FPolicy SIS

EECE FPolicy SRE&Z AT, T T BEEIZRBINFERLESE, UNNTABRERE

oS, IEEAEBEREENSIBSHZENE
Bl FPolicy SRE&EY, ERFILLEEERS LA FIAEREX
* Storage Virtual Machine (SVM)

* —NE %1 FPolicy B4

* FPolicy 5MiB5| %
TR LABCE 2 eI SRR IR B
FPolicy RESECE B MLERNS
R LMER LRI A FPolicy AR R ENIES TR KB ENLIEE |
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=24 1
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RERRIR _ -policy-name

policy name

F87E FPolicy SRB&HIZ TR,
HZFFREKR N 256 NFERT.

WNERTE MetroCluster 5§

@ SVM R¥ M EREPEER
B, NItBRFRKENERZ
79 200 NFER,

B FREIIAEE AT ASCI SEEFRIIE

BAE:
ca ¥z
*AEz
*0%o

U % and Q"

EHBIR _ -events

event name, ...

HEEES FPolicy REEXEXNFHHNES D
BRI,

* BRI S E M RERE— 1 R,

* EHRRE TN,

* ERILMER— M EREEREIE SNy
XS, FARAERBEEER
SMMYBIR—NEMNG, ARBEMGS
ERBEREX,

* EHUTEFT.

A MERE -persistent

-store

MONTAP 9.14. 184, ttBEATFIEEK persistent stor

AEFE. LUBIRSVMAZ D IERHIZREE e name
X HiniRE M.
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R FPolicy RERFEAZAMNSIZE, NEFEE ONTAP FPolicy SEEIRCE

allow passthrough-
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F87E FPolicy ARS3 28
BETLANEH
FPolicy BR523)3 14
B ZR1EfE (BRI
%) BIXHHREEE

TRETERSS

© EEREUE—

ERRFHIERR
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B@RENAIRLD
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FEHMIARRIE
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BIRENIA BT LA
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FHEHETEINE
i%ﬁ%ﬁ%ﬁ

* BRE,

FPolicy A% 28
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* MRBECEEHSE

BREY, MERAI
RRRECE N
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-is-passthrough
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YNRIEK: FPolicy RERECENERRESIZE, NFEZBRHIREBINAE X X RBECER

FPolicy SEEl

FPolicy SEEIE X T M F FPolicy SRB&HIASR, 5140 FPolicy i&MA1%

=28
=G

PRI T FPolicy RBEHVIEFSEE, HF—15#. -is-file-extension-check-on-directories

-enabled, IBEER

KREBRELNOXHT BE. BRINMENR false, REFREER WX EBE,

EBETEHHE. BFZSHH—T
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EHRHEHEUN LB BERAYLSIZRIFPolicy RBEEY -is-file-extension-check-on-directories
-enabled BHIGEN false WTHREEEE. BRIARIKHKIEL, FRLEKEN, BTASKREXGT REF
EEEFEAR, Eit, NREFBRZERETILRIEIEE, NEELIRE.

BHRFRTEERANS I ZREINGERER. BN IIEE -is-file-—extension-check-on-directories
-enabled parameter t0 true SIESEERT,

RILSEIKERN true, FXERBFEHITT BRE, HRIEFPolicy;CRECET & SHRNYT BRRAE BRI
TR,
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TR LMERLETERIZR FPolicy RESECEIZFFAFRIE, ENIEREEEE FPolicy
REEREFEES I SHRE, ARCREEENSHIE,

(B85 (255 TaiE
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Bl FPolicy SEEIRKE E XIEH FPolicy HREGRVIAR, Storage Virtual Machine (SVM) BEXIAR. EH
FPolicy SREEBIZESEERT, HIEXERNAISEEM FPolicy i, FAMITIEEENAILEER SVM .
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s UHSFEHEPAT -shares-to-include B8 HENREEESET -volumes-to-exclude B,
-volumes-to-exclude ¥ F -shares-to-includeo

* SHEREKRESERRY —-export-policies-to-include SHHMBHRBIRKEEBEEP -volumes-to

-exclude B8 -volumes-to-exclude fLFtF -export-policies-to-includeo

s BB RPLUFERIEEXME —-file—extensions-to-include M -file-extensions-to-exclude

LIEN

o -file-extensions-to-exclude BMEHEZBIKNE -file-extensions-to-include BRES

.
FPolicy SEREEEGESMNAR
] LAERR LT AT FPolicy SCEIECBE S YIRFEEENEHM XA E

@ FEEEE TR EESRHRNERZ. BHERE. EMXET BR&Y. includeflexcludeB3rT LA
BIETER. N 2" and ., FZIEERENRER,

EREH pritd|

oif
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SVM
e EE I FPolicy SEER SVM &K,

B FPolicy FREERE—1 SVM HEN, At FPolicy REEECEMASTE
—CRIIMERSIZE, RESEH, RESCEMREEERMLMSE— SVM HEXEX,

RREBHR _
IEEERSCEMINEIRY FPolicy SRE&HIR R, FPolicy SRESAINETFTE.

BEEHNHE

IEEELIEN AEER FPolicy SREEBRHZFIR, LLUESHR.

BHERHHE _

gE%MﬁF_‘Z}ﬁT%E’\J FPolicy SRE&H T F R HZERIE S 5FR7!

ZERENE _HBEERITNETIR, UHENA T EER FPolicy 5.,

EHERIE _
EEE M FSERER FPolicy RE&BVISITRHIRIIERIE S HIR5R.

SHECSHIREE _

Ei—ﬂ\uﬁ%ﬁﬁﬁﬂ’ﬂﬁﬂjﬁﬁﬁﬂi, FAF it N A I SEEIRY FPolicy 2R

SHERPRAIRES _
EEZEMM N ASEER FPolicy SRE&EY IR HIFREY T SRESHE S 2 FR7

o

BESHXMAT RS _
EEERENAEER FPolicy SRESH X BEBIES DIRY IR,

BHBREIH RS _

EEZEMM N ASEER FPolicy SRESHEIZHHIFRRI X4 BRRZES 73R
e

40

—vVserver vserver name

-policy-name policy name

-shares-to-include
share name, ...

-shares-to-exclude
share name, ...

-volumes-to-include
volume name, ...

-volumes-to-exclude
volume name, ...

-export-policies-to
—-include
export policy name, ...

-export-policies-to
—exclude
export policy name, ...

-file-extensions-to
-include file extensions

9 e

-file-extensions-to
-exclude file extensions

9 e



BRENXHT EBRNERGTERA? _ -is-file-extension
-check-on-directories

BEXHT BERERTUNEATERNR. NRESEHIZEN true, BF -enabled {true FTAUNA

HMRGIEZ S EIXHFERNT BRNE, NRILSHIZEN false, BR FiRM false

BMET EBRALE, BMEERNAYT BRALE, W hELXEN,

NFRIFCE D ECRIRFPolicy RESECE NERANGIZE. NHIE L SHIZE
A trueo

52/ ONTAP FPolicy SBEIT{E%x

ERILUMER L TERIZRTE FPolicy SEEIRCEIIZEFTFAFRE. NMRFESHE, NFE
FHE ZXNXESHERE, ARBEE FPolicy SERE,

BNICREEEA FPolicy SERERCEFEEESTSHILE, ARICREEENSHAIE,

EEEE Required 2kE EHME
Storage Virtual Machine (SVM) &% 28, =0,

Policy name 28, 28,

ZAEHNHEE S

EHFFHE

iy

BEENE

iy

BHERNE

iyl

B EENS R

iy

EHIERAS HREE

iyl

BEENNXAT BR

iy

BRI RR

17|

RLEERERXHT RENE?

iy

8l FPolicy B0 &
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172 ONTAP FPolicy MR35 |

B eI NS Z A BEFF 4atIE FPolicy BCE. JMEB5IZEEX T FPolicy S E
55N FPolicy A5 288 HViERE, WIRERVECE EAMAER ONTAP 5% (RESMSIZE)
ke gEpE LI, WEFRECERIR FPolicy SMEB51%, MERRITIHISE,

FaZ Al
o "SMEBSIZE" MIRE TEKR.

KTUAESS

YNER7E MetroCluster ERE R EEMAIIMNERSIZE, NMINKERIER £ FPolicy R558309 IP #ItHSE N EARSS 28, BARIL
=_E FPolicy ARS528RY IP it W5 E 79 R ARSS 28

p

1. A RIEEFPolicyMEF51 % vserver fpolicy policy external-engine create &3

LU a4 8 1E Storage Virtual Machine (SVM ) vs1.example.com LE8IZEIMF51%, 5 FPolicy ARSS 2819
SNERBIERBEEH I,

vserver fpolicy policy external-engine create -vserver-name vsl.example.com
-engine-name enginel -primary-servers 10.1.1.2,10.1.1.3 -port 6789 -ssl-option
no-auth

2. {ERYIEFPolicyIMEB5 |8 ELE vserver fpolicy policy external-engine show <.
LIF < B REX7E SVM vs1.example.com LECEMFIAINES IZEMEE:

vserver fpolicy policy external-engine show -vserver vsl.example.com

Primary Secondary
External
Vserver Engine Servers Servers Port Engine
Type
vsl.example.com enginel 10.1.1.2, - 6789
synchronous

10.1.1.3

TS ERBX SYM vsl.example.com £& 7 "Engine1’ " IS RS | ERVIFME S

vserver fpolicy policy external-engine show -vserver vsl.example.com -—-engine
-name enginel
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Vserver: vsl.example.com
Engine: enginel
Primary FPolicy Servers: 10.1.1.2, 10.1.1.3
Port Number of FPolicy Service: 6789
Secondary FPolicy Servers: -
External Engine Type: synchronous

SSL Option for External Communication: no-auth
FODN or Custom Common Name: -
Serial Number of Certificate: -
Certificate Authority: -

82 ONTAP FPolicy E14

TEEIE FPolicy :RESECETIZT, BRECIEZ FPolicy F. ERIUECIBFEHEHES
FPolicy SRESHEXER. FHHENXBEERNMYUARE B EMMmENX FihESEM.

FriaZ
&N SR FPolicySEB 4" TIER",

832 FPolicy =4

1. EARLIEFPolicy=Ef¥ vserver fpolicy policy event create Bpd

vserver fpolicy policy event create -vserver vsl.example.com -event-name
eventl -protocol cifs -file-operations open,close, read,write

2. {FHWIEFPolicySB 4L E vserver fpolicy policy event show <.

vserver fpolicy policy event show -vserver vsl.example.com

Event File Is Volume
Vserver Name Protocols Operations Filters Operation
vsl.example.com eventl cifs open, close, = false

read, write

BIZFPolicyfE4 IR E M4

MONTAP 9.13.1H 8. AP AT LUKEIETHR/ RS BRI ERKAER, XLBHNFREM. 3R
FHIFFSEIFEEE,

1. A RIEFPolicyE4 vserver fpolicy policy event create &%

vserver fpolicy policy event create -vserver vsl.example.com -event-name
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../nas-audit/fpolicy-event-config-worksheet-reference.html
../nas-audit/fpolicy-event-config-worksheet-reference.html
../nas-audit/fpolicy-event-config-worksheet-reference.html
../nas-audit/fpolicy-event-config-worksheet-reference.html
../nas-audit/fpolicy-event-config-worksheet-reference.html
../nas-audit/fpolicy-event-config-worksheet-reference.html
../nas-audit/fpolicy-event-config-worksheet-reference.html

eventl -protocol cifs -monitor-fileop-failure true -file-operations open

£ ONTAP FPolicy FA 171%

KAMTEEETEEFHI/ONIESFPolicyiBRM BN E. LURE P IFIER,
MONTAP 9.14 1788, &R LUERFPolicy #1TI&E "KAEFME" #HIRSVMAP R IEsa
KRR IR REH. AFRERL (GaF|SIFETF) R L aF i E,

MONTAP 9.15. 1788 FPolicy#FATFERCESEI T E1to o persistent-store create SR AIEL)
ASVMEIES. HAKAMEFHEES,

IRIEONTAPhRZS. BILUEE A7 B K A7 E

* ONTAP 9.151SEmhiias: BIEKAMEEER . ONTAPRREN BaltEMEEH S, X eI LEFPolicy
RAFEECEH S A R E K.

* ONTAP 9.14.1: FIgIEMECES. ARNHEIENECIEXAMEFE.

FNSVMLEREEIGE— KA ME#E. ZSVM_ENFREFPolicyfil B R EMAX— KA MFE. BIEXLEHRE
EEETHE’JAVETM#@EQDEISO

BIEKANMEIZE(ONTAP 9.1515 S hR7S)

MONTAP 9.15.1F 88, fF8 fpolicy persistent-store create @3 LABIEEFPolicy A TFEH I EMAD
BXME, ONTAP=ESIFRLIEEIHIRIIMEB AP MY (CIFSEENFS).

FIaZ Al
* BRIBKAMEFENSYMSIaE LAE—1RE,
* BNAENRARATATFSVMHNES. HAB EBHINRKEIES,.

ps

1. pIEAA M. AT EMhRNRES:
vserver fpolicy persistent-store create -vserver <vserver> -persistent-store
<name> -volume <volume name> -size <size> -autosize-mode

<off|grow|grow shrink>

° , vserver parameter2SVMMIEZ TR,
°, persistent-store parameterigkKA M FERIE TR,
° o volume BSHEXKAMFHEBHAI.

@ MREBFEHMENTSE. 1B8FEH volume show ep S LIEH L EH EvolumeS I FIETE
[lig =8

° o size BHEBTEMEREGEEIINIIRS SR (ECH B ) NE R LRI ]
flan. MREHFEEESVIENIHRBNNEEFPRHAREODHHEMF:

FrEE%&A/)V= 30000 x 30 x 60 x 0.6 KB (F1JiBF1IE R A /V)= 3240000 KB =~32 GB
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BEERABBOBNE, T UEKRENFPolicyS Rk AER, WA LAGEMAFPolicyit¥ias

requests dispatched rateo

@ MREEANZMEL. WsizeBHEFEN, NRAsizeBEHIRETE. NEBERTIEE
P NINEREN
° o autosize-mode BHATIEEEHNBMARER., ZFHNEABRKRAGIE:
* o — B R/NFEIRIEE A= EIE M K 4E R
* IBK—YETRNEATEBSIEKEEN. BREMEK,
* shriZ_shrink—&AR/NRIEE BBl EME A 4E/) .
2. BIEEFPolicy RESF R KA MEFEZ MR Z KSR, BXIFMES, 1BEN "0IE FPolicy FH&"

BIEE KA MEIZ(E(ONTAP 9.14.1)

BRILIBIR—1E. ARCIE—NKAMEEUERZE. ARG, ErILIELEIMNERE P hiXih1e)(CIFSEINFS)#
ellfEnEEs

p
1. ZESVM_ERIZE— NI KA F R ERN T

volume create -vserver <SVM Name> -volume <volume> -state <online> -policy
<default> -unix-permissions <777> -size <value> -aggregate <aggregate name>
-snapshot-policy <none>

BB EBRBACKIE(ATCIESE)MEER AP NEAvolume CLISSSEREST APIBIZFIE A/ \HE. FHiF
ZENRTMRMA -volume TEXRAMEFED. BIECLISESIREST AP,

° , vserver parameter@SVMMIZ TR,
° o volume BEKAMEFMEENRET,
° . state BERNZENEAN.. LUETUFERALS,

° . policy BEUKENFPolicylREZHEINRERE). WNREH. MeILUER volume modify a¥ld
AINERES,

° 5 unix-permissions SEERIEM,

° o size BHBTFTEMEREIEFIINBIRSS 8 (ECH N AR ) ISE A LRI E2ET 8],
a0, NREFEBESWEENIHREMNEEFPRAREI0DHAIEH:
FiZE#A/)\= 30000 x 30 x 60 x 0.6 KB (FHBIIBRA/IN)= 3240000 KB =~32 GB

BERABBNBNZE, ErIUBKREHFPolicy&EINENAER, WalfERFPolicyit#i2s

requests dispatched rateo

* FlexVol S BEFRRESM. TUFEBHSH,

° o snapshot-policy SN IEE Anone, XEFETUBRASEINERRE. MMERHTIEHE
K. HEALEAIREREEEMNEHLIE,
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MNRBFERMENTE. BFEE volume show BB UEHTEHM volume modify mS#HITEANE
BN, FHRER. K/ snapshot-policy BRFAMEFMEIERIESESE

2. BIEKANETRAE:

vserver fpolicy persistent store create -vserver <SVM> -persistent-store
<PS name> -volume <volume>

° , vserver parameter@SVMMIZFR,
°, persistent-store parameter@&KAMFERIZ TR,
° o volume BB XKAMFMEENRIT,
3. BIEZFPolicy SREEFHIG KA M FEZIRIMNENZEREEH, BXFMER, BB "8I FPolicy HEE",

/72 ONTAP FPolicy 5k

B FPolicy TREERY, EEEBR—MIMBEIZEUR— I HEZNFEHSILREEHEXEL, %R
BRIRIEE R B EEmFIFIE, FPolicy lREZ2s =S EMAIR Storage Virtual Machine  (
SVM) L8R, UKEEE BRI EIEEE
Faazai

* NMIEF FPolicy IR TER.

* NREITREE RIS LUER FPolicy ARSS28, MISMIBS|IZNIIFTE,

* 115 FPolicy SREEXEXRIZED—1 FPolicy B4 ITFTE,

* NREBREEBENRNEIREAR. SVM EAIFESMBARS 28

s BEARKRICE KA MEE, 5I1ZBEE UM N async®, TN non-manail*,

BEXIFAGER, BEN SIBSAEEE"

T
1. lIE FPolicy 5EBK:

vserver fpolicy policy create -vserver-name vserver name -policy-name

policy name -engine engine name -events event name, [-persistent-store
PS name] [-is-mandatory {truel|false}] [-allow-privileged-access {yes|no}] [-
privileged-user-name domain\user name] [-is-passthrough-read-enabled

{true| false}]
o BRI LI — 1 Z 1 EHARNE FPolicy ZRE&H,

° BUANBRT, mflimiadFERRS.
e NRBRBBTIZE R AIFRIMAIR) —allow-privileged-access SEIKEN yes, BB NEFNIAE

RECERFNAF Zo
c NREBTIZERALE BRI -is-passthrough-read-enabled SHISEN true, EXEAIED
BEENRREIEIHIR,

TS BOIR— 1B "policy! * HIHEE, HEMLBEMHHER "EVENTI ", FIBINZIERE
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79 "Engine1” ", ILIRESTEREREEPRFEAIMIAE: vserver fpolicy policy create

-vserver vsl.example.com -policy-name policyl -events eventl -engine enginel

U TR eIZ—1RA "policy2” " BIRER, HREZRN "event2” " WEMHLUIREN engine2” " HY
SMERSIZE, ItERERECE N ERIEER AR 2#EITRNGAR. EERAER®IRE:

vserver fpolicy policy create -vserver vsl.example.com -policy-name policy?2
-events event2 -engine engine?2 -allow-privileged-access yes -privileged-
user-name examplelarchive acct -is-passthrough-read-enabled true

IR e G eI —1R 4 "native1” " BIZRER, IZREES RN "event3' " BIEMFREL, IHLRBEERRES]
ERERBREERERIAE:

vserver fpolicy policy create -vserver vsl.example.com -policy-name nativel
-events event3 -engine native

2. fEARYIEFPolicytRESECE vserver fpolicy policy show B
UTHSETREXBEEEN=" FPolicy tREEMEE, HFEIELUTER:

° 5ERBEREXEY SVM

° SRBEREXBISMNIBS|EE
SREREXBIEM

© BEBEREGITE

° BRRERPUAIN vserver fpolicy policy show

o

Vserver Policy Events Engine Is Mandatory Privileged
Name Access
vsl.example.com policyl eventl enginel true no
vsl.example.com policy?2 event2 engine2 true yes
vsl.example.com nativel event3 native true no

832 ONTAP FPolicy SE

Bl FPolicy HRI&fE, BEELIE FPolicy SEE, 7TRIZEEER, EaLUSLEE l’i
FPO“Cy %%*E*on /B.ﬁﬁ:_FEXJEﬁH FPO'le %%E’J ??o /E.__I-LJ\$E1:E ?) T_I'H:II%
B%, SMXHY BB EIESHFR S

FaaZ Al

WA FPolicy SBEIT{ER. FPolicy SRERMNS XEXRIIMNRS I E—IEEE (MRF I RERECE A ER MR
FPolicy fR%328) , HEAMME/LVEF—1XKEXM FPolicy E14,

B
1. fEEBIEEFPolicySEE vserver fpolicy policy scope create B3
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vserver fpolicy policy scope create -vserver-name vsl.example.com -policy-name
policyl -volumes-to-include datavoll,datavol?2

2. {EARLIEFPolicySBEECE vserver fpolicy policy scope show B35

vserver fpolicy policy scope show -vserver vsl.example.com -instance

Vserver: vsl.example.com
Policy: policyl

Shares to Include: -
Shares to Exclude: -

Volumes to Include: datavoll, datavol?2
Volumes to Exclude: -
Export Policies to Include: -
Export Policies to Exclude: -
File Extensions to Include: -
File Extensions to Exclude: -

5 ONTAP FPolicy &

FCESE FPolicy SRESERESS, RILUS A FPolicy &, BRALLEEAIGEH M ARG
iz SRR B SR

ez el

FPolicy SREE# NS KEXBIIMEBS | B—CiFE (IR ERBRECE AFERING FPolicy fRS28) , FEMMED
BB—1 KB FPolicy 4, FPolicy REESEEIMNINZETE, FHHEMMPELS FPolicy 5B,

KXTFULES

Y0SRTE Storage Virtual Machine (SVM) EER7TZMREE, HESTERBEETHAB—XHHRSEMS, WRfE
Rt Ed. MFEMEMSIE, ERRESIZRENRBENALABE TR, TLEARBHNARESENF
5S04,

() Frmem s LEmEE,

i
1. EF B FFPolicytk& vserver fpolicy enable #F%:

vserver fpolicy enable -vserver-name vsl.example.com -policy-name policyl
-sequence-number 1

2. FRRIERTEERAFPolicy (B vserver fpolicy show 83%:

vserver fpolicy show -vserver vsl.example.com
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Sequence

Vserver Policy Name Number Status Engine
vsl.example.com policyl 1 on enginel
~ .
E1EFPolicyfil &

{824 FPolicy ECE
7£ ONTAP &4 FPolicy B EMI&H<

BRI LUBIS S A FPolicy BRBRITTEFRIEER FPolicy Bt &, & LUEERIMNIRS]
g, FPohcy%ﬁF FPolicySEE. FPolicy;k A M ZiEFIFPolicytkE&, X r LUBBHEZR
FPolicy ZRE&, Z2F FPolicy JRI&fG, ZREEHXHEITRELE

BN R RAFPolicysRE8. FARBERHEE,

BEAHIAS fERALHS ...

SMERT | B vserver fpolicy policy external-engine modify
=5 vserver fpolicy policy event modify

SEE vserver fpolicy policy scope modify

KA TEE vserver fpolicy persistent-store modify

REE vserver fpolicy policy modify

BXIEHMEE vserver fpolicy policy, BEMN'ONTAP G5 $E&ZE",

B2 ONTAP FPolicy FH&

FeETeRfE, ERILUS A FPolicy RE&. BRLLEREEAIZE H MR IaIE It 5RERAY
XHipiel, SNRB(FIEXSRESAISC MR T, AJIAEEA FPolicy HRE&.

FHIaZ Bl
[BH FPolicy ZRE& Z B, WZ5ERK FPolicy FEE.

XFIAES

* Y05R7E Storage Virtual Machine (SVM) ERBRBTZ1MEER, FESMREEITHAR—XXHAREMS, N
SfEALE R

. ?ﬁ?&ﬁﬁ@%lﬁé, ERRES I ZERENRBHNM LTS TRE, TieBARBRNESENFYISH
G
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https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+fpolicy+policy
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https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+fpolicy+policy
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+fpolicy+policy
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+fpolicy+policy
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+fpolicy+policy
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+fpolicy+policy
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+fpolicy+policy
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+fpolicy+policy

* YNREE K FPolicy SREGRINLITLR, HARRZREE, ARERHFIISENEAE.
p
1. ATAERZAYIRE:

NREE .. WAL TS ...

B8 FPolicy HB& vserver fpolicy enable -vserver-name vserver name
-policy-name policy name -sequence-number integer

M FPolicy ZRE& vserver fpolicy disable -vserver-name vserver name
-policy-name policy name

2EX FPolicy RRENIES
T fi# ONTAP FPolicy ERf%
£ BN % FPolicy iRBAE B T ARINERER . SR show HEEM.

% show AHEMSHMNGLTUREBLAERERS. N 8 show LEARMHERNEFENESE:

-instance fl -fieldso

fEMARY -instance B, ™ show %, MapMHRUIRBRAETFAEE. TRLEERT, FAREHA
BERRK, HEESHNEEURILEFENES, EALIER -fields fieldname [, fieldname..] B
ATFEEXEH. FENETEEFRNES. BRLUETRMARINRAERILIEENTE > ZfE -fields &

#.
(D) @t show B9 -rields SHARRERSHRNTHBXNEMATTE

% show commandBEE— 1T HE M ENESR. BTFmikzEd. ATRTE et ETNERERE, &
A LGB A RBE ML ANESHET AT < 2 Z/5 show 8<%

o show commandz#FUNIXERXFEERT. AT REHSSHRPNZNME, Fli0, EaUEEEENERE
R (*) , NOTEESRF (1) , OREBERF (=) , SEEIEEF (integer...integer) , /NFEEFF (<)
, RFEBEER (>) , MNIAFFEERT (<=) URAKTFHEFEER (>=) ,
AXFERAUNIXERBEFIFMAEE. 1520 £ ONTAP <1757 .

T 2 RONTAPHFPolicyft Bz BEM&H <

AT LI fpolicy show AAFEIREXFPolicyftEREERMNT<. BFEH XFPolicysh
W51, B, CEMEERNER.

ERREX FPolicy... IEE fERLkHm<L ...
JNERS|EE vserver fpolicy policy external-engine show
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https://docs.netapp.com/zh-cn/ontap/system-admin/command-line-interface-concept.html

HH vserver fpolicy policy event show

SEE vserver fpolicy policy scope show
REE vserver fpolicy policy show

BXMEMEE vserver fpolicy policy, EBEMW'ONTAP Gi$&ZE",

EREX ONTAP FPolicy FREEIRSHER

BRI LB RE X FPolicy REEIREHER, UHERIEETERHE, BBENFERINES]
%, RRIOEYISUKS FPolicy HRE&XE£HY Storage Virtual Machine (SVM) o

KFUIES
MRKIEEEASL, Nt HETRUTER:

* SVM name

 Policy name
* REEFTS
* RESRE

bR T BREEFEUSE SVM LECERY FPolicy SRESHIRIERTERZI, EEEI LA SSHIREMEFAIRE

an <L BRIt

ERILIERE -instance AT ETRAXTIHRBAVFAEENSH. HE. EHALUER -fields SHUNE
T THEPIETIHNFE. ® -fields ? LUAEECIUERAMLFEL,

p
1. EAMEN < 2REX FPolicy SREEIRSHHEER:

B TEAERORSEENEE  BARD .

EEEFE vserver fpolicy show
BEHIETRESH ‘vserver fpolicy show -status {on
off}’ EIEERY SVM £

vserver fpolicy show fEFRIEE R RER B R

—VsServer vserver name

vserver fpolicy show ERREE MRS 1 ZERY
-policy-name policy name
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Nl
UTRBIRRT B XEE L FPolicy REEHER

clusterl::> vserver fpolicy show

Vserver Policy Name
FPolicy cserver policy
vsl.example.com vipl
vsl.example.com vip2
vsl.example.com vip3
vsl.example.com cserver policy
vsZ2.example.com vipl
vs2.example.com vip2
vs2.example.com cserver policy

S TREXEREE ONTAP FPolicy SEHIE S

Sequence

Number Status Engine
- off engl
= off eng?2
= off native
= off native
= off engl
3 on native
1 on eng3
2 on engl

TeIIETRBEXBRHA FPolicy REEHER, UMEEENERMN FPolicy SMB5IZ, 2
BREY (SR ARz FPolicy SRE& S M Storage Virtual Machine (SVM ) XB%,

XFIAES

MRKREETASE, Nt SHERUATER:

« SVM name

* Policy name

* REELAR
ERILUE A e L SHURIEE R imian < B tHo

p

1. EAENAEH < EREXERABR FPolicy FRESRIER

BN ...

BEETEXESARBIESR ..
FEEELE

EIEER SVM L

{EFEERYREE B R vserver fpolicy
policy name
BEEENRFYIS vserver fpolicy
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vserver fpolicy

show-enabled

show-enabled -vserver vserver name

show-enabled -policy-name

show-enabled -priority integer



Nl
UTRBIERT B XER EEREAMN FPolicy SREERIER

clusterl::> vserver fpolicy show-enabled

Vserver Policy Name Priority
vsl.example.com pol native native
vsl.example.com pol native2 native
vsl.example.com poll 2
vsl.example.com pol2 4

E1E FPolicy fRS5 2815 1%

ZEZZIONTAPHAYSMERFPolicy AR S5 28

ERAXGRE, NRARBELILER, NrlseFEZFohEZEIINE FPolicy iRS588. 15

FpRSS BN R HETEERIR, EERRIE, 3E, EERUAUFHRIEERE,

KXTFULES

MR AL EIR, ML IES FPolicy RSB 25MERE, FASEEGEIZNREERE, BUNFoHERE
13 FPolicy BRZ3 28,

pZ
1. EREETIIMNEFPolicyfR5588 vserver fpolicy engine-connect #R<:

BXBEMIEE vserver fpolicy engine-connect, IBEMW'ONTAP @iS$&E",
2. {ERRIEIMEBFPolicy RSB 282 B EERE vserver fpolicy show-engine 83%:

BXMEHMSE vserver fpolicy show-engine, IBEI'ONTAP fi$&E",

TZONTAPHMTH 59 EBFPolicy IR S 28 HEE

Ee]ge FEFoHEFF SIMEB FPolicy AR5 28RVIERE, 1R FPolicy AR5 88 7E M IE@ANIEK
BHRILEE, HELHREX FPolicy ARS588HITHESR, NIRTRERBEHITILIR(E.

-
1. {EREFF S SMERFPolicy iR 5528 Y% % vserver fpolicy engine-disconnect 8%

BXBEMEE vserver fpolicy engine-disconnect, BEM"ONTAP (i< &E",

©

2. {ERIEIMEBFPolicy RS5 28 B & B vserver fpolicy show-engine #3<:

BXBEMEE vserver fpolicy show-engine, JEEI'ONTAP @i & E",
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KRB X545ME ONTAP FPolicy ARS2BREIEMNER

A I REXE&EEDIEE Storage Virtual Machine ( SVM ) BYIMER FPolicy AR5 28
( FPolicy ARS528) EZMINREER. IERRIEENEHEIERE T WL FPolicy ARS528.

RFUIAES
NRKIEEEMASE, NS HERUTES:

* SVM name
* Node name

* FPolicy policy name
* FPolicy AR5528 IP it
* FPolicy IR 28RS
* FPolicy frRSS28 285!

BT BTRAXEETISE SVM ERY FPolicy EE#ERIER 25, BRI LUEAaS LS HIRE M A mtan < s

o

A LIHETE -instance AT ETRAXTILRBAVFAESHISH. BE. BHAILUER -fields B8 LUE
EPREPNETRETRNTER, BRILEA 2 Z/5 -fields ATFHE R UERAMLEFERNSH.

p
1. FRBNNGCETEXT RS FPolicy IRS 2R Z EIERKESHNHEER

EEREX FPolicy RSB 23FNERIK T ..

SER ..
e vserver fpolicy show-engine -server IP_ address
SR SVM vserver fpolicy show-engine -vserver vserver name
Mo T e E SREEHY vserver fpolicy show-engine -policy-name

policy name
IEEMNIRS SIS vserver fpolicy show-engine -server-status status

HE&EE’HQH_.\_J LJ\TLE L/(—F)Ikn_.\z_

* connected
®* disconnected
* connecting

* disconnecting
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BREE R E B EER

Nl

vserver fpolicy show-engine -server-type type
FPolicy AR5 88 KB AJ LIS LA R A 2 —!

* primary

* secondary

vserver fpolicy show-engine -disconnect-reason
text

M ERNRER A 2. U TR EENE LRRA:

* Disconnect command received from CLI.

* Error encountered while parsing notification
response from FPolicy server.

®* FPolicy Handshake failed.
®* SSL handshake failed.
* TCP Connection to FPolicy server failed.

* The screen response message received from the
FPolicy server is not valid.

ERBIZRT B X SVM vs1.example.com Lt FPolicy ARS328HIMB5 | EIEZMER .

clusterl::> vserver fpolicy show-engine -vserver vsl.example.com

FPolicy

Vserver

vsl.example.com
vsl.example.com
vsl.example.com

vsl.example.com

policyl
policyl
policyl
policyl

Server- Server-
Node Server status type
nodel 10.1.1.2 connected primary
nodel 10.1.1.3 disconnected primary
node?2 10.1.1.2 connected primary
node?2 10.1.1.3 disconnected primary

HERBNRETRAE X BER FPolicy ARSS2RRIER
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clusterl::> vserver fpolicy show-engine -fields server -server-status

connected

node vserver policy-name server
nodel vsl.example.com policyl 10.1.1.2
node?2 vsl.example.com policyl 10.1.1.2

BB RBE X S5ERDIETE Storage Virtual Machine (SVM ) HI9MEB FPolicy ARSS 28
( FPO“Cy HE%%&) E’J FPO“Cy El_i;zﬂyg?ﬁ)lklp\ﬁlj1mlu\o JJZH;E\__[ﬁgHjJ/diEﬁTED%%
FPolicy ARS523 B8 ERiEEVEIBER, UKL FPolicy ARS3 28 FVEIBIZENEZ BT o

KFIAES
NRKIEEEMSE, NS RBETRUTER:

* SVM name
* FPolicy policy name

* Node name
* FPolicy fR5528 IP ik
* FPolicy HIBREUERIKS

BT BTRAXEETISE SVM ERY FPolicy E#ERIEE 25, BRI LUEAGSSHIRE MM HEan < s

o

TRILIERE -instance AT ETRAXTIHREAIFAEENSE. HE. EHELUER -fields B8 UE
EaBHPNETETHFER, EAMUBA » 25 -fields BFHER UEAMLF RIS

p
1. EABEENG S ETEXT RS FPolicy RSS2 ZENEERESHNIHEES:

BETERASESHNR HINERS ...

EEM FPolicy Hi@IEBUEIRRE vserver fpolicy show-passthrough-read-connection

$EXE SVM B FPolicy BiBi5EUE % vserver fpolicy show-passthrough-read-connection
RE -vserver vserver name

FETEREEAY FPolicy BiBiEENEIZIK vserver fpolicy show-passthrough-read-connection
=S -policy-name policy name

FEERERAVIFH FPolicy HiBI%EUE vserver fpolicy show-passthrough-read-connection
BRE -policy-name policy name -instance
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IETEIRESH FPolicy BiBiEENEIEIRX vserver fpolicy show-passthrough-read-connection

s -policy-name policy name -server-status status RS
BRBAURUTREZ—:
* connected
* disconnected
Tl

T e < BB XER LG FPolicy ARS2BHNEBIRIUEZENESR:

clusterl::> vserver fpolicy show-passthrough-read-connection

FPolicy Server
Vserver Policy Name Node Server Status
vsZ.example.com pol cifs 2 FPolicy-01 2020202 disconnected
vsl.example.com pol cifs 1 FPolicy-01 1.1.1.1 connected

UTe<BREXRAE "pol_cifs_1" " RIKPECER FPolicy ARSS BN EBIREVEZEAIFAER

clusterl::> vserver fpolicy show-passthrough-read-connection -policy-name
pol cifs 1 -instance

Node: FPolicy-01
Vserver: vsl.example.com
Policy: pol cifs 1
Server: 1.1.1.1
Session ID of the Control Channel: 8cef(052e-2502-11e3-
88d4-123478563412
Server Status: connected
Time Passthrough Read Channel was Connected: 9/24/2013 10:17:45
Time Passthrough Read Channel was Disconnected: -
Reason for Passthrough Read Channel Disconnection: none
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