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enabled vserver cifs security modify -vserver

vserver name -is-signing-required true

BE2ZH vserver cifs security modify -vserver
vserver name -is-signing-required
false
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vserver cifs security show -vserver vserver name -fields is-signing-required
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clusterl::> vserver cifs security modify -vserver vsl -is-signing-required

true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required
vserver 1is-signing-required
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vserver name -session-id integer
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clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel
Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAIN\ joe 2 23s
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clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true

User Authenticated as:
NetBIOS Name:

domain-user
CIFS_ALIASl

SMB Encryption Status: Unencrypted
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1. BRREFNRENZLR: + set -privilege advanced

2. FaEEWEE: + statistics start -object {cifs|smbl|smb2} -instance instance

-sample-id sample ID [-node node name]

NRKIETE -sample-id BEEY. Zas SR NEERTHIRIRE. FHRILTREIEX N LITRERIERIR
IRl BIE -sample-id EXAFAH, MREFER—SITRESEREETIGS. BXREE

-sample-id S8, Nt SR EEFTRIRRIAER,
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‘show -sample-id sample_ID -counter
signed_sessions
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“show -sample-id sample_ID -counter
signed_sessions
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U TR EESHINIRES:

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

LAUF ap 1 FF s U SR i A B 28 -

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

AT ap 355 LU SRR AN RO ER IR

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

TS ETREART node2 HEE R SMB &=1F:

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

U TR RIEER RS

clusterl::*> set -privilege admin
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