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1. BNRRFNIRENER: set -privilege advanced

2. AT TR EZ—:

HRERMARA ... RS .
enabled vserver cifs options modify -vserver

vserver name -is-local-users-and
—-groups-enabled true

[ vserver cifs options modify -vserver
vserver name -is-local-users-and
-groups-enabled false

3. REIFIEENPRAKF: set -privilege admin
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-local-users-and
-groups-enabled true

clusterl::*> set -privilege admin
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enabled vserver cifs options modify -vserver
vserver name -is-local-auth-enabled
true

22K vserver cifs options modify -vserver
vserver name -is-local-auth-enabled
false

3. REFIEENREFI: set -privilege admin
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clusterl::>set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by technical support personnel.

Do you wish to continue? (y or n):

clusterl::*> vserver cifs options modify -vserver vsl -is-local-auth

—-enabled true

clusterl::*> set -privilege admin
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vserver cifs users-and-groups local-
user modify -vserver vserver name —-user
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vserver cifs users-and-groups local-
user modify -vserver vserver name -user
-name user name -description text J1SR[AJER
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‘vserver cifs users-and-groups local-user modify
-VSEerver vserver_name -user-name user_name -is
-account-disabled {true

an R A A A K

U4 Storage Virtual Machine ( SVM , LABIFRA Vserver) vs1 EBIZAS#IFF " CIFS_SERVER\sue' "

BN "CIFS_SERVER\sue_new" " :

10



clusterl::> vserver cifs users-and-groups local-user rename -user-name
CIFS_SERVER\sue -—new-user—name CIFS_SERVER\sue_new -vserver vsl
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XTFIAES

BRI LBT SR P Ik RIS P A P

p
1. BTN AVIRIE:

MREE ... YN
BRAFKRA vserver cifs users-and-groups local-

user modify -vserver vserver name
-user—-name user name -is-account
-disabled false

ZHBPKP vserver cifs users-and-groups local-
user modify -vserver vserver name
-user-name user name -is-account
-disabled true

SO AR P K D

SR AE A A P RVIK P 215, WRAFPNERRIFMEAR T2 T, NikIhEe

FEB .

ps

1. B ITHEMARIEENZER . vserver cifs users-and-groups local-user set-password
-vserver vserver name -user-name user name

ANl

LUFRBE RS Storage Virtual Machine (SVM , LABIFEA Vserver ) vs1 XBxRYZith A
"CIFS_SERVER\sue' " & &%

11



clusterl::> vserver cifs users-and-groups local-user set-password -user
-name CIFS SERVER\sue -vserver vsl

Enter the new password:
Confirm the new password:

BEXER
A7 SMB AR BRI RRAFENERERE

¢

ETREXCIFS REHL2ILENER

ETEXTHABFIER

TR B REL AR RFrEAMAFTIR. NREHENSERF EEET@B“W’KF‘
B, J"“J_JL,(muTWLZ%F'E’JﬁflﬂfllttFWc.uu&%’l\ﬁéFE’JfllkFW:.,uo IS S RIS BN IS RE
AREENAFPINEE, UK S MIRUES X A EUE T EEHR.

XF WS
FREFEXEAEENES.

p
1 BT TR EZ—:

NREE BN ...

E/RB X Storage Virtual Machine (SVM ) LtFfE vserver cifs users-and-groups local-
BRHIER user show -vserver vserver name
ETREFPIFAKFER vserver cifs users-and-groups local-

user show -instance -vserver
vserver name -—-user—name user name

BT, EEALLEFHEMAESH. BXFARES, BSRFMRR

Nl
UTTRBAIERTHEX SYMvs1 EFFEARMARER:

clusterl::> vserver cifs users—-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue Jones

12


https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html

BTREXAMAF AN R ERER

TR ETRBEXAHMABPERNZAHARE R, &I LUERLLE BRBER P XA
RN ABRIGENIR, IESRETHERF NIBE ML M R RNR, E

RS TR R]E) R

KXFULES
BRILBEEXSS, FENETEEENGER.

TR
1 BT g EZ—:

MREE ... BN ...
EREEAMARPNEMBRRGERER vserver cifs users-and-groups local-

user show-membership -user-name
user name

BRIk Asti R E At AR At BB P L R RS E vserver cifs users-and-groups local-
user show-membership -membership
group name

B/R53EE Storage Virtual Machine (SVM) XkBX vserver cifs users-and-groups local-
HAMEFREFRRERER user show-membership -vserver

vserver name

ERIETE SVM R AMMBFRIFAER vserver cifs users-and-groups local-
user show-membership -instance
-vserver vserver name

Nl

UTRHIER SYM vs1 EFREAMAFRHNRRZERES, AP "CIFS_SERVER\Administrator’ " &
"BUILTIN\Administrators' " ZBf9p 51, "CIFS_SERVER\sue' " 2 "CIFS_SERVER\G1 " £HRYR G

clusterl::> vserver cifs users-and-groups local-user show-membership

-vserver vsl

Vserver User Name Membership
vsl CIFS SERVER\Administrator BUILTIN\Administrators
CIFS_SERVER\sue CIFS_SERVER\gl
W s 3t R P K

NRABRBEAMAF K/ CIFS fR55883H1T4M SMB S{HIIESHAERXT SVM FikiE

BIIAIEABR, MIBTLAM Storage Virtual Machine ( SVM ) HAffipRiXLEmk
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KFIAES
mpFAAB AR, FIEEUTILR:

* XHERAREN.
AVHEES|IBILA PRI EHMB R EB Windows 2R,

* FREX AR 7 BYS | FBERRE MAK 53 S A AN AR BRERHE 2= P B
* TEMIBRARFRBRETERF, HINEER.

1. REERPFHZAA KA BRZIR: vserver cifs users—and-groups local-user show

-vserver vserver name

2. MBRAMIEF . vserver cifs users—-and-groups local-user delete -vserver
vserver name -user-name username _name

3. IIEREEMPRIEAFKF . vserver cifs users—-and-groups local-user show -vserver
vserver name

NG|
TR RIBRS SVM vs1 XBXBIZASH#IFEF " CIFS_SERVER\sue™ " :

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS SERVER\sue Sue Jones

clusterl::> vserver cifs users-and-groups local-user delete -vserver vsl
-user-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description
vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

Bt
f&egasithil
e LUEE BRI A A th 2 Y (Rl B A 5 B an 4 A RIS CEL B A th A,
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NREE ... fERmI< ...

{EehZs 4R o] i vserver cifs users-and-groups local-
group modify -vserver vserver name
-group-name group name -description

text MRFEEABE TR, WLTERANGISHH

&K,

BEepZANHA vserver cifs users-and-groups local-
group rename -vserver vserver name
-group-name group name -new-group-name
new_group name

ANl
BUT RG34l "~ CIFS_SERVER\engineering’ " E#s &/ " CIFS_SERVER\engineering_new" " :

clusterl::> vserver cifs users-and-groups local-group rename -vserver vsl
—group-name CIFS SERVER\engineering -new-group-name
CIFS_SERVER\engineering new

LU RIERZs#4E " CIFS_SERVER\engineering " BYa) @A :

clusterl::> vserver cifs users—-and-groups local-group modify -vserver vsl
—group-name CIFS SERVER\engineering -description "New Description"

ETRAEXTHANEE
& L B RIEERFSI5E Storage Virtual Machine (SVM ) _EECEMFRE ZAHZAR95)

Ro TEX SVM EFREEIRERISCAIIRIREEL SVM ERAAIIR (A m)RUEITHEHE

BRET, ERIEEER.

TR
1 AT g EZ—:

Ffrﬁ'ﬁ Dll_a $HU)\F‘ /7\ ana
8RB LR E A vserver cifs users-and-groups local-

group show

SVM EHIFRBE AH#hZE vserver cifs users-and-groups local-
group show -vserver vserver name

BITIHbe <Y, EERILUEREMANESE, BXIFAER, BELFMRIT

15



Nl
UTRAIETRTHEX SVM vs1 EFRBEZAHANESR:

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description
vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group
vsl BUILTIN\Power Users Restricted administrative privileges
vsl BUILTIN\Users All users
vsl CIFS_SERVER\engineering
vsl CIFS SERVER\sales
BIRACHIAA Y 53 AR

Ty Lo AN A ER A B AR P, & AN MRS R SR AP ZEZME, TR
EHRERERETA LRI RIRIEFI X EIER R, NELHEERAFPAESIZAEXE
RUANER, MItbIhEEIF=E B o

XFUES
M SR 7NN AR 53 B AE T -
* BB P AN RIS RRY _Everyone 48,
© IHABARAITFTE, AR REmERRMAR,
* AP RATETE, AR EARMEIZAHA,
* SRR AR RN B H At A ith 2zl
* BEIG AP SARINEIAHE, Data ONTAP ATMBETSISILL B FRERMT A SID -

Mt 28 FRIBR B 5B AN -

* IEREEMISHEY _Everyone  AAFMIBRAL R,
* BEMAIBRAE R BVANRRNTEE,
* ONTAP 4 ZEEE R E MLAFMIFRRY R 52 892 FRARMT MERZEY SID

p
1. AINEMIPRE PRI 5o
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MREE ... AEERS< ...

B EARINEIA vserver cifs users-and-groups local-
group add-members -vserver
_Vserver name —group-name
group name -member—-names name|[,

_ cel]
ERILIEE B INEIE E A BRI, AP
BIARNIE S 2 IRY R

MR RIBRRS 53 vserver cifs users-and-groups local-
group remove-members -vserver
_vserver name_ —group-name
_group name -member-names namel[,...]

BESE B A A AR, B
P4 RE S 1 R5IR.

W TFREED#AR sMB SERVER\sue FIiZi4H'AD_DOM\DOM_eng” #RANZEI SVM vs1 _EfYZsithsE
SMB_SERVER\engineering[FI

clusterl::> vserver cifs users—-and-groups local-group add-members
-vserver vsl —-group-name SMB_SERVER\engineering -member—-names
SMB SERVER\sue,AD DOMAIN\dom eng

BUTFRGIEM SVM vs1 ERYZSHIZE sMB SERVER\engineering FfiiikaAs#tiA~ sMB SERVER\ sue
SMB_SERVER\James !

clusterl::> vserver cifs users-and-groups local-group remove-members
-vserver vsl —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

BXER
EREXEMANGIER
ETREXFHARRESR

Ea] LU R RTEEBFEFEE Storage Virtual Machine (SVM ) _FECEMIZSHZARIFRAE LR
HFR. EXXHIAR)RIASEAFNE (XR) (D@ THEERBREY, HERIEEBR.

p
1 BT g EZ—:

EETHER AR .
8 LB ARRAARIRL 53 vserver cifs users-and-groups local-

group show-members
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EETHER BARS ..

SVM EFrEA#ARIRY 53 vserver cifs users-and-groups local-
group show-members -vserver
vserver name

Nl
UTFRFIETRTHEX SYM vs1 EFIEAMANRENESR:

clusterl::> vserver cifs users-and-groups local-group show-members
-vserver vsl
Vserver Group Name Members
vsl BUILTIN\Administrators CIFS SERVER\Administrator
AD DOMAIN\Domain Admins
AD DOMAIN\dom grpl

BUILTIN\Users AD DOMAIN\Domain Users
AD DOMAIN\dom usrl
CIFS SERVER\engineering CIFS SERVER\james

fRBR A 2R

MRABEEARMANRBTESZ SVM XBEREIRIIARISIE, EFRBZFER SVM AR
IYBE (451 DECLAAR T, MATLAM Storage Virtual Machine (SVM ) dffipRizasit
28,

RFUIES
MpRaAsthZBRY, FIREMTILR:
* X RHAKREN.
SIAEE S| AILEARISCAF A B R _ERY Windows 28R 1F,

* WMRZEAARFE, UREHEIR,
* FBEMIBRYFHEEY _Everyone £H,
* TEMIBR BUILTIN\Administrators __ BUILTIN\Users RN &4H,

g
1. @i B/RSVM LB A AR 51| 2R H E EMIBRAVAHILAIZFR: vserver cifs users-and-groups

local-group show -vserver vserver name

2. MpRAHIZE: vserver cifs users—-and-groups local-group delete -vserver
vserver name -group-name group name

3. WIFREEMIBRIELE: vserver cifs users—-and-groups local-user show -vserver
vserver name

18



NG|
UGS RIBRS SVM vs1 XBERIZSHIZE " CIFS_SERVER\sales™ " :

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

vsl CIFS SERVER\sales

clusterl::> vserver cifs users—-and-groups local-group delete -vserver vsl
-group-name CIFS SERVER\sales

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS_SERVER\engineering

ST A AR FE TP RIE R R 4E & AR

ERI LS A P ANLEARINZ] CIFS ARSS2spVASHIE, X R 2IEM B EEE ERYZIHIER
EER, MREGZENR, WARFEHEREEIEE,

EFIES
B RIS E BEHIE KM Storage Virtual Machine (SVM ) BIZ#R.

p
1. BRPREFNRENER: set -privilege advanced
2. PITHERZAYIRIE:

EFEMEARMAU ... FERIkHS
BRI EMMEEEMVE A~ A vserver cifs users-and-groups update-

names -vserver vserver name

19



BEENRAPMAUR ... fERALa< ...

ErRERIhEFRBIE A F14E vserver cifs users-and-groups update-
names -vserver vserver name -display
-failed-only false

NETTEEHIERAFRA vserver cifs users-and-groups update-
names -vserver vserver name -display
-failed-only true

BB XEMNFAERSER vserver cifs users-and-groups update-
names -vserver vserver name -Suppress
—all-output true

3. R[OIFEENRERS: set -privilege admin

Nl

T RHIEERS Storage Virtual Machine (SVM , LAEIFRA Vserver ) vs1 XEXBUEAF AN EZHR, XF
LEREH, FEEM—AKRBBR:

20



clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs users—-and-groups update-names -vserver vsl

Vserver: vsl
SID: S-1-5-21-123456789-234565432-987654321-12345
Domain: EXAMPLE1

Out-of-date Name:

Updated Name:

dom userl
dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654322-23456
Domain: EXAMPLE2

Out-of-date Name:

Updated Name:

dom userl

dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654321-123456
Domain: EXAMPLE1

Out-of-date Name:

Updated Name:

dom user3
dom user4

Status: Successfully updated; also updated SID "S-1-5-21-
123456789-234565432-987654321-123457"
to name "dom user5"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123458"
to name "dom user6"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123459"
to name "dom user7"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123460"

to name "dom user8"

The command completed successfully. 7 Active Directory objects have been

updated.

clusterl::*> set -privilege admin

EIEARHAR
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)23t 8 i5 AR 7 B4R AN AR FR

ERI LB AN PR B IR A BB A P SRR AR P AR, ARG B S D Eca H
EAIHRBFIAR. ZFRTLUBEX AP AR, MMiEaREE,

a2 Al
BN RA A B 5 AR P S AH A EF 7T

KFIES
AR AN PRKG B =% AP BRI IR. A RA = MIBRITRTARINBII R,

TERZAH I P BRI REY, A TR

* ER AN —T R E MR,
* FEMEAFEARINXREY, ONTAP BJgESild BX R g 88 R I IEE A F sl 4E.

Y05R ONTAP TESHEEH2REK R, ML AIERRMK.

$IE
1. AR AP HARN— 1 HZ IR vserver cifs users-and-groups privilege add-
privilege -vserver _vserver name -user—-or-group-name name -privileges

_privilege [,...]

2. WIFFAENRREEMNATIER: vserver cifs users-and-groups privilege show -vserver
vserver name -user-or-group-name name

Nl

AT RBIFH seTcbPrivilege Ml SeTakeOwnershipPrivilege /M%) Storage Virtual Machine  (
SVM , LUFI#FH Vserver) vs1 EBFF "CIFS_SERVER\sue' " H:

clusterl::> vserver cifs users—-and-groups privilege add-privilege -vserver
vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

Mt EIE AR P E4E R ERANIR

Eey LB BB PR R E IR At B A A SR P AR, XEFRTUIBEX BRNAN R
AR, MMBRE LM,

FaZ Al
B M IFRAR FRAYZS B35 A P BB A E 7 7o

22



KFIAES
Mt EiE A P S AAMIBRAREY, EFIELA T LR

* TR LARBR— P ZE MR,
* MR PSS MIBRINIRES, ONTAP RIRESild BX R IE1H 88 RIS IEE A F 54H,

Y02R ONTAP TESHizHIZREk R, Nan<LAIBERRK,

B
1. Mzt P e AP HIBR— PN ZMYPR: vserver cifs users-and-groups privilege
remove-privilege -vserver vserver name -user-or-group-name _name

-privileges privilege [,...]

2. BiFrREEMMNRFMBRFAENIR: vserver cifs users-and-groups privilege show
-vserver vserver name -user-or-group-name name

Nl

LRG3 M Storage Virtual Machine (SVM , LLRGH#RA Vserver) vs1 EBIFF "cifs_server\sue' " HfIER
¥ SeTcbPrivilege #l SeTakeOwnershipPrivilege -

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

BB A P AR

ErI L EE A A AR, WREEBCAteE AR AR, HFEFE
FERFEXLEEN, NN IFEEER.

KTFUILES
EEAMEINA P AR MR ZN R ERINRE B,

p

1. EEARMIFAFPHAENNIR: vserver cifs users-and-groups privilege reset-privilege
-Vserver vserver name -user-or-group-name name
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2. WirREEW N REENR: vserver cifs users-and-groups privilege show -vserver
vserver name -user-or-group-name name

Nl

T RBIEFERE Storage Virtual Machine (SVM , LAFI#RA Vserver) vs1 LR "CIFS_SERVER\sue' " HJ
R, BIAMBERT, EBAFSESHEKF XERBINR:

clusterl::> vserver cifs users-and-groups privilege show
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups privilege show
This table is currently empty.

LUTFREPEEEL "BUILTIN\Administrators™ " FIFIE, MMBEXRIFRIESRE :

clusterl::> vserver cifs users—-and-groups privilege show

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeRestorePrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name BUILTIN\Administrators

clusterl::> vserver cifs users-and-groups privilege show
This table is currently empty.

ETREXNREBRNER

TR ETRBE XD LB A AP IKFARANBEXNRER. KEREHTHER
ENATRERNAF R,

TR
1 HITUUT#REZ—:
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ZETHER HMALLER ...
Storage Virtual Machine (SVM ) LEFREEMZAM vserver cifs users-and-groups
BRRANBEXNE privilege show -vserver vserver name

SVM 4 E At A P F4E 89 B TE AR vserver cifs users-and-groups
privilege show -vserver vserver name
-user-or-group-name name

BT <Y, ERRILIEREMEIIESHS, BXFAER, FENFMRR

UTea<LER5S SYM vs1 Yzt Eiisi F - F14H BRHA K EXBYFR B X FR :

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeTakeOwnershipPrivilege
SeRestorePrivilege

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

FCBESRIIBANE

e EsudBHNE LA

SdmEHNEE—MARNE (B _privilege _) , BTHERF SR LUBHEEE
REFRA B RUAREA X, EMERR SRR E a2, 5 T AR
R IGSIRANENSEEFARR, UKkIEA Storage Virtual Machine ( SVM )
TR PEESTIRHNE,

AFHRI G BEBHNERNSAEFABER

* MRV, HAPZIAEENXAE, ONTAP EHE RIELIFRZX R ASOEHRE B RN
BHINR,

* JIRAFARIF, ONTAP FREXHHEFFIEERIER (1T) XK.
MRERFRIBRARE "X " (BHXR) , N ONTAP RHEL AR o

feESaTIRAINE
ER] LUER ONTAP sr < 1T R I ER LB P X REZE Active Directory A SR RACE LT IBAINE,

o SeChangeNotifyPrivilege WIRITHIRE A IFAFSLIBHINE,
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* BETFEEARME SVM ERYZSH SMB BFEAEEIRAFEAE, AIMSGEBHNE,
* M SVM Eryasits SMB AP 4R akisi A A BB IR IZ PR R LSS B E.

ZHABERT, SVM EMLLT BUILTIN AENSOTIBHIVE :

®* BUILTIN\Administrators

®* BUILTIN\Power Users

®* BUILTIN\Backup Operators
®* BUILTIN\Users

* Everyone
MREARFEAWHP—MEANNRRTBHNE, MWHAMIZAFRIERIEAR,
EEABLITREN SVM EivAt SMB AR MARESSEHILER, BAFIBUT/LR:

c MNREAFBEEXAMEIRANR ARTIREHICE. MWHARI SeChangeNotifyPrivilege MNBR,
=

C MREAFRNSMIIHAF ST IREHICE. MzAR ARG RN RRANRGE. MR LU
SeChangeNotifyPrivilege R,

o &0] LUEE M PR 2ZE A el s B P sl B S IR h e & SeChangeNotifyPrivilege PR RS =T Y

@ BERiEENAMEE AR NAZRSIIHRREFOE. TR
SeChangeNotifyPrivilege LT3 Everyone £H,

BEXER

AR RAERIBRIBHNE
RIFAPSAERSEREHILE

%5 LECE AT SMB X430 7 /T IRGY
Bl SMB HEipRlizHFI%
EREFELR B RIGIFRARX PR E
EFRIRBRYIR

[ 23t 333 A P SR AN INAR R

AVFAR AT BEREHOE

NREHLERAF RBBHREFINAEBRUEHRE NG BMEZRAFXMBHNE RS
BENRE. MATLUARIN seChangeNotifyPrivilege Storage Virtual Machine (SVM)_ERY
HSMBAF AR, BINER T, AFAIUSGEEEREBHILE,
FraZ &l

* SVM_EAMTFIESMBARSS 250
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* WIS A A P A1 B SMBARSS 2RI T,
* BEfEANAREIHAF 4 seChangeNotifyPrivilege ERMAINPRNAINEF T,

XFIES
RSP HARINNPREY, ONTAP alERiBE B RIFITHIZIRIGIBEAF HH, NR ONTAP & SigizHl
2R, NSk,
TE
1. B ARINBERSYIEHINE seChangeNotifyPrivilege ANMEIHAA A SHAMNPE: vserver cifs

users-and-groups privilege add-privilege -vserver vserver name -user-or—-group
-name name -privileges SeChangeNotifyPrivilege

MIfE -user-or-group-name ZWEARMAF KA. HEEAFHH,

2. BiHEERFRHAREERBSTEAINE: vserver cifs users-and-groups privilege
show -vserver vserver name -user-or-group-name name
Nt

LU er < a8 T explexe\eng ARV A F @i ANk Sed B RiBHHZE SeChangeNotifyPrivilege ZA1Y
R

clusterl::> vserver cifs users—-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\eng -privileges SeChangeNotifyPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng SeChangeNotifyPrivilege
BXER

RIEAPSERIBREHILE

BItAPRAESIBEREHOE

MREFRFERPIEHREFHFAEERLIFREN G, BAZEFRXNEHNERE
PR, MBI LUMIER sechangeNotifyPrivilege Storage Virtual Machine (SVM)_ERYZR
#ISMBF P 5 £H BIA PR,

Faazai

ZE M RIFRIPRBYZS #3538 A P S4B 4 A B 77 1T

XFIES

I AR MIBAARIRET, ONTAP EIAESET B RIS HISR RIS 4, NS ONTAP Fosk Sz
REER, NtHOTREAKNK,

p
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1. BIFETIRANE: vserver cifs users—-and-groups privilege remove-privilege
-vserver vserver name -user-or-group-name name -privileges
SeChangeNotifyPrivilege

[l B8 153 SeChangeNotifyPrivilege fE A REIEE At akist BB - 2B B9 PR -user-or-group

—name name %%&o

2. WIHEEMNARRARE EZASHTIBAINE: vserver cifs users-and-groups privilege
show -vserver vserver name -user-or-group-name name

ﬁ%
LUTFaSEIEET "example\eng' " AMAF LT B RBHICE:

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl EXAMPLE\eng SeChangeNotifyPrivilege
clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name EXAMPLE\eng -privileges

SeChangeNotifyPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng =
HXER

ARIFRAPSRAERSBREBHILE

BRARXAREMEMEIZREBHIESR

ETREXXGR2MMFEZREHRNESR

n'_JRTL,{;uu__]_ Storage Virtual Machine (SVM) Lt&ERESHXENBFHXEGZLE
Bo BRI LIZREX FlexVol & LHZRENER, NREEE, WaLLEREX FlexVol
& L EERABRIBAIFHSIEREFRI R 2 ENER.

ETAXXHREMENER

TR LMERUTREERAETNATEN qtree  (XF FlexVol %) HEHIENXHLZLMEER!

* NTFS
° "UniX"

B.A
VA=
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BB XEIZRENER

el LUBIE LAT NAS i 2/RE X H1% FlexVol & LIARIESHMNEZERNES:
* SMB (FiEhRs)
* NFSv4.x

ETNEXFERLRPF (SLAG) R2MHER

AILUER U TR 2ER IS FlexVol B gtree IR AFERS A RIHIFLSM:

« NTFS

*BE

* UNIX (INR7EEEIERN SVM EEEET CIFS fRS388)
ERBXoBIFRES (DAC) R£MMER
ALUEARAUTZEER N FlexVol HHHIXM RN RAEIASHRITH T 2M:

* NTFS
*RE (WRWKRAE NTFS AuL2M)

BXES
EREERAIBRMRRIP X iR R 2

BREXEFERRHRPHFRIER

£~ NTFS REeRAELNXHREIEER

TEILLER NTFS 22 R0 E LIXANBERZ2EER, SRR NENELER
efta, M %Tﬂﬂﬂ‘“ﬁﬂfﬁu&ﬁ X DOS BItHIER. BrILEREREIIRSEENN
XA iR) ] U T R R

XFIAES

iR Storage Virtual Machine (SVM) HIBRMUNEEREXHHX 4L 2EEHNEIERNRZ. &8
PRER S5 IRV B Rt

* HF NTFS RetRNEM gtree TEHE X H AR PRATIER NTFS XEHR LA Windows FAF 14,
b5 UNIX HBXBiEEFERE SN ETRM UNIX XHRPRIER.

* WFHRA NTFS ReRAIXAMXHEHF, KETR ACL fatho

* BFAILIESIRY gtree FECEFERFINRDIPER 2N, RILECE T EERIHRIBGIFHNES gtree B1Z
Bt tH I RER R 2R B ACL MTF(ELR»5EBF ACL -

* MRNAEXHRERBREE 7ahSmEES, Wiatits BRE XohSiheEsH ACE RIS

pg
1. ERMRENFAEEASETXHNBERZ2IRE:
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https://docs.netapp.com/zh-cn/ontap/smb-admin/display-storage-level-access-guard-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-storage-level-access-guard-task.html

B BRE R BWANLUTFEL ...
BER vserver security file-directory show
-vserver vserver name —-path path
=Y S vserver security file-directory show
-vserver vserver name —-path path
-—expand-mask true
ANl

UTFRBIERBENREER /vold ESVM VS1H:

cluster::> vserver security file-directory show -vserver vsl -path /vol4

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

OI|CI|IO

vsl

/vold

64

ntfs

ntfs

10

____D___

0

0

777

YWXIWXIXrwXx

NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-

UTFRBIERTRENEZ2ESUREFBEL /data/engineering fESVM VS1H1:

cluster::> vserver security file-directory show -vserver vsl -path -path

/data/engineering -expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
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Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Generic Read

Generic Write

Generic Execute

Generic All

= Archive
= Directory
= System
= Hidden
= Read Only

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

Self

SACL
DACL
SACL
DACL
SACL
DACL
SACL
SACL
DACL
DACL

Group Defaulted
Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...

Relative

= RM Control Valid

Protected
Protected
Inherited
Inherited

Inherit Required
Inherit Required

Defaulted
Present
Defaulted
Present
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System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

ALLOW-Everyone-0x10000000-OI|CI|IO
0...



Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

UTREIERBREANENE2E

B BEEFEEANARPFIFRE(ER /datavoll ESVM VS1H:
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cluster::> vserver security file-directory show -vserver vsl

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

BXER
BEREARERAE LHIXHLREMEER

-path

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

B UNIX Z2BRXE LNIXHLREMEER
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ETESRERANELNNAREIEER

BAUEREERERAELIXANERR2MESR, ERTEEINENR2RIE
T4, MATHENRULER UNIX FREEMANER. ERUERERINIIREEE
BT SCHI R) E) AU T TE R R

KXFULES

TS AR Storage Virtual Machine (SVM ) MIZFRUNEE REXG X ERZ2E ENEIENERR, &q]
LB R S5 R EREH.

* BAREBIAEMN gtree AILIEES—EEA UNIX XHERIRRIXHMXHF, W AIal NFSv4 ACL , LUK
—LEfEFA NTFS XHA RIS HFIE Ro

* BEAReBAEMNTNERT AR UNIX 3¢ NTFS B Z £,

* B XA NTFS 3¢ NFSv4 ReRXHIXHFMXHFA=ER ACL fHit

XFERA UNIX et BN ARIVUMNR (6 NFSv4 ACL) BIXHMBER, bFERAT,

* ACL laiPRFREEMAMEFRIVERT NTFS KefRT,

* HFEMESIRE gtree AL 2R UNIX , RAIUTEREREENEE gtree LECEFMERAHIRIF
P2k, EETHEERIHRIGIFHNES gtree BRIZRVRIL FTRESRIF E/R UNIX KA RAFER A
[]Br# ACL o

* IRESLFHNBIBRZIERASE NTFS AR EMREHE, WNRALEXHHERKIZEE T SHA
=, MiaHE S 2R XEIARIEE] ACE HER.
pg
1. EARFENFAERANERXHNBERZEIRE:

B ERME BRI BMALLTEZ ...
HERR vserver security file-directory show

-vserver vserver name -path path

TERTHHAER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

Nl

UTRBIZREBENESER /projects ESVM VS1H, LI BB ET. LEERSERREREASR
UNIX B Z 2,
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UTRHIEREBENEZ2ESR /data ESVM VS1H, It

36

clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

B.A
A=Y

2IRARZEE NTFS BRZR 2,



clusterl::> vserver security file-directory show -vserver vsl -path /data

OI|CI|IO

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:

vsl

/data

544

mixed

ntfs

10

e _D———

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-

UTTRAIETREBEEENRZEER /datavols ESVM VS1H, ILRELXEERAENTNEAER UNIX BRELE

. IkEEBEFMEERHRFHIRRE.
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:
ACLs:

BXER
ETANTFSE2RAE LHIXHZEMER

rwXr—-xr-x

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-Ox1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

(Applies to Directories):

(Applies to Directories):

BN UNIX ZEBAELNXHLZEEER

ETREX UNIX Z2EXNE LHXHREENER

TEAUER UNIX 22RAELHIXAMERZ2MER, ERRERANENE 2R
=fta, NATHERRUKREX UNIX FREEMANEER. EUERERTIER 2
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B IR I8) R B TR R R

KXTULES

iR Storage Virtual Machine (SVM) HIBMMUNEEREXHHERREESHEIENRER, &L
BERAHFMTIRERE =R,

* FEEXXHIRIEMNPREY, UNIX R2RNEH gtree (XEA UNIX SXHAPR, EX{I5% NFSv4 ACL o
* AEAE NFSv4 MM HRA =2 ACL fitho

TR UNIX 2 BN ARAUMNR (B NFSv4ACL) MIXHMBER, LFBRAT,
* 3T NFSv4 Rtk TF, ACL Mt PRIFFEENAREFRAER.
BN NTFS REERFE R

* HFUIRAESVM EECE T CIFSARSS 28 NMIUNIXE S qtree 2 FF RS ARIHIFR 2. Rt rlse s
N F s EgtreeBIFMELR LRI R £4ERIES -path o

p
1. ERMMRNFAEEASETXANBERZ2IRE:

EREREEHII BMANUTGL ...
BmERR vserver security file-directory show

-vserver vserver name -path path

TEBTIHAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Nl
UTRAIEREBENEZ2ER /home FESVM VS1H:
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clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

UTRAIETREBENRZLER /home T BEIEAXAISVM VS1H:

clusterl::> vserver security file-directory show -vserver vsl -path /home
-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -

GEESERS)
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ETRNTFSR2RAE LHIXHZEMER
ETREEREEAES LNXHLEMEER

FERAGSITREE A X FlexVol &_E NTFS HIXFERRHER

TR LLERE X FlexVol & LR NTFS BHIZREEHER, BRETARTEEIANENR:
RV, NATMENIRUKREXRARGIHRIEHTIRNER, BAUERERNIIREERE
B3 B AZ IR AU T R HE R

XFIAES

TS ARt Storage Virtual Machine ( SVM ) RIBRFRUNE B REBEZS
ERAHIFMY R KX BT R L,

oif

BHXHEHX AR, ERILE

* WFEIZEE, NTFS ZLiEREHM gtree XVEA NTFS R45iHIITHITIR (SACL) o

* BB NTFS BEZEMHESLT 2B SRR XXHFMXEFZ AT IR NTFS BZ5RE,
BETEERRNEMN gtree AIUEE—EEH UNIX XENRAIXEFB R, Bz NFSv4 ACL , MUK—
LefEA NTFS X RRIXHHI B o

 RATEBEXENIMEA AR UNIX 3¢ NTFS B L e, HEEESMAERES NTFS SACL .

* BT EMESHIRE qtree BNMEZE2ER N UNIX , HEILUITERER SRR ED gtree LECEZMERF351RIBA
P, BETEERIIFRBIFNED qgtree BRIRMNEH ATRESEN BREM XA HI NFSv4
SACL ARtz 4R 5 A 18537 NTFS SACL o

* IRESL PN RZIERRXA NTFS BRRERIAVEIE, NINRALEXHHE RIRRECE T 51850
B4, Mk TS BB XohihiRiER] ACE RIS R,

* BETEXAESR NTFS AR E2MIXHNXARNREERN, 5 UNIX BXREFERESNETRR
UNIX XHBRIE 2o

TEMESFILIEAIREY, NTFS R2RIUHMIX M RIEER NTFS XHA R Windows FIF #14H.
* JBEXHA NTFS 8¢ NFSv4 2RI X HMX 4R A = 2R ACL Hitho

MFEA UNIX 224 BN ARERARRE (6 NFSv4 ACL) BIXHMXGR, WFEAT,
* ACL itiFRYFFEENAmE FERVERT NTFS KRR,

p
1. B REAMEFARS X HH B RFZRKIRE:

EREREEHII BMANUTSRL ...
HERR vserver security file-directory show

-vserver vserver name -path path

ERIFAT% vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true
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Nl

UTFRAIERT BRIERFEZERRER
AN / K SACL % B,

/corp TESVM VS1d, IHERIZEHE NTFS B Z£M. NTFS Rk

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

UTFRHIETRTBENEIZKRER /datavoll ESVM VS1H, ERFGEEMXHEHMHEF SACL UKkE

& 5\hEIBI#R SACL o

42

vsl

/corp

357

ntfs

ntfs

10

____D___

0

0

7777

TWXIWXIrWX

NTFS Security Descriptor

Control:0x8014

Owner :DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0I|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0OI|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI



cluster::> vserver security file-directory show -vserver vsl -path
/datavoll

Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xaald
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

FEAGSITREETRE X FlexVol & _F NFSv4 BE1ZFERINER

B LUEA ONTAP i 91TREZTRB X FlexVol £ £ NFSv4 BiZRIERHER, BEHA
ERERIANBEMREREN, NATWMERRUREXAZHRIEGFIR (SACL) BE

43



Bo ERILMERERWIER £ A E SO Bz B TSR R R,

KXTULES

R R Storage Virtual Machine (SVM ) HIBRUNEBEERHBFZEENXHHERMNEBR, EoUEE
R IFATIRAE X E Tt

* UNIX 22 EM gtree (NI EHIZERI&(FEHE NFSv4 SACL o
* BEAR2BAEHFRA UNIX 22BN B R eI LN B NFSv4 B1% 58,

BERERIEMN gtree ATLIEE—EEA UNIX XENRIIXHMBE R, RIVIE NFSv4 ACL , BUIKR—
LA NTFS XHFARBIX 4B Ko

 RELTEBAEMINER AR UNIX 3 NTFS BN Z e, HEEESMAEERES NFSv4 SACL .
* JBXHA NTFS 3 NFSv4 2B HXHFEA = E R ACL fHito

XFEA UNIX 22 BN ARIANR (8 NFSv4 ACL) BINXHMIXHR, LEFERA=,

* ACL it PIFR B BEFMARE FE{UERTF NTFS LR,
* BT EMEHIRE qtree BMEZE2ER T UNIX , HEILUTERER RSB gtree EECE1Z(ERF3517IBA

P2, BT EELEIIFRBGIFNED qgiree BRIEMNRHATESRNEREM NFSv4 XENBE R
SACL AR t=fiER 5 A 18537 NTFS SACL .

* BFUIRAESVM EECE T CIFSARSS 28, NUNIXE S qtree X2 7R 7 ARMIFR 2. Rt rlsEe S

N R FHEERE S atreeFITFER A IHRIFIF L 24ERIER -path B,

p

1.

EAMENFAGREANERXHNBERZEIRE:!

BRI BT BALTFHS ...
HERN vserver security file-directory show

-vserver vserver name -path path

TFRTHAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Nl
UTTRAIEREBENELER /1ab ESVM VS1H, Ith UNIX Z2iRHK1ZHH NFSv4 SACL .
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cluster::> vserver security file-directory show -vserver vsl -path /lab

Vserver: vsl
File Path: /lab
File Inode Number: 288
Security Style: unix
Effective Style: unix
DOS Attributes: 11
DOS Attributes in Text: ----D--R
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 0
Unix Mode Bits in Text: ---—-————---
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA
DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

ETREXXMGEeMNEZRRBERNAR

TR LERBRNT (*) EREXAERRHRE TAEXHNERIXHREMEIZRE
BEEYE B

BECAT (*) AIRFAEBERBIENRE—NFAN, EZRET, EREETMEXANERNERS. IRE
BREA" T "HNREXHHERNES, WEEENSIS (") PiEMTERER.

Nl
UM HEREMSNGLERBE THREXHNBERNGER /1/ SYM VST:
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cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

N RS9 ERBE TSN HWXHNES /voll/a SYMVST, BEMENEISERR (™) ,

46



cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: “/voll/a/*”
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG

FERGSITARAEEIE SVM LB NTFS XL a4, NTFS Hi%
RN ER TG R AP

fEF CLI BEIAEIE SVM £AY NTFS XHZ LM, NTFS BHiZRI&FIEMERIIHIR R

B UMERBSITREEIE Storage Virtual Machine (SVM ) LB NTFS XL 2%,
NTFS Bt REEF 7B IHRBAF.

ERILAM SMB ZEF IR EABLITREEE NTFS XAR2MEMBEZRE, B8, FAGSITRELREXHR
EMNEZREE, THEERTEFFAIHEREEXHL2ME. €A CLI IUEZEEER— T eI Z XMt
RN A% 2 R R RIAT 8l

e RS EFERAARIFAF, XE ONTAP AT SVM EMNE—BER2FIF. FHEA5ILRMBIFERZRM)
FE NAS WhisGAIRIR A T R A B R B E R Ro

Sgei@d ONTAP sr TR EREMEERFERFARDF. EREEM SMB F P inEIREFMERARIHIFK
B, b5, WNREM NFS 3¢ SMB %F‘”‘"‘ES‘C#:‘ZE%E’JR%WE, MA=ERFERSBRBGIP R 2%,
BMER AL (Windows B( UNIX ) BIESRMTENEFIRHUEEFERSBRIBIFE 2% Eib, FER5175E
PP RSIERRRM T HINIR 2R, ZERFHEEERMINREMEE,
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BPETFAERBIAIETIANSE S NTFS J5ITUR, (BN UNIX BF BRGS0 SVM L
(D Windows ", W ONTAP BILIHES NFS IR 7 77 A4RSI BRI E % LV HIB T2
é we = [
NTFS Z2IRAE

NTFS Z2t&ERXEM qtree PEEHIFAE XHXHERERE NTFS BREL LM, EAJLUER vserver
security file-directory ARV, AFENTFSREERE LU TRENZ2M:

* HEHREE ARSI PRFI B AZ R B

* & ENEERIFRIPBFIPR M
BAEREERE
BELEIENEM gtree AIUEE—LAEET UNIX BRREMHFER UNIX XXHMPR (B3 NFSv4.x ACL
0 NFSv4.x BIZERER) BISXERX T, UKk—EEH NTFS BXEZ2MHEHR NTFS X R B %R
XHMXHFT, ErILUER vserver security file-directory AFRUTEENZEMNEATFESSR
SIRAFIEND LR

* SBEEI qtree FRA NTFS AL LRI BISHFI S F A ST PR AN B AZ SR BE

* XA NTFS #l UNIX B R R ENTZELR BRI
UNIXZ£EXE
UNIX Z2iZEM gtree BEEE UNIX BRZR2M (E15% NFSv4.x ACL ) BIXHMXHE, NREE
B. BMFEIEUTJLR vserver security file-directory FAFEUNIXZ2IREXE LLHELZE MG
5

* . vserver security file-directory B8 RINFEATFEBUNIXZLIEREMgtrees EAJUNIX
B MM EIZRE,

s BRI LAER vserver security file-directory @39 &R%). HFEUNIXZLIERE LI EFHER
HiRBEP. Fifee®wa BinsHSVMEECIFSARS 28,

BXER
ETREXXHREMMEIZREBIER

fERHLITREE NTFS XHEMX 4R EREEMN A HZ 2t
ERMLITREEEHEZRIEHARENA T NTFS XM 3%
EREFELR BRI IFRARX AR RE

fEAm TR EIREXHNXHRZ 2RI AEA

AT ERIUESNAMEREXHNXHRZ2E, MERTZEZF NS5, FEILATEL
EEZFFEHAREXHIXHRIEEMER 2 IEFTFRIBTIE,

EUTMERBR S, FRAGLITAEREXHNNHRZEMSRER:
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s EABBWIREREFE#EX S, fli0FEERPIIXHEEFE
s HIETR
* 2% Windows 15
B NTFS XHRFALRMNX G R MEZRIEITREL
FERAFSITHRERE X HMXHFRL 2 ERIRES
EERAGIITRAmEEXHMNXGFRLZL N, BFETHELRES,

* . vserver security file-directory S &RF|FEZFIEENFSv4 ACL,

EHEEE NTFS TR AT NTFS SXHFISX A,

NAfEAREMATNAXHFNXFRL 2

REWMATESWREFTIR, BTHERF AL RATTERELURERF
RS RS B AZBI N R o

© PR ¢

?fIRFﬁEEES(#%E’\JFEE%ﬁifFEZ?EéE, HAHENR (BF, AstBENMNR) PILEE XS RNITRIR

* REHRRF
AT RIEESR2EENMESN, BTEXSXAFIXXHRKERINR,
*ipiRlERlFIR (ACL) *

pREFRTREZ AP EESHIIR, HPESEXAR, AatBEVMNRAUNNAT ZEER T
XX RHPITIRERNER. T2MATTAIUEE U TRHERR ACL :

° BEtlinEERI5 %R (DACL)
° RgplaizdlzIER (SACL)
* * fEfGEERFI% (DACL) *

DACL B2 AVFSIELN XA FHITIRIENAF, AMITEANINREY SID 51%R. DACL HEZITHZS
MaiEERIFE (ACE) o

* RgeipEEHlzIR (SACL) *

SACL B & IERMINBRMEZEHHAF, AMITENIRE SID 7&K, SACL BEZ TS MAIEES
%HB (ACE) o

*ipiEERl%E (ACE) *

ACE & DACL 8 SACL FH&1M%HE:
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° DACL ihiaiEHIR BIEERITHIEL KR ERR, ATt BN KRIIARINR,
° SACL ipiRlizhl% BisEHEZNERF , AsutBENNRAITHIEERIFNEIERIIMINEKKESF,
* AN RR ¢
IPRE AT BINAIR T 2R TP E X BRFRM R I REEEIN R, FITRINBARTURABINR, EXRA

FRISENFRES. ERTLUEE" Apply to "(RZFBE)RBEXHF. FXHFMXHBRE A UMEE(] this-
folder, sub-folders M files '’

HEEE
"SMB #1 NFS &zl L2 REE"

ERLITREEEHEZREHARENAT NTFS XX 3%

£ SVM R E B AR LN AR ER M A P s A R B RERBRAY/EN

MNEXHBERFERICBERZSH AT DACL 3 SACL B ERAEAF A, NE
ID EFECE X Storage Virtual Machine (SVM ) K¥#WME BirNBEX4E RERKEZHI
, WATZEIE—LE4SFRE N,

1EEILAY SVM ECERMEMEACE, UMERERE LAYVR SVM BHIEMECE MR SVM EHEBAr&Ef LR BR
SVM o

TR LUK E LT RMEER SVM REmE 2 —:
* BIMRE
EUHECER, SVM 0 CIFS ARSSSBAVRIRIGRE TR,
* BEFRSH

FHEES, F=FE SVM M CIFS fRSSEMS M. EXMERT, B SVM LR SVM # CIFS fArs528
ZF5iRE SVM £ SVM I CIFS ARS8 2 RAR[E,

B EFRECE AN
EEMERRES, YTaESAMAR, AFNNEEEN SVM R, HABRAHIZAZFR (43 CIFS RSS2
2FF) , FHS SVM Bir LB CIFS fRZ 252 RILES, 590, WNRIJE SVM %A “vs1° ", CIFS IREZ28 2 TR

5 "CIFST ", TIEAR SVM &F% "vs1_dst *, CIFS RESSEHA "CIFS1_dst ", Mz fozksnis
& "CIFS1\user1’ " =BEHEA" " BFF SIFS1\DST1" :

50


https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description

vsl CIFS1\Administrator Built-in
administrator account
vsl CIFSl\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1 DST\userl = =

BNfEA B P A RIS EARM AR ASIEET B ER. ERMBFRHAEAZIMASEXFE F KRB (F
BEGRLTHRE LAENSRE)PEMNEN vserver security file-directory S RT).

N, JFF"VS1 . MREFEFEE TDACLEH -account BEIGE N CIFS1\user1™". MIIEERSTEH
FSVM_EBohER. URMBEFRICIFSARS 2221,

clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder

RAER vserver security file-directory modify FAFFohECIFSARSZ 282 FRE N BIRCIFSHR

51



SR,

BEKA SR A B RREEEA N
BN X ERRBEEEAH TGRS AR ANSHTRE:

* REMWRT

TR LUAFIEE R RATHAMEE UAREERTFAEENE A, NRREERTHAEEMEALAZEF
BAMBARSHAE, NN EBRREEATT, WEEKFAMAPFERBEIR SVM . EeJLUER vserver
security file-directory ntfs modify e AR ZFRHITERINERNEL,

* DACL %H

1 DACL X BEWINES— MK HEXE SIS RIERAMAF AR E DACL , A rEfERE
R SVM £, BHTETLAEIINAE DACL ZBERIKF RFF, RGN LR PRIFREFERZMA
FEi4HRY DACL % B, EREIERERBIRKF RVREIEHE DACL %8, HIFXLEHE DACL B 58N
AR 2HIRTT REX.

* SACL%H

B SACLFBEUAS— MK KB R FUEMEMER DA AKAB SACL , LUERABR SVM
B BTETAEIAE SACL ZBEBKF 2R, EILLBIML AT HRERMEMER AP AHR
SACL %8, FREIEGENBIRMKF BRI SACL %8, HEXLEHMN SACL B SHENMNZEER
FFFRXREX.

ENALLRIEZ A, SN ERERBEEFERNAMAR AR TEMSENENR, TN, NMAFLE
KMo

fEAmLITHREE NTFS XM LEEEMNAXREM
BIEE NTFS REHRT

B2 NTFS R (XML £KRE8) EACE NTFS iaaliz#l5IR (ACL) HRBHEN
FiF Storage Virtual Machine (SVM) AHIXHRXHRNE—F, ElLIFREER
5 RREE S PRI R IRHE KB

EFUAES
ERTLIS NTFS REEHE RN AR AR S REMERE LI AR NTFS BLRT.

AINERT, ERIRR2HARNEN, Mzt RME N RETIERESTIR (DACL) hREHIFE (
ACE) o TMRRIA ACE #IFFIR:

R ie)SeR IR R R AR BRBV (L E
BUILTIN\Administrators 53 il s, F3Xfk, X
F

BUILTIN\Users RVF ERE il J{ttl?dfFE’E , FXHE, X
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R PSS IR R A RAV I B

Creator FIEE SV STRIEH %S{#F%E, FXMHE, X
NT SV i b3, FXXHER, X
AUTHORITIC\SYSTEM G2

ERILUMER U T ANES M B EX REWARTEE !
* ReWRTHREE
* FREENES
* RIgIERIRE

FRERAL RGP BERIEMADES KRV E. BXFAEE, FENFMI

¥ENTFS DACLIARIEHIZ B ARINEINTFSZ £1F R T

[ NTFS K2R 570 DACL  (FENLIpIREHIZI&R) hiRlizdlskE (ACE) Z2EE
NTFS ACL HISEN A FXHHXHRMEZL, SNFBEIRNRAFFIELIFTNITR
» FHEX I RAT AT ABERT ACE FRTE X RIS B 4 K ITRIIER R,

EFUAES
BRI E— RS MACLTRINEI R 2 A FFAIDACLAR,

NRZeHEARTEEEBIE ACE B DACL , MiZas<=¥# ACE AINE) DACL ., MNRLREHATAEE
DACL , MIiZes<¥58l#2 DACL FHREFZRMF ACE o

TR LUE T e E B A PIEERIK A RIFEHELRNNRR B EXDACLFE -account B, IEENRIIAGE
B=M, X=MAEEERHRY:

* PR
* SRR
* RIEIIR (BHRARER)

(D)  mBkKISEDACLAEIR. MERIANBIRIZER Full Control,

EA] LUER T e E Rl R4k &R B E X DACL % Bo
FHELRB BRI PR BRI ADESHHE. BXIFAER, BELFMRIT
p

1. ¥5DACLEZ B RMNEIZEEARTT: vserver security file-directory ntfs dacl add -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account
name or SIDoptional parameters

vserver security file-directory ntfs dacl add -ntfs-sd sdl -access-type deny
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-account domain\joe -rights full-control -apply-to this-folder -vserver vsl

2. WIFDACLEZBRSEIEM: vserver security file-directory ntfs dacl show -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account name or SID

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

BB R 2ERR

7 SVM X H LR REZEE ACL FRENATXHIXHERNE=D, REFTIE
MESHIERE, HRSMESEHE— %8, AINATFXHEX4R, ErIUHEERES
//J“Z]DIUK%%E%EPO

KTFUAES

ANEREREHESEE NTFS REMRTTEXHHXRBREZENXEK. Fit, SENEReRBSE5D
SVM (B& NTFS R2BRAEIEAREERENE) HXEK.

p

1. QIBL2HEE: vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BiFLLH:. vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl

RHES MBI R 25RBE R

BIERRESHEERNIZLHREZEE ACL FHRENAT SVM XX 45 HKH
FOP, IRRBESE, EEERLESSLREREEXEK, EIUK— TS MES
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FEANILZEREH,

XFUIES
LZLREEESHNE R, ASEEBEIRLERIAET NTFS RS TR XHHHFK (NREEF
fERANAEPR, MWBAUNENR) HITHEMENE.

ESREERM:
* XHEMBERES

BAFEERL AT AT EXHFMNXEEMNES, EIXHNBEFESNARN ACL A LUEE SMB &
Fixay ONTAP e TR EHITE R,

* FhERARIRRAIPES
BT EEREERF LRI MR N A THEEENES. BIFELIHRIBIFESNAR ACL R
REIET ONTAP sy 1THREHITEE,
ESEEXH (FXfR) H—AXH (HXHKX) NLRSEEEN. REFHSMESHHRIHE—ITR —
PREPHETREREE—MES. KRBRTEESEENESFE.
RHES AN EIRBRATAEN -

s FPMREZFUES 10, 000 MESEB.
s —PMNEREAUEE— 1M HEZMES

BMERBR A AR E S MES, EHELERRIREENENEE X 4B RMNFMERHRPES. RIS
BEMEFMEERRDPESSHPME X B RIES,

* FhERAR PR A T RRHIA R,
ERSRAERINYIIRR,

mREREINESET, BIFEEUTENMRESE:

* SVM name

* Policy name
* Bz
* BE5REXRENR AR
TR AU T NESHBEX R MIATTECE |
* ReXH
* SRR

* R5|UE
* IplEEHI SR

FHER S B R IFRE R ENESHHE. BXIFARER, BELRFMIL
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p

1. BEEXEKLZ2ERTHNESHIMEILZLER:. vserver security file-directory policy task
add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD nameoptional parameters

file-directory BIERIAE -access-control B, EREXHMBFiHRESIIEEHR)ITHZLE
p=1pridi o

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. BIFRMRESEE: vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFES NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
N A& 5K
BXHREKRBNAT SVM I NTFS ACL HREENBFXHHX4FHNRE—F.
XFUES

TR LR EERPEXNRLIRENATHEE FlexVol & (NTFS SUBEL2ER) H8Y NTFS XHFIX
Ko

@ N FAEZ RIS X BXRY SACL T, £{AIlE DACL HisHES., NALTSHRIRREXBHDACL
. AN EDACLESHBEZ. TLIEMNAHETEREZE, BNEEINAERTEERK,

p

1. NAREHKE: vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

HERT It R ERBE N A Rk, FR[EIFEL ID o
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[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

BIER PR

TR 2HRIEN AT Storage Virtual Machine (SVM) ET, (L] IDR PO AE ok ey <1, a U
WRISIEESHE, IREHFEHELTLRBINARD, XEIEEER. NRENIEL
IEITRERK, FHENAEXHNXHXNAfEZSME, Wittt EER.

KFULES
BETEXRL2REFWLRFMES. NEM -instance B,

p

1. BT eHBREL: vserver security file-directory job show -vserver vserver name

vserver security file-directory Jjob show -vserver vsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

WIENV AN X =2k

SO I L 2IRE, LXE%IM“H%}‘I@%E%E’J Storage Virtual Machine (SVM)
X HHX G EBREIRE

KTFUAES

BRI S RIIER 2IRE RN X4 RVEIEFERZH SVM 2K, ERILUEMARIE -expand-mask
ATFEREXZ2IRENFAEENSH,.

p

1. B RXHEMX G RLZLIGE: vserver security file-directory show -vserver
vserver name -path path [-expand-mask true]

vserver security file-directory show -vserver vsl -path /data/engineering
-expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
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DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
.0 ... ... .... = Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
ce+e eees ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004

l..e et vvee «... = Self Relative
0., ..., ... .... = RM Control Valid
0. ... .... .... = SACL Protected
.0 .... .... .... = DACL Protected
0... .... .... = SACL Inherited
.0.. .... .... = DACL Inherited
.0. .... .... = SACL Inherit Required
.0 .... .... = DACL Inherit Required
.0. .... = SACL Defaulted
.0 .... = SACL Present
0... = DACL Defaulted
.1.. = DACL Present
.0. = Group Defaulted
.0 = Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
O
Generic Read

Generic Write
Generic Execute

Generic All



System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

ALLOW-Everyone-0x10000000-0I|CI|IO
0...
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Write DAC

Read Control
Delete

Write Attributes
Read Attributes
Delete Child
Execute

Write EA

Read EA

Append

Write

Read

fEF CLI BERECE FIX RS HIFH N AT NTFS XA 3%k

£/ ONTAP i< 1THREY, EREXERNAT NTFS XG4, BIHRIT/INE
B, B, B NTFS L3RRS SACL RMMEIREHARTHR, ETHR, QIERe%
BRHABIERES. ARG, FltL2ERNATF Storage Virtual Machine (SVM) o

RFUIES
NAREERERE, SrlnER2REEL, ARKIENBREZREEIZE,

@ [z FA B AZ SRR M KR BXRY SACL f5, fE@ILE DACL =ik ES. TeIEMNAHZ2RIE A,
BNEENER 2R,

BXER
EREERAFRPRRIP X iR R 2

EAMLITREIRE XM X R 2 ERIRS!
NfEfERR emARTNAXAHMXHRL 2T
"SMB 1 NFS HIZM R 2 RER"

ERS<LITHREE NTFS XHMX MK EEEEMNAXHR 2%
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Bl NTFS REHERTF

B2 NTFS ReEARRHRIZKIZERE NTFS AIEHEHFIR (ACL) HRBHENATF SVM
EI;E’JK#F?FDS{#F?%E’\J%—*/FO HERBESPRR SRR S XXX REBEREX
BXo

XIS

ERTLIAN NTFS REBREFN U HRBE SR LIRS LRI NTFS REERH.

AIMERT, EIRR2HAREN, SmzLeRTT R NRETIFRESITIR (DACL) HREHRIFZE (
ACE) . I9MERIA ACE S0 RFA7:

TR lEIE S TR IRIA PR N ANPREI(IE

BUILTIN\Administrators  43i%F SEiEHl sk, FXHx, X
(e

BUILTIN\Users RIF el J{tql?dq:é’é, FXMHFE, X

Creator FRFE & RIF SEiEHl %f{#;’%, FXHF, X

NT RIF SEEIEH ek, FxXHk, X

AUTHORITIC\SYSTEM (s

ERILMERUTAES SR BEEX REHARFTECE
* ReWmRTHREE
* FREENEA
* RipiERIRE

FHERR BRI BB M EDESHHE, BXIFAER, FELRFMRIT

TE
1. MREBFEASRSE. BEPIREINIRENSR: set -privilege advanced

2. QIELRLHIRTT: vserver security file-directory ntfs create -vserver vserver name
-ntfs-sd SD nameoptional parameters

vserver security file-directory ntfs create -ntfs-sd sdl -vserver vsl -owner
DOMAIN\joe

3. WL SHRTEEREIEM:. vserver security file-directory ntfs show -vserver
vserver name -ntfs-sd SD name

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl
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Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\Jjoe

4. NREVDTFEEPEERS. 1HREIFIEENERS]: set -privilege admin

¥ NTFS SACL ij5ia)#zHI% B7RINE] NTFS KR

[ NTFS AR SACL (RFEipiR#EHITIR) hiElEHIZE (ACE) &4 SVM
FRRYSCIFE KA NTFS BHZREERIE D, B FBEMRBRREZNAF
H, SACL XERTEXEEHZMINNEERWBIHIRI=1].

XFIAES
TR LR — 1321 ACE RINEIR£ERRTRY SACL A,

MRZLEARFTESABIE ACE B9 SACL , NiZi$2¥EH# ACE AINE SACL . INRLZLEARFTAES
SACL , MiZs<E e SACL H¥E# ACE //J\\HUEUEEF'O

ERILUEE AR EE RIIK P FE E B R RN R IME BRI PR RECESACLER B ~account B8, EEMNIREIS
AR, X=MEERERE:

* R
* BERAR
* RIaPR (BRARER)

()  MBKIEESACLEBMINR. MEIMEEN Full Control,

Ea] LUER ST e E MR SE AN A AR B EXSACLEE apply to B8, MRREEIESE, NWEIAERT
Kk SACL ZFBENATUEX M3, FXARMXH.

p

1. ¥SACLEZ BHRME|LZ2HIARR . vserver security file-directory ntfs sacl add -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SIDoptional parameters

vserver security file-directory ntfs sacl add -ntfs-sd sdl -access-type
failure -account domain\joe -rights full-control -apply-to this-folder
-vserver vsl

2. HIFSACLEZBEHREIEH: vserver security file-directory ntfs sacl show -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SID

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe
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Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -

Apply To: this-folder

Access Rights: full-control

Bl R 2 RE

7 Storage Virtual Machine (SVM ) @IREERZRIEEACE ACL HIEENAFXXHIXHF
KNE=F, KETIAZMWESHEE, HPESMESBE—1 58, INATXXHEX
3k, EUEEEES MRS HEEH,

KF IS

ANEIL2REEMESEE NTFS ReWRfT 5 XHHXHRBRE ZERXE, Eit, EEReRB5E8D
&m@ewmaMWMm(sww)(@anszéEf%Y%mﬁéEf%)m%ﬁo

Bt

1. QIBELR2HEE: vserver security file-directory policy create -vserver

vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BiFLLH:. vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl

RESHRINEIR 2 REEH

B ERBEAESS T ERNE HReREZEE ACL FHRENAT SVM PRI a3k
BOL, SIERBRESHN, EFERLUESSLEREAEXE, EILE— RS MES
FEAMNEI L2 REEH,

XFIAES

LZ2REBESHNER. ESEEEILERBEW AT NTFS SRS LR 2RIHIXHH XK (NREEF
fERANARBAR, WBEURERR) HITHE MR,

ESEEBFRM.
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* XHEMBERES

BAFEERL AT AT EX N ELMNES, @EIXEHNBEFESNARN ACL AT LUEE SMB &
Fimay ONTAP e TR EHITEE,

* FERAARPPES

BT EBEERSHRPFIPFR SR A TR EEMNES, @I FEMEEAARBIFESNARN ACL R
gei@id ONTAP s 1T REHITEE,

ESBEXH (FEXHR) H—AHAXH (FXHFR) NL2EEEN. REFHNSMESHHREHE—ITR, —
PTREPHETBREREE—MES. RBETERESEENESFE.

RHES AN E SRER BV AN -

s SNMREZETUES 10, 000 MESEB.
s — PRI UEE— 1 HZMES.

BMERIEA UBE S MES, EHELERRIEEENENEE X4 ERNEFMERHRGIFES. RGN
BEMEFMEEAH R ES A X B RIES,

« RS RSE TIR AR,

ERSRAEINYIIR,

ERILMERUTRAES B EX REHARFTECE

* e
* ERRIRT
* REIUE
* IpiRERIEE

FELR IR R IP R 2R EAANESHHE. BXIFAER, BELFMIT

p

1.

64

BEEXBRZEERATHNEZ AN ZLEE . vserver security file-directory policy task
add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD nameoptional parameters

file-directory @BIERIAE -access-control B, FEEXMHM B FiHIMESIIEEIHRIEH|2LE
= ANER,

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

IIFSRBRMESECE . vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path



vserver security file-directory policy task show

Vserver: vsl
Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
N AR £ 5REE
R EIZEENATFSVMELIENTFS ACLHEENAF X HHXHFNRE—F,
XFUES

O LB L ERPENNLLITENBTFHEEE FlexVol & (NTFS HEELL1E) I NTFS XIS
B,

C) N FAEZ RIS X BXRY SACL T, £{AIl%E DACL HisHES., NALTSHRIRREXBHDACL
. AN EDACLE S BER. TLIEMNAHRETELEREZH, BNEEINARTEERK,

TR

1. NAREHKE: vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

HERT It R ERBE N AR Rk, FR[EIFEAL ID o

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

mER 2R

TR 2HREN AT Storage Virtual Machine (SVM) ET, RE] LB ST R 2 R E
WREIEESHE, NREHFEHTLEHREINERD, XEIEEER. NREREL
BT EREK, HFEEMAEXGHNIXHENEB#HERZSM, NithEBSBRER,

XFLES
BEREXZEREVIFMER. NEFEA -instance B,
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TR

1. BT eHBREL: vserver security file-directory job show -vserver vserver name

vserver security file-directory Jjob show -vserver wvsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

BOENY FR R B AL ERBS

& o] A B AL 5RBR, L,(Eﬁlk}"'ﬁﬁltts‘téﬁﬁﬁﬁ’] Storage Virtual Machine (SVM) £
XHFX G KAEMENHEZLZEIK

XFLES
BB LAER vserver security file-directory show SRS UBTREIZERER, EXNITIRHEEERE

RE PR 1 KB IZRBR(E B HVERIEPATE SVM BR MR ARIZ R ER 12,
p

1. B REZERIKIEE: vserver security file-directory show -vserver vserver name
-path path

Nl

AT 2RNAT SVM vs1 FRERIZ ™ /corp” " RYBRIZERERIE B, LLERIZERI A T R IIFALTH / KK SACL
E=N
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cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/corp

ntfs

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8014

Owner : DOMAIN\Administrator
Group:BUILTIN\Administrators

SACL - ACEs

ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl-0x100116-0OI|CI|SA

DACL - ACEs

ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01lff-OI|CI

ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI

EERE R EEEMN

MRFELDREEAL, NWEREBERT, BLEERNZRERBEADELLRIBHE

5o BN T FERT AR BEEMPLE SR MBI 25R08, LUERINZIMECRILERRS, XIoRE.

RUMSERELEANN, MIBRTUECR 2 EoLa SRESRVAESS AR MIBRSUE AR BS,
MREN L ERBEEFEFLEZFELAT LIRS, WEEERZRIEH D ECLAIZRIBHES:

* RV IETEEITEEE#ITH,
* R BE R,

* R mMEHLFIEITIRES.

* R IE RSN S R HA TS

FEUTERT, MRENREREFEFL, WEIRIMER LR 2 RIEE D B4 % RBEBIESS

* REELERFLE.
* RERIE B RINTEM.

TR

\0
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FAFE®E NTFS L2 ERFTHR<

TR LAERYSERY ONTAP sp < REBER AN, ErILIEIE, ok, MERMETREX
REeMARFTRIES.

MREE .. fERA LS

BIEE NTFS ZeiaiARF vserver security file-directory ntfs
Create

BEXINE NTFS ZEiiRRT vserver security file-directory ntfs
modify

ETREXUE NTFS Z2HEATHER vserver security file-directory ntfs
show

fER NTFS Z2iaiRRF vserver security file-directory ntfs
delete

EBMFME vserver security file-directory ntfs BXRFMERE. BENHS,

FAFEIE NTFS DACL ihia)izhl & B &<

EeT UE R ER ONTAP ﬁ%ﬂ%éﬁ DACL i5aliz#l5E (ACE) . eI
ACE 7 NZ] NTFS DACL A, iR AT LUE &k, MIFRFIERE X DACL  ACE B R
SREIRIMA NTFS DACL .

MREE ... fER e

Bl ACE HEERIEI NTFS DACL # vserver security file-directory ntfs
dacl add

{22 NTFS DACL ##yIlHE ACE vserver security file-directory ntfs

dacl modify

FEBX NTFS DACL HIlF ACE M2 vserver security file-directory ntfs

dacl show

M NTFS DACL Hffipx¥lHE ACE vserver security file-directory ntfs
dacl remove

EBNHFMEAT vserver security file-directory ntfs dacl BXRIEFMERE. EENHS,

FAFEIENTFS SACLIFIEEHIZENGS
& 0] LUERFERONTAPRS R EIESACLIFIRIFEHIZ B (Access Control entries.



ACE), f&8]LAKERTIE ACE NI NTFS SACL , f&E B LUEIZERR, MIBRFIERE X
SACL 1 ACE S EREIEINA NTFS SACL ,

MREE .. ALt

832 ACE FIEERMEI NTFS SACL vserver security file-directory ntfs
sacl add

{EEZ NTFS SACL ##VIIA ACE vserver security file-directory ntfs

sacl modify

EREX NTFS SACL FIlE ACE B 2 vserver security file-directory ntfs
sacl show

M NTFS SACL #Hff|BRIRE ACE vserver security file-directory ntfs

sacl remove

EEBNMFMET vserver security file-directory ntfs sacl BXRIEFMERE. BENHS,

AT EER RGNS

ER]LAERYSERY ONTAP sp 9 REER 2HRIK, ERIUBREXREAER, LALLM
FRRER, ERREEE 2R,

MREE ... fERLLa< ...

SIER SRS vserver security file-directory policy
Create

ETEXREEENER vserver security file-directory policy
show

PR = S SRR vserver security file-directory policy
delete

BB FMEA vserver security file-directory policy BXIFHMER. BENHS,

RATERRERBESHSS
AT LAGER ONTAP a3 2780, 1828, MR ETRAEXLERBESHIESR.

MREE ... fERLtE< ...
IR REES vserver security file-directory policy
task add

69



MREE ... eIt ...

B L 2RI/ ES vserver security file-directory policy
task modify

ETEXREERESNER vserver security file-directory policy
task show

PR £ HRREIESS vserver security file-directory policy
task remove

B2 FMEA vserver security file-directory policy task BXIFHMEE. BEWNGHS.

AT EER2REFLRGS
A LAGER ONTAP a2 E (%, ME, FLENETEXZERBIFIRIESR.

NREE ... fERLLa< ...
HiEL LR FL vserver security file-directory job

pause -vserver vserver name -id integer

ME L2 Rl vserver security file-directory job
resume -vserver vserver name -id integer

ETEXLZLERIELVHIER vserver security file-directory job
show -vserver vserver name &8 LUERALLER<S
HEELAIPELLID,

FIER 2Rl vserver security file-directory job

stop -vserver vserver name -id integer

SI0BFMEA vserver security file-directory job BXIEFMER. BEERHS.

79 SMB =R B TUREF

SMB TTHIEEFH TIFRE

BT THUEEE, SMB 1.0 EF iR EMIXHEMEF A LU E MG R X EM X 4R EM,
A UETFEMMESREIZERMETF. MRBAT HEEE, EErUIANEEFEB
E@Eiﬁﬁjﬂo WNRE A iHET SMB 2.x 5 SMB 3.0 EERHE, NEERETHUESE
Fo

BRRE, SMB mBiEEFIRBRENXMGRBIEHIEFE—RERNNE, XFrIIREAEE R ITIEREY
SMB 1.0 EF xR SMB £8E.
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HFRLEAES, SMB RRBARERE, HPaleEENREMNXHTHENSMERER, ZRLCA SMB
THIEEFMNEEPRIER, MMEDTRERNHEHIRS SMB 1.0 TP KA.

@ TCHIREGFRATKEEEN SMB 1.0 BEFIHRAIHNNER. MREMNIFIRTEFBLILXEE, N
RS Atk IhEE.

J5F SMB TT#iEETE

AT LLUEE 2 SMB JTHIEEEFIRS SMB 1.0 EFIHAY SMB 1£88, BIABERT,
SMB TtHIEEFZA T2 AR,

g
1. BATFRRBVIRIE:

MREE WMANTGS ...
BIEHZNE R SMB tiiEEF vserver cifs share create -vserver

vserver name -share-name share name
-path path -share-properties
attributecache

EMAaHEE= BB SMB TiiEERE vserver cifs share properties add
-vserver vserver name -share-name
share name -share-properties
attributecache

BXER
FC& SMB rt#iREFR BN LA

Z£IE SMB £ZE LARNEiBrHEZE M

FCE SMB JTHUIEE 7R BRIEE A

TR LAECE SMB TTHIEEFFEREMER, UANFIRHE SMB THIEEFEE. A
IMEA 107D,

FaaZ Al
BB RA SMB T#iEEFIIRE. WRAKBA SMB THIEET, WASEEMA SMB &7 TTLIRE,

p
1. BATFRRRVIRLE:
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NREBELUFER MECE SMB BIAGRS ...
THIEEFFENEHER ...

tlEH= vserver cifs share -create -vserver
vserver name -share-name share name
-path path -attribute-cache-ttl
[integerh] [integerm] [integers]

BEMEH= vserver cifs share -modify -vserver
vserver name -share-name share name
-attribute-cache-ttl
[integerh] [integerm] [integers]

TR AR ZHEEAMAZREETMEL. AXFAES, BELFMI.

EEXMFIE
ST BB B

XA B R T F imh BAZR AR LB PRl Je Rl B 55— B P T RIS RIS 75, ONTAP
PIE XA LEUR T & P imAY i

MREFimE NFS B im, NEINBIE; REFimE SMB B, MAZBIE,
BT NFS #1 SMB XHEBiIEZEIMNES, NFS B IRBIAET EiHRISLRTH SMB N AREFFT G,
Y NFS BEFm=EIIAR SMB M BEFHENX R, SREUTER:

: %/mm%‘ENTFS%E{J XHRIEED) rm, rmdir, M mv @EFUMNFSHABREFHRITRAERREUFERSLK
Plo

* SMB {E£EIRENAEL T NFTHHRIN AIIELE NFS REVHI T N1R1E,
* MEXHNENCEEEAM S SMB FHBBIE, U NFS BNRIEERK,

£ UNIX Z2tE(EH, NFS BUHBEENEGRIRERZEE SMB BiERESHAFARXH. UNIX Z2iERE
THIFRE EAM NFS 1£(E9181E SMB BiE RS,

ONTAP U0{a] &b 38 2541
QFRUSENXHEHITIRE, UERMXHEAE (BE2H) #2RiE (BEA) -

£ Windows BJ SMB B F IR LUKES MXHN R NFS BERBARIRES MR, E7 NFS
BEFIRASPITEAER SN XA R IGERF

S Windows HY SMB & FimalIE S4BT, ONTAP B LATEZXH LigE R, £ NFS ¥ imfl SMB &
Fﬁﬁ”ﬁZl‘H‘]%?S‘(#Ei, ONTAP IRRI AR B Rikfii, NFS EFimfl SMB B infEARLENHEN, FEERARIR
o

2 ONTAP Xf NFS ZFixHl SMB ZF iR Z BHZRXXAHRIFELRIIRENIR, ESREUATRNLER
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* NFS R BRT RIUINEMXHRARBAE MUR(L

* IR NFS ERIHRERTAASNMURL, HELHMEDBRATHEP—NMIL, I ONTAP SAEZXHEAR
Ao

* R NFS BRImERAEAEANNIRL, N ONTAP RZERZ AR R L,

s MNBERATXHMNRIEN, M NFS FEFRHEIXAMEMINIR, MRS XEMIRIRAILIZE NFS & ik
; T ONTAP S2RIIEAILIZE| NFS BRI, HREKE NN

*WRBRATXHENRIRN, M SMB EFHREATRIRAL, N ONTAP BALXHERAEENE AR

i,

* BRTRIRMIBIXAHREER root BFE N

@ SRR ERAITIENE SMB BF i F4R, BINE NFS B EARMER, NWTERE
IZB07E NFS B im EE R,
EAIBHZRFZAH FBIER, ONTAP 5 Windows & AIA[E]

5 Windows R[E, ONTAP A=TEFTHAXAIIBIEF T AXFHRZRNES A, HiThd
=70 SMB HEBRE,

BT ONTAP A= BiERZNENMAN, EItAIUESZITANXAREZ EHNRZANR, XS ELE
NRAEFEMAERRR, Wk ERERE SMB EEFNHZRELY. XAgRXERRASEREZE
R,

AT BEEGRBEZAGSENRE, EAIUNAREREXRNIEAFSNARREFENRXERR.

ETREXMUENER

BAUEREXRIENXAHHENER, SENENIEREURINERS, FTEEE
, HEHFERN, ZRENTSUERIFARGER, URNEZERFADREZFAA
WFTFFBY,

EFUES
FHFEiE NFSv4 Bf NFSv4.1 BIISIE, TEERE i P ik,

AIANERT, SPcEREXAENENER. ERILUERMLESHMETREXIE Storage Virtual Machine  (
SVM) BIEMIER, SHEREMFAImER ST,

o vserver locks show iR AIEREXEMIERMNBENEE
SEEBIE, XBEXH—E5,

BiE, BAFBIETANXHS,

i, BTFiIzH SMB LR FIHEF,

* [k, AT EIE NFSv4.x ITHIE P iIRER

BIEE RS, EIUBEEXETHERENERER, AXFARES, BERGLTHFMIT
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-
1. FRETREXUENER vserver locks show 895

5l

UTFREIERT BREANE EBINFSVABIEREEER /voll/filel, HEBIEIHRIRINA write-
deny none , M#lEEETEANEIRIETHY:

clusterl::> vserver locks show

Vserver: vsO0
Volume Object Path LIF Protocol Lock Type Client

voll /voll/filel 1if1 nfsv4 share-level -
Sharelock Mode: write-deny none
delegation -

Delegation Type: write

TR EREBEANNX M ESMBHENIFMMEFMEMHZBESR /data2/data2_2/intro.pptxe XY
T 1P #itiE 10.3.1.3 &R, HEBEIARIRILA write-deny_none X4 1ZFHRHAGR. HAVSHS
BT ENZHUR:

clusterl::> vserver locks show -instance -path /data2/data2 2/intro.pptx

Vserver: vsl
Volume: dataz 2
Logical Interface: 1if2
Object Path: /data2/data2 2/intro.pptx
Lock UUID: 553cf484-7030-4998-88d3-1125adbbalb’
Lock Protocol: cifs
Lock Type: share-level
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: -
Shared Lock Access Mode: write-deny none
Shared Lock is Soft: false
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: durable
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SMB Connect State: connected
SMB Expiration Time (Secs): -

SMB Open Group ID:
78a90c59d45ae211998100059%9a3c7a00a007£70da0£8ff£ffcd44500300000000

Vserver: vsl
Volume: dataz 2
Logical Interface: 1if2
Object Path: /data2/data2 2/test.pptx
Lock UUID: 302fd7bl-f7bf-47ae-9981-f0dcb6a224f9
Lock Protocol: cifs
Lock Type: op-lock
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: batch
Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: -
SMB Connect State: connected
SMB Expiration Time (Secs): -
SMB Open Group ID:
78a90c59d45ae211998100059a3¢c7a00a007£70da0£f8ffffcd445b0300000000

FREfrEiE

éY#@EE¢§F BRI AR, EAUEREXIRFENNERNER, AR
ESE. AIRemBEREHERBE A eF AN AER.

XFUIES
o vserver locks break in ¥ REESHENERFINESRLS TFER, SHFMRESEMAEE

T
1. & EEHEIRBIEFFENEE. 15 vserver locks show 835

LN FMIESFAER,

2. BNPRRFNRENEH,K:. set -privilege advanced
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3 HITIUATREZ—!

MREBBIIETE ... RAPMEBIE BAES ...
SVM E#R, £8, LIF BRFXHEFEF vserver locks break -vserver

vserver name -volume volume name -path
path -1if 1if

i

fax)

JRE 1D vserver locks break -lockid UUID

4. RO F)EENRKF: set -privilege admin
l-"l ~ —
1537 SMB JE5h

2R SMB &2

TR ETEXBEEILMN SMB =IERER, B4 SMB EEMIIE ID URERARIENT
{EIARY IP tthiit, R LUETREXSIED SMB M hRAFFLEATARIPAFINES, XB
B TFHESIERE T LR (E,

RFUIES
TR LHWERLET SYM LFrERIENGEER. B2, AIFZERT, BENEHERK, EALUBZIERE Ak
SHKBEEX MHPERHNER!

s BRI LUERANEL -fields AT ERBXFNEFEMNEENSEL
ERI LGN -fields 2 LUMAERE LIEAMLFER,

* EEILUER -instance AT RNEXBRIISMBRIENIHAE RS,

* {EEILUER ~fields B ~instance SHPMBEARS MBS RESEA,
S

1 PITAFiRIEZ —:

£T7T SMB 2iE(ERHIH BALTHS ...
SVM IR ESIEMRER vserver cifs session show -vserver

vserver name

=T : :
FEERERZ ID vserver cifs session show -vserver
vserver name -connection-id integer

IEEMN T Euh IP bk vserver cifs session show -vserver
vserver name -address
workstation IP address
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E TR SMB &% BEHIR
IEERY LIF IP H#bnit

local}’

vserver cifs session show -vserver
vserver name -windows-user
domain_name\\user_ name

‘vserver cifs session show -vserver vserver_name
-auth-mechanism {NTLMv1

Kerberos

fERTETE BN kRS

SMB2
SMB3

BHEERNHRE A BRI

Yes

ABEEN SMB EERIERE

-, AL
WALLTHRS ...
vserver cifs session show -vserver

vserver name -lif-address
LIF IP address

‘vserver cifs session show -vserver vserver_name
-node {node_name

FEERY Windows BB

fEREE R B (D IRIEAH]

NTLMv2

Anonymous}’

‘vserver cifs session show -vserver vserver_name
-protocol-version {SMB1

SMB2_1
SMB3_1}

[INOTE] ==== #£:0] §8YR$F1 SMB ZBEEA
F SMB 3.0 NEEMRANRIE, BEEFHERER
BRENEFPIRES. MIBELSHHBEIRERN
SMB3 T E=hRAS,

‘vserver cifs session show -vserver vserver_name
-continuously-available {No

Partial)

[INOTE] ==== 4 a]IKE N partial, XEKE
REEDEE—NMT AL RS, BXIEFH
ReNHRERREDRRFRIPHT . EoLUER
vserver cifs sessions file show 3%, F
;‘:E%EEETL%%EFﬂﬂﬂ‘%ﬁ(ﬁiﬂ%?ﬁ%éﬁﬁﬂ%E’\JT%F'"F
THo

‘vserver cifs session show -vserver vserver_name
-is-session-signed {true
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LUT&HSER SYMvs1 EM IP itk 10.1.1.1 W TELEBRIINSIENSIEER:

clusterl::> vserver cifs session show —-address 10.1.1.1

Node: nodel
Vserver: vsl
Connection Session
ID ID

Workstation

Open
Windows User Files

3151272279,
3151272280,

3151272281 1 10.1.1.1

UTa<LER SVM vs1 EEERSAIARIPFHVSIENIFAZIEES. WEREEREKA BIZA.

DOMAIN\joe 2

23s

clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

UTar<E/R SVMvs1 EFEA SMB 3.0 #1 SMB Zi@EMSiENSIEERE, FEIbRfIG, BPMEE LIF IP it
MﬁﬁSMB3OM%F“‘ﬁ@ﬂm;,.%,%ﬁ%ﬁﬂﬂ%dﬁWWMMZO%ﬁﬁﬁKa%ms%ﬁ%ﬁ

1TER, LUIREHEA AR,

78

nodel

vsl

1
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\SERVER1S
pcuser

1

1

0

10m 43s

Im 19s

SMB3

Yes

false
domain-user

Unencrypted



clusterl:

:> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1

**Connection IDs:

Connection Count:

3151272607,31512726078,3151272609

3**

Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

BXER
ETRBEXITHN SMB XHHER

ERBEXTHR SMB XH4HHER

ERILA BB XFTFRY SMB XHRIER, €FE SMB EENS

*EI (2R BAUETEXRXHIRSEAIRRIFAIINER, XBBTHREFTHRIXH
BT 2R RIS,
XFIAES

domain-user

Unencrypted

51D, £ES, HZBMW

"REJLJ\L/TﬁEEE',L_LEI’J SMB £iE EITANXHIER. WIRFEME SMB SIEFHEXHR SMB KiEE
B2, NETRNERIFEER.

fign. MREE—IPSMBRIE. EF—E4THNX GBI ABEBIFETANMRIP. ME —EX4RITHBEA
ﬁ?#iﬁ:jﬁﬁﬁlﬂ%ﬂﬁ(ﬁ'ﬂﬁ -continuously-available FEHIN vserver cifs session show sp¥HiIH
79 partial) MBTLAER L AR < E ML S5 4RET Ao

& 8] LUEA LB ER T £ T Storage Virtual Machlne (SVM) LB HISMBRIE ERFREFTAXHHE R
vserver cifs session file show 83%. MAHEMAEIESE,

BE, EFZBERT, RENEHERK, EoJLU@idiE EBHRBEXBHFPETHER. NREREE
ENEBOITAXHNER, XBIEEER.

%



* WA LAERENE - fields AT ERFmEFERANEHASE,

ERILARIRERIL S, WA SEMESHRESER.

* A LUERA -instance BFERE XITHANSMBXXHEIFAE EHNE .

TR URRERILSE, WAIUSHMANESRES

p
1 BT g EZ—:

MREZRITHE SMB X5 ...
LEER N ERIE SVM £

local}’

vserver cifs session file show
-vserver vserver name -file-id integer

vserver cifs session file show
-vserver vserver name -connection-id
integer

vserver cifs session file show
-vserver vserver name -session-id
integer

vserver cifs session file show
-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show
-vserver vserver name -hosting-volume
volume name

vserver cifs session file show
-vserver vserver name -share
share name

vserver cifs session file show
-vserver vserver name -path path

80

£/,

AL ...

vserver cifs session file show
-vserver vserver name

‘vserver cifs session file show -vserver
vserver_name -node {node_name

EENXH ID

FEERY SMB &E# ID

IEEH SMB &i% ID

EIEENEERS L

1EEM SMB H#£=

EER SMB B&1Z L

BHEESBFER ARIF



NRBERITFRY SMB XXfF ... WANUA T2 ...

‘vserver cifs session file show -vserver Yes}

vserver_name -continuously-available {No
[NOTE] ==== FpEa] RSN No, XEREXLEF]
ARXHTEZMZEMNMERERAMRE, E11H
TAMNBAREXRPNEFRFZENENRS
HEMPIME,

BEIEENEMEERES ‘vserver cifs session file show -vserver
vserver_name -reconnected {No

ERILEREMANESHRANMEER. BXFAER, BSRFMI

Nl
UTRBAIERTHEX SVM vs1 HITANXXHNESR:

clusterl::> vserver cifs session file show -vserver vsl

Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

UTFRFIETRTHERXR SYMvs1 EXH ID 82 BIEFTF SMB XHRVIFAEE -
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clusterl:

-instance

:> vserver cifs session file show -vserver vsl —-file-id 82

Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal

Path from CIFS Share:
Share Mode:

windows\win8\test\test.txt

rw

Range Locks: 1
Continuously Available: Yes
Reconnected: No

BXER
£ SMB 2iEER

HE AT ARSIHE S X RIS
EIREEX CIFS,

SMB , ®E#1%Z# BranchCache l&FIHE BUNRGITMHEEREE 28]

, B ﬁTﬁ@W%iﬂ‘%*ﬂl‘l‘%&%&Tﬁﬁ?ﬁﬂya&ﬁo

p
1. BIPREKAIRENER:
2. PUTUTRIEZ—!

BHENRNE
PERLE X R AT A

A BIRENR

e R

BXRPLEN R B TARIFAES, 15
iR O] 2 EIEPRK A -

set -privilege admin

82

set -privilege advanced

BN ...

statistics catalog object show

statistics catalog object show object
object name

statistics catalog counter show object
object name

ZIFM Lo



AT e ER58EHR CIFS F1 SMB iFRIMAXMNEESIHERNERBIRA, MEENREFIFIR:

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous;

when directed to do so by support personnel.

Do you want to continue? {yl|n}:

clusterl::*> statistics

audit ng

performance counters

clusterl::*> statistics

cifs

clusterl::*> statistics

nblade cifs

Server

clusterl:
smbl
SMB

clusterl:
smb2

clusterl::
hashd

measure

daemon.
clusterl::

$F>

WD

statistics

statistics

statistics

catalog

catalog

catalog

catalog

catalog

catalog

Yy

object show -object audit
CM object for exporting audit ng

object show -object cifs
The CIFS object reports activity of the
Common Internet File System protocol

object show -object nblade cifs
The Common Internet File System (CIFS)
protocol is an implementation of the

object show -object smbl
These counters report activity from the

revision of the protocol. For information

object show -object smb2
These counters report activity from the
SMB2/SMB3 revision of the protocol. For

object show -object hashd
The hashd object provides counters to

the performance of the BranchCache hash

set -privilege admin

UTFan L BETRERNEETHBNER cifs WR. WEENREFIFAR:

() URBFRRTOFERRIERS cifs HE; MU,

use them only
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: y

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg directory depth Average number of directories crossed by
SMB
and SMBZ path-based commands

cluster2::> statistics start -object client -sample-id
Object: client
Counter Value

cifs ops 0
cifs read ops

cifs read recv ops

cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv _size OB
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0
[...]
MXER

ERFEIHER

84



BREIHER

,@fﬂ UETR X‘ﬂ:

B, izt i2ininE,
Fria2 B

BN ERWNEIIEIEZR statistics start Ml statistics stop 8% AEAH

ICNO

p

1. BIPRERAIRENER:

2. PUTU TR EZ—!

3. &[]

EETHITHEEHRR
SMB BIFRB kR

SMB 1.0

SMB 2.x #1 SMB 3.0

=B CIFS F&R4%

BranchCache M5 7% RS

&h7Z DNS

BXFAES, BERS M aHFMIT

FEENPRES: set -privilege admin

BXER
Ha%E AT BRYGEIHE B R ¥k

151F SMB 8=

ERITER

&7 BranchCache &itE &

ERSIHE R REB TR TER

"Microsoft Hyper-V #1 SQL Server B SMB Et&"

set -privilege advanced

BN ...

statistics

statistics

statistics

statistics

statistics

statistics

statistics

show

show

show

show

show

show

show

-object

-object

-object

-object

-object

-object

-object

EETRBEXNRHIE

cifs

smbl

smb?2

nblade cifs

audit ng

hashd

ddns_update

Rt 8, B35F % CIFS M SMB , &1#%# BranchCache M5&EMFIHS
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