5/ SMB EIEXX{415iA]
ONTAP 9

NetApp
February 12, 2026

This PDF was generated from https://docs.netapp.com/zh-cn/ontap/smb-admin/local-users-groups-
concepts-concept.html on February 12, 2026. Always check docs.netapp.com for the latest.



H=x

fEF SMB BEIEXHifA]
fE A3t B P AN 4R 3317 B {9 IR UEFNIRAY

ONTAP #falfE R Zs3th A~ F14R

ARAHIAPR

T fi# ONTAP SMB fRs388 LAY BUILTIN AR A1 IR Gtk
Zsih ONTAP SMB AP R &Kk

FRE X B9 BUILTIN £BF12R3A ONTAP SMB #[E

BRI R A A P FAThEE

BIEAMAF K,

EIE AR

EIRAHIAY R

RERIBHICE

THRAAECE ONTAP SMB £adiBHie s
AIFBRZALT ONTAP SMB BERiBHKE
=P E4ELGT ONTAP SMB BERiBHKE

BTREXXAREEMEZRBIESR

THRUNAIEZE ONTAP SMB X% M E 5

ETEX NTFS Z2iER#%E LH ONTAP SMB XL e MmMiER
ETEXEERLENE LA ONTAP SMB XHZR2MEMER
ETREX UNIX Z£1EH%E L ONTAP SMB XHZR&MMER
ONTAP &< FFETE X SMB FlexVol % LR NTFS HitHERBRNER
ONTAP &< T £~ X SMB FlexVol % L NFSv4 BT EHRIRIES
TERINMEI 2R ONTAP SMB XL £ FHITHRIRER

EAMLITREERE SYM EBNTFS XfrR2lE, NTFS BHiZREEMEMER AR

FFEIE SMB NTFS XHR2. NTFS HitREMEMEKHEIFE ONTAP &<
BFIRE SMB XHMX 4T 24 ONTAP &<

THR(ER ONTAP 88188 SMB XX 4k 24 At HIPR &

FRARLHARTTN A ONTAP SMB XX XL et

T #EANMEITE ONTAP SVM KRR E Bir LN AERZSH# SMB AP AN 4 E KRR
FERHSITHREE NTFS XHMXHK ERREMNAX RN
FRGITRAEREFZREIREN AT NTFS XHMX 4K

T RRA{AIEIE ONTAP SMB R4 &l

BT & SMB IR5528 LAY NTFS L3R FTHY ONTAP &<

FFEIE SMB ARSS28 FAY NTFS DACL AR HIZ B8 ONTAP 6<%

FAFEIE SMB BRS328 EAY NTFS SACL iAaiEHIs BB ONTAP 6%

BT EIE SMB £2%KEKH ONTAP &<

AT EIE SMB £ HEERESSHY ONTAP @<

BT EIE SMB £ HEEE(EILAY ONTAP @<

79 SMB #£ERETHIEET

0 OO O O B~ 2 A

~N N O O OO OO 60 O o o b~ B DSBS DA D2 D2 DO WODNDNDNDDNDDNDDNDDNDNDNDNDDN-=2
O O © ©W 0 0 00 N O N O © © 0N N O W =~ 0 0 © 6 N O o, =~ M O



T fZ ONTAP SMB JTUEEF
JEF ONTAP SMB TT#iRETR
B E ONTAP SMB Ft#iREFSR B E AL
BIEXMHBIE
TR Y 2 1E1AY ONTAP SMB X4$iE
T2 ONTAP SMB JiEfiI
ONTAPTERMBEH Z IR A M AP ER 5Windows B IR [F
RTEX ONTAP SMB irE8
FTHE ONTAP SMB $iit
Y545 SMB &GS
£ ONTAP SMB £iEE8
STREFITFH ONTAP SMB XHHHIE R
4% ONTAP SMB fR$323 LT AHIS iR, IRt EkEs
£ ONTAP SMB &itfE 8

70
71
71
72
72
73
74
74
76
77
77
80
83
86



5/ SMB EIEXH1A10]

ER At A P AR H 1T B (0 IR IE AR
ONTAP WfalfE 4t A P A12H

T #RZ i ONTAP SMB AP H14H

THERSENRREEMERAMARMNAZR, BN T#HITARSMBRMAURE
KEMNN—EERER,

* T ZAHIAAP
BEEM—Z2inRfF (SID) BAEFMKF, {YEeiZ1ZHF#Y Storage Virtual Machine (SVM ) _ERI U,
AP tkP EE—HEY, SFEAFPEM SID ., KMBAFKFER NTLM B9 I0IEE CIFS fRSZ28 E#1T
A3t B0,
BRikPEZMEE:

° BFRRBFET User Rights Management 1R
° AT SVM PR XXX 4RI Z RN iFIE,
* *ZKHhAR ¢

BAM— SID WA HEIZRRERN SVM LER. AES—AHMR. RRAIUZARMAR, SAF, 5
AREITENIKF . PTLIEIEE, EekaMibRa.

HESZMAE:

> AFMEMREF User Rights Management 1R,
o BFIEHIF SVM PRl RIS R TR H Z R AN HFR IR,
o * ztiwiﬁ *

BEAMEREAE, Z8% SVM BIIRS], AR IRZ CIFS RSS2 M. AR MARSERM
s,

* * ZeFRBRT (SID) *

SID B2— AR KENIE, ATIRR Windows IR Z2ER, flan, HAEE) SID RALITREN: S-1-
5-21-3139654847-1303905135-2517279418-123456 ,

* *NTLM S35 *
—7# Microsoft Windows &£77%, AT CIFS BRSS 28 ERAF #1783 H I,
* SRS HIEIEE (RDB) *
—NERINEEE, HPEEFNE I TR EHE 1L, AithfERMAXREFMHET RDB o,



BlE& it ONTAP SMB F F #lZ#th£A pY &= &

£ Storage Virtual Machine (SVM ) _LEeIZAstnEPMAtBREEZM, Fla0, 0
RigizHlzs (DC) A, EoJefmEEAERMA AR SMB iRSZ 3 UT T{F4H
mr, Ma] AER At ik P 3518 SMB BRSS 28

TR T AT RERIZ— TSN AR IR
* SMB RS UT TIFAR, AR ARIA.
FEIFHEETRESMAR,
© BREAEEITHISEA PR B HTE M IIEHERE] SMB RSS2,

LT HI S K AT L RS N SMB IR 23T ABE RIFITHISSEY, AP B LUER NTLM B4R
SMB ARZZ 28 1T H 9 I0IIE,

* ®FENE User Rights Management R EC4A A -

User Rights Management ;& SMB ARS3 23 EIE R 1EHI AR MAR SVM HBERINRENEE. el LuBid nA
PRI P 2 BCA PR 3 58 A - i 0 BB X EEA PR AV At 20 RO X 53 >R 9 BB P 93 ER A PR o

ERILHF AT RECIR— S Aithal
* SMB frSFEU T ITIRAESH, HEBARTR,
TRAERERFTEAMA, Bl TFEERMTRARPRIRRNRIEEER.

* BB A A T Z A S iR I ST 6 2 S RN S S B REY A 1R,
s IWELBFEHABTE XM User Rights Management PRSI Z2 x4,

RENERAFALAEBIEXIIR, EDE—HBEMNR, ErRILEIZE—NZMAFH IZA DB ERIN
fRo PG, ERILUSARAR, AP MISARMNE43tA,

S
* THRAMAR S HRIE

* HHHIRYIR

T #7453, ONTAP SMB fF S 30iE

AP ST REEE B WIENRIE, ARG 8EIA CIFS ARSS 48 ERIEIE.

BT SMB &EF&iE, EERIRERIEN, IF/WE—XAFSHEIR, CIFS IRSBSFBENAKMAFHITHHD
INERMEEAET NTLM VBB I8, 288 NTLMv1 #1 NTLMv2 ,

ONTAP E=FERBF TERAEKM BRI, S 1MBEEBURTRARANEES (KA domain\user 1) &5
5 CIFS fRS323m0AHis 2 ( CIFS ARS3282 %K) DLED:

* AR IUED



ERIIAEIER R A A P RER A A RETE CIFS IRS & #1743 B (DI0IE,
* EER D AILES

ONTAP =3 CIFS BRSSRFRB I AVISITHIZREA NTLM B335, SNRBHISIEMT), WERTTM.
MREKM, FETIREEKEFABRBRT B HIIERMAIRE.

40, sNRFFfITF Active Directory 1, {BZIETEEKEZH, N ONTAP R=2=1A A CIFS ARSB25 LM
HNAHMEPKF, Hk, SHEIEREK. EEMBERT, ONTAP = CIFS iR55 28 LRIER Atk
P (GIR7ERE) #178M8IE, BIME NetBIOS ISR RLAC L EMIt, Hi0, WMREFFELEHZK,, EBiz
A BEZA, N ONTAP ={EH CIFS fRS523 LRI Atk P i# 1T S5 100,

* RIsTEIHIRSD

ONTAP B A=A UAMAB A S HEITHHIIE. WMRUAMAR FNHTEMIERK, N ONTAP ZfE
F3 CIFS k3323 FrE R Byisi 28 xd A P T B 10 Ik,

PRINTERAS B AE F S AI8IEE, ONTAP SARIEZN L Y 53 RAR AN PRAD IR ST R RV 18] < W
BXRAHAF NTLM SHIERNIFAES, 1520 Microsoft Windows X1,

BXER
TR LERRERAMA R B HIRIE

T % ONTAP SMB R ih1a]<h&

HRAFMEHZE, FEILEFHIIEN SMB 21&, HWERF GRS, HPas
BXAF, APIAMRRZFRMRIRMNRUIRGTEY UNIX BFBIER.

PRIEZEAILLINEE, BNAMMAFR ARG EMSFMEIBFIHRSHES. HEHRNSENAREATERAFRER
HF %2 Active Directory 5B/ :

* FWARER

REARMAF ] AR R EAMARIRLST, EARMARERHEMAMARNM R, AMAF KRS EADECSE
EZAHFE F PB4 RIFr A X BRAE A

* BAPER
HAPERN, ONTAP ZRIB—TAFIHR<SHE, Z<HESRAFPFIERNAEEARAR SID M SID

o ONTAP £ P IHRI LS AP EARN ARSI HNE (MIRE) RHBILRSEIUN D ECLAEAF %
HARfAIEAA R R AR RV BN PREITE S

NFAMAFEAFRER, E2NAFARTEIZRETHRID . BUIARID Domain Users (B1E513), EREEEN
AAIAE

Windows Z| UNIX #1 UNIX E| Windows 2 #RBRET IS FE &= 3 Atk ~ F01igbk P & FE R RN,

@ M UNIX B EIZtik P Bl SR BRRE. MNRFE, LAERNAIMBEHRIIEEZ
BRESALI



T RN S &4 HZHH ONTAP SMB SVM _E{EF SnapMirror
EEEAMLAR SVM FriBEME LACE SnapMirror BY, [N 7 ##MEREN,

EARBETEN AT SnapMirror EFIEI5S—1 SVM BIX %, BRHHZR ACE FERA A, NRIEEERA
SnapMirror ZHEEA S —1 SVM ERIELIR DR i)k, HEZEEBAMMAERN ACE , M ACE EXHRER LT
Mo MBFHIEEHZEM SVM , NEESBREBEEithAithiE, 2FatRAAMNANNRNERIICIZE
XA P ER SVM BSEEREX.

T EEMFR ONTAP SMB ARS3 2834 A P AIZHRYRZ0E

RRIARY At R ANLAEE B TECIFE CIFS ARSERETRIERY, E1SIEE CIFS fRS3:M
Storage Virtual Machine (SVM) #E%xBt, SVM ERGAILUMIZaAFP A, &
=E THRMIBR CIFS RS HBINAMAFRMASLEFAE R,

ZMAFAMAS SVM XEX; Eitb, HFL2EE, MER CIFS BRSB[BEASMEREN. 2FAMER CIFS BRS523

AR MIbRAtA A, EENEREN. £ SYM EEHEIZE CIFS lRS8E2A1, B EiEENEERMA
F #0148,

(D ciFs EsREERETRMIENARS AT NI,

T #RUN{EE Microsoft HIRiTH| & 57t ONTAP SMB FBF M4 &

EALAM Microsoft EXIZH @ EH B XAHMARNANER, ERILLhRZEY ONTAP , &
ToiEM Microsoft EIRIEHI G A4t A P ARITHMERERES.

T RRANfAITRE ONTAP SMB 5558

NREIT RIS REHRR B2 A A R 489 ONTAP kR, HEIETEERAMAF
HEEHFIRSAPNIR, WS T R EESE,

* BFR2RE, 5K ONTAP EREIARIFAMA A MATEERIRAR, FIMFEXEEENAMAR,
AIRRIIER
* ERE] ONTAP RS RI EEMAG, ONTAP ES R IIEMERECIZIREA S AR P H,
RS M3k ACL HRifBRzstth A F14E,

* IR XHAIRIEKREUR T E R A P 8B % FAXRMIR FaVIARNER, MXEFERIGHRIEL,
BAVFIAR, EUMEFMEEXHRR, UATETENKMARAMAR AN RHATTIIE.

A AR
=% 1EH9 ONTAP SMB I ESIFER

ONTAP B8 —HME XHIRZFHINR. FAIABRT, FEIME XHZAtAE RMEF—L
Ro LEFh, EER LAMIRE XARRINEMIBRNIR, SHEQIZFNAMARNAE, HRE
BIZ RV I A 5 A P A A AN R,



TFRFIHT Storage Virtual Machine ( SVM ) LEZ#EFHINGR, H5IHTESEFRAY BUILTIN 48:

IPRZFR

SeTcbPrivilege

SeBackupPrivilege

SeRestorePrivilege

SeTakeOwnershipPrivilege

SeSecurityPrivilege

SeChangeNotifyPrivilege

BXER
* TR0 53 ECAX PR
* TRNERERIBHILE

T ##UN{A1 53 EC ONTAP SMB YR

RINE2IRE
p

BUILTIN\Administrators,
BUILTIN\Backup Operators

BUILTIN\Administrators,
BUILTIN\Backup Operators

BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators,
BUILTIN\Backup Operators,
BUILTIN\Power Users,
BUILTIN\Users, Everyone

Description

ERIRIER R —3 7

BOXHMER, B=FE ACL

REXGMER, BEEMACLS
BEAEXEF DA SID IKE N
XHFrEE

FREN i EL I REYPREY

EEEHZ

EEP@%EE\ HAENBRZ 2R

SLBhNE
BENRNBFRTEEBER(x)
WPRENANBH X R, S HEER

Ro

BRI EZRAAMAPSEAF DENR. 53E, SHALUSRAR 2ESEDEINRSX

LA P PR TheE LA Ry AR,
* R BIERAOLE S B —4EAU R

Ala, BRFANEEBRENIRAE.

* EE A LU At B A IS P D ECLA BOAMN IR 5 B T X Ee 3 7 B IR ILECRY FAE 4

BXER
* A B P S RN R

* M7k AR P B4R R BRAN PR

* EEAMEER A AR
* TRNERERIBHINE



T fi# ONTAP SMB Bk328 £AY BUILTIN ZHF0ZASith & 18 G ik -

fEF8 BUILTIN A A EIERIKF Y, WEFEIC—LE5EEN, Fl0, Er]lEirR At E
AP, {BAREERPRIELHKS

c BIEAKPAIUESR, B EMBR.

* F&EM BUILTIN\Administrators B IFR EIRRMK,,

* BUILTIN 4Hr]AE %, BREEMIER.

Ea®& BUILTIN /5, FAIERENZFRIES— I R; B, RAINEMNRIE—1HB RID

[e}

* RBEHREKF

HEER
FAE X B BUILTIN EF0IZRIAMNR

Z<ith ONTAP SMB FHFP Z B ESK

FINERT, SHMBERZRENIHEERMEER, BIEEFREEKS Microsoft Windows
local security policy F7E X BIE R,

B RAIH B LU T 514

* KEBAEDAANTFR

* FMIEEAPIKPET

* B EUTENERRED=DERNFR:
c RERXFF (AR Z)
c INEERXFR (aflz)
c E#H 104 (0%9)
° AFHRF R

~ 1@ # $ % {caret} & * _ - +="\N 1| () [ 1 :;""<>, .2/

BXER
* REXHARNERERE

* EREXRRSHLZEKENER
* EAHI A P Ik 2R

FE X BY BUILTIN 2HF1283A ONTAP SMB #X[E

1&A] LU A sth B P 5iis B P BY B R AR AR 0 Bo4s ONTAP 12 AY—2BFiE X AY BUILTIN £H,
FIE X HYLH B 9 BCFE X BINBR


https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/enable-disable-password-complexity-local-users-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html
https://docs.netapp.com/zh-cn/ontap/smb-admin/display-server-security-settings-task.html

TRMEBT FEXBIA:

FE XY BUILTIN £H
BUILTIN\Administrators&544.K%

BRGIER. &AM Administrator IDJI500A9KF
BB AR R, Storage Virtual Machine
(SVMIIIE 5. domain\Domain Admins FFHR

MENEA, NRSVMEFAE. N domain\Domain
Admins B3 MLEAHIER.

BUILTIN\Power Usersb47

ERBIERY, HAREEAMR, tARNRAETI
THHIE:

* BTGB E IR A A P A,
* TR B S EEMEMNRIANE T

BUILTIN\Administrators £H.

BUILTIN\Backup Operators$5515

BEREUER, WHSBEERAMRR, MRETEHEN
FIF eSSk, MILZRRYRY 53 AT LATE 25 3% X L2 ST
HrE X KA E R,

BUILTIN\Usersb545

BURGIERN. WAREEAKRRERTREN
Authenticated Users $%4H), HSVMAINIE

Y. domain\Domain Users BIFLARMEILLLH, U0

HSVMEFIFE. M domain\Domain Users BMIE
¢HrhffBR4E,

EveryoneSID S-1-1-0

WHEBEFRERF, 8EXRE (EXeEERRAR
) o« XREBREMAERNRSH,

HXER
* THRARS325 EAY BUILTIN (AFNZS B IR Gk P
© ZIFRINBRTIZR
* TR ESSBHICE

BRIAPR
* SeBackupPrivilege
°* SeRestorePrivilege
®* SeSecurityPrivilege
* SeTakeOwnershipPrivilege

* SeChangeNotifyPrivilege

SeChangeNotifyPrivilege

* SeBackupPrivilege
* SeRestorePrivilege

°* SeChangeNotifyPrivilege

SeChangeNotifyPrivilege

SeChangeNotifyPrivilege



BSR4t P <A ThaE
T fiRZs# ONTAP SMB A F4BIhAE

EERAZAAFR A E NTFS R 2RIVEIEZ R, LINERAMAR AR, L5,
NREEAAMAF#HT SMB S7503E, WwAJE At AR &1 58IEThEE,

AINMBRT, AtARMANREURAMAR SHEIELTFERARS. NRRBAEN], NWXIEEREN], A
a7 seEc BN ERA A A A, ErI AR A At P MZAThEE,

brT BEXBZRAAHA R AIEEZ S, INREMHPHEAT AERREIRZF43t P F14AI08E89 ONTAP Rz,
M ONTAP =2 RIttINEE, REHERTPIIE T RERE T IFAMA P FAINEER ONTAP AR, ZF&E
FAIlLIhAE,
HXER

* {BEAsHtF FiiK P

* {BoRasithsl

* | EiE B SR RN R

£ ONTAP SMB fr5528 E B A A4t A~ FMA

& B LATE Storage Virtual Machine (SVM ) LtiEAZR SMB A4ttt R4, 2K
INERT, 2t P AThEE F B RRE.

XFIES

SR UEECE SMB HZH1 NTFS XA RBHMER A A A, BaILLAETELIE SMB EiEZERAMAEF
HITERRIE, EFERAAR#HITEMKRIE, B AAM B P A S5 I0IE%ET,

P

1. BNRRFNIRENSER: set -privilege advanced
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-groups-enabled false
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-local-users-and
-groups-enabled true

clusterl::*> set -privilege admin
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clusterl::>set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by technical support personnel.

Do you wish to continue? (y or n):

clusterl::*> vserver cifs options modify -vserver vsl -is-local-auth

-enabled true

clusterl::*> set -privilege admin

EESES)
* TR R S
* BRARFERARSE LR A

BEEAAF KA

Bzt ONTAP SMB F i

MREBEINERAFANERTREER, UNEERNERARAFK,, WelbigtiasithA
FikF. MMRAFANZMZ ML TEEBNEZENZM, EBAIUEnRZAtA

Pk

yu%"—a\g
BB AR

fEozs it A P BV R IR

ERSERAAAF KA

false}’

Nl

AL ...

vserver cifs users-and-groups local-
user modify -vserver vserver name -user
-name user name -full-name text IREEE
B MATUERNG| S EHIEREE,

vserver cifs users-and-groups local-
user modify -vserver vserver name -user
-name user name -description text J1SR[AJEX

ERRETR, WARERNESHEERR,

‘vserver cifs users-and-groups local-user modify
-vVserver vserver_name -user-name user_name -is
-account-disabled {true

Ean R AR KA

LT3 Storage Virtual Machine ( SVM , LAgI#RA Vserver) vs1 EBIZASH#IFF " CIFS_SERVER\sue' "

#39 "CIFS_SERVER\sue_new' " :
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clusterl::> vserver cifs users-and-groups local-user rename -user-name
CIFS_SERVER\sue -—new-user—name CIFS_SERVER\sue_new -vserver vsl

B A AZi# ONTAP SMB A KA

YNREFHLEMAFAEDSET SMB E#i717) Storage Virtual Machine (SVM) FREERIEIE
,» WAILIEAAHAFIKS . MREARHBEAMAFKF@ET SMB 17[a] SVM i, 1]
LRRIZAP KR,

X TFIAES

BRI BT SR P Ik F RS P A P

p
1. BTN AVIRIE:

MREE ... YN
BRAFKRA vserver cifs users-and-groups local-

user modify -vserver vserver name
-user—-name user name -is-account
-disabled false

ZHBPKP vserver cifs users-and-groups local-
user modify -vserver vserver name
-user-name user name -is-account
-disabled true

Bz ith ONTAP SMB F F ik P 2255

SR AE A A PRI 21, WRAFPNERRIFME AR IE T &S, NikIhae

FEBH.

ps

1. B HITHEMARIEENZER . vserver cifs users-and-groups local-user set-password
-vserver vserver name -user-name user name

ANl

LUFRBE RS Storage Virtual Machine (SVM , LABIFEA Vserver ) vs1 XBxRYZith A
"CIFS_SERVER\sue' " & &%

11



clusterl::> vserver cifs users-and-groups local-user set-password -user
-name CIFS SERVER\sue -vserver vsl

Enter the new password:
Confirm the new password:

BEXER
FEARMAPNERERE

ETEXRSHBRERENER

£ EX ONTAP SMB #ittFHFHIER

TR B REL AR RFrEAMAFTIR. NREHENFERF EEET@B“W’KF‘
B, J"“J_JL,(muTWLZ%F'E’JﬁflﬂfllttFWc.uu&%’l\ﬁéFE’JfllkFW:.,uo 1S S RIS BN IS E
AREENAFPINEE, UK S MIRUES S i R EUE T EEHR.

XF S
FREFEXEAEENES.

p
1 BT g EZ—!

NREE BN ...

E/RB X Storage Virtual Machine (SVM ) LtFfE vserver cifs users-and-groups local-
BRHIER user show -vserver vserver name
ETREFPIFAKFER vserver cifs users-and-groups local-

user show -instance -vserver
vserver name -—-user—name user name

BT, IR LUEREMANLESEH, BXMEMER vserver cifs, IBEI'ONTAP Gi$&E",

Nl
UTRBAIERTHEX SYMvs1 EFFEARMARRER:

clusterl::> vserver cifs users—-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue Jones
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STREXAHAFH ONTAP SMB AR S 1HHIER

TR ETRBEXAMABPRERZAHARE R, &I LUERILE BRBER P XA
RN EBRIGENIR, IESHETHERF NIBE ML M R RNR, &

RS TR R] E) R

KXFULES
BRILBEEXSS, FENETEEENGER.

TR
1 BT g EZ—:

MREE ... BN ...
EREEAMARPNEMBRRGERER vserver cifs users-and-groups local-

user show-membership -user-name
user name

BRIk Asti R E At AR At BB P L R RS E vserver cifs users-and-groups local-
user show-membership -membership
group name

B/R53EE Storage Virtual Machine (SVM) XkBX vserver cifs users-and-groups local-
HAMEFREFRRERER user show-membership -vserver

vserver name

ERIETE SVM R AMMBFRIFAER vserver cifs users-and-groups local-
user show-membership -instance
-vserver vserver name

Nl

UTRHIER SYM vs1 EFREAMAFRHNRRZERES, AP "CIFS_SERVER\Administrator’ " &
"BUILTIN\Administrators' " ZBf9p 51, "CIFS_SERVER\sue' " 2 "CIFS_SERVER\G1 " £HRYR G

clusterl::> vserver cifs users-and-groups local-user show-membership

-vserver vsl

Vserver User Name Membership
vsl CIFS SERVER\Administrator BUILTIN\Administrators
CIFS_SERVER\sue CIFS_SERVER\gl

ffip&Zsith ONTAP SMB F ik

NRABRBEAMAF K/ CIFS fR55883H1T4M SMB S{HIIESIAERXT SVM ki

BYIAIEABR, MIBTLAM Storage Virtual Machine ( SVM ) HffipRiXLEmk
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KFIAES
mpFAAB AR, FIEEUTILR:

* XHERAREN.
AVHEES|IBILA PRI EHMB R EB Windows 2R,

* FREX AR 7 BYS | FBERRE MAK 53 S A AN AR BRERHE 2= P B
* TEMIBRARFRBRETERF, HINEER.

1. REERPFHZAA KA BRZIR: vserver cifs users—and-groups local-user show

-vserver vserver name

2. MBRAMIEF . vserver cifs users—-and-groups local-user delete -vserver
vserver name -user-name username _name

3. IIEREEMPRIEAFKF . vserver cifs users—-and-groups local-user show -vserver
vserver name

NG|
TR RIBRS SVM vs1 XBXBIZASH#IFEF " CIFS_SERVER\sue™ " :

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS SERVER\sue Sue Jones

clusterl::> vserver cifs users-and-groups local-user delete -vserver vsl
-user-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description
vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

BRIt
&2 7<th ONTAP SMB 4H

&) LUsd B eI A At 4B B9 (e) SR s B ap 2 A RAE LI A Zc 4
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NREE ... fERmI< ...

{EehZs 4R o] i vserver cifs users-and-groups local-
group modify -vserver vserver name
-group-name group name -description

text MRFEEABE TR, WLTERANGISHH
&K,

BEepZANHA vserver cifs users-and-groups local-
group rename -vserver vserver name
-group-name group name -new-group-name
new_group name

ANl
BUT RG34l "~ CIFS_SERVER\engineering’ " E#s &/ " CIFS_SERVER\engineering_new" " :

clusterl::> vserver cifs users-and-groups local-group rename -vserver vsl
—group-name CIFS SERVER\engineering -new-group-name
CIFS_SERVER\engineering new

LU RIERZs#4E " CIFS_SERVER\engineering " BYa) @A :

clusterl::> vserver cifs users—-and-groups local-group modify -vserver vsl
—group-name CIFS SERVER\engineering -description "New Description"

E/REX ONTAP SMB ZsHiZARIE R

& L B R7EEBFSI5E Storage Virtual Machine (SVM ) _EECEMFRE ZAHZAR95)

Ro X SVM EFREEIRERISAIRIRIEL SVM ERAAIIR (A m)@UEITHEHE

BRET, ERIEEER.

TR
1 BT EZ—:

Ffrﬁ'ﬁ Dll_a $HU)\F‘ /7\ ana
8RB LR E A vserver cifs users-and-groups local-

group show

SVM EHIFRBE AH#hZE vserver cifs users-and-groups local-
group show -vserver vserver name

BT e LY, EERILUEREMIESE, BXEFMER vserver cifs, HEBN'ONTAP i< 5=

"
[e]
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Nl
UTRBAIETRTHEX SVM vs1 EFREZHIANESR:

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group

vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative privileges
vsl BUILTIN\Users All users

vsl CIFS_SERVER\engineering

vsl CIFS SERVER\sales

BIEAHMONTAP SMBERK R EH&

Ea] Lo AN A ERASEIE AR P, SE ANINA M FRISAE R SR AN G EM, TR
EHREREREEA LR RIRIEFI XN BIER R, NELHEERAP AR SIZAEXE
RUANER, MItEINEEIFE B Ao

XFUIES
M 2SR 7NN B 53 B AE T -
* BRBER AP ARINEISF#EY _Everyone 4H,
© AHEBHTFE, AR REREFRIMAR.
* AP RTETE, AR REBERMEIZAHA,
* ARG AR RN T EfthAcith A8,
* BRIHAFSARMEI AL, Data ONTAP RAFRRETSEIL B FRARIT A SID -

Mt 28 FRIBR B 5B AN -

* IEREEMISTHBY _Everyone  AAMIBRA R,
© B MAIBRAL R RILE A TTE TS
* ONTAP #4ZEENSIE E ML P MIBREVRR 52 892 FREEMT 9ME B9 SID o

TR
1. AINEMIPRE PRI 5o
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MREE ... AEERS< ...

B EARINEIA vserver cifs users-and-groups local-
group add-members -vserver
_Vserver name —group-name
group name -member—-names name|[,

_ cel]
ERILIEE B INEIE E A BRI, AP
BIARNIE S 2 IRY R

MR RIBRRS 53 vserver cifs users-and-groups local-
group remove-members -vserver
_vserver name_ —group-name
_group name -member-names namel[,...]

BESE B A A AR, B
P4 RE S 1 R5IR.

W TFREED#AR sMB SERVER\sue FIiZi4H'AD_DOM\DOM_eng” #RANZEI SVM vs1 _EfYZsithsE
SMB_SERVER\engineering[FI

clusterl::> vserver cifs users—-and-groups local-group add-members
-vserver vsl —-group-name SMB_SERVER\engineering -member—-names
SMB SERVER\sue,AD DOMAIN\dom eng

BUTFRGIEM SVM vs1 ERYZSHIZE sMB SERVER\engineering FfiiikaAs#tiA~ sMB SERVER\ sue
SMB_SERVER\James !

clusterl::> vserver cifs users-and-groups local-group remove-members
-vserver vsl —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

BXER
BB XAHARGZHESR

EREXAMARNFEE ONTAP SMB 58

Ea] LU B RTESEBFEIEE Storage Virtual Machine (SVM ) _FECEMIZSHZAMIFRE LR
HFR. EXXHIAR)RIAE AR (XR) (@ THPERRREY, ERIEEBR.

p
1 BT g EZ—:

EETHER AR .
8 LB ARRAARIRL 53 vserver cifs users-and-groups local-

group show-members
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EETHER BARS ..

SVM EFrEA#ARIRY 53 vserver cifs users-and-groups local-
group show-members -vserver
vserver name

Nl
UTFRFIETRTHEX SYM vs1 EFIEAMANRENESR:

clusterl::> vserver cifs users-and-groups local-group show-members
-vserver vsl
Vserver Group Name Members
vsl BUILTIN\Administrators CIFS SERVER\Administrator
AD DOMAIN\Domain Admins
AD DOMAIN\dom grpl

BUILTIN\Users AD DOMAIN\Domain Users
AD DOMAIN\dom usrl
CIFS SERVER\engineering CIFS SERVER\james

fliF57s# ONTAP SMB 28

MRABEEARMANRBESZ SVM XBEREIRIIARISIE, HEFRBZFER SVM AR
IYFE (451 DECLAEAR T, MATLAM Storage Virtual Machine (SVM ) dffipRizasith
28,

RFUIES
MpRZAsthZBRY, FREMUTILR:
* X RHKREN.
SIAEE S| AILEARISCFFI B R _ERY Windows 28R F,

* WRZEAARFE, UREHEIR,
* FBEMIBRYFHEEY _Everyone £H,
* TEMIBR BUILTIN\Administrators __ BUILTIN\Users SR &4H,

g
1. @i B/RSVM LB A AR 51| 2R E EMIBRAVAHILAZFR: vserver cifs users-and-groups

local-group show -vserver vserver name

2. MpRAHIZE: vserver cifs users—-and-groups local-group delete -vserver
vserver name -group-name group name

3. WIFREEMIBRIELE: vserver cifs users—-and-groups local-user show -vserver
vserver name

18



NG|
UGS RIBRS SVM vs1 XBERIZSHIZE " CIFS_SERVER\sales™ " :

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS SERVER\engineering

vsl CIFS SERVER\sales

clusterl::> vserver cifs users—-and-groups local-group delete -vserver vsl
-group-name CIFS SERVER\sales

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS_SERVER\engineering

BEHAHEGEETH ONTAP SMB 1B 1A Z TR

TR LU A P ALEARINZ] CIFS ARSS2spVASHIE, X R 2IEM RSB ERYZIHIER
EER, MREGZENR, WARFEHERAEEIEE,

EFIES
B RIEE BEHIE KM Storage Virtual Machine (SVM ) BIRZ#R.

p
1. BRPREFNRENER: set -privilege advanced
2. PITHERZAYIRIE:

EFEMEARMAU ... FERIkHS
BRI EMMEEEMVE A~ A vserver cifs users-and-groups update-

names -vserver vserver name
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BEENRAPMAUR ... fERALa< ...

ErRERIhEFRBIE A F14E vserver cifs users-and-groups update-
names -vserver vserver name -display
-failed-only false

NETTEEHIERAFRA vserver cifs users-and-groups update-
names -vserver vserver name -display
-failed-only true

BB XEMNFAERSER vserver cifs users-and-groups update-
names -vserver vserver name -Suppress
—all-output true

3. R[OIFEENRERS: set -privilege admin

Nl

T RHIEERS Storage Virtual Machine (SVM , LAEIFRA Vserver ) vs1 XEXBUEAF AN EZHR, XF
LEREH, FEEM—AKRBBR:

20



clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs users—-and-groups update-names -vserver vsl

Vserver: vsl
SID: S-1-5-21-123456789-234565432-987654321-12345
Domain: EXAMPLE1

Out-of-date Name:

Updated Name:

dom userl
dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654322-23456
Domain: EXAMPLE2

Out-of-date Name:

Updated Name:

dom userl

dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654321-123456
Domain: EXAMPLE1

Out-of-date Name:

Updated Name:

dom user3
dom user4

Status: Successfully updated; also updated SID "S-1-5-21-
123456789-234565432-987654321-123457"
to name "dom user5"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123458"
to name "dom user6"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123459"
to name "dom user7"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123460"

to name "dom user8"

The command completed successfully. 7 Active Directory objects have been

updated.

clusterl::*> set -privilege admin

EIEARHAR

21



@] ONTAP SMB Zs3hay i3 Fi - s 4H AR IR

ERI LB AN PR B IR A BB A P SRR AR P AR, ARG B S D Eca H
EAIHRBFIAR. ZFRTLUBEX AP AR, MMiEaREE,

a2 Al
BN RA A B 5 AR P S AH A EF 7T

KFIES
AR AN PRKG B =% AP BRI IR. A RA = MIBRITRTARINBII R,

TERZAH I P BRI REY, A TR

* ER AN —T R E MR,
* FEMEAFEARINXREY, ONTAP BJgESild BX R g 88 R I IEE A F sl 4E.

Y05R ONTAP TESHEEH2REK R, ML AIERRMK.

$IE
1. AR AP HARN— 1 HZ IR vserver cifs users-and-groups privilege add-
privilege -vserver _vserver name -user—-or-group-name name -privileges

_privilege [,...]

2. WIFFAENRREEMNATIER: vserver cifs users-and-groups privilege show -vserver
vserver name -user-or-group-name name

Nl

AT RBIFH seTcbPrivilege Ml SeTakeOwnershipPrivilege /M%) Storage Virtual Machine  (
SVM , LUFI#FH Vserver) vs1 EBFF "CIFS_SERVER\sue' " H:

clusterl::> vserver cifs users—-and-groups privilege add-privilege -vserver
vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

ftiBz ONTAP SMB Zs3thal i3 F - s A AIAN R

Eey LUEE BB PR R E IR At B IS A A SRR P AR, XEFRTUIBEX AR MNAN R
AR, MMBRE LM,

FaZ Al
B M IFRAR FRAYZS B35 A P BB A E 7 7o
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KFIAES
Mt EiE A P S AAMIBRAREY, EFIELA T LR

* TR LARBR— P ZE MR,
* MR PSS MIBRINIRES, ONTAP RIRESild BX R IE1H 88 RIS IEE A F 54H,

Y02R ONTAP TESHizHIZREk R, Nan<LAIBERRK,

B
1. Mzt P e AP HIBR— PN ZMYPR: vserver cifs users-and-groups privilege
remove-privilege -vserver vserver name -user-or-group-name _name

-privileges privilege [,...]

2. BiFrREEMMNRFMBRFAENIR: vserver cifs users-and-groups privilege show
-vserver vserver name -user-or-group-name name

Nl

LRG3 M Storage Virtual Machine (SVM , LLRGH#RA Vserver) vs1 EBIFF "cifs_server\sue' " HfIER
¥ SeTcbPrivilege #l SeTakeOwnershipPrivilege -

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

E & ONTAP SMB Zithaiiai i P FIH YA PR

ERILEE A A AR, WREE B teE AR AR, HFEFE
FERFEXLEEN, NN IFEEER.

KTFUILES
EEAMEINA P AR MR ZN R ERINRE B,

p

1. EEARMIFAFPHAENNIR: vserver cifs users-and-groups privilege reset-privilege
-Vserver vserver name -user-or-group-name name
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2. WirREEW N REENR: vserver cifs users-and-groups privilege show -vserver
vserver name -user-or-group-name name

Nl

T RBIEFERE Storage Virtual Machine (SVM , LAFI#RA Vserver) vs1 LR "CIFS_SERVER\sue' " HJ
R, BIAMBERT, EBAFSESHEKF XERBINR:

clusterl::> vserver cifs users-and-groups privilege show
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups privilege show
This table is currently empty.

LUTFREPEEEL "BUILTIN\Administrators™ " FIFIE, MMBEXRIFRIESRE :

clusterl::> vserver cifs users—-and-groups privilege show

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeRestorePrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege

-vserver vsl -user-or-group-name BUILTIN\Administrators

clusterl::> vserver cifs users-and-groups privilege show
This table is currently empty.

E£REX ONTAP SMB I [REZER

TR ETRE XD LIS A AR IKARANBEXNRER. KEEREHTHER
ENATFRERNAF R,

TE
1 BITUUT#REZ—:
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BEETHER

Storage Virtual Machine (SVM ) _LEFrEEfNZth

AP RARNEEXR

SVM E45REEN A3t A P ANLE Y B RE XA R

TRy, f

LA ...

vserver cifs users-and-groups
privilege show -vserver vserver name

vserver cifs users-and-groups
privilege show -vserver vserver name
-user-or-group-name name

SR O] LUERE MO IS, BXIFMER vserver cifs users-and-groups

privilege show, BEI'ONTAP fi$&E",

> vserver cifs users—-and-groups privilege show -vserver vsl

SeTakeOwnershipPrivilege

Nl
U Tas<ER5 SVM vs1 ByZSitsiiat A~ A1ZH Rt K BX A PR A AXIR |
clusterl::
Vserver User or Group Name Privileges
vsl BUILTIN\Administrators
SeRestorePrivilege
vsl CIFS_SERVER\sue SeTcbPrivilege

W=EZS0b il v

T RSB E ONTAP SMB

SeTakeOwnershipPrivilege

SOd BN E
sadiEHNER—MERNIE (BRI _priviege _

), BTHERFREAERRBE

R B RLUBEEA XA, EM%%F‘S(TL_I_ HWEREBENRBZMWIt. &N 7 HEVF

Elge 2 Ch i lpaY ke E]‘AEET‘I'AI
ENAFPEESRTBHINE

, WAK#N{al Ay Storage Virtual Machine ( SVM )

AR IS EHRENSZEFAER
s NE AW, HAFPZSEIHRENEE, ONTAP EHREREFTERIELIF N ZX RN AN EREE RN
BHR.
* MNRFRRF, ONTAP BHREXHHREFFAEERIER (R1T) R,
WREAPEBERAEE "X " (BHKE) , W ONTAP FELIFAIES .
BB BHNE
&R LAEA ONTAP a7 R E S FEA b P A PRECE Active Directory AZRESRACE ST IBAIRE,
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o SeChangeNotifyPrivilege WIRITHIRE A IFAF ST IBHINE,

* EIRERME SVM ERyZsH SMB AP SIS F A, TSI BHINE,
* M SVM LEmyasit SMB AP SR akis A P s AA R IFR R X R R LSS BH R E,

AINBRT, SVM ERILLF BUILTIN AENGEIBHILE

®* BUILTIN\Administrators

®* BUILTIN\Power Users

®* BUILTIN\Backup Operators
®* BUILTIN\Users

* Everyone
MREFAFLEAWTHP—MANRRRSBHIEE, W MIZAPRIPRIEAR,
EEABLITREN SVM EpyAsits sSMB AR MARESSBHOER, BAFIBUT/IR:

c MNREARFEEXAMEIRAN R ARTREANE. WA SeChangeNotifyPrivilege MNBR,

* MREBAFRENSMIIFAFR RIS EHICE. MzAR ARG RN RRANRGE. MBI LURI
SeChangeNotifyPrivilege ffRo

* &A] LUBT M PR 22 A At sl ia BB P s 4B 4583 IBF#E SeChangeNotifyPrivilege FEESZER4FIN,

@ EREENAMINAE R AR RSI HREFICE. TR0k
SeChangeNotifyPrivilege $FIY Everyone éﬂo

HXER
* ATRAPSAST B REHIE
* RIFAFRRAST BERBHLE
* BB LB IR F /TR
* pIEH = ILRIERIFIR
* ERAFEEIFEPRIFREX SRR LS
* EFRIRRFIER
* ARSI A P SR AR A PR

AIFRAF 4SS ONTAP SMB B RiEH1G

MREHREBRAFEBEHEREPHNE BRUETHREN XM, BMEZARPMEBHIBE R %
BIPR. MBTLURIN SeChangeNotifyPrivilege Storage Virtual Machine (SVM)_EHY
ZHSMBAF XARNR. FIAERT, ARAUSRIBRBHICE,
Fro4 2
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* WIS A A P A1 B SMBARSS 2RI T,
* BEfEANAREIHAF 4 seChangeNotifyPrivilege ERMAINPRNAINEF T,

XFIES
RSP HARINNPREY, ONTAP alERiBE B RIFITHIZIRIGIBEAF HH, NR ONTAP & SigizHl
2R, NSk,
TE
1. B ARINBERSYIEHINE seChangeNotifyPrivilege ANMEIHAA A SHAMNPE: vserver cifs

users-and-groups privilege add-privilege -vserver vserver name -user-or—-group
-name name -privileges SeChangeNotifyPrivilege

MIfE -user-or-group-name ZWEARMAF KA. HEEAFHH,

2. BiHEERFRHAREERBSTEAINE: vserver cifs users-and-groups privilege
show -vserver vserver name -user-or-group-name name
Nt

LU er < a8 T explexe\eng ARV A F @i ANk Sed B RiBHHZE SeChangeNotifyPrivilege ZA1Y
R

clusterl::> vserver cifs users—-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\eng -privileges SeChangeNotifyPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng SeChangeNotifyPrivilege
BXER

RIEAPSERIBREHILE

= AP EELT ONTAP SMB B RBHIEE

MREFRFERPIBEHREFHFAEERLIAREN G, BAZEFRXNEHNERE
PR, MBI LURIER sechangeNotifyPrivilege Storage Virtual Machine (SVM)_ERYZR
#ISMBF P 5 £H BIA PR,

Faazai

ZE M RIFRIPRBYZS #3538 A P S4B 4 A B 77 1T

XFIES

I AR MIBAARIRET, ONTAP EIAESET B RIS HISR RIS 4, NS ONTAP Fosk Sz
REER, NtHOTREAKNK,

p
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1. BIFETIRANE: vserver cifs users—-and-groups privilege remove-privilege
-vserver vserver name -user-or-group-name name -privileges
SeChangeNotifyPrivilege

[l B8 153 SeChangeNotifyPrivilege fE A REIEE At akist BB - 2B B9 PR -user-or-group

—name name %%&o

2. WIHEEMNARRARE EZASHTIBAINE: vserver cifs users-and-groups privilege
show -vserver vserver name -user-or-group-name name

il
LUTFaSEIEET "example\eng' " AMAF LT B RBHICE:

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl EXAMPLE\eng SeChangeNotifyPrivilege
clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name EXAMPLE\eng -privileges

SeChangeNotifyPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng =
HXER

ARIFRAPSRAERSBREBHILE

BRARXAREMEMEIZREBHIESR

T #RUN{AZE ONTAP SMB {4 Z 28 it 550

,(jt_JL,{;uuT Storage Virtual Machine (SVM) Lt&ERESHXEHNBEFHXEGZLE
Bo A LIBRBEX FlexVol & LHZRENER. NREEE, WaILLEREX FlexVol
& L EERABRIBFIFHSIEREFRI R 2 ERNER.

ETAXXHREMENER

TR LMERUTR2RAE TN ATEN qtree  (XF FlexVol %) HEHIENXHLZLMEER:

* NTFS
° "UniX"

H A
VA=
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BB XEIZRENER

el LUBIE LAT NAS i 2/RE X H1% FlexVol & LIARIESHMNEZERNES:
* SMB (FiEhRs)
* NFSv4.x

ETNEXFERLRPF (SLAG) R2MHER

AILUER U TR 2ER IS FlexVol B gtree IR AFERS A RIHIFLSM:

* NTFS
o E.A
/e

* UNIX (INR7EEEIERN SVM EEEET CIFS fRS388)

ETAXMEHRES (DAC) REMIER
AILMER U TR 2RI FlexVol ERHM RN ANSHIERR 21E:

* NTFS
*RE (WRWKRAE NTFS AuL2M)

BEXER
* T RN fE R FMELR S H Rl Ba R R AR X 1717]
* BRAEXIRS S LFELILEPIFIER

ETEX NTFS Z218HE LAY ONTAP SMB XHZ2MMER

TEILLER NTFS 22X A& XA BERZ2MEER, SRR NENELER
=fta, M %Tﬂﬂﬂ‘“ﬁﬂfﬁu&ﬁ X DOS BItHIER. BrILEREREIERSECENN
XA iR) ] B TE R R

XFIAES

iRt Storage Virtual Machine (SVM) HIBRMUNEEREXHHXHRZ2EEHNEIENRZ. &8
DRER S5 IR VB Rt

* HF NTFS RetRNEM gtree TEHE X H AR PRATIER NTFS XEHXR LA Windows FAF 14,
b5 UNIX HBXBEEFERESNETRM UNIX XHRPRER.

* WFRANTFS ZeRABIXAMXARE, FET ACL Hitho

* BT AILIESIRY gtree FECEFERFINRDIPER 2N, RILECE T EERIHRIGIFHNESR gtree BR1Z
Bt tH I RER R 2R B ACL MTFfELR»51EBIF ACL -

* MRANAEXHRERBREE 7S mEES, Wiatits BnE XohSiheEsH ACE RIS

pg
1. ERMRENFAEEASETXHNBERZ2IRE:
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B BRE R BWANLUTFEL ...
BER vserver security file-directory show
-vserver vserver name —-path path
=Y S vserver security file-directory show
-vserver vserver name —-path path
-—expand-mask true
ANl

UTFRBIERBENREER /vold ESVM VS1H:

cluster::> vserver security file-directory show -vserver vsl -path /vol4

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

OI|CI|IO

vsl

/vold

64

ntfs

ntfs

10

____D___

0

0

777

YWXIWXIXrwXx

NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-

UTFRBIERTRENEZ2ESUREFBEL /data/engineering fESVM VS1H1:

cluster::> vserver security file-directory show -vserver vsl -path -path

/data/engineering -expand-mask true

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
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Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Generic Read

Generic Write

Generic Execute

Generic All

= Archive
= Directory
= System
= Hidden
= Read Only

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

Self

SACL
DACL
SACL
DACL
SACL
DACL
SACL
SACL
DACL
DACL

Group Defaulted
Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...

Relative

= RM Control Valid

Protected
Protected
Inherited
Inherited

Inherit Required
Inherit Required

Defaulted
Present
Defaulted
Present
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System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

ALLOW-Everyone-0x10000000-OI|CI|IO
0...



Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

UTREIERBREANENE2E

B BEEFEEANARPFIFRE(ER /datavoll ESVM VS1H:
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

BXES

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fQ0lff

(Applies to Files):

* BERREAERERINE LNXAR2MEER
* ETREX UNIX REBXELHXAREENER
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ETEXEER2ENE LA ONTAP SMB XL 2MHER

BAUEREERERAELIXANERR2MESR, ERTE2EINENR2RIE
T4, MATHENRULER UNIX FREEMARNER. ERUERERINIIREEE
B S R) E] B T E R R

KTFULES

T e fit Storage Virtual Machine (SVM) BIBRMUKRERREXHEHXHRLZ2EBHIENREZ. &8
D ER e 45 R N B R o

* BERE2BIEMN gtree AILIEE—EAEA UNIX XHERPRRIXHMX 4R, W5l NFSv4 ACL , LUK
—LEfEFA NTFS XHARAISXHFIE Ro

 BAReBAEMNTNERT AR UNIX 3¢ NTFS B Z £,

* B XA NTFS 3¢ NFSv4 ReiEXIXHFMXHFA=ER ACL HHito

XFER UNIX 2t BN ARIVUMNR (B NFSv4 ACL) BIXHMBER, bFERAT,

* ACL fatiPRFREEMAMEFRIVERT NTFS KeHRf,

* HFEMESIRE gtree NBERMZ 2R UNIX , RAIUTEREREENEE gtree LECEFMERAHIRIF
PRelt, EETHEERIHRIGIFHNES gtree BRIZAVRIL FTRESRIFT E/R UNIX XK R FER A
[]B5# ACL o

* WIRTESLFHNRIBRZIERAS NTFS BUREMREHE, WNRALEXHHERBIZEE T SHA
=, MiaHE s 2REXmEiA RIS ACE HER.
pg
1. EARFENFAERANERXHNERRZEIRE:

B ERME BRI BMALLTEZ ...
HERR vserver security file-directory show

-vserver vserver name -path path

TERTHHAER vserver security file-directory show
-vserver vserver name -path path
-expand-mask true

Nl

UTRBIZREBENESER /projects ESVM VS1H, LI BB ET. LEERSERREREASR
UNIX B Z 2,
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UTRHIEREBENEZ2ESR /data ESVM VS1H, It

36

clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

B.A
A=Y

2IRARZEE NTFS BRZR 2,



clusterl::> vserver security file-directory show -vserver vsl -path /data

OI|CI|IO

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:

vsl

/data

544

mixed

ntfs

10

e _D———

0

0

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-

UTTRAIETREBEEENRZEER /datavols ESVM VS1H, ILRELXEERAENTNEAER UNIX BRELE

. IkEEBEFMEERHRFHIRRE.
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clusterl::> vserver security file-directory show -vserver vsl -path

/datavolb
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755

Unix Mode Bits in Text:
ACLs:

BXER
* BREXNTFS ZeRAE LHXARERNER
* BEREX UNIX R2BRAE LHIXAHZE2MNER

TWXT—XTr—X

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-Ox1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

(Applies to Directories):

(Applies to Files):

ETEX UNIX 2218 E LB ONTAP SMB XL MHMER

TEAUER UNIX 22RAELHIXAMERZEMER, ERTERIANENE 2R
=fta, NATHERRUKREX UNIX FREEMANEER. EUERERTIER 2
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B IR I8) R B TR R R

KXTULES

iR Storage Virtual Machine (SVM) HIBMMUNEEREXHHERREESHEIENRER, &L
BERAHFMTIRERE =R,

* FEEXXHIRIEMNPREY, UNIX R2RNEH gtree (XEA UNIX SXHAPR, EX{I5% NFSv4 ACL o
* AEAE NFSv4 MM HRA =2 ACL fitho

TR UNIX 2 BN ARAUMNR (B NFSv4ACL) MIXHMBER, LFBRAT,
* 3T NFSv4 Rtk TF, ACL Mt PRIFFEENAREFRAER.
BN NTFS REERFE R

* HFUIRAESVM EECE T CIFSARSS 28 NMIUNIXE S qtree 2 FF RS ARIHIFR 2. Rt rlse s
N F s EgtreeBIFMELR LRI R £4ERIES -path o

p
1. ERMMRNFAEEASETXANBERZ2IRE:

EREREEHII BMANUTGL ...
BmERR vserver security file-directory show

-vserver vserver name -path path

TEBTIHAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Nl
UTRAIEREBENEZ2ER /home FESVM VS1H:
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clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

UTRAIETREBENRZLER /home T BEIEAXAISVM VS1H:

clusterl::> vserver security file-directory show -vserver vsl -path /home
-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -

GEESERS)
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* EREXREXRESE FNNHL2MNER
* ERREAERERIE LNXAR2EER

ONTAP s $HFERE X SMB FlexVol & _EH NTFS BEitSHERHER

TR LUERE X FlexVol & LR NTFS BHIZREBHES, BEREFARRE2EINENR:
BRIV, NMATHLENRUREXRZAGHRIEFTIRNER. ERUERERMIIZEEE
B3 B AR EUE A TR R R

KFIAES
TRt Storage Virtual Machine (SVM ) HIZMRAKRE B RHEZEBHINA RN, ERILE
BRSO A RN E R,

* WFEZREE, NTFS REEREM gtree (NEMA NTFS R4tiHRITHIFIFR (SACL) o

* BB NTFS ARREMNESRERAEFBIHFX KA LN A NTFS SRR,

BERERIEMN gtree ATLIEE—EEA UNIX XENRIIXHME R, BRIV NFSv4 ACL , UIKR—
LEAEF NTFS XHARBIX 4B R

 RAERERAEMNTERT AR UNIX B NTFS A& elt, HEFEESHAIEREE NTFS SACL,

* BTFEMEEIRE gtree NBERMREEN T UNIX , BEJLITERER2RAEE qtree LECEFMELR AR
PRe, EETHFERRIHRIGIFIED gtree BRIZAVMAL A RER RN 2R E MM X 43 NFSv4
SACL LUK FF#RAhRIBATR NTFS SACL o

* YIRTESL PN EIEEXA NTFS BURERIAVEIE, NINRANAEXHHE RRIZEE 718570
4, WiaHEs BR8 XehAiniRzs ACE NER.

* BETREXEE NTFS BRI XHNX G XNEZLEEE, 5 UNIX BXNEHFERESRETRH
UNIX XHAPRIE Bo

TEFRESFIRIEINPRET, NTFS REMRTUHEFXHFAER NTFS SXHAXPR AR Windows FAF#14H,
* RBXA NTFS 5 NFSv4 R BRI HXHERA = ER ACL Hitto

MFEEA UNIX T2 M BN ARIAINE (6 NFSv4 ACL) BIXHMIX 4R, ItFEBRAT,
* ACL HitHPRVFRIEEMNAREFERUEAT NTFS 2R,

TR
1. B REEMBEIFARAAIS AN B REIZRIILE

B BRE R BWANLUTEHL ...
BERR vserver security file-directory show

-vserver vserver name -path path

FRREZ LIRS vserver security file-directory show
-vserver vserver name -path path
—expand-mask true
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Nl

UTFRAIERT BRIERFEZERRER
AN / K SACL % B,

/corp TESVM VS1d, IHERIZEHE NTFS B Z£M. NTFS Rk

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

UTFRHIETRTBENEIZKRER /datavoll ESVM VS1H, ERFGEEMXHEHMHEF SACL UKkE

& 5\hEIBI#R SACL o

42

vsl

/corp

357

ntfs

ntfs

10

____D___

0

0

7777

TWXIWXIrWX

NTFS Security Descriptor

Control:0x8014

Owner :DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0I|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0OI|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI



cluster::> vserver security file-directory show -vserver vsl -path
/datavoll

Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xaald
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

ONTAP (i £ HF E~E X SMB FlexVol % _F B NFSv4 BEit5HRIER

B LUEA ONTAP i 91THREZTIAB X FlexVol £ L NFSv4 BHIZRIEHER, BEHA
ERERIANBEMREREN, NATWMERRUREXAZHRIEGFIR (SACL) BE
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Bo ERILMERERWIER £ A E SO Bz B TSR R R,

KXTULES

R R Storage Virtual Machine (SVM ) HIBRUNEBEERHBFZEENXHHERMNEBR, EoUEE
R IFATIRAE X E Tt

* UNIX 22 EM gtree (NI EHIZERI&(FEHE NFSv4 SACL o
* BEAR2BAEHFRA UNIX 22BN B R eI LN B NFSv4 B1% 58,

BERERIEMN gtree ATLIEE—EEA UNIX XENRIIXHMBE R, RIVIE NFSv4 ACL , BUIKR—
LA NTFS XHFARBIX 4B Ko

 RELTEBAEMINER AR UNIX 3 NTFS BN Z e, HEEESMAEERES NFSv4 SACL .
* JBXHA NTFS 3 NFSv4 2B HXHFEA = E R ACL fHito

XFEA UNIX 22 BN ARIANR (8 NFSv4 ACL) BINXHMIXHR, LEFERA=,

* ACL it PIFR B BEFMARE FE{UERTF NTFS LR,
* BT EMEHIRE qtree BMEZE2ER T UNIX , HEILUTERER RSB gtree EECE1Z(ERF3517IBA

P2, BT EELEIIFRBGIFNED qgiree BRIEMNRHATESRNEREM NFSv4 XENBE R
SACL AR t=fiER 5 A 18537 NTFS SACL .

* BFUIRAESVM EECE T CIFSARSS 28, NUNIXE S qtree X2 7R 7 ARMIFR 2. Rt rlsEe S

N R FHEERE S atreeFITFER A IHRIFIF L 24ERIER -path B,

p

1.

EAMENFAGREANERXHNBERZEIRE:!

BRI BT BALTFHS ...
HERN vserver security file-directory show

-vserver vserver name -path path

TFRTHAER vserver security file-directory show
-vserver vserver name -path path
-—expand-mask true

Nl
UTTRAIEREBENELER /1ab ESVM VS1H, Ith UNIX Z2iRHK1ZHH NFSv4 SACL .
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cluster::> vserver security file-directory show -vserver vsl -path /lab

Vserver: vsl
File Path: /lab
File Inode Number: 288
Security Style: unix
Effective Style: unix
DOS Attributes: 11
DOS Attributes in Text: ----D--R
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 0
Unix Mode Bits in Text: ---—-————---
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA
DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

T RN 27~ ONTAP SMB X{4HZ MBIt FEIRER

BRI LUERBRNT (*) EREXAERRHRE TAEXHNERIXHREMEIZE
BEEYIE B

BECAT (%) AIRFAEBERBENRE—NFAN, EZBRET, EREETMEXANERNESR. IRE
BREA" T "HNREXHHERNER, WFEEENSIS (") PiEfTERER.

Nl
U HEREMSNGLERBE THREXHNBERNER /1/ SYM VST:
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cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

N RS9 ERBE TSN HWXHNES /voll/a SYMVST, BEMENEISERR (™) ,
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cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: "/voll/a/*"
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG

FERGSITARAEEIE SVM LB NTFS XL a4, NTFS Hi%
RN ER TG R AP

FBEFEIE SMB NTFS XH%Z 2. NTFS BT HREEMFELRSH1RIBAIPEY ONTAP d5<

B LMERBSITREEIE Storage Virtual Machine (SVM ) LB NTFS XL 2%,
NTFS Bt REEFTZMELRAIHRBAR.

ERILAM SMB ZEF IR EABLITREEE NTFS XAR2MHMHEZRE, B2, FAGSITRELREXHR
EMNEZREE, THEERTEFAIHEREEHL2E. €A CLI IUEZEEER— T eI Z XXMt
MR A% 2 R R RIAT El

e B EFERA ARG, X2 ONTAP AT SVM EMNE—BER2FIF. FHEA5ILRMBIFERZRM
FE NAS WhisGAIRIR A T R A BB R B E R Ro

Sgei@d ONTAP sr LT REREMEERFERFARDF. EREEM SMB F P inEIREZMERARIHIFK
B, k5, NREM NFS 5 SMB EF1 ‘”‘*ES‘C#:‘ZE%E’JR%WE, MA=ERFERS BRI IP R 2%,
BMfER AL (Windows B( UNIX ) BESMTENEFIRHCEEFERSBRIBIFE 2. Eit, FER5175E
PP REIERRRM T IR 2R, ZERFHEEERMINREMEE,
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BPETFAERBIAIETIANSE S NTFS J5ITUR, (BN UNIX BF BRGS0 SVM L
() Windows BB/, T ONTAP AILUHE NFS iR T ERSIH B PES LATMIRMITE
é_LEo

NTFS Z2iEE

NTFS Z2t&ERXEM qtree PEEHIFAE XHXHERERE NTFS BREL LM, EAJLUER vserver
security file-directory ARV, AFENTFSREERE LU TRENZ2M:

* EREEBIHR S I B PRAN B i SR B

* & ENFEERARPBIFR 2N

BRERERIAE

BERERAEMN gtree AILUEE—LAE UNIX BRLEMHER UNIX XHPR (R3¢ NFSv4.x ACL
#0 NFSv4.x BEIZRER) MIXHMXER, Uh—EEE NTFS BT MHER NTFS XN RAM BR8N
XHMX T, ERILUER vserver security file-directory BFRUTEENZEMNABTFEESR
SRR GSRY:

* BEEH gtree FXA NTFS BREL R TNHI ST S BISKH A R FN B IZ SR BE

* XK NTFS # UNIX BRZRERANERNFER AR

UNIXZ 2R E

UNIX Z2iZEM gtree BEEE UNIX BRZR2M (E15% NFSv4.x ACL ) BIXHMXHE, NREE
B. BMFEIEUTJLR vserver security file-directory FAFEUNIXZ2IREXE LLHELZE MG
5

* . vserver security file-directory B8 RINFEATFEBUNIXZLIEREMgtrees EAJUNIX
B MM EIZRE,

s BRI LAER vserver security file-directory @39 &R%). HFEUNIXZLIERE LI EFHER
HiRBEP. Fifee®wa BinsHSVMEECIFSARS 28,

EESE
* TIRRIAER X RN BILERRE

* RS2} AU NTFS ReHRH

* BREAN B L SRS TS A RIS (S

* TR TR AR AR PSR AR SR 1)
ATIKE SMB XHFMIXHFHRZ2ER ONTAP i<

AT ERIUESNAMEREXHNXHRZ2E, MERTZEZF NS5, FEILATEL
EEZFFEHAREXHIXHRIEERER S IEFTFERIBTIE,

EUTMERBR S, FRAGKITAEREXHNXHRZEMEREER:
* EABBIWIMEREFMEM, FINEBRFPEIXXFFE
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* BIETER
* B Windows 1
* B NTFS XU RALRIMXHLREFNHEIZRBITENL

T fR{EF ONTAP s <18 E SMB XX 2 2 iR PR
EEAGTREREXGNXRLLME, BRETRELRS,
* o vserver security file-directory s HRF|FAEZHFIKENFSV4 ACL,

WREER NTFS KRN AT NTFS XX 43K,

FRLEEARTIN A ONTAP SMB XXHHIX T2

REWMRTEZHRERTIR, BTHERF AL XN A RHRITHIREURERRP

RS KBS B AZBI N R o
© *ANPR

RN RIFTEE RITHEL, HFHENR (BF, A5utENSR) AJLURHEEX S RAITHIER

Fo
t RERERAT

REEARTRIEESREERNMIESN, BT EXSXX AT AR KEKEI R,
* *ipiEERFIR (ACL) *

REHFIREZERMATHRESHNIIR, HPESAXAR, AaitBENNKRAUNNAT REEARRTHY

XA B X HRHITORERNER. TEMATTAIUEE U TFRFHEER ACL :
° FEALIEERIZI%R ( DACL)
° BRgtipiRiElzI& (SACL)
* * kEflinRERFIE (DACL) *

DACL 818 AT SIELIN XA S RMITIRIEBAR , AMITENXNRH SID 5%k, DACL BEZ1THS

MipEiEFIRE (ACE) o

** RgupipERFIER (SACL) *

SACL B IERAMINHKRMEZEMHHIAF, HMNTENXNRE SID 7%, SACL BEZ PSP RES]

%H (ACE) .
s *pRiEHI%ZE (ACE) *
ACE 2 DACL = SACL A& 1MN&8:

° DACL ez BIEE AITIELKERR, ATt BN REARNIR,
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° SACL iplRlizhlIZ BIEEHRZNERR, AsitBANKRRITHIEERENBICRIIBMINERKEH.
* * AXPRER A *
I RYG AN BN R 2R TT P E MBI PEM R RITHBEIN Ro FI RN A ETHARIIPR, TEX RN

RISENREY. &e]LUEE" Apply to "(RZARN)RMENHFF. FXEHEEMXGEE I UMLETE] this-
folder, sub-folders ' #M files'”

HXER
* "SMB #1 NFS B ML L RE"
* ECEFN A E SRR RIS G B a2

7 AESN{EI1E ONTAP SVM KX E Bin LW A EA s SMB AP AR (B R R

MR B RERIBE LSRR DACL 5 SACL £BRERAAAF A, NiE
ID EFECEXS Storage Virtual Machine (SVM ) R¥EWME BHrR X4 B REEE 2 71
, WAL E AN,

eIl SVM EREREMEECE, LUERER LAVE SVM BEUEMECE MR SYM E6IF BArskEss LRYBR
SVM o

TR LUK E LU mMsERp SVM REmE 2 —:
* BIMRE
EUHECER, SVM 0 CIFS ARSSSRARIRIEMRE TR,
* BEFEN

EIEEEPR, F=RE SVM H CIFS lREBNEH. EXMIBERT, B4 SVM £ SVM # CIFS fR$S23
Z¥r5iE SVM £ SVM 1 CIFS BRSZ 282 R [El.

BHEFEEEN

EEMERRER, WTaESEAR, ANNIREERN SVM IR, HMERAMIGAIZFR (4 CIFS ARSS28
B , FHS SVM Bir LRI CIFS RS2 RMRILAS, HId0, wRIJE SVM BFF “vs1° ", CIFS fRSEZ 2821
A "CIFST ", MEAR SVM B#k "vs1 dst' ", CIFS PRS2 N "CIFS1 dst' ", Mz pyZsithisg
% "CIFS1\user!” "= BnhEX " B4r SIFS1\DST1” :

50


https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html
https://docs.netapp.com/zh-cn/ontap/nas-audit/index.html

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description

vsl CIFS1\Administrator Built-in
administrator account
vsl CIFSl\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1 DST\userl = =

BNfEA B P A RIS EARM AR ASIEET B ER. ERMBFRHAEAZIMASEXFE F KRB (F
BEGRLTHRE LAENSRE)PEMNEN vserver security file-directory S RT).

N, JFF"VS1 . MREFEFEE TDACLEH -account BEIGE N CIFS1\user1™". MIIEERSTEH
FSVM_EBohER. URMBEFRICIFSARS 2221,

clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder

RAER vserver security file-directory modify FAFFohECIFSARSZ 282 FRE N BIRCIFSHR

51



SR,

BEKA SR A B RREEEA N
BN X ERRBEEEAH TGRS AR ANSHTRE:

* REMWRT

TR LUAFIEE R RATHAMEE UAREERTFAEENE A, NRREERTHAEEMEALAZEF
BAMBARSHAE, NN EBRREEATT, WEEKFAMAPFERBEIR SVM . EeJLUER vserver
security file-directory ntfs modify e AR ZFRHITERINERNEL,

* DACL %H

1 DACL X BEWINES— MK HEXE SIS RIERAMAF AR E DACL , A rEfERE
R SVM £, BHTETLAEIINAE DACL ZBERIKF RFF, RGN LR PRIFREFERZMA
FEi4HRY DACL % B, EREIERERBIRKF RVREIEHE DACL %8, HIFXLEHE DACL B 58N
AR 2HIRTT REX.

* SACL%H

B SACLFBEUAS— MK KB R FUEMEMER DA AKAB SACL , LUERABR SVM
B BTETAEIAE SACL ZBEBKF 2R, EILLBIML AT HRERMEMER AP AHR
SACL %8, FREIEGENBIRMKF BRI SACL %8, HEXLEHMN SACL B SHENMNZEER
FFFRXREX.

ENALLRIEZ A, SN ERERBEEFERNAMAR AR TEMSENENR, TN, NMAFLE
KMo

ERAG<SITREE NTFS XHFMIXHX FEEENNBAXHZEM
7£ ONTAP SMB fr5528 LI NTFS Z2HEiRRT

B2 NTFS ReErfT (XML £KREK) EACE NTFS iaaliz#l5IR (ACL) HRBEHEN
FiF Storage Virtual Machine (SVM) AHIXHRXHRNE—F, ElLIFREER
5 RREES PRI TR IRHE KB

EFUAES
ERTLI NTFS REBRE RN AR AR S R RS LI HRX IO NTFS BEFRT.

AINERT, ERIRR2HARNEN, mizeemRtTRMENRETIERESTIR (DACL) hREHIFE (
ACE) o TMRRIA ACE ¥R

R ie)SeR IR R R AR BRBV (L E
BUILTIN\Administrators 53 il s, F3Xfk, X
F

BUILTIN\Users RVF ERE il J{ttl?dfFE’E , FXHE, X

52



R PSS WA R R A RAV I B

Creator FIEE SV STRIEH %S{#FEE, FXMHE, X
NT SV i b3, FXXHER, X
AUTHORITIC\SYSTEM G2

ERILUMER U T ANES M B EX REWARTEE !
* ReWRTHREE
* FREENES
* RIgIERIRE

FHERA AR IF R BERERFTESHEE, BTHRESZER, 1517 "ONTAP sG55 ZE",

1% NTFS DACL i5a)i54Is% BAI0%Z) ONTAP SMB fRSZ2:E A NTFS L ARRT

[ NTFS Refid 570 DACL (FENLIpIREHIZI&R) hiRlizhlsE (ACE) Z2EE
NTFS ACL HiSEN A FXHHXHRMEZL, SNFBEIRRAFFIELIFTNITR
» FEX I RET AT ABERT ACE FRTE X RIS B (4 K ITRIIE R,

EFUHAES
BRI — RS MACLTRIEI R 2 A FFAIDACLAR,

NRLZeHEARTEEBEBIAE ACE B DACL , MiZas<=¥# ACE AINE) DACL ., MNRLREHWATAEE
DACL , MiZes< ¢l DACL FHREFRMF ACE o

TR LUE BT e E B A PISERIK A RIFEELRNRR B EXDACLFE -account B, IEENRIIAGE
B=M, X=MAEEERHRY:

* PR
* SRR
* RIEIIR (BHRARER)

(D)  mBkKISEDACLAEIR. MERIANBIRIZER Full Control,

EA] LUER T e E Rl R4k &R B E X DACL % Bo

F

FRERA A RIAIF R BRI ENESHEIE, BXRXUIREFARAGLHESZER, BESW'ONTAP S SE"

W

Jull

p

1. ¥5DACLEZ B RMNEIZEEARTT: vserver security file-directory ntfs dacl add -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account
name or SIDoptional parameters

vserver security file-directory ntfs dacl add -ntfs-sd sdl -access-type deny
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-account domain\joe -rights full-control -apply-to this-folder -vserver vsl

2. WIFDACLEZBRSEIEM: vserver security file-directory ntfs dacl show -vserver
vserver name -ntfs-sd SD name -access-type {allow|deny} -account name or SID

vserver security file-directory ntfs dacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

BXMEHMEE vserver security file-directory ntfs dacl, BEI'ONTAP i $&ZE",

£lZ ONTAP SMB R £ 5.

7 SVM XL 2 RIBZEE ACL ARENATFXHIAXGENE =D, REFTIZ
MESHELR, HPSMMESEHE—TFE, AINATXHRXHERX, ErILUHEERHES
ANE R 2 REEH,

KXFUES

AMNEILZLBEMNESEE NTFS REWMARTE XM XGRBREZENXEK, AL, BNEReKRRSESD
SVM (8& NTFS Z2EREIREELTLIERE) HXEK,

3

1. QIBEL2HAE:. vserver security file-directory policy create -vserver

vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. BiTLLHKK: vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl
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BEEZ5N0Z] ONTAP SMB 2 5.

AIERBRESHBERNNI LR LREZEE ACL FHRENATF SVM X 48 HRH
FOL, IERBRESH, EFBRUESSLEREEXEK, EIE— RS MES
FEAMNEI L2 REH,

KXFUES

L2 REBESHNE R, ESRETETIL2HRBEIAE NTFS RS T 2RAHIEHXHFR (NREEEF
fERANARPAR, MBEUNENR) HITHEMENE.

ESREERM:
* XHEMBERES

BTFiEERZEERTNATHEEXHMXARNES, BIXGHNERESNAN ACL fTLIET SMB &
Fimal ONTAP s TREEITEE,

* FRERAAIRBAIPESS

BT EBEERSHRPFIPR SR A TIEEEMNES, @I FEEAARBIFESNARN ACL R
Bei@id ONTAP s 1T REHITEE,

ESBAXE (FEXHR) H—AHAXH (HXHFKR) NLSEEEN. REFHNSMESHHREHE—ITR, —
PREPHETBREREE—MES. RBEFERESEENESFE.

RES AN E RBR AN -

* BIMRBREZAUEE 10, 000 MESHEE.
* —PERESAIUBEE—MEEMES.

BMERRA UBE S MES, EHELERRIEEENENEE X 4B RMNEFMEEHRGIFES. REELM
BEMEEMEEAA R ESSHFME XA B RIES,

* FhERA R RPR A T RREIAN R,
ERSRAEINYIIR,

B2 RGINESE, BIFEEUTEMAESE:

* SVM name

* Policy name
* BiZ
* E5REFXBENRZERRT

ERILUER N ANES M B EX REWARTEE !
* e
* FREIELT
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- REMIE
IR

FHRERA A RGP R BRRIEFIENES A E, BXUIRZETAAGLHESZER, BESI'ONTAP Gi$SZE"

p

1. BEAXBRKZREHATHNES HNEIZELERE. vserver security file-directory policy task
add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD _nameoptional parameters

file-directory ®BIBRIAE -access-control B, FEEREXMHMEBRIFIIMESIEEIHRIEHIZEE
R RIERTY,

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
-index-num 1 -access-control file-directory

2. IIFRIMMESECE: vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

BXBEMEE vserver security file-directory policy task, IBZM'ONTAP mS$&E",

[ZF3 ONTAP SMB LR £ 58

XL 2HRBENATF SVM 2812 NTFS ACL HRENAFXHHX4RNRE—T,

KFUIES
EEI B R RRPEXNLZLIGENATHBTE FlexVol & (NTFS SRS R 2RI) HHI NTFS XHFIX
%o

@ I B LR XEEH SACL T, {E{IIlE DACL e EE, NALXSFIRNMEXBEADACL
B. ERNEDACLE IS EE. ERIENNEHZERBZ A, ENEENELTLERE,

p
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1. NAAZ2HEM:. vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

FERT It R ERBE N A E Lk, FR[EIFEL ID o

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

15357 ONTAP SMB L& FBR{E

ERZEREEWAT Storage Virtual Machine  (SVM) BY, ZAILLET miz R 5B (F
APRESIFESHE, NREFERERERBIINAML, XRIFEER. WRERMEL
BITHERK, FEENAREXGFNXAHRNAIERZEE, VIEEEIRER.

XFIAES
BEETEXZERBEVIIFAEE. NEEM -instance B,

p

1. BT eHBREL: vserver security file-directory job show -vserver vserver name

vserver security file-directory Jjob show -vserver wvsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

I5F ONTAP SMB {4244

SO I L 2IRE, LXE%IM“FH}‘I%%%E’J Storage Virtual Machine (SVM) E
XX AEEGRMEILE

XFIES
BRI EEERIERSIRENX N HFEEIEFEREMN SVM B, Er AT E -expand-mask

ATFEREXZ2RENFAEENSH.
p

1. B RXHEMXHRLZLIGE: vserver security file-directory show -vserver
vserver name -path path [-expand-mask true]

vserver security file-directory show -vserver vsl -path /data/engineering
-expand-mask true
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Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: 0x10
.0 ... ... .... = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
e vee. ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004

l... veee vvee «... = Self Relative
.0.. .... .... .... = RM Control Valid
0. .... .... .... = SACL Protected
.0 ... .... .... = DACL Protected
O... .... .... = SACL Inherited
.0.. .... .... = DACL Inherited
.0. .... .... = SACL Inherit Required
.0 .... .... = DACL Inherit Required
.0. .... = SACL Defaulted
.0 .... = SACL Present
0... = DACL Defaulted
.1.. = DACL Present
.0. = Group Defaulted
.0 = Owner Defaulted

Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
O
Generic Read

Generic Write



Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

ALLOW-Everyone-0x10000000-0OI|CI|IO
0...
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Synchronize
Write Owner
Write DAC

Read Control
Delete

Write Attributes
Read Attributes
Delete Child
Execute

Write EA

Read EA

Append

Write

Read

FERRSITHEREFEIZREHIEENETF NTFS XHMX 43k
FTECE SMB Bt REEFFEN AT NTFS XEFX43H) ONTAP @<

{EFE ONTAP S$1THREN, EREZRINAT NTFS XHMXH4IR, BT/
I® . B4, B NTFS KR HIE SACL MBI 2R R, 1ETF, tIELeE
BRI ARINRBRES, AE, BiltZ2RBEN T Storage Virtual Machine (SVM ) o

KFIAES
NAREREE, SRR REEL, ARWIEN AR EZREIIZE,

@ [z FE B AZ SRR I X BXRY SACL f5, fE@ILE DACL BiSikES. TLIBNNAHZ2RIE A,
BNEENEL2HRR,

BXES
* T RN E R AELR R I Rl B3R R ARIP X A 1717]
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* THRERGSIRE SMB XHMX LR METHIRRS]
* FRREERRRNAXHIXRR e

* "SMB #1 NFS BHZL 2 RER"

* TEARSS 23 LU NTFS L2 HIRTT

7 ONTAP SMB fz5528 LBIZE NTFS LR TF

B2 NTFS LR EIZEREAE NTFS i50iE4l515% (ACL) HEENBTF SVM
P ENXEELNE—F, BEERERESTELZSIERTS G EFERRExX
BXo

X TFIHAFS

AT LA NTFS R B PISHA R ES R ERE SRS AR NTFS RH#R T,

HINBRT, EIELREEARRTE, SEZETEEARRRIENREVIGRESISFIZFR (DACL) HREHIZE (
ACE ) o TERIN ACE 80FFR:

TR ilGCIES] UG N ANRIAIE

BUILTIN\Administrators 4334 SEiEHl WX, FXHE, X
(e

BUILTIN\Users RIF SEEIEHl %S{#% FXMHFE, X

Creator FrE & R SEiEHl J{tﬁl;:z#;@, FXMHEE, X

NT RIF SEE T ek, FxXH¥k, X

AUTHORITIC\SYSTEM (s

ERILUMER U T ANES M B EX REWARTEE |

* ReEWATHREE
* FREENEA
* RIpIERIRE

F

FHRERA AR R BRI PES A E, BXUIIETAGLHESZER, BESR'ONTAP 3L SE"

Julll

g
1. NBRBFERAESRSEH. BENREFIRENSR:. set -privilege advanced

2. QL LHIRRT: vserver security file-directory ntfs create -vserver vserver name
-ntfs-sd SD nameoptional parameters

vserver security file-directory ntfs create -ntfs-sd sdl -vserver vsl -owner
DOMAIN\joe
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3. WIS HRATECERTIEM: vserver security file-directory ntfs show -vserver
vserver name -ntfs-sd SD name

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\joe

4. NREVTFERENRES. FREZEERRLRG: set -privilege admin

¥ NTFS SACL i5ili=Hl5k B R INE] ONTAP SMB Aks3528 ERY NTFS L&A RF

[ NTFS LRI SACL (RFARIESHIZIR) HRESIZE (ACE) &4 SVM
B AR NTFS FIZRBBNE P, SNFEEIMIEREZMNBEP T
¢H, SACL #BRATEXEEHEZMINIERKKAIAGIRIZ 1.

KXFUES
ERAIE— e Z A ACE FRINEIR £HIRTTH SACL .

NRL2WATTEERBIME ACE B SACL , NMiZar<L=# ACE HINE SACL, MNRLZ2HATAES
SACL , MiZer< eI SACL HR# ACE RINEIEH,

ERILLUEE R E IR P FE E B R RN R M E BRI FRRECESACLE B ~account 8. EENIREIS
FE=M, X=MBGERER:

* PR

* SRR

* RIaPR (BRARER)

()  mBkKIEESACLABMINE. WEIAGER Full Control,

TR LU BT e E A E AN A4 AR B E X SACLEHE apply to & MRKRIEELSEH, NEIABERT
WUt SACL FENA T f3E, FXHFEM o

p

1. ¥¥SACLEZ BAMBIRZ SRR vserver security file-directory ntfs sacl add -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
name or SIDoptional parameters

vserver security file-directory ntfs sacl add -ntfs-sd sdl -access-type
failure -account domain\joe -rights full-control -apply-to this-folder

-vserver vsl

2. HIFSACLEEH RS IEM: vserver security file-directory ntfs sacl show -vserver
vserver name -ntfs-sd SD name -access-type {failure|success} -account
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name or SID

vserver security file-directory ntfs sacl show -vserver vsl -ntfs-sd sdl
-access-type deny -account domain\joe

Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

2172 ONTAP SMB L& k&

79 Storage Virtual Machine (SVM) GIEEZRIEEACE ACL FHEENAF X414t
EME=F, KRZTIASZMHMESHERE, HPSMESBE—15KE, INAFXXHHX
¥k, EBELUEEEESHNE RS HEER,

XFIAES

AINEIZLHLEIES B E NTFS REBARTEXHHXGKBREFEZENXEK. BElt, BELeERSES1"
Storage Virtual Machine (SVM) (8% NTFS ZeBXETEELTLERE) HXEL

TR

1. QIELR2HEM: vserver security file-directory policy create -vserver
vserver name -policy-name policy name

vserver security file-directory policy create -policy-name policyl -vserver
vsl

2. PIFREHIE: vserver security file-directory policy show

vserver security file-directory policy show
Vserver Policy Name

vsl policyl

B{ESFINE) ONTAP SMB Z250%

BIERRESHBERNNI LR LREZEE ACL FHRENATF SVM R 45 HRH
%IE*/FO BIEREESE, BEERLESSRE2REAEXEK, EAUE— NS MES
BAINEI R e R H,

XFIAES
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RERBEESHNER. ESEEUTRIREREMERE NTFS SUEERERANXHHXHE (NREETF
&R A IAEBR, MEAILUMNERR) HITHEMEE.

ESREERM:
* XHHMERES

BAFEERL AT AT EX N EEMNES, BEIXEHNBFESNARN ACL AJLUEE SMB &
Fixay ONTAP e TR EHITEE,

* FERF AR ES

BT EEREFERF LRI MR N A THEEENES. BIFEL BRI IFESNAR ACL R
BEIEIT ONTAP e 2 1THREHITEE,.

ESEEXH (FXfR) H—AXH (HXHR) NLSEEEN. REFHNSMESHHARIHE—ITIR —
PREPHETREREE—NMES. KRBRTERESEENESFE.

RHES AN EI RBRATAEN -

s FPMEREEZFUES 10, 000 MESEB.
s —PNEEEAUEE— 1M HEZMES

BMERBEA AR E S MES, EHELERRIEENENEE X4 ERMNFMERHRPES. RSN
BEMEFMEERHRPESHPAE XA B RIES,

* FhERAARPAR A T RRHEIAR,
ERZRHIIMNYIARIR,

ERILMER U T ANES M B EX REWARTEE |

* ReXE
* FREER
* R5UE
* IpiREHIE R

F

W

FHER S BRI R BB ENESHHE. BXRILIEFFARGLHNESER, BBI'ONTAP @S E",

julll

p

1. BEAEXBKZLERARTHNESHTIMNIZLEE . vserver security file-directory policy task
add -vserver vserver name -policy-name policy name -path path -ntfs-sd
SD nameoptional parameters

file-directory BHIERIAE -access-control B, EREXHIBFiHRESIHEEHR)ITHIZLE
p=1prid: 0

vserver security file-directory policy task add -vserver vsl -policy-name
policyl -path /home/dirl -security-type ntfs -ntfs-mode propagate -ntfs-sd sd2
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-index-num 1 -access-control file-directory

2. WIFRBRESEE: vserver security file-directory policy task show -vserver
vserver name -policy-name policy name -path path

vserver security file-directory policy task show

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

BXMEMEE vserver security file-directory policy task, BZSIL'ONTAP ei$&ZE",

[ZF8 ONTAP SMB LZ& 588
BEZERNBTFSVMELIENTFS ACLHBENBAF X HFHXHFFNRE—F,

KXTULES

TR FRPEX ML LIGEN AT BT FlexVol & (NTFS SRALRLIRR) P NTFS XHFIS
3k,

@ N FAEZRIRA X BXRY SACL T, £{AIlE DACL HislES. NALTSHRIENEXBADACL
B. ERNEDACLE S EE. ERIENNBHZERBZ A, ENEENELTLERE,

p

1. NAREHEK: vserver security file-directory apply -vserver vserver name
-policy-name policy name

vserver security file-directory apply -vserver vsl -policy-name policyl

HERT It R ERBE N A Rk, FR[EIFEAL ID o

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

15357 ONTAP SMB L& FHBR{E

EE L 2R AT Storage Virtual Machine (SVM) B, ERJLUET Kz R 2 HRE(E
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I REIFESHE, MREHEBHEREREOINARY), XRKEEER. MRENFEL
BITHERK, FEENAEXAFMXAGRNARERZREME, NItITEESRER.

RFUIES
BETEXZERBIEVIIFMAEE. NEM -instance B,

p

1. BT eHBREL: vserver security file-directory job show -vserver vserver name

vserver security file-directory Jjob show -vserver wvsl

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

I53F ONTAP SMB it 5B

B BT EEAZREE, UUMIIAN It RZ £ 5REAY Storage Virtual Machine (SVM ) EBY
XX EFEEGFRENEZZEIRE,

XFIES

BRI LU vserver security file-directory show S8 UBTREIZEREEE, BNTRHESER
TE XA X HFEIZRIE EREIRTTE SVM B2 MRURIZEIBIIER R,

TE

1. BREIZKBKIRE . vserver security file-directory show -vserver vserver name
-path path

5l

TS 2RNATF SVM vs1 FRERE " /corp’ " IEIZERERIE R, LLIRZREBINZ A T BIhAIALTH / KK SACL

%8:
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cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver: vsl
File Path: /corp
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8014
Owner : DOMAIN\Administrator
Group:BUILTIN\Administrators
SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\user1-0x100116-0I|CI|SA
DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01lff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI

THEUIEIEIE ONTAP SMB L FBR{E

MNREFELZERBEL, WERLRRT, ELEERZREREE D ICAZRIRRE
5o BN T BERT ISR BEEMPLE SR MMELAR 25RB8, LUBERINZIMECRILERRES, XIoREE
RUECRELFEARIN, MIBRSECL ) BLn SRBRAYAESS AR BREIE LA R B

MREN L ERBEFEFLEZELATUTRES, WEEERIZRIE D ECLAIZRIBAES:

* (R EABEATREAE TR,
- RV EEE,

* (R IREH R FETRE.
Rl AR SRR B A A,

FEUTERT, MRENREREFEFL, WEIAIMER LR 2RSS D B4 % REEBIESS

* REELERFLE
* RERIEL B RINTEM.
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AT &2 SMB k328 LAY NTFS L3R RTHY ONTAP &<

TR LAERYSERY ONTAP sp < REBER 2R N. ErILIEIE, ok, MERMETREX
ZEHMATHER.

MREE ... fERA LS

BIEE NTFS ZeiaiARF vserver security file-directory ntfs
create

BEXINE NTFS ZEiiRRT vserver security file-directory ntfs
modify

EREXIE NTFS ZeEAFHER vserver security file-directory ntfs
show

fER NTFS Z2iaiRRF vserver security file-directory ntfs
delete

BXBEMEE vserver security file-directory ntfs, IBEM'ONTAP mS$E&E",

FAFE1IE SMB JR22:2 A9 NTFS DACL ifais4|&Z B Y ONTAP @55

e LUEFSER ONTAP S 3REIE DACL iAAis4IZE (ACE) . Eal MR
ACE 7 NZ| NTFS DACL A, iR AT LUE & eR, MFRFIERE X DACL  ACE HIE R
EIEIA NTFS DACL ,

NREE ... fERLtaE< ...

B2 ACE HEERINZE NTFS DACL #2 vserver security file-directory ntfs
dacl add

{22 NTFS DACL ##yIlHE ACE vserver security file-directory ntfs

dacl modify

FEBX NTFS DACL HIlF ACE M2 vserver security file-directory ntfs

dacl show

M NTFS DACL Hffipx¥lHE ACE vserver security file-directory ntfs
dacl remove

W

BXBEMEE vserver security file-directory ntfs dacl, IBES'ONTAP mS$E&E",

T EIE SMB fRs325 ERY NTFS SACL ihializHI & ERY ONTAP &5
&R LUERYEERIONTAPRS £ R EIESACLIKIRIIEHIS B (Access Control entries.
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ACE), f&8]LAKERTIE ACE NI NTFS SACL , f&E B LUEIZERR, MIBRFIERE X
SACL #r ACE IS EREIEIMAE NTFS SACL

MREE .. RS ...

Bl ACE FHEHERNMEI NTFS SACL vserver security file-directory ntfs
sacl add

{EEZ NTFS SACL ##VIIA ACE vserver security file-directory ntfs

sacl modify

EREX NTFS SACL FIlE ACE B 2 vserver security file-directory ntfs
sacl show

M NTFS SACL #Hff|BRIRE ACE vserver security file-directory ntfs

sacl remove

BXBEMEE vserver security file-directory ntfs sacl, IBB'ONTAP mS$E&E",

BTFEIE SMB Z25REA ONTAP #65<

,dx_JLM%FHﬁ/EE’J ONTAP 8 <R EEL 2K, ERIUETRAXEREIESR, HaT L
PRERES, ERREIEIAR 2R,

MREE ... RS ...

BIRL LIRS vserver security file-directory policy
Create

ETEXREEENER vserver security file-directory policy
show

PR = S SRR vserver security file-directory policy
delete

BXMEMEE vserver security file-directory policy, EEW'ONTAP i $&ZE",

FATEE SMB K2KERESSH ONTAP @<
IERILAEEA ONTAP 5270, 8ok, MIRMETREXLZE2RBESHER.

NMREE ... fERLtE< ...
IR REES vserver security file-directory policy
task add
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MREE ... eIt ...

B L 2RI/ ES vserver security file-directory policy
task modify

ETEXLLERESHER vserver security file-directory policy
task show

PR £ HRREIESS vserver security file-directory policy
task remove

BXMEMEE vserver security file-directory policy task, IBZSIL'ONTAP fi$&ZE",

FATEIE SMB R RE&{F LAY ONTAP 85 <
EEILAERS ONTAP as 9E (%, ME, FLEMETREXLEREFIIER,

NREE ... fERLLa< ...
HiEL LR FL vserver security file-directory job

pause -vserver vserver name -id integer

ME L2 Rl vserver security file-directory job
resume -vserver vserver name -id integer

ETEXLZLERIELVHIER vserver security file-directory job
show -vserver vserver name &8 LUERALLER<S
HEELAIPELLID,

FIER 2Rl vserver security file-directory job

stop -vserver vserver name -id integer

BXBEMIEE vserver security file-directory job, BBM'ONTAP fi$E&ZE",

77 SMB X2 E T IEEE
T % ONTAP SMB TT#IRER

BT THUEEE, SMB 1.0 B iR LA EMEF A LU E ML R X EM XX EM,
A UETEMMESREIZERMETF. MRBA7T HEEE, EBErUIAEEFLB
g@%ﬂ?ﬁj‘@o WNRE FiEET SMB 2.x 5{ SMB 3.0 EERHE, NLEERE TIHUESE
Fo

BRRE, SMB miEEFIRBRENXGRBIEHIEFE—RERNNE. XFrILIREAEE R ITEREY
SMB 1.0 ZF imHY SMB 14%&E.
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HFRLEAES, SMB RRBARERE, HPaleEENREMNXHTHENSMERER, ZRLCA SMB
THIEEFMNEEPRIER, MMEDTRERNHEHIRS SMB 1.0 TP KA.

@ TCHIREGFRATKEEEN SMB 1.0 BEFIHRAIHNNER. MREMNIFIRTEFBLILXEE, N
RS Atk IhEE.

JEF8 ONTAP SMB Jt3UEETF

EaT LB BB SMB TTHIEEEFIRS SMB 1.0 EFIHAY SMB 1£88. BIABERT,
SMB TtHIEEFZA TR ARS.

g
1. BATFRRBVIRIE:

MREE WMANTGS ...
BIEHZNE R SMB tiiEEF vserver cifs share create -vserver

vserver name -share-name share name
-path path -share-properties
attributecache

EMAaHEE= BB SMB TiiEERE vserver cifs share properties add
-vserver vserver name -share-name
share name -share-properties
attributecache

BXER
* RETTHIEEFFBIETH
ANHMEFIMBEHRENHZEM

fidE ONTAP SMB THiBEEFEX BN A dr B HA

TR LAECE SMB TTHUIEEFFBEREMER, LUANFIRH SMB THIEEFE. A
IMEA 107D,

a2z Al
BB RA SMB T#iEEFIIEE. WRAKBA SMB THIEET, AR SMB &7 TTLIRE,

p
1. BATFRRRVIRLIE:
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NREBELUFER MECE SMB BIAGRS ...
THIEEFFENEHER ...

tlEH= vserver cifs share -create -vserver
vserver name -share-name share name
-path path -attribute-cache-ttl
[integerh] [integerm] [integers]

BEMEH= vserver cifs share -modify -vserver
vserver name -share-name share name
-attribute-cache-ttl
[integerh] [integerm] [integers]

B UES R EREZEEEMHEZREEIEZTMESE. BXIFHMEE vserver cifs share, HS
JL"ONTAP & &=&",

BIEXHIIE
TR Z (8] ONTAP SMB X{48iE

XHBIERE F ink AiZR AR LA A ihR e Rl B 5 — R P T RISXHRY 7575, ONTAP
PIE MBI 75 TEUR T & P imBy i

NRZFFIHE NFS P, NRERE; WNREFIHE SMB FF i, MARBIE,
AT NFS # SMB XS ZERIER, NFS BEFIRAIBETAHIRISCAIE SMB N AREFFTHRIS Mo
Y NFS EFPIm=IR 717 SMB NAIZFSERIX I, SAEUTER:

. %mzn%‘ENTFS%EP XHAHREEIN) rm, rmdir, M mv ERTUNNFSNARFHRITREREUEES
Wlo

* SMB B IRENHIIEL T NFTHIER 2 3IIELE NFS 52ENF 5 N12E.
s NRXHEMBENEEFERIE S SMB FTHEHIE, N NFS BNIZIEBLK,
* BUHSEE
° WFNTFSXHRS. ZIFSMBHICIFSHIpRIEIE,
EREFAR. WXXEZHRBR,
° RZIFENFSHUHFEZIR(E.
A HFThEE. RAFENTFSHISMBY. FHENFSH# ok % i at MipRie k.
o WMFUNIXXHE RS, TR TEZIR(E
ZFRLASZ I IheE. RENEENFSHIUNIX X .
c BB
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° WFNTFSXHERL. NRBFXHEMSMBECIFSITHAH. Ml LEfHEBFX .
° xi?%NFSEF'P o

AZHFIEIHEE. EARNFEENTFSFISMBY,,

£ UNIX Z2RHED, NFS BUHBHEMEaRIZFSZEE SMB SiERSHAWFARXF. UNIX REREHE
LERIFRE HAh NFS 121E9581E SMB SERZo

T % ONTAP SMB Hi%{il
QFRUSENXHEHITIRE, UERMXHEAE (B2H) c2RiE (BEA) -

fEF Windows BJ SMB P inr] LUK E BN XHHN R, NFS BEFIEARIIRESIXHRIRAL, EH NFS
P ImASRITEAER SN IR R,

LA Windows fY SMB B imtlIZE SR, ONTAP BILATEIZX 4 Lig B R, 7£ NFS EFHH SMB &
Fﬁa”ﬁZieﬂ,itéﬁdﬂFEa‘, ONTAP X AT LIS B RiE(iI, NFS B i1 SMB B HEHAE L4, EBEEARIE
o

EfE ONTAP 3 NFS Bl SMB P IR Z B EZMXHFRIFEHRIRSIE, ERRELL TN E R 5
fiI:

* NFS R BERT RBMUREAX I ARERE NMIRIL,

* MR NFS FERIHZERATARBEEANNRN, HEZAELSATHP—MI, N ONTAP 2AZXHERAR
19-1_Lo

* S0R NFS B in/EAERTS ANPRL, T ONTAP S MZX 48 R,

* MRBATXHRRIEM, M NFS FFIHEZIHAMSAHRINIR, WASEXHRINRALIZE NFS BF iR
; M ONTAP 2R RI&IXEI NFS B iR, HRFIKRS NMIR{L,

. ?D%F’ﬁﬁ?flﬁ:m R, ™ SMB BFIHEZAT RIEfAL, N ONTAP HALtX 4 ERAMEENE AR
Ao

* BRTRIRMURIXHREER root BFE N
RFULLTHIARS ACL M Unix &RUU3ZE
HXHIEE T RIR{IAY:

* XU ACL FRREEMEN, NFSEFIHEETSRE IR A1ERA ACL,
 EEFIRYERXEFHTS AR Unix M2 R R AR,
* NFS %1 SMB B/ BRI, EFAEEHE,
* ACL 1 UNIX st ik 0B, BRIt B0RRINL. XEIRE, BMEACL AFSAAR, RRItham
IE8
S SRR E ALY

* ONTAP#E$E ACL 1 UNIX #&R{HaE 15184,
° YNER ACL 3¢ UNIX #=2(HEL T A8, N NFS # SMB & is o A BB 4o
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° Y05R ACL # UNIX IRIUAIREL T 18], W NFS Hl SMB & i a] LUE SR fFo

@ X ARPREVECRZILENTE SMB B i LER, BIR NFS ZRIRERBMET, NWAgA=
I BN7E NFS B iR EER.

ONTAPTERMEHZRZAM ERIBIE RS SWindowsHE AR~ [E

5 Windows R[E, ONTAP ARTEFTHA NG BIEITHA XM ERNE N EE, 1T
&80 SMB HE KRR,

BT ONTAP A= BiERZNENMAN, EItAIUESZITANXAHEZ EANRFAN, XS ELE
NARFEIRAERRERE, AR EREZE SMB EBEFNEZRIELY. XAIEAEFRRZFELHEZET
LI

AT REEGBRBRAGSENRE, EAIUNARERERMIEAFSNAREFERRXERR.

E"E X ONTAP SMB HiHE 8

EBAUEREXRENXHHENER, SENENINEREURINERS, FIEEE
, HEMERIL, ERUENVINEFAREE, UNKINEZERFADWERFTAE
WFTFRY,

KXFUIAES
XFi@EE NFSv4 Bf NFSv4.1 BIYRBIE, TERTREIn P ithilt,

AINBRT, BB TRAXFAINENES. ERALUERMLSSMETAXE Storage Virtual Machine  (
SVM) BIERIER, WEREMFHmERSRHEL,

o vserver locks show PR AEREXEMIERMNBENEE
* FHEEBE, NBEXH—E7,
HEHE, BFBEITFF S,
* Hl=8i, BFES SMB LT FIREF.
* Hk, ATET NFSv4.x IBHIE P RETF

ﬁﬁ?giﬂﬁ%*ﬂ, ,@EJLlﬁﬁﬁﬁi’éﬁ\ffﬁizﬁﬁﬁﬂ’\]i%ﬁ%o ﬁ?&ﬁ’\]ﬁéﬁi%% vserver locks show, BEE
JI"ONTAP @< & E",

1B
1. FRETREXIENER vserver locks show A%

Nl

MUTFRGIERT BEANXE EHINFSVABIERHERER /voll/filel, HEBIE AR write-
deny_none , MPERBEIEANZIRIZTH:
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clusterl::> vserver locks show

Vserver: vsO
Volume Object Path
voll /voll/filel

Protocol Lock Type Client

1if1l nfsvi share-level -

Sharelock Mode: write-deny none

Delegation Type:

delegation -
write

UTFRAIEREBENNX A ESMBIIERIFMHEFMEMHEMESE /data2/data2_2/intro.pptxo Xt

F IP #uAt 10.3.1.3 (IR,
BEFitENSBLKR:

ZMEIHAER A write-deny_none MIXHSIZFHA TR, BANSYS

clusterl::> vserver locks show -instance -path /data2/data2 2/intro.pptx

Vserver:

Volume:

Logical Interface:

Object Path:

Lock UUID:

Lock Protocol:

Lock Type:

Node Holding Lock State:
Lock State:

Bytelock Starting Offset:
Bytes Locked:
is Mandatory:

Number of
Bytelock
Bytelock
Bytelock

Bytelock is Soft:

Oplock Level:

Shared Lock Access Mode:
Shared Lock is Soft:
Delegation Type:

Client Address:

SMB Open Type:

SMB Connect State:

SMB Expiration Time

is Exclusive:

is Superlock:

(Secs) :
SMB Open Group ID:

vsl

data2 2

1if2

/data2/data2 2/intro.pptx
553¢cf484-7030-4998-88d3-1125adbbalb’?
cifs

share-level

node3

granted

write-deny none
false

10.3.1.3
durable
connected

78a90c59d45ae211998100059a3¢c7a00a007£70da0£8££££cd445p0300000000

Vserver:

Volume:

vsl
data2 2
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Logical Interface: 1if2
Object Path: /data2/data2 2/test.pptx
Lock UUID: 302fd7bl-f7bf-47ae-9981-f0dcb6a224f9
Lock Protocol: cifs
Lock Type: op-lock
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: batch
Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: -
SMB Connect State: connected
SMB Expiration Time (Secs): -
SMB Open Group ID:
78a90c59d45ae211998100059a3c7a00a007£70da0£f8ffffcd44500300000000

FT7% ONTAP SMB i

AXHHERLLEZEF RGP AN, EAUEREXAMFFEBENESR, ARTPES
EME. AIEFREREIE BRI EF RN ARER,

KTFUAES

It vserver locks break Sa¥{NER TSR RLIFMESNELG, BXREIFMES “vserver
locks break, EEM'ONTAP G5 $&ZE",

555%
1. BEEHERDIEFIEMNESE. 15EH vserver locks show B%:

BXIFHMEE vserver locks show, IB2M'ONTAP GiS$&ZE",

2. BNPRRFNEENERK:. set -privilege advanced
3. AT T IREZ—:
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MEEBIISE ... KAWHIE WA ...
SVM Z#R, £ZR, LIF BFFFIXHERRIZR vserver locks break -vserver

vserver name -volume volume name -path
path -1if 1if

i ID vserver locks break -lockid UUID

4. IR[OIZIEENRERS): set -privilege admin

BRISRFFARGSHELES, BESNONTAP L5 £,
..\.l ~ -—

=1 SMB SET1

£~ ONTAP SMB &5 8

TR ETEXBEELMN SMB =IERER, B4 SMB EEMIIE ID URERARIENT
EIARY IP tthiit, R LUETREXSIED SMB il hRAFFLEATARIPAFINESRS, XB
B TFHESIERE T LR (E,

XFIAES

TR LHWERET SYM LFrERIENGEER. BR, AFZERAT, BRENEHERK, EALUBZIEE AIE
SHKBEEX MHPERHNER!

s EAILMERTNE -fields BT EREXFMEFERNREHISEH,
SR LRI -fields ? LAMBER O] LAE ML FES,
s EAILUER -instance BFEREXBRERISMBEIGERIFME BHISE
s &R LIfER -fields BT, -instance SWPMFERAN S HEt e S HESFER,
$IE
1. T T IREZ—:
Z 87T SMB £iEERHII EAUTSS ...
SVM IR ESIEMRER vserver cifs session show -vserver

vserver name

=T : :
FEERERZ ID vserver cifs session show -vserver
vserver name -connection-id integer

IEEMN T Euh IP bk vserver cifs session show -vserver
vserver name -address
workstation IP address
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E TR SMB &% BEHIR
IEERY LIF IP H#bnit

local}’

vserver cifs session show -vserver
vserver name -windows-user
domain_name\\user_ name

‘vserver cifs session show -vserver vserver_name
-auth-mechanism {NTLMv1

Kerberos

fERTETE BN kRS

SMB2
SMB3

BHEERNHRE A BRI

Yes

ABEEN SMB EERIERE

78

-, AL
WALLTHRS ...
vserver cifs session show -vserver

vserver name -lif-address
LIF IP address

‘vserver cifs session show -vserver vserver_name
-node {node_name

FEERY Windows BB

fEREE R B (D IRIEAH]

NTLMv2

Anonymous}’

‘vserver cifs session show -vserver vserver_name
-protocol-version {SMB1

SMB2_1
SMB3_1}

[INOTE] ==== #£:0] §8YR$F1 SMB ZBEEA
F SMB 3.0 NEEMRANRIE, BEEFHERER
BRENEFPIRES. MIBELSHHBEIRERN
SMB3 T E=hRAS,

‘vserver cifs session show -vserver vserver_name
-continuously-available {No

Partial)

[INOTE] ==== 4 a]IKE N partial, XEKE
REEDEE—NMT AL RS, BXIEFH
ReNHRERREDRRFRIPHT . EoLUER
vserver cifs sessions file show 3%, F
;‘:E%EEETL%%EFﬂﬂﬂ‘%ﬁ(ﬁiﬂ%?ﬁ%éﬁﬁﬂ%E’\JT%F'"F
THo

‘vserver cifs session show -vserver vserver_name
-is-session-signed {true



LUT&HSER SYMvs1 EM IP itk 10.1.1.1 W TELEBRIINSIENSIEER:

clusterl::> vserver cifs session show —-address 10.1.1.1

Node: nodel
Vserver: vsl
Connection Session
ID ID

Workstation

Open
Windows User Files

3151272279,
3151272280,

3151272281 1 10.1.1.1

UTa<LER SVM vs1 EEERSAIARIPFHVSIENIFAZIEES. WEREEREKA BIZA.

DOMAIN\joe 2

23s

clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation IP address: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\SERVERI1S
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: Yes
Is Session Signed: false

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

domain-user

Unencrypted

UTar<E/R SVMvs1 EFEA SMB 3.0 #1 SMB Zi@EMSiENSIEERE, FEIbRfIG, BPMEE LIF IP it
MﬁﬁSMB3OM%F“‘ﬁ@ﬂm;,.%,%ﬁ%ﬁﬂﬂ%dﬁWWMMZO%ﬁﬁﬁKa%ms%ﬁ%ﬁ
1TEE, LURSIFS A AR,
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clusterl:

:> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1

**Connection IDs:

Connection Count:

3151272607,31512726078,3151272609

3**

Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false

User Authenticated as:
NetBIOS Name:
SMB Encryption Status:

BXER
ETRBEXITHN SMB XHHER

domain-user

Unencrypted

S TREXFTHH ONTAP SMB X{FHIEE

ERILA BB XFTFRY SMB XHRIER, €FE SMB EENS

*EI (ZRZ. BAUETEXRXHIREABRRIFPAIINGER, XBEBTHREFTHRIXH
BT 2R RIS,
XFIAES

51D, £ES, HZBMW

"REJLJ\L/TﬁEEE',L_LEI’J SMB £iE EITANXHIER. WIRFEME SMB SIEFHEXHR SMB KiEE
g2, NERNERIFEER.

fign. MREE—ISMBRIE. EF—E4THNX G4BT ABEBIFETANRIP. M —EXM4RITHABEA
ﬁ?#iﬁjﬁﬁﬁ’]ﬁ?}ﬁ(ﬁlﬂﬁ -continuously-available FEHIN vserver cifs session show sp¥HiIH
79 partial) MBTLAER L AR < E ML S5 4RET Ao

& 8] LUEA LB ER T £ T Storage Virtual Machlne (SVM) LB HISMBRIE ERFREFTAXHHE R
vserver cifs session file show 83%. MAHEMAEIESE,

BE, EFZBERT, RENEHERK, EoJLU@idiE EBHRBEXBHFPETHER. NREREE
ENEBOITAXHNER, XBIEEER.

%
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* WA LAERENE - fields AT ERFmEFERANEHASE,

ERILARIRERIL S, WA SEMESHRESER.

* A LUERA -instance BFERE XITHANSMBXXHEIFAE EHNE .

TR URRERILSE, WAIUSHMANESRES

p
1 BT g EZ—:

MREZRITHE SMB X5 ...
LEER N ERIE SVM £

local}’

vserver cifs session file show
-vserver vserver name -file-id integer

vserver cifs session file show
-vserver vserver name -connection-id
integer

vserver cifs session file show
-vserver vserver name -session-id
integer

vserver cifs session file show
-vserver vserver name -hosting
-aggregate aggregate name

vserver cifs session file show
-vserver vserver name -hosting-volume
volume name

vserver cifs session file show
-vserver vserver name -share
share name

vserver cifs session file show
-vserver vserver name -path path

£/,

AL ...

vserver cifs session file show
-vserver vserver name

‘vserver cifs session file show -vserver
vserver_name -node {node_name

EENXH ID

FEERY SMB &E# ID

IEEH SMB &i% ID

EIEENEERS L

1EEM SMB H#£=

EER SMB B&1Z L

BHEESBFER ARIF

81



NRBERITFRY SMB XXfF ... WANUA T2 ...

‘vserver cifs session file show -vserver Yes}
vserver_name -continuously-available {No

[NOTE] ==== LRI RSN No, XEREXLEST

XA EMZRENMERTERGHINE,

AN REXRRPNEIFAFZRINENRS

MEMLPME,

BEIEENEMERRE ‘vserver cifs session file show -vserver
vserver_name -reconnected {No

ol IEREMESHRACREE R, BXIFHMAEE vserver cifs session file
T"ONTAP @& &E",

Nl

Dy

D

82

TRBIETRTEX SVM vs1 HITARNXXHEHRER:

clusterl::> vserver cifs session file show -vserver vsl
Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

TRHIETRTEX SVMvs1 _EXH ID 82 WEITH SMB XHERIIFHAEE

£
show, 18

el

b

=
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clusterl:

-instance

:> vserver cifs session file show -vserver vsl

Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal

Path from CIFS Share:
Share Mode:

windows\win8\test\test.txt

rw

Range Locks: 1
Continuously Available: Yes
Reconnected: No

-file-id 82

BXER

ETRRIEER

HaXE ONTAP SMB fk5525 L FTABISITEGE. WRMITERES

T_g%ﬂyﬁyé CIFS ’ SMB EEV’_*U BranChCaChe DA?\%’}LVI_'{I:IIL;\L/(&”/_ A’HEI%EE’:HEIIL.\ZHU
, B ﬁ?ﬁ@%ﬁ%iﬂ‘%*ﬂl‘l‘%&%&_ﬁﬁ?ﬁﬂyaﬁ%o

p
1. BIPREKAIRENER:

set -privilege advanced

2. PUTUTRIEZ—!

BHENRNE
PERLE X R AT A

A BIRENR

e R

EBTMEXNESZEE statistics catalog object show, BIEMILEXRMTEEEATA, S

DL"ONTAP 852 &%E",

BN ...

statistics catalog object show

statistics catalog object show -object

object name

statistics catalog counter show

-object object name
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3. IREFIEIENELT): set -privilege admin

Nl
U Tas< BR55EFRY CIFS 1 SMB ihREXHEERITHE S WKV, WEENPRERIFAR:

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.
Do you want to continue? {yln}: vy

clusterl::*> statistics catalog object show -object audit
audit ng CM object for exporting audit ng

performance counters

clusterl::*> statistics catalog object show -object cifs
cifs The CIFS object reports activity of the
Common Internet File System protocol

clusterl::*> statistics catalog object show -object nblade cifs
nblade cifs The Common Internet File System (CIFS)
protocol is an implementation of the

Server

clusterl::*> statistics catalog object show -object smbl
smbl These counters report activity from the
SMB
revision of the protocol. For information

clusterl::*> statistics catalog object show -object smb2
smb?2 These counters report activity from the
SMB2/SMB3 revision of the protocol. For

clusterl::*> statistics catalog object show -object hashd
hashd The hashd object provides counters to
measure
the performance of the BranchCache hash
daemon.

clusterl::*> set -privilege admin

UTaLEREXRNEETHHBNER cifs R NEFREH PR



()  BFOFRDTEFTEEIRIRE cifs MR, WLIREN,

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: vy

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg_directory depth Average number of directories crossed by
SMB
and SMB2 path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops
cifs read ops
cifs read recv ops
cifs read recv size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv_size 0B
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0

BXES



* ERFIHER
* "FITB R B ERER"
- TR

275 ONTAP SMB Zit= 8

BRI B REMAITER, S8FEHFX CIFS #l SMB, ®i#%#l BranchCache FaHmAIFEIHE
B, EiEaeri2ira &,

FraZ Al
AT ERWEIIEEZ statistics start Ml statistics stop Y. RAETEETREXRNRNE

p[sxYe}

¥ T 2 “statistics start'#1 “statistics stop fE"ONTAP (s $&ZE"
s

1. BNERFIEENELR: set -privilege advanced

2. UITUUTRIEZ—:

BETFRIHEEAINR BN ...

SMB HIFT B kR4S statistics show -object cifs

SMB 1.0 statistics show -object smbl

SMB 2.x #1 SMB 3.0 statistics show -object smb2

TRl CIFS F&4: statistics show -object nblade cifs
SN EZ statistics show -object audit ng
BranchCache M #&H RS statistics show -object hashd

a7 DNS statistics show -object ddns_update

BXRHEMEER statistics show, BBI'ONTAP <& E",
3. R[OF|EENRERS: set -privilege admin

HXER
* MERRS 28 LT VAT EE. MR iT4188
* I51F SMB EEZRIEAIHES
* &R BranchCache £it{E 8
* FERFITHE R ST BT R ENERD
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